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I.
A.

INTRODUCTION AND SUMMARY

Purpose and Scope

Because of the unique capability of uranium enrichment plants to increase
the isotopic concentration of U-235 to levels suitable for nuclear explosives,
the task of INFCE Working Group 2 provides for an examination of the
proliferation risk associated with the production of low-enriched uranium fuel
for nuclear power plants. As one component of this analysis, it is important to
consider how IAEA safeguards may be applied to uranium enrichment facilities.
These safeguards will be applied with the objective of "the timely
detection of the diversion of significant quantities of nuclear material from
peaceful nuclear activities to the manufacture of nuclear weapons or of other nuclear explosive devices or for purposes unknown, and deterrence of such diversion by risk of early detection"'*'.
In the past, low-enriched uranium for nuclear power plants has been
supplied almost entirely from gaseous diffusion plants. At the present time,
several states and groups of states are proceeding with the development of
large, commercial enrichment facilities using the gas centrifuge process. This
paper discusses the application of IAEA safeguards to facilities employing these
two enrichment processes important for production of low-enriched uranium.
In the case of uranium enrichment facilities, it has been suggested that a
State may request one or more "special material balance areas", excluding IAEA
inspectors from or controlling access to certain sensitive areas, in order to
protect commercially sensitive information. Since any such restriction of
access for IAEA inspectors would limit the choices for IAEA inspection strategy,
it is incumbent on the State and the Agency to agree on safeguards methods by
which the Agency could fulfill its responsibility.
Recognizing that there is a range of possible agreements between the IAEA
and a State with respect to the nature and intensity of the safeguards measures
which might ba employed, this paper presents a methodology for estimating the potential effectiveness of selected IAEA safeguards strategies as such strategies
might be affected by facility separative capacity, facility design, and by
possible limitations on the starting point or the scope of the safeguards
measures which might be considered. The methodology: (1) discusses the IAEA
safeguards objectives^1'; (2) postulates diversion strategies which an operator
might employ; (3) considers a range of possible limitations on inspector access;
(4) projects the technical resources which the Agency may be able to employ; (5)
identifies possible safeguards strategies as they would be affected by facility
design, by limitations on inspectorate access, and the resources available to
the Agency; and (6) estimates the capability of the postulated IAEA inspection
strategies to detect the diversion of a significant quantity of uranium.
While providing a useful foundation for the development of overall estimates of the capability of the IAEA to detect diversion operations at enrichment
plants, it is important to emphasize that this framework provides a key, but
limited, portion of the totality of judgments required to choose a safeguards
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strategy.
While an agreement which allowed substantial access for inspectors might
simplify the means by which the IAEA would be able to achieve its objectives,
such access might accelerate the diffusion of enrichment technology. This paper
does not provide a methodology for comparing the impact which limitation of
access might have on the cost or the effectiveness of IAEA safeguards, on the
one hand, to the potential impact which such limitation of access might have on
the proliferation resistance of fuel cycles which require enrichment, on the
other. Rather, the emphasis is on a methodology to assess the former, which
would be needed in order to make such a comparison.
Further, taking into account different conditions of access, the design of
the enrichment facility or its operating procedures may be iiodified to reduce
the exposure of information. This will clearly differ from facility to facility. These differences highlight the fact that the estimates provided are done
with respect to generic facilities. Each specific enrichment facility should be
treated on a case by case basis in order to take into account the specific situation.
Another element of the problem which is not addressed is how the costs of
different safeguards strategies could be balanced against the various estimates
of detection capability and the information which may be exposed by differing inspector access conditions.
It is also worth noting that the set of inspector access conditions used in
the paper is wide ranging but by no means comprehensive or completely defined.
For example, agreements where access would be permitted to the process ares: during operations would in practice have to define, inter alia, the frequency of
access, the duration of access, the conditions of notice, and the rights of the
inspectorate for observation and measurement. Additional analysis is needed to
establish the degree to which various access conditions can provide increased
assurance of detection of diversion operations.
B.

IAEA Safeguards at Uranium Enrichment Facilities

The IAEA safeguards objective at a uranium enrichment facility is to detect
diversion of a significant quantity of nuclear material. Of particular concern
would be the uae of the facility to produce uranium of enrichments higher than
declared, particularly high enriched uranium. In order for an operator to produce and divert a significant quantity of enriched uranium, he would have to provide the necessary feed and separative capacity, perform the enrichment operation and, if desired, remove the uranium from the facility. The operator also
would have to remove or conceal any excess tails and suppress any evidence of
higher-than-declared isotopic composition in waste and effluent streams. The
methods employed by the IAEA to detect the diversion of nuclear material or the
use of the facility to provide uranium of higher than declared enrichments are
verification of the state's nuclear material accountancy, a fundamental safeguards measure, and containment and surveillance, important complementary
measures. At a uranium enrichment plant, these measures must all be employed in
order to provide the IAIA with completeness and continuity of knowledge concerr-
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ing nuclear material flows and inventories.
The presence or absence of a special material balance area may affect the
extent to which technology is exposed to the inspectorate. Recognizing that the
IAEA requires safeguards relevant information concerring the process technology
and facility design in order to fulfill its safeguards obligations, it might be
considered, nonetheless, that the information exposed as a consequence of access
to the cascade area goes beyond what is necessary for performance of the IAEA's
task. In this case, it is appropriate for the State to consult with the IAEA as
to the implementation of a safeguards system which will permit the IAEA to satisfactorily accomplish its task without such access. Recognizing that denial of
access to the cascade area could make it impossible for the IAEA to verify how
the operator is using the cascade, measures additional to those normally employed at other facilities might be necessary ir view of lack of direct access.
Thus the presence or absence of a special material balance area may affect
the relative role the various safeguards measures play, especially with respect
to the goal of detecting use of the facility to produce uranium of higher than
declared enrichment. For example, if the presence of a special material balance
area (MBA) resulted in a situation where the IAEA would be unable to verify the
use of the cascade, more intensive containment and surveillance measures would
be required at the boundary of the special MBA, in order to detect undeclared
flows and to provide completeness of knowledge, and stringent material accountancy would be required in order to prevent the operator from obtaining feed by
concealing significant diversions of nuclear material within the normal
measurement uncertainties. On the other hand, given some degree of access,
containment and surveillance may be employed to verify directly how the cascade
is being used and, in this case, less stringent measures may be required around
the perimeter of the process area. (The feed and withdrawal site will generally
require surveillance measures in order to provide completeness of knowledge of
the uranium flows.)
As noted above, each facility should be treated separately, since many factors could affect the degree and type of information which might be exposed and
the ease or difficulty with which the Agency might achieve its objectives: for
example, specific details of facility and process design, operating procedures,
and the choice of inspection strategy. Some of these will be noted, others will
not. Nevertheless, it is hoped that the general approach suggested here will
prove to be useful in further discussions among the IAEA Member States.
Appendix II describes some of the development work underway in the U.S. on
safeguards instrumentation for enrichment facilities.
C.

Method of Approach

The objective of IAEA safeguards is the timely detection of the diversion
of significant quantities of nuclear materials and thereby deterrence of such di
version. At a uranium enrichment facility, the objective would be to detect diversion of natural or low enriched uranium (LEU) being produced or the use of
the facility to produce and to divert uranium of higher enrichments than those
declared.
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In order to divert enriched uranium, the operator would need to:
A.
B.
C.
D.

provide the required separative capacity,
provide the required uranium feed,
perform the enrichment operation,
remove the diverted material from the facility (and remove or
conceal the associated tails).

In performing enrichment to HEU, the operator must also suppress isotopic
information in scrap and waste streams which could divulge the existence of material with a higher than declared enrichment. The Agency's safeguards should be
designed to detect some or all of these indicators that the facility is not
being operated as it is declared to be.
Chapter II discusses several possible diversion strategies which an operator might consider. Chapter III illustrates a methodology for systematically
identifying the advantages and disadvantages, as presently perceived, to the
IAEA of various degrees or levels of access. This approach also permits
assessment of the potential exposure of technology for the various cases, ani it
may also suggest measures which may be taken to reduce such exposure.
Centrifuge and diffusion uranium enrichment facilities have somewhat different characteristics from a safeguards point of view. For example, it would require the addition of a substantial amount of separation equipment at a
diffusion facility to produce HEU without substantial interference with plant operation, whereas parts of a centrifuge plant could be reconfigured to achieve
this purpose. On the other hand, the gas-phase inventory at a centrifuge facility should be very small, compared to the feed, product, and tails processed in
a year, whereas that at a diffusion plant would be significant.
For this reason, 20 cases are considered in Chapter III: 2 types of facility (diffusion and centrifuge), 2 types of potential diversion (of LEU and of
HEU), and the following five conditions of access:
1.
2.
3.

perimeter access beginning at or after the start of operations
perimeter access during construction and during operation
perimeter access from the start of operation and a one-time
inspection of the cascade area just before operation begins
4. free access to the cascade area during construction but perimeter
access only, after operation begins
5. access, as defined in the IAEA-State agreement, during construction
and during operation
It might be noted that alternatives 3 and 4 would permit visual access to
the exterior of equipment prior to its operation, which could expose some
features of sensitive process technology. An additional alternative which might
be considered is free access to the facility during construction of the building
but prior to installation of the sensitive enrichment equipment, and perimeter
access from that time on.
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D.
Material accountancy is the safeguards measure of fundamental importance.
As discussed in Chapter II, measurements of UFg flows at uranium enrichment facilities should be very accurate compared to the measurements of uranium or
plutoniura at other parts of the nuclear fuel cycle. Ac the largest uranium
enrichment facilities, the sensitivity of material accountancy might not, of
itself, be able to detect diversion of a goal quantity of either 75 kg of U-235
contained in low enriched uranium (LEU) or 25 kg of 'J-235 contained in high
enriched uranium (HEU). Nevertheless, material accountancy will play a key role
in safeguards at any uranium enrichment facility.
For completeness and continuity of knowledge, containment and surveillance
measures will be required. The Agency will need to verify that the enrichment
facility is being operated as declared, and that all uranium feed, product,
tails, and waste discards flow through the agreed-upon key measurements points.
In the interest of efficiency, the measures of accountancy, containment, and surveillance will need to be coordinated and adapted to the characteristics of the
particular facility and the terms of the particular Agency-State agreement.
It is anticipated that a State may wish to request a special MBA which
would place restrictions on the access of IAEA inspectors to some of the process
areas, in particular the material balance area which contains the enrichment
equipment. In such a case, the State and the Agency must consider what impact
such restrictions might have on the ability of the IAEA to fulfill its safeguards responsibility, since it is incumbent upon the State and the Agency to
agree on safeguards measures by which the IAEA can fulfill its responsibility.
A systematic procedure is presented in this paper for performing such an
analysis. As was mentioned above, this involves identifying the operations
which an operator would have to perform in order to divert a significant quantity of high-enriched uranium (HEU) or Zow-enriched uranium (LEU), and the capability of the IAEA using material accountancy, containment and surveillance
measures to detect a diversion directly or through detection of one or more of
the diversion operations.
A complete analysis should include a careful study of just how Agency personnel would verify the operator's accountability records, confirm weights, take
and analyze samples, and analyze the resulting data. It should also consider
containment and surveillance activities in detail, and what kind of conclusions
the Agency will be able to reach on the completeness of these activities. Such
detailed analyses are beyond the scope of this paper, which presents a framework
for analyzing the impact which various conditions, such as limited access, size
and type of the enrichment installation, physical plant design, etc., have on
the nature of the safeguards systeir which the IAEA would require in order to discharge its responsibility.
To illustrate how the methodology can be used to develop technicrl estimates of detection capabilities (within the limitations described above), tables
showing the types of conclusions which can be reached are presented in Chapter
III. While the results of this analysis represent the composite judgment of a
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number of experts familiar with both uranium enrichment plants and IAEA
safeguards, they are preliminary. The estimation of the appropriate values for
each table entry is necessarily complex, and further effort would be required
before the results could be viewed with high confidence. This is especially
true of the overall values presented in Table III-5, since these estimates are
developed by scanning the estimates for the capability to detect individual diversion operations and assigning an overall value equal to the highest level in
the chain of activities*. Thus, revisions to the judgments made about the ability to detect a single diversion operation can significantly change the overall
estimates.
Recognizing the aforementioned limitations on the scope of this analysis
and the need for other supporting analysed and refinements, the U.S.,
nevertheless, believes that the method presented in this paper is a useful way
to address the problem of evaluating enrichment plant safeguards.

* Where there are multiple paths for a single operation, the weakest link
is used in the overall scan.
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II.
II.A.1.

GOALS AND OBJECTIVES OF IAEA SAFEGUARDS

Introduction

The goals and objectives of IAEA safeguards at a uranium isotopic
enrichment plant are d^n^ed from the general objective of IAEA safeguards:
"the timely detection of the diversion of significant quantities of nuclear material from peaceful nuclear activities to the manufacture of nuclear weapons or
of other nuclear explosive devices or for purposes unknown...."1/ At a uranium
isotopic enrichment facility, the fulfillment of this objective must recognize
the unique capability of such facilities to increase the U-235 concentration of
uranium and thereby to increase its strategic value.
In this context, three general aspects of a strategy designed to meet
this objective at a uranium enrichment facility can be defined. F'rst, the IAEA
must verify accountancy for all of the declared nuclear material. Inasmuch as
the material is transported and stored in batch form, is tightly contained in
process equipment, and, at the facilities considered here, has the same chemical
composition throughout, this aspect of the safeguards strategy may be expected
to be good. Second, the IAEA should insure that all nuclear materials are introduced and verified at key measurement points. Third, and perhaps the most
important, the IAEA should be able to confirm that the facility is operated as
declared, to produce LEU.
For all three cases, material accountancy plays an important role in
providing the IAEA with required safeguards information. With respect to the
second and third aspects, the IAEA must pay special attention to the use of surveillance and facility containment measures to provide assurance that it has complete knowledge of flows of uranium into and out of all material balance areas
and that the facility has been operated as declared.
Certain enrichment technologies are considered by States to involve information which is particularly sensitive for commercial or reasons. States
may, in such instances, request that special material balance areas (MBA's) be
established around process steps involving such information and within which
there would be controlled or no inspector access. Provision for such non-access
areas is provided for in INFCIRC/153, section 46(b) (iv), whereby a State can
request the estcblishment of a special material balance area around a process
step if it is considered to involve "commercially sensitive information." If
such special MBA's are established, more extensive safeguards procedures would
need to be developed and/or applied to compensate for lack cf access. For
example, additional emphasis would be placed on containment and surveillance
measures. In this instance, the design of the facility can play a particularly
important role in permitting the IAEA to fulfill its safeguards obligation.
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II.A.2.

Detection Goals for IAEA Safeguards at Uranium Isotopic Enrichment
Facilities
i.

General

Goals for the detection of diversion of nuclear material are expressed in terms of the quantities of material to be detected if diverted or
otherwise missing, the timeliness with which the detection should be achieved
and the probabilities associated with the detection process.
The quantities in the following paragraphs are considered as goals
of the IAEA safeguards system. The degree to which safeguards goals can be
attained at any time depends, inter alia, upon the available safeguards resources, the state of development of safeguards technology, the safeguards procedures that are applied, an- the degree to which the design of the enrichment
plant facilitates the application of safeguards.
ii.

Quantities

The quantities of nuclear material which if diverted or otherwise
missing should be detected by IAEA safeguards are derived fror «• nsiderations of
the amounts of material required to produce, directly or ind'
f?.y, a single nuclear explosive.^'
For low-enriched uranium (LEU), i.e., uranium containing less than
20Z of the isotope uranium-235, the IAEA has adopted for the quartity of safeguards significance the value of 75 kg of contained uranium-235. This value is
the estimation used by the IAEA of the amount of LEU which ou)d be needed to
produce by irradiation 8 kg of plutonium or to produce by isotopic enrichment
high-enriched uranium containing 25 kg of the isotope uranium-235. This latter
quantity is the quantity of safeguards significance adopted by the IAEA for
high-enriched uranium (HEU). Since it is expected that the declared purpose of
isotopic enrichment facilities anticipated to be under safeguards would be the
production of fuel with enrichments less than 5% U-235, the goal quantities with
respect to the diversion of LEU would be derived from the value of 75 kg of contained U-235. For diversion strategies involving the use of the facility to produce HEU, the goal quantities would be derived from the value of 25 kg of contained U-235.
iii.

Timeliness of Detection

The timeliness with which the IAEA attempts to detect the diversion or loss of a goal quantity of nuclear material is derived from estimations
of the time which would be required to convert the diverted material "to the
form suitable for manufacture of nuclear explosive devices"^). For lowenriched uranium, the conversion time is estimated by the IAEA to be of the
order of a year. Accordingly, for a uranium isotope enrichment facility
declared to produce LEU, a detection time of one year for the diversion of LEU
would be sought by the IAEA. On the other hand, the undeclared production of a
significant quantity of HEU should be detected within 1-3 weeks after production/3'
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iv.

Detection Probabilities

IAEA safeguards should have a very high probability of detecting
either abrupt or protracted diversion of a goal quantity of U-235 as HEU;
because the consequential riak is lower, the detection probability for lowenriched uranium may be somewhat lower. The probability should be very low that
a final conclusion is reached by the safeguards system that diversion has occurred when in fact it has not: i.e., a false alarm.
II.B.

Safeguards Concerns at Declared Enrichment Facilities

As mentioned above, there are two principal IAEA safeguards concerns
at enrichment facilities which have been declared to be for the production of
low-enriched uranium and which are subject to IAEA safeguards. These are:
—

the production and diversion of a significant quantity of uranium at an enrichment level higher than declared;

—

the use of the facility to produce and divert a significant
quantity of low-enriched uranium;

The former is clearly of greater importance because of the potential
to produce highly-enriched uranium usable in nuclear explosives. The latter is
also of importance since the diverted low-enriched uranium could be used in a nuclear reactor to produce plutonium or as feed for clandestine enrichment
elsewhere. Of course, all uranium at the facility is subject to safeguards,
including feed and tails.
Several methods might be used for the production of uranium with
higher than declared enrichments at a facility declared for the pro uction of
low-enriched uranium; the method employed would depend upon the separation
technology in use at the plant. For example, in a gas-centrifuge enrichment
plant, some fraction of the centrifuges could be rearranged into a cascade capable of producing highly-enriched uranium. Alternatively, part of the LEU
product could be recycled to part of the centrifuge cascades and thus be further
enriched. This recycle of cascade product could be repeated until highlyenriched uranium is obtained. At a gaseous diffusion plant designed to produce
LEU, undetected production of highly-enriched uranium could not be accomplished
without construction and installation of additional cascade stages. (There are
other methods for producing HED at a gaseous diffusion plant designed to produce
LEU. These might involve multiple pass operations or single pass operations
using previously enriched uranium. It is considered that these schemes could
not be successful without major interference with the normal operations of the
facility. For that reason, any such attempt would produce effects readily apparent to the IAEA and seem in that respect to be impractical strategies for covert
diversion.)
As noted above, the analysis of diversion possibilities at uranium
enrichment facilities must take into consideration the possibility that in some
cases, the IAEA inspectors may be denied access to the cascade and/or certain
maintenance areas. Such a non-access area can affect the diversion strategies
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which are plausib1'" .-> d thus may require compensating safeguards measures so as
not to reduce the . -Furance that a diversion has not occurred. The following
analysis will treac separately different levels of access to the cascade; nonaccess to certain maintenance areas is not analyzed because of the low uranium
flows through such areas.
II.C.

Diversion Strategies at Safeguarded Enrichment Facilities

There are three general strategies for the concealment of the production and diversion of either high-enriched uranium or low-enriched uranium
produce from a safeguarded LEU enrichment facility. These are the following:
—

concealment by limiting the quantity of uranium diverted so
that it falls within the normal measurement uncertainties of
the material balance;

—

concealment of the diversion via record falsification (such as
understating the receipts, overstating the removals,
overstating the in-process inventory and/or equipment holdup,
or inflating the stated measurement uncertainties;

—

concealment of the diversion using unrecorded shipments and
receipts of feed and product (e.g., using feed that is either
stored in a special MBA before initiation of safeguards or introduced without record after ..he initiation of safeguards).

These strategies are discussed in somewhat greater detail below. Each
of the diversion strategies may also include the concealment of use of the facility to produce higher than declared enrichments. In accomplishing a diversion,
there are also two aspects of the operation to be considered: logistics and
deception. The former involves the movement of material within the facility and
into or out of a MBA, and the latter the manipulation of enrichment data, quantities, and locations of material so aa to mislead auditors and/or to compromise
surveillance methods. The types of logistics and deceptions feasible will
depend on Whether a non-access area is present, on the amount of separative capacity included, on the physical extent of this area, and on the type and frequency of "traffic" through the boundary of this area.
II.C.l.

Uiyersion Within the Normal Measurement Uncer* ..tties for the Material
Balance

The major flows of uranium to and from the enrichment plants under consideration in this paper (gaseous diffusion, gas centrifuge) are in the form of
UF 0 contained in steel cylinders. The various waste streams from the facility
normally contain much smaller quantities of uranium than those above. These
waste streams may include such materials as contaminated chemical trap media
(e.g., alumina or sodium fluoride), contaminated oils and pump fluids,
contaminated separation equipment parts, and decontamination wash solutions to
be processed for the recovery of uranium.
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The major inventories at centrifuge or diffusion enrichment plants are
cylinders of feed, product, and tails UF$ either attached to the cascades or in
storage yards. In addition, some product and tails UFg is contained in process
vessels such as desublimers, condensers, accumulators, and surge drums. For the
case of gaseous diffusion plants, the in-process gas phase inventory comprises
a significant fraction of the material to be accounted for in the material balance.
The term "material balance" includes a determination of material
unaccounted for (MUF) found by subtracting ending inventory (EI) and removals
(R) from beginning inventory (BI) plus additions to inventory (A).
Mathematically,
MUF « BI • A - EI - R.
The amounts of uranium and U-235 in each of these flow or inventory
quantities are determined by physical and chemical measurements; the results of
all such measurements are subject to uncertainties in the measured value.
Because of the uncertainties in the measured values for the terms on the righthand-side of the equation, there is an uncertainty in the MUF.
Although an enrichment facility may utilize several special and
standard MBA's, the safeguards advantages or disadvantages thereof are not
covered in this paper.
The technical conclusion of the IAEA's verification activities is "a
statement, in respect of each material balance area, of the amount of material
unaccounted for over a specific period, giving the limits of accuracy of the
amounts stated"^. Because of the nature of physical and chemical measurements
(resulting in uncertainties in the measured values), there is a significant
statistical probability that the measured MUF will be one or more standard deviations from zero, even in the absence of a diversion. A level of two standard deviations is called the "limit of error of material unaccounted for" (LEMUF).
In the following section, we shall summarize the measurement
uncertainties in the major streams to and from the enrichment plant; namely, the
feed, product, and tails UF$.
Il.C.l.a

Measurements of Feed, Product, and Tails Flow at U.S. Enrichment
Plants

The major uranium flows into and out of the process area of an
enrichment plant are the UFg feed vaporized from cylinders and the UFg withdrawal streams (the product and tails UFg condensed and withdrawn into
cylinders). It is clearly important to determine with what precision and accuracy these can be measured. The quantities to be measured for each cylinder of
UF D fed to or withdrawn from the cascade are the i.et mass and the chemical and
uranium isotopic composition of the material transferred. From these one can determine the quantities of uranium and U-235 transferred via the major flows.
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i.

Measurements of Mass of UFA Transferred

The net mass of UFg transferred to or from the cascade is determined by weighing the cylinder before and after the transfer.
In the U.S., 10- and 14-ton cylinders are weighed on platform
scales with *_ 2.0 lbs. rated precision at maximum load. The limit of error (957.
confidence interval) for the net weight of UFg in these cylinders is less than
^ 0.01% relative. For 2.5-ton cylinders, the limit of error is about ^ 1 lb.,
or _+ 0.022 relative. The weighing uncertainties do not contribute significantly
to the LEMUF trtien compared to the uncertainties in uranium and isotopic concentration.
ii.

Bulk Sampling

A 10-ton or 14-ton cylinder is heated in a steam autoclave in
order to liquify the contents and obtain complete chemical and isotopic homogenization of the UFg. Cylinders are sampled in a horizontal position by draining
liquid phase UFg into a sample receiver having a net capacity of 4.9 lbs. of
UFg. The sample receiver is held at liquid nitrogen temperatures to assure that
low boiling point impurities such as KF are condensed. Two independent samples
are removed from each large cylinder. One of the samples is analyzed
immediately? the second sample is retained for potential umpire use. A random
choice is made as to the disposition of the two sample cylinders.
Transfer of the contents of a large "parent" product cylinder to
the 2.5-ton customer cylinders takes place after the above samples have been
withdrawn. The bulk samples taken are considered to be representative of the
contents of both the large parent cylinder and of the 2.5-ton cylinder.
iii.

Determination of Uranium in UFg

Very precise and accurate analytical chemical techniques are available for the determination of the uranium concentration in UFg; that is, the number of grams of uranium per gram of sample. At U.S. enrichment facilities, the
most widely used technique for the determination of uranium in UFg samples is
the gravimetric (ignition arid impurity correction) method.
This method is generally recognized to be exceedingly accurate and
precise. For very pure UFg, the relative precision of the analysis, at the 95%
confidence level, is ^ 0.04Z per determination. When impurity levels rise to
0.2X, the precision becomes approximately *_ 0.1Z.
iv.

Measurement of Uranium Isotopic Composition

Mass spectroscopic techniques are available for measurement with
high precision of the uranium isotopic composition of a UFg sample. In particular, samples of UFg withdrawn from the cylinders are analyzed mass
spectrometrically for mole percent U-235, using instruments in which the UF^ is
introduced directly and ionized by electron bombardment. This type of mnss
spectrometer is characterized by very high precision compared to most surface
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ionization instruments. On the other hand, it shows marked memory effects which
restrict efficient use of any one mass spectrometer to a relatively narrow range
of isotopic composition.
The most precise technique in common use for isotopic analysis of
UF$ is the double-standard mass-spectrometer method. In this technique, the
unknown sample and two standards whose U-235 contents bracket that of the
unknown are introduced in sequence into the mass spectrometer, and measurements
are made which are a function of the mole ratio of U-235 to the total of the
other isotopes of uranium. These measurements together with the known composition of the standards permit calculation of the U-235 composition of the sample
by linear interpolation.
The following tabulation shows the relative precision, at the 95X
confidence level, for a single determination which has been obtained using the
double-standard method.

Difference
Between Standards, I

Relative Precision, X
(95% Confidence Level)
Routine

Special

5

0.04

15

0.06

0.01

30

0.08

0.01

43

0.10

At the Oak Ridge Gaseous Diffusion Plant (ORGDP), fifteen such
mass spectrometers are automated through a computer system. Each individual
instrument is dedicated to a very specific range of isotopic assays. Quality
control tests have shown measurement reproducibilities of + 0.1Z (relative, 95Z
confidence level) over the range of interest; sampling errors were found to be
negligible. Measurements are made relative to a series of reference standards
(traceable to the U.S. National Bureau of Standards, originally prepared by
ORGDP) which bracket the samples within 52 relative; bias introduced by
uncertainty in these standards ia believed to be less than 0.1Z.
In addition to the total U and the U-235 enrichment determinations, which are performed on each cylinder, the contents of selected feed
cylinders are routinely analyzed for about 30 metallic impurities. The procedure consists of emission spectrograph^ examination of the ^ O g formed during
the gravimetric uranium determination. The errors in measurements of uranium
isotopic composition appear to be the major contributor to the LEMUF for the
U-235 material balance.
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Il.C.l.b

Effect of Measurement Uncertainties on Meeting Safeguards Objectives
via Material Accountancy

One method of concealing a diversion is to limit the quantity of material diverted to one which falls within the normal measurement uncertainties.
This does not eliminate the possibility of triggering an alarm, but the probability is low if the amounts diverted are small. If MUF's which are greater than
the LEMUF (i.e., two standard deviations) trigger an alarm, it turns out that a
diversion of 1.83 (or 3.65 sigma) LEMUF will trigger an alarm 95% of the time.
We will adopt this figure as the largest size cf the potential diversion which
might be concealed within the normal measurement uncertainties.
It should bd noted that the LEMUF refers to the material balance procedures carried out by the facility operator. If the operator uses the best
measurement procedures available, the IAEA can obviously do no better than the
operator. The potential diversion indicated above is therefore a least upper
bound on the size of the diversion which may be concealed in this fashion. If
the IAEA procedures are less comprehensive or accurate than those of the operator, the size of the diversion w-hich might be concealed from the IAEA will be
greater than the 1.83 LEMUF of the operator.
The amount of uranii»*- which can be concealed within LEMUF will depend
on both the measurement uncertainties and the size of the uranium flows and
inventories (and therefore on the separative capacity of the MBA). The larjei
the separative capacity or the measurement uncertainty, th» larger will be the
size of the potential diversion which can be concealed.
As indicated in the material balance equation, a complete material balance consists of measuring both inventories and flows. Inventories will consist
of in-process material and material awaiting or following processing. The latter inventories should be amenable to IAEA verification, but the in-process inventory will, in general, not be subject to verification because of either
measurement difficulties and/or the desire of the operator to protect this information. At a typical diffusion plant, this constitutes a very large amount of
nuclear material, and the safeguards strategy must take into account the
inability to verify it. At a typical centrifuge plant the in-process inventory
is small, and the inability to verify may be of little import.
It is of interest to examine the accuracy of material accountability
based on the flows alone, because this will determine the sensitivity of material balance accounting (assuming that the difference between beginning and
ending inventory can be ignored). We will use this to indicate the size of a material balance area in which a potential diversion (i.e., the amount which if diverted would have a 95Z probability of being detected without record
falsification) concealed within the measurement uncertainties could produce a
significant quantity of HEU within one year.
For a 200 MT SWU/a facility, the sensitivity for detection of a diversion is shown in Table II-l as a function of LEMUF, the uncertainty for one annual material balance.
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Figure I I . 1 , from "Safeguarding Uranium Enrichment F a c i l i t i e s , " IAEA
report AG-110 i l l u s t r a t e s two possible modes for clandestine diversion at a 200
MTSWU/a cascade to produce HEU.

TABLE I I - 1
Sensitivity ror Detection of Diversion From a 200 MTSWU/a MBA

LEMUF Z<1)

LEMUF (kg U-235)< 2 )

Kg of U-235 for Which
the Detection Probability
i s 95X<3)

0.2

5.5

10

0.4

11.0

20

0.&

16.5

30

(1)

Two standard deviations, expressed relative to U-235 contained in annual
feed of 380 MT natural uranium.

(2)

The probability is 502 that this amount, if missing, would trigger the
alarm (set at 1 LEMUF).

(3)

Assuming that a l a m is set at 1 LEMUF.
diversion, would be 2.3Z.

The false alarm rate for no

The goal of the safeguards strategy is to detect the diversion of 25
kg of U-235 contained in HEU. Assuming perfect containment and surveillance on
inputs so that the only source of feed available to the operator is material diverted within the measurement error, flow accountancy should detect the diversion of a goal quantity of HEU for MBA's comparable to or smaller than those
shown in Table II-2.* The results in Table II-2 and 11-3 were derived by
scaling-up the results in Table II-l in proportion to separative capacity, apply
ing the utilization factors shown in the accompanying notes,and thus deriving
the MBA capacity for which diversion of 25 kg of U-235 would have a 952 probabil
ity of being detected (assuming no falsification of records).

* It is assumed that without access at a centrifuge enrichment plant, the
operator can provide sufficient separative capacity, appropriately configured,
to produce HEU. This may or may not be the case at a gaseous diffusion
plant.
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Figure II. 1.
(From "Safeguarding Uranium Enrichment Facilities", IAEA, AG-110)
declared feed
333 660 legs V
0.711 £ U-235

declared t e l l e
325 260 kga U
0 . 3 J* B-235

declared product
58410 k^a IT
3 . 0 ?5 U-235

/
/

902 legs U 1
0 . 3 jJ of declared t e l l e

/
Allverted product
/ 1092 kgs U
1.9 £ of declared product

I

ndeclared product
28 legs 17
90 ?5 U-235
/

-'diverted product
930 kgs 0*
1.6 J5 of declared product
undeclared product
28 kgs U
0 % U-235

ZIodol ahoning t?/o poociblt modes for clandestine cascade
misuse, with calculated quantities to produce 25 legs U-235
per year a t 90 )• enrichment.
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TABLE II-2
Maximum MBA Size for 95% Probability of Detection of Diversion of
25 kg of U-235 Contained in HEU

LEMUF

Maximum MBA size'*'
(MT SWU/a)

.21

833

.4Z

417

.62

278

(1) Assumes 60% of diverted U-235 in the diverted feed is recovered as HEU.
This corresponds to a tails assay of about 0.32. Lower tails assays
will permit better feed utilization with correspondingly smaller maximum
MBA sizes.

A similar calculation can be performed for LEU. The following table
displays the maximum MBA size in which diversion concealed by measurement
uncertainties would not yield a goal quantity of LEU, i.e., an amount of nuclear
material containing 75 kg of U-235.

TABLE II-3
Maximum MBA Size for 95Z Probability of Detection of Diversion
of 75 kg of U-235 Contained in LEU
LEMUF

(1)

Maximum MBA size^ 1 '
(MT SWU/a)

0.2Z

2360

0.4Z

1150

0.6X

770

Assumes 65Z of diverted feed is to produce LEU.
tails assay of roughly 0.3Z.
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This corresponds to a

Since LEMUF's of between 0.22 and 0.4Z might be achievable in
practice, one can see that the naximum MBA size can be quite large and still
permit the safeguards objectives to be achieved 'rith respect to the diversion of
LEU- For the case of HEU, the maximum MBA size is comparable to or smaller than
that of typical commercial facilities. In this case detection of a diversion
from the declared nuclear material concealed within the normal measurement
uncertainties would not permit the IAEA to exclude the possibility that a
significant quantity of HEU had been produced. Furthermore, the MBA sizes in
Tables II-2 and II-3 relate to situations where the MBA inventory is constant
(or negligible). Where this is not the case, diversion from the variable MBA inventory could remain undetected for significant periods of time.
The above analysis is based on assumptions regarding the distribution
of the random and systematic errors in the measurements of the feed, product,
and tails materials and on deriving a material balance once a year. The errors
due to sampling and measurements would have to be analyzed in order to determine
the accuracies actually achieved and the nature of the error curves on which
this evaluation would be based. At a centrifuge enrichment facility, where the
gas-phase inventory is small, it should be possible for the IAEA to perform a material balance more frequently than once a year (once a month, for example). At
such a facility, the amount of material in cylinders and desublimers attached to
the cascades would need to be determined since these attached vessels would contain several tons of UFg at a commercial-sized facility. The gas-phase inventory and that in surge-tanks, etc., at large diffusion enrichment facilities would
contain many tons of UF$, and this in-plant inventory probably would vary considerably throughout a year. The sensitivity of material accountancy at diffusion
enrichment plants may be much less than that estimated above. The theoretical
numbers presented in the tables suggest, in a qualitative sense, the capability
of material accountancy to verify that uranium nas not been lost or diverted at
a uranium enrichment facility. The actual sensitivity of accountancy, assuming
that all flows pass through the key measurement points, will have to be established in each case by the IAEA personnel. By performing materiel balances
around smaller MBA's or more frequently than annually, the sensitivity might be
better than that suggested above. On the other hand, if the facility should
have a very large throughput, the in-plant inventory fluctuations were large,
or the Agency's verification performance were less than excellent, the
assurance which could be placed on material accountancy might be less than the
tables suggest.
II.C.2

Concealment of Diversion via Measurement or Record Falsification

A strategy by which diversion of quantities of uranium might be
successfully concealed is the diversion via falsification of the material accountability records or measurements. This might be accomplished in any or combinations of all of the following ways:
—
—

Understating the receipts (feed);
Overstating
i) the removal of product
ii) the removal of tails
iii) measured discards (waste streams)
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—
—

iv) accidental losses
v) invention of shipments which did not take place
Repeated overstatement of the in-procees inventory and/or equipment holdups;
Inflating the measurement uncertainties on the above items.

One of the primary objectives of the IAEA's material balance verification activities is the detection of any diversion carried out by the operator
via record or measurement falsification. The IAEA will perform independent
measurments of some of the material balance quantities and observe the
operator'8 measurements of others. In addition, the IAEA audits the facility material accountability records.
II.C.3

Concealment of Diversion Using Feed Not Introduced or Recorded at Key
Measurement Points (KMP's)

A third strategy which might be employed to conceal the production and
diversion of HEU or LEU would be to process feed materials which had entered the
MBA other than through KMP's. Such feed materials might include unsafeguarded
natural uranium, or, if available, low-enriched uranium. These materials might
be introduced into a special MBA without record during construction and stored
prior to the application of L45A safeguards at the facility. Alternatively, if
IAEA safeguards are applied from the outset (i.e., at the beginning of
construction), the facility operator might attempt to introduce feed materials
into a special MBA during the construction and/or operation phases of the facility for later enrichment, eiMier without record or otherwise than through KMP's.
A primary objective of the IAEA containment and surveillance activities is to
provide assurance that all nuclear material is recorded at KMP's as it enters or
leaves an MBA. It seems likely that if the facility operator succeeded in
introducing significant quantities of feed without record into a special MBA, he
would strive to make his declared material balance exhibit a satisfactory closure (i.e., reasonably small MUF), and to see that all records of declared material were correct and complete and all his measurements accurate. In this case,
the IAEA material balance verification activity would not be effective in
providing completeness of knowledge of nuclear material flows and inventories;
the primary safeguard against this strategy would be the IAEA's containment and
surveillance (C/S) measures.
Some of the possible routes by which undeclared feed could be introduced into a special MBA without record at a KMP are:
a) have employees carry it in;
b) bring it in aboard vehicles (cars, trucks, railroad cars) declared
as carrying no uranium;
c) bring it in through underground utility pipin* declared to carry
no uranium (water lines, sewer lines, steam li.. s, etc.) or
undeclared pipes;
d) bring it through or across the walls or fence surrounding the
special MBA;
e) feed undeclared materials at the Feed Station
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The IAEA is gaining experience in the use of containment and surveillance measures. U.S. research and development or surveillance instruments and
techniques for possible use by the Agency at uranium enrichment facilities is described in an appendix to this paper. The roles which accountancy and
containment and surveillance measures will perform are discussed in the following chapter.

References
1.

The Structure and Content of Agreements Between the Agency and States
Required in Connection with the MPT, IAEA:INFCIRC/153.

2.

IAEA Safeguards Technical Manual, Part A, IAEA-174.

3.

G. Hough, T. Shea, D. Tolchenkov; Technical Criteria for the Application of
Safeguards; International Symposium on Nuclear Material Safeguards, IAEASM-231/112, October 1978.

11-14

III.

SAFEGUARDS AT GASEOUS DIFFUSION AND GAS CENTRIFUGE ENRICHMENT FACILITIES

III.A.

Introduction

A method is presented for estimating the potential capability of the
IAEA to achieve its safeguards objective at future enrichment facilities
employing diffusion or centrifuge technologies. IAEA safeguards procedures will
employ some combination of material accountancy, containment, and surveillance
measures, the appropriate combination being affected by the facility design, the
terms of the Agency-State agreement, and the resources available to the Agency.
It is assumed that the Agency should verify that the facility is being operated
in the declared manner, and that the Agency should maintain continuity of
knowledge of the flow and inventory of nuclear materials.
In the following pages the factors which affect the choice of the IAEA
safeguards procedures are systematically examined. The results of the analysis,
shown in Table III-5, indicates that: (1) For certain types and sizes of facility and certain degrees of access by inspectors to the facility, the Agency
should be able to achieve its objectives using methods and techniques which are
presently available to it; (2) In other cases, new or improved containment/
surveillance measures would need to be developed and applied by the Agency to
achieve its objectives; (3) In some cases it appears that the containment/
surveillance measures needed to achieve the objectives would require an intensive inspection effort; and (4) In some circumstances, it does not appear that
the Agency would be able to achieve its objectives.
The following discussion is of a general nature. In any particular
case, the analysis should be carried out in detail. The facility design and operating practices could affect the amount of sensitive information which might
be exposed for a given degree of inspector access. The facility design could
also facilitate the application of IAEA safeguards and thus modify the estimates
developed in this paper and minimize the interference of the safeguard activity
with the economic and technological development of this nuclear activity.
III.B.

Inspection, Diversion Strategies, and Summary of Conclusions

III.B.l.

Inspection Strategies

The goals and objectives of the inspectorate have been described
above. The primary objective is that the inspection strategy must be capable of
meeting reasonable goals with the application of reasonable resources. Because
of the sensitive nature of enrichment technology and the proliferation risks surrounding its dissemination, it is desirable that an inspection strategy be chosen which restricts the exposure of technology to the inspectorate. The
examination below considers a set of inspection strategies which vary both in duration and in intrusiveness; i.e., the set ranges from one case in which the
inspection begins after plant operations have begun and is conducted without
access to the cascade area to another in which inspection begins with the start
of construction and includes access to the cascade area during both construction
and operation. There are five cases in all. While the five cases are not comprehensive or mutually exclu'ive, they do provide a wide enough range of condi-
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tions so that overall estimates may be developed. In each case the State would
consider what technical information might be exposed for a given degree of
access, the economic value or the non-proliferation interest in protecting such
technical information, and the extent to which design modifications or
procedural measures might limit potential exposure of information while facilitating IAEA safeguards. (The dichotomy assumed in the five cases between construction and operations may not be entirely realistic; in the past, gaseous
diffusion plants have started up in stages, and centrifuge facilities would be
expected to develop incrementally. However, the cases appear to give a
framework by which analysis of periods of mixed construction and operations
could be performed. Further, the incremental expansion of centrifuge facilities, with appropriate design measures undertaken by the State, might permit
inspection activities appropriate for a construction phase at one place and an
operations phase at another.)
The various conditions of access by the Safeguards Inspectorate which
have been considered are as follows:

*

1.

Perimeter - Operations: This considers the start of safeguards inspections at or after the commencement of plant production, with access by inspectors restricted to the feed and
withdrawal (F/W) facility and to the perimeter of any special
MBA defined in the safeguards agreement.

2.

Perimeter - Construction + Operations: During operations,
access in this case is the same as in the first, but here the
inspection would begin at the start of construction and cover
the entire construction period as well.

3.

Perimeter - Operations; Cascade-One-Time: This assumes the
start of inspection at the end of the construction period and
would provide the inspectorate with a one-time inspection of
the cascade equipment and its arrangement just before operations begin. After such cascade inspection, the continuing
effort is as in Condition 1.

4.

Perimeter - Operations; Cascade * Construction: Under this
condition of access, the inspectorate would have access to the
enrichment cascade during the entire construction period.
After the start of operations, it is the same as Condition 1.*

5.

Cascade - Construction + Operations: This would permit controlled access by the inspectorate to the enrichment cascade
area during both the construction and operating periods.

An alternative to Condition 4 might be inspector access to the enrichment
building(s) prior to installation of the enrichment equipment, followed
by containment/surveillance at the perimeter and accountancy applied to
the feed-withdrawal station.
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In each case, the conditions of access and the scope of access is
assumed to be specified in detail in the applicable Safeguards Agreement
negotiated with the IAEA. Such agreement would identify the particular items of
technology and/or equipment, if any, to which access would always be denied, and
the reasons therefore. Such sensitive items might have to be limited in number
or in kind, as judged appropriate by the parties to the Agreement, in order to
preclude the possibility that the operator could ship in or out of the facility
any item he wished under a protective cover of "commercially sensitive
information."
III.B.2.

Diversion Strategies

For ease of reference, we have numbered and restated several diversion
strategies below. In each case, the facility operator would be attempting to
make uranium available to himself within the plant such that the IAEA inspector
is unaware of its presence. This uranium could then be used for the production
of uranium with greater-than-declared enrichments or for the production of
excess undeclared quantities of low-enriched uranium. Strategies II, III, and
IV, include, where appropriate, the falsification of actual separative capacity.
The diversion strategies are:
I.
II.

Diversion of Uranium Concealed by Normal Measurement Uncertainty;
Diversion of Uranium Concealed by Record or Measurement
Falsification:
a.
b.
c.
d.
e.
f.
g.
- h.

III.

Introduction of Feed Before Application of IAEA Safeguards:
a.
b.

IV.

Understate the receipts (feed)
Overstate shipments of product
Overstate shipments of tails
Overstate measured discards (wastes)
Overstate accidental losses
Overstate cascade gas-phase inventory
Overstate cascade holdup
Inflate the measurement uncertainties in the above.

During Plant Construction
During Plant Operation

Introduction of Feed and Removal of Product, Without Record, After
Application of IAEA Safeguards:
a.
b.

During Plant Construction
During Plant Operation
1.
2.
3.
4.

Across or through the perimeter of the special MBA
Through utility pipelines or undeclared pipelines
Aboard large and small vehicular traffic
Carr'ed by personnel
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III.B.3.

Diversion Operations

The successful diversion of enriched uranium from the safeguarded facility would require each of the following steps to be accomplished without
detection:
A.
B.
C.
D.

Providing the required separative capacity;
Providing the required feed uranium;
Performing the enrichment operation;
Removing the produced material from the facility, and removing or
concealing the tails.

Thus, in any particular situation, the capability of the IAEA to detect an
attempted diversion by any of the various diversion strategies would be based on
an assessment of the capability of detecting one or more of the above, four
steps.
The alternative diversion operations which accomplish the above four
steps may be concealed in a variety of ways, some of which are:
A. Furnishing the required separation work:
1.
2.
3.
B.

Concealment of true separative capacity of the declared
cascade.
Clandestine installation of additional stages in a diffusion
plant designed to produce LEU in order to give it a capability
for HEU production.*
Rearrangement of a portion of a centrifuge plant designed for
LEU production in order to produce HEU.

Providing the required feed uranium:
1.

Feed stockpile introduced into a special MBA prior to the
start of safeguards inspection.
2. Stockpile created as result of overstatement of in-process inventory of declared cascade (pertinent only for diffusion
plant).
3. Introduction of feed, without record, after the start of safeguards inspection.
4. Diverting from declared uranium flows.

It is judged to be very difficult to produce HEU in a LEU diffusion plant
without installation of a large number of additional separation stages. We
do not consider Che case where the topping stages use a different technology,
e.g., centrifuges in • diffusion plant.
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c. Performing the enrichment operation:

D.

1.
2.
3.

Introducing feed into the cascade.
Withdrawing product and tails from the cscade.
In the case of HEU production, suppressing isotopic information in scrap and waste streams which could divulge the existence of material with higher than declared enrichments.

4.

Concealing t a i l s .

Removing the produced material from the f a c i l i t y :
1.
2.

3.
III.B.4.

HEU
LEU

Tails ( i f they are removed)

Summary of the Estimated Capability of the IAEA to Detect the Diversion Operations

The following sections discuss, separately, the estimated capability
of the IAEA to detect the diversion of LEU and HEU. For each of the two types
of facilities, gas centrifuge and gaseous diffusion, the five conditions of
eccess are repeated. The total number of cases is therefore 20. As a
consequence, some repetition is unavoidable. In order to reduce this to a
certain extent, we have tried to focus on what are considered the most important
diversion strategies in each case. Some which are not discussed in a particular
case may therefore be plausible but were considered unimportant relative to
another strategy against which possible measures were not considered as effective.
On the basis of the following analysis, it is possible to make estimates such as those summarized in Tables III-1-5. For each location in the
table, an estimate is made as to whether or not the Agency would be able to
conclude that the specified diversion activity was excluded, given the level of
access specified and the capabilities described in the "Key to Tables", which
follows. At the bottom of each table is a line labelled "Overal!"
This
estimate is derived by considering the entries in the column above. It would be
sufficient if any of the four operations required to perform a diversion were to
be detected with high assurance. Where the operator would have a choice as to
how to perform an operation, the more difficult IAEA trt.egy has been assumed.
Some of the qualifications and assumptions are given in the footnotes
to the Tables. The estimates will be effected by the size and design of a particular facility and by the development and application of new ai.J improved
techniques by the IAEA. These factors are discussed in the xollowing sections.
For ease of reference, Table III-5 presents a summary of estimated overall
detection capabilities. Following Table III-5, each of the 20 cases is discussed in some detail.
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Key to Table 1
Across the top of thj Tables are listed the five conditions of access
described above on pp. Ill i,2.
At the left are listed the four activities
which an operator would need to perform in order to produce and to divert LEU or
HEU. In the Table are symbols which represent the conclusions derived in the
following sections. These symbols have the following meanings:
E.

for Existing Technology:
For the specified inspector access condition (location and
duration) a high level of assurance could be achieved for
detection of the specified diversion activity using existing safeguards techniques (i.e., little or no improvement in safeguards
instrumentation or techniques would be required).

D.

for Development Needed:
For the specified inspector access condition, it is concluded that
high assurance for detection of the specified diversion indicator
could only be achieved through the development and demonstration
of new safeguards instruments and techniques for use by the IAEA.

I.

for Intensive Inspection Effort:
The specified inspector access conditions might provide high
assurance for detection of the listed diversion operation, but
only with an intensive inspection effort. Generally, development
of new instruments and techniques would also be required.

M.

for Not Effective:
For the specified inspector access condition the IAEA could not
exclude the possibility that the indicated diversion operation was
occurring or had occurred.
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Tabic III-l
Estimated Capability of IAEA Co Detect Operation* Required for Diveraion of RED
at a Diffusion Facility at a Function of Inapection Access Conditiona
~*""-^nspeetion Access
^""•*~~^Cond i t i on
Operation* Baq'd
for D i v e r s i o n

Perimeter At
"—«^^^
Or After S t a r t
^"*'~—«^ of Operations

Periaeter
Throughout
Construction
4 Operation

Perimeter During
Operation, OneTime Acceaa to
Cascade

Access During
Construction
Periawter
Thereafter

»<»>

l(6)

D<6>

D C6)

II

H

»<*>

„(»

by S t o c k p i l i n g Before
Start of Inapection

IT

n.a.

by Introducing Feed
During I n a p e c t i o n

D«>

by D i v e r a i o n of Declared**'
Feed Concealed Within
LEOTF

R

C.

Performing E n r i c h m e n t ' "
Clandestinely

D.

Removal of
Product

E.

Overall

A.

Furnishing
Separative

B.

P r o v i d i n g Keq'd Peedt

of Caacada

Keq'd
Capacity

Access During
Construction
a Operation
E

D or I

Inventory

Undeclared

a.a.

n.a.

T>W

D

S or E

11

H

I

II or I

H

R

II

II

I or S

a

K

I

H

I

R<*>

T(6).

D<&>

D <6)

E

I or D { 5 )

D or E

Renarkss
n.a. • Rot Applicable
(1)

As SUMS high capacity diffusion plant and significant fluctuations of in-proceaa inventory.
measurement accuracy and in-proceaa fluetuationa.

(2)

Cascade viaita may permit a bound to be placed on overstatement.

(3)

Entry would be H if tranafer of uranium through unaooitored piping ia considered a credible diversion operation.

(4)

If addition of aztra stages to produce RED before inspection starts i s excluded, and 6, balow applies, entry ia D.

(5)

I for feed introduced during construction, D for introduction during operation.

(6)

Assumes agreement to facility attachment would permit continuation of design verification by verification of
equipment transfers, otherwise entry should be R.

(7)

This lira refara to detection of operation of a aat of stages to produce RED. The operator would need to insure
that no uranium of bigher-than-declared enrichment would be revealed in waata strtame or by accident.
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LEMDT " i l l be boundtd by

TabIt III-2
Eetiaated Capability of IAEA to Detect Operation* Xequired for Diversion of LED
at a Diffuaion Facility aa a Function of Impaction Acctaa Condition*
~"""~^In»pection Acccsi
^^"•""^^ouditioo
Fariaatar At
Operation* laq'd ^" ""^^^
Or Aftar start
for Diversion
^"""""x.^ of Oparationa
>v

Feriaeter
Throughout
Conatruetioa
4 Operation

Parlatter During
Operation, OneTiae Accaaa to
Cascade

Acccaa Daring
Conetraction
FerieMtar
Thtraaftar

a

1

*

•

•

by Overstatement
of Cascada Inventory

II

•

•<»

„<2>

by Stockpiling Bafora
Start ef Inapaction

n

n.a.

by Introducing Feed
During Inapactiott

B (3)

I

by Diversion of Declared*T>
Faad Coocaalad Vitbia
LEMDT

•

C.

Farforming Earichatnt
Clandaatinaly

D.
E.

A.

Fui-niahinf laa/d
Separative Capacity

I.

Frovidlnt Req'd Fatdt

Accaaa During
Con* t ruction
i Operation

D or E

n.a.

n.a.

D (3)

D

D or E

•

•

II

H or I

H

*

M

•

I

keaoval of Undeclared
Produce

B (3)

D

D (3)

D

9 or E

Overall

B (3)

D

»<3>

D

D or E

D or K

Keaarkat
a.a. " Dot Applicable
(1)

Aesuaea high capacity diffuaion plant aad aignlficaat fluctuations of in-proceia inventory.
•eatureaeat accuracy and in-procaae fluctuations.

(2)

Caacada v i s i t e aey paraie a bound to be placed on overatateawnt.

(3)

Entry would ba H if tranafer of uraaiua through unaonlcored piping ia conaidarad a credible diversion operation.
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LEMDT v i 11 be bounded by

Tabla III-3
Estimated Capability of th« IAEA to Detect Operetione Required for Diversion of BED
at a Centrifuge Plant aa a Function of Inspection Accesa Conditions
'""^^^ns paction Acctss
^^"•^^^Cend i t i OQ
Operations Raq'd
for Diversion

•

Periatatar At
"""*-»»^^
Or After Statt
^****^^ of Operations

Perimeter
Throughout
Construction
t Operation

Perimeter During
Operation, OneTime Accaaa to
Cascade

Aceeaa During
Construction
Periaeter
Thereafter

Access During
Conatruction
I Operation

1

II

R

•

0

bj Stockpiling before
Stare of Inspection

1

a.a.

9 or 1

n.a.

n.a.

b j Introducing Peed
During Iispeccion

0(2)

D

I

A.

Furnishing Req'd
Seperative Capacity

B.

Providing Req'd Feedi

by Diversion of D e c l a r e d " '
P«ed Concealed Within
LEMOP

I or » < «

D « E

0 or •

D(2)

D or 1

D or E

0 or E

I or 0

C.

Performing Enrichment'*'
ClendeecinelT

H

*

•

a

D.

Removal of Undeclared
Produce

II

•

II

•

E.

Overall

n

x<»

D(2)

D

I
0 or D

Remarkst
a.a. " Hot Applicable
;i)

Estimate of D or E assumes auitarial balance accounting ia sensitive to loaa or diversion of a goal quantity
(saa discussion in Chapter I I ) .

(2)

Entry should ba N if transfer of uranium through unaonltored piping ia coaaidarad a credible operation.

(3)

I for introduction during construction, 0 for introduction during operation.

(4)

This line refers to detection of operation of a BED caacada. The operator would need to iaaurr that no uranium
of higher-than-declared enrichment would ba exposed ia vaataa or by aceidaat.
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Table III-*
Eatiaated Capability of IAEA to Detect Operations Required for Divereioo of LEU
at a Centrifuge Plant as a Function of Inapection Accesa Conditiona
"*—.^Jnepectioo Acccaa
^-^Conditioo
Peris*tar At
Operation* Req'd ^ ^ ^ » ^ ^
Or After Start
for Diversion
^""~"~»^ of Operation*

Perimeter
Throughout
Conatruction
a Operation

Perimeter During
Operation, OneTime Access to
Caacada

Acceaa During
Conatruction
Feriaeter
Thereafter

Acceaa During
Conatruction
4 Operation

•

V

H

>

R

by Stockpiling Before
Start of Impaction

M

n.a.

S or B

n.a.

n.a.

by Introducing feed
During Inapection

»«)

D

B

B or E

B or B

k.

Furnishing laq'd
Separative Capacity

1.

rroviding laq'd Feedt

by Bivereion of Declared*!>
reed Concealed Within

I or D»>

B or I

0 or E

p(2)
D or I

uxor
C.

Performing Enrichment
Claodaatinely

1

R

I

>

I

D.

laaoval of Undeclared
Product

D «)

S

D (2)

D

D or B

I.

Overall

D (2)

D

B (2)

0

B or E

Remarks:
n.a. • Roc Applicable
(1)

Eatiaate of B or B aaauata material balance accounting i f sensitive to loaa or diversion of a goal quantity
(ee« diacuaaion in Chapter I I ) .

(2)

Entry should be R if traaafer of uranium through unaonitored piping i* considered a credible operation.

(3)

I for introduction during conatruction, D for introduction during operation.
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Table III-5
Summary of Estimated Overall Diversion Detection Capabilities
(Based on Tables III-l, -2, -3, -4)
GAS DIFFUSION
INSPECTORATE
ACCESS
CONDITIONS

DIVERS ION OF
HEU

LEU

GAS CENTRIFUGE
DIVERSION OF
HEU

LEU

PERIMETER - OPERATION

N (l)

D<3>

N

D<3)

PERIMETER - CONSTRUCTION
AND OPERATION

I<2>

D

zw

D

PERIMETER - OPERATION
CASCADE - ONE-TIME

D<2>

D (3)

D<3)

D (3)

PERIMETER - OPERATION
CASCADE - CONSTRUCTION

D (2)

D

D

D

CASCADE - CONSTRUCTION
AND OPERATION

E

D or E

D or E

D or E

E • Existing safeguards techniques could provide high level of assurance.
D r Research and development of new safeguards techniques are needed
to provide high level of assurance.
I * Intense inspection effort required to provide high level of assurance.
N " Diversion could not be excluded.
These estimated capabilities depend on the size and type of plant, the
terms of the IAEA-State agreement, the resources available to the IAEA and other
factors discussed below. Four of these considerations are identified in the following notes:
(1)

Entry would be D if addition of extra stages to produce HEU before start of
inspection is excluded.
(2) Assumes IAEA is permitted to and able to verify that topping cascade equipment is rot brought in. Otherwise entry would be N.
(3) Entry would be N if transfer of uranium through unmonitored piping is considered a credible operation.
(4) If unrecorded introduction of feed during construction is excluded, entry
would be D.
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III.C.

Production of HEU at a Diffusion Plant

III.C.l.

Production of HSU at a Diffusion Plant;
tion Only

Perimeter Access During Opera-

It is assumed that IAEA inspection commences only after plant operations have begun, and that all inspection activities are limited to the
perimeter of the special material balance area. The inspector has full access
to the Feed and Withdrawal Building. Under these conditions, situations could
arise where the inspectorate could not exclude the possibility that HEU was
or had been produced. Inasmuch as introduction of feed prior to inspection
could not be excluded, nor could installation of the necessary separative capacity, the effectiveness of the safeguards strategy would depend on the capability of the IAEA to detect by C/S measures the production of HEU or the removal
of the HEU product.
If the facility operator planned from the beginning to provide for HEU
production, he could install during the construction period the necessary separation equipment. The possibility that the large number of stages necessary to
produce HEU could be added to an LEU plant without detection after the application of safeguards had begun seems low if an appropriate inspection strategy is
implemented. (This is discussed in more detail in III.C.2.) In any event, the
facility operator would have to be extremely careful to avoid mistakes, equipment failures, or any operational situation which could indicate the production
of HEU in the plant; for example, an equipment failure might lead to a gaseous
release of highly-enriched UFs, while a mistake might lead to the discard of
vadte materials contaminated with HEU.
In addition to providing sufficient separative capacity to permit production of HEU, the operator must also have available a sufficient quantity of
feed stock. Three possible strategies are suggested below by which such feed
can be introduced into the process area and HEU produced:
(1) Prior to the application of safeguards he could bring in and store
feed UF$ inside the process buildings (Diversion Strategy Il.a.). The operator
could use this feed with little chance of detection by the IAEA. The tails from
the HEU production operation could simply be stored inside the process
buildings. The LEU portion of the enrichment plant would produce as declared.
It ii likely that the operator would make sure that the material-unaccounted-for
(MUF) at the plant would be of a reasonable size and that the declared material
accountability measurements and records were complete and correct. Thus, the
possibility of introduction of equipment and feed during the construction phase
and before the application of IAEA safeguards could permit production of a
significant quantity of HEU with little or no likelihood of detection by the
IAEA.
(2) An alternative for feed supply to support HEU production is the
introduction of feed, without record, during operation after the application of
safeguard? (Diversion Strategy Ill.b.). The amounts of feed that could be
clandestinely introduced into the facility with a low probability of detection
would depend upon the intensity and quality of IAEA containment and surveillance
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measures. Several possible routes for the introduction of feed are the following: across or through the perimeter fence, through utility pipelines, and
aboard large and small vehicular traffic. The surveillance of the acrossperimeter traffic, if any, might require considerable effort by the IAEA in
order to assure that no feed materials were being introduced via this route.
Such surveillance might also require the development of new instrumentation especially designed for this purpose (see Appendix II).
(3) A third alternative is the possibility of a one-time diversion
which is concealed by overstating the cascade gas phase inventory (Diversion
Strategy Il.f.). The magnitude of such a diversion could be on the order of magnitude of the cascade gas-phase inventory; for large diffusion plants this may
be on the order of 1,000 MTU (approximately 0.1 kg U/kg SWU/a). The IAEA might
be able to detect such overstatements if they were permitted to employ minor
isotope safeguards techniques. However, this would require the cooperation of
the operator and the conditions of access in this scenario may not permit
independent verification of the results. (This is an issue which must be
examined further.)
'
With respect to this scenario, it is estimated that, with certain diversion strategies, the production of a significant quantity of HEU could not be
excluded by the IAEA. Given that a significant quantity of HEU of high
enrichment is only a few tens of kilograms, there seems little likelihood that
the removal of this material from the facility could be detected by the IAEA.
III.C.2.

Production of HEU at a Diffusion Plant:
struction and Operation

Perimeter Access During Con-

It is assumed that IAEA inspection would take place during both plant
construction and operation, with all inspection activities limited to the
perimeter of the special MBA. The inspector has full access to the Feed and
Withdrawal Building. Under these circumstances, the IAEA could have reasonably
high assurance that HEU is not being produced in the enrichment plant.
Achieving this degree of assurance would require intense inspection effort and
would depend on the ability of the IAEA to reach agreement with the state
allowing its inspectors to verify and narrowly limit the amount of equipment
crossing the perimeter. The purpose of the agreement would be, in part, to
permit the IAEA to verify some aspects of the plant design, in this case to have
assurance that the number of separation stages is appropriate for the production
of LEU and not HEU. If this could not achieved, the effectiveness of the safeguards strategy with this condition of access would be the same as in the
preceeding case.
In order to be able to produce HEU in the facility, the operator would
have to introduce and install in the plant (probably during the construction
phase) a large number of stages of separation equipment additional to those
required for LEU production. This number would be many hundreds and perhaps
thousands of stages. The ease with which this night be accomplished and the
risks of detection by IAEA inspectors would depend on the specific situation,
but in order to have the requisite assurance, the pertinent safeguards agreement
could not permit the operator to transport into the facility anything he chooses
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under the pretense of proprietary packages. Among design verification measures
which the safeguards agreement might spell out in detail would be the conditions
under which the operator could bring in large compressors or diffusers. The numbers of such equipment would also have to be specified. The number and size of
packages which were not subject to inspection would have to be agreed to in the
safeguards agreement, and these numbers and sizes would have to meet a test of
reasonableness in order that they not be permitted to conceal the additional
equipment needed to produce HEU. For these procedures to succeed, the IAEA
would need a clear idea of the requirements for LEU and HEU production for the
particular plant design, and the inspection effort required would be fairly intrusive and intensive.
In addition to the clandestine introduction and installation of HEU
separation stages, the facility operator would have to introduce feed into the
plant without record, either during the construction phase or during operation.
The construction phase might be judged more attractive, since .IAEA containment
and surveillance measures might be less effective during construction as a result of the much greater volume of traffic anticipated during that time.
The operator also has the opportunity to overstate the gas phase inventory of the diffusion plant at the start of operations. In this way, he could
obtain a stockpile of feed material which is derived from declared nuclear material aa discussed above.
In summary, if the safeguards agreement permitted the IAEA to verify
aspects of the plant design, intense inspection might permit a high degree of
assurance that HEU vas not being produced. Otherwise the productin of HEU probably could not be excluded. The amounts of HEU that the operator could produce,
assuming that separative capacity had been successfully installed, would be determined by the amounts of feed which could be made available via record
falsification, including overstatement of the cascade inventory (Strategy II),
by the amounts of feed that could be introduced without record (Strategies III.a
and b ) , and by diversion of uranium concealed within the normal measurement
uncertainties on the flows. Since the amounts which can be obtained via
overstatement of the cascade inventory are so large, we will not deal with the
other categories here, except to note that the operator's ability to succeed
with the undetected introduction of feed would without record depend on the efficiency of the IAEA's containment and surveillance system, depending especially
on the nature of the safeguards instrumentation which was available, the nature
and type of equipment which crossed the perimeter, and the frequency and type of
vehicular traffic, if any, which crossed the perimeter. Given the nature of a
gaseous diffusion plant, inspection activities at the perimeter which are designed to detect the introduction of either separative equipment or feed are
likely to be extremely demanding of inspection resources and also impose a
substantial burden on the operator. It is not clear that safeguards
instrumentation is available at the present time which would permit the IAEA to
verify that croas-perimeter traffic did not carry uranium, but a firm conclusion
could only be based on the details of the facility design and the safeguards
agreement. Appendix II describes the development of techniques which might be
effective in this regard.
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III.C.3.

Production of HEU at a Diffusion Plant: Perimeter Access During Operation; Cascade Access on a One-Time Basis After Completion of
Construction

It is assumed that IAEA inspectors would have access to the cascade
areas on a one-time basis after construction is completed and before production
operations begin. The inspectors would have full access to the perimeter of the
special MBA and to the Feed and Withdrawal Building during operation. Under
these conditions, the IAEA initially would have a high degree of assurance that
no HED is being produced at the facility.
Access to the cascade areas on a one-time basis could permit the IAEA
to verify much of the initial plant design information. The inspector could
count the number of separation stages in the declared cascade to assure the IAEA
that the plant as built could not produce HEU. Further, the inspector would be
aware of the layout of the diffusion stages and the availability of unused space
Which might be used in the future to house undeclared additional separation
stages. Depending on the instruments employed and other factors, the cascade
visit might enable the IAEA to verify that no feed had been stockpiled during
the construction phase. This method might provide more assurance in this regard
than perimeter surveillance during the construction phase. However, the inspector probably would not be able to detect hidden piping.
After the plant begins operation, the IAEA inspector must have
assurance that sufficient additional separation equipment is not added such aa
to make the plart capable of REU production, and that no significant (i.e., many
tons) quantities of feed have been introduced into the plant. The probability
that the facility operator would be able, without detection, to introduce,
install and operate the large number of additional separation stages required
for HEU production is remote if the safeguards agreement has appropriate
provision for the inspection of equipment crossing the perimeter. During the
course of the plant life, the replacement of plant equipment, because of equipment failures or the desire to incorporate improvements, would lead to some inand-out flow of diffusers and/or compressors. However, established
containment-surveillance techniques, together with an identification in the safeguards agreement as to what specific components of plant equipment are not
subject to inspector access, should provide a high degree of assurance that a
HEU section has not been added to the LEU cascade. The risk assessments made in
this paper are based on the assumption that the pertinent safeguards agreement
would not permit the facility operator to introduce into the plant any and all
items chosen under the pretense of "proprietory privileges."
If the facility operator planned from the beginning to engage in HEU
production in the future, large quantities of feed could be introduced into the
facility during the construction phase (Diversion Strategy III.a.) and
concealment of such quantities during the one-time inspection access attempted.
There could be a significant :risk of detection of such concealed stockpile, depending on the effort expended for concealment and for detection. Also, the operator could overstate in-process inventory of the LEU plant in order to reserve
a stockpile of feed material for use in HEU production on a one-time basis in
the future. The risks of the latter strategy would be snail, and the potential
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HEU production obtainable therefrom would be large but limited by the i n i t i a l
overstatement.
After the commencement of plant operations, the f a c i l i t y operator may
attempt to obtain feed by introducing, without record, feed materials past the
IAEA containment and surveillance system (Strategy I l l . b . ) , or he may attempt t o
divert uranium from the declared streams and then conceal such diversion from
the IAEA material balance v e r i f i c a t i o n system. The operator might attempt to
conceal the diversion via record or measurement f a l s i f i c a t i o n (Strategy II) or
he may limit the amount diverted ao that i t does not exceed the normal
measurement uncertainties in the material balance (Strategy I ) . In these c a s e s ,
the level of assurance that feed i s not being introduced or diverted depends
d i r e c t l y on the effectiveness of the IAEA's material accountability and
containment/surveillance systems.
With a safeguards agreement that permitted continued knowledge of the
f a c i l i t y design, the IAEA would have assurance that HEU was not being produced.
Otherwise the conclusion i s the same as for Case C.2.
III.C.4.

Production of HEU at a Diffusion Plant; Perimeter Access During Operation, Cascade Access During Construction

I t i s assumed that IAEA inspectors have access to the cascade areas
during the construction phase only. After the construction i s completed, the i n spectors are excluded from the cascade, but have f u l l access to Che Feed and
Withdrawal Building a s well as the perimeter of the special MBA. Under these
conditions, the IAEA would i n i t i a l l y have a high l e v e l of assurance that no HEU
was being produced a t the plant.
Access to the cascade area during construction would allow the IAEA t o
verify the i n i t i a l plant design information in d e t a i l . The IAEA inspector could
count the number of stages in the declared cascade and assure himself that the
plant as built could not produce HEU. Further, he would be aware of the layout
of the diffusion stages and the a v a i l a b i l i t y of unused space which might be used
i n the future t o house undeclared additional separation s t a g e s . Moreover, he
could assure himself that no feed was stored within the process buildings or
other buildings to which access would not be allowed during operation.
After the plant begins operation, the IAEA inspector must have
assurance that s u f f i c i e n t additional separation equipment i s not added for HEU
production and that no s i g n i f i c a n t ( i . e . , many tons) quantities of feed have
been introduced, without record, i n t o the p l a n t . The probability that the f a c i l i t y operator would be able, without d e t e c t i o n , to introduce, i n s t a l l and operate
the large number of additional separation s t a g e s required for HEU production i s
remote i f the safeguards agreement has appropriate provision for the inspection
of equipment crossing the perimeter. During the course of the plant l i f e , the
replacement of plant equipment, because of equipment f a i l u r e s or the uesire to
incorporate improvements, would lead to some in-and-out flow of d i f f users and/or
compressors. However, containment/surveillance t e c h n i c s developed for the purpose, together with an i d e n t i f i c a t i o n i n the Safeguards Agreement of what
s p e c i f i c components of plant equipment are not subject to inspector access,
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should provide a high degree of assurance that a HEU section has not been added
to the LEU cascade. The risk assessments made in this paper are based on the
assumption that the pertinent Safeguards Agreement would not permit the facility
operator to introduce into the plant any and all items he chooaes under the
pretense of "proprietary privileges."
Further, the IAEA would also need to assure itself that (1) multi-ton
quantities of feed have not been introduced, without record, into the facility
(Strategy Ill.b); and (2) LED has not been diverted frca the declared streams
(Strategies I and II) without detection. Such assurance will depend, for Strategy Ill.b., upon the efficacy of the IAEA containment/surveillance measures and,
for Strategies I and II, upon the material accountability measures.
Containment/surveillance measures aimed at detecting the passage of feed via the
routes outlined in Strategy Ill.b may be expensive to implement, but on the
other hand, the substantial tonnages of feed involved would carry high risks of
detection. Again, the operator may overstate the in-proceas inventory of the
LEU plant in order to reserve a atockpile of feed material for use in HEU production on a one-time basis; the risks of such a strategy would be considerably
less, and the potential HEU produceable therefrom would be large but limited by
the initial overstatement.
With agreement to the type of facility attachment described above, the
inspection strategy appears to give the inspector substantial assurance that no
HEU is being produced at the facility.
III.C.5.

Production of HEU at a Diffusion Plant;
struction and Operation

Access to Cascade During Con-

It is assumed that IAEA inspectors have access to the cascade areas
both during construction and, at least, at periodic intervals during operation.
In addition, inspectors have full access to the Feed and WitfcdjtsVal Building and
to the perimeter of the special MBA during the operation of J M plant. Under
these conditions, the IAEA would be able to assure itself with*a high level of
confidence that no HEU war. being produced at the enrichment plant.
Access to the cascade areas during construction would allow the Agency
to verify the plant design information in detail. In addition, the IAEA could
assure itself that no undeclared pipes were included in the 'construction. Continued or periodic access to the cascade areas during operatieh would allow the
IAEA to verify that a capability for the production of HEU in Xbe cascades had
not been installed. For example, the inspector could count thi number of stages
in the declared cascade and ensure that no "topping" cascade existed in the
process buildings.
.'In addition, the inspector could look for undeclared quantities of
feed and might be permitted to verify enrichment of process gas at various locations in the cascade. If only periodic cascade access were allowed, a quarterly
cascade inspection would probably suffice, considering the equilibrium times for
HEU production at commercial-sized diffusion plants.
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Thus, the IAEA would have a high probability of detecting the HEU production in the plant.
III.D.

Diversion of LEU at a Diffusion Plant

III.D.l.

Diversion of LEU at a Diffusion Plant;
tion Only

Perimeter Access During Opera-

It is assumed that IAEA inspectors have access to the perimeter of the
special MBA and the Feed/Withdrawal Building only during operation. Under these
conditions, the IAEA could not exclude the possibility that undeclared lowenriched uranium was being produced. It could have assurance that undeclared
LEU was not being removed from the facility but such assurance would depend on
the development and application of new IAEA containment/surveillance measures
and may require intense inspection effort.
If the facility operator had planned, prior to the application of
safeguards, to misuse the facility, he could, during the construction period,
bring in and store inside the process buildings quantities of undeclared feed
UF$ (Diversion Strategy Ill.a.). He could overstate the in-process gas phase inventory. He could also understate the separative capacity of his ca.cade and
use the undeclared portion of the true capacity and his undeclared feed to produce undeclared LEU. His only problem then would be in removing the LEU past
the IAEA containment/surveillance system. The effectiveness of the C/S system
would determine whether or not these would be detected. Appendix II describes
the development of containment/surveillance measures which could be effective in
this regard.
III.D.2.

Diversion of LEU at a Diffusion Plant;
struction and Operation

Perimeter Access During Con-

It is assumed that IAEA inspectors have access to the perimeter of the
special MBA an4 to the Feed and Withdrawal Building during both construction and
operation of the plant. Under these conditions, the IAEA could not exclude the
possibility that undeclared LEU was being produced. It could have assurance
that the removal of the undeclared LEU would be detected but such assurance
would depend on the development and application of new IAEA containment/
surveillance measures.
During both the construction and operation phases, the operator could
attempt to introduce feed past the IAEA containment and surveillance system
without record. Introduction of feed during the construction phase might be
more attractive to the operator, since the IAEA containment and surveillance
measures may be relatively less effective during construction than during operation, due to the much greater volume of material and vehicular traffic (in which
feed materials could be concealed) during construction. If the operator had
planned from the beginning to misuse the facility, he could overstate the
cascade gas phase inventory by some factor and thereby divert some of the
declared feed on a one-time basis (Strategy II.f.). Since the in-process gas
phase inventory might be of the order of 1000 tonnes of uranium, overstatement
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by a factor of two would make 1000 tonnes of feed available for future use.
From this, the operator could produce 1- to 2-hundred tonnes of LEU.
During the operations phase, the operator could attempt to conceal the
diversion of some of the declared uranium via Strategies I or II. If the IAEA
material balance verification measures were highly effective, then the operator
could produce only limited quantities of unauthorized LEU using feed diverted in
these ways.
The IAEA system should be highly effective against certain aspects of
Strategy II; however, the ability of the operator to overstate cascade holdups,
or perhaps accidental losses, may permit significant amounts of material to be
made available for undeclared production of LEU. The operator might also assert
that the steady-state inventory had increased as a result of changes in operating conditions. The IAEA would be unable to verify this assertion unless it
had a means for measuring the inventory, perhaps by minor isotope safeguards
techniques (MIST), or for determining operating conditions, perhaps by measuring
total power consumption at the facility. In principle, MIST provides a means
for determining the gas-phase inventory, but the conditions of access assumed
here might permit the operator to falsify the results. The measurement of power
consumption may be a method for verifying this type of operating change.
Falsification may be possible but it would not be a simple task to match power,
flow rates, and assays of all streams so as to make the declaration appear
internally consistent. The use of power monitoring for this, and other safeguards purposes, deserves additional investigation.
The quantity of LEU that could bo diverted via Strategy I would depend
upon the magnitude of the normal measurement uncertainties in the material balance. The IAEA verification activities should be highly effective for the uranium feed, product and tails flow measurements and for the cylinders attached to
the cascade. However, the IAEA would not be able to verify the quantities of
uranium in the cascade inventory and hence could not independently verify the
complete material balance. Nevertheless, in steady-state operation the cascade
inventory may be reasonably constant over the material balance period (six
months to one year), and the holdup may be expected to increase only slowly. In
this particular case, verification of the uranium flows and accessible
inventories may place limits on the amounts of uranium that could be diverted.
III.D.3.

Diversion of LEU at a Diffusion Plant:
Basis After Construction

Cascade Access on a One-time

It is assumed that IAEA inspectors have access to the cascade areas on
a one-time basis after construction is completed and before production operations begin. The inspectors have full access to the perimeter of the special
MBA and to the Feed and Withdrawal Building during operation. Under these conditions, the IAEA could not exclude the possibility that LEU was being produced.
It could have assurance that the removal of the undeclared LEU from the facility
would be detected but this would depend on the development of new IAEA
containment and surveillance measures.
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Access to the cascade areas on a one-time basis would allow the IAEA
to verify much of the initial plant design information. It would offer the IAEA
the opportunity to verify that no uranium feed was stockpiled in the facility.
This could provide greater assurance in this regard than in the case of
perimeter inspection during the construction phase. Depending on the nuclear
instrumentation employed, the cascade visit could be effective in verifying that
the future non-access area does not contain feed stockpiles introduced during
the construction period. However, the inspector might not be able to detect
hidden piping (Strategy Ill.b).
If the facility operator planned from the beginning to provide for
misuse of the facility, he could understate the separative capacity of his
cascade and then use the excess capacity to produce LEU. In addition, he might
attempt to conceal large quantities of feed in the facility during the construction phase (Diversion Strategy III.a.). Finally, the operator could overstate
the cascade gas phase inventory by some factor and thereby divert a quantity of
feed to be used for unrecorded production of LEU on a one-time basis (Strategy
II.f.).
During the operation of the plant, the operator could attempt to
introduce feed past the IAEA containment and surveillance system (Strategy
Ill.b.). The IAEA will need to assure itself that multi-ton quantities of feed
have not been introduced, without record, into the facility. Such assurance
will depend upon the effectiveness of the IAEA containment/surveillance
measures. The measures necessary to detect the passage of undeclared feed via
the routes outlined in Strategy Ill.b. may be expensive to implement. However,
these measures may be considerably easier to implement if they are given appropriate consideration in the design phase and if the design incorporates the results of these considerations.
III.D.4.

Diversion of LEU at a Diffusion Plant: Cascade Access During Construction, Perimeter Access During Operation

It is assumed that IAEA inspectors have access to the cascade areas
during the construction phase only. After the construction is completed, the inspectors are excluded from the cascade areas, but have full access during facility operation to the perimeter of the special MBA as well as to the Feed and
Withdrawal Building. Under these conditions, the IAEA could not exclude the
possibility that LEU was being produced, without record. However, it could have
a high degree to assurance of detecting attempted diversion by certain diversion
strategies. Its level of assurance that an attempt to remove LEU from the facility, without record, would be detected would depend on the effectiveness of the
IAEA containment and surveillance measures applied. This assurance could be
high with the development and application of improved containment/surveillance
measures.
Access to the cascade areas during construction would allow the IAEA
to verify the plant design information in detail. The IAEA inspectors could
assure themselves that no feed materials were stored in the process buildings
and that there were no hidden pipes.
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If the facility operator planned from the beginning, he could
overstate the cascade gas-phase inventory by some factor and thereby divert some
of the declared feed on a one-time basis (Stra egy II.f.). In addition, he
could understate the separative capacity of his cascade and then use the excess
separative capacity to produce excess LEU, without record.
During the operation of the plant, the operator could attempt to
introduce feed past the IAEA containment and surveillance system, without record
(Strategy III, IV). Assurance that significant quantities of feed have not been
introduced, without record, into the facility could be high with the development
and application of improved containment/surveillance measures.
During the operation of the plant, the operator may attempt to divert
uranium from the declared streams and conceal such diversion from the IAEA material balance verification system. The operator might attempt to conceal the diversion via record or measurement falsification (Strategy II), or he may limit
the amount diverted so that it does not exceed the normal measurement
uncertainties in the material balance (Strategy I ) . In these cases, the level
of assurance that LEU has not been diverted would depend directly upon the effectiveness of the IAEA's material balance verification system. The IAEA system
should be highly effective against Strategy II. The quantity of LEU that could
be diverted via Strategy I depends upon the magnitude of the normal measurement
uncertainties in the flows anJ inventory items involved in the material balance.
The IAEA verification activities should be highly effective for the uranium flow
measurements, for the cylinders attached to the cascade, and for static inventory. The IAEA might not be able to verify the quantities of uranium in the
cascade inventory and hence could not independently verify the complete material
balance. However, in steady-state operation, the cascade inventory may be
reasonably constant over the material balance period (six months to one year),
and the holdup may be expected to increase only slowly.
In this particular
case, verification of the uranium flows and accessible inventories nay place
limits on the amounts of uranium that could be diverted.
III.D.5.

Diversion of LEU at a Diffusion Plant:
struction and Operation

Access to Cascade During Con-

It is assumed that IAEA inspectors have access to the cascade areas
both during construction and at least at periodic intervals during operation. In
addition, inspectors have full access to the Feed and Withdrawal Building and to
the perimeter of the special MBA at all times during the operation of the plant.
Under the above assumptions, the IAEA might have high assurance of
detecting the diversion of significant quantities of low-enriched uranium
product, depending on the effectiveness of the Agency containment and surveillance measures and on the frequency and focus of IAEA inspections in the cascade
area.
Access to the cascade areas during construction would allow the IAEA
to verify the plant design information in detail. In addition, the IAEA could
assure itself that no hidden pipes were included during construction and that no
containers of feed were hidden in the process buildings. Access to the cascade
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areas during operation would allow the IAEA to 1) verify the absence of
undeclared containers of feed or product UFg, and 2) verify that no feed
drawal operations were being carried out, without record. The frequency
timing of IAEA inspections of the cascade should be determined, in part,
goal of detecting such feed and withdrawal operations which would likely
dertaken only in short-term campaigns.

or withand
by the
be un-

The facility operator may attempt to divert quantities of uranium
product at the level of the normal measurement uncertainty in the material balance (Strategy I ) . For a single material balance interval, diversion at the
level of the measurement uncertainties would be difficult to detect, but diversion at this level over a number of material balance intervals may be detectable
by statistical trend analysis techniques.
The facility operator may attempt to divert quantities of uranium
product and to conceal such diversions by any of the falsification techniques of
Strategy II. One of the major purposes of the Agency material balance verification activities is to detect strategies of this sort, and, in combination with
complementary surveillance techniques, they should be effective.
Finally, the facility operator may atempt to introduce feed into the
facility, without record, during operation by any of the techniques of Strategy
Ill.b. A major purpose of the Agency containment and surveillance measures is
to detect the introduction of undeclared feed via these routes.
One purpose of IAEA inspections in the cascade area is to verify that
no continuing or intermittent diversion activities are being undertaken. An
estimate of the time required to establish a temporary diversion activity must
be made in order to determine the minimum frequency at which inspection of the
cascade area will be required. The right of continuous inspection, or of
unannounced inspections at any time, would, of course, provide the highest degree of assurance that no undeclared operations were occurring. Because certain
aspects of the process are likely to be commercially or otherwise sensitive, the
access arrangements must be structured in such a way as to permit the IAEA to
satisfy its safeguards requirements and to satisfy the operator that there is no
unauthorized technology transfer.
Additional verification that no undeclared feed material will be available for production of undeclared LEU is provided by the containment and surveillance system.
Thus, the effectiveness of the IAEA containment and surveillance system in detecting undeclared flows is another factor determining the level of confidence the IAEA would have in assuring that significant quantities of lowenriched uranium product have not been diverted. It should be noted that the
containment and surveillance measures required to verify all flows and all
traffic and the absence of clandestine flows may require a great deal of IAEA
effort and expense. However, these measures might be considerably easier to
implement if the design incorporates the results of these considerations. Further, if inspector access to the cascade area is permitted on a routine basis,
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the requirements for inspection of traffic into and out of the facility might be
considerably reduced.
III.E.

Diversion of HEU at a Gas Centrifuge Plant

III.E.l.

Diversion of HEU at a Gas Centrifuge Plant;

Perimeter, Operation Only

It is assumed that IAEA inspection commences only after plant operations have begun, and that inspection arrangements provide full access to the
Feed and Withdrawal Building, but otherwise are limited to the perimeter of a
special material balance area. The report of the March 1977 Advisory Group
Meeting on enrichment plant safeguards (IAEA AG-110, Sept. 1977) recommended
that "the size of any limited and/or non-accesB areas should be kept to the minimum possible." The definition of the special material balance area and the
insfaction activities which are imposed at its perimeter would depend on the details of the process and facility design and construction. We assume here only
that the IAEA can inspect all traffic into and out of the facility for the presence of uranium, and that all cross-perimeter traffic is confined to declared
and instrumented portals. Because of the desire of the operator to protect
aspects of the technology, the intrusiveness of inspection activities at the
perimeter might be limited. Such conditions could influence the factors discussed below.
There are two requirements for production of a significant quantity of
HEU: the availability of both sufficient feed and sufficient separative capacity. Since there was asuumed to be no inspector presence during construction,
the IAEA can have no knowledge of the presence of uranium within the non-access
area. Several possibilities exist for the operator to introduce material into
the facility without inspector knowledge. For example, he could bring in during
construction and store inside the process buildings quantities of feed
(Diversion Strategy III.a.), taking advantage of the absence of inspection at
that time.
Also the operator might attempt to introduce feed, without record, during operation, after the application of safeguards (Diversion Strategy Ill.b.).
The amount of feed that could be so introduced into the facility with a low probability of detection by IAEA surveillance measures depends upon the level of
containment/surveillance effort expended by the IAEA and upon the specific nature of the C/S devices used. Several routes for the introduction of feed are
the following: across or through the perimeter fence, through utility
pipelines, through undeclared pipelines, or aboard large and small vehicular
traffic. The surveillance of the across-perimeter vehicular traffic (for
example, trucke or rail cars) might require great effort and expense. Several
of the above methods are potential strategies for the introduction of feed into
the facility because the access of the inspectors is severely constrained by the
assumptions made above.
The operator may also divert material from the declared uranium
streams and then attempt to conceal such diversion from the IAEA material balance verification system. Concealment might be via record or measurement
falsification (Strategy II) or by limitation of the amount diverted to an amount
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that does not exceed normal measurement uncertainties in the material balance
(Strategy I).
IAEA material balance and complementary surveillance activities should
be effective against Strategy II. The amount which can be diverted as a result
of Strategy I will depend on the size of the declared uranium flows (and thus on
the declared separative capacity) and on the accuracy with which flow
measurements can be made, (in contrast to the gaseous diffusion process, the
in-process gas phase inventory at a centrifuge plant is normally a small
fraction of the flows during a typical accounting period; thus the accuracy of
material balance accounting should be excellent at a centrifuge enrichment facility, and the inability of the IAEA to verify the in-process material is of
little import.)
The IAEA would have no independent knowledge of the true separative capacity of the*cascades. Even if independent knowledge of the separative capacity of the facility were available, the operator could assert that parts of the
cascades were not 'operating when in actuality they were being used. Perimeter
activities alone provide little assurance of detecting such use of enriching capacity for production of HEU.
The modular nature of the facility* permits conversion of a portion of
it from production of LEU to production of HEU. Because of the inability to
verify either the inventory of uranium inside the special MBA or the separative
capacity (and its configuration), the inspection activities assumed in this scenario could not exclude the production of a significant quantity of HEU. This
estimate is based primarily on the plausibility of .certain activities which
could take place prior to the commencement of inspection activities and on the
constraints assumed on inspectorate access to the facility. Concerns related to
diversion strategies which take place after the commencement of safeguards are
treated in more detail below.
III.E.2.

Diversion of HEU at a Gas Centrifuge Plant:
and Operation

Perimeter, Construction

It is assumed that IAEA inspection commences with the construction
phase of the enrichment facility. Inspection activities are limited to the
perimeter of the special MBA, but full access is allowed to the Feed and Withdrawal Building. The conclusions, drawn are that new safeguards techniques and
intense inspection .effort could provide a high level of assurance that there is
no production of a significant quantity of HEU.** This is based primarily on an
assessment that, the current status of surveillance technology is not sufficient
to provide a high degree of assurance for detecting any movement of uranium into
or out of the facility during either construction or operation.

*

See Appendix I.

** See Appendix II.
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The production of a significant quantity of HEU requires that both uranium feed and separative capacity be available in sufficient quantities. The
IAEA would not have an independent determination of the true cascade separative
capacity or its configuration. It is possible therefore that separative capacity would be available to produce HED. In order to be successful, therefore,
perimeter strategies must rely on verification that the uranium inventory within
the non-access area is not of safeguards significance. Inspection during the
construction phase could provide assurances additional to those available when
inspection activities do not begin until after operation had begun, but only at
greater expenditure -of inspection resources.
The presence of inspectors during all phases of construction may allow
the IAEA to verify some aspects of the facility design; for example, pipes
crossing the perimeter might be identified and traced to their terminals outside
the perimeter, sensors could be applied so that an attempt to transfer uranium
via such paths could involve considerable risk of detection. Thi.s would provide
some increase in the effectiveness of containment and surveillance measures during operation. However, the large amount of construction activities, and thus
heavy traffic, might make containment and surveillance measures relatively less
effective during construction than during operation. This might allow the operator to introduce uranium, without record (Strategy III.A). However, the presence of the inspectorate and sufficient intensity of inspection activity on a
test basis might make the perceived risks appear very high to the operator.
Uranium feed might also be introduced during the operational phase
(Strategy Ill.b) with or without attempts at concealment by record or
measurement falsification (Strategy II). The ability of the operator to
successfully introduce material via these strategies is directly related* to the
effectiveness of IAEA C/S measures and to the intensity and/or effectiveness of
other inspection activities. If suitable instrumentation were available and sufficient inspection resources were devoted to these tasks, it is likely that safeguards measures employed in this regard would provide moderate to high confidence; the combination of accountancy and surveillance should be highly effective with respect to measurement or record falsification. The success of those
C/S measures employed to provide the IAEA with assurance that they have
completeness of knowledge of flows will depend on the facility design, on the
amount and type of vehicular traffic crossing the perimeter, and on the
intrusiveness of the inspection activities permitted. (Protection of technology
may prevent the visual inspection or sampling of all containers and limit
measurement techniques to certain passive non-destructive methods. These restrictions may also limit the effectiveness of surveillance at the perimeter).
Great demands are placed on a perimeter C/S system inasmuch as it must
be relied on to detect a transient event. An amount of uranium feed significant
for the production of HEU can be introduced in a single standard cylinder. (Ten
tonnes of natural uranium feed can produce 50 kg of uranium with a U-235 concentration of 902.) One issue which must be considered is that over long periods
of time, the degree of confidence that significant quantities of feed have not
been introduced in spite of application of a given C/S system may decline. This
is a consequence of a number of factors, including for example:
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a)

the ability of the operator to be prepared for, and thus take
advantage of, random system failures or malfunctions;

b)

The potential of continuing development of countermeasures against
a C/S system which may regain static;

c)

The ability of the operator to probe the system (in ways for which
a plausible explanation might exist if detected) in order to look
for weak points. (This might include, for example, deliberately
inducing surveillance device failures ir. a way which appeared accidental or natural.)

The inspector's problems are compounded if the perimeter only
inspection strategy places limits on the ability to investigate system alarms.
In addition to rhose means of acquiring sufficient feed to produce a
significant quantity of HEU, the operator may also conceal the diversion of uranium by liTiiting the quantity to ar-ounLs v':ich fall within the normal
uncertainties ,f measuremen. of fl.-.ws (Strategy I ) . The amounts which may be
concealed in this way are related to the magnitude of the flows and measurement
errors (see discussion in Chapter II).
III.E.T. Diversion of HEU at a Gas Centrifuge Plant:
Af^er Construction*

Cascade Access One-Time

It is assumed that IAEA inspectors have access to the cascade areas on
a one-time basis after construction is completed and before production operations begin. The inspectors have full access to the perimeter of the special
MBA and to the Feed and Withdrawal Building during operation.
Under these conditions, the IAEA could have a high degree of assurance
that without some reconfiguration of equipment, ;.o HEU could be produced at the
facility. However, this assurance would be shct-lived because of the ability
of the operator to reconfigure a portion of the cascades from LEU to HEU production. The IA5A would be unable to ascertain the true separative capacity of the
facility or, in fact to determine >ether particular portions of the production
capacity are in operation. After e short time, therefore, any increment of effectiveness provided to the safeguards strategy by this one-time visit will have
vanished. The consideration of safeguards effectiveness is then similar to that
for the perioeter only strategy employed during operation. The most significant
difference is the ability of the IAEA to verify that there is no stockpile of
uranium within the facility. A one-time visit and continuous perimeter
inspection during operation each provide some assurance against the availability

*

An alternative for this case would be inspector access to the building
during construction before installation of the cascade equipment, and
perimeter access thereafter. The implications probably would be quite
similar.
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to the operator uf excess feed. One-time access to the cascade area would offer
the IAEA the opportunity to verify that no uranium feed was stockpiled in the facility. This could provide greater assurance in this regard than in the case of
perimeter inspection during the construction phase. Depending on the nuclear
instrumentation employed, the cascade visit could be effective in verifying that
the future non-access area does not contain feed stockpiles introduced during
the construction period.
The one-time visit might not provide assurance that undeclared piping
did not exist.
If the operator does not employ these strategies (ill.a) for
introduction of feed, his potential diversion strategies are those which rely on
defeat of the accounting or surveillance system employed during operation
(Strategy III), or concealment of diversion within the normal measurement
uncertainty (I). These cases are discussed under perimeter only, construction
and operation above and will not be repeated here.
III.E.4

Diversion of HEP at a Gas Centrifuge Plant!
struction, Perimeter Afterwards

Cascade Access During Con-

It is assumed that until operations commence, IAEA inspectors have
access to the full construction site. Access in cascade areas may have to be
controlled during certain periods in the later stages of construction, and some
containers may have to be inspected using non-destructive analytical (NDA)
techniques which do not reveal sensitive features of the process design. This
safeguards .strategy gives the IAEA assurance that no HEU could be produced at
the time operations commence, but as in the preceeding case above, this
assurance will quickly vanish. The additional access provided during the construction period, however, should provide a high degree of confidence that no
feed stockpile had been concealed within the plant and that there were no clandestine pipelines through which undeclared material could enter or leave the facility.
As noted before, the IAEA will not be able to verify the true
separative capacity of the cascades. As a result of no access during the operation, the IAEA cannot determine if particular modules are in operation nor could
it have knowledge of any cascade reconfiguration to produce HEU. Thus,
reconfigured separative capacity sufficient to produce very high enrichments
could be available to the operator without the knowledge of the inspectorate.
The feed supply for the HEU production might be brought in, without
record, either during the construction or operational phase. The presence of
the inspectorate during the construction period should allow the IAEA to verify
much of the facility design and make it risky for the operator to attempt either
the diversion strategy involving undeclared pipelines (lll.b.2) or that
involving storage of uranium (ill.a). If, in addition, the facility is designed
to facilitate safeguards (for example, by permitting access to large utility
lines and installation of sensors, or deliberately configuring pipes so that containers could not be routed through), inspection activity including full site
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access during the construction phase has the potential to provide high assurance
against the diversion strategies noted above.
It should be noted that this would require fairly intense inspection
effort and that the inspection skills which would be most useful are different
during the construction phas>e than afterwards. Verification of the facility design would be more effectively performed by architects or civil engineers, while
verification of the material accountancy during operation would require skills
in accounting and nuclear instrumentation and measurement.
Material can be obtained via Strategy I, concealment within normal
measurements uncertainty, via Strategy II, concealment by record or measurement
falsification, or via Strategy III.b.1, 3, or 4. These have been discussed
above. If the sensitivity of the material accounting is adequate and improved
containment/surveillance measures were to be employed, the IAEA could have high
assurance of achieving its' objective.
III.E.5.

Diversion of HEU at a Gas Centrifuge Plant!
struction and Operation

Cascade Access During Con-

It is assumed that no special material balance area exists and that
the inspectorate is present during both the construction and operational phase.
During operations, the IAEA would have full access to the Feed and Withdrawal
Building, but the conditions of access to the cascade area may be restricted and
full access permitted only on a periodic basis. With these assumptions, the
IAEA may have a moderate to high degree of assurance that HEU is not being produced and diverted.
In the previous cases, the extent to which the inspection strategy was
successful depended on the ability of the IAEA to deter the operator from
introducing without record or concealing within measurement uncertainties enough
feed to produce a significant quantity of HEU. In those cases, it was concluded
that without access to the cascade area and without knowledge of the true
separative capacity of the plant, sufficient separative capacity and the capability of reconfiguring the centrifuge cascades were available to the operator. As
a result, the prime deterrent to producing HEU was the deterrent imposed on the
introduction of feed. With access to the cascade, it is likely that the IAEA
could verify that the reconfiguration cf the cascades required to produce HEU
had not been undertaken by the operator. In addition to fulfilling the safeguards goals, this may also permit relaxation of the requirement for stringent
examination of cross perimeter traffic which was necessary in the other cases.
However, these advantages should be balanced against the potential exposure of commercially sensitive technology.
Both the details of the inspection strategy inside the cascade and the
necessary periodicity of cascade access depend on the details of facility design
and cannot be specified without such detail. However, several general aspects
of such a strategy can be defined. These fall generally within the two categories of design verification and operational verification.
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Under the first category, design verification, the IAEA would attempt
to verify that the configuration of every part of the facility was appropriate
only for production of low enriched uranium. Since the facility will be
comprised of numerous cascades in parallel, such verification would consist of
two parts: first, verifying that each cascade was appropriately designed only
for low enriched uranium production, and second verifying that each cascade is
operated in parallel with the others (i.e., that no intercascade connections
permit placing one or more cascades in series with others).
Since the IAEA will have available a rough estimate of the total
separative capacity of the cascade (derived from calculations of the separative
work required to produce the observed material flows), and sir.se access will
allow observation (or verification) of the number, interconnection and staging
of centrifuge machines, it should be able to determine approximate values for
the separative capacity of each machine and also for the stage enrichment factor. Rough calculations should be sufficient to demonstrate that the observed
cascade configurations were appropriate for low enriched uranium production. A
second strategy would be to observe that all of the cascade configurations were
producing LEU at the time of observation. In each case, the inspection strategy
would attempt to verify that no piping existed which would permit a ready
staging of cascades so as to permit HEU production.
Such observations need not involve every cascade and could be done on
a test basis. Photography or television surveillance of the cascade equipment
and of sampling points might permit verification to be done outside the cascade
area. If so, this would reduce the extent of the necessary visits. In each
case, some provision would have to be made for protection of sensitive information. This may involve periods of time when access or other surveillance would
not be allowed, or, alternatively, periods when the operator would be able to
take active measures to conceal sensitive features or process parameters when inspectors are present.
Under the second category, operational verification, the IAEA would
not focus on the design of the cascade but by measurement determine that only
LEU was being produced. Possible strategies would be:
- drawing of samples from cascades on a test basis;
- examining trap residues on a test basis;
- measuring on a test basis the assays of uranium in individual
centrifuge machines or piping. (This could require the development
of new instrumentation);
- measuring the gross neutron background at the top and bottom of
cascades and ensuring that all cascades were operating similarly.
In addition, access to the cascade area should provide a high degree of
assurance that no quantities of unrecorded feed were available to the operator
for production of HEU, and that no undeclared feeding or withdrawal of material
was underway.
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III.F.

Diversion of LEU at a Gas Centrifuge Plant

III.F.l.

Diversion of LEU at a Gas Centrifuge Plant;
Operation Only

Perimeter Access During

It is assumed that IAEA inspection commences only after plant operations have begun and that all inspection activities are outside the perimeter of
a special -aaterial balance area. The IAEA can inspect all traffic into and out
of the facility for the presence of uranium, and all cross-perimeter traffic is
confined to declared and instrumented portals. The inspectorate has full access
to the Feed and Withdrawal Building.
Under these conditions situations could arise (Diversion Strategies II
and III.B.2) where the inspectorate could not exclude the production and diversion of enriched uranium in addition to the declared production. This may be
true even if the use of advanced containment/surveillance techniques were employed after the start of inspection.
These circumstances include those which involve actions taken before
the commencement of safeguards. As in the HEU scenarios, absence of inspectors
during construction can permit the operator to install piping which will permit
the unrecorded transfer of uranium after safeguards begin. Alternatively, during construction the operator may stockpile uranium feed material inside the facility for later use. Similarly, absence of independent knowledge by the IAEA
of the separative capacity of the facility will allow separative capacity to be
available for excess LEU production. As a result of the IAEA's inability to
verify either the facility design or the existence of any abnormal inventory in
the special material balance area, it could not exclude the possibility that LEU
was being produced and removed from the facility, without record. The
detectability of other diversion pathways (Strategies I, II, III.b.1., 3, 4)
depends on the effectiveness of the IAEA containment/surveillance and material
accountancy measures applied. These will be discussed in more detail in the following cases.
III.F.2.

Diversion of LEU at a Gas Centrifuge Plant;
Construction and Operation

Perimeter Access During

It is assumed that IAEA inspection commences with the construction of
the facility, but that all inspection activities are conducted outside of the
perimeter of a special material balance area. The IAEA has full access to the
Feed and Withdrawal Building including the use there of surveillance devices and
seals as appropriate. The extended duration of safeguards should make their effectiveness somewhat better than in the case above; e.g., it should permit verification of the piping and utility lines which cross the perimeter. The
separative capacity of the facility would be unknown to the inspectorate and
thus, if feed is available to the operator, the IAEA would have no knowledge of
LEU production in excess of that represented by the declared flows. The
inspection strategy in this case would have to rely on deterring the unrecorded
introduction of feed and removal of LEU product. The development and use of new
containment/surveillance techniques could provide high assurance in this regard.
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In principle, this strategy could be effective ii providing assurance
against the introduction of feed via concealed piping or during construction.
(Strategies III.a. and III.b.2.). However, the intensity of inspection effort
required would be considerable during the construction phase. The large amount
of heavy truck traffic would provide considerable opportunity for concealment.
Furthermore, the inspection effort would have to be continuous, because lapses
could not be compensated for by verification within the special MBA.
Whether or not feed is stockpiled during the construction phase, the
LED product would have to be removed, without detection, after operations have
begun for a diversion to be successful (also, if feed has not been stockpiled,
it must be introduced without record). This can be accomplished in several
ways: without record falsification (Diversion Strategies I, III.b.1-4), with
record falsification (II), or by a combined strategy.
The presence of IAEA inspectors during the construction period may
deter the operator from installing concealed transfer lines for feed and product
or accumulating a stockpile of feed inside the facility. If so, the remaining
alternatives for feed introduction and product removal are subject to potential
detection by various inspection strategies. The success of these strategies
will depend on the effectiveness of containment and surveillance (against
III.b.1, 2, 4) and material accountancy measures (against I and II).
Since the quantity of uranium which is significant with respect to
safeguards (75 kg of contained U-235, or more than 2 tonnes of 3Z material) is
large (auch larger than for HEU), there may be a somewhat greater assurance that
containment and surveillance measures would detect, and thereby deter, attempts
to remove material, without record, across or through the perimeter, or carried
by vehicular or personnel traffic. The strength of this conclusion depends on
the nature of the facility (some designs may necessitate considerable crossperimeter traffic), the degree of intrusiveness of th° inspection (some container containing sensitive equipment may have to cross unopened), and the nature of the instrumentation available and allowed for use. In any case, it
would be necessary for the inspection activity to be continuous and comprehensive and to examine all cross-perimeter traffic with an intensity necessary to
achieve the safeguards objectives. This might be achieved by inspection on a
test basis rtther than inspection of 100Z of traffic. At the Feed and Withdrawal Building, surveillance would also be required to verify that product was
not removed there without delcaration.
The material accountancy procedures employed by the IAEA should be
successful in deterring concealment by record falsification (Diversion Strategy
II). With respect to diversions concealed by normal measurement uncertainties,
Table II-3 shoved the maximum facility size in which diversion concealed by
measurement uncertainties would not yield a significant quantity of LEU.
Since LEMUP's between 0.2t and 0.4Z should be achievable in practice,
one can see that the maximum facility size can be quite large and still permit
the safeguards objectives to be ac^Aeved with respect to the diversion of LEU.
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In conclusion, we conclude that the development and use of advanced
containment/surveillance techniques would be required to meet the safeguards
objectives.
III.F.". Diversion of LEU at a Gas Centrifuge Plant;
After Construction, Perimeter Afterwards

Cascade Access One-Time

It is assumed that IAEA inspectors have access to the cascade areas on
a one-time basis after construction is completed and before operations begin.
The inspectors have full access during operation to the perimeter of the special
material balance area and to the Feed and Withdrawal Building during operation.
Under these circumstances, situations could arise whereby the IAEA could not
exclude the possibility that LEU was being diverted. The strength of this conclusion depends on the effectiveness of the IAEA containment and surveillance
measures in detecting attempts to transfer significant quantities of feed or
product without record.
Access to the cascades area would offer the IAEA the opportunity to
verify that no uranium feed was stockpiled in the facility. This could provide
greater assurance in this regard than .1 the case of perimeter inspection during
the construction phase. Depending on the nuclear instrumentation employed, the
cascade visit could be effective in verifying that the future non-access area
does not contain feed stockpiles introduced during the construction period. However, the presence of unidentified piping could not be excluded.
If the operator does not employ these strategies (III.a), the diversion strategies are those which rely on defeat of the accounting or surveillance
system employed during operation (II and IV) or concealment of diversion within
the normal measurement uncertainty (I). As was discussed under "perimeter only,
construction and operation", the development and use of advanced containment/
surveillance techniques might provide high assurance in this regard.
III.F.4. Piversion of LEU at a Gas Centrifuge Plant;
struction, Perimeter Afterwards

Cascade Access During Con-

It is assumed that the IAEA inspectors have access to the cascade
areas during the construction phase only. After the construction is completed,
the inspectors are excluded from the cascade areas, but have full access during
facility operation to the perimeter of the special MBA and to the Feed and Withdrawal Building. With the use of advanced containment/surveillance techniques,
the IAEA could have high assurance that LEU was not being diverted.
Access to the cascade areas during construction would allow the IAEA
to verify the plant design information in detail. The IAEA inspectors could
assure themselves that no feed materials were stored in the process buildings
and that there were no hidden pipes.
This would require considerable inspection resources and would
preferably be performed by inspectors with skills different than those utilized
after operations commence. Verification of the plant design could be best car-
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ried out by chemical or civil engineers, while verification during operation
would require skills in accounting and nuclear instrumentation and measurement.
If the operator did not successfully stockpile feed during construction, he would have to introduce the feed and remove the product during operations (Strategy Ill.b.), conceal the diversion within the normal measurement
uncertainties (Strategy I), or conceal the diversion by record falsification
(Strategy II). IAEA inspection activities should be effective against the last
two strategies for diversion, but the application of an effective continuous
containment and surveillance regime at the perimeter would require the use of
improved containment/surveillance techniques.
III.F.5.

Diveraion of LEU at a Gas Centrifuge Plant:
struction and Operation

Cascade Access During Con-

It is assumed that no special material balance area exists and that
the inspectorate is present during both the construction and operational phase;.
During operation, the IAEA would have full access to the Feed and Withdrawal
Building, but the conditions of access to the cascade area may be restricted and
full access permitted only on a periodic basis. With these assumptions the IAEA
may have moderate to high asurance that LEU is not being diverted.
The basis for this conclusion lies in the ability of the IAEA to
verify the plant design end to have moderate to high assurance that no material
is introduced into the facility during construction and that no hidden pipes
have been installed at that time.
Unlike the case for detection of HEU with the same access conditions
as here, limited or controlled access does not provide a check on design verification, at least not in the same sense. The facility, obviously, will be designed for LEU production.
The safeguards advantages for access, in this case, must lie in the
ability of the IAEA to verify that there are no undeclared operations occurring,
i.e., that no feed is being fed or product withdrawn from the cascades except at
KMP's.
A procedure, in this case, which might simplify the monitoring of
cross-perimeter traffic could be based on the following:
-

cascade access on a random basis;

-

after visit is announced, and before inspection takes place,
outgoing cross-perimeter traffic is not permitted or is inspected
to be certain it contains no uranium;

-

inspection activities include examination of facility which will
verify that no undeclared uranium or feed and withdrawal equipment
is contained therein.
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APPENDIX A.I.

DESCRIPTION OF FACILITIES FOR PRODUCTION OF LOW ENRICHED URANIUM
IN THE UNITED STATES
A.

Gaseous Diffusion
1. Description of Gaseous Diffusion Technology
a.

Principle

The gaseous diffusion separation process depends upon the isotope
separation effect which arises from the phenomenon of molecular effusion (i.e.,
the flow of gases through small openings). When a mixture of two gases is confined in a vessel and is in thermal equilibrium with its surroundings, the
molecules of the lighter gas will strike the walls of the vessel more frequently, relative to its concentration, than will the molecules of the heavier
gas. This is due to the greater average thermal velocity of the lighter
molecules. If the walls of the container are porous with openings large enough
to permit the escape of individual molecules, but sufficiently small so that
bulk flow of the gas as a whole is prevented (i.e., with opening diameters approaching the mean-free path dimension of the gas), then the lighter molecules
will escape more readily than the heavier ones, and the escaping gas will be
enriched with respect to the lighter component of the mixture. The degree of
separation depends upon the square root of the ratio of the masses of the isotropic molecular species. For separating U-235 from U-238 in the uranium
hexafluoride (UFg) compound, the ideal point separation factor is 1.00429. By
using this small separative capability, the desired U-235 enrichment can be
reached with a set of separation stages connected in series to form an isotope
separation cascade.
Uranium hexafluoride (UFg) is the only known uranium compound suitable for use in a gaseous diffusion plant. It is a solid compound at room temperature, but can be maintained in the gas phase under controlled temperature
and pressure conditions. Although UFg is a stable compound, it has chemical
properties thar add to the complexities of plant design: (1) it is extremely
reactive with water, (2) it is very corrosive to most common metals, and (3) it
is not compatible with organics, such as lubricating oils. Because of this
chemical activity, the structural metals used in the cascade are primarily
nickel-plated steel, Monel, and aluminum. The corrosiveness of the process gas
also indirectly contributes added difficulties in the fabrication of the porous
membrane, which must maintain its separative capability over long periods of
time.
In the gaseous diffusion process, UFg is introduced as a gas and
made to flow along the inside of porous barrier tubes containing a large number
of the subroicroscopic openings per unit area. The barrier tubes are located
inside a larger, leak-tight vessel called a diffuser. About one-half the gas is
allowed to diffuse through the barrier and is then fed to the next higher separation stage; the remaining, undiffused portion is recycled to the next lower
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stage. Through molecular effusion, the diffused ctream is slightly enriched
with respect to U-235, and the stream that has not been diffused is depleted to
the same degree. By cascading the basic separation stages, the desired level of
enrichment can be achieved. The exact number of diffusion stages required is determined by the enrichment needed. Literally acres of barrier surface are
required in a large production plant.
Figure A.I.I, shows how the single stages are connected to accomplish significant separations. It also shows the essential equipment components
required for the process. In this case, axial-flow compressors, driven by
electric motors, are used to move die process gas through the diffuser that contains the barrier. A large diffusion plant requires very large amounts of
electrical power to drive these compressors. Stage coolers are required to
remove the heat of compression. The type of cascade used in enrichment facilities is a counter-current recycle cascade. In such a cascade, the feed for each
stage consists of the enriched product stream from the next lower stage and the
depleted tails stream from the next higher stage. The portion of the cascade between the feed point and the product withdrawal point is called the enriching
section; the portion between the feed point and the tails witdrawal point is
called the stripping section. The purpose of the enriching section is to enrich
uranium to the desired product isotopic concentration; the purpose of the
stripping section is to increase the recovery of the desired isotope from the
feed, and thus to reduce the amount of feed required to make a jiven amount of
product.
Ideally, every stage position in a gaseous diffusion plant would
have a different equipment size and operate at a different power level. The
equipment would be largest at the feed point stage and would taper continuously
downward in size and power throughout the enriching and the stripping sections.
Each stage in such an ideal cascade would be operating at 100Z of design efficiency. In practice, the cost of such a cascade would be extremely high, as a
result of equipment fabrication costs.
A plant of practical design results when one or several stage sizes
are chosen; within each "square" section using the same size stage, the desired
flow taper of the plant is achieved by appropriate pressure (and power)
tapering. Although the stage efficiency is 100X at only one point in a square
block of stages, it remains quite high over a wide range. It is thus practical
to utilize one equipment size over many stage positions.
To facilitate maintenance activities and to minimize resulting productivity losses, stages are grouped together to form cells. A cell h*3 inlet
and outlet valves; thus it can independently be taken offstream, bypassed, and
shut down. In short, the cell is the smallest unit of process equipment that
can be isolated for maintenance or other purposes from the rest of the operating
cascade.
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b.

Description of U.S. Ga3eous Diffusion Enrichment Plants

The U.S. gaseous diffusion plents are located at three sites. All
three plants are owned by and operated under contract with the U.S. Department
of Energy.
The Oak Ridge Gaseous Diffusion Plant (ORGDP) has 1340 stages; it
produces a top product enrichment of about 4% U-235. The plant separative capacity in 1978 was 6430 MTSWU/yr (1 MT3WU « 1000 kg SWU) when supplied with 1835
MW of electrical power. The Paducah Gaseous Diffusion Plant has 1760 stages; it
produces a top product of about 2X U-23S. The plant separative capacity in 1978
was 9810 MTSWU/yr when supplied with Z870 MW of electrical power. The
Portsmouth Gaseous Diffusion Plant has 4020 stages; it produces a top product of
97.65Z U-235. The plant separative capacity in 1978 was 7290 MTSWU/yr when
supplied with 2165 MW of electrical power. Thus, as of the end of 1978, the
three diffusion plants had a total separative capacity of 23530 MTSWU/yr when
supplied with 6870 MW of electrical power. The capacity of these plants is
currently being increased by the incorporation of more advanced technology and
the capability to efficiently utilize greater amounts of electrical power.
i.

Process Overview

An overview of the process at a gaseous diffusion enrichment
plant is illustrested in Figure A.I.2., while a representative plant layout is
illustrated in Figure A.I.3.
Normal UF$ (0.711Z U-235) for toll enrichment is received from
commercial suppliers in 10- and 14-ton cylinders as solid UF&. The cylinders
are placed in steam-heated autoclaves, wherein the UFg is vaporized and fed to
the cascade as required. The depleted gaseous UFg (tails) is compressed,
cooled, condensed, and drained as liquid into 14-ton cylinders where it
solidifies upon cooling to ambient temperatures. The tails cylinders are Etored
for possible future recycle to the cascade, shipment to customers, or shipment
to other enrichment facilities. The enriched gaseous UF5 (product) is
compressed, cooled, condensed, end drained into 10-ton interim product
cylinders. Later, the contents of these interim cylinders are transferred into
2.5-ton product cylinders for shipment to customers as solidified UFg. All
cylinders are normally stored outdoors.
At various times, either to improve, modify or repair portions
of the cascade equipment, a group of stages (a cell) may be taken out of service, the diffusers and/or compressors from some or all of the stages removed
and sent to the disassembly/decontamination area. The diffusers may be cut open
and the barrier tubes removed. The barrier, the internal supporting structures
and the outer shell are sent to a "wet decontamination" area, where the parts
are washed with acid or caustic solutions and water for recovery of any uranium
deposited on the equipment surfaces. The compressors are disassembled, the
rotor and ststor assemblies are sent through the caustic decontamination
process, and the compressor blades are removed from both rotors and ststovs.
Rotors and stators are rebladed before being returned to service. Used blades
are washed again and then melted down into ingots. Piping and ductwork used for
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connecting diffusers to compressors and stage to stage are also sent through the
acid decontamination process, as required. Process equipment components which
fail in service are routinely cleaned by the wet decontamination process prior
to reworking in the maintenance shops.
The wash solutions from the wet decontamination area are sent to
the recovery area where the uranium, as uranyl nitrate, is separated by the solvent extraction process. In addition, combustible wastes (such as air filters,
paper towels, gloves, shoe covers, etc.) from cleanup operations in the wet
decontamination and other areas are incinerated; the incinerator ash is leached
with acid, the acid solutions are filtered to remove particulate matter, and the
concentrated solutions are also sent to the recovery area. Wash solutions from
the cleaning of UFg cylinders are also treated for recovery of uranium. Liquid
effluents discharged from the plant are monitored; those specifically from the
uranium processing areas initially go to a holding pond before discharge to sut
face water.
In order to prevent uranium compounds from being released to the
atmosphere, chemical traps are used to adsorb gaseous UFg from various gaseous
effluents prior to their release. For example, these traps are used to adsorb
any UFg (1) that might pass through the purge cascade; (2) that is not liquefied
in the product and tails condensers; (3) from the exhaust of the vacuum pumps
used for sampling operations, and (A) from the evacuation of cells or piping
connections when removing or returning equipment to service. Uranium compounds
remaining in the trapping media are recovered (when economically feasible) by
leaching the trap material with nitric acid and treating the resulting solutions
in the solvent extraction process. After any necessary decontamination, solid
wastes from these and other operations are buried in a landfill.
Other activities at a gaseous diffusion plant are laboratory services, including analysis of samples for uranium content and isotopic composition; engineering development, including test loop measurement)* of plant-scale
cascade equipment; and cascade equipment preparation and pretreatment to reduce
in-process corrosion by UF$.
While there are variations from site to site, these plants have
a great number of features in common. The descriptions of the plant facilities
given below are typical of those for U.S. gaseous diffusion enrichment plants.
A representative gaseous diffusion plant layout is illustrated in Figure A.1.3.
Brief descriptions of the facilities are given below.
ii.

Diffusion Plant Facilities

Production operations are centered around the several process
buildings that house the gaseous diffusion cascade. A diffusion cascade for
producing uranium enriched to 4.0% U-235 and tails at 0.252 U-235 from natural
uranium would consist of about 1180 stages in series. The cascade would use
three sizes of diffusion stage equipment. A schematic representation of an 8750
MTSWU/yr plant is shown in Figure A.1.4. The plant is represented in terms of
its "length" (number of stages) and "width" (size of stages); the arrangement of
the small, medium, and large stages and the feed point location are indicated.
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Also shown are the internal U-235 concentrations versus stage number, called the
isotopic gradient of the plant.
In addition, about 60 special stages of small size are placed at
the top of the production cascade to form the purge cascade wherein low
molecular weight gaseous contaminants which collect at the top of the process
are continually removed.
Each stage consists of a gas diffuser, gas compressor, gas
cooler, compressor drive motor, and a control valve. Process stages are grouped
into cells for operating convenience. Each production cell consists of between
8 and 16 stages. A typical arrangement of process stages in a cell is shown in
Figure A.I.5.
The entire process system consists of a welded, leak-tight
assembly of steel piping and vessels, compressors, valves, and auxiliary systems.
The motor-driven compressors represent the only major dynamic equipment in the
cascade. All process equipment, piping, compressors, and valves are within
insulated metal panel enclosures that serve to maintain the required temperature. The compressor drive motors are outside the insulated enclosures.
The process gas is heated (by compression) as it passes through
each stage compressor. To maintain the required fixed process gas temperature
level, a gas cooler is provided for each stage. An evaporative coolant enters
the gas cooler as a liquid and boils as it removes heat from the UFg stream.
Water-cooled condensers at each cell remove the heat from the vaporized coolant;
the condensate recirculates to the stage coolers. The condenser cooling water
is supplied by the plant -ecirculating cooling water <RCW) system.
Large surge drums act as a storage volume for gaseous UF$
removed from cascade equipment taken out of service for maintenance or repair
purposes. The drums are also used to permit relatively rapid adjustment of
plant electric power by changing the cascade UF$ inventory.
The Feed Vaporization Facility contains several steam-heated
autoclaves for liquefying and vaporizing the UF5 feed. These autoclaves provide
containment of any UFg leakage that might occur from the cylinder or piping
connections. Instrumentation is provided for early UFfc detection and system
isolation. At least two autoclaves are required to maintain a constant gas
flow; one is delivering feed to the cascade while the second is being unloaded,
reloaded, and preheated to assure uninterrupted feed.
The Product Withdrawal Facility utilizes a compressorcondenser-accumulator to liquefy the product UF$ gas prior to draining it into
product cylinders. The liquid UF5 drains to an accumulator (tank), from which
it is drained to a 10-ton irterim product storage cylinder. The interim product
cylin^ei is weighed as it ii being filled to prevent overfilling. Produce UFg
gas can be routed from essentially any cell in the cascade to the withdrawal facility, thus permitting withdrawal of uranium at any desired enrichment. Usually the Product Withdrawal Facility will have two or more product withdrawal
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system loops installed, with several withdrawal positions per loop to provide a
means for uninterrupted operations.
The Tails Withdrawal Facility utilizes a compressor-condenseraccuraulator system to liquefy and remove the depleted tails stream from the
bottom stage of the cascade; the tails UF$ is drained into 14-ton storage
cylinders. This system is similar in principle to that for the liquid product
withdrawal facility mentioned above.
Equipment removed from the cascade after exposure to UFg is delivered to the Decontamination Facility, where it is disassembled and cleaned to
remove uranium compounds from the surfaces. A spray booth tunnel is used for
processing large items, such as compressor and converter parts. After the equipment has been dismantled, it is decontaminated on dollies which are
automatically processed through spray and drying booths in the tunnel.
The three major items of large cascade equipment that require
Maintenance Facilities are diffusers (which contain the barrier and gas cooler),
compressors, and compressor motors. In addition, process control valves and
block valves must also be maintained. The maintenance facilities are capable of
performing all required maintenance functions necessary to the support of plant
operations. The electrical shop is designed to permit the complete overhaul of
compressor motors of all sizes used in the process buildings. The compressor
shop receives compressors after disassembly and decontamination; the compressors
are further disassembled and sent to the appropriate shops for machining and
welding. Defective parts are replaced, and the compressor ia reassembled and returned to the cascade. The diffuser shop is designed to perform maintenance,
testing and inspection of diffusers and coolers. The maintenance area also has
a stabilization stand facility designed for pretreatment of converters before installation in the cascade.
A Uranium Recovery Facility is necessary to process the uranium-bearing solutions that are generated during the equipment decontamination operations, from the cleaning of UFg cylinders, and from the leaching of chemical
trap media and other materials. The general steps are (1) evaporation to
prepare a concentrated feed material, (2) solvent extraction to purify the uranium, and (3) post-evaporation and calcination (denitration) to prepare uranium
oxide. The uranium oxide is shipped off-site for conversion to uranium
hexafluoride.
The Toll Enrichment facility serves as the shipping and
receiving center for cylinders of UFg owned by private customers. The primary
functions of this facility are the weighing and sampling of the UFg received
from and shipped to customers. All samples for quality control, material accountability, and billing are taken here. The major equipment items for this facility are: steam-heated autoclaves for heating the cylinders containing UFg
during the sampling operations, scales for weighing the UFg cylinders, hightemperature and high-pressure alarm systems to prevent overpressurization of the
U?£ cylinders during heating, a special sampling apparatus, and a radiation
alarm system to monitor for accidental releases.
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A Central Control Building provides in one central location all
control, instrumentation, and conraunication equipment required for supervision,
direction, and coordination of overall plant operation. Sufficient equipment is
installed to monitor operating conditions vitally important to the operation of
the production cascade, power systems, and associated utilities. In addition to
alarm monitoring, electronic data processing, and equipment status display
areas, space is provided for offices and record storage.
The Analytical Laboratory performs chemical and isotopic
analyses for samples of the wide variety of uranium-bearing compounds present at
the gaseous diffusion enrichment plant for the purposes of plant process control
and material accountability.
Other facilities include an equipment test facility (for cascade
components), a steam plant, a recirculating cooling water system to discharge
the heat generated by the compressors, an electrical substation, and an
incinerator.
B.

Gas Centrifuge
1.

Description of Gas Centrifuge Technology
a.

P" nciple

A mixture of gases with different molecular weights may be partially
separated by introducing the mixture into a rapidly spinning centrifuge. The
gas apins with the centrifuge rotor and thus is subjected to a centrifugal force
which tends to drive the gas against the rotor wall. Opposing this effect is
thermal diffusion which tends to spread the gas molecules uniformly throughout
the volume of the centrifuge. At equilibrium and at high rotational velocities,
these two processes lead to a large gas pressure gradient within which the
partial pressure gradients for the two isotopic species a^e different. This results in a radial isotopic concentration gradient; the heavier species is relatively more concentrated near the rotor wall and the lighter species is relatively more concentrated near the axis. By extracting gas from the region near
the rotor axis, one can obtain a product gas enriched in the lighter isotope.
The overall separation factor achievable by extracting two material flows, one
from near the axis and the other from the periphery, depends on the mass difference between the two species, and on the centrifuge characteristics,
specifically on the speed of the rotor periphery. The relationship governing
the variation of the total gas pressure with radius generally leads to a very
low gas pressure at the rotor axis, thus complicating the gas handling system
for removing the light component from a simple centrifuge.
An effective way of increasing the separation attainable in a single
centrifuge is by establishing an axial countercurrent circulation within the
centrifuge bowl; this circulation leads to an axial concentration gradient that,
with a rotor of sufficient length, can greatly exceed the radial concentration
gradient mentioned above.

AI-12

In the counter-current centrifuge, an axial countercurrent flow is established with the gas at the periphery moving in one direction parallel to the
axis, and with the gas nearer the rotor axis moving in the opposite direction
(see Figure A.I.6.).
In this way, the gas near the periphery, enriched in the
heavier isotope, is swept to one end of the machine, while the gas at smaller
radii is swept to the other end. Isotope transport between these two streams
takes place and, due to such internal refluxing, the greatest difference in concentration occurs between the ends of the machine. The overall isotope separation performed by the machine thus exceeds that obtainable from the purely radial concentration gradient mentioned above. In addition to the increased separation, a second advantage of the countercurrent arrangement is that the enriched
and depleted streams can be removed at opposite ends of the rotor in the high
pressure region near the periphery, which considerably eases the gas-transport
problem. The required countercurrent flow pattern can be produced thermally by
establishing a temperature difference along the length of the rotor tube, or
mechanically using a system of scoops and baffles.
As a consequence of the governing relationships, one major design
goal is the development of long centrifuges operating at very high peripheral
velocity (to increase separative capacity) and having small diameters (to reduce
cost, power consumption, and UFg inventory). Other goals are the development of
centrifuges with low fabrication cost and long operating life.
Rotation of a centrifuge rotor at high speed generates high tensile
stresses tangentially around the periphery of the rotor. The stresses increase
with rotor speed and with the density of the rotor material. An absolute limit
to the peripheral velocity of a centrifuge is reached when the tangential stress
equals the ultimate tensile strength of the rotor material. Hence, materials of
the highest available strength-to-density ratio are desirable. It should be
noted that UF$ is a corrosive gas, so that corrosion problems greatly limit the
choice of materials suitable for those centrifuge components which will be exposed to it.
The theoretical separative capacity of a centrifuge is proportional
to its length, providing an incentive to lengthen the centrifuge as much as
possible. Longer centrifuges, however, are faced with another prel lem, that of
flexural vibration. If a long tube of small diameter is rotated about its axis,
then flexural (transverse vibration) resonances will occur at critical
rotational speeds determined by the tube length-to-diameter ratio, its modulus
of elasticity and density, and the end masses. Many factors—e.g., rotor material, dimensions, speed, and bearing design—enter into the selection of a gas
centrifuge suitable for production use. A centrifuge rotor with a high lengthto-diameter ratio may encounter a series of these resonant vibration frequencies
while being accelerated, depending on how high a peripheral speed is reached.
Unless the vibrations can be controlled by the use of suitable damping bearings
in the rotor suspension system, a centrifuge rotor might destroy itself while
passing through these resonant speeds. A centrifuge operating at speeds below
that of its first flexural resonance is called a "subcritical centrifuge"; if it
operates above the first (or higher) critical speed, it is called a
"supercritical centrifuge". If techniques are available for traversing the critical speeds and avoiding them at operating conditions, then for a given material
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system, a large increase in length, and hence separative capacity, can be
achieved.
b.

Description of a Gas Centrifuge Enrichment Facility

A gas centrifuge enrichment plant can achieve economy of scale at a
plant separative capacity of 3000 MTSWU/yr. A process overview for such a facility is illustrated in Figure A.I.7., while a representative plant layout is illustrated in Figure A.I.8. Brief descriptions of facilities of U.S. design are
given below.
Production operations will be centered around the Process Buildings
that house the centrifuges, which will be arranged in cascades. The uranium
enrichment process takes place in these cascades, with UF$ as the process gas.
The 3000 MTSWU/yr separative capacity reference plant will consist of many
centrifuge "unit" cascades operating in parallel. Individual "centrifuges within
a cascade will be connected to prefabricated service modules, which contain
process piping, fire protection piping, service piping, an electrical drive
package, an instrument package, electrical control panels, ventilation ducting,
electrical and instrument cable trays, and all wiring. Each cascade in turn
will be connected by process gas headers into the overall process gas system.
The UFg feed for the cascades will be vaporized at the Feed Vaporization Facility (located in the Feed, Product, and Tails Withdrawal Building) and piped
through feed gas headers to the centrifuges. Product and tails UT5 from the
Process Buildings will be transferred through gas headers to the Product and
Tails Withdrawal Facilities.
The gas centrifuge is characterized by large overall separation
factors and small throughput rates. The separation factor determines the number
of centrifuge stages in series required for given product and tails U-235 concentrations. To provide for adequate throughput flow in each stage of the cascade,
a number of centrifuges must be connected in parallel to form a single stage.
The number of centrifuges in any stage depends upon the total separative capacity of the cascade, the characteristics of the centrifuges and the assays involved. Of course, centrifuges operating in parallel would have the same U-235
concentrations in their feed, product and tails streams. These two elements,
number of stages and number of centrifuges in each stage, define the unit
cascade.
Since the centrifuge rotors rotate at a high speed, failure of
rotors and other mechanical parts is expected. Failure of a centrifuge requires
its isolation from the other operating centrifuges by closing process valves and
disconnecting electrical power. Failed machines are remove 1 and sent to the
Lecycle/Assembly facility for repair. A replacement machine is installed in
position and pumped down to operating pressure through the vacuum system; the
centrifuge is then put back on-stream.
Since each centrifuge must operate below atmospheric pressure, a vacuum system is used to evacuate centrifuges as they are installed in the cascade.
A second vacuum system is used to maintain the operating pressure. The exhaust
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gases from the vacuum systems are passed through alumina traps and filters
before being discharged to the environment.
Each process building in the reference design consists of four high
crane bays, the centrifuge machines with their aer'ice modules, and the equipment areas (service bays), located at both ends of the building and containing
auxiliary equipment and other facilities necessary for the operation of the
machines. The centrifuges located in the bays are installed and removed by
special overhead cranes. The process buildings also provide space for area control rooms, offices, restrooms, lunchrooms, and U-235 assay instrumentation.
The cascade product and tails assays are monitored continuously in the process
buildings for process control.
The Feed, Product and Tails Withdrawal Facilities are located in the
Feed, Product and Tails (FPT) Building. The Feed Vaporization Facility
vaporizes the feed UFg from the shipping cylinders, reduces the gas pressure,
and pipes the gas through process headers to the operating cascade centrifuges.
The Product and Tails Withdrawal Facilities collect the enriched product and
depleted tails gas streams from the centrifuges and discharge them in liquid
form to separate UFg cylinders.
The FPT building contains several steamheated autoclaves for
liquefying and vaporizing the UF$ feed, a tails withdrawal compressorcondenser-accumulator liquefaction system, and a product withdrawal system consisting of several sets of cold traps for desublimation of the product gas.
The K?cycle/Assembly Facility will receive new, pre-balanced
centrifuge subassemblies and parts from vendors for assembly and preoperational
testing. It will provide complete centrifuges ready for installation in the
cascades. This facility will also receive worn-out or damaged machines from the
cascades for disassembly, decontamination, diagnostics, repair, balancing and
reassembly. In some instances, the machine may be put back into service after
being repaired, rather than being completely disassembled and the individual
subassemblies decontaminated. Defective parts that have been in contact with
the process gas (UF5) and are destined for disposal will be decontaminated to
reduce adverse environmental effects.
A uranium recovery system will be necessary to process the uraniumbearing solutions that will be generated during the equipmev. decontamination operations, from the cleaning of UFg cylinders, and from the ltaching of chemical
trap media (alumina) and other materials (such as incinerator ash). The
nitric-acid leaching and dissolution of the above-mentioned solids will be performed in the Uranium Recovery Facility.
As in the case of the diffusion facilities, a Toll Enrichment Facility will be the shipping and receiving center for cylinders of UFg owned by
private customers. The primary function of this facility will be the weighing
and sampling of the UFg received from and shipped to customers. All samples for
quality control, material accountability, and billing will be taken here.
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The Analytical Laboratory will perforin chemical and isotopic
analyses for samples of the wide variety of uranium-bearing compounds present at
the gas centrifuge enrichment plant for the purposes of plant process control
and material accountability.
Additional facilities will include a compressed air plant, a steam
plant, electrical switchyards, a recirculating cooling water system, and an
incinerator.
c.

Reference Centrifuge Enrichment Plant

In principle, the entire separative capacity of a gas centrifuge
enrichment plant could be supplied by a single large cascade. However, much
greater flexibility can be obtained when the enrichment plant is composed of a
number of identical parallel unit cascades. Each unit caacade has the requisite
number of stages for the product and tails 0-235 concentrations required, but
with a throughput determined by the number of unit cascades into which the total
plant capacity is divided.
The characteristics of an assumed 3000 MTSWU/yr reference enrichment
plant producing a single product enrichment of 3.2Z U-235 from natural UFg feed
and with a tails assay, of 0.20Z U-235 are listed in Table A.I.I. The reference
plant is assumed to have 120 parallel unit cascades with 25 MTSWU/yr separative
capacity each. The table includes the major uranium flows and some of the uranium inventories. The waste ra*es, gas phase in-process inventory, cascade holdup
("hidden") inventory, and trap inventory data are taken from reports by the European centrifuge enrichment consortium DRENCO, describing the characteristics of
a model centrifuge enrichment facility of the same capacity.
Of interest in this table are the small sizes of the cascade gasphase and holdup inventories in comparison with the total amount of uranium fed
to the plant per year. The average trap inventory and waste rates are dependent
upon the specific design and operation of the facility.
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Table A.I.I.

Reference Centrifuge Plant
Total Separative Capacity (MTSWU/yr)
Number of Stages Assumed
Number of Unit Cascades (25 MTSWU/yr each)
Enrichment of Top Product (MTU-235/MTU)
Feed Rate (0.71X U-235) - (MTU/yr)
- (MTU-235/yr)

3000
12
120
0.032
3710.7
26.4

Product Rate (3.22 U-235) - (MTU/yr)
- (MTU-235/yr)

632.1
20.2

Tails Rate (0.20Z U-235) - (MTU/yr)
- (MTU-235/yr)

3078.6
6.2

Waste Rates
Uranium in Trap Media (MTU/yr)
Other (MTU/yr)

6.1
4.1

Gas Phase In-Process Inventory (Average)
MTU
MTU-235

0.406
0.003

Cascade Holdup Inventory
MTU
MTU-235

1.01
0.01

Trap Inventory (Average)
MTU
MTU-235

1.54
0.01

Electrical Power Consumption
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60 MWe

APPENDIX A.II.

U.S. PROGRAM FOR DEVELOPMENT OF SAFEGUARDS TECHNIQUES FOR
POSSIBLE APPLICATION AT URANIUM ENRICHMENT FACILITIES
Introduction
In order to maintain completeness and continuity of knowledge of the flows
and inventories of nuclear materials at uranium enrichment plants, the IAEA will
employ material accountancy and containment and surveillance as safeguards
measures. The analysis presented above examines a variety of circumstances
which might face the IAEA as a result of the agreement by the IAEA and the State
to a special material balance area from which the inspectorate would be generally excluded. The boundary of the special material balance area might consist
of a fence surrounding a number of buildings, the'walls of the room or building
containing the separation equipment, or the walls of the separation modules
themselves. The 1977 Advisory Group Meeting on Enrichment Plant Safeguards recommended that the "size of any limited and/or non-access area should be kept to
the minimum possible" and that where "designated the inspector should have
access to all boundaries of those areas".
Completeness and continuity of knowledge will require that the IAEA be able
to record and verify flows of materials at key measurement points and to
ascertain that all flows did in fact pass only through key measurement points.
Instrumentation for the latter is based on the detection and measurement of the
naturally occurring radioactive emissions of uranium: gamma-rays and neutrons.
U-235 emits a substantial amount of low-energy gamma-rays, which can be severely
attenuated by a small amount of shielding (e.g., 1 cm of lead). Daughter products of U-238 emit higher energy gamma-rays at a much lower rate. These daughter products would not exist significantly in fresh-enriched uranium. Consequently, gamma-ray techniques may be used in cases where no shielding or a known
and limited amount of shielding exists for the detection and possibly for assay
of uranium metal or compounds.
The neutrons arise from (1) spontaneous fission of U-238, or (2) from
alpha-n reactions with isotopes of light elements. The alpha activity of the
uranium isotopes is inversely related to the half-life, being lowest for U-238,
somewhat higher for U-235, and considerably higher for U-234. Since there
should be no alpha-n reactions in uranium metal, the neutron emission would be
due entirely to the spontaneous fission of U-238. On the other hand, the
alpha-n reaction with fluorine is quite effective, so that most of the neutrons
emitted by a UFg sample are due to the alpha-n reactions, and especially to the
U-234 content.
Shielding for neutrons is more difficult than for the gamma-ray emissions
of uranium.
For these physical reasons, it would be very difficult to detect the passage of 25 kg of shielded HEU. However, detection of neutrons from larga quantities of natural uranium as UF$, or even as a metal, is technically feasible. As
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will be described below, it is possible to make quite accurate measurements of
the neutron emission of UFb cylinders, which suggests that it would be possible
to perform a neutron balance on the feed, product, and tails cylinders, as a supplement to the standard material balance based on weight, uranium assay and isotopic ratio'--'-'. Other possible applications of neutron detectors for surveillance are being investigated.
A research and development program was initiated in the U.S. in 1971 on
safeguards techniques which might be used by the IAEA at uranium enrichment
facilities'1'. The present status of this program is summarized here.
Perimeter Surveillance Techniques
Vehicle Monitor; A prototype monitor for small vehicles has been constructed. It is in the form of a tunnel, lined with polyethylene moderated neutron detectors. (Internal dimensions of the prototype are 10 ft. wide x 8 ft.
high x 20 ft. long). Extensive Monte Carlo neutron calculations have also been
performed on a large vehicle size system (20 ft. x 20 ft. x 60-80 ft.) to
verify the scaling parameters and sensitivities measured with the smaller system.
The experimentally determined sensitivity of the small vehicle monitor at
the 5 sigma background level is 3 kg of UF$ feed. That is, one would detect 3
kg of UFg in the tunnel 502 of the time with a false alarm rate of less than one
in ten years. If the UFg were to be shielded with boron-loaded polyethylene (or
other equivalent fast neutron shielding material), the response is of course reduced. However, a 10- to 15-ca thick layer of boron-loaded polyethylene is
required to reduce the neutron signal by a factor of 10. Such a shielding factor would reduce the sensitivity to about 30 kg.
Although the above example indicates that the neutron-tunnel vehicle
monitor has adequate detection sensitivity for even heavily shielded feed, it is
possible to improve the system's effective sensitivity for shielded feed by a
simple "no dose" thermal neutron active measurement done in a few seconds in
addition to the basic passive neutron count. Work on this technique is still in
progress, but initial results indicate that the presence of heavy neutron
shielding in a vehicle can be detected with high probability. That is, thermal
neutron absorption in the neutron shielding perturbs the tunnel operational
characteristics in an easily detected unique fashion. This monitor has a high
sensitivity for uranium feed in any form. Due to the spontaneous fission of U238, the sensitivity is only reduced to 1/2 if the feed were U-metal or oxide,
rather than UF$.
Personnel Portal Monitor; Two separate approaches are being pursued for
the purpose of personnel portal monitoring. One is the well known method based
on uranium gamma-ray detection with either Nal(Tl) or plastic scintillator
detectors. Much experience exists for these systems, as doorway monitors using
gamma-ray detection have been in routine use for several years at many laboratories. Currently, work is progressing on determining detailed sensitivity values
for uranium of different enrichments, in the different physical/chemical forms
of metal, oxide, and UFg, and as a function of shielding.
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The second approach is based on the neutron tunnel concept discussed above.
A tunnel of nominal dimensions 12 ft. x 7 ft. x 25 ft. is internally partitioned
into five passageways to accommodate simultaneous throughput of a large number
of people. Revolving doors and turnstiles insure an average residence time of
about 10 seconds with a throughput capability of 2000 or so in 15 minutes. If
the tunnel is heavily shielded and heavily instrumented, the resulting sensitivity is about 0.5 kg.
Either of these systems would have a very high probability of detection for
the larger amounts of uranium feed that an individual might carry. Even if an
attempt were made to bring in enough feed to produce 25 kg of KEU in several
thousand trips, it appears that the monitor should respond many times.
Package Monitor: The unit sensitivity of monitors for 55-gallon drum-size
packages is at the grams of uranium level. This value is based on the use of
active neutron-interrogation techniques currently being developed. Thus, even
with massive neutron shielding (which is easily detected), UFg feed entering in
packages should be reliably detected.
Utility Line Monitors: A number of utility lines (pipes, wires, conduits)
will enter a uranium enrichment facility to conduct electrical power, cooling
water, steam, compressed air, etc., in and out, and provide for removal of nonradioactive wastes. Often a tunnel is provided to contain a number of service
lines and to facilitate their maintenance. It will be important for the IAEA to
be informed about such features through the Design Information Questionnaire,
and to verify them. Several different approaches to monitoring utility lines
are being investigated. These include: (1) radiation detectors, (2) mechanical
designs to prevent flow of any other than the declared medium, (3) instruments
to confirm the identity of the product transmitted, and (4) methods to confirm
the description of the conduit, non-destructively.
Item Accounting and Verification
Most of the nuclear material at an enrichment facility will be in the "tank
farm": thousands of UFg cylinders, stored out-of-doors in fenced enclosures.
Some of these will be receipts of natural UF$ awaiting enrichment, some LEJ
product to be blended to specified enrichment or awaiting shipment, and an
ever-increasing accumulation of depleted UFg. The IAEA will assign different
significance to the three categories, but will need to follow the feed and
product cylinders and to take physical inventories of all of them periodically.
Seals will play a vi^al role in the accounting for UF$ cylinders, in
transit and on inventory. The U.S. is just beginning to study this application
and to cooperate with other States in developing more effective seals and systems.
The U.S. has developed a number of easily transported NDA instruments
employing passive gamma-ray, or neutron techniques to measure enrichment, or U234 content, or total UFj, approximately, for verification purposes*3^.
Recently a large 4-pi counter has been designed to measure the total neutronflux from a large UFg cylinder. It would be necessary to transport the
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cylinders to the detector in this case, but it offers a method to make an accurate measurement of the total neutrons produced in a few minutes. As was mentioned in the introduction, the neutrons are primarily due to the alpha decay of
the U-234, inducing a neutron emission from the flourine. The neutrcn emission
is roughly proportional to the amount of contained U-235, as well as U-234 for
the cylinders of interest. Such a measurement would not determine the
enrichment accurately, nor the total uranium. However, it does provide an accurate and reproducible characteristic of the content of the cylinder.
This instrument may prove to be more useful at the toll enrichment station
for measurements of cylinders received, blended, and transferred, or for the
rapid measurement of cylinders before attachment to or withdrawal from a feedwithdrawal station. Extension of this large counter system to include weight,
and gamm-ray or active neutron-interrogation enrichment assay is under investigation.
In-Linc Monitors:
In-Line enrichment monitors for feed, product, and tails streams provide
the equivalent of continuous inspector presence in the feed and withdrawal
building and a 100 percent sampling plan. These data, when combined with mass
measurements of the cylinders as they are loaded and emptied, provide near
real-time material balance information for the facility. The continuous
inspection feature of the in-line meters is especially important for centrifuge
enrichment plants with their short equilibrium times. The final material balance data, derived from more accurate weighings and chemical analysis, will
confirm the less accurate, but more timely on-line data.
An in-line enrichment meter for liquid UFg product has been developed and
field tested at the Portsmouth, Ohio, gaseous diffusion plant^1'3'. It
routinely detenaines the 235y a s a a v 0 f L E U product with a precision of 0.2% in
10 minutes. A modification of this instrument is planned to measure the
enrichment of liquid UF6 feed and tails streams.
An on-line gas phase UFg enrichment meter is currently under development.
Work is continuing on NDA instruments tc measure the U or U-235 content of
UPg traps, and liquid w a s t e s ^ .
Data Protection and Processing
At any commercial sized uranium enrichment facility, it is likely that the
Agency staff will need to have a central office, to which data will be
transmitted from remote terminals, or directly from instruments, and that
unattended instruments and the data transmissions will need to be protected.
Such a system is being designed. The office might be located at the site of the
facility or at an off-site regional IAEA center.
The tamper-indicating techniques, developed by the Sandia Laboratory, have
been described in several papers and articles^'. The emphasis now is on protection of the data links which is most easily accomplished by using a ciphering
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technique for coding the data. Protecting the data stored in the data center
can also be accomplished by the same ciphering technique used for the data link.
This has the advantage that no additional equipment is required and that the
data center need not be attended at all times.
The most promising ciphering technique appears to be the Rivest scheme of
using multi-key encryption, commonly known as the public key encryption. In the
Rivest system, the encrypt and decrypt keys are different; it is this feature
that allows tamper-safing of data. Once a module of data is encrypted, it may
be freely stored, transferred, and reviewed without physical protection or concern about data being substituted or modified. The decrypt key can be given to
all interested parties including the host country so that they have the opportunity to decrypt nnd review the data being generated in their facility. The fact
that they have access to the decrypt key does not allow them to create, alter,
or insert spurious data. However, loss of data or erasure of stored data is
equivalent to not receiving that data and must be considered an alarm of an unauthorized event.
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