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PREFACE

The application of effective safeguards to reprocessing

plants

h a s been recognized as one of the most difficult challenges to
international safeguards.

This fact is clearly reflected

in

the Statute of the International Atomic Energy Agency itself,
which singles out reprocessing plants for special safeguards
attention.

Nevertheless, it seems probable that the technical

difficulty of developing and applying effective safeguards at
reprocessing plants was underestimated for a number of years,
and it has only been within the past several years that research, development and systems analysis devoted to the undertaking and improvement of safeguards
conducted on a significant

for reprocessing has been

scale.

Given this now substantial effort, much of which is taking
place in United States laboratories under the sponsorship of the
Office of Safeguards and Security of the Department of Energy,
it appeared appropriate to the Department of Energy to request
an outside group with extensive experience in the development
of international safeguards to review the current status of
development from the standpoint of the probable

effectiveness

and acceptabilty of the techniques and systems under consideration.

The results of this review are presented

in this report.

Two particularly important points, both of them related to the
policy aspects of reprocessing and international
should be stressed in connection with this study.

safeguards,
The first are

aspects which transcend the question of whether reprocessing
plants can be effectively safeguarded, and this study neither
reaches nor implies any judgements with respect to this policy
issue.
The second point is that the.implementation of international
safeguards - and especially the introduction of new and potentially more effective approaches - cannot be considerd in
isolation from the overall international political environment
affecting nuclear power.

There is no absolute scale for judging

the acceptability of particular safeguard and nonproliferat.ion
measures.

The international safeguards which are commonplace

and widely accepted today; the Non Proliferation Treaty, which
has been accepted by all but a few nuclear power countries; and
many other features which together make up the internatonal nonproliferation regime all seemed remote and inachieveable when
first proposed.

They were achieved because an overall climate

existed in which sovereign countries concluded that the balance
of benefits and burdens favored the development and acceptance
of these arrangements.

We have no doubt that many readers in the U.S. ancl elsewhere
will seriously question whether the improved safeguards approaches considered in this study have a serious chance of
international acceptance.

While this attitude would not be

without justification in light of the recent history of the
i,

international nuclear dialogue, we believe that it is too
pessimistic when measured against the longer term record of
achievement in the development of safeguards and the nonproliferation regime.

Our assessment is, admittedly, an optimistic

one, which perhaps lies at the outer limits of what can be
achieved in a positive international climate, such as existed
in the past.

There is no reason in principle why this climate

cannot be reestablished.
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EXECUTIVE SUMMARY

CHAPTERS 1/2.

INTRODUCTION, SCOPE A N D METHODOLOGY OF THE STUDY

Proliferation risks inherent in reprocessing highlight
the need to employ "technically effective safeguards"
which can detect, with a h i g h degree of assurance and on
a timely basis, the diversion of significant quantities
of fissionable material.
The choice of technical approach(es) is conditioned by
institutional, political, economic and operational
considerations.
A balance must be struck between what is
technically feasible and effective and what is institutionally acceptable.
The purpose of this report is to
examine the several technical approaches to safeguards
in light of their prospective acceptability.
This study defines the economic, political and institutional nature of thu safeguards problem; surveys generically alternative technical approaches to international
safeguards including their effectiveness and relative
development; characterizes the institutional implications
and uncertainties associated with the acceptance and
implementation of each technical alternative; and integrates these assessments into a set of overall judgments
on feasible directions for reprocessing plant safeguards
systems.
A similar analysis performed on safeguards for
spent fuel storage is contained in a separate report.

CHAPTER 3.

PURPOSE, NATURE AND EVOLUTION OF SAFEGUARDS

The IAEA safeguards system emphasizes the detection of
diversion of safeguarded nuclear material to unauthorized uses through the use of objective technical m e a n s .
This capability for detection is a means both to v e r i f y
that peaceful use undertakings are being fulfilled and
to deter their violation.

Concerns over intrusiveness and uses of proprietary information have focussed safeguards measures on the flow
and inventory of materials as opposed to facilities and
equipment, constraining to some extent the optimim
evolution of safeguards systems.
Materials accountancy has "been the principal tool in both
"omestic and international safeguards. However, some
diversion scenarios which have little or no relevance
to the domestic environment are credible in the international context, and are not readily susceptible to
detection through conventional material accountancy.
For pragmatic rea&ons, materials accounting in international safeguards must rely heavily on data provided
by national accounting systems. To be meaningful for
safeguards purposes, this data - not the national system by which it is received - must be independently
verified by IAEA safeguards.
With the advent of the Non-Proliferation Treaty, a
safeguards system was developed in INFCIRC 153 which
sets quantitative restrictions on inspection effort,
places limiting conditions on inspection access, and
explicitly recognizes the role of containment and surveillance.
Current interpretations of INFCIRC 153 that are rigid
or differ from the original intent of the document can
adversely affect the ability to adopt and apply effective
safeguards at reprocessing plants.
Some prevalent misinterpretations of INFCIRC 153 could
unduly constrain Agency verification activities.
Quite
aside from practice at any particular point in time,
INFCIRC 153 should be interpreted as providing for:
-

the importance of containment and surveillance as a
complementary measure that can be applied in any
required degree;

-

the principle that a finding of non-compliance need
not be based exclusively on the results of the
material balances alone?

-

the need to avoid dependency on national accounting
and control systems by assuring the independent verification by the Agency of the results of national
systems r
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-

the use of containment and surveillance as techniques
for direct verification and not only in support of
materials accounting r
i,

-

the IAEA's mandate to negotiate selection of a sufficient number of strategic points with broad enough
definition to ensure adequate access for independent
verification.

CHAPTER 4.

SAFEGUARDS ISSUES SPECIFIC TO REPROCESSING

Problems associated with material in bulk form, high
radiation levels, high plant throughput, the limited
ability to make direct input measurements, the large
scale and complexity of plants, and construction verification present special difficulties for safeguarding
reprocessing plants.
INFCIRC 153 leaves a large gray area for either state
cooperation or rigidity, and inspected states have
generally demonstrated resistance to IAEA inspection
due to concern for national sovereignty, cost considerations, and protection of proprietary information,
thereby imposing limitations on inspector access and
complicating the task of independent verification.
Adoption of high standards of cooperation by inspected
states would be a major step towards improving the effectiveness of safeguards.
A careful balance must be struck between the needs of
the Agency's member states for information on safeguards
performance effectiveness, and the legitimate desires
of inspected countries for confidentiality of information on their own programs.
Conventional materials accounting is unable to achieve
sufficiently precise indications of diversion or the
timeliness necessary (or required) to satisfy Agency
quantitative detection goals. As a result, containment
and surveillance and near real-time accountability
require increased emphasis.
The adoption of quantitative goals for safeguards effectiveness is generally desirable, but the development
of systems must involve trade-offs as the progress
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toward these goals goes forward, if maximum effectiveness within the limits of available resources/ access,
and technology is to be achieved.
Qualitatively,
goals:
-

safeguards can be viewed as having three

detection of diversion
deterrence of diversion, and
the perceived assurance that diversion is not taking
place.

In terms of these goals, deterrence of diversion is the
most, important.
Safeguards measures which increase the
risjc of detection, as well as the perception of that
risk, should be given considerable emphasis in the safeguards system.
Although NPT safeguards require that the inspected
state establish a national material accounting system,
the effectiveness of IAEA safeguards can be constrained
by a consciously or unintentionally inadequate national
accounting system. Any such inadequacies must be
compensated for by increased IAEA inspection effort
and/or access.
.

In the cases of Agency design review and approval and the
application of containment and surveillance, "facility
oriented safeguards" should be given emphasis.
Designing
for safeguardability is one of the single most effective
means of assuring the Agency's ability to apply effective
safeguards, and efforts should be made to enhance
Agency capability to apply this approach.
Keying verification to pre-determined strategic points
minimizes access and can be effective only if the
points are properly selected and the Agency develops the
opportunities available to it under the Statute and
INFCIRC 153 to ensure an adequate number and variety of
strategic points.

CHAPTER 5.

THE TECHNICAL ALTERNATIVES AND THEIR

INSPECTIONS

Major technical approaches to safeguards are conventional
materials accounting (CMA), near real-time accounting
(NRT) and containment and surveillance (C/S).
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Supplementary approaches such as process monitoring,eisotope correlation techniques, designing for safeguards,
scheduled operation and randomness of inspection can
contribute to the effectiveness of one or more of the
basic approaches.
process monitoring in this study, refers to the
monitoring of process operations and variables other
than those directly related to the measurement of
material flows and inventories.
-

isotope correlation techniques constitute a form of
material accountancy which takes advantages of correlation between the ratios of particular isotopes in
irradiated fuel. Other interstate and interfacility
material correlations also might be employed.

-

scheduled operations means carrying out certain
plant operations according to an agreed schedule,
facilitating or ensuring inspector presence when
sensitive operations occur.

-

randomness entails varying the inspector"s daily
routine, employing unannounced inspections and
random sampling as a safeguards technique.

The various safeguards approaches were evaluated for
their technical effectiveness.
This was assessed in
terms of sensitivity, the smallest amount of material
whose diversion can be detected; detection probability,
for this quantity of material; false alarm probability;
timeliness, the time which would normally elapse between
a given diversion and its detection; and subjective
considerations, which are functions of the presence of
the inspector and inspected state co-operation.
Any safeguards system must be independently verifiable.
That is, the validity and accuracy of all information on
which the Agency's judgment of non-diversion is based
must be established through means independent of the
facility operator or the state.
Despite its fundamental
importance, this principle is not always applied.
The safeguards approaches were also evaluated for their
acceptablity, a key factor. The use of the term in
this study is used in the sense of acceptability by
complying inspected states and inspected facilities,
individually and collectively; not in the sense of
acceptability to the Agency or other member states.

v

Acceptability is defined in terms of effects on proprietary interests, such as performance characteristics or
commerically valuable information; operational considerations , such as interruptions of operations or diversion
of personnel from normal duties; costs, including both
their financing and allocation; validity, that is, the
extent to which safeguards will avoid erroneous indications or findings of diversion or noncompliance; and
intrusiveness, a more intangible factor encompassing
state or operator perceptions of safeguards interference
with the "privacy" which normally accompanies the
operation in question.
Conventional Material Accounting
As currently practiced, CMA does not have sufficient
sensitivity to detect in a timely fashion an abrupt
diversion of significant size from a large throughput
bulk-handling facility.
For protracted diversion, CMA can, under careful quality control of the measurements, provide material balances which approach the desired level of sensitivity,
but are unlikely to achieve it on a dependable basis.
The significance of the findings from CMA in providing
evidence of diversion is inherently limited by the fact
that the direct result of CMA is a finding of material
unaccounted for or an inventory difference not a
finding of diversion, which can only be inferred from
the inventory difference.
Areas for improving the effectiveness of CMA center on
techniques to reduce measurement uncertainties and
heighten independent verification capabilities.
Specific
measures include:
-

improved and more timely bulk measurement techniques
such, as volume transfer measurement devices (e.g.,
electromanometers, densitometers) at the input and
output points of the MBAs and improved plant design to
reduce the problem of in-process hold-up.

-

the use of these techniques coupled with efforts to
correlate various process parameters with in-process
inventory (also referred to as process monitoring).
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-

improving independent verification capabilities by the
use of IAEA standards and spiking, which provide the
Agency with a means of assuring the validity of the
data; isotope correlation techniques; ensuring that
the entire flow and inventory is observed or measured
(and measured only once) using containment and surveillance.

Ultimately, the effectiveness of materials accounting
depends on the willingness of the Agency to employ, in a
responsible manner, the principle that a conclusion of
violation may be reached when it "is not able to verify
that there has been no diversion."
In terms of acceptability, improvements in CMA would not
appear to raise serious problems of an operational or
proprietary nature, nor would they result in major economic costs or significant added burdens on IAEA manpower and resources.
Greatest operator resistance is expected towards measures designed to ensure independent verification, such
as access to process information, spiking and expanded
use of IAEA standards.
The ability to overcome these objections would depend on
how effectively the IAEA can demonstrate that the use of
standards and spiking do not result in undue interference, and that Agency access to process information
does not infringe on legitimate proprietary concerns.
Substantially improved measurement quality control will
impose burdens on the operator; however, their cost and
inconvenience may be offset to a large degree by other
contributions to improved operations.
The potential for error and ambiguity in the findings of
materials accounting data, and the inherent ambiguity of
the findings of CMA create a serious risk of false alarms.
Strong objections can be expected on the part of inspected
states if false alarms rise as a result of IAEA safeguards implementation. Similar concerns also can arise
with respect to containment and surveillance techniques.
Near-Real Time Accounting
Employing more frequent and numerous material balances
and more sophisticated and powerful data reduction
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techniques, Near Real Time Accounting (NRT) is capable
of achieving greater timeliness of detection of abrupt
diversions than CMA.
NRT is normally viewed as requiring a comprehensive
instrumentation system for measurement of material flows
and in-process inventory, an increase in the number of
material balance areas and key measurement points, and
more frequent and sophisticated data reduction. However, its essential elements are the greater f:.. equency
of material balance closures and improved da-a reduction
techniques.
While greater intensity of measurement does not provide
significant improvement and timeliness for protracted
diversion, of small quantities, it does imply greater
access to nuclear material data which complicates the
task of data falsification by the operator and facilitates the identification of anomalies in the process
and in plant behavior.
Despite improvement in sensitivity and timeliness over
CMA, NRT will also be unable to ascertain that diversion of less than significant quantities has not taken
place from some pl'ant areas. Consequently, the strong
likelihood of frequent findings of "no significant
diversion" could tend to divert the IAEA from efforts
to detect whether long term diversion has occurred.
The costs of an extensive NRT system will fall primarily on the safeguarded state and operator. In addition
to increased measurement costs, in terms of both equipment and operations, manpower costs to the operator
could be incurred if operator personnel accompany inspectors during verification activities.
Acceptability is further complicated, in that implementation of in-process inventory systems would require
increased Agency presence, both qualitatively and
quantitatively, to carry out sampling and verification.
This might include access to the plant control room,
instrumentation, and some process operating information
which is proprietary.
NRT offers information useful for cross-checking data
derived from CMA and containment and surveillance,
although the complexity of data collection and analysis raises the question of how effectively it can be
utilized.
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NRT raises the same issues of independence of verification as those inherent in CMA. Additionally, the complex data-generating and data-recording instrumentation utilized in NRT is potentially vulnerable to
tampering and falsification.
Containment and Surveillance
Containment and Surveillance (C/S) cannot be an effective stand-alone substitute for materials accountancy,
in light of the logical impossibility of knowing that
all potential diversion pathways are in fact known and
under surveillance.
The effectiveness of C/S is further limited by a high
risk of false alarm rates and the fact that it will
not ordinarily provide information directly confirming
that a significant quantity of nuclear material has been
diverted.
Depending on the character and extensiveness of the
system, C/S can increase detection probability and
increase the potential diverter's perception that diversion along any given pathway will be subject to a
significant risk of detection.
The effectiveness of C/S can be enhanced by facility
designs which reduce the number of penetrations to
manageable proportions.
For large reprocessing facilities, where continuous inspection is required and anticipated, human surveillance
can significantly improve the role of C/S by instrument
surveillance.
Independent verification as applied to C/S usually
takes the form of making surveillance instruments tamper
indicating or tamper resistant. Since these instruments
are largely installed by and under the control of the
IAEA, the prospects for maintaining the integrity of
the system are good.
The "passive" nature of C/S does not give rise to the
same concerns over interfering with plant operations as
do materials accounting procedures which depend on
greater-than-normal activity on the part of the operator.

The burdens of maintaining C/S equipment are likely to
fall on the IAEA since it is unclear to what extent C/S
equipment accessible to the operator can provide
independent verification.
To the extent that c/S reduces the burden placed on the
operator by materials accounting, there is considerable
evidence that passive C/S is inherently more acceptable
than intensified materials accounting approaches such
as NRT.
Given its significant potential to deter diversion, C/S
can play an important role, in combination with materials accounting procedures, in achieving a level of confidence in the validity of safeguards as a nonproliferation measure.

CHAPTER 6.

INTEGRATED ASSESSMENT

Safeguards should perform three functions if they are
to be judged effective:
detect diversions of nuclear material from legitimate
purposes, so as to verify compliance*with nonproliferation obligations;
deter diversion by presenting to any potential diverter
a reasonably high probability of detection;
be seen as credible by the international community,
which must rely on the safeguard system's assurances
that diversion has not taken place.
Either materials accounting or containment and surveillance alone is inadequate.
An effective safeguards system
must include both. While one measure may not completely
offset the deficiencies of the other, their joint use
results in an overall improvement in the final ability
to conclude that diversion has, or has not, taken
place, as well as in the achievement of the other two
safeguards objectives.
What the appropriate mix of strategies would be and how
and where different approaches could be deployed would
depend upon the specific features of the facility being
safeguarded, and three important safeguards parameters:
independent Agency verification, cost, and constraints
external to the safeguards methods themselves.
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Independent verification by the IAEA of data and information is essential to any integrated syste-ns that
might be developed.
Agency verification can be enhanced
through containment and surveillance.
c/S can also contribute to verification of CMA and NRT methods which
entail use of operator controlled on-line measurement
instruments.
Human surveillance offers an added intangible dimension which can improve confidence in the integrity of
accountability data by monitoring and interpreting
instrument readings and process operations.
Safeguards costs are moderate relative to total reprocessing costs and other nuclear power generation costs.
The most
significant component of direct cost to the
operator of international safeguards appears to be the
incremental capital investment.
Major problems exist with regard to who will finance
the cost of safeguards - the inspectorate, the operator
or the inspected state. The nature of the financing
arrangements has a major bearing on the acceptability of
costs and, in turn, the safeguards system itself.
The
IAEA has an obligation to supplement safeguards data
from an inadequate national system, or to conclude that
it is unable to reach reliable conclusions on the basis
of such inadequate data.
Risk of proprietary information loss, operational
intrusiveness, interference, and the quantitative and
qualitative restrictions of INFCIRC 153 on inspection
efforts are key factors in determining the political
acceptability of any safeguards system.

Overall Results

The assessment conducted in this study has led to a
number of conclusions.
These have been divided, in the
first instance, into those relative to effectiveness,
and those relating to acceptability.
Materials accounting or containment and surveillance
alone is inadequate.
Systems meeting reasonable standards of effectiveness must include both.
Neither CMA nor NRT alone is capable of assuring that excessive MUF's or inventory differences do not arise, and
will not be able in some instances to explain those which
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do arise.
Such "accountability incidents" are almost
certain to arise in the operation of large reprocessing
plants.
Containment and surveillance are thus essential to provide a backup source of assurance that "accountability
incidents" have arisen from technical causes and not
diversion. To achieve t>.e result, C/S at a level considerably more intensive than ever employed to date will
be required.
Improvements in safeguards design, principally in reducing penetrations to permit more effective C/S, are
both achievable and highly effective in improving
safeguards.
In the final analysis, safeguard judgments in close cases
are bound to include consideration of subjective information and observation.
For this reason, an improved climate of cooperation between the inspected state and the
Agency is absolutely essential and may be the single most
important factor in improving safeguards effectiveness.
Unless this can be brought about, it may be impossible to
judge whether "accountability incidents" reflect real
diversion or technical problems.
No major technical safeguards approach, i.e., CMA, NRT,
or C/S is inherently unacceptable, but all may be
unacceptable if the overall intensity of application or
the inclusion of particular features exceeds operator
or inspected state limitations.
In general, C/S is
more acceptable than materials accounting, since it is
a passive approach which does not place specific requirements on the operator.
Acceptabilty is not a unique function of the measures
employed, or of their combination.
It is heavily dependent on the overall political and negotiating environment.
Just as safeguards to date were achieved largely as a
quid pro quo for benefits such as supply assurances and
technology access, so must any substantial improvements
be part of an overall consensus which includes benefits
to inspected states.
Achievement of an effective system appears possible, but
will strain the limits of acceptability at various points
including cost and resources.

xii

1.0

INTRODUCTION AND PURPOSE OF THE STUDY ,

The difficulty of applying international safeguards to largescale reprocessing facilities has been recognized since the
inception of international nuclear cooperation and the concept
of verification of compliance with peaceful use undertakings.
This recognition is reflected, for example, in Article XII,
A.5, of the IAEA Statute, which singles out reprocessing

for

special treatment, authorizing the agency "to approve the means
to be used for the chemical processing of irradiated materials
solely to ensure that this chemical processing will not lend
itself to diversion

..."

Similar recognition of the difficulty

of effectively safeguarding reprocessing

facilities appears in

U.S. bilateral agreements, which customarily have

included

provisions which allow the U.S. to approve any reprocessing of
U.S. supplied material, based on a determination which takes
into account the ability to effectively safeguard the proposed
facilities.

More recently, U.S. nuclear non-proliferation policy and the
Nuclear Non Proliferation Act of 1980, have placed

additional

emphasis on the proliferation risks and the difficulties of
effectively safeguarding reprocessing

facilities.

Recent U.S.

policy has been based on the principle that even when effectively safeguarded, reprocessing introduces extraordinay

prolifera-

tion risks arising from the speed with which diverted plutonium
could be diverted to nuclear explosives.

Accordingly,

policy has favored deferral of commercial reprocessing

this
until

such time as institutional and techincal means capable o:f
dealing with its proliferation are available and in place.
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It is evident that a necessary, condition t,o permit

reprocessing

to proceed with acceptable risk is the ability - both in theory
and practice - to apply effeet-1 "

'ifeguards to reprocessing

facilities.

.rra "technically

In this regard, t*

effective

safeguards" is employed to mean safeguards which have the
ability to detect, with a high degree of assurance and on a
timely basis, the diversion of significant quantities of fissonable material.

The fact that such detection does not guarantee

that appropriate remedial steps can be taken before the conversion of the diverted material into nuclear explosives presents
different issues which are outside the realm of those dealt
with in the search for technically effective

safeguards.

While the difficulties of effectively safeguarding

reprocessing

facilities did not go unrecognized, it seems likely that they
were underestimated

and have come to be fully appreciated only

relatively recently as a technical problem of major proportions.
In response to this recognition, the past few years have seen a
dramatic increase in the level of research, development,

and

analysis devoted to the improvement of safeguards in general
and reprocessing plant safeguards in particular.

Although in-

ternational in scope, a major portion of this work is underway
in U.S. laboratories under the sponsorship of the Office of
Safeguards and Security of the Department of Energy.

Even though the goal is "technically effective safeguards," it
is clear that the constraints on the solution ot this problem
go far beyond technology alone.

Political, economic, and oper-

ational considerations - issues which can broadly toe designated
"institutional" - all play a vital role in determining

which

technical approaches are preferable, or even whether they are
acceptable.

Thus, the final determination of the means to be
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employed for safeguarding reprocessing facilities must reflect
a balance between what is technically feasible and effective on
the one hand, and what is institutionally acceptable, on the
other.

If the final determination of the safeguards to be applied depends on both technical and institutional considerations,

it

follows that the efforts undertaken to devise technically

effec

tive safeguards should, ever though predominantly technical in
character, be subjected from time to time to a broader examination which takes into account not only their potential technical effectiveness but their prospective acceptability as well
It is this purpose that the study covered in this report is
intended to serve.

To accomplish this purpose, International Energy Associates
Limited has undertaken, under DOE sponsorship, a study to
examine the various technical approches - both those in use as
well as those under development - to the safeguarding of
reprocessing plants, from the viewpoint of both thier technical
effectiveness and their institutional acceptability.

While it

was clear from the outset that no study undertaken at this
stage of the evaluation of international safeguards for reprocessing facilities could provide a definitive answer to the
question of what a technically effective and

institutionally

acceptable system might be, it was felt that such a review at
this stage would provide a useful input to the continuing
process of guiding the development of improved safeguards that
might meet the twin criteria of effectiveness and

In parallel with the examination of reprocessing

acceptability

safeguards

which has received major emphasis, the ~tudy has also included
a parallel but much smaller effort to examine the safeguarding

of spent fuel in storage.

This effort has been included in the

belief that the methodology developed would be applicable to
both fuel cycle steps, and that its application to the more
immediate problem of safeguarding
provide a useful additional

spent fuel storage would

result.

For ease of presentation, the results of two studies have been
incorporated

into separate reports.

However, much cf the com-

mon material relating to scope and methodology is described in
full only in this report on reprocessing plant safeguards, with
appropriate synopses and references in the companion report on
spent fuel safeguards.
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2.0
2.1

SCOPE A N D METHODOLOGY OF THE

STUDY

SCOPE

A s specified by the D e p a r t m e n t of Energy, this effort h a s
focussed on the safeguarding of two particularly
areas of the fuel cycle:
storage.

reprocessing

and L W R spent

fuel

W i t h respect to reprocessing, the scope h a s been

further comfined an to model commercial-scale

reprocessing

facilities; thus, pilot or semi commercial scale
h a v e not been considered.
understood

important

Moreover,

facilities

the term model has been

to mean that no specific existing plant was to be

considered, but rather that plant designs which might be
typical of future facilities should be examined.

At the

same

time, it was impractical in a study of this scope and scale to
formulate a specific conceptual design, and this proved to be
unnecessary to the accomplishment of the study

results.

W i t h respect to the safeguards methods to be examined,
approach specified was to consider the principle

the

alternative

"generic technical approaches" under development both in the
U.S. and abroad.
term

Since there is no accepted definition for the

"generic technical approach," a major question in under-

taking the study has been the "level of aggregation"
the assessment should be undertaken.
nation of "generic approaches"
containment and surveillance,

at which

On the one hand,

in categories, as broad
and materials

examias

accountability

would b e unlikely to yield useful guidance for use in considering the direction of future development work.
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On the other

hand, a break-down as detailed as specific instruments,

data

reduction techniques, or the like, was clearly precluded both
by the term "generic approaches," and by the scale of the
effort.
The approach adopted has been a pragmatic one, with the level
of detail or aggregation considered dependent largely on the
availability of data within the time and effort available for
the study, and the objective of developing results that would
be useful and meaningful at the level of safeguards

research

and development policy.

For each of the two fuel cycle areas - reprocessing and the
storage of LWR spent fuel - the study scope called

for:

A. Characterization and projection through time of the
nature of the international safeguards problems which
will be faced in this area including the broad economic,
political, and institutional interests of the parties
which are involved (IAEA, host nation, plant operator,
etc.).
B. A survey of the alternative generic technical approaches
to international safeguards which are under development
in the U.S., the UK, France, and/or the IAEA and description of their technical parameters in terms of
their likely effectiveness, their relative state of development and uncertainties, the time frame in which a
practical system could be brought into widespread use,
and the major new capabilities or resources which would
b e required.
C. A characterization for each of the technical alternatives of the specific economic, political and institutional implications which would be associated with the
acceptance and implementation of that alternative, and
identification of the degree of uncertainty in the
assessment of the implications and of the areas which
are unknown or cannot be assessed and why.
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D. An analysis which could be used to develop a rank ordering of the generic alternative safeguards approaches
(most likely to be acceptable to least likely) from the
point, of view of the IAEA, the host nations, and the
plant operators based on an integration of the technical,
economic, political, and institutional implications of
the alternatives with the differing interests of the
parties involved.

2.1.1

Limitations

In general, it has been possible to be responsive to this
scope.

However, the development of an analysis which would

allow a rank ordering of generic approaches,

as this term was

understood by the study team, was determined to be impractical,
since the effectiveness and acceptability of these approaches
cannot be considered

independently of the system, - which

normally makes use of more than one "generic approach," - in
which they are incorporated and with which they

interact.

An extremely important aspect and limitation of the scope
related to the technical evaluation of the various
approaches.

safeguard

In view of the limited scale of this study effort,

it was understood that the study would depend largely on evaluations of technical effectiveness and cost parameter developed
by the government laboratories and contractors engaged in
development of these approaches.

Thus, the principal thrust of

this study, taking into account both this limitation and the
background of the principal investigators, has been to examine
the various safeguards approaches, and assessments of their
technical effectiveness as determined by the developing
tories,

from the standpoint of their political,

labora-

economic and

institutional acceptability, and to attempt to integrate these
assessments into a set of overall judgments on possible directions for reprocessing plant (or spent fuel storage) safeguard
systems.

The term system has been employed throughout the
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study to mean the set of measures drawn from the various
"generic technical approaches" which are combined or integrated
to form the actual safeguards applied by an international
inspection

authority.

A further comment is required with respect to the examination
of safeguards approaches proposed and under development abroad.
Since there was no opportunity for direct contact with the
overseas laboratories and organizations involved in these developments, and since the availability of relevant literature was
extremely limited, it has not been possible to assess these
approaches in the same degree of thoroughness as the work in
progress in the U.S.
reprocessing

Nevertheless, the broad scope of the U.S.

safeguards research and development has insured

that all principal approaches have been examined.
2.2

METHODOLOGY

The methodology employed in this study has largely been one of
literature review and, importantly, direct contact with principal groups involved in U.S. reprocessing plant safeguards development.

The groups visited

(some more than once) have in-

cluded the Los Alamos Scientific Laboratories,

Sandia Labora-

tories, Brookhaven National Laboratories, Savannah River
Plant (duPont), and Allied General Nuclear Services' Barnwell
Nuclear Fuel Plant.

In addition, discussions were held with

officials of the Department of Energy's Office of Safeguards
and Security, the Arms Control and Disarmament Agency, the
Department of State's Bureau of Oceans and

International

Environmental and Scientific Affairs (OES), the International
Atomic Energy Agency's Department of Safeguards and Inspection,
and the U.S. Member of the International Atomic Energy Agency's
Standing Advisory Group on Safeguards Implementation
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(SAGSI).

3.0

3.1

PURPOSE,

NATURE AND EVOLUTION OF SAFEGUARDS

O B J E C T I V E S AND METHODOLOGY OF SAFEGUARDS

In this section, the purpose* nature and evolution of the safeguards system are discussed, with emphasis on those features and
issues that have affected or may affect the development of
effective and reasonably optimized safeguards for reprocessing
plants.

For this reason, the discussion has been structured on

the basis of issues, progressing from the most general and fundamental to those of a more detailed nature, rather than as a
chronological account.

Where helpful, however, historic and

chronological background has been incorporated in the discussion
of specific issues.
It is unnecessary to dwell at length on the now well-understood
fact that IAEA safeguars consist of a set of technical measures,
of which on-site inspection by international civil servants is
the most prominent feature, designed to detect on a timely basis
any significant diversion of safeguard material to unauthorized
uses.

Such detection, or perhaps more importantly, the capability

for such detection, is not, however, an end in itself.

Rather,

this capability for detection is a tool to help achieve three
more fundamental objectives:
the verification that peaceful use undertakings are,
in fact, being fulfilled, a state of affairs which is
presumed to be the "norm," and which is clearly preferable to diversion, even if detected. Such verification
has important nonproliferation and broader security
benefits in its own right, since it permits peaceful
nuclear activities to take place without the suspicion
which might stimulate nuclear weapon or other military
activities by potentially threatened states. It is of
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the utmost importance to recognize that since compliance cannot be demonstated directly, but is inferred
from the absence of detection of violation, an effective
safeguards system must not only have in fact, a high
capability of detection, but must be seen by the world
community as possessing this capability.
deterrence of any violation of peaceful use undertakings
by the risk of detection, and by the political, economic,
or even military consequences which such detectionmight
engender, and, finally,
the triggerng of an appropriate response, whether unilateral or multilateral, in the event diversion is
detected.
Because the perception of verification and the reality of detection capability, are not necessarily equivalent, some observers have suggested that the objective of detection of noncompliance, which is necessarily the tool by which the more
fundamental objectives cited above are realized, is not the
equivalent of the verification of compliance, and that concentration on the former leads to substantially different results
in the nature of the safeguards systems.

Whether this is so is

explored at greater length later in this chapter.
In any case, the emphasis in the development of safeguards has
clearly been placed on the detection of diversion of safeguarded
nuclear material to unauthorized uses.

Moreover, an important

collateral feature of the IAEA safeguards system has been the
principle, implied by the Agency statute itself and made necessary by political considerations, that this detection be accomplished in so far as possible by objective technical means.
This emphasis arises both from the need for an objective finding of non-compliance if an international response is to ensue,
and from political limitations on an international organization
to engage in some types of activities.
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Thus, Agency safeguards,

at the level of practical application, do not, as they theoretically might have, rely upon investigative measures of a subjective nature to provide indications of national or individual
motivations or actions.

Safeguards are not, in short, and

could not realistically be a police or intelligence activity.

At the same time, it seems both unrealistic and undesirable to
conclude that subjective observations made

the course of

applying objective safeguards measures, as well as subjective
considerations derived from other sources, should play no role
in the judgmental phase of safeguards.

While practical

experi-

ence in reaching conclusions as to whether diversion has occurred is, fortunately, limited, there seems little doubt that when
faced with the need to do so, the Agency, and particularly

its

Board, will take into account all the evidence available to it,
both objective and subjective.

The challenge will be to

develop ways in which inspectors can "objectively" observe and
record such subjective

information.

A corollary of the principle that the objective of international
safeguards is to detect non-compliance, and thus verify compliance,

is that safeguards are not a system for the control

of peaceful nuclear activities.

This principle constitutes one

of the most important aspects and limitations of safeguards.
It is not, for example, within the scope of safeguards to
determine that sensitive actitivy such as reprocessing

should

not take place at all, or in particular locations, nor is it
possible for safeguards to prescribe the technical method of
conducting sensitive activities.

Nevertheless, the principle

that safeguards is a system of detection or verification and
not of control has important exceptions,

the full extent of

which will be explored later in this study.

For example, the

IAEA statute explicity provides that the means of undertaking
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reprocessing is sul-jact to approval of the Agency "solely to
ensure that this chemical processing will not lend itself to
diversion of materials for military

purposes..."

The authority extended to the Agency to require the storage of
excess plutonium under Agency auspices represents another explicit instance where Agency safeguards would go beyond verification alone and affect directly the performance of activities
or the disposition of material; in other words, where safeguards
would extend into the realm of control.

It is not coincidental

that of all the various authorities provided to the Agency for
the purpose of conducting safeguards

(all of which are qualified

by the statutory understanding that they would be applied only
to the extent relevant), only these two have yet to be implemented.

Of greater importance to the present study, however, is the
question of whether and to what extent the general authority of
the Agency to verify compliance with nonproliferation undertakings, and the corresponding obligation of safeguarded States
to cooperate in the achievement of this objective, may imply
some capacity on the part of the Agency to require that particular operations be conducted in a manner which facilitates the
application of safeguards.

The analysis of this study suggests

that major improvements in the cost-effectiveness of safeguards
are possible if the Agency can restrict particular operations
to reasonable times during which adequate inspection effort
could be applied.

3.1.1

Safeguarding of Materials vs Facilities

Another safeguards issue of relevance to reprocessing plant
safeguards is whether safeguards measures can or should be
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applied to materials alone, or to facilities and their equipment as well as to materials.

The concept that

safeguards

relate primarily to materials is inherent in the problem of
unauthorized use, and is given prominence in the IAEA statute
itself.

For most facilities and equipment, including

reproc-

essing plants, there may be no objectively measurable or observable difference in the state of a plant whose product is
transferred exclusively to authorized uses and one whose product is being diverted in whole or in part to unauthorized
uses.

(Some facilities?

for example, research reactors or

critical assemblies may be used for military or nuclear explosive purposes per se? i.e., for the performance of experiments
of military significance.

This form of violation of non-

proliferation undertakings normally has no relevance to reprocessing plants).
Agency

Thus, the IAEA statute itself calls on the

"to account for source and special fissionable materials

supplied and fissionable products and to determine whether
there is compliance with the undertaking against use in furtherance of any military

purpose..."

Over the years during which Agency safeguards were developed,
the concept of concentrating safeguards measures on materials
grew stronger, as a consequence of general concerns over the
intrusiveness of safeguards and particularly over the possible
compromise of commercially valuable information that might be
discernible from the design or operation of facilities and their
contained equipment.

This concern was reflected in the NPT

itself, which emphasizes "the principle of safeguarding

effec-

tively the flow of source and special fissionable materials by
use of instruments and other techniques at certain

strategic

points...," and led directly to the formulation and the qualified
adoption in the NPT and in the NPT safeguards system,

INFCIRC

153, of the "strategic points" concept, which is discussed
more detail later in this section.
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The principle that safeguards can, except in the special cases
of research equipment directly involved in military or nuclear
explosives R&D, be largely concentrated on the flow and
tory of materials is sound and has received general

inven-

acceptance.

However, the effectiveness of methods for implementing this
principle have been under debate.

At the same time, detection

of the diversion of nuclear material or verification of its
whereabouts often can be facilitated by observing the status of
facilities and equipment, or the manner of their use.

This

fact is recognized in a number of provisions of INFCIRC 153, in
particular, those relating to the use of containment and surveillance, and is well established in Agency safeguards practice.

Nevertheless, concern on the part of inspected states

over the use of such measures and the prominence given in th«i
Agency Statute and the NPT to measures which are applied
directly to materials are a potential obstacle to the optimization of safeguards

3.1.2

systems.

The Dominant Role of Materials Accountability - Domestic
vs International Considerations

The fact that diversion of nuclear material to unauthorized use
is the nonproliferation violation of principal concern, the role
of materials accountancy in domestic efforts to assure that
material w a s not misused or mismanaged, and the need for measures
which would lead to objective findings of diversion led inevitaly
to the adoption of material accountancy as the principal tool
of international

safeguards.

Understandably, however, the adoption of accountancy was not
accompanied by a full appreciation of the differences in the
domestic and international problems of detecting

diversion.

There was a tendency in the early development of internations
safeguards to overlook or minimize the fact that the U.S. domestic nuclear materials accountability system was based on a presumption, supported both by general experience and an intensive
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system of personnel security evaluation and clearances, that
the vast majority of individuals and organizations having direct contact with and responsibility for nuclear materials were
loyal and trustworthy.

Moreover, nuclear material in many

forms, such as spent fuel or other highly irradiated forms, is
incapable of being used, transported, or processed except by
large scale undertakings which, in a domestic setting,
not go undetected.

could

Thus, many diversion scenarios of real

concern in an international context were ruled out or never
seriously considered in the domestic setting.

For example, the

diversion of spent fuel to a clandestine reprocessing

facility,

a legitimate concern for international safeguards, was essentially ruled out in the domestic system.

Thus, no effort was

made domestically to ascertain that material which appeared to
be spent fuel was in fact such material.

//
Of even greater importance to the evolution of international
safeguards, the presumption of trust led to the development of
a system in which the responsibility for materials

accountabili-

ty was in reality assigned to plant managment, with the governmental role largely limited to prescribing the measures to be
applied and assuring their effective application through a
program of management audit, spot checks, and

intercomparisons

of results of shippers and receivers who, in general, were
validly assumed to be independent of each other.

The fact that

the domestic accountability system was and largely still is a
system of management audit to assure effective application of
the prescribed system is evident from the limited frequency of
domestic inspections, the absence of continuous inspection even
at large bulk handling

facilities, and the limited use of inde-

pendent sampling and other measures which would accompany a
system of independent

verification.

The confusion between a national system, and particularly

its

centralized audit component, and a system of independent

veri-

fication has been one of the most lasting and troublesome
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issues

in the development of safeguards.

It has been complicated by the

recognition that as a practical matter - but not a fundamental
principle - Agency safeguards would have to make use of the data
developed by national

systems.

This issue became particularly contentious during the development
of the NPT safeguards system by the Safeguards Committee of the
Board of Governors, during which a number of delegations

argued

that verification of national systems - that is, the determination that these systems were functioning effectively was the
central task of safeguards.

The outcome of this controversy was

Section 7 of INFCIRC 153 which conclusively established

that

safeguards must provide independent verification of the findings
of material systems of accountability and control, and that it is
to use independent measures to do so.

During the course of this

controversy, several countries contended that it was

inappropriate

for an international organization to presume bad faith on the
part of its member states.

This contention reflects a misunder-

standing which may still not be entirely dissipated, of the
fact that in seeking independent verification by objective
technical means, international safeguards neither presumes bad
faith nor good faith on the part of safeguarded

3.1.3

nations.

The Role of National Systems

Even while establishing the central importance of independent
verification,

INFCIRC 153 reaffirmed formally the importance of

national systems of accountability and control as a source of
data for the safeguards system.

It was recognized from an early

date that it would be unnecessarily costly, if not impractical,
for Agency safeguards to collect directly the accountability
information needed for effective detection of diversion.

It was

moreover, believed that effective independent verification could
be based on a statistical sampling and verification of national
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data, provided that the sampling and the means of verifying the
data were truly indpendent of national control or, in some cases,
knowledge.

To emphasize the basic distinctions between national

materials control systems and international safeguards,
153 avoids the use of the term safeguards for national

INFCIRC
systems,

referring to these as national systems of accountability

and

control.

Of equal importance with the principle that the means by which
national accountability is verified must be independent of the
national or facility operator's influence,

is the principle that

the use of national data is a pragmatic feature, which must be
abandoned or moderated if the national data is of inadequate
quality or quantity for any significant period.

3.1.4

Safeguards Rights vs Safeguards System

One of the most important developments in international

safe-

guards from the standpoint of effectiveness was the 1960 decision of the IAEA, since reaffirmed on several occasions, to
adopt a series of guidelines - referred to as the IAEA Safeguards
system-by which the Agency itself would be guided in the application of safeguards.

The Agency statute itself, like the bi-

lateral nuclear agreements after which it was patterened,
specifies a number of rights available to the Agency in its
application of safeguards, of which the most important was the
right "to send into the territory of the recipient State or
States concerned, who shall have access at all times to all
places and data and to any person who by reason of his occupation deals with materials, equipment, or facilities which are
required by this Statute to be safeguarded."

These safeguard

rights, unlike those, for example, in U.S. bilateral

agreements

were qualified by the term that they would be available to the
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Agency "to the extent relevant."

Despite this qualification,

there was no expectation when the Agency statute was negotiated
and adopted that the rights of inspection would be narrowed by
arrangements adopted by the Agency

itself.

It was, of course, understandable that the Agency would find it
necessary and desirable to formulate safeguard procedures for its
own use in planning, and implementing safeguards.

The Agency

safeguards system which had its genesis in INFCIRC 66 of 1960,
however, goes beyond the status of an internal Agency procedure.
It is a document which, for practical purposes, constitutes a
commitment to inspected parties that, in implementing

safeguards,

the Agency will be governed by rules which are significantly
more restrictive than those of the statute.

This practice was

followed in successive revisions of INFCIRC 66, as well as in
INFCIRC 153.

The background

leading up to this crucial decision is beyond the

scope of this brief review.

It is significant, however, that no

comparable restrictions were ever developed
tion of U.S. bilateral safeguard rights.

for the implementa-

Moreover, the U.S.

sought, with some success, to moderate the impact of the restrictive provisions of Agency safeguards documents, through provisions which recognize the Agency's rights, under some circumstances, to go beyond the normal limits set by the safeguards
document.

Nevertheless, the limitations imposed by these docu-

ments represent significant constraints on the Agency in the
application of safeguards to reprocessing

3.1.5

plants.

Quantitative Considerations - Inspection Frequency and
Safeguard Objectives

From the outset, efforts to constrain the intensity of IAEA
safeguards

focussed on the "amount" of inspection.
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In the

negotiation of INFCIRC 66, this effort took the form of limitations on inspection frequency.

These limits were keyed to the

scale of the inspected activity, as measured by the inventory or
throughput of fissionable material, and were based on a U.S.
proposed

formula which keyed inspection frequency to the inter-

vals over which the uncertainties in fissionable material
balances might equal or exceed a strategic quantity of such
material.
The assumption was that through independent verification of the
facility operators' material balance at the frequency called

for

by the frequency formula, the diversion of material in quantitites
significant

from the standpoint of nuclear explosives would be

detected with a reasonable degree of assurance.

Thus,

safeguards

had at the very outset a quantitative goal or objective keyed to
the quantity of material needed to produce a single nuclear
explosive.

3.1.6

The Evolutionary Approach

Even at this early date, however, it was clear that the concept
of conducting inspections at the frequency needed to ensure that
the uncertainties never exceeded a strategic quantity of material
could not be extended to facilities whose inventories or flows
were so large that even small percentage uncertainties in materials balances would greatly exceed the significant quantity
criterion.

For these facilities, which clearly included

large

reprocessing plants, U.S. thinking from the earliest days of the
safeguards program foresaw the need for continuous or resident
inspection.

At the same time, it was recognized that the poli-

tical conditions which prevailed at the time in the IAEA would
not allow agreement on such intensive
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inspection.

As a result, the U.S. adopted an "evolutionary approach" to the
development of IAEA safeguards,

in which successively

larger and

more complex facilities would b e considered over a period of
time, thus taking advantage of a hoped-for improved climate for
the acceptance of more intensive measures as familiarity with
safeguards grew.

The first increment was the establishment of

safeguards for reactors up to 100 thermal megawatts, which was
accomplished in 1960.

This formula led to an inspection

of 6 per year for reactors of 100 M W thermal.

frequency

In 1964, the

frequency formula was extended to reactors of all sizes. For
larger reactors, this extension provided for "access at all
times," but remained deliberately vague whether this

formulation

encompassed not simply the right to any number of inspection
visits, but continuous inspection as well.
In 1966, the Safeguards Committee of the IAEA Board of Governors
was convened to consider safeguards for reprocessing plants.
U.S. objective was to achieve authorization
spection.

for "resident"

The

in-

This objective was realized, but not without diffi-

culty and some blurring.

The formula adopted refers to "con-

tinuous inspection," a term which was more acceptable to the
Agency's membership than "resident inspection."

Moreover, in a

gesture to the sensitivities of many participating countries, the
reference to continuous access was placed in a footnote of the
document.

In an effort both to contribute to the development of effective
safeguards measures for reprocessing plants, and to demonstrate
their reasonableness and non-interference with plant operations,
the U.S., in 1966, invited the Agency to undertake a full-scale
safeguards exercise at the West Valley reprocessing plant, continuing a U.S. policy of inviting Agency safeguards demonstrations to representative U.S. facilities.
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The U.S.

specifically

authorized and urged the Agency to employ continuous
in conducting this exercise.

inspection

As a result, the West Valley

plant was safeguarded by the IAEA for a period up to several
weeks duration in 1967 and 1969, with as many as 10 IAEA
inspectors in residence at times during this demonstration.
Following the adoption of reprocessing plant safeguards procedures in 1966, INFCIRC 66 was further amended in 1968 to extend
similar procedures to fabrication plants.

With this addition,

enrichment plants remained the only facilities for which IAEA
safeguard procedures had not been adopted.

This omission re-

flected the special safeguard problem presented by the classified
status of enrichment technology, a problem which has continued to
complicate the development of enrichment plant safeguards.

Thus,

the evolutionary approach had proven generally successful in
enabling the adoption by the Agency of safeguards procedures

for

reprocessing plants without serious diminution of the statutory
right of "access at all times."

Indeed, it could be argued that

the explicit definition of this right as including, in the
limiting case, "continuous inspection," was an important clarification of the statutory

formula.

Throughout the successive extensions of Agency safeguards to
larger and more complex facilities,, the U.S. stressed its view
that effective safeguards involved measures which were desirable
in any case as good management practice in dealing with

extremely

valuable nuclear material, and would not be "intrusive."

It

sought to underline and give credibility to this view by
offers, already referred to, to place selected U.S.
under IAEA safeguards.

facilities

In a further effort to alleviate the

concerns of inspected nations, INFCIRC 66 included

several

expressions of the responsibility of the Agency to apply its
safeguards

reasonably.

3-13

3.2

THE NPT AND SAFEGUARDS

The completion of INFCIRC 66 by no means put an end to the
widespread

reluctance of Agency members to accept intensive

inspection.

Concerns over the potential "intrusiveness" of

Agency safeguards continued.

Although never clearly defined, the

concept of intrusiveness appeared to encompass several separate
concerns:

the fear that information of proprietary value would

be compromised by inspectors access; the concern that

safeguards,

and especially inspections, would interfere with and increase the
cost of operations; and, finally, in the most extreme scenario,
concern that safeguards would b e employed to level unjust accusations of diversion against safeguarded nations-

In reality,

however, this enumeration probably puts the resistance to inspection in more systematic and orderly terms than the facts
warrant.

Much of this attitude appeared to be more a consequence

of a generalized distaste for inspection, particularly on the
part of countries with long traditions of isolation from outside
"presence," than by any systematic conclusions as to the problems
and costs of accepting

safeguards.

The NPT offered a new opportunity for the reopening of IAEA
safeguards.

The requirement that non nuclear weapons states

place all their nuclear activities under safeguards was viewed as
creating an opportunity for safeguards simplification, on the
technical grounds that such "full-scope" safeguards would enable
shipper-receiver cross checks that would reduce inspection
requirements.

More importantly, however, the strong desire to

achieve maximum adherence to the Treaty created an atmosphere in
which a rationalization and simplification of safeguards tended
to be viewed as one of the benefits accompanying Treaty signature, and potential parties to the Treaty gained considerable
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bargaining trength in their demands for safeguards simplification, with several of the most important signatories making the
adoption of acceptable safeguards a specific condition of ratification.
It was against this background that the IAEA undertook in 1970 to
review its safeguards and devise a modified system exclusively
for NPT parties.
As anticipated, the new debate focussed once again on inspection
intensity.

On this occasion, however, several years of safeguard

experience and greater sophistication led members to go beyond
the old yardstick of inspection frequency and develop a new
yardstick of total inspection effort, expressed in man-days.
Thus, the inspection effort formula of INFCIRC 153 was developed.
The U . S . objective was to ensure that this inspection effort
would be adequate to allow effective safeguards under normal
circumstances and, as in the past, to preserve the Agency's right
of broad access when required by unusual

circumstances.

In addition to the quantitative restrictions on
effort,

inspection

INFCIRC 153 focussed more sharply on the nature of

inspection access and adopted a number of limiting

conditions,

including those of material balance areas and strategic points.
Here, too, the U.S. effort was to ensure that the restrictions
would not interfere with the essential nature of safeguards,

and

to provide for a waiver of these restrictions where special
circumstances required.

In this regard, INFCIRC 153 clearly

qualifies the use of the strategic points approach by making it
applicable only "to the extent that present or future technology
permits."
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modifications to IAEA safeguards introduced by INFCIRC 153
were not, however, entirely in the direction of greter restrictiveness.

INFCIRC 153, unlike INFCIRC 66, explicitly recog-

nized the role of containment and surveillance, and thus clearly
opened the door to the use of these techniques, whether human or
instrumental, to ensure that material remained in authorized
locations and to provide a capabiity for direct detection of
unauthorized movements, rather than the inferential

approach

offered by accountability.

3.2.1

Instrumentation vs Human Inspection

Surveillance

Another persistent theme of safeguards development which received
explicit support in the NPT and INFCIRC 153 has been the desire
of inspected parties to reduce human inspection in favor of
instruments wherever possible.

This desire has, however,

been

tempered by a strong antipathy against the installation of any
"hardware" without explicit approval by the inspected
Thus, a potential dilemma was presented.

country.

Human inspection effort

was limited, in part on the expectation that instruments could
fill any gap resulting
inspected

from inadequate inspection effort, but

countries retained the right to accept or reject the

instrumentation which might be required.

The U.S. approach was that the situation should be regarded not
as a dilemma but a trade-off, in which the rejection of Agency
proposed instrumentation would trigger increased agency

inspec-

tion effort - b o t h because it would be needed and because such
increased

inspection would increase the member states incentive

to accept the instrumentation.

The basis for enforcing

this

trade-off, in the event that the maximum routine inspection
effort proved inadequate, was laid in Section 7 3b of INFCIRC 153,
which allows the Agency to make special inspections

(i.e.,

inspections in excess of the maximum routine inspection
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effort)

"if the Agency considers that the information made available by
the State and information obtained from routine inspections, is
not adequate..."
3.2.2

INFCIRC 153

In the preceding discussion, a number of references were made to
INFCIRC 153.

One result of the present study has been the

observation of a tendency to interpret the provisions of this
document more rigidly, and at times somewhat differently,
was intended.

Several of these current interpretations

could

adversely affect the ability to adopt and apply effective
guards at reprocessing plants.

than

safe-

These interpretations are iden-

tified and commented on below:
a) Paragraph 29 of INFCIRC 153 relegates containment
surveillance to a minor role.

and

This interpretation is based on incomplete knowledge of the
negotiating history of this section,

leading to the belief that

the identification of containment and surveillance as "an important complementary measures" was intended to restrict the
status which they might otherwise have had.

In fact, the ne-

gotiating history reveals that the intent was precisely
to this interpretation.

contrary

INFCIRC 66 included no provision for the

Agency's use of containment and surveillance measures, and difficulties had in fact been experienced by the Agency in securing
agreement to the application of seals and other containment and
surveillance devices.

Thus, paragraph 29 w a s developed to make

it clear that containment and surveillance constitute an
explicit and important part of the safeguards

system.

While the language of Paragraph 29 indicates that material
accounting would continue to be the safeguards measure "of
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fundamental

importance," this formulation cannot be inter-

preted as a basis for determining the relative effort to be
placed on the two classes of measures in the practical

appli-

cation of the system, much less to any particular phase of the
system, such as the safeguarding of reprocessing plants.

On the

other hand, Paragraph 29 clearly rules out the complete abandonment of materials accounting in favor of containment and
surveillance.

It is a conclusion of this study that INFCIRC 153 does not,
beyond the foregoing requirement, restrict the relative roles of
materials accountancy and containent and surveillance in the
safeguarding of reprocessing plants, and that in developing

this

systems, the Agency is free to employ any mix of measures and
allocation of resources, so long as it is able to reach independent conclusions as to the amount of material unaccounted
for at appropriate

intervals.

b) Paragraph 30 requires that findings of non compliance
be based primarily or exclusively on "the technical
conclusion... of the amount of material unaccounted
for. . ."

This conclusion reflects unawareness of the negotiating

history

of this section, which was designed to reassure inspected

nations

that they would be made aware of the results of the safeguards
effort in some suitable way.

The same principle appears in

Paragraph 90, which provides that States will be informed of the
results of inspections, and the conclusions drawn from them.

These sections should not be confused with the objective of
safeguards, as stated in Section 28, and by the basis for a
determination of non-compliance by the Board of Governors,
ii

5-2 2

which appears in Section 19.

This basis is the inability

verify that there has been no diversion."

These provisions do

not limit a finding of non-compliance to materials
evidence alone.

"to

accountancy

Indeed, the nature of the information to be

used in making such findings is not mentioned in either of
these fundamental sections.

It is inconceivable that the Board

would be powerless to reach a determination of non-compliance
on the basis of clear-cut evidence of diversion derived from
the findings of containment and surveillance simply because a
similar conclusion had not been reached from materials
tancy information.

accoun-

There is nothing in either INFCIRC 153 or

its negotiating history to support an interpretation that materials accountancy data is essential to a finding of inability
"to verify that there has been no diversion."
c) Paragraphs 7 and 31, and other provisions of INFCIRC
153, make the Agency dependent on the existence and
quality of the State* s national system of accounting
and control.
The need to avoid this dependency was explicitly recognized in
the development of INFCIRC 153, and is clearly reflected

in

Paragraph 31, which provides that the Agency "shall avoid unnecessary duplication of the State's accounting and control
activities."

This provision clearly gives recognition to the

principle that if the State's system produces data which is
inadequate either in quantity or quality, the Agency might h a v e
no alternative other than to acquire the necessary data directly, or by placing a special requirement on the State.

This is

another area where the concept of a "trade-off" was foreseen;
that is, the Agency would be able to create an incentive for
improved national accountancy by increasing its own independent
data collection activities, using,

if necessary, the provisions

for special inspections to increase its inspection effort.
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In reality, as observed earlier, the concept of using the State's
system of accountancy as the primary source of data is one of
convenience and practicality, not of fundamental philosophy.

To

regard it in the latter light would be to give the State a de
facto veto over the effectiveness of Agency safeguards simply by
degrading the quality of its own national system.

This possi-

bility was foreseen and expressly dealt with in INFCIRC 153.
d) Paragraph 46(b)(ii) and similar provisions of INFCIRC
153 indicate that containment and surveillance is to be
used only to help ensure the validity of materials
accountancy information.
While assuring the validity of materials accountancy data is a
legitimate and important use of containment and surveillance,

it

is clear that INFCIRC 153 imposes no such limitation on its use.
This is evident from Paragraph 7 2 and 7 3, which define the
purposes of routine and special inspections, and Paragraph 74,
which prescribes the means which may be used to accomplish these
purposes.

These means, which include containment and surveil-

lance, are available, without limitation, to serve all the purposes specified in Paragraphs 72 and 73.

Thus, containment and

surveillance are clearly availabe to the Agency as techniques
to verify directly, and not simply in support of materials
accountancy, "the location,

identity, quantity, and composition

of nuclear materials," and "the possible causes of material
unaccounted

for..."

e) Under Paragraph 76(b), the Agency's inspection access
is severly limited, by being confined to strategic
points.

There is a legitimate concern that this provision of INFCIRC 153
w i l l undesirably limit inspection access.

The negotiating

history of INFCIRC 153 indicates that this result was to be
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avoided by Agency insistence on a broadly inclusive approach to
the designation of strategic points during negotiation of subsidiary agreements.

In this regard, it is to be noted that the

Agency's access during ad hoc inspections before the conclusion
of subsidiary agreements is unlimited.

The concept of ad hoc

inspections with broad access and without limitation of inspection effort was deliberately designed to give States an
incentive to negotiate subsidiary arrangements satisfactory to
the Agency.

In other words, the negotiating leverage for timely

and satisfactory subsidiary arrangements is heavily weighted in
favor of the Agency.

It is in a position to ensure that the

strategic points are selected in sufficient number and with a
broad enough definition to provide it with adequate access, and
it has the right to conduct inspections without limitation unitl
this result is secured.

An additional means for overcoming any undesirable limit on
access imposed by the strategic points constraint of Paragraph
76c is provided by Section 77, which allows the Agency to secure
broader access when required by any unusual circumstances,,
However, this opportunity is limited in that the State must agree
it is essential.
In summary, INFCIRC 153 is a complex document, which reflects two
potentially conflicting principles:

on the one hand, the desire

to keep the Agency's verification activities within reasonable
bounds, and to give States a reasonable assurance of the safeguard measures which would be applied to them; on the other hand,
a recognition that the restrictions on the Agency's routine
access could interfere with effective verification, and that
these restraints must be removed when necessary.

By defini-

tion, it is the latter principle which is "the bottom line."
Whether it can function as intended is largely dependent on the
Agency's willingness and skill in invoking its use.
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4.0

SAFEGUARDS ISSUES SPECIFIC TO REPROCESSING

The preceeding section identified a number of general

safeguard

features and issues which have relevance to the safeguarding of
all peaceful nuclear activities including reprocessing.

In this

section, major safeguards issues of specific significance to
reprocessing plants are categorized and examined in greater
detail.

Three categories of issues are of importance:

issues arising from country

attitudes

issues arising from the basic nature of safeguards as
a system for detection of diversion
facility-specific safeguard

difficulties.

4.1
As an introduction to this discussion, it is useful to review
briefly the special characteristics of large reprocessing

faci-

lities which are responsible for the difficult safeguard problems
presented by reprocessing.

These characteristics can be summa-

rized as follows:

Material form.
Reprocessing plants perhaps represent
the worst possible situation in terms of materials
accountancy, in that the input material consists of items
which can be counted, but whose composition cannot be
accurately established, while the output material is in
bulk form no longer amenable to item accounting, but
susceptible to diversion at a large number of locations
in the plant.
Moreover, there are a variety of waste
streams, including some, such as the undissolved hulls
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from chopped fuel rods, which cannot be easily sampled
and analyzed by conventional methods. Finally, the
nuclear material to be accounted for is highly radioactive during much of the process, introducing the major
problems indicated below.
Radiation.
The high radiation level of reprocessing
plant feed and many intermediate process streams rules
out or greatly complicates direct inspection access to
most of the plant and its operations. While operator
access is similarly limited, there is no doubt that these
limitations work to the relative disadvantage of the
inspector.
For example, inspectors are unable to observe
directly the critical act of sampling, creating the
possibility that the samples withdrawn at the sample
gallery are not valid and representative ones, but have
been altered in ways known only to the operator.
Another
consequence of the high radiation level accompanying
reprocessing is the inability of the inspectorate to
ascertain design features once the plant has been activated or to ensure that physical inventories are complete and valid, and that all material withdrawn for
inventory purposes has in fact been retained under
safeguards.
Serious as the complicating factor of radiation is, its
importance is somewhat limited by the fact that the
material which is most attractive and accessible for
diversion, separated plutonium product, is not highly
radioactive, and the operations involving it can, in
principle, be conducted under the direct surveillance of
inspectors.
High throughput. The high throughput and correspondingly
short residence time of nuclear material in the plant as a
whole, and particularly in such critical sections as the
input accountability tank, make it essential that many
verification activities be performed essentially continuously, and on a 100% basis.
For example, an input
accountability batch containing approximately 50 kg of
Pu, may be accumulated, sampled, and discharged approximately daily. Unless steps are taken by the inspectorate to verify its contents, the opportunity to verify
that measurement is permanently lost.
Furthermore,
within several days, corresponding to the residence
time of each batch in the plant, the ability to know
even that such a batch was introduced and processed is
permanently lost. Thus, intermittent inspection, as
practiced, for example, at reactors, is an inadequate
means of safeguarding reprocessing plants.
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Input measurements.
Because of the form in which fuel
is delivered to a reprocessing facility, and the fact
that it has undergone a complex transformation while in
the reactor, direct measurement of the nuclear materials
content, and in particular, the plutonium content of the
delivered fuel material is impossible. While opinions
differ as to the accuracy and reliability which might be
attainable from irradiation data, there is little doubt
that the possible error of this method is several percent, particularly during the early years of any reactor's
operation.
Even more importantly from the standpoint of
safeguards, reactor irradiation data is itself not easily
verifiable, and no attempt is made to do so in the
present Agency safeguard system.
The first opportunity for accurate input measurement in a
reprocessing plant is, therefore, following dissolution,
after the dissolved fuel has been delivered to the input
accountability tank. By this point in the process,
however, the material has already undergone major alterations in physical and chemical form in heavily shielded
facilities which preclude direct observation, and
waste streams capable of being routes for diversion h a v e
been produced.
Moreover, the validity of the sampling
process itself is not susceptible to direct Agency
observation.
Large Scale and Complexity.
Commercial reprocessing
facilities are expected to be of extremely large scale;
typically capable of processing about 1500 tons per year
of uranium, the output of some 50 full scale power
reactors, with a plutonium content of some 15 tons.
Thus, a significant quantity of 10 kg of plutonium
represents less than 0.1% of the annual plant throughput. Given this fact, the detection of significant
diversions, especially if spread over a considerable
period of time, represents an extremely difficult
safeguards target.
The complexity of these facilities, particularly as they
have been designed and built to date, complicates safeguards in a variety of ways.
The numerous points of
entry into the plant compound, the plant structure
proper, and various areas within the plants make containment and surveillance extremely difficult.
The
complex process flow sheet which generates several
product and waste streams, has a variety of routine or
occasional recycle streams, and utilizes a large variety
of reagents and service fluids presenting innnumerable
opportunities for unauthorized inputs and withdrawals.
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In combination with the high radiation level of the plant
following initial operation and the essentially "opaque"
nature of the structure, once built, this complexity
results in both a large number of known, but not easily
safeguarded penetrations, many of which could serve as
credible diversion pathways, as well as the possiblility
of unkown penetrations.
Construction verification. Because of the foregoing
circumstances, it has long been recognized that effective
safeguarding of reprocessing facilities could be promoted
by designs to minimize potential diversion pathways, and
inspection during construction to verify that construction has been in accordance with design.
INFCIRC 153
provides for such verification during construction.
Nevertheless, even if vigorously undertaken by the IAEA,
the effectiveness of verification during construction in
ensuring that no undeclared penetrations cr pathways have
been introduced is uncertain.

4.2

ISSUES ARISING FROM COUNTRY ATTITUDES

Of major importance to the effectiveness of safeguards as a
means to detect diversion is the concern of inspected states over
the intrusiveness and other aspects of inspection.

This concern

is reflected in restrictions contained in the IAEA safeguards
document itself, in the provisions of specific safeguard agreements and subsidiary arrangements,

and in the level of resources

made available to the Agency for the implementation of safeguards.
4.2.1

Agency-Inspected State Relations

The relationship betv/een the Agency and the inspected state is of
major concern insofar as it imposes limitations on inspector
access and on the general intrusiveness of IAEA safeguards.
INFCIRC 153 provides that the actual number, intensity, and
duration of routine inspections should be kept to the minimum
consistent with effective implementation of the safeguard procedures (par. 78), but adds also that inspector activities

should

be arranged to minimize the inconvenience to the inspected

state
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as well as to ensure protection of industrial secrets or other
confidential information.

(par. 9).

INFCIRC 153 also limits

routine inspections to predetermined and agreed strategic points
(par. 76c).

Special inspections, with potentially greater access

necessitated by the circumstances under which they would be
required, are provided for, but only after prior consultation and
consent of the state in question,

(par. 77), unless determined by

the Board to the essential and urgent.

The sources of these constraints on inspector access are numerous, and include cost considerations as well as more generalized
reluctance to accept inspection or other infringements of national sovereignty.

The NPT safeguards system reflects the need

encountered during the creation of the system to reconcile a
number of interests.

All participating states shared, to varying

degrees, a general resistance to inspection by an international
organization, regardless of the measures taken to protect commercial data and secrets.

Concern for the preservation of state sovereignty also figured
prominently, and was reflected in the efforts to avoid

inter-

ference with either international nuclear trade or national
technological advancement in this area.

Protection of the

operator's proprietary information also was a major concern,
especially on the part of the advanced non-weapon states, and
inspired the emphasis given in the NPT system to
points" and instrumentation, rather than human

"strategic

inspection.

There is considerable evidence that countries are more concerned
over inspection assess exercized by an international

organization

such as IAEA than over similar access by a single country.
relevant that the U.S., in implementing the almost

It is

identical

safeguards rights of its bilateral agreements, was never pressed
to limit or specify the way in which it would implement these
rights.
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Nothing in INFCIRC 153 prevents a state from extending to Agency
inspectors more liberal access to its facilities than is required.

Whether countries would actually do so is questionable,

however, particularly if their competitors did not subiait their
facilities to the same conditions.

The U.S. voluntary offer has

been conceived in part as a means by which the U.S., as the most
advanced nuclear nation, could help set by its own example, a
standard of cooperation with Agency safeguards which other
nations would find it difficult to ignore or reject.

The issue of cooperation by inspected states is of major importance.

Putting aside the question of whether states should be

willing to go beyond the specific limits of INFCIRC 153, the
implementation of this document involves a large gray area of
interpretation within which States can either be cooperative or
rigid.

There is considerable evidence, particularly in the area

of negotiation of subsidiary arrangements, that rigidty,
than cooperation is the norm.

rather

The general adoption of a high

standard of cooperation with the IAEA in all phases of

safeguards

implementation could be a major tool for improvement of safeguards effectiveness, both by enabling the Agency to take maximum
advantage of the access to which it is entitled under INFCIRC
153, and by providing an additional, and potentially very

valu-

able, basis for assessing the behavior of states which might be
inspected by diversion.

For such a regime of cooperation to be

established, the Agency, too, must act with wisdom and restraint,
but it is primarily inspected states which must set the tone.

4.2.2

Agency-Other State Relations

Another restraint on Agency safeguards conduct is that which
governs the disclosure of information acquired by the Agency
the implementation of safeguards.

This restraint has been

interpreted as extending not only to information owned by the
inspected party but to information concerning the Agency's

3-6

in

performance of safeguards and their results, including the
content of subsidiary arrangements and inspection procedures.
A serious concern of the U.S., and the Congress in particular,
in recent years has been the effectiveness of safeguards and
the availability of information sufficient for formulating
judgments as to safeguards effectiveness.

The inability of the

Agency to effectively perform its safeguards

responsibilities

appears in U.S. Agreements for Cooperation as a trigger to
invoke bilateral

safeguards.

The restrictions on IAEA disclosure of safeguards information are
an essential element in securing member state agreement to an
effective safeguards program.

At the same time, these restric-

tions limit the amount of information upon which other countries
can formulate judgments regarding safeguards

effectiveness.

Thus, although restriction on disclosure may reduce confidence in
safeguards, considerable restraint is essential to enable the
Agency to enjoy the access which it requires to conduct
guards.

safe-

For this reason, a careful balance must be struck

between the needs of member states for information on safeguards
performance and the insistence of inspected countries on a
reasonable degree of confidentiality.

4.3

BASIC NATURE OF SAFEGUARDS

Issues which arise from the basic nature of safeguards as a
system for the detection of diversion,

include:

the nature of the goals of safeguard systems
the restraints on operators which are necessary to implement safeguards
the role of national accounting systems, and the problem
of dependence thereupon
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application of safeguards to materials rather then
facilities
a strategic-points approach to verification
case-by-case negotiation of safeguards arrangements
the role of design review and design approval
the criteria for determining

safeguard

effectiveness.

These issues are discussed below.

4.3.1

Safeguard Goals

Although the basic objective of safeguards, as expressed in the
NPT and U.S. bilateral agreements,

is to verify compliance with

nonproliferation undertakings, the inability to demonstrate
compliance directly has forced reliance on a complementary
approach:

the ability to detect diversion.

This objective,

turn, cannot, under many circumstances, be accomplished
Rather, the absence of diversion is normally inferred
fact that none was detected.

in

directly.

from the

Thus, verification of compliance is

rarely determined in a direct and unambiguous manner, but must be
a conclusion drawn from the non-detection of diversion.
As applied to large-scale reprocessing

facilities, with their

inherently large uncertainties in inventory and throughput,

this

indirect means for verification of application may yield an
undesirably high ambiguity or uncertainty in whether any violation has occurred.

This short-fall in performance is further

underscored by the desire to reach conclusions on verification on
as nearly a real-time basis as possible, an objective which is in
conflict with the normal lag ir. securing measurements which

allow

the inference to be drawn that diversion has or has not occurred.
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The deficiency in the ability of conventional materials

account-

ability to achieve either the precision of measurement to provide
unambiguous indications of diversion or the timeliness of measurement to permit near real-time detection has led to increased
emphasis on other detection methods for reprocessing plant
safeguards.

These are containment and surveillance, and near

real-time accountability based on extensive use of instrumental
means of measurement.

Both of these approaches have the disad-

vantage of being relatively
conventional accountability.

less developed and demonstrated

than

Moreover, containment and sur-

veillance, while offering some potential for the detection of
diversion of even small quantities in real-time, suffer from the
major drawback of providing no proof that very large quantities
are not being diverted through unknown diversion pathways.

The issue of safeguard goals presents a major political and
practical dilemma.

The adoption of quantitative goals which are

unrealistic means that safeguards will either be judged wanting
or the probability of false alarms will be very high.
other hand, the adoption of goals which are technically

On the
achieve-

able may allow a theoretical level of diversion or non-compliance
that would be viewed as unacceptable or highly

undesirable.

A lively debate has arisen recently around the issue of what
safeguards

are, or should be, designed to accomplish.

This

involves such issues as:

Whether the adoption or enunciation of quantitative
detection goals beyond current - and perhpas ultimate capabilities distorts or helps guide the improvement of
the safeguards system; and
Whether there is a practical difference between systems
in which the emphasis is on detection of diversion, and
sytems in which the emphasis is on verification of
compliance.
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The IAEA position is that the enunciation of tight quantitative
goals on safeguards, such as those adopted for reprocessing
plants, need not lead to unrealistic systems so long as the goals
are recognized as such, and interpreted

reasonably.

It has,

however, acknowledged that there are trade-offs in the ability to
achieve different safeguards objectives in any resource-limited
system.

For example; to achieve a higher detection probability,

a higher false alarm probability may have to be accepted; if the
tdme available for detection is reduced, the minimum
which is detectable may be

diversion

larger.

There is little disagreement in the safeguards community that
safeguards should strive to achieve the maximum

performance

values for each of its quantitative measures, and that,

ideally,

it would be desirable to be able to detect, with a high degree of
assurance, the diversion of a quantity corresponding to an
explosive device before that device could actually be

constructed

from the diverted material.

Notwithstanding this near-consensus on what might be called the
ideal situation, it is clear that in many practical
the desired results cannot be realized.

situations,

Thus, trade-offs are

necessary, whether made deliberately or by default.

A major task

in the development of effective reprocessing plant safeguards is
to identify where these trade-offs must be made, and how they
might be optimized.

Although the lack of basic R&D on this

matter preludes analysis of particular trade-offs, one objective
of this study is at least to point to some of the possible
directions which these trade-offs might take.

In addition to the question of quantitative goals for detection
of diversion, there is perhaps an even more fundamental

issue of

qualitative goals, and how these affect the nature of the system
designed to achieve them.

The existing system can be seen as

having three interrelated but distinct goals or objectives:
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Detection of diversion or other violations? or, by inference^ the verification of compliance.
Deterrence of diversion or other violations
Reassurance to the world community that there has been
no violation.
As observed in this report, the detection of diversion or, more
accurately, the ability to detect diversion,

in addition to its

intrinsic importance, is the tool by which the other objectives
are accomplished, but it does not follow from this that measures which are optimized to achieve one goal will be optimized
to achieve all or any of the others.
It can be argued that, if a choice must be made, the most important safeguards goal is deterrence.
related to detection,

Deterrence is closely

and can be described as the perception on

the part of the inspected party of the risk that a violation on
his part will be detected.

Thus, approaches which have the

effect of increasing that risk in fact, as well as the perception of that risk deserve considerable emphasis in the safeguards

system.

The argument has bee made that the objectives of violation and
verification of compliance are not directly reciprocal,

and

therefore may not be optimally served by the same measures.
Examination of this argument suggests that it would be difficult
in a system which is necessarily based on the use of objective
technical measures to draw a distinction in the measures employed
between detection of diversion and verification of compliance.
However, in the judgmental process which necessarily forms part
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of any safeguard system, subjective information which is derived from but is not explicitly quantized in the safeguards
system can make an important contribution both to the overall
judgment of verification, as well as to the perception of verification, which is important to the objective of assurance to the
world community.

An example of such subjective information is

the cooperation of the inspected party, particularly in relation
to any requests for additional information or access.
J

4.3.2

Obligations and Restrictions on Inspected

State

Despite the general intent to minimize interference with operations and not to burden the inspected state with

significant

additional cost, IAEA safeguards impose some restrictions and
requirements on the inspected state.

In general, the inspected

state is required to facilitate the implementation of safeguards
and to take the necessary steps to ensure that inspectors
discharge their

functions.

NPT safeguards require the state to establish a national
accounting system, and specify general procedures to be
by the system.

can

material
followed

The underlying philosophy of this approach is that

by complying with the requirements placed on it, a state could
minimize the intensity of Agency inpsections.

Its failure to do

so would have to be compensated for by more intense

inspection

activity.

The U.S. approach to safeguards has traditionally emphasized the
benefit to inspected parties of the safeguards system and,

in

particular, the obligation placed on them to conduct an effective
national system of accountancy and control.

It has been argued

that the measures required of the plant operator are essentially
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those which would be needed in any event for effective control of
operations and prudent protection of the valuable materials being
handled.

At the same time, care h a s always been taken to avoid

any absolute undertaking that the requirements of safeguards
would never go beyond, either in financial or operational
quirement, the demands of good management.

re-

In this regard. Para-

graph 4 of INFCIRC 153, was carefully formulated to provide
reassurance that the principle of consistency with good management would be observed, without requiring that safeguards be
limited, in terms of cost or other yardsticks, to management
requirements.

The difficult and complex problem of safeguarding

reprocessing

plants will inevitably raise the question of whether

safeguards,

both in terms of the operator's responsibilities and the Agency
activities, do not go farther beyond "prudent managment practices" than is desirable or is contemplated by INFCIRC 153.

In

assessing this question, which is an important aspect of evaluating the probable acceptability of various safeguards
and systems, it is important to keep in mind both the

approaches
flexibility

deliberately built into INFCIRC 153, and partcularly Paragraph 4,
and the substantial contribution to effective and safe operation
which good accountancy and contol can make.

4.3.3

Role of National Accounting

Systems

Agency safeguards, as already pointed out, require the inspected
state to establish a national material accounting system.
inspection effort provided

The

for in the safeguards system is

geared to the assumption that the state's national

accountabil-

ity system will be an effective one so that the Agency's role,
in so far as accountability is concerned, will be limited to
the verification, through independent statistical methods, of
the findings of the state's

system.
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Since this approach has at least the potential for creating a
situation in which the quality of a state's national accountability system, whether deliberately or otherwise, is inadequate
to allow effective verification within the limits of maximum
routine inspection effort, consideration is required as to
whether the Agency is prepared to assent and implement its right
to make additional inspections and secure additional access.

From a technical perspective, the maximum assurance of the
independence of the accounting data would be provided by an
independent material balance by the IAEA, with little or no
reliance on national accounts and with a maximum of inspections.
In light of the resource contraints on the Agency, as well as the
resistance of inspected States to significant additional

costs

resulting from more intensive safeguarding, this approach is not
considered politically

4.3.4

feasible.

Application to Materials

The emphasis on safeguarding materials rather than facilities per
se is a major feature of NPT safeguards.

As with other features

of NPT safeguards, concern for protecting proprietary

information

as well as avoiding giving the Agency any substantial

influence

over facility design and operation encouraged adopting a materials focus.

Although emphasis on materials remains acceptable with regard to
reactor operations and other operations when item

accountability

is possible, extending this approach, if interpreted too rigidly,
to large-scale reprocessing plants poses serious problems
safeguards effectiveness and

credibility.
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for

There are two instances in which considerable emphasis must be
placed on the facility itself and its design, although even in
these cases, the underlying purpose is to ensure better surveillance over and accountability for material.

These are design

review and approval, and the application of containment and
surveillance measures.
INFCIRC 153 failed to implement in explicit terms the statutory
provision of Article XII, A-5, authorizing the Agency to approve
design from the standpoint of effective application of safeguards.

In this case, as in several others, it was felt that an

indirect approach to securing state cooperation was more likely
to be effective? that is, if states were willing to adopt

"safe-

guardable" designs, the intensity of Agency safeguards could be
correspondingly reduced.

Whether this leverage will be adequate

to induce substantially more safeguards-effective designs in the
future remains to be seen, and constitutes one of the important
areas of inquiry in this

study.

The other instance in which safeguards can be viewed primarily as
"facility-oriented,"
surveillance.

is in the application of containment and

INFCIRC 153, however, appears to make it clear

that containment and surveillance are necessary and appropriate
measures for safeguards.

In particular, Paragraph 46(f) provides

explicitly for the use of design information to select appropriate containment and surveillance measures, without

limiting

such measures to the objective of assuring the integrity of
material

4.3.5

accountancy.

Strategic Points

Keying verification to predetermined strategic points is a logical consequence of efforts by advanced non-weapon states to
minimize human access in order to protect proprietary
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interests.

Concentration of inspection effort on properly chosen strategic
points can, in principle, allow effective accountability,
tainment and surveillance.

Proper selection, however,

con-

is es-

sential if this limitation is not to seriously interfere with the
effectiveness of safeguards.

The agency must be prepared both to insist on an adequate number
and variety of strategic points in the initial negotiations of
subsidiary arrangements and to seek any additions or modifications which experience may show to be needed.

4.3.6

Case-by-Case Approach to Safeguard Application

The case-by-case approach to negotiating

subsidiary

arrangements

provides a means of tailoring the specific control measures
involved in safeguards to the actual faciltiies and materials at
which they will apply, but it also gives states an opportunity to
place undesirable limitations on the agency's opportunities.

The

confidentiality of these arrangements, although designed to avoid
an undesirable adherence to the lowest common denominator,

also

limits member State knowledge of the effectiveness of the measures agreed upon.

There is, as a result, room for suspicion that a particular
country, by being less cooperative with the Agency, may have
negotiated a more restrictive arrangement with the Agency than
another.

Another consequence is that the lack of

standardization

may complicate judgements regarding safeguards effectiveness

in

particular countries and adversely affect the confidence of some
observers in the credibility of Agency statements
verifiction of compliance.
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regarding

A considerably more active role for the Board of Governors and
individual member states may be necessary in the future to give
the Secretariat the support which it needs to negotiate effective safeguard arrangements.

One possible approach would be to

re-quire that subsidiary arrangements and even facility

attach-

ments for major facilities, despite their confidentiality, be
explained and defined in soem detail by the Secretariat to a
properly qualified Board committee at appropriate times during
negotiations.

4.3.7

Design Review

As noted above, although the IAEA Statute foresaw that, as part
of its safeguards, the Agency would approve the design of safeguarded facilities to effective implementation from the standpoint of safeguards, this provision has not been formally implemented in INFCIRC

153.

The issue is a critical one.

On the one hand, the extent to

which meaningful Agency design approval can be achieved
de facto means is problematical.

through

On the other hand, design for

more effective application of safeguards is one of the single
most important means of assuring the Agency's ability to apply
effective safeguards.

Whether this can be achieved will depend

heavily on the general negotiating environment at the time when
new reprocesing

facilities are constructed.
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5.0

5.1

THE TECHNICAL ALTERNATIVES AND THEIR INSPECTIONS

ANALYTICAL APPROACH

In this section, the various technical approaches to the safeguarding of reprocessing plants are identified,

characterized,

and assessed from the standpoint both of their technical effectiveness and acceptability.

As stated earlier, the assessment of

the technical effectiveness employed in this study relies heavily
on work done in the various laboratories, and is not based on
independent evaluation by the study team.

In attempting to identify and categorize the technical

approaches

available for the safeguarding of reprocessing plants, it was
found convenient to divide these into two general groups:

those

which constitute in themselves safeguard systems which, at least
in principle might be able to serve as a means for arriving at
judgments that diversion has, or has not occurred; and those
approaches that do not have this capability, but can

supple-

ment or contribute to the effectiveness of one or more of the
basic system approaches.

Based on this categorization,

technical approaches considered in this study were:

Major

approaches:

Conventional material accounting
Near real time accounting

(NRT)

Containment and surveillance
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(CMA)

(C/S)

the

Supplementary

approaches:

Process Monitoring
Isotope Correlation Techniques
Designing for Safeguarding
Scheduled

Operations

Randomness

Each of these approaches was characterized technically in terms
of the technical characteristics most likely to affect either
their effectiveness or acceptability.

This characterization is

set forth in the Technical Appendix of this report, but is
summarized in this section for convenience.
acterization,

Following

char-

each approach was then examined to identify the

"attributes," a term selected to designate those features most
likely to be important and distinguishing in terms of the safeguards assessment.

While approaches were considered both from

the standpoint of present technology and possible future developments, emphasis was given in the assessment to potential
improvements.

The next step in the assessment process was the establishment of
assessment criteria.

In keeping with the conventional

practice

and as anticipated in the scope of the study, the assessment
criteria are divided into those which relate to technical
fectiveness and those which relate to acceptability.
teria selected were:
Effectiveness

Sensitivity
-

Detection

Probability

-

False Alarm Rate
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ef-

The cri-

-

Timeliness

-

Independence of verification
Objective

Considerations

Acceptability

Compromise of Proprietary
-

Interference in Operations

-

Costs

Interests

Sovereignty
-

Intrusiveness

In the following sections, each technical approach is described
in summary fashion, the assessment criteria are explained

and

their relative importance assessed; following which each of the
technical approahces is assessed, with the assessment being more
detailed for the main approaches.
5.2

MAJOR APPROACHES

5.2.1

Conventional Material Accounting

Conventional material accounting emphasizes drawing material
balances based on input/output data and periodic physical
tories.

inven-

For reprocessing plants, it is generally assured that

complete and accurate inventories require process shutdown and
cleanout of major process vessels and piping.

Improvements in

CMA could come about through sampling and analytic methods;
improved techniques for tamper-resistance and tamper-indication;
improved methods and procedures for conducting physical

inven-

tories, and improved methods of data reduction and analysis.

3-3

It

is assumed that the safeguards system makes use of the material
accountancy data generated by plant operators for both input/
output measurements and physical inventories, relying on statistical checking to assure their validity and integrity.
criticism of CMA

A common

is that it provides little or no information on

which the possibility of diversion might be assessed except at such
times as physical inventories are taken.

In practice, however,

plant operators would maintain, and the safeguards

authorities

would undoubtedly assess, a running book inventory based on
input/output measurements, quite possibly supplemented by some
effort to, assess inventory changes on the basis of plant operating

conditions.

It is assumed in this assessment that the accountancy

data

collected by plant operators is sufficient for safeguards purposes in the absence of discrepancies or irregularities within
the data, or indication of diversion external to the data.
evident that major questions in connection with CMA are:

It is
the

accuracy of the flow and inventory data; and the frequency of
physical inventories, and the implication of this frequency

for

both the timeliness and the sensitivity of the detection capability.

It is also evident that the question of whether the data

collected by plant operators is or can be independently

verified

by the inspection authority is crucial to the effectiveness of
the system.

5.2.2

Near Real Time Accounting
jt

Near real time accounting seeks to reduce the uncertainties and
limitations associated with material accounting by drawing more
frequent balances in near-real time and under some circumstances
around relatively smaller sections of the plants.

As this

statement suggests, NRT can be viewed as simply an extension of
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conventional materials accounting, rather than as a distinct
approach.

In reality, materials accountancy clearly

constitutes

a continuum of inspection measures, varying in the intensity
with which various techniques are applied.

Nevertheless, "both

for convenience of assessment and because of the somewhat distinctive origin of the present concept of NRT, It is convenient
to consider NRT a distinct approach in its own right.

Its basic

characteristics, as employed in this study, are the inclusion in
the accountancy system of deliberate means for the on-stream
measurement of in-process inventory, so that material balances of
considerable reliability can be struck without plant

clean-out;

and the use of improved methods of data reduction and interpretation for drawing conclusions as to the probability of diversion
from the much larger body of data.

As frequently used, NRT tends to imply a considerably greater
application of instruments for the collection of accountancy
data, particularly of an on-line nature.

Such use, however,

is

not an essential characteristic of NRT insofar as flow measurements are concerned, so long as the data from more

conventional

means of collection can be reduced to flow information by the use
of reasonably prompt analytical methods.

As this description

makes clear, there is no specific combination of instruments and
techniques which characterize NRT, so long as the basic

require-

ment of a capability for on-stream estimation of inventory
met, and many different levels of sophistication,

cost,

is

and

accuracy are encompassed within the general concept of NRT.
While somewhat anticipating the results of the analysis, it is
also useful to note that NRT is not likely entirely to overcome
the need for periodic plant clean-out for physical
since there are inherent limits on the accuracy and

inventory,
reliability

of inventory estimates based on on-line measurements.
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5.2.3

Containment and

Surveillance

Containment and surveillance involve establishing physical
barriers around sections of the facility through which nuclear
material can presumably move along known pathways, coupled with
surveillance of these pathways to ensure that all movements are
known and measured.

The physical barriers chosen can be either natural plant features, such as shielding walls or building enclosures, or barriers
deliberately placed to enhance containment.

For obvious reasons,

every effort is made to employ enclosures which are incorporated
in the facility to serve purposes other than containment

alone.

Penetrations or pathways which must be subjected to surveillance
necessarily include both those through which nuclear material
customarily moves, and those through which movement of such
material is not normal, but n.ay occur, either diliberately or
through operating

error.

It has become prevalent in recent safeguards discussions to
distinguish between C/S employed to detect possible diversion
directly and C/S designed to insure the integrity of accounting
data by establishing that each flow or inventory increment is
measured once, completely, and only once.

It would appear,

however, that the distinction is an artifical one, since the
removal of material to by pass measurement points or to reintroduce it in an irregular way to augment measurements constitutes the same function, and imposes the same demands as to
completeness of knowledge of material movements as does C/S for
the purpose of direct observation of diversion.
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5.2.4

Supplementary Approaches

5.2.4.1

Process Monitoring.

As used in this study, process

monitoring refers to the monitoring of process operations and
variables other than those directly related to the measurement of
material flows and inventories, with the objective of identifying
anomalies or irregularities which might indicate improper movement of material.

In this sense, process monitoring

constitutes

a form of surveillance.

5.2.4.2

Isotope Correlation Techniques.

Isotope

correlation

techniques constitute a form of material accountancy which
takes advantage of correlations between the ratios of particular isotopes - usually, but not necessarily, the
and fertile isotopes - in irradiated

fuel.

fissionable

To the extent that

these ratios represent unique functions of the irradiation
level, their measurement could serve as a means for determination of fissionable content of dissolver solution

independent

of the operator's volume and plutonium assay measurements.

The

consistency of these correlations could also provide evidence
that tampering with the feed material,

5.2.4.3

Designing for Safeguards.

either.

To date, reprocessing

plants

have been designed with safety and operational efficiency, but
not safeguards optimization,

in mind.

Safeguards

application

could be significantly improved if the plant and its component
vessels, tanks, piping and structural arrangements were designed
from the inception to accommodate safeguards.

This would

involve

close cooperation between plant owners, designers and builders on
the one hand, and the IAEA on the other, including IAEA participation in all stages of plant development from design

forward,

and verification of the consistency of plant construction with
design.
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Particular areas of attention would be provisions, including the
installation of on-line instruments, to improve materials

account-

ability data, and provisions to facilitate C/S by reducing the
number and variety of penetrations.

Thus, designing for safe-

guards is a supplementary measure which can support both MA and
C/s.

In what might be regarded as an extreme or limiting

case,

it has been suggested that reprocessing plants can eventually be
designed with essentially no penetrations other than those required for the introduction of feed and the removal of product
and wastes - the so-called Pipex Concept.

Designs have also been

proposed, for example, in the Savannah River Study of an LWR
reprocessing plant

(DP-1547), complex, in which the plant is

strongly isolated by means of barriers, access tunnels, and
similar means from potential threats.

While developed in a study

involving only assumed domestic threats, such concepts could have
relevance to international safeguards, if IAEA could assume
responsibility for or undertake surveillance of the barriers.

5.2.4.4

Scheduled Operations.

Regardless of the relative

emphasis given to material accountancy and

containment/

surveillance techniques safeguard implementation could be improved by agreement that certain plant operations such as
transfers of material between material balance areas other than
those which normally would be provided for in the facilty
attachment

(e.g., notification to inspectors of any receipts of

spent fuel, transfers of spent fuel to the mechanical cell,
measurements made at flow KMPs, shipments of product, etc.) or
other activities which create opportunities for diversion and
reduce certainty of safeguards findings, be carried out according
to an agreed schedule facilitating or ensuring
presence.

inspection

An important contribution of this measure is its

ability to reduce the demands which might otherwise exist on
inspection effort, thus freeing this effort for other
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inspections

activities.

In the absence of such arrangements,

deliberate

scheduling of sensitive operations to maximize the demand on
inspection effort and draw inspectiors away from particular plant
areas or operations could constitute a credible diversion

strategy.

The limitations of INFCIRC 153, which, as noted elsewhere,

place

a ceiling of some 3 inspectors for shift on inspecting effort for
a 1500 ton/year plant, make it clear that inspection manpower
must be employed with extreme care and efficiency.

5.2.4.5

Randomness.

The concept of randomness of

inspection

activity is related to that of scheduled operations in that it is
intended to increase the effectiveness of a given amount of
inspection or safeguards effort.

Although little explicit

attention appears to have been given to the concept in recent
safeguards discussions, the concept was deemed important in the
eariler phases of safeguards development, and was given explicit
recognition in the provisions of INFCIRC 66 and INFCIRC 153
authorizing unannounced

inspections and stressing random sampling

as a safeguards technique.

As applied to reprocessing

facilities

where continuous inspection would be in use, randomness would be
applied at the level of inspectors' daily routines,

insuring that

they are sufficiently varied to limit the ability of the State
or operator to undertake improper activites with confidence that
an inspector will not be present.

To the extent that the use of

surveillance instruments will allow a form of full-time observation of many penetrations and sensitive operations,

randomness

of human inspection activity may be less important, but not
necessarily without value.

Safeguards effectiveness and the efficient use of safeguards
resources could also be improved if such matters as techniques,
and the characteristics of safeguards instrumentation could be
maintained confidential vis a vis inspected states.
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Given the

multinational charater of the IAEA and the practice of short term
hiring, it seems unlikely that confidentiality of basic information could be maintained, but it should be more possible to
preserve the confidentiality of specific, short term inspection
strategies.

5.3

5.3.1

EVALUATION CRITERIA

Technical

Effectiveness

There is a substantial consensus in the safeguards community that
the technical effectiveness of safeguards should be assessed in
terms of four variables:
Sensitivity, or the smallest amount of material whose
diversion can be detected
<••
Detection probability, for this quantity of material
The false alarm probability
Timeliness, or the time which would normally elapse
between any given diversion and its detection.
In addition to these criteria, it is a conclusion of this study
that independence of verification is an important criterion for
assessing the effectiveness of safeguard measures.
moreover, a criterion which appears to have received
and inconsistent treatment in much of the recent
development

It is,
inadequate

safeguards

discussion.

The final criterion suggested for assessing safeguards
tiveness is, for want of a better word, "subjective
ations."
5.3.1.1

effec-

consider-

Each of these criteria is reviewed below.
Sensitivity.

In some respects, the single most

fund-

amental quantitative criterion of safeguards effectiveness is
that of sensitivity, or the size of a diversion which the system
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is likely to be able to detect.

It is evident that very large

diversions would be detectable by gross means, or, in a limiting
case, might even be "self-announcing," while there are diversions
so small as to be unlikely to be detected b y any direct means
(although the actions necessary to accomplish them might be
observable).

To be useful as a measure of effectiveness,

the

criterion of sensitivity must be related to some concept - even
if only an informal and imprecise one - of how large a diversion
must be to have serious

consequences.

Over the years, even before any formal sensitivity goals were
established by the IAEA, it became customary to view the diversion a quantity of material equivalent to that needed for a
nuclear explosive as of safeguards concerns.

As an often over-

looked example, the IAEA's first safeguard system, that for
reactors of less than 100 MW thermal, employed such a measure in
adopting a formula for inspection

frequency.

It is evident, however, that specifying a quantitative
goal in terms of a threshold diversion has limited
unless related to a period of time.

safeguards

significance

Presumably, the diversion of

a critical quantity is undersirable whether it takes a decade or
longer to accomplish, or a day.

But the time scale over which

the presumed diversion occurs is of significance both in terms of
the possible seriousness of the consequences of the diversion,
and of the possibilities for detection.

A successful

diversion

of a critical quantity of material over a ten year period may
still enable the country concerned to construct a nuclear explosive, but for this to occur many years hence, would, in most
respects, be less of a concern than if it occurred tomorrow.

As

the time period is shortened, however, to an interval during
which political and security conditions customarily do not change
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significantly, the question of diversion time is of less importance, from the standpoint of the probable consequences of a
diversion.

It probably makes little difference, in terms of the

seriousness of these consequences, whether a given nation has
accumulated enough material to construct an explosive a year from
now, or a week from now.

On the other hand, such changes in time scale, as recent Agency
work recognizes, may h a v e very important consequences on the
likelihood of detection.

A diversion of a critical quantity from

a given facility within a matter of days may be represent such a
large percentage of the plant's throughput during that period as
to be observable by gross means.

The diversion of a similar

quantity over a period of a year or more maybe outside the limits
of detectibility by any realistic objective means.

In recognition of this, the Agency has informally adopted

safe-

guard goals calling for the detection of a critical quantity (8
kg for Pu) diverted over a period of up to 3 weeks,

designated

abrupt diversion, and of the same quantity diverted over a period
of a year.

The selection of such goals presents obvious logical

difficulties.

If diversion of such a quantity in one year is a

cause of concern, why is not diversion of the same quantity in
two years of not almost equal concern?

Perhaps even more troule-

some, since international safeguards are designed to provide
assurance against national threats, should not the detection
goals be applied to each country's entire nuclear complex, and
not on a facility-by-facility basis.

(The materials

exempted

from safeguards under INFCIRC 66 and 153, are one-time,

national

totals).

These questions make it clear that quantitative detection goals,
if they are to be of any practical value in the design of safeguards systems, can 1 never be free of logical difficulties.
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Even

while aimed at achieving stated quantitative goals, it would
seem desirable for safeguards to have as a subsidiary

objective

a capability to signal behavior which might be indicative of
diversion (or even preparations for diversion) of any scale.
Approaches or techniques which exhibit this capability

should,

other things being equal, enjoy some preference of selection.

5.3.1.2

Probability of Detection.

It is inherent in detection

processes of all kinds that the detection of an event,

(or a

process of events) such as diversion of a given quantity will
always be subject to some risk of failure, and thus will have
some probability of detection less than unity.

This is particu-

larly evident for the detection of diversion through materials
accountancy, where inherent measurement errors severely limit the
probability of detecting a diversion below a particular threshold
determined by the error band.

Moreover, the ability to place

error limits on physical and chemical measurements, and the
well-known statistical methods of analyzing these limits make it
possible to assign overall probabilities and confidence levels to
the detection probability of a given system of materials
and

measures

accountancy.

While it is perhaps less obvious, containment and

surveillance

measures also have a potential for non-detection and thus a
detection probability less than unity.

However, the charac-

teristics of many surveillance devices or techniques,

including

human surveillance, are such as to make the estimation of the
probability of non-detection more difficult than for the physical
and chemical measurements employed in materials

accountancy.

Such devices and techniques, moreover, are more likely to exhibit
a threshold capability, with the probability of detection above
this threshold close to unity, and the probability of detection
below it close to zero, even though, in reality, the threshold is
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not likely to be a true discontinuity.

Finally,

surveillance

devices may be subject to failure and tampering, the nature and
frequency of which is difficult to describe and forecast.
means for measuring quantities essential to materials

(The

accountancy

are also subject to failure, loss or changes in accurancy or
sensitivity, and to tampering, but the consequences of this to
the overall result may be less concern than would be the failure
or by-passing of even a single surveillance device).

For all these reasons, assessment of detection sensitivity and
probability for containment and surveillance has proven extremely
difficult and is in its infancy.

Perhaps most unfortunately,

the

ability to ensure that all credible diversion pathways have been
identified is highly uncertain.

The consequences of these

difficulties for assessing the role of C/S are important, and are
examined later in this report.

It is customary to expect that the probability of detection of
particular "off-specification" events be very high - perhaps 90%
or better, and the incremental effort involved in achieving
confidence levels may be substantial.

The Agency has

such

informally

adopted the goal of detection of the diversion quantities at a 90
or 95% probability.

While the selection of such a high probabi-

lity of detection is clearly desirable from the standpoint of
detecting diversion that has in fact occurred, it may be of
considerably less significance in deterring diversion.
this is a valid conclusion depends on a necessarily

Whether

subjective

judgment as to whether states will behave much differently

if

they expect their chances of being detected to be 90% than if
these chances are only 50%.

It seems likely that national

behavior will not be significantly affected by such a difference
in detection

probability.
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5.3.1.3

False Alarm Probability.

False alarm probability

refers

to the extent to which it is probable that a given alarm reflects
some behavior or activity that does not involve diversion rather
than an actual diversion.

These elements are interdependent in

the sense that increases or decreases in one of them more or less
systematically result in identifiable changes in the other.
Increased probability of detection of diversion,

for example,

very likely will entail increased probability of false alarms
which could have the effect of reducing confidence in the safeguards system itself or in willingness to accept its application.
Relaxing the false alarm rate, conversely, could result in
reduced sensitivity or probability of detection of a diversion.
It is evident that the false alarm probability has major importance to the acceptability of a given safeguards approach,

since

operators and states will have strong objections to the consequences of an erroneous indication of diversion.

At the oper-

ator's level, the possibility of shut-down or interference with
operations, if the false alarms cannot be disproven through
consultation and other reasonable measures, would be a source of
major concern.

At the national level, in addition to this

concern, there would be concern over the political and security
implications of false alarms.

Finally, an excessive false alarm

rate is likely to undermine the effectiveness of the system by
making it less likely that an alarm which might be real will be
dealt with

effectively.

The Agency has adopted a false alarm goal of no more than 5%.
This value would appear to be low enough to keep the concerns
identified above at a reasonabile level.

5.3.1.4

Timeliness.

The criterion of timeliness refers to the

interval of time between the completion of a diversion and its
detection.

The current consensus, as reflected in the Agency's
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goals, is that, this time should be short in relation to the
conversion time; i.e.,the time required to convert diverted
material into a nuclear explosive.
terion can be questioned,

The validity of this cri-

in the sense that the opportunity

meaningful reaction to a diversion is not necessarily
at the instant that a nuclear explosive device is

exhausted

fabricated.

The experience in the case of India, in which both Canada and
the U.S. have continued to exert pressure on India more than 5
years after its nuclear explosion demonstrates clearly that the
fabrication and demonstration of one nuclear explosive is not a
threshold event which makes future action irrelevant.

This is

so both because there are obvious incentives in ensuring

that

the process of nuclear explosive development, demonstration and
acqusition, even though begun, does not continue, and also
because the significance of a single test explosion has to some
extent been devalued by the gradual process by which public
perceptions of the dificulty of this step has been diminished.

Nevertheless, there are obvious benefits in timeliness of detection, and the view that timeliness is closely related to conversion time has much to commend it.

The Agency goal for timeliness

for separated plutonium diversions is of the order of one week.
It is apparent that the major difficulty in achieving this goal
will arise in connection with conventional materials

accountabi-

lity from which definitive results may be obtained only
infrequent physical

5.3.1.5

following

inventories.

Indepenence of Verification.

No single criterion bears

more directly on the fundamental nature of safeguards than does
that of "independence of verification."

:

At the same time, this

criterion has been subject to less consistent attention and
acceptance than any other.

In principle, the requirement that a

safeguards system must rest on truly independent knowledge on the
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part, of the safeguards authority is an absolute one.

In

practice, the level of independence of verification can and
probably must depart in some instances from the ideal of
totality.
Independence of verification means that the validity and accuracy of all information on which the Agency's judgment of
non-diversion is based must be established through means independent of the facility operator or the state.

Since,

practical reasons, much of the Agency's information,

for

particularly

in the materials accountancy area is in fact collected by the
operator and made available by him to the Agency, much of this
verification must be accomplished through independent tests of
the data applied by the Agency, either randomly or completely.
Independent verification also means that with respect to such
information as the Agency acquires directly; e.g., through
surveillance or other measurement

instruments, the absence of

operator interference or tampering must be established

through

appropriate means such as tamper resistance or tamper indicating
features.

The requirement for independent verification is pervasive and
to meet its information on which safeguards judgments are based
must be traced to the original source of the data.

As an example,

Agency acquisition of duplicate samples for analysis cannot be
regarded as a valid basis for independent verification of

analy-

tical results unless the Agency can establish that the sample is
in fact a true duplicate of a bona fide sample of the process
material in question.

Direct Agency observation of instrument

readings or acquisition of instrument records cannot be regarded
as independent verification of the data in question unless the
Agency has established that the read-out is a bona fide reflection of the physical output of the sensor, and that, the calibration or conversion factors which convert this reading to a
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materials accountancy value are valid and accurate.

The diffi-

culties of meeting this requirement in an environment such as
a reprocessing plant in which critical operations such as sampling and instrument readings are largely conducted remotely and
without being directly observable are formidable.

The failure to

accomplish this result, however, constitutes a fatal flaw in any
safeguards system.

Despite its fundamental importance and

general acceptance, the principle of independent verification is
frequently not applied at all, and more frequently not extended
to the point of origin of the data in question.

5.3.1.6

Subjective Consideration.

Another factor upon which the

effectiveness of safeguards rests is the complex of
elements which contribute to deterrence.

subjective

Effectiveness can be

judged by the extent to which a given safeguards approach contains elements,

such as random implementation of inspection

activities, which increase opportunities for observation of
anomalous behavior, or create an environment in which

facility

operators and state authorities feel constrained not to create
anomalous situations and see opportunities to demonstrate to the
international

community their adherence to their

non-proliferation

undertakings.

This is not a characteristic which is peculiar to any one approach.
It is a function, in part, of the degree to which

international

inspection makes use of human presence, particularly as a means
of surveillance.

Inspected

state cooperation, particularly

in

response to requests for clarification or additional access can
make an important subjective contribution to safeguards
ments.

Indeed,

judg-

in the final analysis, this factor could become

the single most important element in making these

\y * '

/
/

•• /
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judgments.

Whether this will be the case depends heavily on the general
atmosphere in which safeguards evolve.

If restrictiveness and

legalistic interpretations of the Agency's inspection

rights

become (or remain) the norm, serious and possibly culpable
non-cooperation will b e difficult or impossible to identify.

While the primary responsiblity for creating a positive atmosphere toward safeguards implementation rests with inspected
states, given their self-interest in avoiding unjustified
picion, the Agency also has

ri important part to play.

sus-

Undue

zeal or lack of restraint on tne part of the Agency can create a
situation where States feel a bona fide need to withhold

full

cooperation to avoid real interference and expense.

5.3.2

Acceptability

Acceptability is the other key factor in assessing

international

safeguards, and, in some sense, the most compelling one.

While

safeguards whose effectiveness is less than the ideal or simply
less than some arbitrary standards, may nevertheless be put in
practice and be useful, safeguards which are not

acceptable

cannot be applied.

The requirement that safeguards be acceptable arises at several
different levels of the safeguards process, and involves not only
inspected states themselves, but entites within states,
particular the operations of individual facilities.

in

Accept-

ability also has another dimension? that of acceptability to the
international community as a whole, to the IAEA as an organization, and to individual members states, on the basis of whether
the system is viewed as being of adequate effectiveness.

In this

analysis, acceptability in this sense of the word has been
encompassed in the analysis of affectiveness and acceptability as
used in this section is confined to the sense of

acceptability

by inspected states both individually or collectively.
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As noted above, acceptabilty arises at many different levels and
at different stages of the process of safeguards development and
implementation.

These stages include:

The basic definition of the safeguards philosophy and
the Agency's safeguards rights. This stage has already
largely been passed, with the adoption of the IAEA
statue, which barring unlikely amendment or major intrepretations or clarifications, has set the basic character
of international safeguards as primarily a system for the
detection of diversion by objective technical means,
including, inspection. As noted earlier in this study, a
function which was not made part of the Agency safeguards
system is that of detection or discovery of undeclared
nuclear activities, except as their existence may be
revealed by safeguards on normal safeguarded activities.
An area of safeguards application which still lacks
definition through statutory interpretation, and which is
considerable potential importance is whether the Agency
can make use of statutory inspection power to identify
undeclared activities on the basis of information suplied
by member states or other sources extraneous to the
Agency's own safeguards systems.
This issue is not
treated in this analysis.
The adoption of specific Agency safeguards systems, such
as that now incorporated in INFCIRC 153. This has,
historically been a major means by which the member
states apply their collective judgment as to the acceptability (and effectiveness) of IAEA safeguards.
In
particular, the development and adoption of INFCIRC 153
was an important step process of securing widespread
adherence to the NPT. While the Agency safeguards system
documents define the "system" in relatively broad terms,
leaving a considerable amount for future determination,
they place limits of both a quantitative and qualitative
nature on major parameters, which cannot be varied
without amendment of the documents.
Amendment of INFCIRC
153 in any substantial way would constitute a major
political step, especially in view of the relationship of
this document to NPT adherence by a number of important
nations.
This study assumes that safeguard systems for
reprocessing plants will be developed within the limits
of INFCIRC 153, unless otherwise noted.
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The conclusion of specific safeguards agreements between
the IAEA and individual member states or, as in the
Euratom Case, groups of states. The Agency Statute and
the Agency safeguards system documents make it clear that
the Agency's safeguards rights come into being only
through specific agreement between the Agency and member
states. Thus, the negotiation of such agreements provides another occasion on which individual states can
exercise their judgment as to acceptabilty.
In practice,
however, the negotiations of safeguards agreements per
se, as distinguished from their subsidiary arrangements,
has not involved significant departures from the provision of INFCIRC 153.
The negotiation of subsidiary arrangments, including
facility attachments.
It is at this level that States,
and individual facility operators have the opportunity
to exert considerable influence on the safeguards
actually applied.
These arrangements are regarded as
confidential, partly to protect any proprietary information which they may contain concerning facility design
and partly to avoid undue intercomparison of arrangements which would, in all probability, lead to a
degradation of safegurds to the lowest common demoninator.
In the process of negotiating the subsidiary
arrangements, major choices are made regarding inspection, interests and techniques, material bai: fieg areas,
strategic points, key measurement points, and the use
of containment and surveillance devices.
The allocation of resources, both financial ami human for
safeguards purpose through the IAEA budget process.
Although it tends to be overlooked, this process represents one of the major means by which IAEA member states
exercise control over agency safeguards, and, thus, in
effect, implement their views on the accept ability of?
these safeguards.
Although this mechanism d l-r-rllis tilH
general level of intensity of Agency safeguards rath,•
than their detailed nature, it has constituted one oJ. t.ii
most important and effective judgments of saJregtidl rjy
acceptability, limiting the IAEA to some
Hp |i|)t3
maximum allowable routine inspection effort.
A final means for states to bring to boar their jU'ly
ments on acceptability involves their actions iu
relation to the implementation of specific safeguard
arrangements.
Since all such arrangements necessarily
leave a number of details to day to day interpretation
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or decision, both the Agency and inspected states are
constantly called upon to take positions on the acceptability or unacceptability of specific actions or requests which have been taken, or potentially might be
taken.
Of perhaps even greater importance than the
specific items whose acceptability is decided or affected in this way is the totality of the process,
which will determine whether safeguards will be conducted in a cooperative atmosphere, or in a confrontational one. To the extent that an adversary relationship
becomes the norm, the value of member state cooperation
and responsiveness as an indicator of compliance will
be curtailed.

The acceptance of any State of an international obligation represents a relinquishing of sovereignty to some degree.

How-

ever, the act of relinquishment is itself a sovereign act,
which a State undertakes on the basis of its assessment of
where its own interests lie.

In this respect, the acceptance

of safeguards is hardly unique, given the innumerable international obligation to which every state has engaged

itself.

Nevertheless, there are aspects of safeguards which set them
apart from most if not all other international relations in
terms of their impact on what are normlly regarded as fundamental manifestations of sovereignity.

These distinuctions

relate in particular to the inspection, and, to a lesser extent, to the reporting aspects of safeguards.

Independent

in-

ternational verification of soverign undertakings is not the
norm in international relations, and this departure from the
norm is even more striking when it involves broad access by international personnel to the national territory of a sovereign
state.

The fact that this access if far from unlimited,

that

the state must accept each individal and must agree, throug
cuM|i|a|t|ary procedures,

its

to each entry into its territory miti-

gates, but does not entirely dispel the perception of
as an affront to soverignity.
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inspection

The state that safeguards represent an intrusion on national
sovereignity, however, does not provide a useful tool for assessing the probable acceptability of particular safeguards
or approaches.

measures

To be useful as a yard strick in an analytical

sense, acceptability, like effectiveness, must be reduced to its
component factors.

Several such factors have been identified and

employed in this study.

.

These are:

Proprietary

considerations

Operational

interference

Validity
Cost
Intrusiveness

These considerations affect in varying degrees, the acceptability
of safeguards to states which are, and intend to remain,
compliance with their nonproliferation undertakings.

in full

Thus, they

are not affected by the effectiveness of the safeguards measures
or systems employed, but only by the effect of these measures or
systems on states' interests in one of the areas
above.

identified

Obviously, if a state is engaged in, or intends to

engage in a violation of its nonproliferation undertakings, the
most important consideration in its assessment of the acceptability of particular safeguards will be its perception of their
effectiveness:

that is, the risk that the safeguards might

detect the actual or intended violation.

Clearly, however,

this

component of acceptability would be disguised under one or more
of the "permissible" criteria listed above.

These

"permissible"

criteria are discussed below.

5.3.2.1

Proprietary Interests.

Both national authorities and

have shown extreme sensitivity to the risk of disclosure of
information regarded as proprietary in nature.
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This

sensitivity

is unquestionably more pronounced in almost all other industrialized nations than in the United States, where

considerably

more openess exists on all information than in most nations,
where personnel

(and the information they possess) are far more

mobile than in any other country, and where peaceful

applications

of nuclear energy in particular have been the subject of even
greater than normal disclosure.

Proprietary

information

includes,

in addition to the obvious category of information which has or
might have commerci.-1 value, information on performance,

the

disclosure of which could embarass an operator or national
authority.

The reluctance of countries to share

information,

especially with the United States, in the area of reactor safety
performance and incidents indicates that this is not a trival
concern.

The extent of the concern will depend heavily on the

Agency's performance in the protection of such information, which
to date, has been a satisfactory

5.3.2.2

one.

Operaticnal Considerations.

Safeguards activities

such

as procedures which might require interruption of operations,

the

conducting of unusual activities such as a partial drain-down for
measurement purposes, or the diverting of operational

personnel

to assist in an inspection, m a y be regarded as unacceptable
interference in normal plant operations.

It may thus be antici-

pated that operators will discourage state acceptance of such
measures unless the Agency can identify a clear and unambiguous
safeguard benefit resulting from such activity which would
the interest of the safeguarded party and not merely
the Agency's fulfillment of its mission.

serve

facilitate

The fact of inter-

ference may not alone be sufficient to lead to rejection of the
proposed technique, but the probability of such an outcome is
high if the IAEA cannot reasonably demonstrate either the essentiality of the procedure to effective safeguarding of the facility,
or a reasonable probability that in the long term the State
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(and/or operator) will benefit from acceptance of the approach
advocated

(e.g., the procedure creates an opportunity for the

state to establish compliance and thus allay fears of concerned
neighboring

states; or the procedure provides the operator with

information which can enhance operational efficiency, or reduce
the risk of having to undertake time consuming and costly activities to provide satisfaction regarding a discovery of an unacceptable high level of material unaccounted

for).

Concern over operational interferences has led to stringent
constraints on the Agency's ability to call for special inspections or measures, in particular, plant shutdowns.

In this

analysis, consideration of safeguard approaches is largely based
upon those measures which form a routine aspect of safeguards,
rather than specis.1 procedures triggered by some unusal incident
or circumstance.

Nevertheless,

in the case of reprocessing

plants, this distinction may be an imprecise if not non-existent
one, given the essentiality of periodic plant clean-outs to
secure reasonably conclusive physical inventories, and the high
likelihood that these inventories will be required at a frequency
greater than that dicated by operating economics

alone.

Concern over operation interference by operators as well as
national authorities will depend in part, but by means entirely,
on perceptions that the measures giving rise to interference will
be equitably applied both to all similar operations within a
nation, and among nations.

This concern will be further

heightened where operations may be in national or international
competition with each other.

Reprocessing operations are likely

to fall in this category.

5.3.2.3

Costs.

Costs are not only a major, but an exceptionally

complex factor in assessing safeguards acceptability.

This is

because several different categories of costs must be considered:
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costs incurred by tine Agency, costs incurred by inspected
and costs incurred by the facility operator.

states,

Moreover, the

impact of these costs on safeguards acceptability cannot be
separated from the financing approach which determines h o w these
costs are allocated to, and, thus, borne by, different
As in the closely related criterion of operational

sectors.

consideration

the impact of costs on acceptability will be particular strong
for operations which are involved in competion, and will be
heightened by any perceptions of inequitable appreciation of
either the safeguards themselves, or the financing

5.3.2.4

Validity.

approach.

A less evident but extremely important factor

in safeguards acceptability.is the perceptions on the part of
both operators and national authorities of their validity; that
is, the extent to which they will avoid erroneous

indications,

accusations, or findings of diversion or other forms of noncompliance.

The possibility of erroneous safeguards

judgments

include both those of an international technical nature, commonly
referred to as the false alarm probability; and

deliberate

attempts on the part of some individual or element in the safeguard system to level false accusations.

While the latter

possibility may be to some degree dependent on the technical
nature of the system, since some systems could give greater
opportunites to falsification than others,

it is assumed in this

analysir, that such possibilities are essentially

independent of

the tehcnical nature of the approaches or systems considered, and
thus outside the scope of this study.

5.3.2.5

Intrusiveness.

Intrusiveness is implicit in several of

the previously discussed elements of the acceptability

criterion.

It is used here to describe the collectivity of intangible
which go into determination of acceptability,

such as the state

or operator's sense of fairness and equity in safeguards
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factors

treatment

relative to their understanding of what occurs in other states
or other similar facilities; their general feeling regarding
the degree to which operational or proprietary interest are
compromised by virtue of acceptance of these safeguards

arrange-

ments, or the extent to which they believe that the degree of
transparency they provide by acceptance of particular approaches
helps them to communicate information to others regarding the
legitimacy of their activities and their adherence to nonproliferation commitments, as well as probability that in accepting
the intrusion they can or will induce others to do the same.

5.4

ATTRIBUTES AND ASSESSMENT OF TECHNICAL ALTERNATIVES

In the following sections, each of the generic technical approaches is assessed in terms of the criteria of effectiveness
and acceptability described above.

No attempt is made in these

assessments to describe the technical approaches.

However, the

principal attributes of each interim of the assessment

criteria

are set forth.
ij
5.4.1

Conventional Material Accounting

The key attributes of conventional material accounting can be
described as follows:

establishment of materials balance areas (MBAs) and
key measurement points (KMPs) for flow and inventory
of material;
observation and taking of samples from KMPs;
taking of periodic physical

inventories;

computing of materials balances following process
shutdown, cleanout and physical inventory;
independent verification by IAEA through observation
of measurements, independent assay of samples received,
and computation of periodic materials balances for
purpose of comparison with operator reports.
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5.4.1.1

Effectiveness.

It has been pointed out that for large

throughput facilities, conventional materials accountancy, as now
practiced, does not have sufficient sensitivity to detect, on a
timely basis, an abrupt diversion of a significant quantity of
nuclear material, that is to say, the diversion of 8 kg/PU in a
one to three week period.

For protracted diversion, on the other

hand, CMA can give a material balance at some level of sensitivity,
though not at the level projected as desirable by the IAEA (8
kg/PU in a one year period).

In an important 1975 study, the sensitivity of material balance
accounting

for a 5 metric ton/day plant, using

state-of-the-art

measurement accuracy was estimated to be:

for 2 months feed of

,,3 „
"

6

"12

„ ..

a LEMUF of 18.85 kg

252 MTHM

378

"

"

"

756

"

"

"

1514

"

27.8

"

54.6

"

107.8

"

or a level of uncertainty that exceeds current IAEA detection
goal quntities by a substantial margin.

A more recent study of

the 250 MT/year Japanese reprocessing plant at Tokai-Mura indicates that using CMA techniques, the reasonably

achievable

safeguards goal would be 32 kg/PU with a timeliness of six
months, on th3 assumption that major recalibrations were carried
out every month to reduce systematic error

uncertainties.

it
A number of ways to improve CMA have been identified and are
presently under various stages of research, development and
review.

These are largely improvements in the quality of tech-

niques employed including:

better measurement accuracy and
- " J

precision at the input and output points of ,t.'i-:* materials balance
area

(e.g., improved volume and transfer measurement

such as electromanometers,

devices

and use of densitometers to enhance
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knowledge of PU concentration in given solutions as well as
more sophisticated calibration and standardization

techniques);

improved plant design to reduce the problem of in-process
holdup thus facilitating the application of safeguards and
providing more complete measurement data; and ways in which to
approach the problems posed by limiitations in the actual
taking of physical inventories.

They also include efforts to

improve confidence in the integrity of the data such as sample
automation to limit opportunities for operator

falsification,

and increased sophistication in calibration techniques to
enhance analytic effectiveness.

The latter two measures of

course relate to improved independent verification

capabilities.

Potential improvements through methods such as those described
above while important, are unlikely to be sufficient to reduce
measurement uncertainties in large throughput facilities to the
point where an acceptable level of sensitivity can be achieved
for the detection of abrupt divesion, particularly where timeliness is limited by the relative infrequecy of physical
tories.

inven-

While it is reasonable to assume that accuracy of the

bulk-analytical measurements might be improved by a factor of 2
or 3 (reducing uncertainty from the IAEA's current standard of
1.0% to 0.3%) this still leaves about a 45 kg/PU uncertainty in a
one year period.

And this assumes a recalibration frequency of

approximately one time per month.

As an IAEA study points out,

what is required is an order of magnitude improvement in calibration and standardization techniques is systematic

uncertainty

for a twelve month balance is to be overcome, and this level of
improvement is very unlikely to be achieved.

Improved conven-

tional material accounting that focuses on designing for safeguaradability and introduces better measurement
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capabilities

helps to reinforce the overall quality of the operator's measurement system but it still leaves open the question of

independent

verification of those materials accounting measures b y the
Agency.
A supplemental measure which could enhance conventional
accounting

material

(and near real time accounting as well) would be to

provide IAEA inspectors greater access to process
This information

information.

(e.g., flow rates, temperature, specific gra-

vity, acidity) is routinely collected by the plant opertor

for

process control purposes, but is not normally accesible to the
Agency inspector.

The limits of accuracy inherent in instru-

mentation and in data reduction and analysis suggest the relatively greater importance of Agency access to a broadened base of
information,

and particularly to that range of information which

can be employed to corroborate and cross-check results

from

measurements, and thus help to detect anomalous events or behavior which might signify a diversion.

Importantly, the veri-

fication of plant activity and of flow measurements taken by the
opertor, if carried out on a random basis in terms of when and
where the inspector could seek access to information,

could

significantly enhance confidence in the effectiveness of international safeguards to detect diversion of a significant

quantity

of material on a timely basis.

The issue of independent verification is one which has, unfortunately, attracted
concerned.

relatively little attention insofar as CAM is

The assumption has tended to be that if the Agency

observes measurements, participates in calibration of instruments, and receives duplicate samples for random analysis,
materials accounting data can be regarded as
verified,

and, thus, valid.
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independently

In principle, these steps should provide for adequate independent verification, when applied to a reprocessing plant.

How-

ever, where many activities are conducted without the opportunity for direct observation, their full application becomes
exceedingly difficult.

When a sample is withdrawn from the

input accountability vessel, for example, numerous opportunties
exist for the operator to alter this sample before its arrival
at the sampling station.

Moreover, even if this is not done,

the duplicate sample provided to the Agency could be altered
after removal from the sampling station and before transmittal
to the inspector, unless continuous scrutiny cf the process was
conducted by an inspector or surveillance device.

The work

load on human inspection required for this purpose would be
prohibitive, while a completely reliable surveillance device
would be difficult to develop.
In a similar manner, volumetric and density measurements whose
validity are equally essential to valid material accounting

data

are subject to falsification by operators; undoubtedly even more
easily than the alteration of samples.

Opportunities for falsi-

fication exist at every step of the measurement chain,
calibration,

including

sensors, transmission lines, the instrument proper,

and even the recording of data.

Falsification need not, and

presumably would not take the form of massive inaccuracies; and
might well consist of nothing more than steps to increase the
apparent error band, resulting in larger limits of error within
which diversions could be marked.

Because of these problems, major attention must be given in the
development of materials accounting procedures to means by which
genuine independent verification can be accomplished.

In general,

it would appear that a promising, if not essential approach, is
the use by the Agency of spikes and standards which provide it
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with a means of assuring the validity of data which is indpendent
of operator's measurements.

Another promising possibility is

that of isotope correlation techniques, by which the complex
interrelationships among the isotopes .inirradiated fuel can be
employed to provide evidence of the removal of specific isotope
species.

Studies to date indicate that these relationships are

not as invariable as would be desirabe for dependable

application

as a safeguards tool, but the approach is sufficiently
to deserve considerable

promising

attention.

Another key requirement for indpendent verification of materials
accounting data is to ensure that the entire flow and

inventory

is measured, on each appropriate occasion, and that the quantities
so measured are measured only once.

Put somewhat

differently,

this means that material must not b e allowed either to bypass
measurement points, or to be returned to and bo measured at these
points in order to overcome inventory deficiencies which could
result

from diversion.

This requirement for complete measurement

would not necessarily be met by verification methods,

including

the use of Agency standards and spiking, which simply confirm
that a specific measurement is a valid one.

Because of this,

every effort should be made to devise means by which

standards,

spikes, or isotope correlation techniques establish not only that
specific measurements and samples h a v e not been falsified, but
that the relevant process streams themselves have not been
misrouted.

To illustrate this point,

spikes added to dissolvers

themselves rather than to accountability or other vessels downstream of the dissolver can verify a larger portion of the
material balance area, although even this approach would fail to
provide assurance that no diversion of irradiated fuel has taken
place before

disolution.
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To contribute to the assurance that all flows and inventories are
measured, containment and surveillance will be required.

This

safeguards approach is considered later in this section, but it
is important to recognize that one need for these measures arises
out of fundamental features of materials accouting

itself.

Materials accounting represents in some respects the most
jective" of safeguards approaches.

"ob-

Provided that the require-

ment of independent verification is met, materials

accounting

data constitutes a means for a ceiling, within certain limits of
error, on the quantity of material which cannot be accounted
and, thus, might have been diverted.

for

This determination is an

objective one, which is largely independent of either the diversion scenario assumed or of conclusions drawn from observations
of operator behavior or operational

anomalies.

On the other hand, materials accounting, whether conventional or
not, is incapable of providing direct proof that a diversion has
occurred.

No matter h o w large the "MUF," or inventory difference

(ID), diversion can, at best, only be inferred from accounting
data.

Given these characteristics, materials accounting must be viewed
as being relatively effective in terms of susceptibility to
independent verification, but subject to two important

limita-

tions :

That care must be taken to ensure that the underlying
data is valid; that is, that means are present and
utilized to detect falsification or alteration between
the point of data or sample origination and read-out.
That the result of accounting, no matter how effectively
and independently verified, is, at best, evidence of
diversion, and not proof.
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The corrollary of these conclusions is that materials

accounting

is not, in general, effective in contributing to subjective or
circumstantial

evidence of diversion.

T h e r e is# however,

one

important exception to this conclusion; this is the behavior of
operators or states to requests

for clarifiction or additional

accounting datas w h e n discrepancies arise.
cooperation as
fication

Withholding

of

matter of "principle," w i t h o u t clear cut

justi-

in terms of increased cost or genuine operational

interference,

could b e indicative of diversion or violation and

could lead to a determination b y the Board that it "is not able
to verify that there h a s b e e n no diversion."

5.4.1.2

Acceptability.

In terms of acceptability,

improved

conventional materials accounting in the form of more precise
measurements,

better plant design,

analytic methods, as distinguished

and imporved sampling and
from access to process

in-

formation or m a j o r changes in plant design, would not appear to
raise serious problems of an operational or proprietary

nature.

Nor would they appear to create significant added economic
or significant

added burdens on IAEA m a n p o w e r and

costs,

resources.

T h i s is so b e c a u s e what is involved in most of the measures
improve CMA is the application of improved

to

instruments and

devices of the type currently in use and accepted b y states and
plant operators,

improved measurement control programs,

additional measures to ensure independent verification
accounting

data.

and
of

It is in the latter area where the greatest

operator resistance

can be

expected.

O n e test of improved measurement of bulk solution quantities,
using only cold uranium runs however,
uncertainty by subsitituting
monometer,

demonstrated

an electromanometer

and adding a densitometer.
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a 0.1% total

for a fluid

The costs of the two

instruments were respectively $3500 and $6000, and the incremental cost for the installation and maintenance of these instruments and associated calibration-related devices totalled
$33,500.

These results, while demonstrating that certain useful improve
ments in generating more accurate and precise information can be
made with relatively limited economic and manpower costs, and
without raising obvious proprietary or operations-related
cerns, must be treated with caution.

The problems

with safeguarding large throughput-dominated

con-

associated

facilities are

complex and are unlikely tc be resolved by a few remedial measures involving upgraded measurement instrumentation alone.

More

importantly, while the operator may get better precision from
upgraded instrumentation of the type described, there still
remains the question, as explained in the preceding section, of
whether and how the IAEA could independently verify that information.

Verification steps which involve surveillance will be

dealt with in the discussion of containment and

surveillance.

Steps which themselves fall into the category of accounting,

such

as use of Agency standards and spiking, and isotope correlation
may well invoke operator resistance since they involve additional
effort by the operator as would isotope correlation

(unless all

additional analyses were performed only by the IAEA), or the
addition by the Agency of its own standards to process streams.
In the latter case, the Agency would bear the burden of proof
that these additions are not injurious to the process, and that
they involved little effort by the operator.

CMA accompanied by access to process information

(e.g., tempera-

tures, specific gravity, acidity) would be likely to raise
questions of a proprietary and operation nature.

Process in-

formation generally is regarded as providing access to plant
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characteristics and operations which normally would not be known
to anyone other than plant operators and managers.

Operators

might well object to a situation where IAEA inspectors are in
effect looking over their shoulder some or all of the time, and
in the course of doing so, acquiring detailed information about
plant technology or economics.

While the Agency has a legiti-

mate interest in maintaining continuity of knowledge of special
nuclear material which is recognized by state governments,

ob-

jection can be anticipated to efforts to monitor the quality
of process operations.

The ability to overcome these objections

would depend on how effectively the Agency could
their relevance to mateirals accounting; their

demonstrate

interference

with plant operations; and the access which they might afford
to proprietary information.

Finally, as always, the intangible

element of intrusiveness would have to be dealt with.
Because its finding takes the form of a statement of material •
unaccounted

for, materials accounting inevitably

introduces

serious risks of "false alarms," that is, occasions when the
inspecting authority, at one level or another, obtains an indication of excessive MUF or ID or a measurement or bookkeeping
discrepancy or analysis justifying,
clarification,

in its view, a request for

additional data, or, ultimately, a finding of

inability to conclude that there has been no diversion.

False alarms can be viewed as falling into two general

cate-

gories :

Those which result from inherent limitations in the
ability of the accounting system to reflect the real
status of plant inventories and flows.
Included in this
category are inherent limitations in the quality of the
measurement methods, the possiblity of human or other
measurement errors, or quality degradations outside these
inherent limits, recording or computational errors and
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the like. The common characteristics of this category of
false alarms is that they give an indication of excessive
material unaccounted for, when, in fact, this state of
affairs does not exist.
Those false alarms which result from a genuine, but unintended and benign loss or removal of material.
These
include such events or processes as unmeasured lossca,
whether repetitive or infrequent, unintended and unmeasured shipments, such as the incorporation of excessive material in products which cannot be directly
sampled and measures, or overstated receipts.
Some of
these events might ultimately be susceptible to discovery
and interpretation through shipper-receiver differences,
but these differences could be extremely slow in coming
to light, especially under present fuel cycle conditions.

The experience to date indicates that the problem.of false alarms
arising out of meterials accounting
extremely serious one.

findings is a real and

At least two highly publicized

incidents

have taken place in U.S. bulk handling facilities - the Numec
fabrication plant at Apollo, Pennsylvania, and the Nuclear Fuel
Services fabrication plant at Irwin, Tennessee.

Each of these

accountability incidents involved the development, over time
periods, of large ID's of highly enriched uranium.
velopments were followed, in each case, by lengthy
during which intensive plant cleanouts and physical
were conducted.

These deshutdowns
inventories

Predictably, these costly measures failed to

reduce ID's to "acceptable"

levels, and no definitive

conclusions

could be reached as to whether the ID's were the consequence of
the first or second category identified above, or some combination of the two.

The ultimate conclusion by U.S. Governmental

authorities that these two incidents did not involve diversion that is, that they were false alarms - were based not upon
accountability findings - but upon subjective judgments largely
derived

from the application throughout the periods involved of

various physical and personnel security measures, and the absence
of any apparent consequences that might be indicative of a
diversion, has one occurred.
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While there have reportedly been many instances of discrepancies
in safeguards materials accounting data, leading to Agency requests for additional or clarifying information from operators.
No incident corparable to the two domestic U.S. incidents cited
above has yet occurrred in the implementation of IAEA safeguards.
If it should - or, if the underlying conditions which would be
likely to trigger such an incident under domestic

conditions

should arise - the ability of the Agency to impose the type of
investigation conducted in connection with these domestic

inci-

dents seems open to serious doubt.

The important conclusion to be drawn from this analysis is that
the most serious consequence of "false alarms" arising

freom

"accountability incidents" may well be the extreme difficulty,
and the consequent measures, required to demonstrate that they
are, in fact, false alarms.

This conclusion should,

logically,

lead to a strong interest on the part of inspected states to
favor measures and systems which can help reduce the inherent
ambiguity of materials accounting

5.4.1.3

Conclusion.

findings.

In summary, the following principal

sions concerning the effectiveness of conventional

conclu-

materials

accounting can be reached:
While significant improvements in reducing measurement
uncertainties are possible at acceptable costs, these are
not likely to reduce measurement errors to the very low
level (0.1% or better) which would provide reasonable
assurance of detecting threshold quantity diversions of
15 kg/year of plutonium from a 1500 ton/year reprocessing
plant.
The substantial improvements which are achievable will
require measurement control programs considerably more
rigorous than those now in common use.
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The timeliness of detection of diversion by conventional
materials accounting falls far short of the goals established by the IAEA. No realistic and reasonable frequency
of complete physical inventories will be adequate to
reach these goals.
The timeliness and, to some extent, the detection sensitivity of CMA can nevertheless be improved by improved
and more frequent data reduction techniques.
Through
use of such techniques, coupled with efforts to correlate
various process near-real time accounting (see next
section).
CMA does not automatically satisfy the criterion of independent verification, and considerbly more attention
should be given to means for assuring that materials
accounting data is independently verified back to its
source.
In general, verification techniques, such as the use of
the Agency standards, spiking, and isotope correlation
which are within the Agency's own control, are preferable.
The significance of the findings from CMA in providing
evidence of diversion is inherenly limited by the fact
that the direct result of CMA is a finding of material
unaccounted for (MUF) or an inventory difference (ID).
In order for this type of finding to be an effective
safeguards tool, subjective evidence based upon the
attitudes of the operator in response to requests for
additional information should be employed.
Ultimately, the effectiveness of materials accounting
depends on the willingness of the Agency to employ, in a
responsible manner, the principle that a conclusion of
violation may be reached when it "is not able to verify
that there has been diversion."

The major conclusions regarding acceptability of CMA are as
follows:

Since improved C M A involves largely the more intensive
or effective use of instruments and other measures
already in use, there is no inherent obstacle to the
acceptability of improved CMA.
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The area of greatest sensitivity will be in expanded use
of IAEA standards. Agency spiking and process streams,
and use of isotope correlation techniques.
The burden of
proof will be on the Agency to demonstrate that the use
of standards and spiking do not result in undue interference or process upsets, and that the additional
analytical load implied by ICT will be acceptable and
effective.
Substantially improved measurement control, which is
essential if the effectiveness of CMA is to be improved,
will impose burdens on the operator, the cost and inconvenience of which would be substantially offset by
their contribution to improved operation.
The potential for error and uncertainty in materials
accounting data, and the inherent ambiguity of the
findings of material accounting create a serious risk of
false alarms.
In extreme but not improbable cases, these
false alarms become "accountability incidents," that is,
events which give rise to intensive and costly efforts to
eliminate or explain the large inventory differences,
with continuing inability, even after these efforts, to
reach conclusions on the basis of objections evidence that
no diversion has occurred.
Strong objectives can be
expected on the part of the inspected states to the
measures required in the event such incidents arise as a
result of Agency safegaurds implementation.

5.4.2

Near Real-Time Accounting

The key attributes of near real-time accounting

include:

high frequency of in-process measurement and data
reduction;
drawing smaller MBAs and defining more strategic and
key measurement points for increased sample taking;
increased use of on-line

instrumentation;

direct measurement or indirect estimation of in-process
inventory;
continued reliance on conventional material accounting,
particularly periodic physical inventories to establish
zero-base inventory.
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5.4.2.1

Effectiveness.

In principle, near real-time account-

ing represents less a conceptually different technical safeguards approach from conventional materials accounting than an
extension and indemnification of this approach.

To the extent

that NRT introduces new concepts, these are the emphasis on
on-line measurement of in-process inventory, so as to allow
material balances to be closed much more frequently than is the
case whe:n accurate inventory knowledge is dependent on plant
shutdown and physical inventories.

As a corollary of the

ability to make more frequent and numerous material balances,
NRT employs more sophisticated and powerful data reduction
techniques.

The most important consequence of the use of NRT, in relation
to CMA, therefore, is the capability to achieve

considerably

greater timeliness of detection of small diversions.

Despite the fact that NRT is not a conceptually unique safeguards approach, its effective use implies the

introduction

of certain measures which tend to set it apart from CMA.

To

some extent, these definitions are more apparent than real, in
the sense that the measures are not essential to the concept of
NRT, and wold, if applied to CMA, improve its effectiveness as
well. In particular, NRT is normally viewed as requiring a
considerable increase in the use of on-line measurement
ments and techniques.

instru-

As indicated in the discussion of the

basic concept of NRT, NRT imposes no absolute requirement

for

new instrumental techniques on measurement of nuclear material
flows, provided that data obtained in more conventional ways,
i.e., by sampling and volumetric measurements, can be reduced
to flow quantities reasonably promptly.
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NRT does require,

in

most realistic plant designs, new means for measuring or inferring in-process inventories, but these requirements do not appear
to be extremely demanding
tication of the required

in terms of the number or the sophisinstruments.

NRT also implies, although it does not conceptually demand,
a reduction in the size and thus an increase in the number
of material balance areas and key measurement points.

Finally,

NRT, to achieve its maximum potential, calls for more frequent
and sophisticated reduction.

It appears in general that

this should be performed directly by the IAEA.

The greater intensity of measurement,

in the sense of more meas-

urements at more points in the activity under safeguards

en-

hances timeliness and sensitivity and thus increases the probability that an abrupt diversion of nuclear material would be
detected.

The problem of dealing with protracted diversion

remains,how-

ever, because long-term systematic errors in measuring
and outputs, which are the main source of measurement

inputs
inacuracy,

cannot, unlike random errors, be eliminated or revealed and
peetrated through more intensive accounting methodology.

In a

1500 ton reprocessing plant the maximum time for reliance on
NRT without takng of a physical inventory would be on the order
of two to three months after which sensitivity would be the
same as in a simple CMA system.

In addition, the large number

of measurements, when submitted to data reduction and multiple
decision analysis techniques and tests risk raising the false
alarm rate thus impairing the credibility of the system.

States

and operators are unlikely to tolerate excessive false alarm
rates; and as noted elsewhere, establishment of more liberal
criteria for false alarm rates involves reduced probability of
detection and a corresponding reduced system

5-42

sensitivity.

While NRT thus has limitations in terms of sensitivity,
and timeliness for protracted

accuracy

diversion situations, it would if

applied in a comprehensive manner provide the opportunity

for

extensive access to nuclear material data which could provide
very valuable continuity of information and "Knowledge and,
importantly, facilitate the identification of anomalies in
the process and in plant behavior.

Furthermore, the more in-

strumentation there is built into the system, the more complicated would be the task of data falsification by the plant
operator because the number of variables that would have to be
coordinated and manipulated in the interest of data consistency
would be very large and extremely difficult to manage.

On the other hand, dependence on a very comprehensive system of
complex instrumentation raises some potentially serious problems
with regard to state acceptability and particularly with respect to the matter of independent verification.

Even if the

state and facility operator conclude that an intensive material
accountancy system involving substantial information of instrumentation and associated costs is economically, operationally
and politically acceptable, there remains the question of how
such a system can be used by the IAEA, i.e., how the information and data generates,

and the associated

tion can be independently

instrumenta-

verified.

As indicated in the discussion of CMA, the problems of independent verification of accounting data are by no means unique to
near real-time accounting.

On the conrary, these problems are

present in CMA, and the differences are of degree only, not of
kind.

INFCIRC 153 embodies the notion of separating materials
from materials accounting.

control

Emphasis on strategic points has

led to a narrowed scope for physical access by Agency inspectors
as well as to a reduction of the scope of information
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readily

available to carry out international safeguards
NRT entails complex data-generating

responsibilities.

and data-recording

instru-

mentation that is potentially vulnerable to tampering and
falsification.

Despite the observation just made regarding the

difficulties that would confront a potential

operator-diverter,

this raises the question of how to involve the IAEA sufficiently
in the operator-instrument

interface, or to ensure the transpar-

ency of the system, so that the inspector can verify the integrity of the information that he is subjecting to analysis.
ceptually and practically,

insofar as access is concerned,

need appears to require an inspector-operator

Conthis

interface which,

although not necessarily reaching beyond the spirit or latitude
of INFCIRC 153, would go considerably beyond current practices.

Like CMA, NRT does not afford direct means for securing

subjec-

tive information, but the attitudes and reactions of operators
and States to requests would contribute to safeguard

judgments.

In one respect, improved timelines and sensitivity of NRT could
prove to be a difficulty, what NRT, if effectively applied, will
ascertain is that diversion of significant quantities has, or
has not, occurred over stated, relatively short time periods.
What NRT will not ascertain is that diversion of less than
significant quantities is not taking place within these time
periods.

As a consequence, NRT will fail, or at least perform

no better, than CMA in detecting long-term small diversions.
Yet, there is a strong likelihood that the frequent findings of
"no significant diversion" which NRT will presumably lead to
will make it difficult for the Agency to establish that long
term diversion has taken place, or that a problem exists which
requires further

investigation.
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5.4.2.2

Acceptability.

It is uncertain to what extent plant

operators would be prepared to encourage state acceptance of an
extensive NRT system.

Economic cost is one consideration but

other factors such as preceived intrusiveness,

proprietary

concerns, and possible interference with normal plant operations also are involved.

TNFCIRC/153 obliges states to

establish and maintain a system of accounting for and control
of all nuclear material subject to safeguards.

Financial

responsibility for installation and maintenance of such
systems of course falls to the state and the operators of
safeguarded facilities.

Acceptance of the deployment of an NRT

system would entail operator assumption of the capital and
maintenance costs of the instrumentation and supporting
vities

acti-

involved.

While no hard data exists on the total cost of an NRT system as
none has yet been deployed at a reprocessing plant of any size,
capital costs associated with the introduction of a full-scale
NRT system are estimated to probably fall in the range of 3 to 5%
of plant cost including instrumentation,
software.

computers and

related

These costs can be scaled down by reducing the extent

of instrumentation

(e.g. not instrumenting pulsed columns or

limiting measurement only to major process vessels) although the
savings are likely to be only nominal and would result in reduced
effectiveness because of some sacrifice of timeliness and sensitivity.

Costs also could be reduced by employing

existing

plant instrumentation that normally is used for process
and monitoring activities by the operator.

This was done in

testing elements of NRT systems at the Japanese Tokai
and at the AGNS Barnwell plant.

control

facility

The problem of independent veri-

fication is not, of course, thereby alleviated and may even be
increased.
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In this regard it is useful to bear in mind that NRT, like process monitoring, is not an all-or-nothing option, but can fee
used selectively to enhance the overall quality of a safeguards
system.

It probably would be useful to the IAEA and prudent of

the operator to provide instrumentation to accurately measure
the volume and concentration of special nuclear material in
buffer and temporary storage vessels since these probably will
contain a significant portion of the in-process inventory while
foregoing modeling and seeking to instrument active process
equipment like contactors, columns and

evaporators.

In the final analysis, NRT system cost estimates can only be
facility-specific, each system depending on plant characteristics, the degree to which certain safeguard-related

features

have been designed into the facility (e.g. buffer rank and accountability vessel design, reduced number of penetrations)
whether mixer-settlers or centrifugal contactors are used for
fission-product decontamination and subsequent operations,
how the plant operations interface with the safeguards

and

system.

Operational and proprietary considerations raise other issues.
NRT involves added measurements being taken during normal process
operations with little if any disturbance of the operations being
performed.

However,

implementation of a comprehensive

in-process

inventory system would mean a substantially greater Agency presence to carry out sampling and verification,

likely

including

frequent access to the plant control room and its instrumentation, and to some process operating

information.

From the operator's standpoint greater Agency presence and activity involves operator manpower costs because members of the
plant operations team would have to accompany inspectors as they
undertook their verification activities.
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Additionally,

Agency

access to process information threatens to reveal proprietary
information which, if not protected, could affect the operator's
competitive position.

Furthermore, although NRT does not require

the operator to make more measurements than h e otherwise might in
his process monitoring and control activities, he may be constrained to conduct those activities at a time and in a manner
consistent with safeguards requirements, though not unnecessarily
optimal from the operator's point of view.

In any event close

cooperation between process operations personnel and materials
control personnel would become very important.

And, if existing

plant instrumentation were used as an element of the NRT system,
then the maintenance and calibration of that equipment would have
to be carried out at a level and in a manner appropriate to international safeguards requirements which would be more stringent
than requirements for process control.

Finally, while it may be

arguable that a comprehensive NRT system involving

computerized

cross-correlations of different points in the process area would,
if made available by the Agency provide the operator with access
to a wealth of information that could help improve operational
efficiency this may not be in itself sufficient to offset previously cited concerns about cost, proprietary information and
intrusiveness.

From the Agency's perspective,

the taking and analyzing of mul-

tiple samples from different points in the process and product
storage areas would require increased manpower as well as computer and analytic laboratory capabilities on-site or close by,
and possible duplicate instrumentation in selected situations for
verification purposes, all of which would tax Agency
and manpower resources.

financial

Even with these elements in place the

matter of developing methodology

for independent

that would earn international credibility would
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verification
remain.

A major concern of operators is likely to be that, with such a
complex safeguards system, the possibility of some element being
inoperative is very high, leading to Agency demand to reduce
operations pending maintenance.

It will be essential for the

Agency to demonstrate that this concern is not

5.4.2.3

Conclusion.

justified.

In summary, NRT appears to be able to

provide more timely warning of an abrupt diversion of significant quantity of nuclear material from an

industrial-sized

chemical reprocessing plant, but requires operator acceptance
of the emplacement of a potentially very comprehensive

instru-

mentation system for measurement of material flows and inprocess inventory.

The system does not offer

significant

improvement and timeliness for protracted diversion

scenarios,

but the extensive data collected and its frequency of collection and reduction could provide a considerably enhanced perception of safeguards intensity, with attendant benefits in
deterring diversion attempts.

The possibility that the fre-

quent finding of no significant diversion would complicate
efforts to investigate longer term diversion strategies is
real, and would have to be carefully

controlled.

Even granted operator acceptance, however, the question of independence of verification remains as well as the resource costs
that would have to be incurred by plant operator and by the IAEA
if the latter is to make optimal use of such an arrangement.
Further, the degree of complexity of data-analysis that the system presents, raises the question of how effectively
utilized.
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it can be

On the other hand, NRT does appear to offer considerable

access

to information which could provide a useful cross-check for data
derived from CMA and accompanying containment and
5.4.3

surveillance.

Containment and Surveillance

The key attributes of containment and surveillance are:

-

establishment of containment

-

surveillance of all penetrations in a containment where
material is supposed to flow, and of all identified
credible, known diversion paths where material is not
supposed to flow;

-

continuous study of data to ensure instruments are
operating as intended;

-

use of personnel and vehicle monitoring, and of cameras,
monitors, seals and sensors as well as human surveillance.

5.4.3.1

Effectiveness.

used in two senses:

Containment and surveillance can be

to help substantiate the integrity of

measurements and data supplied by operator and state materials
accounting; and to serve as a direct indicator of possible
diversion by detecting unauthorized movements of nuclear
materials.

In the latter instance the C/S objective is to

ensure that all flow of nuclear material in and out of a
defined containment

is by recognized and proper channels.

As has been noted earlier, the distinction between these two
objectives, which has been the subject of considerable
recently, appears to be largely artificial.

attention

Confirmation that

all material entering or leaving a material balance area does so
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through the established key measurement, points and is measured on
those occasions, is tantamount to confirming that there has been no
movement through unauthorized pathways.
of C/S coincide.

Thus, the two objectives

Nevertheless, to the extent that the area of

concern can be restricted by concentrating on the integrity of
particular measurement points, there can be a meaningful, practical distinction between these two C/S objections.

In providing

information that unauthorized movements of material

through an authorized or unauthorized penetration point has taken
place, C/s contributes to timeliness of detection of a possible
diversion of nuclear material.

Depending on the character and

extensiveness of the system, it can increase detection probability and at the very least, and importantly, increase the
potential diverter's perception that diversion along any given
pathway will be subject to a significant risk of detection.

Ambiguities associated with the detected events place
on their precise meaning and implication.

limitations

While these particular

ambiguities may ultimately have to be resolved by application of
accounting procedures, timeliness nevertheless is enhanced by
virtue of early detection and rapid communication of these
events.

Furthermore, C/S will not ordinarily provide

informa-

tion on how much material might have passed through a penetration point or a monitoring station and therefore cannot alone
establish whether or not a significant quantity of nuclear
material has been diverted.

Conceptually, the effectiveness of C / s depends on:

absolute containment; all pathways capable of allowing
material transfer are known.
surveillance of all such pathways, whether or not customarily used for transfer.
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Analysis of the design of real-world reprocessing

facilities,

such as BNFP, indicated that hundreds of pathways capable of
allowing material transfer through the national
boundaries are present.

containment

Surveillance of this large number of

pathways by human means would be both technically

impossible,

since many involve only pipes or conduits which are not transparent to simple human observation, and operationally
ally infeasible.

economic-

While it seems likely that instruments can be

conceived of to detect significant nuclear material movement
through even the most difficult of these possible pathways, the
development of such instruments in forms that are reliable,
transfer resistant and reasonably economical will be a slow and
costly process.

One obvious implication of these difficulties is that the effectiveness of C/S can be greatly enhanced by designs which reduce the number of penetrations to manageable proportions.
This concept underlies approaches to reprocessing plant safeguards such as the French PIPEX concept, the British approach,
and the Savannah River conceptual design.
Conceptually, however, C/S suffers from a shortcoming which is
not necessarily overcome either by improved design to reduce
penetrations, or exceptional ingenuity and success in devising
surveillance measures for known penetrations.

This

shortcoming

is the logical impossibility of knowing that all potential diversion pathways are in fact known and, thus, made subject to
surveillance. Even when the level of knowledge of possible
undeclared pathways is improved, as it must be, by

inspections

during construction, the argument can be advanced that no
realistic level of such inspection will eliminate the chance of
incorporating unknown pathways, or of introducing them at a
later date through surreptitious activity.
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No matter h o w far

fetched the scenar

.nay appear, successful instances of entry

into bank vaults and similar events are known.

Thus, in this

vein, complete assurance from C/S is not only a practical,
a logical

but

impossibility.

While the logical difficulty may never disappear, it would appear to be a productive and important objective of safeguards
R&D to examine the practical reality of this concern and to
seek means for countering those deficiencies which are identified.

A potentially important area of consideration is the relationship between C/S as an international safeguards measure and
physical protection as a domestic materials control measure.
It is often noted that while the IAEA lack of physical protection or physical security powers, C/S is the international
safeguards analog of at least many of the measures which make
up domestic physical protection.

Relatively little systematic

attention appears to have been given to two important interrelated aspects of this

relationship:

To what extent are the techniques employed by domestic
authorities to detect or deter diversion by insiders
relevant to the objectives of international safeguards;
that is, the detection or deterrence by an international inspectorate of diversion by or at the direction
of national authorities; and
If these techniques are relevant, to what extent can
the actual systems installed by national authorities to
detect or deter subnational under diversion be employed
- through suitable techniques of independent verification - by IAEA inspectors.
The answers to these questions could have an important effect on both the effectiveness and acceptability of C/S as an international
safeguards technique.
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Containment and surveillance bears the risk of triggering a
high number of false alarms as it is monitoring not only unauthorized movements of material, but authorized movements as
well.

Presumably, this could be corrected for by adjusting the

level at which probability of detection is set.

Another concern which has proven to be justified in IAEA experience to date is the likelihood of instrument failure,

lead-

ing to lack of knowledge of events which transpired over extended time periods.

Redundancy is one way to deal with this

problem but it also involves increased costs for instrumentation and data recording.

Complementary and coordinated

mater-

ials accountancy would be another, and the two approaches (MA
and redundant C/S) could be combined for improved confidence.
To the extent, of course, that breakdowns occur on a random
basis and are unknown to the operator, then the potential diverter is at the same disadvantage as the inspector and the
probability of diversion during a random breakdown can be
assessed as very low, and in any event susceptible to verification through materials accountancy procedures applied to the
materials balance area.

The problem of independent verification as applied to C/S often
takes the form of making

surveillance instruments tamper indi-

cating or tamper resistant.

C/S has an inherent advantage over

materials accounting in terms of independent verification in
the sense that surveillance instruments are already to a considerable extent installed by and under the direct control of
the Agency (this advantage could, however, be reduced if the
Agency makes use of plant surveillance instrumentation as suggested above).

Nevertheless, these instruments must operate

in an environment under the complete control of the operator,
and often over very extended time periods between Agency
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visits

and checks.

The resulting problems of incorporating

tamper

resistance and tamper indication are formidable, but are being
attacked with considerable success.

The logical difficulty

here, as in so many other areas of independent verification,
how much assurance can be placed in the evidence.

is

Whether the

lack of an alarm from the tamper indicating mechanism means
that no tampering occurred, or that the alarm itself failed is
a difficulty that can be approached only on the basis of experience and probability applied to the technical quality of the
solutions

employed.

Much of the current attention being given C/S presumes that instruments are the dominant means of surveillance, as the foregoing discussion itself reflects.

For some safeguards

ations, such as reactors and spent fuel storage

situ-

facilities,

where allowable inspection effort is well below that which
accommodate continuous inspection, there is no alternative to
instrumentation as the principle surveillance technique.
reprocessing

facilities, where a degree of continuous

For

inspec-

tion is both feasible and anticipated, the role and utility of
human surveillance must also be

considered.

Comparison of the complex and extensive physical nature of reprocessing plants, particularly with the numerous penetrations
characteristic of existing facilities, with the routine

inspec-

tion effort allowed by INFCIRC 153 makes it clear that human
surveillance cannot be the main surveillance mechanism,
in large reprocessing plants.

even

Nevertheless, the opportunity

for continuous inspection can significantly
tiveness of C/S in a variety of ways.

improve the effec-

Something

full-time human observation of the surveillance

approaching
instruments

themselves can greatly reduce the chance of diversion during
extended downtimes, and the chance of undetected tampering.
There is an important role for direct human surveillance as
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well, particularly that which is applied on a random, unannounced basis, and that which is applied at times when especially sensitive operations are taking place, such as product
unloading, sealing or product containers, removal and assay of
hulls, and the like.

In order for human surveillance to be

applied on a full-coverage basis whenever these operations
occur; it is apparent that arrangements will be required at a
minimum to provide notice to the inspectors of the impending
operation and preferably to limit these operations to times
and frequencies that facilitate observation.

5.4.3.2

Acceptability.

C/S does not give rise to the same

concerns over divulging of proprietary information or interruption of plant operations as do materials accountancy procedures.

The major distinction in principle is that materials

accounting, given the fact that the data must be collected and
reported by the operator,

required action by the operator.

These requirements will, in all probability, exceed those which
the operator would perform to meet his own accounting

needs.

It is, thus, an "active" system viewed from the operators
standpoint.

C/S, on the other hand, imposes no action require-

ments on the operator.

It can be viewed as a passive system.

On the other hand, c/s may involve substantial levels of intrusion, whether conducted by humans or instruments.

The di-

rect observation of numerous activities is a circumstance

not

likely to be taken lightly, even when these activities are
completely benign and in accordance with all undertakings.

Surveillance can be instrumented and/or human.
effectiveness is likely to be higher where human
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Its perceived
surveillance

is exercised, especially if it is carried out randomly by

con-

tinuously present IAEA inspectors as would be the case in a
commercial-sized chemical reprocessing plant.

To the extent

that surveillance is a substitute for in process .Aonitoring it
risks running into the same acceptability problems as in process monitoring for it creates the opportunity to gain access to
important proprietary information.

Surveillance also can be

regarded as an impediment to normal plant operations
if it is conducted by human mean®

especially

(i.e., need for plant opera-

tions personnel to accompany inspector, etc).

Thus, in situa-

tions where extensive human presence might b e strongly resisted
on cultural or political grounds, C/S systems which rely more
heavily on instrumentation might be more

acceptable.

C/S costs are likely to fall heavily on the IAEA, for it is
less clear in C/S than in materials accountancy what

operator-

installed instrumentation might usefully be appropriated
safeguards purposes.

for

Furthermore, much of what is involved in

surveillance is purely of a safeguards character and not relevant to normal plant operations.

The Agency would thus have to

install, maintain, operate and pay for this equipment.

It is

unclear at this time whether this would necessarily result in a
significant savings in manpower as inspectors would be required
to operate and check the equipment in question.
Despite the potentially high level of instrusiveness,

never-

theless, there is considerable evidence that C/S is inherently
more acceptable as a primary means of safeguarding
facilities than intensified materials accounting
such as NRT.

The extent to which this apparent

reprocessing

approaches
acceptability

might reflect preference for the unknown and still largely
unexperienced

remains to be seen.

It is possible that as con-

crete measures are proposed for real-world facilities,
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there

will be a substantial resistance.

Nevertheless, there appears

to be a bona fide preference for the passive concept of C/S,
particularly if the acceptance of this concept eliminates or
reduces the demands placed on the operator by materials accounting.
5.4.3.3

Conclusion.

In summary, while C/S cannot, under pre-

sent conditions and state of the art be a substitute for
materials accountancy and be regarded as effective

standing

alone when measured against such criteria as timeliness,
sensitivity and probability of detection, it can offer potentially significant support to deterrence of diversion by
placing the potential diverter in a position of uncertainty
regarding whether or not an attempted diversion will actually
be detected by containment and surveillance procedures.
combination with materials accountancy procedures,

In

containment

and surveillance can thus play an important role in achieving a
level of confidence in the validity of safeguards as a nonproliferation measure.
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6.0
6.1

INTEGRATED ASSESSMENT

General

Safeguards have been the vehicle for internationally

verifying

assurances of peaceful use, and for maintaining a separation
between the peacful and military uses of nuclear energy.

Ef-

fective international safeguards are essential to a nonproliferation regime in which the international community can be confident.

How we assess the effectiveness of a safeguards

system

in contributing to this purpose depends on what demands we place
on the system and what we expect it to accomplish.

In the broad-

est sense, the purpose of safeguards should be to facilitate
stable and predictable international nuclear cooperation,
the development of nuclear energy for peaceful purposes,
sistent with the objective of nonproliferation.

and
con-

Within that

context, safeguards should perform three functions if they are
to be judged

6.1.1

effective.

Detection and Verification

Safeguards should be capable of detecting diversions of nuclear
material from their declared and legitimate purposes, and of
verifying compliance by the safeguarded party with its nonproliferation obligations.

A lively debate has arisen over whether

there is a practical difference between systems in which the
emphasis is on verification of compliance.

It is questionable

whether a meaningful difference between the two does in fact
exist since the ability to verify compliance implies the capability of detecting diversions of nuclear material while the latter
capability implies a capacity to verify compliance or non-compliance with obligations.

The imposition of tight quantitative
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goals and severe timeliness constraints, however, can lead to
differences between systems, and to different assessments of
their effectiveness.
6.1.2

Deterrence

A safeguards system must hold out to any potential diverter a
reasonably high probability of detection.

What is likely to be

most important in deterring a diversion is the perception that
diversion by any given pathway will be subject to a significant
risk of detection.

In this regard, a system designed to intro-

duce some finite risk of detection into every pathway of diversion that can be identified

is more likely to be viewed by poten-

tial proliferators as effective than systems which emphasize
selective pathways only, or emphasize methodologies whose capabilities are limited to certain diversion stragegies.

Such a

capability significantly enhances the credibility of the safeguards system by forcing the potential proliferator to find a
different means of acquiring nuclear material than its diversion
from a safeguarded

facility.

While it would be desirable to be able to detect, with a high
degree of assurance, the diversion of a quantity corresponding

to

an explosive device before that device could actually be constructed from diverted material, this might not always be
ble.

feasi-

However, deterrence would not seem to require the same

level of detection probability as would detection of diversion,
and the objective can be achieved without meeting the very stringent detection goals enunciated
requirements) for safeguards.

(although not set forth as fixed
In a resource limited system,

as

any real world system must be, this is a very important consideration.
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6.1.3

Credibility

A safeguards system must be seen as credible by the international
community which relies on that system for assurance that safeguarded states are not diverting nuclear mateials from their
peaceful nuclear fuel cycles, and are in compliance with their
nonproliferation undertakings.

A system which is objectively

good and which is widely regarded as having a sufficiently high
deterrent threshold as to force potential diverters to look
elsewhere than the peaceful fuel cycle to acquire nuclear material for explosive purposes, will very likely meet this third
objective.

Systems in which synchronization between stated

goals and capabilities is absent run the risk of not maintaining
that confidence.

While this in no way suggests that

safeguards

goals should be defined by available technologies and instrumentation alone,

it does suggest a need to maintain a reasonable

balance between objecties and capabilities while developing
improvements in those capabilities.

In a sense, each of these three functions correspond to differing
perceptions of the same activities and findings.
detection and verification represent,

The first,

in effect, the objective

reality as to whether diversion has or has not occurred, or as
close to that reality as can be realized.

Insitutionally,

can be viewed as the Agency's perception of safeguards
The second, deterrence,

this

results.

represents the inspected parties percep-

tion of the system and its effectiveness.

The third,

credibil-

ity, represents the perception of third parties, the world community, in the aggregation of the system and its effectiveness.

It can be argued that these three should concide, and, clearly,
they are closely related.
parent —

If the system were perfectly

by no means a desirable goal —
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trans-

and if all parties had

equal competence in assessing the system, the three perceptions
would, in principal, be identical.

To the extent that these

conditions do not prevail, the perceptions can, and, in practice,
do differ.
Assessment of a safeguards strategy and development program then
must consider its detection and verification capabilities,

its

deterrence qualities, and its capacity to provide assurance to
to international safeguards with the intent to cheat on the
system, account must also be taken of the ability of the system
to create opportunities for those under safeguards to demonstrate their bona fides.

Additionally,

it is important to

consider the nature of the facilities and material being

safe-

guarded and the characteristics of the fuel cycle in which they
are incorporated, reocognizing that different measures may have
to be employed in different combinations, and that goal expectations may have to be adjusted
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accordingly.

Principles of Integration

In the preceding section, the characteristics and the strengths
and weaknesses of the principal safeguards system

approaches,

in particular materials accountancy, containment and surveillance were reviewed.

The deficiencies of conventional material

accounting procedures as a means for safeguarding

large-scale

reprocessing plants both in terms of timeliness and

sensitivity

has led to a controversy over whether more advanced

accounting

methods or greater emphasis on containment and

surveillance

should define safeguards development in the future.

The analy-

sis of the attributes, effectiveness and acceptability of different safeguards measures strongly suggested the

infallibility

of neither approach and the importance of both to effective
international safeguards that would meet the functional
set forth.
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criteria

In this section, an attempt will be made to examine how these
approaches, as well as the complementary approaches, can be
integrated

into an overall system of safeguards for reprocessing

plants that will be at once both effective and acceptable.

It is apparent from the analysis of the individual

approaches

that there are inadequate data experience, and understanding

to

permit an analytically rigorous approach to this optimization
problem indeed,

it is not an exaggeration to say that so little

is known with certainty, that the validity of even a rough attempt
at optimization is open to question.

The fact remains, however,

that even at this early stage of development and application,
optimization must be attempted.

This implies that trade-offs, no

matter how intuitively aimed at, must be made.

If they are not

made deliberately, they will result, in any case, by default.

It is imperfection of both materials accountancy and containment
and surveillance which leads to the conclusion that both approaches
are important and can complement each other.

It does not follow

from this that one measure can entirely overcome the deficiencies
of the other, leading to a perfect system.
their joint use, however,

What does result

from

is an overall improvement in the final

ability to conclude that diversion has, or has not taken place.
The relationship is complementary.

While materials accountancy

seeks to place a quantitative ceiling on the amount of material
which might have been diverted, C/S seeks to ensure that all
flows of material in and out took place in authorized

channels.

Practical experience in the inability to account for nuclear
material as occurred

in the Apollo, Pennsylvania and Irwin,

Tennessee cases offers some insight into the potential role of
C/S.

Intensive material balance campaigns followed discovery of

unusually large MUF's, but failed to restore MUF to conventional
levels.

In the final analysis,

it was the presumed adequacy of

5-5

materials controls, and not accounting findings, which led to
the official conclusions that no diversion had occurred in
these cases.

What this suggests is that if a similar case were to arise under
international safeguards in a situation where a strong IAEA
containment and surveillance system were not in effect, and
materials balance efforts could not bring MUF down to acceptable
levels, it might be difficult, if not impossible, for the
international community to remain confident that a proliferation
event had not occurred.

The presence of a C/S system does not

entirely erase doubt in such an instance, and an international
safeguarding agency would be considerably harder pressed than a
national government investigating

its own event to make a persu-

asive case, but it could be a crucial ingredient in helping to
assess whether there was sufficient control to be reasonably
certain that material was not diverted and to reach a geneally
accepted

judgement regarding the likely or unlikely reasons for

material being unaccounted

These observations

for.

impel strongly in favor of a mix of materials

accountancy and containment and surveillance for practical

safe-

guards in situations such as those reflected in reprocessing
facilities where no single method will suffice to provide the
necessary integrity, deterrence and assurance.

But if it is

certain that no single safeguards approach can provide
tive safeguards for such plants, and that an integrated

effecsystem

incorporating both materials accountancy and C/s approaches is
essential to the structuring of effective safeguards, it is far
less clear what an appropriate mix of strategies would be and
how and where the different approaches could be deployed.
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Analysis of this problem requires that attention be given to
three important safeguards parameters:

independent Agency

verification, cost, and constraints external to the safeguards
methods themselves.

It also bears emphasis that generic

tions may not be appropriate and that optimal safeguards

solustrate-

gies will have to be generated on a facility specific basis
taking

full account of the design and operational

characteristics

of the facility in question, the existence and availability
well as the reliability of instruments or characteristics

as

that

might be appropriated to Agency use consistent with the criterion of independent verification, and other political and economic
considerations that might enter into a facility
agreement between the IAEA and the safeguarded

attachment
state.

A substantial amount of safeguards research and development has
been undertaken in the past several years.

Virtually all of it

has been focused on the development of systems that provide better
timeliness and precision for the plant operator* s measurement
program, with some attention to the role that containment and
surveillance might play in establishing the integrity of materials accountancy information and instrumentation.

Little atten-

tion, however, has been devoted to the question of whether and
how trade-offs between the different approaches might be structured and evaluated

(recent advances in the quantification of C/S

measures is an exception) and what criteria might be applied by
decision-makers in choosing among alternative strategies.

Even

less attention has been given to the matter of independent Agency
verification of operator and state-supplied information and data.
This reflects the fact that most advanced safeguards research and
development has been carried out under national auspices to
enhance the effectiveness of domestic safeguards without
or sustained consideration of how those systems would
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serious

interface

with IAEA safeguards responsibilities.

The absence of such

research and development places considerable constraints on the
ability to define optimal integrated safeguards

strategies.

Independent verification by the IAEA of information and data
supplied by the inspected party is central to meaningful
national safeguards.

None of the three safeguards

inter-

functions

discussed earlier can be fulfilled in the absence of independent
verification.

Improvements in an operator's material

accountancy

system, which is where a good deal of safeguards R&D effort has
been made, are not tantamount to improved Agency

confidence.

Operator measurements and records must be independently
if results are to be believable.

verified

Independent verification thus

emerges as a key guide to how integrated

systems should be

developed.

If materials accountability which relies upon data and

informa-

tion supplied by the facility operator cannot be regarded as
independently verified unless other measures have been used to
establish the integrity of the accountability data, the question
of what those measures would be arises.

The means by which the

Agency can verify by and large fall in the realm of containment
and surveillance.

This applies as well to conventional

accoun-

tancy procedures as to near real time methods which entails
greatly expanded use of on-line measurement
are under the operator's control.
three potential risks:

instruments which

Measurements are subject to

materials tampering, instrument tamper-

ing and tampering with the data output itself.
instrument

Observation of

installation, maintenance and calibration and the

application of tamper-proofed seals between access times could
play an important role in satisfying the inspector that the
read-outs are accurate reflections of the character and volume
of material being measured.
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An important element of verification is the role of human inspection, particularly as a means of surveillance.

Despite the

essentiality of instruments if excessive manpower requirements
are to be avoided, humans also have an indispensable role in the
continuous safeguarding of large bulk-handling facilities such as
reprocessing plants.

While this role includes the monitoring

and

interpretation of instrument readings, it extends to maintaining
a reasonable degree of direct surveillance for purposes which
instruments cannot serve in the foreseeable future.

Verification

of instrument, materials or data tampering might be

significantly

enhanced by human surveillance of process operations through
which instrument information and other data could be correlated
to ascertain whether or not anomalies exist in plant operations
and whether, therefore, a diversion possibly is taking place.
Other techniques, such as isotope correlation analysis might
provide confirmatory information and contribute to verification,
but human surveillance offers an added intangible dimension which
can improve confidence in the integrity of the accountability
data.

To make their maximum contribution through surveillance,

in-

spectors must possess a level of process knowledge and operational insights comparable to those of the plant personnel
themselves.

This attribute raises a fundamental question for

international safeguards.

Access to and disclosure of process

information very likely will be necessary to demonstrate with a
high degree of credibility the non-concealment of proscribed
activities and to provide assurance to third parties that nonproliferation commitments are being adhered to.

Disclosure of

facility activities of this nature, however, run into operator
claims of intrusiveness and plant operation interference.

One

area thus requiring close research, development and analytic work
is that related to the alternative means by which independent
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verification of process data can be carried out, particularly,
but not exclusively where increased reliance is placed by the
operator on instrumentation for collecting

safeguards-related

data.

Establishing the integrity of surveillance data itself is equally
important.

In many instances, surveillance instruments are in-

stalled, maintained and operated by the Agency itself, but this
does not provide an automatic and full assurance of the integrity
given the operator's overall control of the facility.
tamper-indicating
ments.

Reliable

features are required on surveillance

instru-

Redundancy, in addition to overcoming the consequences

of instrument failure, can be used in establishing

integrity.

The ability of the Agency to introduce its own standards
instruments, preferably without the operator's knowledge,
also of potentially great importance to ascertaining

into
is

whether

instrumentation has been miscalibrated or degraded by operator
activity.
6.3

CONSTRAINTS AND ACCEPTABILITY

Effectiveness,

as has been seen, is one key parameter in assessing

safeguards - both at the level of individual approaches, and of
overall systems.

The other key parameter is accepatbility, or,

viewed from the opposite side, constraints.

Among the most

important constraint is costs, and the availability of resources
to meet them.

6.3.1

Safeguards Costs

Although costs represent a factor of obvious importance in determining the acceptability of safeguards and, through their
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impact on acceptability, on safeguards effectiveness,

surpris-

ingly little systematic attention has been given to safeguards
costs, both as experienced and as they may evolve.

Safeguards costs can be viewed as falling into two categories:
those incurred by the inspected party, and those incurred by the
inspectorate; that is, by the IAEA.

Further division of the

costs borne by the inspected party can be made between those
incurred by the facility itself, and those incurred by the State
in the operation of its national system of accountancy and
control.

Implicit in the U.S. position with respect to safe-

guards costs is the principal that these costs should be viewed
as limited to those which are in excess of the costs of assuring
effective material, materials management and security in response
to operational and national needs.

Moreover, the U.S. position

has been that when viewed in this way, safeguards costs are
small or virtually

non-existent.

It is important to distinguish between safeguards costs and the
means chosen to defray or finance these costs.
arrangements can be postulated

Financing

in which all safeguards costs,

whether incurred by the inspected party or the inspectorate are
borne by the inspected party, by the inspectorate, or by some
allocation intermediate between these extremes.

In the present

Agency system, costs incurred by the state are borne by the
state (except those incurred in direct response to special requests by the Agency), while those incurred by the Agency are
borne by the Agency.

The nature of the financing

arrangements

has an important bearing on the acceptability of costs, and
thus, on the safeguard resources available, and the effectiveness of the corresponding

safeguards.
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Several criteria can be postulated
bility of safeguard costs.

for assessing the accepta-

Depending on their nature, these

criteria may be applicable to the costs borne by the inspected
party, the inspectorate, or to the aggregate of these costs.
The principal criteria are the

following:

The relationship of safeguard costs to the overall
value of the product; i.e., the value of the nuclear
power generated. This criteria is usually applied
either to total safeguard costs or to those borne by
the IAEA. Experience to data has shown the latter costs
to bt- exceedingly small in relation to product value:
some 0.03 mills per kilowatt hour on the basis of recent
IAEA estimates.
It can be argued that an inherent
ceiling on safeguards costs is represented by the level
at which these costs make nuclear energy uneconomic;
that is, more costly than the next most economic alternative for generating the same amount of power in the
same location.
Despite the difficulty of ascertaining
this margin, and its obvious dependence on local conditions, it seems apparent that safeguards costs to date
are very much below the level which could appreciably
affect the competitive status of nuclear power, and that
several fold increases in safeguards intensity could be
effected if the need to avoid uneconomic nuclear power
costs were the only restraint.
The relationship between safeguard costs and facility
operating costs, or other measures of costs of particular visibility and importance to an operator.
This criterion is applicable to the safeguard costs
borne by facility operators which, under the current
financing arrangements, are only those costs incurred
by the operator. Although there seems little doubt that
these costs have been small to date in relation to total
facility operating costs, it is equally clear that there
is a high level of sensitivity to safeguard costs on the
part of facility operators.
This sensitivity is probably
a consequence of the operator's perception that these
are "imposed" costs, and that their benefits are remote
from his interests or concerns.
Operators
or national
authorities could be expected to be especially resistant
to costs which were inequitable in relation to those
borne by other facilities of the same type, since this
would affect their competitiveness in domestic or international markets, and this sensitivity has been observed
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in practice.
Strong resistance could also be expected
to costs which made a particular facility or sector of
the fuel cycle, uneconomic, even if this did not
seriously prejudice the overall competitiveness of
nuclear power.
It is conceivable, for example, that
the cost of reprocessing plant safeguards might significantly impact the economics of plutonium utilization,
and compel continued reliance on the once-through
cycle. While the economics of reprocessing and LWR
plutonium recycle are now generally acknowledged to be
marginal, the contribution of anticipated safeguards
costs to this situation has not to date been viewed as
major.
If and when reprocessing is viewed as of
significiant economic benefit, the cost of safeguards
and their impact of these costs on the size of the
economic benefit can be expected to be subject to close
scrutiny.
Changes in safeguard financing approaches which would
shift all or some portion of safeguards costs now borne
by the inspectorate to facilities or national authorities
could modify the perception by these sectors of the
acceptability of safeguard costs, despite the fact that
under the existing financing approach these costs are
already borne by Agency member states through their
contribution to the Agency's budget.
The absolute magnitude of the costs borne by the IAEA,
and, in particular, its relationship to the overall budget
of the Agency.
It is clear that to date, it is this latter criterion of safeguards cost acceptability which has had the greatest impact
on safeguards and the resources available for them.

Agency

safeguards implementation is currently limited by budgetary
resources, probably to a level of perhaps one third of the
maximum allowable routine inspection effort authorized by
INFCIRC 153.

The foregoing discussion suggests that the most sensitive area
of safeguard costs is those costs borne by the IAEA and that
strong resistance exists to IAEA safeguard costs at levels
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for

below that at which total safeguard costs become

significant

either on an absolute basis or in relation to nuclear power
product value.

It is also clear from experience in the IAEA

that resistance to safeguard costs is heightened by concern
over their relatively rapid actual projected rate of increase,
and, in particular, by their relationship to the resources
available for other Agency activities, especially
assistance.

technical

This sensitivity exists despite the adoption by

the IAEA of a financing

formula which largely insulates devel-

oping nations from safeguards costs and their

increase.

It is tempting to conclude from these facts that the safeguards cost problem is in reality a safeguards financing problem, which could be resolved by shifting costs now borne b
the Agency to inspected

facilities or States.

Nevertheless,

it

is still important to examine the possible costs of safeguarding reprocessing plants, and to attempt to assess these costs
in relation to each of the criteria identified

above.

A significant finding of this study is that relatively
attention has been given to the costs of the improved

little
safeguards

approaches now under development, particularly on an integrated
system basis, and relativly little reliable information on such
costs is readily

available.

This conclusion is supported, among other sources, by the responses to the questionnaires circulated by the IAEA's International Working Group on Reprocessing Plant Safeguards

(IWG-RPS/4),

which generally take the position that no adequate cost data yet
exist, and that no cost analysis has yet been prepared for either
CMA or c / S .

One response, relating to NRT stated, "For the

facilities studied the approach can be applied to existing plants
at a reasonable cost within a reasonable time..."

This response

also noted, "...We have not attempted to apportion costs between
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the agency, operator, and state."

Similarly, the developers did

not reply, or were largely non-committal in response to Part B,
Sections VI and VII on Agency and operator resource

requirements.

The lack of information is a natural outgrowth of the fact that
little reprocessing is going on commercially; none of it at the
scale upon which this study is focused.
safeguards are likewise in flux.

Reprocessing

plant

In addition, as LANL h a s

pointed out in private communications, aysd as is implied by the
IWG-RPS/4 response for NRT accounting, assessment of both
effectiveness and cost is highly subject to systera specific
considerations under these conditions of

non-standardization.

These same conditions led the GESMO study performed by NRC to
the use of reference reprocessing alternatives and safeguards,
including those for reprocessing plants.

In the absence of detailed costs analyses, the performance of
which is not only beyond the scope of this study, but infeasible
in light of presently available information,

some indication of

the acceptability of future reprocessing plant safeguards can be
obtained by considering the reprocessing plant safeguards provisions of INFCIRC 153.

If it is assumed that an effective

safeguards system can be implemented within the limits of INFCIRC
153, these limits in turn imply safeguards costs, the acceptability of which can be assessed.

The basic assumption that an

effective system can be undertaken within the INFCIRC 153 limits
is, of course, a key one, the validity of which is the central
subject later in this report.

The basic parameter employed in the approach outlined above is
the limit established by INFCIRC 153 on the maximum routine
inspection effort.

For reprocessing plants, this is 30 times

"E" man days of inspection effort, where "E" is the annual
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through-put in "effective" kilograms.

A man-day, as employed

in this formula, means an 8 hour day.

For a plant of 1500

tons/year capacity, with an "effective" through-put of 11.250
kg/year, the maximum routine inspection effort is approximately
11 man-years annually.

It is worth noting that this represents

slightly less than the equivalent of three inspectors for each
shift taking into account the fact that reprocessing

plants

ordinarily operate around the clock, seven days per week.

The total safeguards effort involves far more than on-site
inspection effort, which is the only effort limited by the
formula of INFCIRC 153.

Such additional effort includes, in

addition to the conventional administrative support of the
inspectors, a major back-up activity involving

shipment,

handling, and analysis of samples, data processing, and data
interpretation.

Moreover, it is evident that for a number of

reasons, inspectors would not ordinarily perform a full
year of inspection effort annually, but would instead

perform

some of their activities outside the plant boundary, and thus
outside the inspecton efforts limits of INFCIRC 153.

This

outside effort, other than that devoted to travel, would
consititute part of the support activities identified

above.

The Agency's experience to date regarding the cost of

safeguards

as a function of inspection effort provides some guidance as to
possible costs.

Agency history indicates that it has

the services of approximately

required

five full-time inspectors to ac-

complish one man-year of in-plant inspection effort, due to
travel and administrative time.

This experience reflects a

period during which inspection has been accomplished

largely

through intermittent visits by resident inspectors in Vienna.
It would, presumably, be inapplicable to the situation of a
large reprocessing plant subject to continuous inspection by
inspectors resident in, or at least spending extended
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periods.

in the host country.

It would seem reasonable that in this

inspection mode an inspector could devote half of his time to
effort chargeable against the maximum routine inspection effort, with the remainder devoted to administration, planning,
and assessment.

Based on this assumption, and a further assump-

tion of one man-year of support effort per inspector man-year,
the total professional man-power allocable to safeguarding

such

a facility might be of the order of 40 man years annually.
Based on current IAEA salary and overhead costs, this could
lead to a total cost

(in 1978 dollars) of about $3.6 million

per year.

This represents about only some 3-4% of total estimated
operating costs of some $100 million per year.

plant

While this is a

considerably higher figure than has been experienced

in Agency

safeguards to date, it would be difficult to conclude that it
would be prima facie unacceptable in an affirmative negotiating
environment.

Costs to the operator are apt to remain within reasonable
limits as well.

Operation personnel are already required

to

perform conventional material accounting for plant control and
domestic safeguards purposes.

International safeguards

ly require securing and verifying this data.

primari-

Near real time

accounting, likewise, would be expected to become a part of the
plant control and domestic safeguards process, and
moderate additional labor.

involve

Containment and surveillance,

whose

intent, in a sense, is to enforce "normal" material flows, and
to ensure the status quo with regard to stored or measured material,

is unlikely to impose any significant routine manpower

requirements on the operator.

It should be noted that the

major labor costs to the operator of domestic "safeguards"
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are

for guards

(These costs may be substantial).

Since internation-

al safeguards assunu?^ that the operator is the potential

adver-

sary, guard cost would clearly not be incurred for international purposes.

Given these facts, the most significant component of direct cost
to the operator of international safeguards appears to be incremental capital investment required.

Existing practice and needs

for conventional materials accounting imply that most, if not
all, of the cost of materials measurement equipment can be attributed to plant operation or to domestic safeguards.

Expenses

could occur due to requirements for increased measurement precision; however, the limited cost data available suggests that
this equipment is inexpensive compared with system costs.

Near real time accounting would require additional capital outlay
of unknown magnitude.

The cost of such a system would be heavily

dependent on the number of measurement points, the quality of
measurement, and the sophistication of analytical methods required

(with resulting computer hardware and software costs.)

Systems have been proposed with a wide range of complexity.
Discussions with system developers at LANL, BNL, and Sandia, however, indicate that the current trend is toward recommendation
of a level of NRT accounting which is moderate in scope and
cost.

As noted previously, the IWG/RPS/4 response on NRT

stated qualitatively that worthwhile systems could be achieved
at "reasonable"

cost.

Finally, in the area of containment and surveillance,
be said with confidence.
manufactured

little may

Proposed uses can range from easily

seals, to complex computer-linked systems of portal,

crane, and pool monitors which sense all types of parameters.
Containment and surveillance measures are the least researched
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at this point, and uncertainties abound.

A point which may be

significant, however, is that containment and surveillance at
its maximum may utilize equipment reminiscent of domestic physical security.

Not needed, however, are the costly

security

guard forces which are required in the domestic "analogue" of
C/S.

NRT accounting, then, is the only one of the three generic international safeguards types which cannot easily be bounded or
approached

in cost by the domestic

counterpart.

With this in mind, a finding that the cost of domestic safeguards

for reprocessing plants would be small compared with

other costs lends credence to similar claims with respect to
the operator incurred costs to international safeguards.

Such

a finding for domestic safeguards exists in the NRC document
which was originally to be the safeguards supplement to GESMO.
The analysis there, which has several useful parts,

states:

"In summary, estimates suggest that the cost of Mox-related
safeguards in the reference system would not be substantially greater than the costs of safeguards required for
the non-Mox nuclear industry under existing regulations
covering the handling and safeguarding of enriched uranium
and high level wastes."
Since a major difference between
Mos and non-Mox industry is reprocessing, this finding is
manifestly pertinent to the conclusion.
Again, it supports the conclusion that the cost of international safeguards for the operator are likely to be relatively small,
even if they were considered alone.
In the heavily industrial nations likely to engage in large scale reprocessing,
domestic requirements will probably be stringent, so that
only the incremental international safeguards capital costs
need be considered, and these will be even smaller than
the system considered on its own.
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6.3.2

Other Constraints

Other constraints are equally real.

Principal among these are

those which determine political acceptability - risk of proprietary information loss, operational interference, and the
ubiquitous "intrusiveness."

Another key constraint, which may

at first glance appear to be artificial, but cannot realistically be so treated, are the constraints, both quantative and
qualitative, of INFCIRC 153,.

No realistic assessment can

assume that these are easily subject to modification,

although

it is also essential to useful assessment to identify areas, if
any, where modification might be necessary.
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TECHNICAL APPENDIX

TECHNICAL APPROACHES FOR SPENT FUEL REPROCESSING

FACILITIES

Attainment of IAEA safeguards goals* for reprocessing

plants

represents perhaps the most difficult technical challenge in
the entire safeguards field for the following reasons:
commercial-scale reprocessing

facilities will have

First,

sufficiently

large throughput of material such that the threshold amounts of
SNM defined

in Reference 1 are well outside the limits of ac-

curacy of existing and proposed materials measurement and accounting

techniques.

Second, a product of reprocessing plants is material that can,
with little or no additional processing, be used in the construction of a nuclear explosive device.

Third, the very nature

of a reprocessing plant, i.e., a chemical facility processing
extremely hazardous materials, requiring extensive

remotely

controlled operations, makes it particularly difficult to verify
with any significant precision the amount and state of the
material while in process.

This section discusses the existing and proposed technical approaches to safeguarding

spent fuel reprocessing plants.

Ba-

sically, there are two complimentary approaches to safeguarding
such facilities:

material measurement and accounting

(MMA)

and containment and surveillance (c/s).

•Detection of the diversion of:
75 kg of uranium-235 contained in low-enriched uranium over a
period of one year.
8 kg of plutonium in 1-3 weeks ("abrupt diversion")
8 kg of plutonium over an entire year ("protracted diversion")
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This section discusses the existing and proposed technical approaches to safeguarding

spent fuel reprocessing plants.

Basic-

ally, there are two complimentary approaches to safeguarding
such facilities:

material measurement and accounting

containment and surveillance

(MMA) and

(C/S).

Materials measurement and accounting

(MMA) is the most highly

developed of the two safeguards disciplines and will receive
the most attention in this report.

However,

in recent years,

safeguards authorities have shown increasing interest in containment and surveillance

(C/S) t e c h n i q u e s . E v e n

techniques have been an important element of
safeguards from the beginning

though C/S

international

(e.g. seals), recent

technical

developments suggest that C/S may play a more important,

though

complimentary role in safeguards especially for high throughput, commercial-scale reprocessing

1.

plants.

Materials Measurement and Accounting

Materials measurement and accounting has been the mainstay of
international safeguards.
functions:

Basically, MMA involves two separate

(1) the determination of the amount of material, Pu

or U, and sometimes the isotopic content of that material that
is contained

in a certain container or is flowing along some

path during a certain length of time, and

(2) calculating a

mass balance for a "volume", or a material balance area
within a facility.

(MBA)

The thrust of R&D activities related to M M A

have been are continuing to be focused toward improving material
measurement precision, providing more frequent information on
material inventories, and improving the methods used to analyze
material measurement data to (a) reduce or at least account
the inherent errors associated with materials measurement,

for
to

(b) account for the inability to obtain continuous data on materials quantities at every point in a facility, and to
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(c)

detect intentional manipulation or falsification of M M A data.
The Los Alamos Scientific Laboratory (LANL) has the central
role in aach of the MMA R&D activities defined above.

Conventional Techniques
Weight and volume measurements
Chemical Analytical Methods
-

Mass spectrometry

-

Gravimetry

-

Electrometric

-

Spectrophotometry

-

Alpha Spectrometry

-

Fluorimetry

-

X-ray

Titrations

Florescence

Nondestructive Analytical Methods
-

Neutron Techniques

-

Gamma Ray Techniques
Calorimetry

Near-Real-Time Measurement Techniques
Flow Measurement
-

Orifice Meters
Bubble Transit Meter

-

Gyroscopic - Coriolis Mass Flowmeter
Vortex - Shedding Flowmeter
Ultrasonic

Flowmeter

Electromagnetic

Flowmeter

Correlation Flowmeter
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Concentration

Measurement

-

Isotopic Dilution Mass

-

X-ray

-

Inductively Coupled Plasma Emission

Spectrometry

Florescence
Spectrometer

Absorption Edge Densitometry
-

Gamma-Ray Spectrometry

-

Dual Gamma-Ray Absorptiometer

-

X-Ray

-

Calorimetry

-

Density

-

In-line alpha monitors

-

In-line Polarography

Florescence

Florimetry
-

Spectrophotometry

Moisture Determination
-

Radon Frequency Methods

-

Neutron Methods
X-Ray

Scattering

Isotopic Correlation Techniques
Heavy Metal Correlation
Fission Product

Correlations

Several points must be made regarding the above list of technical approaches to materials measurement.

First, the various

technical approaches involve many different disciplines and
technologies and vary in complexity and sophistication.

Second,

detailed technical descriptions of each may b e found in Reference 10, 12 and 13.

Third, Conventional Techniques refer to
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the measurement approach used in most process facilities

today.

On the other hand, Near-Real-Time Measurement Techniques are
those that would be used in a dynamic measurement scheme, and
represent the more advanced concepts.

Techniques for indepen-

dent verification have not been developed.

An important generalization about the Conventional versus
Near-Real-Time techniques is that the conventional

techniques

would typically be used in an analytical laboratory while the
near-real-time technique must be "built-in" to the process.

For

already built and operating facilities, addition of in-line
measurement equipment can present serious and expensive problems
depending on the location in the reprocessing

facility.

Material Accounting
Conventional

Conventional material accounting, which is the approach currently in use at operating

reprocessing plants,

generally

consists of measuring the materials present in samples taken
from various points within the facility and then estimatng the
inventory of the facility based on these samples.

Periodically,

or when the estimated inventory indicates that material is
missing or "unaccounted

for", the facility is cleaned-out and

a complete physical inventory is completed to reconcile any
material

discrepancies.

Near-Real-Time or Dynamic Material Accounting

In recent years, the most intensive R&D efforts in international safeguards have been directed toward development of more
accurate and timely material accounting strategies.

A-5

LANL (10,

12, 13) has developed a conceptual material accounting
that provides for near-real-time material accounting
tion utilizing the following

technique

informa-

elements:

Unit-process accounting

areas

NDA techniques
Data communications
Real time computer hardware/software
Sophisticated statistical

Unit-Process Accouting Areas

techniques

(UPAA)

UPAA's are physical subdivisions of a facility which are chosen
in such a way that all nuclear material crossing the unit-process
boundary can be measured and a material balance can be computer.
A UPAA is similar to the MBA for conventional accounting

except

that in NRT concepts, there will typically be more UPAA's than
MBA's for a given facility.

While UPAAs are chosen to localize

the material within a given unit process, both in space and
time, a single U P A A may include a number of individual process
operations as long as the physical area is not too large to be
effective in localizing the material and

(2) the residence time

within the unit process is not longer than the design detection
time. 3

NDA Techniques

NDA techniques, which are identified and discussed in detail in
the companion appendix, are used in NRT schemes in three ways.

Primary measurement techniques at UPAA boundaries;
Part of a complementary set consisting of timely NDA
measurements that are updated by subsequent analytical
chemistry assay;
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Verify contents of sealed

containers.

NDA techniques, as used in NRT systems in the facility process
areas, will generally then b e in-line or on-line

instruments.

Data Communications

Because

(1) there will likely be several UPAAs for a given plant,

(2) for each UPAA, several NDA devices will be needed to monitor
the many penetrations into the UPAA, and (3) because each NDA
will be taking frequent measurements, there will be a large
amount of data generated by the NRT system.

The data communica-

tions function must provide for the collection and input of that
data for use by the data processing and analytical

functions.

Real Time Computer Hardware/Software
Large amounts of data, together with the requirement that

losses

of material be rapidly determined, mean that a real time computational system must be available.

In addition, process data

are correlated with material measurement and accounting data in
NRT schemes to provide additional information on location and
amounts of material within the plant.

Also, the computer system

performs necessary data checks and diagnostics to identify
errors in incoming data.

Sophisticated Statistical Techniques
NRT schemes rely on sophisticated statistical techniques to
analyze the large amounts of data generated by the materials
measurement and process monitoring

techniques.

While NRT accounting has not as yet been implemented
full-scale operational, commercial reprocessing

in a

facility, LANL

has recently completed an analysis of a conceptual NRT system
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installed in a large reprocessing plant (1500 metric tons per
year, with nitrate-to-oxide conversion), and a small reprocessing plant (210 metric tons per year) without

nitrate-to-oxide

conversion. The large facility is based on the AGNS reprocessing plant in Barnwell, SC and the small facility is based on
the Tokai Mura plant in Japan.

In this analysis, LANL examined

the expected performance of a NRT scheme in comparison to the
expected performance of a conventional accounting

LANL's conclusions,

system.

in reference to the proposed IAEA goals pre-

sented earlier, are as follows:^"®

Conventional material accounting strategies can detect
the diversion of 75 kg of U-235 contained in LEU over a
period of one year.
Conventional material accounting strategies can not
detect the abrupt diversion (within 1-3 weeks) of 8 Kg
of Pu from either large or small facilities.
Near-real-time or dynamic material accountng can detect
the abrupt diversion of 8 Kg of Pu from small facilities.
NRT accounting can detect abrupt diversion in large
plants if rigorous measurement controls and process
modification are employed.
NRT accounting may detect the protracted diversion
(over one year) of 8 Kg of Pu from the small facility.
NRT accounting can not detect protracted diversion
from the large facility, using any presently available
or projected technology.

Reference 3 also notes that the 8 Kg threshold is on the order
of 0.05% of the annual throughput of a large reprocessing plant
while the uncertainty associated with state of the art material
measurement and accounting technology is approximately 0.5% for
an unmodified

facility for long-term

diversion.

Some additional observations about NRT accounting are as follows:
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NRT schemes are supplements to and not substitutes for
the present shut-down, clean-out physical inventories
Effective implementation of NRT techniques requires that
they be incorporated into the process design at an early
stage.
The statistical tools used in conjunction with the measurement techniques are sensitive to specific diversion
scenarios.
A full, operational NRT accounting system h a s not been
implemented in a plant for reprocessing "commercial"
spent fuel.
There are many elements of the LANL NRT accountng
scheme that need substantial improvement and additional
R&D.
A conceptual design for independent verification of the
LANL NRT accounting scheme remains to be developed and
evaluated relative to diversion paths identified by
LANL.
2.

Containment and Surveillance

Containment and surveillance (C/S) techniques are intended to
(1) detect the diversion of material from a facility and (2) detect tampering with the safeguards instruments.

While C/S

techniques have traditionally been complements to MMA techniques, the limitations of state-of-the-art M M A techniques
discussed above have caused various safeguards experts to suggest that c/s could play a more central role in international
safeguards.

Development of C/S concepts and in many cases

prototype and operational hardware has been accomplished,
ticularly for spent fuel storage.

par-

(c/S techniques for spent

fuel storage were discussed in Section B.l and those techniques
are applicable to spent fuel storage areas of reprocessing
plants as well as other material storage areas in the plant).

For the process areas within a reprocessing

faclity, C/S tech-

niques are essentially at the coneptual stage with Sandia
Laboratories playing the lead role in the U.S.
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R&D into C/S

techniques is also underway in Japan, FRG, France and the U.K.
LANL and Sandia are currently considering how to effectively
integrate c/s and M M A into an effective international
scheme for reprocessing

safeguards

plants.

The technical approach to C/S for reprocessing plants

involves:

Establishing containment boundaries around the material
(there may be more than one containment area within a
given plant).
Identifying the diversion paths through the containment
boundaries and determine which paths should b e monitored .
Specify a monitoring device (human observation or instrument) for each path to be monitored.
Establish an evaluation technique for the C/S system.

Identification of containment boundaries can be difficult for
already built facilities.

Ideally, containment boundaries

should have as few penetations as possible, so like MMA techniques, C/S techniques will be most effective if they are
considered at the early stages of facility design.

Diversion path analysis, using systematic tools such as fault
tree analysis, can probably be considered a "developed"
nique.

tech-

However, there is no really reliable way to ensure that

all diversion paths have been identified.

C/S techniques

obviously can not detect diversion along unidentified

diversion

paths.

Specification of monitoring devices create two problems:
(1) monitoring devices have not been developed for all types of
material/penetration combinations and (2) there is currently no
accepted way to specify the effectiveness of such devices.
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There is no accepted evaluation technique of C/S systems.

Con-

siderable effort is currently being expended by several countries individually and jointly to develop evaluation methods,
particularly methods to evaluate the effectiveness of human
beings who function in the C/S system.
methods are developed,

Until such evaluation

it will be difficult to make comparisons

between M M A and c/s effectiveness.

Finally, when C/s systems provide a true or false alarm, this
indication that containment has been lost is not likely to be
accepted as evidence of diversion.

Therefore, the MMA system

must be used in subsequent re-establishment of the inventory.
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