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LIMITED

ABSTRACT
This report analyzes the nonproliferation effectiveness and political
and economic acceptability of prospective
national

improvements in inter-

safeguard techniques for LWR spent fuel storage.

Although

the applicability of item accounting considerably eases the safeguarding

of stored spent fuel, the problem of verification

tentially serious.

A number of simple gamma and neutron

is po-

nonde-

structive assay techniques were found to offer considerable

im-

provements, of a qualitative rather than quantitative nature,
verification-related

in

data and information, and possess the major

advantage of intruding very little on facility operations.
number of improved seals and monitors appear

A

feasible as well,

but improvements in the timeliness of detection will not occur
unless the frequency of inspection
ing capability

is established.

is increased or a remote monitor-

Limitations on IAEA

safeguards

resources and on the integration of results from material
ing and containment and surveillance remain

problems.

account-
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A1

EXECUTIVE SUMMARY

Introduction and Purpose

1.

The applicability of item accounting makes the safeguarding of spent fuel in storage more
Nevertheless,

straightforward.

item accounting alone is an inadequate

measure to detect national diversion, since such detection also requires assurance that the assemblies
counted

are in fact the same assemblies placed

age, without substitution or

2.

in stor-

alteration.

Two basic approaches are available for establishing
integrity of spent fuel accounting

the

data:

> nondestructive assay techniques to establish, at least
on a qualitative basis, that the elements being counted are spent fuel; and
• containment and surveillance to establish that there
has been no unauthorized removal of assemblies from
storage.

Scope of Analysis

3.

The scope of this analysis is confined

to safeguard

issues associated with the wet storage of LWR fuel,
either at-reactor or away-from-reactor, excluding
fer and transport incidental to such storage.
excluded

trans-

Also

is consideration of the safeguards which might

be required on spent fuel after its presumably

permanent

disposal.

Safeguards

4.

Issues

Although the applicability of item accounting

distin-

guishes the safeguard problems for spent fuel storage
from those associated with reprocessing, the problem of

-i-

verification —

assuring that what

is being counted

is

in fact the same, unaltered assembly that was counted
upon receipt at the storage facility —
serious.

Verification

is potentially

is crucial to detection of any

diversion scheme involving removal of an assembly

fol-

lowed by substitution of a dummy or reinsertion of an
altered
5.

assembly.

Timeliness of detection is also an important aspect of
effective spent fuel safeguarding.
has access to a reprocessing
criterion may be much tighter
months postulated

Where the divertor

facility, the

timeliness

than the two or

by the International Atomic

three
Energy

Agency.

Systems-Level

6.

Approaches

Materials accountability
accounting,

involves, in addition

the concepts of individual

cation using inherent or specially
irreproducible

7.

Containment
physical

assembly

identif

incorporated

features, and nondestructive

establish assembly

to item

and

assay to

radioactivity.

and surveillance involve establishment of a

barrier

around

the storage facility,

detection

of movement of assemblies through the containment
within the facility, and indicatic.i of attempted
pering with individual

Assessment

8.

and
tam-

assemblies.

Criteria

Effectiveness

in detecting diversion is a function of

the timeliness of detection, the detection
and the false alarm probability of the

probability,

approach.

Deterrence of diversion and independent Agency
cation are also important aspects of

verifi-

effectiveness.

9.

The acceptability of a particular approach is a function
of the impact of safeguards on national
operational

sovereignty,

interference, intrusiveness, and cost.

Attributes and Assessment of Technical

Alternatives

Item Accounting
10. Item accounting

alone should be sufficient to detect

diversion if no attempt is made to conceal removal. The
criterion of timeliness, especially insofar as inspection is conducted on a relatively
however, might not be satisfied

infrequent

basis,

by item accounting

alone.

11. Since diversion of spent fuel normally would be a
credible proliferation risk only where there is access
to reprocessing, the timelv detection of diversion of »
(/
"
ij
spent fuel may be an important indication of the
presence of a clandestine reprocessing

capability.

12. A number of simple gamma and neutron techniques exist to
provide at least qualitative measure of the
characteristics of spent fuel assemblies.

radiological
Quantitative

measures would be more desirable in the case of reverification of an inventory where

containment/surveillance

had sounded an alarm.

13. Several Fuel Assembly Identification Devices

(FAIDs) now

under development offer a means to establish the unique
identify of individual assemblies, but do not directly
address timeliness problems, since their
would be tied to the frequency of

interrogation

inspection.

14. Commercial sensitivities should not be a significant
constraint on item accounting.

Gross gamma and passive

neutron nondestructive assay techniques can be implemented with limited operational
niques involving

interference.

Tech-

extensive fuel handling would be

acceptable only where reverification was required.

15. Inspector

time and manpower concerns in using

item ac-

counting techniques, rather than equipment cost'' J are
likely to be the most significant acceptability

con-

straints.

Containment and

Surveillance

16. Containment and surveillance
stored

(C/S) for

spent fuel serve two converging

susbstantiating
serving

safeguarding
objectives:

the integrity of inventory data; and

as a primary indication of possible diversion by

detecting unauthorized movements of spent

fuel.

17. Given the bulk of spent fuel assemblies and the need to
move them inside a cask, the potential ability of C/S to
detect unauthorized

movement is high.

However,

this

detection suffers from timeliness problems, since the
mon;toring of seals and viewing of film data are presently tied to the frequency of

18. A number of seal

inspection.

(fiber optic and ultrasonic) and monitor

(radiation; crane; electric motor; sound) systems now
under development could considerably

strengthen C/S.

Development of a remote monitoring capability
allow a

major

19. Distinguishing

would

improvement in timeliness.

between authorized

and unauthorized

ment could be a major problem for surveillance.
type seals indicating attempted

move-

FAID-

tampering with assemblies

might be crucial C/S measures.

Surveillance will be

necessary to assure there has been no other form of
tampering with an assembly.

20. Unlike C/S at a reprocessing plant, C/S at a spent fuel
storage facility could provide an indication of how much
material had been removed.
21. Equipment costs may be a more important

acceptability

factor for C/S than for new verification measures, with
remote monitoring

the dominant cost.

22. A redundant C/S system, by complicating a diversion
scheme, can increase the deterrent potential of safeguards, but without remote monitoring, and where the
divertor has access to reprocessing, it might not improve upon

timeliness.

23. Although cost might not pose a serious obstacle to C/S
improvements, the additional costs will likely fall upon
the IAEA.

No savings in inspector

time can be effected,

since the inspector would, in most cases, still have to
check the equipment and conduct the necessary

safeguard

operations.
Integrated Assessment of Safeguard

Systems

24. To be effective, safeguards must satisfy

quantitative

detection and timeliness goals, deter would-be
and provide assurances to the international

divertors,

community

//

that nonproliferation obligations are being

honored.

For spent fuel, the quantitative goals may be more
readily achievable than where reprocessing plants are
involved.

-v-

25. Verification may be a serious problem if a more

com-

plicated diversion scheme involving substitution of a
dummy assembly or reinsertion of an altered one is involved.

The timeliness of detection may also be a prob-

lem if, as likely, the divertor has access to a reprocessing plant.

Detection of diversion may be a strong

indicator of the existence of a clandestine

reprocessing

facility.

26. Constraints on inspection activity for spent fuel place
a premium on rapidly and easily useable instruments for
verification and on more comprehensive C/S.

Gross gamma

and neutron techniques for qualitative measurement of
the radiological characteristics of spent fuel
and in situ verifiable FAIDs would improve

assemblies

verification

capability while minimizing demand on inspector
instrusion on operating

time and

practices.

27. Given the bulkiness of spent fuel assemblies, the prospects for substantial gains in the effectiveness of C/S
are particularly promising.

C/S can offer

in both timeliness and detection

improvements

capability.

28. Nevertheless, because of residual uncertainties in the
findings of both approaches, neither material
nor C/S alone are sufficient.
plements

to each other.

accountancy

Both are essential

While materials

com-

accountancy

tends to assure that no undetected pathway has opened,
C/S tends to assure that all movements are through proper and recognized

channels.

29. Even though both approaches must be employed, major
issues r e m a i n : t h e

appropriate mix of

how the strategies can be integrated

-vi-

strategies;-and

into a system.

30. Independent Agency verification

is an integral component

of an effective safeguard system.

Despite the role and

importance of instruments, human inspection
vitally important to safeguards.
strengthening

remains

The methods for

spent fuel safeguards should not be re-

garded as a substitute for inspection; and, indeed, if
timeliness criteria are tighter than the Agency postulates, more frequent inspection may be required, not
less.

31. Cost, although not insufferable, may be a particularly
important parameter
guard strategies.
garding C/S.

influencing

the development of safe-

This could 'DF especially true re-

Most costs are likely to fall upon the

Agency, since few spent fuel safeguard measures are of
benefit to facility operation.
32. Although some have interpreted the Agency safeguard
approach to entail separation of materials

accounting

from materials control, such a separation was not intended, and it is clear that C/S plays a role fully
equal

in importance to that of materials

33. In developing

accounting.

integrated safeguard systems, several •

priority research areas remain, including

consideration

of the possible trade-offs of system components, and
methods for relating

the results of materials

account-

ancy and containment and surveillance to each other.
Overall confidence in the safeguard system depends to a
major extent on how this latter task is done.
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1.0

INTRODUCTION AND PURPOSE

Because of the applicability of item accounting, the

safeguarding

of spent fuel in storage has generally been regarded as among
more straightforward

safeguard problems.

Nevertheless,

the

it has

also long been recognized that item accounting alone is an inadequate safeguards measure to detect national diversion, since such
detection also requires assurance that,the assemblies counted
in fact the assemblies placed
alteration.

are

in storage, without substitution or

Moreover, this assurance can be obtained only by

indirect and nondestructive means, given the infeasibility of
directly sampling the contents of radioactive fuel
even on a small

assemblies,

random sample basis.

The difficulties of effectively safeguarding

spent fuel in stor-

age have been further compounded by the expectation

that such

storage will be for extended

in years or

time periods, measured

even decades, thus diminishing or deferring

the opportunity

which

disassembly and dissolution would provide to establish that stored
fuel was in fact irradiated material of the amount and type expected.

The practical difficulties of effectively

safeguarding

spent fuel in storage are also increased by the fact that this .
material

is widely dispersed, with each operating

sizeable inventories.

reactor

Not only are economies of scale

holding

unavailable

as a result, the safeguard resources which can be devoted to such
inventories are also severely restricted, both by the
under INFCIRC 153 on allowable inspection effort for
(which has been interpreted

limitations
reactors

as applicable to their spent

fuel

inventories as well) and by limitations on the Agency's manpower
and financial

resources.

Two basic approaches are available to establish the integrity of
spent fuel item accounting data, and have been applied since an
early stage of international
are:

safeguards implementation.

These

(1) nondestructive assay techniques to establish, at least

-1-

on a qualitative

basis, that the elements being counted are spent

fuel of the requisite characteristics;
surveillance

anc

'2; containment

to establisr. that no unautnorized

anc

removal, which

would oe an essential

step in any substitution or

scheme, has occurred.

While considerable effort

alteration
is underway to

develop techniques for the safeguarding of spent fuel in storage,
all potential

improvements fall into one cr a combination of

these categories.

While safeguarding of stored
differ

among different

spent fuel in principle does not

types of reactors anc their

fuel, im-

portant differences of decree are introduced when the reactor
involved
spent

is of the on-loac discharge type.

The high frequency of

fuel movements and the large number and relatively

size of individual

fuel elements involved

these reactors make both item accounting
surveillance much more difficult
reactors and their

small

in the operation of
and containment

and

than in the case of light water

fuel.

-2-

SCOPE OF ANALYSIS

Spent

fuel storage

interfaces both with reactor operation, or. the

one hand, anc with either
the otner.

Moreover,

reprocessing or permanent disposal

in fu^l cycles which

involve extended

age, one or more transfers of fuel, or changes
during the storage period, are highly

Initial

storage will

which the fuel
superceded

stor-

in storage mode

probable.

in all cases take place at the reactor

is discharged,

on

from

but this storage is likely to be

eventually by transport

to and storage at another

because of limitations on the availability of at-reactor

site

storage

space and, in many cases, by institutional, economic, or safety
and security considerations which militate against
reactoi

storage capacity.

increasing

As noted earlier, safeguarding

at-

problems

anc their solution will vary significantly depending on whether
the reactor
on-loaa

is of the intermittently

refueled type.

refueled

LWR type, or the

Special safeguards considerations are

also introduced during

transfer or transport of spent

fuel, which

will necessarily take place one or more times from the time of
reactor discharge until

final

irretrievable

disposal.

It is apparent from these facts that the full range of
involved

in the safeguarding of spent fuel

in storage

issues
and in

transfer or transport

incidental

to storage is a very broad one,

which would be beyond

the scope and resources of this study.

Accordingly, this analysis is confined

to safeguards issues as-

sociated with the wet storage of LWR fuel, either at-reactor
away-from reactor, excluding

transfer

or

and transport incidental

to

such storage, except to the extent that safeguards data derived
from transfers represent an integral part of the safeguarding
fuel in storage per se.

Also excluded

of

from this analysis is

consideration of the safeguards which might be required on spent
fuel after

its presumably permanent disposal, inasmuch as the

nature and characteristics of such disposal are not yet determined.

-3-

i.C

The ability

to apply

distinguishing

SPENT FUEL SAFEGUARDS

iteir accounting

trie safeguard

those associated

ISSUES

is a fur.earner, tal

problems of spent

with reprocessing.

fuel

The principal

difference

storage
problem

froir
in

safeguarding

spent fuel, nowever , is ir. the area of

inventory

verification

-- assuring

is in fact

the same, unaltered
receipt

that what

spent

at the storage

The diversion of spent

is being counted

fuel assembly

that was counted

upon

facility.

fuel can, in principle, be

accomplished

by:

removal, without
removal, followed
.

replacement;
by replacement

with a dummy element; or

removal, followed by alteration to extract a portion of
the contained material, and return of the altered assembly.

The first of these diversion scenarios, while clearly
easily

the most

accomplished, would be readily detectable by complete

accounting.

Thus, such accounting,

if undertaken with

frequency

to ensure timely detection,

safeguard

technique

manner.

item

sufficient

should provide an effective

to detect diversion

accomplished

in this

While

item accounting of large inventories of LWR SDent
h
fuel assemblies is not a trivial operation, ana can be made more

difficult
crease

by measures currently

being

taken or planned

to in-

the density of spent fuel storage, it remains a feasible

and generally acceptable

safeguard

technique.

item accounting could be substantially
tually negated,
adopted.

The efficacy of

reduced, and perhaps

if storage densification

through disassembly

Thus, the safeguards implications of such

which would

also considerably complicate measures

the integrity of item accounting, should be carefully

-4-

were

schemes,

for

before any steps are taken to put item into effect.

vir-

assuring
considered

The latter
employed

two diversion

scenarios would

if a serious effort

the feasibility

out, it is clear

selves call
diverting

All
fuel

to avoid detection

national

detection

against

even

sophistication

of unauthorized

be ruled
moderately
them-

on the part of the

scenarios begin with the removal
Thus, detection

or unexplained

spent

and potentially powerful

spent fuel

storage,

fuel

tool

for

through

and substitution

Additional

have not occurred

through nondestructive examination of a spent

assembly

to ascertain whether

it is in fact spent

it can be identified

liberately added

istics that would
niques designed

through

ascan be

fuel and not a

intrinsic or de-

it has quantifiable physical

indicate

of

fuel

indicators as the same assembly received

storage site; and whether

spent

surveillance

the safeguarding

obtained

dummy; whether

of

removals provides a

and has been so employed.

surance that diversion

at the

character-

that no alteration has occurred.

development.

An important aspect of effective
While spent fuel

spent fuel safeguarding

is generally

regarded

as

is time-

substantially

in time from the point at which a weapons potential

achieved,

the time elapsed

reprocessing
separated

facility until

form

be expected

Tech-

to accomplish these objectives are in use, and

others are under

removed

when

nation.

from its storage basin.

liness.

While

techniques, both approaches would

for considerable

type

was made.

adversary, cannot

that, to be successful

realistic diversion

logical

be the

of either of these diversion approaches,

undertaker, by a determined

sophisticated

presumably

after

spent

fuel

is introduced

its plutonium content

is

into a

is available

is in fact very short, a matter of days.

It can

that spent fuel would not ordinarily be diverted

until a facility was available for
timeliness requirements
are, or should

be, tight

its reprocessing.

for detection of spent fuel
ones.

-5-

Thus,

the

diversion

in

According

to published

IAEA information,-the Agency has normally

been carrying out in the range of 4 to 8 inspections per year at
LWRs, with an average of 6 per facility.

The Agency effort at

LWRs is generally on the order of 10-15 man-davs per year.
effort, however, includes all safeguard
not just storage.

activities for an LWR,

The maximum permitted

fort is one-sixth man-year per reactor.

This

routine inspection efActual practice, as

noted, falls considerably short of this. The Agency's detection
target for LWRs is the detection of diversion of one or more
spent fuel assemblies within two or three months of their

actual

removal.

Current IAEA inspection practices at LWRs emphasize item accountability

for the fuel assemblies achieved

through piece coun-

ting, at least during shutdown periods for refueling, and the use
of optical surveillance equipment, either photographic or video,
to show that no assemblies had been removed without
zation.

authori-

In the event of camera failure or late installation of

cameras, item counting

and non-destructive assay of a random

sample of the spent fuel are used as a means to re-establish or
establish

the inventory.

In the following sections, materials accountability and containment and surveillance approaches to the safeguarding of spent
fuel in storage are discussed

and assessed

in a manner

analogous

to the treatment of these approaches in the companion volume on
the safeguarding of reprocessing

plants.*

^International Safeguards for Reprocessing Plants, IEAL 180.
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4.0
4.1

SYSTEMS-LEVEL APPROACHES

MATERIALS ACCOUNTABILITY

In addition to item accounting, materials accountability,
applied

to safeguarding

as

spent fuel, involves the concepts of:

.

spent fuel assembly identification as a means to establish that the assembly being counted is the same as that
previously counted or received (ideally, identification
techniques would allow establishing identity from the
point of fuel assembly manufacture onward).

«

use of either inherent, unique, and irreproducible features of a fuel assembly, such as welding irregularities,
or specially incorporated features, such as ultrasonically
identifiable "fingerprints", to facilitate identification.
Fuel element identification numbers normally applied at
the time of manufacture do not posess high credibility as
a means of identification for safeguards purposes; and

.

non-destructive assay techniques which establish, at a
minimum, that the assembly being examined possesses radioactivity characteristic of a spent fuel assembly, and,
ideally, provide a quantitative measurement of one or
more of the assembly's active constituents.
Such assay,
however, would be primarily employed not to establish a
quantitative measure of fissionable material content, but
to provide assurance that the assembly has not been altered
following its receipt at the storage facility.

These materials accountability-related
ducted

operations would be con-

by the inspector during the course of a routine

and certainly during an ad hoc or special inspection.

inspection,
Since only

part of the inspector's time at a reactor could be devoted

to

spent fuel, and since he may confront a very large volume of
spent fuel at an AFR, an important issue with regard to the above
materials accountability measures is the trade-offs to be made in
devoting limited resources to taking such measures, in relation
to other necessary safeguard
inspector's

activities which would require the

time.

-7-

4. 2

CONTAINMENT AND SURVEILLANCE

Containment and surveillance measures applied
storage facility

to a spent fuel

involve the concepts of:

•

establishment of a physical barrier around the storage
facility for the purpose of isolating the stored material
from the surrounding environment;

.*

the detection of movement of assemblies through the containment and also within the facility through the use of
sensors, monitors, and cameras;

.

indication of attempted tampering with individual assemblies through the use of seals on the assemblies; and

•

assessment of alarms triggered by other C/S devices
through camera or video means of directly observing movements or manipulation of the fuel.

Containment

and surveillance could provide assurance that legiti-

mate penetrations are verified

and unauthorized ones detected.

In addition, C/S- can help maintain the integrity of material
accounting data by ensuring that spent fuel is located
designated

4.3

in its

and proper place, and that all movements are indicated.

SUPPLEMENTARY MEASURES

There are several«.other measures which, while not in themselves
constituting

separate system-level approaches, can supplement

above measures, and provide a valuable increment of
protection.

•

These

the

safeguards

include:

design review to ensure that credible penetrations of
containment are few in number and subject to instrumented
surveillance, and that the storage facility does not
include, or that there is not, access without appropriate
surveillance to facilities, such as a hot cell, where an
assembly could be disassembled, with attendant changes in
the risk of diversion;

accurate inspector knowledge of scheduled operations to
facilitate inspection and verification of authorized
movements of spent fuel.
This would be especially important where fuel was to be removed from a facility for
shipment to another storage facility, a reprocessing
plant, or a geologic depository.
The effect of the more
frequent receipt and, possibly, discharge of fuel at an
AFR upon safeguards effectiveness is a potentially important issue; and
unannounced inspection, within the scale of activity
agreed to under the facility a ttachment, to further
strengthen safeguards by compl icating the plans of any
would-be diver tor. Given the limits on inspector activity in the case of spent fuel, the benefits of this arrang
ment would be marginal.

5.0

ASSESSMENT CRITERIA

As was the case in the analysis of reprocessing plant

safeguards,

each of the two principal approaches discussed here —

materials

accountability, and containment and surveillance —
in economic, political, and institutional
their effectiveness and acceptability.
ated criteria, are discussed

are assessed

terms according

These concepts, and

safeguards, and here are briefly reiterated

identified.

The reader is referred

5.1

associ-

in detail in the companion study of

reprocessing

fuller

to

and

to the other study for their

development.

EFFECTIVENESS
i'

Effectiveness
cessing

in detecting diversion, as defined

in the repro-

safeguards report, is a function of a number of factors,

including

the sensitivity of safeguards measures, the timeliness

of detection, the detection probability, and the false alarm
probability of the approach.
plant sensitivity

Whereas in regard to a reprocessing

is a function of the inherent accuracy of flow

and inventory measurements, the availability of item

accounting

for spent fuel means that sensitivity, at least for some diversion
scenarios, is extremely

high.

In addition to the above points., the ability of a safeguard
tem to deter diversion by creating a credible detection
is another important aspect of effectiveness.

sys-

capacity

In view of the

difficulty of any successful diversion scenario for spent

fuel,

as well as of spent fuel's unattractiveness for diversion, deterrence might be achieved with relatively modest expenditures of
additional

resources.

-10-

Finally, as is the case with reprocessing plant safeguards,
dependent Agency verification
consideration

is of fundamental

in-

importance.

lies at the center of the rationale

This

for the develop-

ment of nondestructive assay techniques for the purpose of determining

that an assembly is in fact an irradiated

and not a dummy or an altered

5.2

element.

ACCEPTABILITY

The acceptability of particular
in assessing
regarding

international

approaches is the other key factor

safeguards.

The same considerations

the acceptability of safeguards at a reprocessing

are applicable
are:

spent fuel assembly

in the case of safeguarding

the impact of safeguards on national

interference;

intrusiveness;

and cost.

plant

spent fuel.

These

sovereignty;

operational

These concerns may differ

in degree of seriousness from their counterparts in reprocessing
safeguards, but the acceptability of more extensive

safeguard

measures for spent fuel is still an important issue.

This is

especially true since there are serious reservations on the part
of many national authorities as to whether, and to what
more intensive safeguarding

of spent fuel is warranted

extent,
by the
<

level of proliferation

risk posed by spent
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fuel.

6.0

6.1

ATTRIBUTES AND ASSESSMENT OF TECHNICAL ALTERNATIVES

MATERIAL ACCOUNTING

The key attributes of material accounting can be described

as

follows:

>

piece counting of individual

.

non-destructive assay//to verify that assemblies possess
characteristics of spent fuel; and

.

6.1.1

identification of individual

assemblies;

assemblies.

Assessment

6.1.1.1

Effectiveness

The ability to establish an inventory at a spent fuel
facility through item accounting
distinguishing
processing.

is of fundamental

storage

importance in

safeguards for spent fuel from safeguards for re-

As a result, the diversion of one o r m o r e

spent fuel

assemblies, if no attempt is made to conceal their absence, is
readily detectable by complete item accounting alone.

The more

serious safeguard problems for spent fuel arise in regard

to

concealment attempts through substitution of a dummy assembly, or
the return of an altered assembly to its original location, and
to the general matter of

Item accounting
—

timeliness.

should satisfy the IAEA detection target for LWRs

detection of the absence of one or more assemblies within two

to three months.

Moreover, since two spent PWR assemblies or

five spent BWR assemblies contain one significant quantity of
plutonium

(8 kg Pu), detection of the absence of such a number of

assemblies would satisfy the principle that diversion of a significant quantity of material be detectable.
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Item accounting

alone, however, cannot necessarily satisfy

liness goals, especially

if, assuming

time-

the divertor has access to
! /

a reprocessing

plant, the necessary timeliness requirements are

tighter than those postulated

by the IAEA.

number of inspector visits to an LWR

Given the limited

(average of 6 per year), and

the limits on the maximum inspection effort, item accounting
the inspector does not offer a solution to this problem.

by

There

is, in the case of spent fuel safeguards, no analogue to the
near-real

time accounting proposed

for reprocessing

The issue of timeliness in relation
serves some consideration.
determining

plants.

to spent fuel diversion de-

It is apparent that the key factor in

the conversion time for spent fuel is the

of a reprocessing

capability.

availability

In this regard, several

different

v

situations can be postulated:

h

.

the diverting nation in fact has no reprocessing
bility?

•

there is no known reprocessing
destine capability exists;

•

a known but unsafeguarded capability exists; or

•

only a known and safeguarded
exists.

In any of the latter

capa-

capability, but a clan-

reprocessing

capability

three situations, the conversion

time for

fuel which has been adequately cooled is not a matter of months,
as assumed

in IAEA studies, but closer

dence time of material
order of magnitude.

introduced

to days, since the resi-

into reprocessing

This conclusion

is of this

is particularly

applicable

where, as would normally be so in the latter two case
above, the reprocessing
ble.

postulated

facility has been activated and is opera-

In this regard,- the case of a country where spent fuel is

safeguarded, but a known reprocessing
not safeguarded

facility exists which is

is not hypothetical or improbable.

This

situ-

ation can and does exist in countries which are not subject
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to

full-scope safeguards.

In this case, if unsafeguarded

reactors

are also present, the argument can be advanced that the diversion
of safeguarded

fuel would be improbable, and, if it should occur,

not necessarily of added proliferation

significance.

In cases where only known and safeguarded

reprocessing

facilities

exist, undetected diversion of spent fuel could lead to proliferation only if this unsafeguarded material were

introduced

into, and its products removed from, the safeguarded
without detection.

facility

Thus, timeliness of detection could be a-

chieved by the safeguards applied to the only available
cessing

repro-

facilities.

In the case of a country which has only safeguarded
no known reprocessing
that a reprocessing

facilities, the argument can be advanced

facility, even if one exists, will not be

operable until after a start-up period involving
of spent fuel.

reactors, but

the

introduction

In this case, the conversion time of a few months

assumed by the IAEA appears to be realistic.

It is also of in-

terest to note that, in this circumstance, the diversion of spent
fuel could be an indication of the existence of an undeclared
reprocessing

facility, perhaps only a very small one, and

should

be so interpreted, since the diversion of spent fuel in the absence of such a capability would be illogical.

On the basis of the above, it can be concluded

that the situation

of greatest proliferation risk associated with diversion of safeguarded

spent fuel is that of a country which possesses no unsafe-

guarded

reactors and no known reprocessing capability.

risk, of course, arises only when a clandestine

This

reprocessing

capability exists, but this situation cannot be distinguished

by

any objective means available to the IAEA from a situation where
no such facility

exists.
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With regard to verification, a number of methods are under

de-

velopment to improve capability to determine the^-id^ntity of
individual assemblies and to establish that an ass^biyi possesses
the radiological characteristics of spent fuel, and "thus to
strengthen verification and item accountability.
are:

Among

various fuel assembly identification devices

these

(FAIDs); non-

destructive assay techniques for qualitative measurements of
spent fuel assemblies, such as measurement of gross

radiation

(both gamma and neutron), measurement of the axial activity profile of an assembly, spectral
and calorimetry;

identification of fission

products,

and quantitative techniques, such as gamma

spectrometry, to provide a measure of the assembly's

sensitive

material contents ss a means to ensure more precisely that it is
a spent fuel assembly.

These methods can offer a substantially higher level of verification than that achieved

through visual observation of the physical

appearance of an assembly.

An IAEA Advisory Group on the Non-

destructive Measurement of Spent Power Reactor Fuels has recommended

six levels of verification.

These are:

.

physical

characteristics;

.

physical integrity of fuel

.

indication of irradiation

•

presence of fission products or

.

relative concentrations of fission products or
and

•

determination of nuclear material

The specific level of verification

assemblies;
exposure;,
actinides;

content.

involves a trade-off

the available inspection resources and the desired
surance.

between

level of as-

(D. Cobb and J. Phillips, "Non-Destructive

on Spent Fuel for the Nuclear Fuel Cycle,"

actinides;

Measurements

LA-DR-80 T 1789.)

Cerenkov

glow monitoring

m e a n s of

rapidly

in an a s s e m b l y .
need

for

some

b a s i s , can
theless,
tative

verifying
Gross

fjei

verify

that

titative

neutron

and

reduce

size ot

fuel

reduce

handling
the

of

significantly

reduce

inspector

ever

(see following

it is not evident

would

the

to trie q u a l i -

techniques.
but

their

be a p p l i e d ,

resources, might

inspection.

Quan-

substantially

they would

if r e l a t i v e l y

Never-

The

not

combination

simple o n e s ,

might

deception.

section on containment
that cerenkov

fuel

and

as a

and gross neutron

tech-

The

through quantitative

higher

measures

be desirable more in the case of reverification

ventory where containment/surveillance

a

surveil-

level of verification.

achievable

and

be

and the difficulty of concealing

niques provide an insufficient
level of verification

remain due

unattractiveness of spent

source of fissile material,
diversion

irradiated.

these

to w b i c n

rr.aterial

or. a randorr. sample

tr.is u n c e r t a i n t y ,

the c h a n c e of

In light of the relative

lance),

from

easy

whicr. because of

r e q u i r e m e n t s woulc

sample

techniques,

radioactive

h a s been

in tne c o n t e x t of routine

two or m o r e

a relatively

be employed

u n c e r t a i n t y would

thus, given c o n s t r a i n t s on
feasible

must

ar. assembly

t e c h n i q u e s would

the

techniques,

the data derived

complexity

pronise

the p r e s e n c e of

nandlinc

an e l e m e n t of

nature cf

techniques

of an

in-

measures had sounded

an

alarm.

A major

limitation of the gross gamma and neutron techniques

discussed
individual

is that they do not indicate a unique signature

just

for

assemblies, and thus do not address the problem of

verifying

that the assemblies counted

accounted

for on receipt.

tion Devices

are the specific

The use of Fuel Assembly

(FAIDs), involving eddy current

thimble tube welds

(PWR assembly) or upper

assemblies

Identifica-

interrogation

tie-plate welds

of
(BWR

assemblies), can provide such knowledge, which would be highly
useful

in assuring

the validity of inventory data.
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Such FAIDs

would provide a hich degree of assurance
rods nac not teen removed

tnat individual

from an assembly, since

plied to the most credible pathway

for

However, their

be supplemented

use should probably

random verification
violated

that

by some other

individual

fuel

they a: e aproc

removal.

by at

least

the integrity of assemblies has not been

means.

Experiments conducted with these techniques indicate that the
practicality of interrogating

the FAIDs is not a major probleir..

Approximately one to two minutes would be required
interrogation.

FAIDs do not, however, directly

blem of timeliness,

address the pro-

since the acquisition of data

remains tied to the frequency of inspection.
ness in the use of FAIDs would be achieved
to assemblies at the fabrication

to complete an

from FAIDs

Maximum

effective-

if they were affixed

stage, although the

practicality

of this remains questionable.

6.1.1.2.

Acceptabi1ity

Unlike the application of safeguards to the reprocessing
where the protection of proprietary

plant,

information may be a poten-

tially significant constraint, commercial sensitivities will
likely not be a major
are involved.

factor where spent fuel storage

facilities

Much more pertinent considerations will be the

compatibility of proposed

techniques with what the Agency can

reasonably hope to accomplish at a storage facility, the cost of
the techniques, and their impact on operating

In view of the limits on inspector
of allocating

practices.

resources, and the desirability

those resources to maximize safeguards

at places where sensitive material

is more readily available

in the form of spent fuel, there will be a premium on
which can be quickly and simply utilized.
satisfy this requirement,
are cheap,

effectiveness
than

techniques

Cerenkov glow

techniques

in that they do not involve fuel handling,

(a hand-held detector

system may cost $10,000), and
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permit rapid measurements.
operations,

They do involve some restriction on

in that the ambient light level must be reduced and

the assemblies cannot be stored

in canisters.

The other

techniques under

study entail more complex operations,

requiring

the lowering of probes in the water

gamma spectrometry) or extensive fuel handling

(high resolution
(active neutron).

Resource constraints on the inspectorate, and operator

require additional operations on his

to techniques which would
part, would appear

resistance

to limit the extent of the application of

these techniques, and would appear to require application at best
on a very small sample basis, and more likely only during a
special

inspection triggered by an alarm sounded by a surveillance

device.
minor

Passive neutron techniques, while still involving

fuel handling due to the need to reduce cross-talk

some

among

assemblies, would place less burden on inspector resources and
operating

practices.

In general, the most significant

constraints

on the acceptability of nondestructive assay techniques for verification of spent fuel assemblies are likely to be time and manpower concerns rather than the equipment cost.

The cost of FAIDs would not be a major factor in their
bility.

accepta-

The eddy current readers themselves may cost in the

range of a few thousand dollars, while the technique would

inter-

rogate welds which would already be present on PWR assemblies.
It might cost $20-30 to affix a FAID to a BWR assembly.

The

major consideration regarding FAIDs would be time and manpower
requirements for this interrogation.

Interrogation of the FAIDs

on a sample of 10% of the assemblies might be sufficient to provide statistically

significant

information.

At a minimum, the inspector would have to read the FAID upon
discharge of the assembly, in order to program the IAEA computer
containing

the FAID signatures.

This would probably add

minutes to the time the inspector would spend
assembly serial number.

A small

as a result, be introduced

several

if he recorded

each

increment of complexity would,

to inspector
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activities.

If attached at the fabrication plant, the use of FAIDs would
preclude subsequent removal of defective fuel rods,
Westingbouse and Exxon estimate

although

the probability of this being

necessary to be 1 in 800, based upon experience.

Also, disas-

sembly of assemblies for the purpose of expanding

storage capac-

ity would be ruled out unless a new FAID could be attached
storage basket.

The use of FAIDs does, then, impose some con-

straints upon operators, although relatively minor

The following

general conclusions would appear

effectiveness

and acceptability of improved

and verification.

to the

ones.

to reflect

item

the

accountability

From the point of view of effectiveness,

development of relatively simple and rapidly useable

the

nondestruc-

tive assay techniques making use of gross neutron and gross gamma
measurements can provide a substantial

increase in the level of

verification. These possess the additional advantage, certainly
in the case of Cerenkov glow monitors, of being potentially
in the context of routine

inspection.

The use of FAIDs,

usable

similarly,

could provide a relatively

simple and low cost method of verifying

the identity of individual

assemblies.

These techniques would

not, however, address problems of timeliness, in that the acquisition of data from these techniques would remain tied to the
frequency of

inspection.

With some minor exceptions, these techniques would not

involve

added intrusion upon operation of the storage facility, as would
be the case where quantitative NDA techniques were used.
costs of the necessary equipment, and the burden on
time, are sufficiently lo^ so as not to impede their
even as part of routine

inspection.
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The

inspector
adoption,

6.2

CONTAINMENT AND SURVEILLANCE

The key attributes of containment and surveillance at a spent
fuel storage facility

are:

•

establishment of containment, and identification and
monitoring of penetration points;

•

monitoring of all movements of fuel assemblies;

.

detection of anomalies, such as motion or radiation,
which could indicate unauthorized fuel movement

•

affixing of seals to assemblies to indicate tampering
with the assemblies; and

.

checking of seals and film records by inspector during
routine inspection.

6.2.1

Assessment

6.2.1.1

Effectiveness

Containment and surveillance for spent fuel storage can be used
in two ways:

to help substantiate the integrity of inventory

data? and to serve as a primary indicator of possible diversion
by detecting unauthorized movements of nuclear material.

In the

latter instance the C/S objective is to ensure that all spent
fuel moves in and out of a defined containment only by recognized
and proper channels.

As in the case of reprocessing, these ob-

jectives appear to converge and to involve the same measures.

It

is only by acquiring evidence that there has been no unauthorized
movement that the integrity of materials accounting data is
assured.
In light of the relative bulk of spent fuel assemblies and the
need to move them inside a cask, the potential ability of C/S to
detect unauthorized movement is high.

In addition to increasing

detection probability, C/S should increase the divertor's perception that a diversion along a given pathway will be subject to
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a significant risk of detection.
viewing

of film data presently

spection, however.

The monitoring of seals and

are tied to the frequency of in-

Thus, detection of unauthorized movement and

breach of containment suffers from timeliness

problems.

A number of improved C/S measures are under development,

in-

cluding

remotely

in situ passive and active fiber optic seals and

verifiable seals

(ultrasonic seals), and the use of more exten-

sive monitor systems

(radiation, crane, electric motor, and ul- •

trasonic monitors, and closed circuit TV cameras).
ures could

These meas-

afford significant gains in C/S effectiveness,

terms of both system redundancy and providing
record of all assembly movements or

in

a more complete

anomolies.

The development of a remote monitoring capability would

allow

major gains in timeliness, in that detection would no longer be
tied to routine inspector visits.

Receipt of a signal that con-

tainment had been breached would permit the timely dispatching
an inspector

to conduct a special

permit remote monitoring
mental basis,

inpsection.

The equipment

of

to

has been demonstrated only on an experi-

however.
\

Some means to distinguish between authorized
movement, and also non-fuel movement
handling

unauthorized

activities involving

equipment, would be necessary.

ESARDA Working Group on Containment

and

fuel

In this light, the

and Surveillance has stated

that it does not consider the scanning of assemblies by cameras
to be adequate as "the" solution to C/S problems, and recommends
that work proceed with FAID-type seals, including

ultrasonic

ones, in order to satisfy the criterion of tamper resistance in
the assembly seals.
to assuring

Nevertheless, surveillance remains

there has been no other

assembly.

-21-

important

form of tampering with an

Containment and surveillance would have a potential

for false

alarms to the extent that spent fuel might be legitimately discharged from the storage facility

(e.g., to another storage fa-

cility, a reprocessing plant, or a geologic depository), since
then C/S would be monitoring both authorized and
movements.

unauthorized

C/S also lacks completeness in the sense of some

residual uncertainty whether all possible diversion paths had
been identified, although the relative simplicity of spent fuel
storage facilities, whether AR or AFR, coupled with the large
bulk of the material make this much less of a problem for spent
fuel safeguards than for reprocessing plant

safeguards.

In the event of C/S system failure, there would be no way to
replicate the events that transpired during downtime.

System

redundancy is especially important in this regard, as is the
ability to reestablish the inventory on an independently
fied, high assurance

veri-

basis.

Unlike C/S at a reprocessing plant, C/S at a spent fuel storage
facility could provide an indication of how much material had
been removed, in that removal of an assembly from the pond could
be recorded on film or videotape and by the stress monitor on the
crane.

At a minimum, C/S could provide a signal indicating

that

reinventorying was necessary.

6.2.1.2

Acceptability

In general, concern over divulging proprietary knowledge would
not be a particularly important factor in the acceptability of
containment and surveillance for a spent fuel storage

facility.

The cost of equipment, especially for video surveillance and for
any remote monitoring

link, would be a more potent concern.

The

importance of equipment costs for C/S stands in contrast to lesser importance of equipment cost for the acceptability of new
verification measures.

The dominant cost factor is likely to be

for remote monitoring, but the availability of this is important
to the timeliness of detection.
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In summary, while C/S is not a substitute for materials

accoun-

tancy, it can provide an effective means to detect removal of an
assembly f rom the facility.

A redundant system, by

substantially

complicating any diversion scheme, can increase the deterrent
potential of safeguards.

Without remote monitoring,

clear how C/S, or safeguards in general, can meet

it is not

timeliness

requirements where the divertor has access to a reprocessing
facility.

In general, given the bulkiness of spent fuel as-

semblies and the difficulty of moving them, the potential for an
effective C/S system is far greater

than in the case of repro-

cessing .

The acceptability of C/S is constrained
equipment and reporting links.

largely by the cost of

As in the case of C/S measures

for reprocessing, C/S costs at a spent fuel storage
likely will fall upon the IAEA.

facility

The measures adopted would be

purely for safeguard purposes and would not be relevant to normal
plant operations.

As a result, the Agency would have to install,

maintain, operate, and pay for the equipment.

No offsetting

savings in inspector time would be achieved, since the

inspector,

in most cases, would still have to check the equipment and conduct necessary operations, such as interrogate seals, and so
forth.
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7.0

INTEGRATED ASSESSMENT OF SAFEGUARD SYSTEMS

A central element in the effectiveness and acceptability of different approaches to safeguarding

spent fuel is the relative

contribution of these approaches to the strengthening of safeguards.

An analysis of several general considerations

regarding

the purposes of safeguards, and of problems generic to materials
accountancy and containment and surveillance can be found in
Chapters 4 and 5 of the report on safeguarding

reprocessing

plants.

The major focus of this chapter, which is analogous to Chapter 6
of the other report*, is on the achievability of the purposes of
safeguards, and the problems encountered
safeguarding

spent fuel.

in the two approaches to

However, to set the context for this

analysis, the main points of the introductory remarks of Chapter
6 of the reprocessing

7.1

safeguards report are repeated

here.

SAFEGUARD OBJECTIVES

To be effective, safeguards must satisfy a number of requirements.
First, safeguards should be capable of detecting diversion of
nuclear materials, and of verifying compliance with
ation obligations.

nonprolifer-

In this regard, the ability of safeguards to

satisfy quantitative detection and timeliness goals and standards
is of central

importance.

Second, safeguards must hold out to a potential diverter a reasonably high probability of detection along any diversion
that can be identified.

pathway

The divertor's perception of the risk of

detection is central to the deterrent effect of safeguards, and
to the system's ability to force the divertor to seek a means of
acquiring nuclear materials other than diversion from a safeguarded
facility.

In view of the greater effort required in diverting

spent fuel, deterrence might not require the same level of detection
probability as would detection of diversion.

international

Safegurads for Reprocessing Plants, IEAL 180.
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Third, a safeguards system must be seen as credible by the international community, which must rely upon its assurances that
diversion has not taken place.

The striking of a reasonable

balance between objectives and capabilities is of
importance to maintaining

fundamental

this credibility.

Basic variables in determining how and to what extent

safeguards

achieve these three objectives are the nature of the material,
and the facilities at which this material might be located.
stated earlier

As

in this report, the achievability of item account-

ability for spent fuel distinguishes safeguarding
safeguarding a reprocessing plant.
for spent fuel are less demanding

spent fuel from

Moreover, the detection goals
than for separated

plutonium.

Thus, for spent fuel, not only may the probability of detection
be higher, but the quantitative goals

(detection of one assembly

within two months of diversion) should be realizable.

7.2

PROBLEMS IN SAFEGUARDING SPENT FUEL

Despite the achievability of item accountability, verification
safeguarding

spent fuel —

ensuring

that the item being

in

counted

is in fact a spent fuel assembly, and the same one as counted
before —

remains a problem.

that item accounting

Although it is reasonable to believe

alone, if practiced rigorously and on a

timely basis, can detect the "simple" diversion of one spent fuel
assembly, detection becomes much more difficult if a dummy assembly
were substituted for the diverted one, or if a diverted

assembly

were subsequently returned after a portion of its contents had
been removed.

Moreover, detection of the unauthorized removal of an assembly
must occur on a '^mely basis.
the timeliness

The IAEA detection goal, in which

..^'ndard is two months, may not be

where the divertor f

sufficient

as would in all likelihood be the case, had
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access to a reprocessing plant.

In such a case, the time within

which separated plutonium could be available might be significantly
less than two months.

Thus, although spent fuel may pose less

difficult problems for the three safeguards functions just discussed, the problems which do exist are sufficiently serious, and
have encouraged

increased development work on means to overcome

them.

In a sense, L-he safeguards for spent fuel can be viewed as a significant and potentially
reprocessing

facilities.

sensitive means for detecting

When viewed in this way, it is apparent

that considerable effort is justified
spent

7.3

undeclared

in the safeguarding of

fuel.

PROSPECTIVE SAFEGUARD

IMPROVEMENTS

The characteristics and strengths and weaknesses of safeguard
approaches, particularly materials accountancy and
and surveillance, were discussed earlier

containment

in this report.

The

existence of constraints on the maximum inspection activity for
an LWR and its spent fuel, and the even lower level of

inspection

activity in actual practice, were seen as placing a premium upon
rapidly

and easily useable instruments for verification and more

comprehensive and redundant measures for containment and surveillance.

The analysis of the attributes, effectiveness, and

acceptability of both material accountancy and containment and
surveillance leads to the conclusion that neither is sufficient '
in itself, and that both are necessary for safeguards to be
effective in fulfilling
this

the purposes discussed

at the start of

section.

The prospects for significant improvements in verification capability are encouraging, insofar as qualitative measurements of
the radiological characteristics of spent fuel assemblies are
concerned.

Similarly, i^n situ verifiable fuel assembly

fication devices would permit the identification of
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identi-

individual

assemblies.

These improvements in verification have the advantage

of placing only minor additional demands upon the

inspector's

time, while minimizing

operations.

interference with facility

Although some uncertainty with respect to verification

would

remain, a combination of qualitative measures and FAIDs would
result in important reductions in the level of

uncertainty.

This is not to say that quantitative techniques for

determining

the fissile content of assemblies, and thus establishing

more

precisely that an item is in fact spent fuel, would not make a
valuable contribution to verification.
however, of how the rather limited

It does raise the question,

safeguard

resources for spent

fuel should be allocated, given the fuel handling
to use quantitative techniques.

Qualitative

and time

techniques and FAIDs

would significantly improve detection capability, and
the deterrent effect of safeguards.
much more assurance beyond

required

certainly

It is not clear, though, how

that achieved

through these measures

is necessary, especially where the item being safeguarded

is in a

form which severely complicates diversion, as is the case with
spent fuel.

Given the bulkiness of spent fuel assemblies, and the need for
heavy shielding

to remove assemblies from the storage

facility,

the prospects are especially good that substantial gains in safeguards effectiveness can be made through improvements in containment and surveillance.

The possibility, however

unknown diversion pathway would always remain.

small, of some
Nevertheless,

can offer improvements in both timeliness and detection

C/S

capability.

The redundancy of the system is particularly important to reducing
the residual level of uncertainty associated with C/S.

The continued presence of some level of uncertainty

in the assur-

ances provided respectively by material accountancy

and

contain-

ment and surveillance leads to the conclusion that both must
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continue to be applied to spent fuel, and that both are essential
complements to each other.

As was pointed out in regard to their

application at reprocessing plants, their relationship is reciprocal —

while materials accountancy tends to ensure that no

undetected pathway has been opened, C/S tends to assure that all
movements are through proper and recognized

7.4

channels.

INTEGRATED SAFEGUARD APPROACHES

Even though it is apparent that both materials accountancy

and

containment and surveillance are essential to the effective

safe-

guarding of stored spent fuel, major issues remain; that is, the
appropriate mix of strategies;
integrated

into a system.

and how the strategies can be

In addressing

parameters that were identified

these issues, three

in Chapter

6 of the companion

report on reprocessing plants safeguards are considered
These are:

independent Agency verification; cost; and

external to the safeguards

here.
constraints

themselves.

Agency verification of information and data supplied by the inspected party is just as central to safeguarding
is to safeguarding

a reprocessing plant.

spent fuel as it

The verification

for spent fuel safeguards is seen in this report as having
parts:

verifying

problem
two

that the item being counted is in fact a spent

fuel assembly; and verifying

the identity of the assembly.

siderable effort has gone into providing

Con-

the Agency with the

means to carry out both kinds of verification. Nevertheless, an
element of uncertainty would remain in verification if qualitative measures of the radiological characteristics of an assembly
were adopted, although the seriousness of this might be mitigated
by the difficulty of a successful substitution

scheme.

Containment and surveillance can play a particularly
role in independent Agency verification.

important

Agency observation of

instruments and application of tamper-proof seals could make an
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greater effect on acceptability.

The estimated cost of a second-

generation C/S system to be installed at the Morris,
storage facility
cameras)
tion.

(including

Illinois

radiation and crane monitors and

is $50,000 for hardware and another

$50,000 for

film

installa-

This system lacks remote monitoring via closed-circuit

television, which could

increase costs several times over.

There

are, nevertheless, considerable prospects for an increase in
safeguards effectiveness through a more comprehensive C/S system,
especially

in relation to improving the deterrence function of

safeguards.

The development of safeguard
by constraints external

systems for spent fuel is also affected

to safeguards.

Chapter 6 of the report

on reprocessing plant safeguards pointed out that INFCIRC/153
been interpreted by some to separate mater ial's" accounting
materials control.
reader

has

and

The analysis in that report, and to which the

is referred for a fuller development of the issue,

suggests

that such a separation was not intended, and that both approaches
to safeguards were contemplated by

INCIRC/153.

Indeed, in the case of spent fuel, C/S has a particularly

im-

• portant role to play in assuring the integrity of inventory data
and in detecting diversion.
to materials accountancy
misleading

Viewing C/S as essentially

in safeguarding

subordinate

spent fuel would be both

in relation to the safeguards task for spent fuel and

an inaccurate

interpretation of the intent of existing

safeguard systems.

Agency

Materials accountancy and C/S perform dif-

ferent functions, among which a hierarchy cannot be established.

'/'. 3

RESEARCH AND DEVELOPMENT

So far the analysis has dealt with some limitations and opportunities with respect to spent fuel safeguards.

A major

remaining

issue is what might be some priorities for research and development in this area.
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B

Although several problem areas remain in spent fuel safeguards,
their complexity and seriousness are considerably less than for
reprocessing.
among

It remains true that safeguarding

the more straightforward

safeguard

tasks.

spent fuel is
Nevertheless,

due to their respective deficiencies, material accountancy and
containment and surveillance cannot alone constitute
and sufficient safeguard systems.

effective

Even an integrated system will

retain some residual uncertainty, although it is clear that such
an integrated system is needed for safeguarding spent fuel.

A number of priorities suggest themselves.

First, the possible

trade-offs of system components within the context of
Agency verification must be dealt with.
of finding
systems.

independent

This is not only a task

the appropriate mix, but one of assessing

alternative

Moreover, given the existence of constraints on Agency

resources for safeguarding spent fuel, consideration should be
given to the implications of relaxation of those constraints for
the design of alternative systems.

Augmenting the safeguard

resources available to the Agency would appear to be a prerequisite to any significant

improvement

in the safeguarding of the

back-end of the fuel cycle.

A second area for more research and development might be the
combination or integration of the results obtained from materials
accountancy and containment and surveillance.

This is not simply

a question of: che mix of strategies, but one of reaching conclusions as to compliance with nonproliteration obligations where
information provided Ly two different system-level
must be interpreted

approaches

and combined.

How the assurances derived from materials accountancy and containment and surveillance can be combined or related
other

is crucial to overall confidence

in the system.

serious conceptual problems, since mathematically
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to each
This poses

it would

be

important contribution by assuring that the;.

been no un-

authorized movement of assemblies or tamperi.'.^ with them between
inspections.

Given the constraints on inspection resources, and

the low frequency of inspection

in actual practice, such

assurance

would be crucial to safeguards.
Despite the role and importance of instruments, especially
containment and surveillance, human inspection
important to safeguards.

in

remains vitally

The instruments for verification of the

inventory require an inspector to operate them.

An

inspector

would also be needed to check C/S instruments and interpret
data obtained

from C/S.

Thus, the methods for

strengthening

spent fuel safeguards which are under development
regarded as a substitute

for inspection.

the

should not be

In light of the possi-

bility that timeliness criteria may be tighter

than those postu-

lated by the Agency, more human inspection may be required, not
less.

Cost is likely to become one of the most important parameters
influencing

the development of safeguard strategies.

With

regard

to safeguarding spent fuel, the costs are likely to fall heavily
upon the Agency.

Since so-called

"safeguards engineering

and

design" of a spent fuel storage facility would be minimal, few of
the costs of safeguards could be allocated
of the costs incurred

in safeguarding

to the operator.

Most

such facilities would be in

the areas of equipment and inspector manpower.

It is not clear

that increased use of instrumentation would result in offsetting
manpower savings.

As a result, the Agency would likely have to

devote more resources to safeguarding

spent

fuel.

Although equipment costs might not be determining where verification measures are involved, equipment costs for C/S, especially
if a remote monitoring capability is established, could have a

meaningless to combine a continuous material accountancy

function

with a step C/S function, which results from the assumption

that

every C/S instrument has a threshold below which it will never
detect and above which it will always detect.

In the case of

spent fuel this threshold may be so low as to lack

significance.

Nevertheless, the ability of safeguards to achieve their
major objective -- providing

third

assurance to third parties that

diversion has not taken place —

will depend

upon the clarity of

the relationship of material accounting and C/S findings to each
other.

TECHNICAL APPROACHES TO

INTERNATIONAL

SAFEGUARDS FOR SPENT

This appendix describes

FUEL

technical approaches to

safeguards at spent fuel storage facilities.

international

These descriptions

form the technical basis for the analysis of the

effectiveness

and political and economic acceptability of the approaches.
substantial

technical

work by national

foundation already exists as the result of

laboratories and several DOE contractors.

results of these efforts provide the basis foe the
that

A

The

discussions

follow.

The technical descriptions presented

here evolved

from

with safeguards experts at the Department of Energy,
National Laboratories, Los Alamos Scientific
haven National Laboratory,

together with documents describing

tured to gather
standing
political

Laboratory,

These

BrookAgency,

interviews,

the activities of these

the data base for the descriptions of the

alternatives.

Sandia

the Arms Control and Disarmament

and the International Atomic Energy Agency.

constitute

interviews

agencies,

technical

The interviews and the document reviews were
infocmation on specific

struc-

topics important to under-

the nonproliferation effectiveness and economic
impact of the technical approaches.

Topics of

and
particular

interest for each approach were:

1.

description of the approach
cepts);

2.

state of development;

3.

implementation

4.

operating

(including operating

requirements; and

experience.

Al

con-

MATERIAL ACCOUNTING
Introduction

Spent reactor
material

fuel contains significant quantities of fissile

in the form of plutonium and uranium-235.

While con-

tainment and surveillance ensure that spent fuel is in its proper
location, and signal any attempt to move the material
authorized

to an un-

location, materials accounting measures are

primarily to:

(a) establish the inventory of fissile material

whose location is being fixed through containment and
lance measures;

intended

surveil-

(b) verify the continuity of knowledge of that

inventory from receipt to discharge from that
veillance area, thereby validating
tainment measures; and

containment/sur-

the performance of the con-

(c) estimate the loss of controlled

terial in the event of a signal

that containment

has been breached,

or in the event of failure of the containment/surveillance
Material accounting
In the reactor
sidered

ma-

for spent fuel is conceptually

measures.

simple.

itself, seals and monitors are generally con-

sufficient to safeguard

the time and effort required

the inventory, especially given

to remove the sealed reactor

and the fuel assemblies contained

It is conceivable

head

therein.

that some reactivity and power peaking

ments during operation could provide dynamic safeguards
ing information that might be of value.

measureaccount-

However, under the heavy

irradiation occurring during reactor operation, the fissile inventory

is constantly changing.

tainment/surveillance

Given the effectiveness of con-

for the reactor core itself, and the need

to avoid interference with operation, it is likely that material
accounting

for reactors will focus on discharged

number and item accounting

fuel. Serial

to keep track of the fuel assemblies

while in-core is probably the extent of the accounting
for that stage.
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required

The prinicpal

focus of material

the material located
from the pool.

accounting

at a reactor site is

in the spent fuel pool or on its way to or

Here, the number of fuel assemblies and

fissile content must be accounted
may easily be tracked by visual

for.

their

The number of assemblies

inspection and item counting.

This provides protection against simple removal of fuel as a
means of diversion.

Protecting

not as straightforward.

against substitution of fuel is

The material accounting problem in this

case is to track the fissile

inventory of the stored spent fuel

without relying on the external

appearance of the assembly

This is complicated by the fact that individual fuel

assemblies

may have had different initial enrichments and different
ation histories, and may have been out of the reactor,
for different periods of time. Thus, the inventory of
material may vary on an assembly-by-assembly basis.

itself.

irradi-

cooling,
fissile

Destructive

analysis of a statistically significant number of fuel assemblies
is not operationally or institutionally feasible.
nondestructive assay

Therefore,

(NDA) methods must be used to provide

necessary information on spent fuel fissile content and
qualitative measurements.

the

related

The balance of this section will dis-

cuss these methods.

NDA methods may, in general, measure any characteristic of the
fuel which is detectable without damage to the assembly and which
is directly or indirectly related to its fissile content.

In

practice, the majority of methods measure the neutron or gamma
radiation from the fuel.
indirect,

In some cases this measurement may be

in that the actual device may be detecting

of the radiation

the effect

(in the form of light, for instance),

than the radiation itself.

Alpha and beta radiation

rather

is not

measured by these NDA techniques, since the particles are largely
shielded by the fuel's cladding.

Infrared

radiation

is also of

little value, since storage of the fuel must be under water for
cooling purposes.

This shields the infrared

from detection.

Some techniques do examine the total heat produced by the fuel,
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which is a measure of its total activity, but most other

techniques

sense directly or indirectly the neutron or gamma radiation
the spent fuel rods.

from

-One way, then, of classifying most NDA

devices is according to whether they detect neutron or gamma
radiation.

Neutron detection methods may be further categorized according to
whether they are passive or active.

Passive devices detect the

radiation which emanates from the assembly

(due to spontaneous

fission, fission product decay, etc.), without further
tion of the assembly.
by irradiating

Active detectors

"interrogate" the sample

it with a neutron source.

then produces additional

irradia-

The induced

fission

neutrons.

Detector construction is an additional distinction between NDA
techniques.

Detectors convert the radiation signal into one,

generally electrical, which can be used more directly.

They

often rely on some material property which changes when impinged
upon by neutrons or photons from gamma rays.

An example is a

solid state detector which produces electrical current when exposed to gamma or neutron radiation.

Ion chambers serve the same

basic purpose, but do so by using the ionizing effect that such
radiation has on certain materials.

The Cerenkov glow

intensity

monitor, in fact, may be considered detection which uses a change
in pool water as the signal mechanism.
scent dosimetry

Similarly,

thermolumine-

(TLD) techniques utilize a radiation dose-related

change in a specific material.

Scintillators change

radiation

into flashes of light, which are then processed to produce an
electrical signal.

Perhaps the only really direct detector

is

that used for calorimetry, since it senses heat, not radiation.
Although the heat is due to nuclear reactions within the fuel, it
does not rely solely on the neutron and gamma radiations which
penetrate the fuel cladding.

How the signal is processed after detection is another major
parameter

that distinguishes NDA methods.
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Some of these processing

methods are fundamental

to the assay being conducted. For example,

certain gamma detection devices examine a spectrum of gamma energies,
which allows them to identify certain isotopic components of the
fuel.

Some devices merely count detector output impulses, while

others have timing circuitry
a particular way.

to count impulses that are spaced

in

Some of the methods require filtering, which

shields various frequencies of light, gamma radiation, etc. from
a detector.

Machines which scan the fuel rods exist, as do ones

which remain in a fixed position relative to rods that are then
moved.

Some devices actually combine two or more varieties of

NDA components.

Processing of the signals yielded by the detectors

varies from an inspector's reading of a single meter value to
complex computer analysis of various measurements.

In the more detailed discussion below, we will describe more
explicitly those detector signal processing

techniques that make

a particular NDA technique fundamentally distinct.
describe every possible combination and variation of
methods, but it should be noted

We will not
individual

that undoubtedly several methods

will be used conjointly to avoid those diversion
that exploit their individual weaknesses.

possibilities

In some cases, the

desired measurements require a variety of data from several

methods.

Finally, it will be noted that some NDA methods we describe

are

techniques which analyze individual fuel rods or assemblies in
isolation, requiring either shuffling in the spent fuel pool, or
measurement enroute to or from the pool.

Other techniques are

applicable to gross analysis of the total spent fuel pool

in-

ventory.

Spent Fuel NDA Techniques

a.

Gamma Measurement

Gamma activity measurements may be used to help estimate
Pu inventory.

fissile

They may also be used to estimate burnup and/or
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cooling time for use directly as a check that fuel assemblies are
the same ones checked at some previous time.

They are fairly

well-developed techniques, can be simple and accurate, and have
the potential to be implemented through the use of portable equipment.

The disadvantages of these techniques include the fact that exterior rods in the fuel assembly, and material within the rods
themselves, act as shields for the gamma radiation.

Thus, the

device tends to "see" only that portion of the fuel near
outer extremities

(relative to detector position).

These

the
tech-

niques are also affected by background gamma activity, and are
not very useful for estimates of U-235 content of the fuel.
Finally, they require fuel handling.

(1)

Gross Gamma Measurement
(a)

Description:

Using gas chamber detectors,

of the gross gamma activity
spectrum) are possible.

measurements

(over all bands in the

Their use has been

investigated

for profiles of gross gamma activity in the axial dimension
of the fuel
(b)

(along its length).

Performance Characteristics:

If the cooling time of

the fuel is known independently, then it appears possible
to estimate the burnup of the fuel

(a measure of its

irradiation history) with this method.

It is possible

to estimate fissile inventory from this estimate, the
original fuel enrichment, and the cooling time. This
technique may be simpler but somewhat less accurate
than gamma spectroscopy.
knowledge of cooling

time.
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It also requires

independent

(2)

Gamma Ray Spectroscopy Measurement

(a)

Description:

(High Resolution Gamma)

This technique measures and

distinguishes

gamma rays of specific energies across a spectrum.
Since each radioactive isotope has a unique

spectrum,

this technique can be used to judge the contributions
of various isotopes to the overall gamma activity, and
hence to estimate the isotopic composition of the fael.
In order to do this, a judicious choice must be made of
isotopes which allow the decomposition of their
to be distinguished

spectra

from the other contributors,

which have certain other desirable

and

characteristics.

Those characteristics include low migration within the
fuel

(to assure that the sample is representative of

the entire assembly), and a relatively long

half-life

(to assure adequate contributions over a period of time
to the gamma activity).

Isotopes meeting these criteria

do exist in spent fuel, and from them various
tions can be performed.
solid state

calcula-

The devices generally use

(germanium) detectors, and view only a

portion of the fuel at one time through a collimator
(calibrated window).
along its length
estimates.

The fuel can then be scanned

(axially) to produce the most

accurate

The technique is used to acquire both

absolute gamma activity measurements, and gamma activityratio measurements

(ratios formed between measurements

of gamma activity due to various isotopes, at various
energies).

(b)

Performance Characteristics:
has been demonstrated

The use of this

technique

to allow calculation of both

cooling time and burnup, since it can give
about the relative activities of specific
It is potentially an accurate method.
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information
isotopes.

With

knowledge

of cooling time and burnup, and assumptions regarding
the initial enrichment of the fuel, one can estimate
the fissile Pu inventory.

The activity ratio measure-

ments require less knowledge of detector

efficiency,

and are less sensitive to the geometry of the fuel and
detector during measurement.

This technique

requires

knowledge of the yields of certain isotopes, due to
fission activity and subsequent decay, and some of this
information

is not yet known.

The technique also re-

quires a cooling period to allow decay of short lived
isotopes which largely reflect recent reactor operating
history.

This may limit their usefulness at what may

be the most convenient time for carrying out such measurements, that is, right after unloading from the
reactor during refueling

b.

operations.

Neutron Measurement

Neutron measurements are performed in two modes —
passive —

to be discussed below.

active, and

Because neutrons have greater

penetrability of materials than gamma radiation, they provide
information about the entire fuel rod or assembly, including
interior, unlike the gamma NDA techniques.

the

Thus, they may be

less sensitive to certain substitution scenarios.

They are also

applicable to uncooled fuel, unlike the gamma techniques.

On the

other hand, they are sensitive to the presence of certain materials in the fuel

(neutron poisons, moderators, certain fuel

matrix substances), as well as to background neutron
These techniques also require fuel handling.

Other

radiation.
character-

istics, advantages, and disadvantages specific to active and
passive systems are noted below.

(1)

Passive Neutron Measurements;

In spent fuel,

spontaneous

fissioning of even isotopes of plutonium give rise to neutrons,
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as do certain other reactions.

Thus, detection of the

naturally appearing neutron radiation may ~illow estimates of
the presence of these Pu isotopes.
sources of neutron

Unfortunately,

the other

'-"ion, especially from curium

fission,

are predominant.

r, recent work at LASL demonstrates

that these measui .

can be corellated with burnup for

known cooling times.

Jhus, the fissile content can be es-

timated indirectly, or the identity of the fuel

established

through counting total neutrons emitted. Other work has been
performed on neutron coincidence counters, which count

neutrons

emitted coincidentally by the spontaneous fissions and by
the induced fissions in the fissile material

in the fuel.

These coincidence measurements may be less sensitive
other sources of neutrons

(such as room background, neutrons

arising as a result of the fuel's chemical
etc.) outside the even plutonium
count.

to

composition,

isotopes than the

totals

On the other hand, the greater number of neutrons in

the totals count yields better statistical data, and

the

circuitry required is simpler.

Unlike gamma spectroscopy, passive neutron measurements do
not allow cooling period estimation.
be known

(2)

Therefore, this must

independently.

Active Neutron Measurements:

In these methods, a neutron

source is used to induce fissions in the sample.
sulting neutrons are counted either by totals or

The

re-

coincidence

counting. The advantage of this technique is that it yields
direct evidence of the fissile content of the fuel.
includes both U-235

This

(which is not very amenable to direct

gamma or passive neutron assay) and plutonium

isotopes.

It

is therefore easy to analyze and interpret, and does not
require such supporting data as irradiation history and
cooling

time.

There are several such devices

in existence,

including the "CF-252 Shuffler", the Active Well
Counter

(AWCC), and the Random Driver

>
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(RD).

Coincidence

Current indications are that the major disadvantages of
active neutron NDA devices will be their size, cost, complexity, and the fact that they require their own radioactive source.

Therefore, LASL has concluded that they will

not be used as field inspection devices.

The devices may be

permanently installed at AFR or reprocessing sites if the
operators could use them to increase the efficiency of their
own operation

c.

(by helping control criticality, for example).

Cerenkov Measurements

When charged particles travel through a medium at a speed in
excess of some threshold

(which depends on the medium),

magnetic radiation is emitted.

electro-

Some of this radiation is in the

form of visible light, which, if the medium is transparent, will
pass through it with little attenuation.

This is the case,' for

example, with electrons emitted as a result of radiation from
spent fuel in a pool.
beta rays

Although alpha rays

(helium ions), and

(electrons) do not, in general,•pass through the spent

fuel cladding, high energy gamma and neutron radiation does.
Several reactions involving

this activity in the pool

release

electrons which then give rise to Cerenkov radiation. Although
the intensity of the visible portion of the radiation decreases
below levels visible with the naked eye after a fairly short
time, LASL studies indicate that various photographic and video
techniques will enhance the Cerenkov radiation.

These

include Polaroid film systems that could provide

information

immediately to the inspector.

techniques

Experiments have measured

aggregate

Cerenkov radiation for a number of fuel assemblies in the pool,
as well as the detailed radiation profiles of individual fuel
assemblies.

Other potential techniques include visual

scanning

of photo or video images, and computerized quantification of
light levels.
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LASL has demonstrated

the capability of various devices to en-

hance Cerenkov radiation to a usable level over a significant
range of burnups and cooling times.

They have also showed the

existence of a potentially useful relationship between these
measurements and fuel burnup, for various cooling

times.

The simplicity of the measurements and equipment required
major advantage for this system.

Perhaps its greatest

is a

advantage

is the absence of any need for fuel handling, thus minimizing
interference with the operator.
taminating

It also does not require con-

the equipment in the fuel pool, as do other

techniques,

since the transparency of the water in the pool allows excellent
transmission of the visible

radiation.

At this time, the greatest disadvantage is the preliminary
of knowledge regarding

state

the utility of this technique and its

accuracy.
d.

Other Methods

Additional work has been performed on NDA methods, or on monitoring methods with possible NDA applicability.
scintillator

Several, such as

and thermoluminescent dosimetry devices, are being

studied further by LASL, but are not yet well established, and
may have limited applicability
accounting

purposes.

niques, calorimetric

Other

to detailed assay for materials

techniques, such as reactivity

techniques, and alternative neutron

tech-

spectro-

scopy techniques have been identified, but do not appear to be
well developed at this time.

Most may not be practical to utilize,,

due to expected cost, complexity or excessive requirements for
i•

supporting

data.

It appears that a combination of the techniques described
will be the most likely technical means for achieving
materials accounting data for reactor spent fuel.

All

here

desired

In this way,

methods sensitive to a particular diversion scenario

(e.g., gamma

measurement) may provide verification of some data required as
input to another method
neutron techniques).

(e.g., cooling

time input to passive

Another possible combination could use a

slower and more complex, but more accurate measurement to calibrate a technique more suitable for large-scale use.

For example,

a detailed assay of individual assemblies taken during

refueling

might be validated with periodic Cerenkov measurements on the
entire contents of the spent fuel pool.

e.

Status

It is apparent that gamma and passive neutron techniques are the
most highly developed at this point.
for use is uncertain.

Whether they are all ready

Several different LASL documents provide

different pictures of their developmental status.
appears to be required
burnups and cooling

Work still

to develop data over a wider range of

times, and to make the instruments more port-

able.

Active neutron techniques are technically promising, but are at
an early stage of development.
pessimism regarding
although

Some developer comments

indicate

the feasibility of their use at reactor

sites,

it is felt that they may be usable at AFRs as permanent,

operator-owned

installations.

Cerenkov measurements are still of an experimental nature.

It

is not yet clear if they will have the resolution to be considered,

in a strict sense, a materials accounting

technique.

They are quite promising, though, on operation grounds, and are
tne subject of additional

research.

CONTAINMENT AND SURVEILLANCE
Containment and surveillance measures for LWR spent fuel storage
facilities fall into two categories:

seals; and monitors.

Seals are generally the most common and simplest devices,
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although

some more sophisticated

seals are now undergoing

tors are sensors that can take several

testing.

forms, and are designed

detect a deviation from a known set of procedures or
Optical devices, including

time lapsed

Monito

actions.

film systems and closed

circuit television, are one form of monitor, as are crane and
radiation monitors.

Seals
Seals are applied

to assure that access to a particular

contain-

ment is not possible without indication of the access, which may
or may not be authorized.

Seals are an important segment of the

current safeguards program for spent fuel storage faciltiies, and
they will continue to be as advanced seals become operational.

The integrity of the seals is crucial to their usefulness and
effectiveness for IAEA inspection efforts.
and counterfeit-resistant,

They must be tamper-

inaccessible without violation,

verifiable, long-lived, cost effective, and unobstructive

readily
to

emergency response efforts.

The seals commonly used by the IAEA are general purpose seals
that have been in use for several years.

They consist of multi-

strand, plastic-covered wires that are formed

into a loop so that

both ends can pass through holes in one half of a metal closure.
The wire ends are then twisted

in a knot to complete the loop,

and the other half of the closure is attached
way.

Inspection of the seals is visual —

in an

interlocking

the inspector

the seal to check its integrity and serial number.

examines

In the absence

of any evidence of tampering, the inspector cuts the wire, installs
a new seal, and sends the seal to IAEA Headquarters for verification.
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that
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ensures

fibers at
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end.

When the seal

is assembled and put in place in the field, it is

illuminated and photographed with a hand-held
instrument.

photomicrograpnic

The inspector checks the integrity by sampling

light transmitting

properties of a few fibers and checking

the
the

serial number of the seal, or, for greater assurance, by taking a
photomicrograph

and comparing

it with the original.

The sel f-tuoni tor ing seal provides continuous monitoring by displaying

a code known only to the IAEA.

The code, which

sequences

at time intervals from one to 32 hours, is displayed on the seal
and can be remotely monitored.

The seal is self-powered

for 6

months or 500 display changes and can be reused once by the operator because of a feature that automatically changes the code
sequence when the seal is opened, a feature which is meant to
facilitate access in a verifiable emergency situation. A second
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opening
start

terminates the sequence and only the inspector can re-

it.

The iAEA can reuse the device

procramnung

the seal for new

The self-monitorinc
device, which

indefinitely by re-

sequences.

seal loop is a fiber bundle.

The closure

is in the electronic monitor module, operates to

secure the fiber bundle.
loop-integrity

sensor;

responding containers;

The monitor has four components:

the random-display generator;

the tamper-

and the batteries.

optics,

together with an optical

The fiber

source and detector, provide the mechanism

for a continuity check to test for integrity by changing
sequence if the loop is violated.
the random display generator

the seal is secured

to change the coded sequence

Because the operator must record

before ana after

the opening, the inspector can

identify

opening will freeze the coce until reprogrammed
lowing

causes

unique

the seal display

specific time interval during which the seal was open.
display

the code

The first loss of optical

continuity sensed by the detector after
to that seal.

the

the
A second

by the IAEA.

The

is one of four single characters, which provide the folintegrity assurance

levels.

Number of Consecutive
Correct Reports

Probablitv of No
Violation"of Seal
.
.
.
.
.

3
4
5

Tamper resistance

is provided by a switch that cuts off current

from the batteries, thereby dropping

the programming

in the random display processor and precluding
the proper code

750
937
984
996
999

inforination

reinitiation of

sequence.

In practice, the random display generators would be programmed
and started at IAEA Headquarters.

A15

Inspectors would attach

them

to the fiber optic seals at the facility and record the location
of seals and the reading of the display.
ly record the code at specified

Operators would

routine-

times, and inspectors would check

the integrity and reading of the seals during each visit.

Alter-

natively, the seals could be monitored remotely by transmitting
the code electronically to any desired

location.

Ultrasonic devices that function like seals have been under development.

In this approach, the "seal" is identified by its

unique ultrasonic characteristics, which are sensed by signals
from an ultrasonic scanner.

Integrity is guaranteed by auto-

matically and permanently disabling the device when it is removed
from the "sealed" item.
the Ispra Laboratories

The device has been under development by
(Euratom) since 1970.

The applicability of the ultrasonic seal to spent fuel assemblies
has been given the greatest prominance.
seal lies in its remote verification.

The advantage of this
This concept is being

developed under the Fuel Assembly Identification Device
program.

Other concepts such as the self-checking

seal are also being considered

(FAID)

fiber optics

for spent fuel, but, for the short

term at least, the considerable research and development program
in support of the ultrasonic seal has made it the primary FAID
device.
Several technically different scan approaches are available.
Each, however, requires an ultrasonic seal attached to the fuel
assembly, an in-place FAID reader

(transducer) which

the seal, a signal processing module
display module.

interrogates

(microprocessor), and a

Also, since some scanning techniques require

precise alignment, an optical system may be required

to allow

operators to see into the spent fuel pool to align the system and
read the identification markings on the FAID.

A16

Ultrasonic

seals have been used experimentally on BWR fuel at the

Lingen VWL and Gundremmingen URB reactors and for spent CANDU
fuel rods in Canada.

These devices, which are called cap seals,

will be used with the 500 MW CANDU
Concepts have also been developed

reactors.
for utilizing a FAID device,

ultrasonic or otherwise, as part of a total spent fuel storage
monitoring
Module

system.

In this system a centralized Data Collection

(DCM) collects, correlates, and stores data for

inspector

use on-site and communicates data to a Central Monitoring
Display Module

and

[CMDM) that can analyze data from several DCMs.

Monitors
Several monitors are available or under development
national safeguards use.

for

inter-

Their function is to complement the

human surveillance provided by an inspector by continuously
checking that procedures and actions are routine and by detecting
and signalling any anomalies.

Monitor systems include optical,

mechanical, acoustic, and radiation devices.

Requirements for

surveillance monitors that make them useful for the IAEA are:

Observational Sensitivity — the surveillance monitors must
be capable of providing an unambiguous indication of the
situation or activity under surveillance related to inventory changes.
Recording Requirement — the monitors must produce an easily
interpreted record of surveillance for the period between
inspector service visits.
Preferably, items of interest
should be denoted by the system, rather than identified
through extensive review of monitor data.
Ambient Operational Requirement — the monitors must be
capable of operating in the intended environment through the
anticipated range of ambient conditions, including temperature, humidity, radiation, light, vibration and power
fluctuations, as appropriate.
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Tamper-Resistance — surveillance monitors must be designed
to resist or to indicate modifications during use which
would obscure their performance.
Counter-Deception Requirement — surveillance monitors must
be designed and operated so as to provide protection against
credible efforts to circumvent the devices.
This may involve random interval data collection, or complementary
motion detection capabilities, for example.
Installation/Maintenance Requirement — surveillance monitors must be designed for ease of installation and service
and for low-cost maintenance.
Cost Requirement -- surveillance monitors must be affordable within Agency budget constraints.
Safety Requirement — surveillance monitors must not impose
a safety risk to the facility operator or to the inspector.
Acceptability Requirement —
the surveillance monitors must
be accepted for use at the facility by the facility operator .

a.

Optical

Movie

Systems

film systems utilizing

been in widespread

single frame picture-taking

use for several years by the IAEA.

system has certain limitations,

Any film

including limited capacity, the

possible need for access to a camera in a contaminated
processing

have

area,

time, light sensitivity, and sensitivity to radiation

and other environmental effects.

These limitations have led to

investigation and development of CCTV surveillance systems.
components —

the camera, video recorder, local control

video calendar/clock, power supply, etc., —
housings.

film

The

unit,

are all in sealed

The CCTV system is generally much more flexible than

film, but a price is paid not only in expense, but in bulk, sophistication, and maintenance.

The CCTV approach readily lends itself to the centralized
toring concept by using commercial telephone lines.
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moni-

A CCTV system

can record a picture at any time an unusual event
any monitor, or on command.
capability

to transfer

on a preselected

Video switching units provide

video from any camera or recording

by
the

device

basis or in response to an alarm of any kind.

Sandia's system includes a processor
data for processing

that digitizes the video

and enhances transmission;

portable Local Display Module
Data Collection Module
monitor

is sensed

it also includes a

(LDM) that can connect with the

(DCM).

Using

the LDM, the inspector

can

a stored or real-time CCTV picture and read out hard copy

of the sensor

data.

CCTV can also be used to detect motion.

Commercially

available

systems can be programmed to detect and isolate movement
area within the camera's field of view.

CCTV motion

in any

detection

would typically be used to detect motion in areas where movement
ordinarily does not occur, e.g., an underwater conveyor

b.

Mechanical/Electrical

system.

Monitors

Mechanical monitors are typically strain gauges used with cranes
or other heavy equipment to check on the position, load, and
activity of the equipment used to transfer
from storage pools.

spent fuel within and

In the most likely configuration,

the strain

gauges would be installed on the crane bridge rails in a series
so that readings from pairs of gauges would
of travel.

indicate

the direction

Sandia has investigated other sensor concepts for

cranes, i.e., laser devices, position switches, electrical
meters, and cable tensiometers,
are the most

and concluded

power

that strain gauges

satisfactory.

Portal monitors are attached

to doors or other openings to sense

penetrations of portals, such as would occur should fuel be removed via shipping and receiving portals or an underwater
fer pool.

trans-

Portal monitors are available commercially and are in
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widespread use in all industries.

The Balanced Magnetic

Switch

(BMS), which is comprised of two magnetic parts, one fixed to the
door frame and one to the door, is the most common device and is
currently used by virtually every U.S. commercial nuclear

facility.

The Sandia study provides a conceptual design for an LWR spent
fuel storage basin that includes a crane monitor.
LASL study presents the same design.
testing

c.

A more recent

Sandia identified plans for

the crane monitor and constructing

an engineering model.

Acoustic Monitors

Pool acoustic monitors

(PAM) to check on underwater

activity in

spent fuel pools are also under development at Sandia
tories.

Labora-

PAM provides an alarm any time the spectrum of acoustic

activity in the pool is characteristic of the acoustic
(17-23 Hz) present during fuel handling activities,

particularly

those that occur when fuel is removed from the pool.
indication can be provided by using two sensors that
each other with random signals.

signals
Tamper

interrogate

A prototype device is now under

development.

d.

Radiation Monitors

In two conceptual studies in 19/8 and 1979, LASL and Sandia proposed the use of an array of Geiger-Mueller

tubes as part of a ,
-

total safeguards system for detecting
Geiger-Mueller

1

''

-I-'

spent fuel diversir.iC- The

tubes would be mounted outside the pool^to monitor

the fuel by detecting

its removal from the pool.

The

sensors

would respond to the radiation escaping from the shipping cask
used to remove the spent fuel from the protection of the pool.
In the conceptual design, information from a Geiger-Mueller
module would be fed to its own microprocessor

for processing

tube
and

then to a DCM for storage or transmission to a central point for
analysis.
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Radiation monitors combine several containment/surveillance
materials accounting concepts.

and

These monitors can both sense

deviations from normal procedures

(surveillance) and provide

direct confirmation of the presence of irradiated

fuel

(accounting).

LASL recently completed an investigation of eight approaches to
the problem of confirming declared
spent fuel pools.

They analyzed

radiation detectors;

fuel inventories in

the potential of:

(2) scintillators;

ion chamber detectors;
and HgL2 detectors;

irradiated

(1) Cerenkov

(3) neutron and gamma-ray

(4) thermoluminescent dosimeters;

(6) time domain reflectometers;

energetic neutron detectors; and

(7) mono-

(8) thermal detectors.

variety of reasons, LASL eliminated the last four from
consideration.

Of the remaining

(5) CdTe

For a
further

four, only the Cerenkov

radiation

detectors can meet the highly desirable objective of monitoring
spent fuel pools without submerging

the monitor.* As a result,

LASL's current program is focused on developing

the Cerenkov

technique as a signature

irradiated

to identify individual

fuel

elements in a storage pool.

Cerenkov radiation, which is emitted in water by fast moving
charged particles, such as the electrons that are produced

by

high energy gamma rays escaping the cladding of a spent fuel
bundle, varies in intensity depending on the burnup of the fuel
and the time since removal from the reactor core.

Use of Cerenkov

radiation to confirm the presence of spent fuel is not new.
inspectors currently do so visually during refueling

operations

when the fuel is freshly exposed and the glow is visible.
because the glow is not visible to the naked eye shortly
after, a light intensification device is needed.
several such devices.
silicon-intensified

IAEA

However,
there-

LASL is testing

In tests of a monitor system, LASL used a

target

(SIT) video camera to record

images of

individual assemblies for analysis with conventional CRT equipment.

The successful test results, which showed

that the Cerenkov

*Some of the other seven approaches have materials
potential and are described in Section b(l).
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accounting

glow from individual plates of each element is discernible, have
led LASL to develop a more advanced system using
photometric and digital equipment.
also under

A field-deployable system is

development.

LASL is also conducting experimental work with
dosimeters
monitor

state-of-the-art

thermoluminescent

(TLDs), which were judged as the next most promising

(after Cerenkov devices) for irradiated fuels.

TLDs,

which would be installed permanently in the water at each facility
because the inventory apparatus would otherwise be cumbersome and
too contaminated, measure dose rates that can provide
on LIF systems.

signatures

However, LASL also points out that several other

materials demonstrate good thermoluminiscent

qualities.

LASL is also continuing experimental studies on

scintillator-

photodiode detectors and the combination reaction and gamma-ray
ion chamber

detectors.

Containment/Surveillance

Integration

In their conceptual studies, Sandia and LASL developed

designs

for safeguards systems utilizing redundant and diverse

sensors

and remote surveillance and analysis devices for a total, integrated containment/surveillance

system for spent fuel.

The

subsystems that the studies proposed and that Sandia is now
developing

are:

.

Seals

(Ultrasonic FAID system);

•

Mechanical Monitors (strain and electric power guages for
the cranes, portal monitors);

.

Acoustic Monitors

•

Optical Monitors
and

•

Radiation Monitors

(in-pool

system);

(CCTV systems, video motion detection);

(Geiger-Mueller
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tube

system).

To integrate the output from each of these modules, the design
would

include five other

subsystems:

•

Data Collection Module

(DCM);

.

Local Display Module

•

Central Monitoring

•

Tamper-Indicating Sensor Module

•

Communications

(LDM);

and Display Module

(CMDM);

(TISM); and

(HF radio, land lines, or

satellite).

The DCM collects, correlates,, and stores data from all sensors
and communicates information to the LDM and CMDM.

The LDM pro-

vides the inspector with on-site data, and the CMDM, which would
be located at a central IAEA site, receives the processed data
for analysis.

TISMs, which are associated with each

sensor,

collect and prepare data for transmission to the DCM.

This total system approach was developed by Sand.ia on the basis
of an analysis of the results of a comparison of three concepts
of IAEA inspection.
inspection,

The three concepts studied were:

(2) resident

inspection, and

(3) the one concept

which the conceptual design was developed, remote

Sandia is testing

(1) periodic
for

surveillance.

the remote surveillance system components at

the General Electric AFR storage facility in Morris,

Illinois.

The CMDM is under test and demonstration at Sandia in Albuquerque .
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