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SUMMARY

Although problems arising from physical protection have an inter-

national character, it seems of importance to know the national regula-

tory positions, since exchange of information and examining common

problems in this domain are bound to help achieving satisfactory results.

Beyond strictly technical measures there is a need for a legal re-

gime in the field: this paper deals in fact with the Italian situation, by

illustrating the legislative and administrative actions started, as well as

the practice adopted in Italy in order to face the problem of preventing

criminal actions on nuclear installations and materials, until a proper

'and specific legislation is passed covering the subject in point.

The Author concludes by looking forward to a very near ratification

of the international Convention on physical protection of 1980 by a con-

siderable number of countries, so to ease the carrying out of all necessary

actions at the national levels and to assure a really safe use of nuclear

energy.



For oral presentation only

In troduc t ion

Together with the basic branches, such as nuclear safety and

radiation protection, of prevention in nuclear activities, physical

protection of nuclear materials and installations has become an es-

sential item with a view, to preventing any malevolent act involving

such materials and installations.

It is not my intention to deal with those various problems, tech-

nical or otherwise, which have been considered at many other specific

conferences and meetings and are in any case known to most or some

of us. We know as well that acts such theft of nuclear materials or "nu-

clear violence" in general are nowadays a source of deep concern and

therefore an adequate solution is necessary in order at least to reduce

to a minumum the possibilities of such events.

On institutional and legal grounds some of the required measures

touch upon individual freedom, which is another delicate aspect of the

problem. On general grounds, also physical protection has an interna-

tional character and related problems should be tackled in an international

context; on the other hand, it seems equally important to know what the

regulatory positions are in the various countries, since exchange of in-

formation and examining common problems are a realistic way of aiming

at satisfactory results.

We cannot but agree that strictly technical measures, although so-

phisticated, are not the only answer to illicit use of nuclear energy and

therefore every interested country should provide for a proper legal re-

gime of physical protection within the legal framework existing for the

use,. storage and transport of nuclear materials and plants. In Italy, the

legal provisions fcr possession and use of fissionable materials andfcr

operation of "nuclear plants, although extensive and comprehensive, do not

deal in any way with physical protection, thus giving rise to several pro-

blems which will be illustrated in the following paragraphs.



2.

1. Legal p rov i s ions in I taly for the posses s ion and

use of f i s s ionable m a t e r i a l s and for the opera t ion

of nuc l ea r p l a n t s .

It seems opportune preliminarly to give a short outline of the legal

regime referred to above.

The possession of fissionable mate rials is subject to notification

to the Ministry for Industry and Commerce according to modalities con-

tained in a Circular by that Ministry of 1965. This Circular should be

soon replaced by a Ministerial decree.in order to make our relevant

legislation consistent with the Euratom Regulations of 197 6 (which is, un_

der the Euratom Treaty, directly applicable in the member States) con-

cerning the application of the provisions on the Euratom safeguards. The

National Commission on Nuclear Energy (CNEN) is called upon to exert

all the necessary controls over possession and related obligations (ac-

counting for materials, updating of notifications, etc.). - , '

The procedure for approval of nuclear plants includes provisions

for the siting of power stations, for their construction and operation from

nuclear safety and radiation protection standpoint, in consultation with all

interested Authorities. CNEN is called upon to carry out a technical enquiry

on the project of the plant and, together with its nuclear safety and radiation

protection Commission, to give advice to the Ministry for Industry in the

various steps of the procedure, leading to the operating licence.

2. The problem of competent a u t h o r i t i e s and of the legal

i n s t r u m e n t s r e l a t ing to phys ica l p r o t e c t i o n .

It must be stressed firstly that the laws on nuclear safety and radia-

tion protection referred to above do not consider physical protection, not
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even by merely appointing the competent authority (or authorities),

responsible for the laying down of relevant measures and their en-

forcement (that is passive measures, the active ones being the com-

petence of the Ministry for the Irterior, responsible for public safety

in general).

Secondly, it seems of major importance to decide whether the

approval of physical protection measures for nuclear plants should fall

within (or be linked to) the procedure already mentioned prescribed for

nuclear safety and radiation protection: this is so since the above mea-

sures are objectively connected with national security and safeguard of

public order, besides touching upon reservedness on even secrecy aspects.

On the other hand, by looking into the above procedure more in detail, it

seems quite reasonable to assume that, until specific provisions are in-

troduced, physical protection measures should not fall -as far as the

approval procedure is concerned - within the existing provisions on safe-

ty and protection: such assumption originates from the national security

and public order needs recalled before, as well as the principle that a

given situation be considered as secret or at least reserved, within the

activity carried out by the Public Authority, as long as no specific law

or regulations are adopted to provide for that situation.

3. The I ta l ian p o s i t i o n v i s - a - v i s the i n t e r n a t i o n a l p r o -

v i s i o n s on p h y s i c a l p r o t e c t i o n .

It is well known that at an international level various actions have

been carried out so far mainly by the Vienna Atomic Agency: since 1972

recommendations had been laid down, revised and issued in 1975 as

INFCIRC/225, containing objectives and elements to be borne in mind when

creating national systems of physical protection; it will be recalled that

in the same year a number of meetings took place in London, where guide-



lines were agreed upon by a large group of countries, including Italy,

regulating the transfer of nuclear materials, equipment and technology

for military purposes to non-nuclear countries, especially those not

parties to NPT. Such guidelines were collected in the INFCIRC/254

document, issued by the Agency in 1978, where it clearly appears that

Italy among several other countries committed itself, when considering

the export of nuclear materials, equipment and technology dealth with

in the document.to act in accordance with the above guidelines.that i s

to adopt the agreed relevant physical protection measures.

On the other hand it should be remembered that negotiations had

been started since 1977 concerning an international Convention on this

subject.

The Italian Government was among those repzesented in the course

of the negotiations, leading to the final text of the Convention which was

opened to signature in March 1980.

I do not mean to deal with the content of the Convention which is

known, being the first international agreement in the field of physical

protection, as well as the conditions for its entering into force and rati-

fication. By participating in the Convention, Italy is obviously willing to

co-operate internationally in order to prevent, to detect and repress any

illicit use of nuclear materials and to lay down appropriate national

measures for the same purposes. In this connection, the Italian Govern-

ment has already started the ratification procedure, although we are unable

at the moment to predict how long it will take before the relevant instru-

ments are ready to be deposited.

There is one more international instrument in which Italy is involved

as a member of the European Community, that is the Amendment of January

1978 to the Agreement of 1959 between the Community and the Canadian Go-

vernment for cooperation in the peaceful use of nuclear energy. Such Agree-
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ment had to be amended on account of the stricter measures concern-

ing export of materials, equipment and technology imposed by that go-

vernment in recent years, touching upon safeguards and physical protec-

tion in particular (see Annex B to the Amendment), also considering

t hat both Canada and the. EC countries took part in the London meetings

of 1975.

4. L e g i s l a t i v e a c t i o n s conce rn ing competen t bod ie s and the

p r o c e d u r e s for phys i ca l p r o t e c t i o n .

As pointed out under para.2 dealing with the problem of competent

authorities, there is a definite need for a proper legal regime of physical

protection, since although relevant measures do fall - as far as" their tech-

nical content is concerned - within the discretional powers of those autho-

rities, it is quite evident that safety measures broadly speaking must be

the object of legal provisions. Such provisions should also prescribe the

procedure by which physical protection measures are to be imposed (whether

linked or not to the operating licence).

In order to analyse the technical problems underlying the possible

legal solutions, a working group set up on the initiative of the Ministry

for Industry and Commerce since 1975 (in which the main operators were

also represented) prepared a document on the basic physical protection*

(active and passive) measures to be adopted in the use, storage and tran-

sport of nuclear and other radioactive materials, taking into account the

national and international situation. On the other hand the working group

pointed out that the proposed measures -would have to be the object of a revision

in order to make then suitable for the legal or regulatory instruments to

be adopted for their introduction in the national system.
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On institutional grounds, towards the end of 1977 a law bill was

presented by the Government, containing modifications to CNEN's sta-
and including

tutory tasks/that or exerting controls over the application of passive

physical protection measures to nuclear installations and materials".

Due to political events the bill was superseded, but in the meantime

the Ministry for Industry and Commerce decided to take further steps

with a view to preventing criminal actions on nuclear materials. In

fact a consultative intermyiisterial Committee was created in that Mi-

nistry in 1979, acting in close co-operation with Ministries and stetu-

torily competent bodies, mainly CNEN. Its creation is also in connection

with law no. 131 of 1975 authorising ratification of NPT and related en-

gagements taken by the Italian Government.

The task of the Committee is firstly to determine the basic criteria

for protecting nuclear materials and installations in every stage of their

handling and use, and to co-ordinate the protection measures to be adopt-

ed within the installations with modalities and timely interventions by

the authorities responsible for public order; secondly, to give advice

on the suitability of and suggest modifications to the measures proposed

by the operators for their own installations.

Besides this action by the Interministerial Committee intended to

provide a co-ordinated technical basis for that to be carried out by the in-

terested authorities, legislative action was started again in September

1980 by the Government which presented another law bill for the creation

of a National Commission on nuclear energy and alternative energies: this

bill contains modifications to CNEN's statutory tasks also by including the

"controls over the application of passive physical protection measures to

nuclear installations and materials". To our knowledge the text is being

discussed and worked on by a restricted group of the Commission on In-

dustry of the Senate and, although inevitably subject to political evolution,
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its completion is apparently slowly but steadily progressing (possibly

involving incorporation in a similar text of parliamentary initiative

presented last year as well). The passing of such law is obviously a

very important issue on account of the sfatutory tasks that would be re-

markably enlarged, but in any case no problems seem to have arisen

so far about the controls over physical protection to be conferred on

the new Commission.

5. The p r a c t i c e and the a d m i n i s t r a t i v e a c t i o n s in the

m a t t e r of phys i ca l p r o t e c t i o n .

As it may be seen, the introduction of a specific regime of physical

protection in the national legal system is taking some time, while the

operation of nuclear installations inevitably requires a number of mea-

sures able to guarantee that no malevolent acts are performed against

them or that their consequences are in any case reduced to a minimum.

On account of this, while the legislative initiative would rightly go its

way, a procedure was agreed upon some time ago between the Ministry

for Industry and Commerce and CNEN in order to assure that the necessary

measures be adopted for each installation involved.

On the basis of our comments under para. 2 regarding physical pro-

tection measures not being subject or linked to the ordinary health and

safety procedure for the approval of a nuclear plant, it was thought oppor-

tune that such measures be laid down and approved for each plant by CNEN,

the Ministry being responsible for their direct imposition on the operator

and enforcement by means of individual decrees. The technical basis is

of course provided by the IAEA relevant recommendations, while the

issuing of such decrees falls within the normal administrative powers

of the public authority. An essential action in this procedure is obviously

performed by the Interministerial Committee mentioned in para. 4, that
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meets quite regularly to give its advice on the various matters involved,

as provided for in the decree creating it.

A few more comments must be made on the transportation over

the national territory of nuclear materials and radioactive substances

in general, that in Italy are the object of a wholly separate legal regime,

whether intended to be used at a plant or for other purposes. It should be

added that such regime does not include the legal health and safety provi-

sions which are still expected,although drafts have been elaborated to this

aim. Meantime transportation activities are subject to an authorization

system covering essentially the administrative aspects, while health and

safety measures are considered by circulars issued by the respectively

competent ministries depending on the means of transportation involved.

These circulars are based upon the international recommendations (IAEA,

ADR, RID, ICAO, IMCO) but most of them need to be brought in line with

the latest revision of such recommendations; be sides, circulars (as gene-

rally in all countries) are not legally binding, which means that one can

hardly be held penally liable for disregard of health and safety measures

thereby prescribed.

The decrees issued by the authority responsible for authorizing

the transportation activities under consideration do make reference to

the latest'IAEA recommendations and often include additional health and

safety prescriptions. However, the arrangement of physical protection

measures (both active and passive) is usually left to the Authority respon-
the

sible for public safety,- that is the Ministry for/Interior. This practice

(or part of it) would possibly be superseded if CNEN's statutory tasks

-following the legislative actions illustrated before - were extended to

controls over physical protection, also considering that this body is al-

ready called upon to approve certain specific safety conditions before

authorization to transportation is delivered by the competent Authority.



F i n a l r e m a r k s

In the course of our report reference has been made mainly to

passive measures of physical protection and related regulatory pro-

blems. As to active measures, the situation is partly different due to

the Ministry for the Interior being institutionally competent, which

means that problems bear essentially on co-ordination aspects. In

actual fact, on laying down the passive measures for a given installation

being discussed within the Intemiiisterial Committee, the Ministry is duly

informed about the timing along which such measures would be implement_

ed, so enabling it to arrange its own measures accordingly.

But beyond this procedure being followed as such, there is evident-

ly a need for continuous co-operation among competent and interested

authorities both nationally and internationally as in all other fields open

to illicit and malevolent acts. Indeed, it seems reasonable to consider

these acts as likely to take place certainly more often than a nuclear acci-

dent, although this might be a disastrous one; on the other hand, also in

the former eventuality consequences can be extremely serious.

Good practice for their prevention and in general is no doubt most

useful, but we are of the opinion it should supplement rather than replace

specific legal provisions, which are essential in particularly delicate

matters such as physical protection. Therefore practice adopted in Italy

obviously allows to face the situation of legal void only temporarily.

The inclusion of relevant controls in CNEN's statutory tasks would

certainly be a significant step from the legislative and legal standpoint.

But also the entering into force of the international Convention on physical

protection will be an extremely important event bound to ease all the ne-

cessary (legislative, regulatory and administrative) actions to be taken

at the different national levels. Therefore we would like to close by looking
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forward to a very high number of ratifying countries, including of

course Italy, to be accomplished in the not distant future, with a

view to assure a really thoroughly safe development and use of nu-

clear energy.


