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PREFACE 

The Fusion Experiments Analysis Facility (FEAF) is a computer 
facility based on a DEC VAX 11/780 computer. It became operational in 
late 1982. At that time two manuals were written to aid users and staff 
in their interactions with the facility. Because we've received a number 
of requests for copies of these manuals from other parts of the lab, we 
are making them available as UCID's. 

USER'S. GUIDE, FUSION EXPERIMENTS ANALYSIS FACILITY (UCID-20043) is 
intended to provide new users with an introduction to the facility. It 
contains details about FEAF software, hardware, and operating procedures 
that are of interest to the general FEAF user. It is meant to supplement 
(not replace) the operating manuals supplied by software and hardware 
vendors. 

OPERATING PROCEDURES, FUSION EXPERIMENTS ANALYSIS FACILITY 
(UCI0-20044) is designed as a reference to assist the FEAF staff in 
carrying out their responsibilities. It is meant to supplement equipment 
and software manuals supplied by the vendors. Also this manual provides 
the FEAF staff with a set of consistent, written guidelines for the daily 
operation of the facility. 

Both the USER'S GUIDE and the OPERATING PROCEDURES are meant to be 
dynamic documents. They are maintained on our machine so that updating 
is an easy matt-.. We keep a copy of our OPERATING PROCEDURES in an 
indexed, loose leaf binder at our control terminal. When procedures 
change, this manual is updated with the latest details. 

While the information in these manuals is written specifically for 
our system, we hope that you will find some of our ideas and organization 
useful when writing a similar set of manuals for your system. 

DlSCLADvIER 

This report was prepared as an account of work sponsored by an agency or the United Stales 
Government. Neither the United Slates Government nor any agency thenar, nor any of their 
employees, makes any warranty, eipress or implied, or assumes any legal liability or responsi
bility for the accuracy, completeness, or usefulness of any information, apparatus, product, or 
process disclosed, or represents that its use would not infringe privately owned rights. Refer
ence herein to any specific commercial product, process, or service by trade name, trademark, 
manufacturer, or otherwise does not necessarily constitute or imply its endorsement, recom
mendation, or favoring by the United States Government or any agency thereof. The views 
and opinions of authors expressed herein do not necessarily suj'e or reflect those of the 
United States Government or any agency thereof. 

tr*-»" 
EWfflnff o* mis wmn mnitimii 
ft tot to* rapMipeM fram *M fees? 

jMUibf* leattMMKfc 

O/SffllBUraN DF THIS OMUMfUT IS 



OPERATING PROCEDURES 
FUSION EXPERIMENTS ANALYSIS FACILITY 

R. A, Lerche and R. W. Cacey 

December 7, 1982 



• TABLE OF CONTENTS 

1.0 INTRODUCTION 1 
2.0 GENERAL INFORMATION . . . 2 
2.1 PURPOSE OF THE FACILITY 2 
2.2 THE FEAF COMPUTER SYSTEM 2 
2.3 FACILITY PERSONNEL AND RESPONSIBILITIES 3 
3.0 NORMAL OPERATIONS . . . 5 
3.1 OPERATING POLICY 5 
3.2 SYSTEM MAINTENANCE . 5 
3.3 SYSTEM STARTUP 5 
3.4 SYSTEM SHUTDOWN 5 
3.5 SYSTEM MESSAGES 6 
3.6 USER TERMINALS 6 
3.7 BACKUP OF SYSTEM FILES 7 
3.8 SYSTEM SUPPLIES . . . . . 7 
3.9 TERMINAL WORKROOM ?ND COMPUTER ROOM 7 
4.0 SECURITY 8 
4.1 COMPUTER ROOM ACCESS 8 
4.2 MAGNETIC STORAGE MEDIA 8 
4.3 LINE PRINTER OUTPUT 9 
4.4 USER ACCOUNTS AND PASSWORDS 9 
4.5 USER TERMINALS 9 
5.0 FEAF SYSTEM HARDWARE 11 
5.1 HARDWARE INSTALLATION 11 
5.2 HARDWARE DOCUMENTATION 11 
5.3 HARDWARE INVENTORY 11 
6.0 FEAF SYSTEM SOFTWARE 12 
6.1 SOFTWARE INSTALLATION . 12 
6.2 SOFTWARE DOCUMENTATION „ . 12 
6.3 SOFTWARE INVENTORY 12 
7.0 FEAF USERS 13 
7.1 USER ACCOUNTS 13 
7.2 SYSTEM AND APPLICATION ACCOUNTS 13 
7.3 USER TRAINING 14 
7.4 ALLOCATION OF SYSTEM RESOURCES 14 
6.0 EMERGENCY SYSTEMS 15 
9.0 CONTINGENCY PLANS 16 



Page ii 

REFERENCES 
APPENDIX A 
APPINDIX B 
APPENDIX 
APPENDIX 
APPENDIX 
APPENDIX 
APPENDIX 
APPENDIX 
APPENDIX 
APPENDIX 

C 
D 
E 
F 
G 
H 
I 
J 

APPENDIX K 

PREVENTATIVE MAINTENACE SCHEDULE 
LIST OF VENDORS 
STARTUP PROCEDURES 
SHUTDOWN PROCEDURES 
STANDARD LOGIN MESSAGE 
COMPUTER ROOM ACCESS PROCEDURES 
BACKUP PROCEDURES 
PURGING THE FEAF COMPUTER SYSTEM MEMORY 
DISPOSAL OF CLASSIFIED MAGNETIC STORAGE MEDIA 
FEAF DRAWING LIST 
SPECIAL SETTINGS FOR FEAF EQUIPMENT 

I' I 



'OPERATING PROCEDURES 
FUSION EXPERIMENTS ANALYSIS FACILITY 

1.0 INTRODUCTION 

The Fusion Experiments Analysis Facility, FEAF, is a 
classified computer system; its hardware, its software, and 
its environment. It is designed to be a reliable tool for 
analyzing and archiving Inertial Confinement Fusion (ICF) 
data received from classified and unclassified experiments 
conducted at the Novette and Nova laser facilities. 

The design, construction, and activation of the FEAF 
addition to building 381 and the design, construction, 
purchase, and installation of the computer hardware required 
Laser Program resources and several years of effort to 
complete. The result is a highly functional computer system 
housed in a pleasing environment. It is the responsibility 
of the FEAF staff to maintain the system's functionality and 
preserve its attractiveness. 

The purpose of this manual is to assist FEAF staff 
members in carrying out their responsibilities. It is 
designed as a reference. It contains details about system 
equipment, configurations, and operating procedures that are 
unique to the FEAF computer system. It is meant to supple
ment (not replace) the standard equipment and software 
operating manuals supplied by the vendors. Also this manual 
provides the FEAF staff with a set of consistent, written 
guidelines for the daily operation of the FEAF computer 
system. 
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2.0 GENERAL INFORMATION 

2.1 PURPOSE OF THE FACILITY 
The primary purpose of the Fusion Experiments Analysis 

Facility (FEAFJ is to provide the scientific staff of the 
Fusion Experiment's element of the Laser Program with a tool 
that substantially enhances their productivity by; 

o Reducing the time they spend on routine 
tasks like data collection and shot book 
preparation. 

o Improving shot data turn around time, accu
racy, and readability. 

o Supporting automatic shot archiving, shot 
book preparation, data correlation, and shot 
to shot data comparisons. 

In addition, the facility is expected to provide the 
Fusion Experiment's engineering ":nd scientific staff with 
general purpose computing capability for tasks related to 
laser fusion experiments and diagnostics development. 

2.2 THE FEAF COMPUTER SY3TSM 
Pigure 1 shows a block diagram of the FEAF computer 

system. There are four major elements to the system: the 
host computet, image digitizer, "one-way" data link, and 
"born-classified" data link. Figures 2 and 3 show the 
architecture of these subsystems. The following paragraphs 
outline the four major subsystems. 

The host computer, a DEC VAX 11/780 (figure 2), 
supports timesharing, real time, and batch operations. 
Interactive timesharing users generate and run codes for 
data analysis and data base manipulation. Th« real time 
environment accepts data over the "one-way" communications 
link. The PDP 11/34 computer (figure 3) is used to control 
the image digitizer and will provide a backup to the VAX for 
the collection of "born-classified" data. Communication 
between the VAX and PDp 11/34 is done over DECNET. The 
"born-classified" data communications link is not currently 
implemented. 

Most raw laser-target data is unclassified before 
analysis. It is collected on an unclassified computet at 
the laser facility, then transferred to the FEAF computer 
system over the "one-way" communications link. The link is 
implemented with a EPROM based LSI-li computer interfaced 
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between the FEAF VAX and the unclassified computer using 
Novanet. It accepts data files from the unclassified 
computer and transmits them to the FEAF system, but 
prohibits data transfers in the reverse direction. 

The physical layout of the FEAF addition to building 
381 (2500 wing) is shown in figure 4. There are three main 
areas: the computer room (a vault-type room), the terminal 
room, and the vault. The VAX 11/760 and PDP 11/34 computers 
and all associated storage devices (i.e., disk and tape 
drives) are housed in the computer room. Timesharing on the 
system is provided at terminals located in thu terminal 
workroom and in staff offices throughout the "Q" areas of 
building 381. Peripheral devices supported by the FEAP 
computer system are selected to provide maximum flexibility 
for users. They include tape drives, hard disk drives, 
floppy disk drives, line printers with graphics capability, 
color graphics and a color hardcopy unit. Except for remote 
terminals and remote line printers, the peripherals are 
located within the new FEAF addition to building 381. 

2.3 FACILITY PERSONNEL AND RESPONSIBILITIES 
There are three people responsible for the day to day 

operation of the FEAF computer system: system manager, 
system operator, and computer system security officer 
(CSSO). The following paragraphs contain brief descriptions 
of their responsibilities. 

o SYSTEM MANAGER 
* Implements Fusion Experiment's staff 
policies and priorities to make the FEAF 
computer system an effective tool. 

* Implements sejurity related procedures as 
prescribed by the computer system security 
officer (CSSO). 

* Monitors and allocates system resources tc 
maximize FEAF's usefullness to the Fusion 
Experiment's staff. 

* Supervises the activities of the system 
operator. 

* Sees to it that all provisions of this 
operating manual are carried out. 

O SYSTEM OPERATOR 
* Works under the direction of the system 
manager. 
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* Operates -and maintains all hardware 
associated with the FEAF computer system. 
This includes scheduling preventative and 
unscheduled maintenance to have the 
minimum impact on the users. 

* Conducts periodic backup of the disk files 
in the system. 

* Keeps the facility picked up and visually 
pleasing while keeping it functional for 
the Fusion Experiment's staff. 

O CSSO (COMPUTER SYSTEMS SECURITY OFFICER} 
* Approve and control personnel and physical 
access to the computer operations area and 
to remote terminals. 

* Prescribei implement, and approve methods 
to control remote terminal access and 
techniques to disconnect remote terminals, 

* Approve and implement authentication 
methods for the ADp facility, including 
the distribution and control of passwords 
within the ADP system. 

* Approve emanation security (EMSEC) meas
ures for the facility. 
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3.0 NORMAL OPERATIONS 

3.1 OPERATING POLICY 
It is the intent of the FEAP staff to provide users 

with continuous tiraeshare operation 24 hours, a day, 7 days a 
week with the exception of planned maintenance, installa
tions, and backups. It is our desire to minimize machine 
down time and inconvenience to FEAF users. When probl-Mas 
occur, the policy ib to get the machine: operational in n 
reliable manner with a minimum of down time. 

3.2 SYSTEM MAINTENANCE 
Periodic preventative maintenance improves thi reli

ability of hardware associated with a computer system. ^he 
system manager determines the maintenance needs if the 
hardware comprising the FEAF computer system and sees that 
such work is done in a timely fashion. Maintenance should 
be scheduled so that users may be told in advance of 
impending shutdowns. The current preventative maintenance 
schedule is 'n Appendix A. 

Occasionally, an unforseen problem will cause the 
temporary shutdown of part or all of the FTJAF computet 
system. Users should be kept informed of non-standard 
conditions that may affect them such as a piece of equipment 
being off-line for a period of time. Such informaton can be 
cujimiunicated to the user through the Fystem login mpEs-ice. 

A detailed log of all problems and maintenance asso
ciated with the FEAF computer system is to be maintained. A 
lis- of current hardware vendors, their addresse- and phone 
nuir'ers is to be maintained in Appendix B. 

3.3 SYSTEM STAKTUP 
The system startup procedures are in Appendix c. 

3.4 SYSTEM SHUTDOWN 
System '.firs should be given as much advanced notice as 

pcssible abo^t planned machine shutdowns. The FEAF is a 
us.T facility; for this reason, the m-chines should not be 
taken down for development or system work without a vet;. 
jood reason. Few things frustrate a user more than a 
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computer that goej off-line periodically (even for short 
times) or a computer system where the operating procedures 
constantly vary. 

The system shutdown procedures are in Appendix D. 

3.5 SYSTEM MESSAGES 
Messages to system users should be clear ana concise. 

The login messages should follow these guidelines: 
c Message should contain date and time if last 

revision, 
o Message should be less than 23 linen long so 

that it will not scroll off of the screen 
during login, 

o Message should always contain classification 
s'-.atus line. 

o Message should be clearly stated. 
Appendix E shows the standard layout for the login 

message. 

3.6 USER TERMINALS 
All unattended user terminals, line printers, and other 

peripheral devices located outside the computer vault must 
be disconnected from the FEAF computer system during non-
working hours. Ti<e FEAF computer system has a mechanical 
hardware interrupt unit to accomplish this. 

o REGULAR WORKING HOURS - During regular work
ing hours all user terminals, line printers, 
and peripheral devices should be connected 
for user operation. It is the 
responsibility of the system manager to see 
that these devices are connected at the 
start of each work day and disconnected at 
the end of the work day. 

o AFTER EiOURS and WEEKENDS - After regular 
working hours, users may activate individual 
terminals and line printers for use. This 
is done by entering the ccmputer vault, 
activating the desired units, then securing 
the vault. (See Appendix F.) To obtain 
permission to enter the vault, visual 
contact with a protective service officer is 
required. This can be done from one of the 
building 381 CAIN booths. When the user is 
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finished using the terminal, it is his 
responsibility to reenter the vault and 
disconnect the units he was using. 

3.7 BACKUP OF SYSTEM FILES 
To insure the reliability of the FEAF computer system, 

backups of all system and user files are maintained. 
Backups o£ the on-line files are made at regular intervals 
prescribed by the system manager based on the usage of the 
machines. The backup procedures are described in Appendix G 
of this manual. 

3.8 SYSTEM SUPPLIES 
It is the system manager's responsibility to see tbrifc 

all necessary FEAF supplies are on hand when needed. 

3.9 TERMINAL WORKROOM AND COMPUTER BOOM 
It is important that the entire FEAF facility remain a 

functional and attractive addition to the laser program. 
Besides maintaining the computer hardware, the system 
manager must enforce facility rules and keep it picked up 
and clean. 

The Eacility hits a few rules that are jne.̂rit to help 
protect the expensive, delicate electronic equipment located 
in the area. 

o There is no smoking in FEAF. 
o Food and carbonated beverages are not 

permitted in FEAF. 
At the end of each day, screens on unused terminals 

should be cleared, power to designated peripherals should be 
turned off, work areas cleared, I/O area picked up, chairs 
returned to their normal locations and cabinets closed. The 
vault and computer rooms should be locked with the 
combination locks and their alarms activated. 
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4.0 SECURITY 

The FEAF security measures are designed to prevent 
browsing, unwanted data manipulation, and to limit access to 
individuals who have a "need-to-know." The FEAF operations 
staff should be familiar with the security plan developed 
for the facility (Memo FEEG 82-0029 "FUSION EXPERIMENTS 
ANALYSIS FACILITY ADP SECURITY PLAN" and the LLNL MAMUAL OF 
SECURITY REGULATIONS.) Portions of the ADP security plan are 
presented in the following sections. 

4.1 COMPUTER ROOM ACCESS 
The computer room is a vault-type room and must be 

treated as such. Only authorized personnel are permitted 
access to the room. (See LLNL FORM LL 4025 "Personnel 
Authorized To Activate/Deactivate The Secured Area".) The 
roo.D must either be attended or locked. Magnetic storage 
media with SECRET RESTRICTED DATA may be stolid within the 
room. Vendors who need access to the room must have a Q 
clearance or be under escort to access the room. Uncleared 
vendors must not be given access to computers containing 
classified data. Procedures for purging the FEAF computers 
of classified data are given in Appendix H. 

4.2 MAGNETIC STORAGE MEDIA 
Removable disk, packs, diskettes, and magnetic tape 

reels must be marked with "SECRET RESTRICTED DATA" in red 
letters when they hold such data. Storage media containers 
and covers must have the appropriate classification and type 
of information labeled on a face or side, unless the marking 
on the contained media is clearly visable. All removable 
storage media containing SECRET data will have serial 
numbers which are recorded.' Appropriate backup copies will 
be maintained. (Magnetic storage media that may temporarily 
have classified data written to it, such as a system disk 
used during classified operations, should also be labeled 
SECRET.) 

Erasure of classified magnetic media should follow the 
procedures given in Appendix I. 
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4.3 LINE PRINTER OUTPUT 
Since VMS does not permit classification typing of 

individual tiles, all users who need to do classified work 
or need to access the classified data base are assigned 
space on a classified user's disk. The FEAF system uses the 
following procedure to prevent the inadvertent output of SRD 
files to an unattended line printer. Whenever output is 
requested, the computer sends the user a random word. To 
get the output from a line printer, the user must then ent-r 
the random word into the keypad adjacent to the printer. 
Users should be present during the printout. Output has a 
header page indicating the output may contain SECRET 
RESTRICTED DATA. It is the user's responsibility to 
determine the classification of the output aad label it 
appropriately. If output is not requested from a printer 
within 30 minutes, the output request is deleted from the 
system. 

4.4 USER ACCOUNTS AND PASSWORDS 
The system manager maintains a list of ac junts, users, 

and assigned passwords. Passwords are to ;e changed at 
least once a calendar year or any time compromise is 
suspected. A user's account and passvord are to be deleted 
from the system when the usar leaves the laboratory or no 
longer has a need for the account. 

A record of all logins and logoffs to the system are to 
be kept by the system manager. The records should include 
the terminal number, the user's name, and time. 

4.5 USER TERMINALS 
The C,"SO and the system manager are responsible for 

maintaining the FEAF computer system security of the user 
terminals. This includes seeing that: 

o Terminals are disconnected after normal 
working hours. 

o Terminals are logged off if no activity is 
detected for 30 minutes, 

o CRT displays are identified with labels that 
say "The information display hereon may be 
SECRET RESTRICTED DATA." 
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o Each terminal Is situated so that it cannot 
be read from outside "Q-access" areas. 
(Users should close blinds on windows facing 
terminals for evening operations.) 

o Each terminal and associated cable is at 
least 6' from telephone equipment. 

# 
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5.0 FEAF SYSTEM HARDWARE 

5.1 HARDWARE INSTALLATION 
The system manager is responsible for all FEAF computer 

system additions, deletions, and changes: hardware, 
software, and environmental. 

5.2 HARDWARE DOCUMENTATION 
A system such as FEAF will change over a period of 

time. To keep the facility running reliably and independent 
of the talents of specific individuals, it is important that 
all parts of the system be well documented. The system 
manager is responsible for maintaining an up to date file of 
equipment manuals and drawings assocoiated with the FEAF 
system. He is also responsible for seeing that all system 
drawings and the drawing list are kept current. The drawing 
list for the FEAF compute;: system is in Appendix J. Special 
installation instructions, settings, ai.5 fommfits about the 
various pieces of FEAF equipment are listed in Appendix K. 

5.3 HARDWARE INVENTORY 
The system operator is to maintain an up to date 

inventory of all equipment purchased for or associated with 
the FEAF computer system. The inventory should be main
tained on the VAX data base. 
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6.0 FEAF SYSTEM SOFTWARE 

6.1 SOFTWARE INSTALLATION 
The FEAF system manager is responsible for ell system 

software additions, deletions, and changes. He is 
responsible for the organization of the software and user 
accounts on the system resources. 

6.2 SOFTWARE DOCUMENTATION 
All software available to users should be documented. 

A copy of each software manual should be kept with the 
reference set of documentation kept in the terminal work
room. Manuals in this reference set are for the use of 
users in the workroom and should not be taken out of the 
area. 

Additional copies of all software manuals should be 
maintained for short term borrowing by system users. Copies 
of t *e more commonly used manuals such as EDT and FORTRAN 
should be kept on hand to distribute to new system users. 
Except for these fundamental manuals, the users are 
responsible for purchasing their personal copies of the 
documentation. 

6.3 SOFTWARE INVENTORY 
An up to date inventory of all software packages used 

on the FEAF computer system is to be maintained on the FEAF 
data base. Software vendor information should also be 
contained in the vendor list in Appendix B. 
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7.0 FEAF USERS 

7.1 USER ACCOUNTS 
The system manager initiates the setup of new accounts 

and issues the account passwords. He determines whether or 
not an account request is appropriate for t.ie FEAF computer 
system. His decision is based on a set of guidelines that 
include Security considerations, stated mission of the 
systeiu, and available resources. 

The FEAF computer system handles classified SRD 
Information related tc fusion experiments conducted at our 
laser facilities. All users of the computer system must 
have: 

o A Q-clearance. 
o A Dneed-to-known concerning fusion exper

iments data. 
Each user account will be set up with the user's name. 

Each individual user should access the machine by only this 
one account. The following things should be done for a new 
user. 

o Assign a user accou.it and initial password. 
o Give user copv of current "FEAP User's 
Guide." 

o Give verbal instructions concerning classi
fied operation of the system. This is meant 
to stress the statements in the "FEAF User's 
Guide." 

o If requested, user's name should be added to 
the computer room access list. 

7.2 sysT£M ;ND APPLICATION ACCOUNTS 

System and application accounts may be desirable at 
certain times. These accounts may be used, however, i- is 
the system managers responsibility to maintain a record of 
these accour.-.s, their passwords, and their authorized users. 
In all cases, the number of users should be small for these 
accounts. The account/password list is SRD and should be 
kept in a vault. 

http://accou.it


Page 14 

7.3 USER TRAINING 
A copy of the "FEAF User's Guide" is to be given to 

each new us^r. This guide contains a section describing the 
security related procedures associated with FEAF. In 
addition, each new user should be verbally instructed as to 
their responsibilities ccacerning the procedures relating to 
SRD information. 

7.4 ALLOCATION OF SYSTEM RESOURCES 
Process priorities and system resources are controlled 

by the system manager to accomplish the goals of the system. 
The following prioritized list of machine functions is used 
as a guideline for the allocation of FEAF system resources. 

o Collection, initial analysis, and archiving 
of shot data, 

o Analysis, comparison and correlation of 
experimental shot data, 

o Scientific and engineering work related to 
the Fusion Experiments program. 

o Compute bound problems related to the 
preceding two items. 

o Other laser program related computations. 
System resources used by the system manager to 

accomplish the goals of the system include: 
o Management of memory space, 
o Management of process priorities. 
o Control of physical access to the machines. 
o Control of software installed on the system. 
o Control of hardware installed on the system. 
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8.0 EMERGENCY SYSTEMS 

The FBAF facility has the following emergency 
equipment: 

o Smoke detectors under the computer floor 
connected to fire alarm panels monitored by 
the fire department. 

o Smoke detectors at the ceiling level 
connected to fire alarm panels monitored by 
the fire department. 

o An overhead sprinkler system, 
o A RED emergency shutdown push switch by each 
exit from the computer room. 

o Temperature sensors for computer room 
temperature and power center transformer 
temperature. 

o Power center with power shutdown initiated 
by fire alarm, RED emergency switch, high 
temperature, or a low power center voltage 
(10% low). 

o Computer room air conditioner power is 
turned off by a fire alarm signal or the RED 
emergency shutdown power switches. 
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9.0 CONTINGENCY PLANS 

Backup procedures are planned for all critical 
functions of the FEAF computet system. The "one-way" link 
backup is a hand carried tape or disk. The PDP 11/34 is the 
backup for the "born-classified" link should the VAX fail. 
In the event of extended down time, the data processing can 
be moved to another VAX computer having nine-track tape and 
disk storage. 

Software is backed up by periodic copy to magnetic 
tape. In addition, copies of all operating system software, 
applications programs, and essential data are stored at a 
remote location not likely to be affect-.ed by any forseen 
disaster. 
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concern in the operation of a classified computer 
facility. It is written as a guide for NRC inspectors 
who wish to enhance their expertise to conduct 
inspectons that ensure security at licensed nuclear 
facilities using computers. 

HARDWRE MANUALS - A set of FEAF hardware manuals is 
maintained in a file cabinet in the computer room, with 
the set of manuals is a list of the manuals in the file. 

SOFTWARE MANUALS - A set of FEAF software manuals is 
maintained in the FEAF terminal room. A list of the 
FEAF software documentation is maintained by the system 
mail ger. 



APPENDIX A 
PREVENTATIVE PtAINTENACE SCHEDULE 

Preventative maintenance of the VAX 11/780 computer 
system is part of a contract with DEC. It covers most of 
the DEC equipment in our system. The notable exception 
being the VT100 terminals with the Retro-Graphics 640 
graphics package. Other equipment is repaired or adjusted 
as deemed necessary by the system manager. 

MAINTENANCE 
EQUIPMENT FREQUENCY 

DEC VAX 11/780 DEC HARDWARE MONTHLY 
AIR CONDITIONER - FILTERS,HUMIDIFIER, PANS MONTHLY 
AIR CONDITIONER (SEE MANUAL) SEMI-ANNUAL 
POWER CENTER (SEE MANUAL) SEMI-ANNUAL 

The following pages of 
maintenance and inspection 
operating manuals. 

this appendix are copies of the 
liSi.s contained in our equipment 



APPENDIX B 
LIST OF VENDORS 

This appendix contains a list of vendors who supply 
hardware, software, supplies, or services to the FEAF 
computer system. The list is generated from information 
maintained in the FEAF date base. On line access and 
updating of this data is done in the following manner. 
Computer hardware vendors: 

Digital Equipment Corp. 
One Iron Way 
Marlborgh, Mass. 01234 

Al Thomas Service manager - Oakland (415) xxx-xxxx ext xxx 

Software vendors: 

Other vendors: 



/-/^- 83 

APPENDIX C 
STARTUP PROCEDURES 

The following pages of this appendix contain the startup 
procedures for the FEAF VAX 11/780 and PDP 11/34 computers. 
The startup of the "one-way" link LSI-11 is accomplished 
automatically when power is applied to the unit. Below please 
find the daily connect procedures that involve peripherals 
external to the FEAF computer vault., 

DAILX CONNECT 

There is a connect prodecure to be followed at the 
beginning of each working day at FEAF. This procedure is to 
be done by d member of the FEAF staff upon arriving in the 
morning. 

1. Access the FEAF computer vault as per procedures 
described in Appendix F. 

2. Log into the SYSTEM account at the VT1G5 terminal 
adjacent to the connect/disconnect panels. 

3. Issue the command '@RECONNECT' in response to the 
dollar sign DCL prompt. 

4. Make a note of any terminals or printers that were 
left • connect over night. These must be 
investigated and recorded in the system log book. 

5. Enter the keypad combination to reconnect all 
external devices to the VAX. 

6. After answering the question asking if you have 
completed the reconnectionr a system message will 
be broadcast to all terminals that the system is 
ready for normal usage. 

7. Data file organization will then take place. A 
listing of all files that have arrived from 
Novette or Nova during the past 24 hours will be 
sent to the Diablo printer. This list should be 
given to the person(s) responsible for data 
processing. 
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FEAF VAX 11/780 STARTUP PROCEDURES 

From Power Center OFF: 

* Verify that power panel 341A8 125 Amp circuit #6 is on. 
* Verify that power center MAIN INPUT BREAKER and 

MAIN OUTPUT BREAKER are en. 
* Turn computer room air conditioner on. 

From VAX Power OFF: 

* Verify that power center circuits for the VAX and its 
peripherals ire switched on. (Circuits 1 thru 18) . 

* Verify the power switch for the r.SI-11 in the main VAX 
cabinet is on. 

* Turn the VAX key switch from the OFF position to 
the LOCAL position. 

* The following message should appear on the VAX console 
terminal. 

CPU HALTED,SOMM CLEARrSTEP=NONE,CL0CK=NDRM 
RAD=HEX,ADD=PHYS,DAT=LONG,FILL=03,REL=00000000 
INIT SEQ DONE 
HALTED AT 00000000 
(RELOADING WCS) 
LOAD DONE, 042A MICROWORDS LOADED 
VERS PCS=01 WCS=0D-13 F[;A=0D CPM=V07-00-L 

>>> 
From Normal Shutdown Procedure: 

»>H 

>>> 

>>>B 

* In response to the >>> prompt enter H and hit carriage return 
* The console terminal will now print the following. 
HALTED AT 8000XXXX 

* Verify RP06 disk drives 0 through 3 are spun up and 
have their ready indicator lights on. 

* In response to the >>> prompt enter S snd hit carriage return 
* This invokes the boot process which automatically will 

bring the FEAF VAX online. 
* If you started from VAX power off, you will be asksd 
to enter the date and time. Otherwise the boot process 
will continue on its own. 

* After the boot process completes, turn the VAX key switch 
to the LOCAL DISABLE position for normal operation. 
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FBAF PDP 11/34 STARTUP PROCEDURES 

From Power Center OFF: 

* Verify that power panel 341A8 125 Amp circuit 16 is on. 
* Verify that power center MAIN INPUT BREAKER and 
MAIN OUTPUT BREAKER are on. 

From PDP 11/34 Power OFF: 

* Verify circuits for the PDP 11/34 and its peripherals are 
switched on within the power center. (Circuits 5 AND 17). 

* Turn the power switch on the front of the PDP 11/34 from 
the DC OFF position to the DC ON position. 

From Normal Snutup Procedure: 

* On the maintenance panel keypad simultaneously depress the 
CNTRL key and the HLT/SS key. 

* Verify RL02 disk drives 0 and 1 are spun up and 
have their ready indicator lights on. 

* On the maintenance ^anel keypad simultaneously depress the 
CNTRL key and the BOOT key. 

* This invokes the boot process which automatically will 
bring the FEAF PUP 11/34 system online. 

* You will be asked to enter the date and time at the console. 
* A broadcast message will be sent when the boot has completed 
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APPENDIX D 
SHUTDOWN PROCEDURES 

The following pages of.this appendix contain the shut 
down procedures for the FEAF VAX H/780 and FOP 11/34 
computers. Shutdown of the "one-way" link LSI-11 occurs 
automatically v.hen power is removed from the unit. Below 
please find the daily disconnect procedures that involve 
peripherals external to the FEAF computer vault. 

U'lLY DISCONNECT 

There is a disconnect prodecure to be followed at the end 
of each working day at FEAF. This procedure is to be done by 
a member of the FEAF sta£f prior to leaving in the evening. 

1. Approximately IS minutes befor leaving, log into 
the SYSTEM account ot the VT105 terminal adjacent 
to the connect/disconnect panels. 

2. Issue the command 'SUNCOMNECT' in response to the 
dollar sign DCL prompt. 

3. Warnings will be issued to all logged on users at 
15, 5 and 1 minutes before the disconnection. 
During this time users may request to remain 
connect to the machine for after hours work. 

4. After 15 minutes has elapsed, you will be asked 
whether the RAMTEK monitors should be leared. 
Answer yes uiiless there is someone using them. 

5. You will next bu. queried about leaving any 
existing users connected to the system. Answer 
yes for those users that have requested to remain 
connected to the machine. Others will be 
automatically logged out and their terminal 
screens will be cleared. 

6. Proceed to disconnect all external lines at the 
connect/disconnect panels except those that have 
requested to remain. 

7. Now secure the FEAF computer vault as prescribed 
in Appendix F of this manual. 
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FEAF VAX 11/780 SHUTDOWN PROCEDURES 
PRELIMINARY: 

* Post advance notice of tiie shutdown in the system 
login message file. 

* 10 minutes prior to shutdown, log into the system 
account at the VAX console terminal and send a system 
message to all users stating that the system will be 
taken off-line and when it is expected back on-line. 

SHUTDOWN COMMAND PROCEDURE; 
* Invoke system shutdown procedure by typing the 

following command at the console terminal. 
@SYS$SYSTEM:SHUTDOWN 

* The following questions will appear at the console 
followed by several system messages not shown here. 
Sample responses are in capital letters. 
System shutdown command procedure. 
How many minutes until shutdown? 3 
Reason? SYSTEM TESTS, BACK ONLINE IN xx MINUTES 
Do you want to spin down the disks? NO 

* Three minutes is sufficient warning if the preliminary 
procedures have been followed. 

* In entering the reason for shutdown, give a time j 
estimate as to when the system will be back on-line. 

* If all power is to be shut off, enter YES in response 
;o the question about spinning down the disks. 

SYSTEM HALT: j 
* Finally the following message is printed at the console. j 

SYSTEM SHUTDOWN COMPLETE - USE COMSOLE TO HALT SYSTEM i 
* Now the VAK is ready to be halted. Turn the VAX key 
switch from the LOCAL DISABLE position to the LOCAL position. ; 

* On the VAX console terminal enter <CTRL>P by simu1taneously 
depressing the CTRL key and the letter P. / 

* You will then receive a >>> prompt. Type the letter H 
and hit carriage return to halt the system as follows. < 

*P j. 
>»H r 

j 

HALTED AT 8000XXXX i 
/ 

* The system shutdown is now complete. Power may be removed at I 
this point. Refer to the startup procedures for instructions 
to bring the FEAF VAX back on-line. 
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FEAF PDP 11/34 SHUTDOWN PROCEDURES 

PRELIMINARY: 

* Post advance notice of the shutdown in the system 
login message file. 

* Log into the system account at the PDP 11/34 console 
terminal and notify anyone using the Sikonix Digitizer 
that the system is going to be shutdown. 

SHUTDOWN COMMAND PROCEDURE: 

* Invoke system shutdown procedure by typing the following 
command at the console 'terminal. 

RUN $SHUTUP 
* The following questions will appear at the console followed 

by several system messages not shown here. 
RSX11M SHUT DOWN PROGRAM 
EfTER MINUTES TO WAIT BEFORE SHUTDOWN: 3 
OK TO SHUTDOWN? [Y/N]: Y 
ALL FURTHER LOGINS ARE DISABLED 

* Usually three minutes is sufficient warning to give providing 
that the previous preliminary procedures have been followed. 

* The PDP 11/34 system will automatically halt upon completion 
of the shutdown program. 

* The system shutdown is now complete. Power may be removed at 
this point. Refer to the system startup procedures for 
instructions to bring the FEAF PDP 11/34 back on-line. 
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STANDARD LOGIN MESSAGE 

The standard system login message format is presented 
in this appendix. A consistent format is important fct 
establishing the login message as a reliable communications 
tool between the FEAF staff and FEAF users. The following 
minimum information should appear in the login message: 

o The message date and time (The message should be 
reviewed and updated early each morning). 

o The FEAF system schedule. 
o The FEAF system status, 
o The user account classification status line. 

SAMPLE MESSAGE; 

MESSAGE DATE: 17-NOV-82 TIME; 08:30 
WELCOME TO THE FUSION EXPERIMENTS TIME SHARING VAX 11-780 

PEAF S< HEDULE: 
18-NOV 10:00-12:00 SYSTEM DOWN FOR BACKUP 
22-NOV 9:00-14:00 SYSTEM DOWN FOR PREVENTATIVE MAINTENANCE 
30-NOV 10:00-16:00 RAMTEK 0 & 1 DOWN FOR REPAIRS 
1-DEC 13:00-17:00 IMAGE DIGITIZING SYSTEM DOWN F0<* REPAIRS 

FEAF STATUS: 
OPERATIONAL AND AVAILABLE FOR TIME SHARING. 
IMAGE DIGITIZER DOWN FOR REPAIRS. 

THIS COMPUTER IS NOT CLEARED FOR PROCESSING CLASSIFIED DATA 



APPENDIX F 
COMPUTER ROOM ACCESS PROCEDURES 

ACCESSING ROOM: 
The computer room Is a vault-type room. The room and 

its contents Jnust always be under the control of an author
ized person.whose name appears on the access list placed 
inside the entrance. Access is similar to other vault-type 
rooms. 

1. Phone security (ex 2-7222), inform the sergeant 
of the vault number to be accessed and your 
name. 

?.. The security officer will check your 
authorization, then grant you access to enter 
the room. 

3. Open combination lock and enter room. 
4. If the room is to remain open for the rest of 

the day, the security switch inside the room 
entrance should be turned to ACCESS. 

5. The computer room may be left unattended for up 
to an hour (during work hours) if the door is 
locked with either the "Z" lock or combination 
lock. 

SECURING ROOM: 
At the end of the work day, or when the room will be 

unattended for more than an hour, the vault security alarms 
must be activated. 

1. Turn on the security switch to SECURE. 
2. Close the door and lock the combination lock. 
3. Phone security {ex 2-7222), give the sergeant 

your name and the vault number that is being 
secured. 
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4, The security officer will confirm that the vault 
alarm system is functioning properly. 

AFTER HOUR PROCEDURES: 
When the computer room is to be accessed after normal 

working hours, the security officer is required to make 
visual contact with the person, accessing the computer room. 
This is done in the following way: 

1. Go to a building 381 CAIN booth, tell the 
security officer that you want to access the 
vault. Tell him the vault number. 

2. The security officer will check your name 
agcfnst the authorized access list, then grant 
you access to the room. 

3. Follow above procedures for ACCESSING ROOM 
(st*vs 3-5J and SECURING ROOM. If the vault is 
tr remain open for an extended period of time 
after normal working hours, inform the security 
officer of this when you request access to the 
room. 



APPENDIX G 
BACKUP PROCEDURES 

G.l VAX 11/780 BACKUP 
Backup of the FEAF VAX 11/780 on-line files is 

accomplished by executing a set of system command procedures 
that use the DEC supported utility,. BACKUP. All backup 
operations (save and restore) must be initiated from the 
FEAF sy.-.tera account. There are two modes of backup 
procedures availible: image and incremental. 

G.l.l IMAGE SAVE AND RESTORE 
An image save and restore consists of the following: 

o Doing a complete image copy (save) of an 
on-line disk pack to a set of magnetic 
tepes. 

o Removal of the on-line disk pack and 
labeling it as the most recent backup disk. 

o Labeling the magnetic tape set as the most 
recent backup tapes. 

o Copying (restoring) the tape image to a new 
disk pack which is retained on-line. {If 
this disk functions properly, then the tape 
set is known to contain a good backup of the 
original disk pack.) 

This operation should be performed once a month for 
each on-line disk drive. In the FEAF system, there are 
three disk packs allocated to each disk drive. These are 
cycled so that one is on-line and the other two contain 
backups of the on-line disk pack. During the monthly 
backup, the disk pack with the earliest dated backup becomes 
the new on-line disk, the on-line disk becomes the latest 
backup, and the latest backup becomes the earliest backup. 
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G.1,2 INCREMENTAL SAVE 
An incremental save creates copies of , 1 on-line files 

that have changed since the last time a backup (incremental 
or image) was performed. An incremental save is to be 
performed weekly for each on-line disk drive on the F£AF 
system. The advantage of this type of backup is that it can 
be performed while the system is in time share status. A 
warning is issued to all ussrs that any open files vill be 
copied reguardless of their status. 

G.1.3 INCREMENTAL RESTORE: 
Incremental restore should onl/ be performed when a 

disk pack becomes corrupted. It is done by replacing the 
corrupted disk pack with the most recent backup disk pack, 
then incrementally restoring it with the incremental save 
backup tapes that are generated weekly. Please refer to the 
BACKUP utility manual for details o£ the incremental 
restore. 

G.1.4 SAVE AND RESTORE PROCEDURES: 
To initiate a save operation, log into the system 

managers account, then type SAVE_J?EAF. This command 
procedure will query the operator as to which disk is to he 
saved and whether the backup is to be done in incremental or 
image mode. The command procedure should be self 
explanatory in its use. After doing an incremental save on 
all the disks, the operator should initiate the weekly 
command procedure to run the error log and purge the file 
system. This is started by entering Pu"RGE_FEAF from the 
system managers account. 

To initiate a restore operation enter RESTORE_FEAF from 
the system managers account. The user will be prompted as 
to which disk is to be restored and if it is an image or 
incremental restore operation. 

Examples showing the running of these procedures can be 
found £': the end of this appendix. 
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G.2 PDP 11/34 BACKUP 
Backup of the FEAP PDP 11/34 on-line files uses an 

image save and restore operation as described under the VAX 
11/780 backup procedures. Backup of the system disk (DL0:) 
should be performed once a month at the time of the VAX 
backup. There are three RL02 disk packs allocated to the 
disk drive. These are cycled so that one is on-line and the 
other two contain backups of the on-line disk pack. During 
the monthly backup, the disk pack with the earliest dated 
backup becomes the new on-line disk, the on-line disk 
becomes the latest backup, and the latest backup becomes the 
earliest backup. 

To initiate a save operation: 

o Mount backup disk on DL1: 
o Mount backup tape on MM0: 
o Log onto PDP 11/34 under the system account. 
o Run backup command file by typing 

@[200,290]BACKUP1 
o The backup command file will run to 

completion. When it is finished, remove 
disk DL0: and tape. Label disk pack and 
tape as the new system backups. 

o The RL02 disk on DL1: is the new system 
disk. Hove it to DL0: and reboot the 
system. 



APPENDIX H 
PURGING THE FEAF COMPUTER SYSTEM MEMORY 

Whenever an uncleared person (such as vendor service 
personnel) requires access to either the FEAF computers or 
the computer room, the following procedures are to be 
followed. This is to insure that the uncleared visitor does 
not have access to classified information. 

1. Inform the CSSO of the need to purge the system 
of classified data. 

2. Shut down the entire FEAF computer system. (See 
shut down procedures in Appendix D.) 

3. Remove power to all computer hardware by opening 
all circuit breakers in the computer power 
center in the FEAF computer room. 

4. Disconnect the backup battery power to the 
computer memory, 

5. Remove all classified storage media (such as 
disk packs, mag tapes, etc.) from drives and 
place in storage cabinets. Lock storage 
cabinets. 

6. The CSSO may determine that all classified 
material should be stored in another vault area. 
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DISPOSAL OF CLASSIFIED MAGNETIC STORAGE MEDIA 

Magnetic storage media includes hard disks, floppy 
diskettes, and magnetic tapes. It is important to realize 
that SECRET data written to such media may be retrievable 
even after initialization, formating, or a dis!- head crash. 
For this reason all magnetic storage media labeled SECRET 
must retain that designation until properly erased. 

Erasure of magnetic nedia may be done by taking them to 
the computation department degaussing facility. 



APPENDIX J 
FEAF DRAWING LIST 

FEAF DRAWING LIST - This is a list of drawings 
which describe the FEAF computer system: the 
computer hardware and the FEAF addition to 
building 381-

DRAWING TITLE DRAWING NUMBER REV 

COMPUTER SYSTEM HARDWARE 
FEAF Computer system (Inter-Computer LEA 82-1301 05-B 0 

Communications nrchitecture; 
FEAF Computer System (VAX Architecture) LEA 82-1301 01-B A 
FEAF Computer System (Film Digitizer LEA 82-1301 04~B A 

Architecture) 
FEAF Computer System (One-Way Link LEA 82-1301 06-B 0 

Architecture) 
Security Terminal/Printer Disconnect System LEA 82-1303 01-S A 

FACILITY 
FUSION EXPERIMENTS ANALYSIS FACILITY Job #16000-870 

(Architectural drawings from Ruth & Going, 
project architects) 

REVISION TO FEAF TITLE U CONTRACT DRAWINGS PLA82-381 
FUSION EXPERIMENTS ANALYSIS FACILITY - Floor Plan None 
FUSION EXPERIMENTS ANALYSIS FACILITY - Underfloor None 

Layout 


