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ABSTRACT
In order to establish confidence in the 6afe operation of a reactor
protection system, there is a need to establish, as far as it is possible,
that

and

(i)
(ii)
(iii)

the algorithms used are correct
the system is a correct implementation of the algorithms
the hardware is sufficiently reliable.

This paper concentrates principally on the Becond of these, as it applies
to the software aspect of the more accurate and complex trip functions to be
performed by modern reactor protection systems.
In order to engineer safety into software, there is a need to use a
development strategy which will ptand a high chance of achieving a correct
implementation of the trip algorithms.
This paper describes three broad
methodologies by which it is possible to enhance the integrity of software:
fault avoidance, fault tolerance and fault removal.
Fault avoidance is
concerned with making the software as fault free as possible by appropriate
choice of specification, design and implementation methods. A fault tolerant
strategy may be advisable in many safety critical applications, in order to
guard against residual faults present in the software of the installed system.
Fault detection and removal techniques are used to remove as many faults as
possible of those introduced during software development.
The paper also discusses safety and reliability assessment as it applies
to software, outlining the various approaches available. Finally, there is an
outline of a research project underway in the UKAEA which is intended to assess
methods for developing and testing safety and protection systems involving
software.
1.

INTRODUCTION AND STATEMENT OF THE PROBLEM

In order to ensure that the risks from nuclear plant compare favourably
with other risks of everyday activities, their protection systems are designed
to satisfy quantifiable reliability requirements. Indeed targets are laid down
in the UK by the CEGB (ref. 1): these state, inter alia, that
(a)

The total frequency of all accidents leading to a large uncontrolled
release of radioactivity to the environment resulting from some or
all of the protective systems and barriers being breached or failed
6hould be less than 10" 6 per reactor year.

(b)

The frequency r f any single accident leading to an uncontrolled
release should be less than 10~ 7 per reactor year.

The accident frequencies stated in (a) and (b) above are defined as being
the product of the initiating fault frequency and the probability of failure of
the safety system to control the accident.
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Thus, from the above targets and a knowledge of the frequency of the
initiating events it is possible to arrive at design targets for the safety
systems.
However, ref. 1 stipulates that due to common-mode failure (CMF),
the failure probability which can be claimed for a redundant but non-diverse
system should not be better than 10" 5 per demand.
Even this level of
reliability requires justification:
higher levels of reliability cannot be
claimed without applying effective defences against CMF (ref. 2 ) .
For
hardwired systems this must include the use of fail-safe techniques, diversity
of design, diversity of parameter measurement etc. Similar considerations also
apply to computer-based safety systems, but must also embrace the software.
This paper is concerned with methods of system design and testing, with
emphasis on the software aspect. Our course of research Is also presented;
this is intended to compare the forms of system architecture and design methods
which minimise the likelihood of software faults in reactor protection systems.
It is also intended to evaluate methods of testing both for assessment of
system reliability and for detection and removal of residual faults.
For the purposes of this paper, it is necessary to define certain terms on
which there is no general agreement as to definition. The term error will be
used in two senses; it may refer to an incorrect action by a human being, or
it may refer to an incorrect state of computation during processing. A fault
in the software is the result of a human error, and will lead to a processing
error when certain input values are encountered.
A failure occurs at the
system level and may be caused by a processing error if the system is unable to
recover from that processing error by fault tolerant means.
2.

STATE OF THE ART

Whereas the very large majority of nuclear reactors in the world rely on
hardwired protection systems, there are strong incentives to adopt
computer-based protection systems either wholly or in part. These are
(a)

In cases where very large numbers of sensor signals need to be
economically processed e.g., in sub-assembly temperature protection
systems.

(b)

In cases where sensor signals need to be processed by highly complex
algorithms e.g., for DNB protection with scope for more efficient use
of the plant J,e., increased output.

With regard to (a) examples are the TRTC minicomputer-based system in the
French fast reactors Phenix and Super-Phenix (refs. 3 and 4) and the UK
microcomputer-based ISAT system (refs. 5 and 6 ) .
For (b) the French microcomputer-based safety system SPIN (refs. 7 and 8)
has been introduced into the PALUEL reactors and Westinghouse are offering
WIPS, also a microcomputer-based safety system, for the proposed PWR for
Slzewell 'B1 in the UK (reference 9 ) .
The Project on Diverse Software (PODS, ref. 10) constituted an
international exercise within the Halden proje^r in which teams from UK (CEGB),
Finland (VTT) and Norway (Halden) implemented a representative protection
system, the structure of which was defined by the Safety and Reliability
Directorate (SRD) of the UKAEA.
Each system wae subjected to rigorous
acceptance tests and corrected so that no faults were apparent at that stage.
The three were then compared 'back-to-back' at Halden. This process revealed
further faults which are currently being analysed.
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Many researchers in this field emphasise the need to validate the software
specification (e.g., refs. 21, 22 and 25), and this is now receiving particular
attention.
A particularly difficult area is that of relating measures of
testing thoroughness (e.g., ref. 11) to measures of operational reliability.
It is possible that methods could be developed to estimate reliability fron
comparisons of the potential faults in the software and those removed by
testing.
The philosophy of choice of test spectrum is discussed in Sections 5 and
6.
In order to assess system reliability various choices exist representing
operating conditions or alternatively the way in which the trip condition is
approached. Obviously a safety protection system should not retain any known
faults and correcting them as they arise necessitates repeating all tests since
it is not possible to be certain that the correction process has not created a
fault elsewhere.
3.

FAULT AVOIDANCE

Fault avoidance is concerned with making software as fault free as
possible by appropriate choice of development methods. It is essential that
this principle be applied at all stages of development, and not just during the
programming itself, because a large proportion of faults can be expected to
have their origin early in the life cycle. For example, Potier et al (ref. 12)
report a study in which more than 60% of all faults originated prior to the
implementation (or coding) stage.
Since software faults arise from human errors, the control of factors
which affect the occurrence of human errors will reduce the fault content of
software. According to Rzevski (ref. 13), there are five classes of factors
which affect the occurrence of human errors: these are discussed below. The
choice of development methods which assist control of these factors can be
expected to produce software which is relatively fault free.
System Complexity.
The inability of huraans to deal with over-complex
entities without committing numerous mistakes is well documented, for instance
by Miller (ref. 14). There is a number of software design methodologies which
are all aimed at containing the complexity of software. Many of these organise
the software in a hierarchy of reasonably independent software modules (e.g.,
Yourdon and Constantine (ref. 15), Myers (ref. 16)). An alternative approach
is due to Jackson (ref. 17). There is thus a range of methods available for
control of system complexity, which are most readily applied at the design
stage.
Task Complexity.
Experience shows that the frequency of human errors
Increases if tasks are too simple (and thus boring), or too complex. This
topic has had very little coverage in the literature, and tends to receive
insufficient attention from software development managers. A useful rule of
thumb which can be applied at the implementation stage is that no individual
should be expected to deal with more than one module at a time. In general,
tasks should be clearly defined in terms of inputs, outputs and activities to
be performed.
Resources.
The quality' and characteristics of the resources made
available for 8y6tem development can have a significant effect on the
occurrence of human errors. Resources include languages, guidelines, manuals,
standards, computer aids and tools applicable to all phases of software
development.
There is a very large number of tools and other resources

available, and it is an important managerial task to select the best and most
appropriate tools for the job in hand.
The language which is chosen for a particular application may affect
considerably the avoidance of faults. It should be borne in mind that it is
nov possible to express specifications and designs, as well as programs, in
formal languages.
Guidelines and standards are very powerful aids to the organisation and
management of software production. Company standards are often preferable to
national or international ones, because they can be tailored to the particular
organisation and can more readily be modified and updated.
There has in recent years been an explosion of activity in the field of
computer aids and tools for software production.
The problems here for
managers are posed not only by the sheer number of tools and the difficulty of
deciding which are the appropriate ones, but also by the extreme difficulty of
assembling an integrated tool set to deal with the whole of the software
development. It is to be hoped that future developments will alleviate these
problems.
Human Factors. Inevitably, the occurrence of human errors is influenced
by the characteristics of the personnel involved in software development.
While there is a large body of knowledge on the relationship between human
factors and the frequency of errors by operators of machinery, the effects of
human factors on design errors such as those which lead to software faults have
not been studied extensively. There is evidence (ref. 13), however, that the
occurrence of human errors is minimised if software production personnel are
equipped with knowledge and skills related to systematic design methods, and if
their attitude is egoless, thorough, and self disciplined.
It is also an
important skill to be able to identify simple solutions to complex problems.
Thus the control of human factors is by selection and training of personnel.
Environmental Factors.
Reliability of software can be affected by the
physical, social and psychological aspects of the environment in which systems
are created. Examples of possible influencing factors are noise level, team
morale, and criteria for promotion. An important reference in this area is the
book by Weinberg (ref. 18).
The choice of development methods in the way outlined is not enough in
itself. It is also necessary to implement appropriate quality assurance and
project control activities, and to ensure that the project is thoroughly
planned at the outset, including such aspects as the testing philosophy to be
adopted. Only in this way can there be any assurance that the introduction of
faults into the software during its development has been kept to a minimum.
There is currently no development method which can be guaranteed to
produce fault free software;
nor is there any assessment method which can
guarantee that a given piece of software is fault free.
A good deal of
research is going on in these areas, but for the moment it is essential to test
software, both to remove faults and to gain confidence in the level of the
reliability.
In 6afety-related and other areas of application where
reliability is of great importancet it may be the case that the risk of
residual faults in a delivered piece of software is too high. If this is the
case, it is possible to implement fault tolerant software, in order to reduce
the risk that these residual faults will lead to an unsafe situation.
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A.

FAULT TOLERANCE

This section reviews methods for promoting high reliability in systems
that incorporate software whilst acknowledging the limited reliability of
individual programs.
Although it is possible for any given program to be free from faults,
establishing this as a fact is as yet not possible.
Therefore, it is
worthwhile to examine ways of protecting systems against the effects of faults
that might exist.
Redundant Hardware with Common Software. Here the individual elements or
channels of a system are replicated and system behaviour decided by majority
voting on individual channel behaviour. In this case the individual channels
each contain identical software, so that if each piece of software receives the
same input, all channels will give the same output.
In particular, if a
software fault leads to failure in one channel, then all channels will fail
simultaneously.
Any argument for software fault tolerance due to redundant
hardware therefore depends upon the various pieces of software receiving
different inputs, and the degree of reassurance which can be obtained in this
way is very limited, as will be shown.
With this arrangement it is possible to argue that provided redundant
sensors are used, the input signals representing each parameter will almost
certainly differ for each channel. In fact, for a series of 12-bit digital
input signals corresponding to analogue parameters, the least significant 3 or
even A bits are likely to differ due to differences in sensor accuracy,
resolution and operating characteristics, and for all intents and purposes can
be regarded as random. Thus, even for a relatively simple system with only a
few such measured values, there will be a wide variation in program inputs for
the same parameter values. Hence, it is argued, any software fault that causes
one channel to fail is very unlikely to affect the other channels at the same
time. If such a fault did exist, so the argument runs, its effects would be
quite gross, so that any reasonable test procedure should bring it to light.
It is considered that this argument, although superficially appealing, is
untenable. It pre-supposes that software faults are sensitive to the absolute
bit patterns of inputs, whereas very many faults are likely to cause failures
for wide ranges of inputs or groups of inputs. The claim that faults with such
gross effects can be expected to reveal themselves early during testing cannot
be relied upon since with even a simple system that uses only 5 x 12-bit
inputs, the total number of combinations is of the order of 1 0 ^ , so a fault
that appears gross by causing failures for a very wide range of input
combinations can still be a relatively obscure one, which may not be revealed
by testing.
In general, it is fair to say that this kind of fault tolerance protects
against only hardware failures.
Software Diversity.
Software diversity, also known as a n-version
programming (ref. 19), would appear to present a way of achieving truly
Independent software. With a 3-channel protection system employing different
programs in each channel and a 2-out-of-3 majority voting arrangement, software
faults would seem unlikely to affect 2 or more programs for the same input
conditions since each program would contain different faults. However, there
are limitations to this reasoning associated with the degree of diversity that
can be achieved in practice. There must be some common ground, which includes
at least the task specification. If this is a very detailed document, defining

the task precisely, then it is likely to contain faults. The person or team
writing the specification may know exactly what is wanted, but in expressing
these demands may create ambiguities, inconsistencies, or simply write down the
wrong thing, or they may have an incorrect view of what the software ought to
do.
Even with no human errors in these processes, typographical errors may
well occur and slip through uncorrected, especially where numerical data are
concerned. Faults created in any of these ways are likely to propagate through
all the different pieces of software, and for these faults negate the apparent
benefits of diversity.
There are other common factors, even with independent programming teams
methods of thinking and working may be very similar, especially for highly
skilled programmers, so the algorithms embodied in the finished programs may
resemble each other quite closely. This, together with the fact that error
proneness itself is a particularly human characteristic, with susceptibilities
to fault generating mechanisms common to all, degrades somewhat the hoped for
independence.
Software diversity represents a powerful means of protecting systems
against the dangerous effects of software faults, but to achieve it to an
acceptable degree very careful controls must be applied. Our experience is
that special care must be taken at the task specification stage. If more than
one person is familiar with the requirements, there may be merit in each one
producing a preliminary version, without consultation with the others, and
defining only what the software is to do, but not how it should do it. Then, by
reviewing each others' work, a consensus view may be arrived at, and a final
version developed. It is essential to commence the development of the software
itself with a single specification, common to each piece of software.
Any
diversity of specification would be likely to lead to a situation where the
various programs do different jobs and are incompatible.
Each separate teaii should apply the currently accepted techniques for
generating reliable software, notably effective quality assurance procedures
and proper documentation, structured design, internal design reviews and
development testing.
It is worth noting that the number of diverse programs need not be the
same as the number of channels. For example, two or more diverse programs may
be implemented within a single channel, with voting taking place to determine
what the channel output should be. In this way it is possible to make all
channels identical, and still take advantage of both hardware redundancy
(between channels) and software diversity (within channels). This arrangement
may lead to cost savings, since procurement and spares handling procedures may
be simpler.
Other Software Design Features.
Several other features can be
incorporated within individual programs to help in recognising the effects of
processing errors, which are caused by interactions between internal data and
faults in the program, and thereby make the software fail safe. Such features
include functional diversity (also known as the use of validatory functions),
where a program performs cross-checks on internal algorithms by diverse means,
perhaps to a lower degi._e of accuracy as a way of detecting gross processing
errors»
The detection of a processing error must be followed by a suitable
error recovery process, the intention of which is to return the system to an
error free state.
In a multi-channel system using diverse software, error
recovery may consist simply of awaiting the next input signal. In a single
channel system without diverse software, error recovery would sometimes
necessitate a reactor shutdown in order to remain fail safe.
In any

case, all such events should be automatically logged for investigation. A
particularly sophisticated form of internal functional diversity is the
recovery block (ref. 20).
In order to contain the effects of processing errors, each process, task,
sub-task, module or sub-system of the software should validate its inputs,
before commencing processing, and then at completion establish criteria showing
that its outputs are correct, possibly by use of functional diversity within
the process concerned. There 6hould also be protection against the software
looping, either indefinitely or for a large number of times, due to a software
fault. This is best achieved by ensuring that at specific time intervals there
must be a specific output.
Another worthwhile technique is software self-testing, which again relieB
on Borne form of diverse software incorporated in a control program which
continually exercises algorithms in the program under test in order to check
their behaviour against that expected.
5.

FAULT REMOVAL

As has already been pointed out, fault avoidance techniques used in
isolation cannot be guaranteed to produce sufficiently fault free software.
Thus, whether or not a strategy of software fault tolerance has been adopted,
it is essential to carry out fault removal activities in addition.
Historically, fault removal consisted of testing the software in a relatively
ad hoc manner. More recently, it has been recognised that the longer a fault
remains, the more expensive it is to eliminate - Boehm (ref. 21) reports that
faults are typically 100 times more expensive to correct in the maintenance
phase on large projects than in the requirements phase (ignoring the
consequential costs which may be associated with an operational failure). The
result of this observation is that fault removal activities are now applied at
all stages o'f the software life cycle, in addition to testing towards the end
of development. These activities include such things as design walk throughs
and peer reviews, as well as inspections, which are described below.
Inspections.
Substantial improvements
in programming quality and
productivity can be obtained through the use of formal inspections of design
and of code. The chief objective of the inspection process is to find faults.
For the sake of clarity, the inspection process will be outlined as it would be
applied between design and implementation.
As Fagan (ref. 22) points out,
inspections can be applied throughout the development cycle of software.
The design inspection team should be led by a moderator, and include the
person who produced the design, the person who will implement that design, and
the person who will eventually test the program produced. Preliminary to the
inspection itself there is an overview meeting at which the designer describes
the overall area being addressed and the specific area he has designed in
detail. This is followed by individual preparation so that each member of the
team has an understanding of the design prior to the inspection meeting. The
inspection meeting itself consists of the implementor describing how he will
code the design.
Other members of the team raise questions during the
impleraentor's discourse, which are pursued to the-"point of a fault being
identified. After the inspection meeting all faults noted are removed by the
designer.
It is the moderator1« responsibility to ensure that all problems
have been resolved.
The details of the above description will inevitably vary for application
of inspections to other stages of the software life cycle, but the underlying
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principle of organising a formal detailed discussion between interested parties
with the objective of identifying faults is applicable throughout the software
life-cycle.
Testing for fault removal.
Software testing comprises two distinct
activities.
The first is fault detection, concerned with finding software
faults to allow their removal, and the second is reliability testing, to
demonstrate an acceptably low failure frequency or unavailability during use.
These processes are not aspects of the same thing as is commonly thought, but
are separate in both purpose and design. The efficiency of the fault detection
process is relateC to its ability to find the faults that are present, its aim
is to make the software fail. The function of reliability testing on the other
hand is to provide an indication of the reliability that can be expected of the
software during its operational life.
Any software is likely to contain
residual faults even after the most stringent production processes and
penetrating fault detection testing, therefore, for safety critical
applications, an assurance is required, quantified if possible, that the
probability or frequency of system failure due to their presence is acceptably
low. Reliability testing is intended to provide this assurance, and will be
discussed later in this paper.
Development testing comprises those test procedures applied by the
development team themselves to their own programs. If a properly structured
design methodology has been used, then the individual modules should be
testable individually.
A well-designed module will incorporate features to
facilitate its testing, so that as many (possibly all) combinations of inputs
as practicable can be exercised to verify correct functioning. There is direct
merit in simplifying module tasks as much as possible since the simpler the
task the more comprehensive can the module test be made, and the less chance
there is of carrying faults forward to later development stages.
Attention should be given to the ranges of input variables that the
modules are to deal with.
It should be recognised that processing errors
external to the module may cause an input range boundary to be violated, so the
module test procedures should deliberately incorporate such values to check for
an appropriate response. The process demonstrates the robustness or otherwise
of the modules - their ability to cope safely with external error effects.
Testing can be administered by use of a driver or a test harness, as
appropriate. A driver is a piece of software that permits the setting up of
input conditions, calls the module under test as a subroutine, and accepts the
outputs for storage, display, or further analysis as appropriate.
A test
harness is a software system which enables a module, sub-system or complete
system to be executed in an environment different from its design environment
(e.g., to execute microprocessor software on a mainframe). The test harness
will provide an equivalent interface to external peripherals and other software
components, and may well have other functions relating to the recording and
analysis of the testing.
For simple modules, it is often sufficient for the driver merely to
display outputs in numeric or graphic form, with direct inspection for
correctness.
For more complex or higher level modules a more carefully
designed test procedure may be required, with simulation of the module task by
part of the test harness to allow comparison of module response with that
expected.
In such cases, the module simulation software incorporated in the
test harness should be written by a different person than the one who wrote the
module itself, so as to provide diversity in the test function.

At some 6tage the 6oftware development will be deemed complete by the
development team, and ready for a more formal testing strategy as a complete
program.
At this stage setG of input test data will be selected for the
program to deal with, and the response checked against that expected. A test
harness can be used to administer the testB, and possibly to execute the same
task as the program in a diverse manner, comparing and reporting on the two
sets of outputs.
If diverse programs are to be employed, then these can
usefully be tested at the same time with the same Inputs. Comparison of output
can reveal all types of fault except those due to common trade error effects
present in all the diverse systems.
' Black box and glass box testing are broad alternative testing strategies
which differ in the way in which input test data are selected.
Black box
testing treats the program as just that - a black box of unknown content.
Inputs are selected on some random basis, or deliberately, to exercise specific
features of the test specification. The strength of this form of testing lies
in the fact that it is independent of the way the task is implemented. The
black box need not in theory even contain software.
Providing the task is
implemented correctly, then the contents of the box are of no concern.
Glass box testing acknowledges not only the fact that the box contains
software but also takes note of its structure. Input data sets are chosen to
exercise the various paths through the program. It is rarely practicable to
exercise every possible unique path from input to output since there are likely
to be far too many, but with a well-designed procedure it is possible to
exercise a sensible Bubset. The lowest level is to ensure that every statement
is executed at least once, the next level is to ensure that every branch is
executed at least once. Proceeding in this systematic way ensures substantial
classes of fault are eliminated (ref. 23).
Manual black box testing strategies
use input data sets which are
deliberately chosen to check specific task features.
Functional tests are
aimed at producing all the various responses, not necessarily all combinations
of responses since these would usually be excessive, but all the separate forms
of response for as many different circumstances as are directly relevant, to
show that all the intended transfer functions have been properly incorporated.
Boundary value tests check operation at and around the input conditions that
cause changes of state of outputs, and at input boundaries where these are
significant, since these areas are especially prone to error. Invalid data
checks deliberately supply out-of-range values for inputs to check the
robustness of the program.
Simulation tests supply input sequences that
correspond to expected input behaviour during normal operation. Other forms of
manual tests can be devised to test special features, for example the timing of
certain operations may be an important aspect of proper functioning.
Random testing strategies are also of black box type, but whereas the
manual tests are selected by inspection and therefore severely restricted in
number, random testing is automatable and can supply large quantities of test
cases. There are various forms of random strategies, perhaps the most obvious
being full range uniform randomness of all inputs, where all the input values
are allowed to vary independently over their full range, both valid and
invalid.
In practice this is usually very inefficient since generally whole
batches of input combinations cause similar operation.
For example, if one
input is & 'Power On 1 signal which (say) sets all outputs to some
pre-determined state regardless of all other input conditions, then half of the
(random) tests can be expected to exercise the software in precisely the same
manner, thus greatly reducing the value of a large proportion of the tests. A
better strategy in many cases is to set certain inputs to fixed values while
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allowing others to vary at random for a set number of tests, after which the
fixed inputs are set to new fixed values and the tests continued.
Equivalence partitioning is a more useful method of random testing which
avoids the problem illustrated above. Here the full domain (valid and invalid)
of each input is split into a finite number of ranges, all input values in a
particular range being judged equivalent in testing the program. These ranges
will not generally be of equal length, some will contain many values, when say
all values up to some high level trip point are expected to have the same
effect, whereas others will have few values, for instance between an alarm and
a trip, when these lie relatively close together.
Then equal weighting is
given to each of the partitions in selecting random values, so the testing can
be made more efficient.
Boundary value testing loads the selection of test data to around the
edges of both the input and output equivalence partitions (not necessarily at
the same time).
Special consideration is needed in defining the loading of
inputs to produce outputs around their equivalence partitions, but experience
shows that this technique is an especially powerful one for revealing faults in
software.
If it is desired to test equally thoroughly over a particular range of
values, for instance when carrying out equivalence partitioning, then it is
appropriate to generate random test values from a uniform distribution. The
Gaussian distribution, on the other hand, is appropriate for boundary value
testing, since it leads to a clustering of values around a given point.
Whatever distribution is used, it is important to record either the
complete set of test data, or sufficient information to enable the set to be
regenerated, as well as the manual test input values. This will enable the
repetition of any test sequence, which will be necessary after each fault
repair session since further faults are often introduced during repair, and it
is important to know that program performance (as monitored by its response to
the above tests) has not been degraded.
Path testing uses the glass box technique to exercise paths and sub-paths
to some pre-deterrained level.
The task is well suited to computer
implementation and programs are available to handle it. One such test program
(ref. 11) takes sets of test data and runs the program under supervision. The
test program monitors the effectiveness of the test in terms of the paths
exercised, and reports accordingly. Different sets of data are chosen, often
by devising special cases, to exercise all statements, then all branches, then
sub-branches (all secondary branches after some primary branch) to whatever
level is desired.
The test program is used in conjunction with a static analysis program
that is applied first.
This performs a detailed scrutiny of the statements
comprising the source program, both to highlight and report on defects in its
structure, and to format the code in a special way that makes it accessible to
the test program described above.
A.

ASSESSMENT

Traditional methods for safety and reliability assessment are in many
cases not readily applicable to software, despite their being perfectly sound
for hardware assessment. There are two main aspects to the safety assessment
of software: assessment of the process of creating the software and assessment
of the software product itself. Ideally, safety assessment could be done in
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terms of the product alone, by thorough testing of the software (making use of
the software structure, for example, by ensuring that all paths are tested) to
establish confidence in the correctness of its implementation. This is not in
general practicable due to the complexity of the software, the enormous variety
of possible input data, and the stringent requirements imposed by the need for
safety.
Even if it were possible to demonstrate software integrity, and so
carry out a perfectly sound assessment of the software, it would not be
desirable to do this alone: an assessment of the process, aimed at ensuring
that the development of the software is proceeding successfully towards a safe
and reliable product, can highlight problem areas and bring about their
resolution much earlier than the retrospective assessment of the product alone.
It is therefore necessary to carry out assessments of both process and product,
and it must be recognised that neither of these assessments is capable of
guaranteeing safe operation.
Assessment of the process. There is currently no available technique for
quantitatively assessing software reliability based on a knowledge of the
process alone - indeed, it is only recently that qualitative methods have
become available. Daniels (ref. 24) describes an assessment methodology based
upon a checklist of questions relating to various activities throughout the
software development cycle.
The purpose of the checklists is to provide a
stimulus to critical appraisal of all aspects of the system rather than to lay
down specific requirements. The approach can be used to assess the quality of
a particular software development process from the point of view of the likely
reliability of the final product, and can readily be integrated with software
quality assurance activities.
The usefulness of assessing the process is twofold.
Firstly, the
assessment can be applied very early in the development process, and can thus
be used to guide the development and to give an early warning of problem areas.
Secondly, since product assessment is imperfect (lor reasons discussed below),
the process assessment can be useful in improving judgement as to whether a
given product has reliability of an adequate levpl; this is especially true of
safety systems, since the high reliability requirements often associated with
such systems are very difficult to demonstrate by testing alone.
Assessment of the product. Traditionally, assessment of the reliability
of software is carried out by way of testing, and it is this aspect which will
be concentrated on below. It is worth pointing out, however, that there is an
increasing number of software tools which can be used to assess the quality of
the product, including such things as code analysers (e.g., ref. 11). Such
tools are probably most useful for the task of fault removal, but their
potential in assisting product assessment should not be ignored. In addition,
a great deal of research is currently going on into formal methods of software
development.
An example of this work is the idea of program proofs, where a
mathematical proof
is carried out (manually or semi-automatically) to
demonstrate that a given piece of software is correct with respect to its
specification. Probably the most highly developed formal method is the Vienna
Development Method (VDM), (ref. 25), originally developed by IBM. VDM employs
a formal mathematical notation, and the basic procedure is to write a rigorous
specification of the software which is then developed into a derived correct
program.
The final stage is to examine the performance of this program and
improve its efficiency where necessary.
These methods have not yet matured to the extent that they can
advocated for general use, but the potential benefits of their use in
future are enormous, both from the point of view of fault removal
reliability and safety assessment.
However rapidly these methods
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be
the
and
are

developed, it is difficult to foresee a time when testing will not be utilised
as a final demonstration of software reliability. It is only when the testing
stage is reached that the performance of the software can be compared with the
requirements: formal methods can only hope to prove correctness with respect
to a specification, and that specification may itself be an inaccurate
reflection of the requirements. The remainder of this section concentrates on
the use of testing as a means of assessing reliability.
Reliability testing.
As has been pointed out, this procedure is not
primarily intended to find faults, but rather to give an assurance that during
use the failure frequency or system unavailability due to residual faults is
acceptably low. To provide this interpretation an operating er. -ronment that
simulates the input conditions expected during use is required. If several
different operating modes are to be experienced, then separate tests should be
devised to simulate each, to provide reliability measures for each mode. For
example, in the case of a reactor protection system, the plant can be expected
to operate for the vast majority of the time at steady full or near full output
when trip margins are large. The safety role of the protection system only
comes into play when trip conditions arise, so that testing the software for
safety should concentrate on the inputs to be expected when trip conditions
arise.
Such a system has another implicit requirement, which is not to trip
when trip conditions do not arise (i.e., to reduce false alarms). Reliability
testing for this requirement should concentrate on those inputs to be expected
during normal operation. It is worth emphasising that a test plan which simply
mimics the overall operating conditions of the plant would in this case provide
almost no safety assurance.
Any failure that is observed during reliability testing should be traced
back to the underlying fault and this repaired, unless it can be shown beyond
doubt that no dangerous effects can result from the presence of the fault. Any
fault so found and repaired will necessitate a repeat of all tests (fault
detection and reliability) up to the point of failure, to discover any new
faults introduced by the repair. This is not an onerous task if the possible
need for it has been anticipated and all test data has been recorded in such a
way that the testing can be repeated automatically.
Choice of test data which simulates the conditions expected to be
experienced during the operational life of the program implies a detailed
knowledge of plant behaviour.
For a complex plant such as a reactor it is
difficult, if not impossible, to select the appropriate distribution of input
conditions manually. Limited groups of inputs for certain expected modes of
operation will be identifiable but these will be far from comprehensive.
What is recommended is to engineer a plant model in software (if a
simulator already exists then this might be adaptable) incorporating as many
behavioural interactions as is practicable, and use this to generate test data.
Then all expected normal, abnormal and dangerous circumstances can be
simulated, and the corresponding test data applied to the program either
immediately or by preference via an intermediate data storage file (to permit
repeat testing after error repair). The better the plant model, then the more
representative will be the test data generated.
The relationship between
infidelity in the plant model and degradation in value of the test data is not
known; intuitively it would seem that providing the model did not incorporate
gross inaccuracies or errors, then the test results should retain an acceptable
level of validity for the real plant.
If diverse software is to be used, then there is no reason why the
reliability testing process should not continue through life, with some
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external system to recognise significant
corresponding plant conditions.

output disparities and record the

Reliability quantification Is often necessary in
whether specified reliability requirements have been met.

order

to

ascertain

If a reliability figure for software Is demanded then it is vitally
important that the figure should be valid.
Indeed, this is stating the
obvious, but it is very easy to generate a number: any test will yield some or
no faults in a given number of trials, B O by applying whatever confidence
factor seems reasonable, a fault frequency or unavailability can be derived.
The danger is that when a number becomes associated with a piece of software it
may unduly influence the decision as to whether or not the software Is adequate
for use, when in fact the number in question may be of low accuracy and based
upon assumptions which are unsound. Therefore, the greatest caution is called
for In calculating and using such a number.
The basis of quantification should be the results of a reliability testing
procedure which applies data from the operational input domain, not an error
detection procedure which uses quite different input domains. If any results
other than of reliability testing are used, then the derived figure will be
valid only for the particular input domain used during the tests, which might
well bear no resemblance at all to the operational input domain.
The bare data from which any reliability figure is derived may well take
the form "k failures observed in N trials", the value N being the number of
trials that exercise the safety function out of a large sample of input
conditions from the operational Input domain. It is of course the case that
for a safety critical application such as a protection system each of the k
failures must be investigated and the corresponding fault removed. However,
for the purposes of calculating a reliability figure with an appropriate level
of statistical confidence, the k failures must be retained. This is because a
further N random trials may well reveal further faults, and the "k failures
observed in N trials" may still be the performance level to be expected from
those areas of the input domain which were not covered by the original N
trials.
In this way a suitably pessimistic figure will be generated for the
expected number of failures in N demands on the safety function of the
program.
There will be occasions when the figure obtained by using "k failures
observed in N trials" is inadequate, but it is felt that the removal of the
faults leading to those failures has improved the software reliability across
the whole input domain. The only 6ound way of demonstrating this statistically
is to carry out a further set of tests to exercise the safety function of the
(corrected) software. It may then be possible to base the assessment on data
of the form "No failures observed in M trials", where M Is the number of inputs
used in the new testing, and a much higher level of reliability can be claimed.
On the other hand, the additional testing may simply confirm fears that there
are further faults which were not exposed by the original reliability
demonstration test comprising N input sets.
From the figure generated as above can be deduced an unavailability figure
per demand, which Is the pertinent reliability parameter for a protection
system.
For safet/ critical applications other than protection,, other more
suitable figures can be derived 6uch as failure frequency or reliability in the
mathematical sense - the probability of functioning correctly for a specific
period of time under specific conditions.
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The figure so generated should be treated as only one of a number of
guides as to the adequacy of the software, others including the development
methods and QA procedures used, design philosophy adopted, and performance
during the fault removal testing phase. The reason for this is not only the
statistical nature of the conclusions drawn and the inevitable uncertainty
therefore associated with them, but also the enormous difficulties associated
with making the testing as representative of use as possible, and the possible
sensitivity of the statistical methods used to the assumption that testing is
indeed representative of use.
Reliability growth modelling of software is an area of research which has
received a great deal of attention, as a result of which a number of
statistical models have been put forward to quantify the growth in reliability
of a piece of software as faults are detected and repaired (refs. 26-30). The
times of the occurrence of each failure are recorded and the current and future
failure rates derived from these data and the model itself. The value of these
models as currently developed lies in making economic decisions such as those
related to the best time to release software for commercial purposes, not in
predicting the reliability of software for safety critical applications. Work
is continuing in this field, however, and may bear fruit for safety
applications in due course, especially when diverse software is used.
The same comments as made earlier also apply to this technique, that the
data used to quantify the reliability should be taken from reliability testing
or (as is usually the case for commercial software) from actual operating
experience, and not from any of the fault removal testing procedures.
7.

RESEARCH IN UKAEA

A programme of research is in hand in the UKAEA aimed at assessing methods
for developing and testing safety and protection systems involving software.
Codes of practice have been drafted (e.g., refs. 31-33) concerning the
structuring of the software design, documentation, in-built test facilities,
use of test harnesses, stages of testing etc. Also specific methods of testing
software are being proposed.
Our intermediate objectives are to assess which items in the codes of
practice are of particular significance, to assess the different forms of
system architecture (e.g., diversity and redundancy), to evaluate the relative
power and applicability of the different test methods and to pursue the idea of
quantifying the coverage achieved by a given set of tests. This endeavour
will, on one hand, provide us with a tool-kit for assessing any system offered
and this tool-kit would include appropriate questioning on design procedures,
evaluation of tests carried out or scheduled and proposals for further tests as
deemed necessary. On the other hand it will also enable us to achieve the most
effective system designs.
The approach adopted for this research is to specify a protection system
which is in fact hypothesised but realistic and based on a requirement to trip
on low DNBR (Departure from Nucleate Boiling Ratio). This specification is
being subjected to scrutiny by teams within UKAEA, CEGB and elsewhere, where
codes and methodologies for the purpose of testing specifications have been
evolved (refs. 34 and 35). Considerable emphasis is placed on this stage as a
result of the PODS exercise referred to earlier.
The specification will be implemented 'in-house1 in FORTRAN on a PDF 11/44
computer. This will be carried out as far as reasonably possible according to
existing codes of practice. A careful log recording progress in developing the
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software is being kept. This shows time spent and progress, all test records,
corrections, modifications etc; much of this will be recorded automatically at
later Etages.
In parallel with this in-house implementation, a contract is being placed
with a software house to implement the same specification in PASCAL. This will
be carried out according to high standards of commercial practice with agreed
forms of testing at prescribed stages.
Both pieces of software will be subjected to extensive and varied
'acceptance testing1. This will include functional testing and several forms
of structural testing, and the testing carried out will be subjected to an
evaluation to assess the test coverage which has been achieved. Following this
extensive back to back testing would be applied using various forms of
statistical distribution in the conditions.
These will include actual
operating
conditions, boundary
or limiting
conditions, and conditions
anticipated at the time of causing a trip. It is important to test the system
under severe operating conditions, from many points of view it is the form of
circumstance most likely to be required for the system to operate.
8.

CONCLUDING REMARKS

This paper has discussed a number of software development methodologies
which can be use for the production of reliable software for systems important
to safety, and has outlined UKAEA research aimed at assessing the efficacy of
various development and testing methods with particular reference to reactor
protection systems. Although the use of the methodologies described will no
doubt impact beneficially upon the reliability of such systems, the current
state of the art is such that the production of fault free software cannot be
guaranteed;
neither is there any assessment method which can guarantee
software to be fault free.
In these circumstances there is a need to implement fault tolerant
software in cases where failure of the safety system could be catastrophic,
while recognising that In the future improved technology for software
development may eliminate this need.
9.
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DISCUSSION
A. ROULSTONE s
(l)There are a wide range of measures available to ensure reliable
software. There is a need to make rational choices about these methods. Do you
advise the expendition of time on specifications rather than diversity ?
(2)There are two views about software reliability : some believe you
can derive a numerical value t others not. Which side of the argument attracts
you ?
M. BUTTERFIELD z
(l)The advantages potentially available by use of diversity are
limited by common mode factors such as the specification. It is therefore
necessary to ensure that the specification is of high integrity if the benefits
of diversity are to be maximised. Our feeling is that the two activities must go
hand in hand. An important aspect of our research is to investigate the "rate of
exchange" between the two.
(2)Since there is a need to quantify system reliability ("etc...,) and
since systems contain software, the ability to satisfy the above mentioned need
is limited by the ability to quantify software reliability. We feel, therefore,
that it is important (i) to use whatever relevant measures are available, whilst
being cognisant of there limitation, and (ii) to encourage and carry out further
research enhance our currently limited abilities in this important area. It is
certainly the case that current abilities enable the quantitative assessment of
testing effectiveness in a relative sense, and we see possibilities that this
may be extendable to the evaluation of reliability, but this is a difficult
research area and the results are by no means certain.

A. POUJOL :
What kind of specification methods do you intend to use in your
studies ?
M. BUTTERFIELD :
Principaly, algebra plus natural language. However it is intended to
submit the specification to analysis with respect to completeness and
unambiguity, using tools which can handle natural language specification. It is
also intended to submit the specification to analysis by tools such as SPECK
(Ref.34-35), by translating the natural language specification into an
equivalent formal representation. In these ways it is hoped that we shall
achieve a specification with a high level of integrity.

F. GANGEMI :
Were the errors attributed to the specifications traceable to wrong
specification or to different interpretations by various people of the SPECK ?
M. BUTTERFIELD s

H
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Specification errors consisted of ambiguities, inconsistencies, and
loose ends. Most came to light during inspection by the different parties, but
some only came to light during the final (back to back) testing phase, when it
became dear that the specification had been interpreted in different ways
without anyone realising that the ambiguity or inconsistency was actually
present. These errors would not have been discovered at all but for the
implementation in diverse software.

