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ABSTRACT
An assesment of the reliability of the Digital Integrated Protection System
(SPIN) of the 1300 MWe type french reactors has been carried out by treating an example : the emergency shutdown, which can be called upon by
several initiating events.
The whole chain, from sensors to breakers and control rods, is taken into
account. The reliability parameters used for the quantification are evaluated essentially from the experience feedback of french reactors. The not
wellknovn parameters being the common cause failure rates of electronic
components and the efficiency rate of the self-tests, the results of the
study are then presented in a parametric form, according to these two
factors.

1 - IHTRODPCTJOIf
The numerical techniques have been introduced in equipments of commandcontrol of the 1300 MNe type french reactors. It is the case in particular
for the Digital Integrated Protection System (SPIN) of these reactors. The
aim of this paper is to give an assessment of the reliability of this
system. The example hereafter treated is the calculation of the probability
of failure of one of the protection command of the SPIN : the emergency
shutdown.
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2 - DESCRIPTION OF THE SPIS
The configuration of the SPIN has been already presented in several papers
(cf. for example /1/, /2/, /3/) . Schematically, the choices selected at the
design of the SPIN led to the following characteristics of the whole
system :
A) Redundancy of the order of 4 for the sensors.
B) Four redundant Acquisition and Processing Units for Protection
(UATP) (Figures 1 and 2). Each UATP carries out all the processing steps required in preparing tripping orders for the protection functions, including :
. the acquisition and the processing of signals emitted by the
sensors,
. the comparison of calculated results with the protection
thresholds,
. the logic processing (2/4) of tripping data for each parameter,
. the emission of tripping orders either directly to emergency
shutdown breakers (four pairs of breakers, each of them driven
by 1 UATP), or to the ULS's for safety actions.
These processing operations are carried out by microprocessors.
Each UATP has a multiprocessor structure comprising autonomous
units of two types :
- Functionnal Units (UF's) that carry out all digital and logic
processing related to the monitoring of one or several parameters ;
- Exchange units (UE's) which handle the multiplexed links used
to exchange partial tripping data between UATP's or to transmit data outside the protection system.
Each functional or exchange unit can operate independantly and
is totally asynchronous with the others. The exchange of data
between UF'a and UE'a is carried out via a shared memory
network.
C) Two redundant Safety Logic Units (ULS).
Each ULS is associated with an actuation train safety drivers.
It receives the tripping orders emitted by the 4 UATP's (Safety
Injection, containment spray actuation, etc...) and combines
them in a 2/4 logic.
The ULS's make use of fail safe vired techniques.
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3 - ASSESSMENT OF TBE PSOBABILITf OF FAILURE OF THE SYSTEK
The SPIN is a standby device ready to operate by generating a signal as
soon as it is called upon by events requiring ;
- the emergency shutdown of the reactor,
- and/or a safeguard action (safety injection, containment spray
actuation, etc.. .) .
Consequently, the reliability of this system cannot be assessed as a whole.
We will present, then, as an example, the evaluation of the probability of
failure of the first protective function of the reactor : the emergency
shutdown, according to the various initiating events which correspond to a
given parameter (temperature, pressure, nuclear flux, etc..J overshooting
a critical safety threshold. Each parameter is treated independently of the
others.
The study has been carried out by the CEA/IPSN and the ECOPOL Company and
recently updated.
In order to obtain a more realistic assessment of the probabilities of
failure, and to evaluate the relative importance of the different groups of
components :
- all the components of the complete chain : sensors, instrumentation, trip breakers, control rods assemblies,, have been taken
into account,
- moreover, common cause failures and the influence of auto-tests
in the UATP's have been considered.
3.1. Qualitative modélisation

A study had been carried out previously by FRANATOME, to determine the
reliability of the UATP's of the SPIN - /A/. This had led to a qualitative
modélisation of the behaviour of these parts : decomposition into macrocomponents, and use of the ESCAF simulator /5/ to obtain the minimal cutsets, the failures of the components being supposed indépendant.
This approach and the qualitative results for the UATP's have been used in
the present study.
The failure of the whole system may be modelled, with a sufficient accuracy, when common cause failures are taken into account by the method of
fault trees, by regrouping materials of the same type (figure 3) :
- the failure of the sensors (instrumentation included) of the UF's
and of the terminal wired logics of the UATP's, corresponds to
the failure of at least 3 components of each group,
- the failure of the group of trip breakers corresponds to the
failure of at least 4 components (the whole system of the
8 breakers does not work exactly as a 3/8 logic system, according
to the diagram of the figure 1),
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- the trip function will fail if at least 2 control rods assemblies
fail to insert into the core.
3.2. Quantification

3.2.1.
Two Probabilistic safety Assessments have been carried out in
FRANCE concerning the EDF (Electricité de France) reactors : one for the
900 MHe reactors, by the CEA/IPSN (Commissariat à l'Energie Atomique /
Institut de Protection et de Sûreté Nucléaire) and the other for the
1300 MHe reactors, by EDF. A reliability data base has, in particular, been
set up for these studies, based on the french reactors experience.
Moreover, all the failures concerning the SPIN are collected in an EDF data
base, called the SRDF-A.
The failure rates of the different components of the systems
(sensors, electronic and electromechanical parts, trip breakers), as well
as the probabilities of human errors for entering the values of the safety
thresholds into the SPIN by thumbwheels switches, used in the present
study, have been taken from these two data bases /6/ (See Table 1).
3.2.2.
Several self-tests have been incorporated into the software of the
SPIN : parity check, watch dog, REPROKS checksum, etc.... This allows the
system to reveal certain failures of the electronic components, most but
not all. Thus, it is possible to define for each component a factor of
"efficiency" of the self-tests (called "f" factor in the study) which
corresponds, for a given component, to the percentage of failures not
revealed by the self-tests. So, the failure rate to be taken into account
for a component is the unrevealed (unsafe) failure rate, which is equal
to : A total z f.
For the quantification of the probability of failure upon demand,
the unavailability of the components were obtained by using the value of
the interval between 2 tests of each UATP, equal to 4 months.
3.2.3.
The failures were not quantified as regards the software. This one
is unique for the SPIN, but is submitted to well defined specifications of
quality assurance and control /7/.
At the present time, the operating experience being insufficient,
the not wellknown parameters are the common cause failure rate /3 for electronic components of the UATP's and the value of the factor f of the efficiency of the self-test3. The calculation has then been carried out by
making them varying in a given range of values :
- for the /3 factor of electronic components, betveen 20-* and
- for the f factor, a global value between 10-' and 10-'.
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4 - RESULTS
The values of the probability of failure per demand of the emergency shutdown corresponding to various initiating events considered independantly
are given in the Table 2. (They correspond to a value of the 0 factor for
the electronic parts taken equal to W-3 and of the factor f of efficiency
of the autotests equal to W-3).
The weight of the probability of human errors for entering the values of
the safety thresholds in the UATP's by thumbwheels switches is the most
important factor in the majority of cases, followed by the control rods,
the trip breakers and the sensors failures.
The influence of the failures of the UATP's, with the values of /3 and f
defined above, is at a second order of magnitude lower.
On the Figure 4, are given, as an example, the values of the probability of
failure of the emergency shutdown in the case of a low level in a steam
generator, for values of the parameters /3 and f varying in the range IQ-1
to IQ-1-.
Moreover, the variation of the probability of failure of the UATP's are
given, Figure 5, for the same values of the parameters /3 and f as above,
and for the same initiating event.
It may be observed on these curves, by extrapolating towards the lowest
values of /3, that the probability of failure of the UATP's without common
cause failures, will be lower than 10-s. This corresponds to the IEC 231 A
guideline which specifies that for the emergency shutdown signal, the
probability of failure of the electronic part of the system (not taking
into account the common cause failures) should not exceed 10-s per demand
value. One may then conclude, that the value of the interval between tests
of the UATP's, which plays a direct role in this probability of failure,
(4 months between 2 tests of each UATP), is acceptable (at least for the
range of values assessed for the factor f).
5 - CONCLUSION
This probabilistic study concerning the reliability of the SPIN has been
carried out by treating an example : the emergency shutdown called upon by
several initiating events, each being treated independantly of the others.
The influence of the probability of human errors for entering the values of
the safety thresholds has been shown, as also the weight of the failures of
the control rods, of the trip breakers and of the sensors.
The values of the reliability parameters of the different components
involved have been evaluated essentially from the experience feedback of
the french reactors. Nevertheless, besides the quantification of the
software reliability which was not taken into account, two parameters are
insufficiently known at the present time : they correspond to the common
cause failures of the electronic components and to the efficiency rate of
the self-tests.
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- TABIB I -

- RELIABILITY DATA -

• SENSORS
Failure rate, instrumentation included :
.
.
.
.

Temperature
Pressure
Nuclear flux
Level

• MICROPROCESSORS MODULES
• REACTOR TRIP BREAKERS (Failure to open on demand;

8.W-7 h- 1
2,8.10-' h-1
1,7.10-' h-'
1,2.10-* h-»
10-' h-»
3,2.10-* d-1

• CONTROL RODS ASSEMBLIES f i 2 not inserting on demand) 2,8.10-* d-'
HUMAN ERROR RATE (unsafe) FOR ENTERING SAFETY
THRESHOLDS

6.10-* d-1

COAfMOW CAUSE FAILURES /3 factors 2/2
. Sensors (instrumentation included)
. Reactor Trip breakers

5.10-1
7. W-'

- TAELE 2 PROBABILITY OF FAILURE OF THE EMERGENCY SlIUTDONH
(with B = 10-' and f = 10-3)

EMERGEHCY SBUWOHN
(Initiating event)

TOTAL FAILURE
PROBABILITY
fper demand)

SEHSORS
and
IHSTRUHEHTATIOH

UATP's

COHTROL RODS
and
TRIP BREAKERS

HUMAH EiSORS
(safety thresholds/
-

Steam generator low level

6,4.JO-*

9,0.10-'

3,3.10-'

5.10-'

High source flux

7,4.10-*

2,6.10-s

6.6.W-'

5.10-'

6. W-*

Pressurizer low pressure

7.7.10-*

5,5.10-'

6.6.10-'

5.10'

6. W-*

Pressuriser very high pressure

7.6.10-'

2,1.10-'

3,3.10*

5.10-'

-

High flux change

6.8.10-'

l,3.10-s

3.3.10-'

5.10-'

-

High power flux

1.3.10-'

1,3.10-'

3.3.10-*

5. W-'

1.2.W-'

Low steam pressure

8.0.10-'

2,1.10-'

6,6.10-'

5.10-s

-

Low flowrate loop (1.2.3.4)

6,9.10-*

3,3.10-'

6,6.10-'

5.10-'

6.10-*

Cold loop very low temperature

1.3.10-'

4,0.10-'

6,6.10-*

5.10-'

6.10*

s

Steam generator very high level

7.5.10-*

2,2.10-s

6,6.10*

5.10

6.W-*

Reactor coolant pump low speed

7.6.10-*

2,6.W-'

6.6.10 '

5.W-'

6. W-*

Manual
control

Manual controls
Signalling

•

•
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