
FEBRUARY 1994 ECN-RX-94-007 

f nori|\ innovation 

INCORPORATION OF SYSTEMATIC 
UNCERTAINTIES IN STATISTICAL 

DECISION RULES 

V.A. WICHERS « D E O 0 5 9 0 6 8 6 6 * 

KS001S54297 
R: FI 
DE005906866 



The Netherlands Energy Research Foundation ECN 
is the leading institute in the Netherlands for energy 
research. ECN carries out basic ar d appiied research 
in the fields of nuclear energy, fossil fuels, renewable 
energy sources, policy studies, environmental aspects 
of energy supply and the development and application 
of new materials. 

ECM employs more than 900 staff. Contracts are 
obtained from the government and from national and 
foreign organizations and industries. 

ECN's research results are published in a number of 
report series, each series serving a different public, 
from contractors to the international scientific world. 

This RX-series is used for publishing pre-prints or 
reprints of articles that will be or have been published 
in a journal, or in conference or symposium proceed
ings. 

Please do not refer to this report but use the reference 
provided on the title page: 'Submitted for publication 
to ..." or 'Published in ...'. 

Het Energieonderzoek Centrum Nederland (ECN) is 
het centrale instituut voor onderzoek op energie
gebied in Nederland. ECN verricht fundamenteel en 
toegepast onderzoek op het gebied van kernenergie, 
fossiele-energiedragers, duurzame energie, beleids
studies, milieuaspecten van de energievoorziening en 
de ontwikkeling en toepassing van nieuwe materialen. 

3i j ECN zijn ruim 900 medewerkers werkzaam. De 
opdrachten worden verkregen van de overheid en van 
organisaties en industrieën uit binnen- en buitenland. 

De resultaten van het ECN-onderzoek wo.i en neer
gelegd in diverse rapportenseries, bestema voor ver
schillende doelgroepen, van opdrachtgevers tot de 
internationale wetenschappelijke wereld. 

Deze RX-serie wordt gebruikt voor het uitbrengen van 
pre prints of reprints van artikelen die in een tijdschrift 
of in proceedings van conferenties of symposia (in 
definitieve vorm) zullen verschijnen of al zijn ver
schenen. 

Gelieve niet te refereren aan het rapportnummer, 
maar de verwijzing te gebruiken die hiernaast op de 
titelpagina figureert: 'Voor publikatie aangeboden 
aan ..." of 'Verschenen in ...'. 

Netherlands Energy Research Foundation ECN 
P.O. Box I 
NL- I755ZG Petten 
the Netherlands 
Telephone .+312246 49 49 
Fax : +31 2246 44 80 

This report is available on remittance of Dfl. 35 to: 
ECN, General Services, 
Petten, the Netherlands 
Postbank account No. 3977703. 
Please quote the report number. 

Energieonderzoek Centrum Nederland 
Postbus i 
I 755 ZG Petten 
Telefoon : (02246) 49 49 
Fax :(02246) 44 SO 

Dit rapport is te verkrijgen door het overmaken van 
f35 . - - op girorekening 3977703 ten name van: 
ECN, Algemene Diensten 
te Petten 
onder vermelding van het rapportnummer. 

<D Netherlands Energy Research Foundation ECN <D Energieonderzoek Centrum Nederland 



FEBRUARY 1994 ECN-RX--94-007 

INCORPORATION OF SYSTEMATIC 
UNCERTAINTIES IN STATISTICAL 

DECISION RULES 

V.A. WICHERS 

IAEA SYMPOSIUM ON INTERNATIONAL SAFEGUARDS, VIENNA, 14-18 MARCH 1994 



& 0 

INTERNATIONAL ATOMIC ENERGY AGENCY 
in co-operation with ANS. ESARDA, INMM and the 
Russian Nuclear Society 

IAEA SYMPOSIUM ON INTERNATIONAL SAFEGUARDS 

Vienna, 14-18 March 1994 

IAEA-SM-333/ ^ 3 

INCORPORATION OF SYSTEMATIC UNCERTAINTIES 
IN STATISTICAL DECISION RULES 

Victor A. Wichers 
Netherlands Energy Research Foundation 

ECN-Nuclear Energy, P.O. Box 1,1755 ZG Petten, The Netherlands 

ABSTRACT 
The influence of systematic uncertainties on statistical hypothesis testing is an underexposed 

subject. Systematic uncertainties cannot be incorporated in hypothesis tests, but they deteriorate the 
performance of these tests. A wrong treatment of systematic uncertainties in verification 
applications in safeguards leads to false assessment of the strength of the safeguards measure, and 

I thus undermines the safeguards system. The effects of systematic uncertainties on decision errors in 
; hypothesis testing are analyzed quantitatively for an example from the safeguards practices It is 
i found that the only proper way to tackle systematic uncertainties is reduction to sufficiently low 
! levels; criteria for these are proposed. Although conclusions were obtained from study of a single 

practical application, it is believed that they hold generally: for all sources of systematic 
uncertainties, all statistical decision rules, and all applications. , , [ 

1. INTRODUCTION ^ ^ r .. I , , .- : l , , , / y • ,'i'A P iC'-: 'y 

Deciding on the basis of measurement is complicated by the uncertainties inherent to 
experimental results. Commonly two components of such uncertainties are distinguished: a 
component varying in an unpredictable way and denoted as random uncertainties; and a component 
remaining constant, or varying in a predictable way in the course of the measurement, and denoted 
as systematic uncertainty. The accepted methods of statistical hypothesis testing, as the name says, 
incorporate only random uncertainties. Systematic uncertainties lead to wrong measurements, and 
thus to wrong decisions. Neglecting systematic uncertainties may thus lead to failing to meet the 
test design specifications of applications, in particular to underestimation of the probabilities of 
erroneous decisions. 

This paper aims at quantifying these effects, specifically to determine allowable upper levels of 
systematic uncertainties. The arguments will be developed using an example from the safeguards 
practice. The adopted method of analysis is based on computer simulations. 

2. DESCRIPTION OF THE TEST CASES 

2.1. Test application 

The test application concerns LEU-HEU verification of the uranium enrichment of UF6 gas in 
pipework of centrifuge enrichment plants. The test is to decide on the basis of measurement 
whether the enrichment is less than 20%. In order to make the problem suitable for hypothesis 
tests, two enrichment levels must be defined: 

This is a preprint of a paper intended for presentation at a scientific meeting. Because of the provisional nature of its 
content and since changes of substance or detail may have to be made before publication, the preprint is made available on the 
understanding that it will not be cited in the literature or in any way be reproduced in its present form. The views expressed an 
the statements made remain the responsibility of the named author(s); the views do not necessarily reflect those of the govern' 
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(a) A low level, below which a "HEU" decision is considered a serious error. The operator 
declared enrichment value is taken for this level; it amounts to <5% in practice. 

(b) A high level, above which a "LEU" decision is considered a serious error, for which the 
value of 20% enrichment is adopted. 

The problem is therefore equivalent to the problem of deciding between two hypotheses: 
(a) The null-hypothesis HQ that the measured enrichment £ is consistent with the operator 

declared value Em 

(b) The alternative hypothesis H, that E is larger than Ew - 20%. 

2.2. Decision errors and decision time 

Two types of decision errors can be made: rejecting HQ when it is true, and rejecting H, when 
it is true. The probability for making an error of the first type is called die false alarm probability, 
or a; the probability for making an error of the second type is called the non-detection probability, 
or B. The false alarm and non-detection probabilities are both fixed in the example application, at 
design values c t ^ p , - 1%, and B ^ - 10%, respectively. 

At least as important as a and p in practice is the (average) decision time 7 ^ , i.e. the total 
measurement time - the sum of times per observation over the sample - required for a decision. 

23. Measurement method 

In order to correct for the contribution of uranium deposits on the inner pipe wall to the 186 
keV signal, two 186 keV gamma-ray measurements with distinct detection geometries are 
perfonned simultaneously [1], yielding numbers of counts C, and C2, respectively. From these, the 
enrichment value E is obtained as: 

C, ^ 
E 2 D T

 e iD T K (1) 
E = •— , 

ClG'e2D " eiD#C2G P 

in which £IG, £1D, e ^ , and E^D a r e detection efficiencies of the two geometries (indicated by 
subscripts 1 and 2) for gas and deposit (indicated by subscripts G and D), T is the measurement 
time, p is the pressure, and K is a calibration constant. K/p is assumed known here. Table 1 lists 
equipment parameters, realistic design test parameters, and worst case measuring conditions. 

2.4. Experimental uncertainties 

The detection efficiencies are obtained from 186 keV calibration measurements using gas-only 
and deposit-only testpipes. For the sake of clarity, only uncertainties trom counting statistics in 
these measurements are considered to contribute to the total systematic uncertainty oE in E. 

The random uncertainty oEjtnd of a measurement of T s duration is estimated as usual as 

\2 
C1DI r 

2 /1T\2 (2) 
°E,imd ifj ( c io' c2D c m ' e 2 o ) 

Background and complications arising from the fact that oEjand is no* a given constant, but a 
random number, will be ignored in the discussions. 
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Table 1. Values of decision parameters, measurement conditions, detection efficiencies and 
maximum relative uncertainties. 

Quantity 

E 

pressure 

Deposit-gas 235U activity ratio 

* « 

0 

npresei 

"preset 

T 

£IG 

SID 

^lG 

*hD 

Value 

3 or 20 

60 

20 for £-3% 
3 for £-20% 

36 

42 

1 

10 

1000 

3.97x10"* (0.5%) 

2.17X10"4 (6.8%) 

0.83x10-* (1.1%) 

2.04x10-* (7.9%) 

Unit 

wt% 

Pa 

mm 

mm 

% 

% 

s 

m/s/Bq 

m/s/Bq 

m/s/Bq 

m/s/Bq 

2.5. Decision rules 

Two decision rules applicable to the example application were analyzed: 
(A) The Sequential Probability Ratio Test (SPRT) 
The SPRT [2] is the optimum method with respect to (average) decision time. The procedure 
consists of performing a sequence of measurements of equal duration, which is terminated after the 
m-th measurement 

(a) With the rejection of HQ if 

2lnA (** + \ m 

2 £ > + m 

(b) With the rejection of H, if 

S „ o2lnB 
E Et i + m 
1 ** ~ \ 

A = 
1 - P 

pmet 

(3) 

, £ H , + **.) , B = P pFBMt 

1 - a, 
(4) 

pmec/ 

and is continued with the m+/-th measurement otherwise. The values adopted for the constants A 
and B are upper levels, such that a £ ctprejei, (J < ^ ^ The number of measurements is not 
bound. The measurement sequence can be truncated to remedy this shortcoming ([2], p.61 ff.). 
Computer simulation (see section 3.2) is also a suitable tool for calculating its effect on a and ($. 

(B) The Bayes decision rule 
The rule gives optimum performance for cases in which the total measurement time is fixed [31. 
The procedure is: 

(a) Measure until oE has decreased below value oDEC 

EH, ^ 
DEC G ^ l - V J + G-'jl-p^.) 

(5) 



G ' refers to the inverse of the cumulative standard normal distribution, 
(b) Compare £ to the critical value E Q ^ 

. VO-'(l-V~)»VG-'(l-IW) (6) 

M l "«,»«) -G-fl-IWO 
If E < Epgc, accept HQ; otherwise, accept H,. 

3. QUANTITATIVE CRITERIA AND ANALYSIS METHOD 

3.1. Criteria for bounds on systematic uncertainties 

Fast, quantitative criteria on the allowable level of systematic uncertainties are required. The 
mean a and B are not suitable parameters for defining these, since the detection efficiencies, once 
calibrated, are fixed, and consequently deviate from their true but unknown values by fixed 
amounts. It is proposed here to use following type of criteria: 

at 99% confidence level: a < 2txrfesign; P ^ *&ant Twc ^ l-W*^ 

Use of these criteria requires determination of the distributions of a and B due to systematic 
uncertainties, for worst case operational conditions. 

3.2. Method of analysis 

These distributions can be obtained in several ways. Analytical derivation and experimental 
determination are both tedious. Computer simulations of both enrichment measurements and 
calibration measurements, offer a much faster and flexible method. Calibration and enrichment 
verification measurements were simulated by means of random generators. Normal distributions 
were used, being adequate approximations to the actual Poisson distributions for practical 
measurements. The simulated measured enrichment was obtained from eq. (1), using the simulated 
C, and C2, and the simulated detection efficiencies. Thus obtained enrichment values are use' as 
inputs for the SPRT, and Bayes rule. 

4. RESULTS 

The cumulative distributions of the actual a and fi due to systematic uncertainties are shown in 
Fig. 1. Expressed as fractions of the random uncertainty at decision, the systematic uncertainties 
amount to 0.05, 0.10, 0.21 and 0.48 for the SPRT, and 0.08, 0.18, 0.36 and 0.82 for the Bayes 
rule. The distributions were based on 100 "calibration runs". Estimates of the actual values of a 
and B for one calibration were obtained from typically 104 "enrichment verification runs", 
respectively with LEU (H0 true), and HEU (H, true). The criterion outlined above is met for both 
the SPRT and for the Bayes rule if for oE jyM is £10% of the random uncertainty at decision. 

In practice, this stringent constraint may be difficult to achieve. Approximate methods to 
compensate for the effect of systematic uncertainties may therefore be of use, aiming at attaining 
the design values for a and B. Two possible approaches were analyzed: 
(a) Combine systematic and random uncertainties in one overall uncertainty, by quadratic addition. 
(b) Use smaller a and 6 values than the design values. 
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Fig. 1. Cumulative distributions of actual a (left) and p (right) due to systematic uncertainties for 
the SPRT (top) and Bayes rule (botton). Osysr/£ - 0% (solid), 13% (dash-dotted), 29% (dotted), 
56% (dashed), and 130% (long-dashed). 
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For the SPRT, approach (a) is obviously wrong: the importance of the term containing the 
uncertainty c in eqs. (3) and (4) diminishes at every step in the sequence, which is the 
characteristic feature of the random uncertainty of a combined result, opposed to the constant size 
of its systematic uncertainty. Approach (b) could be applied to both the SPRT and the Bayes 
decision rule. 

Analyses showed that both approaches (a) and (b) have the same two effects. First, a slight 
improvement of a and $ values towards die design values, with an increase in Ty^ as penalty. 
Second, the distributions of a and p do not approach those for die "no systematic uncertainties" 
case. In particular, die probabilities for die occurrence of large a and 3 are still significant. 

Upon reflection, it is clear tfiat these conclusions must hold generally. It is therefore concluded 
that approximations do not work. 

5. DISCUSSION AND CONCLUSIONS 

Systematic uncertainties deteriorate die performance of statistical tests. A wrong treatment of 
these uncertainties in statistical verification applications of in safeguards leads to false assessment 
of the strength of the safeguards measure, and thus undermines die safeguards system. 

Systematic uncertainties cannot be incorporated in statistical hypodiesis tests. The proper way 
for managing systematic uncertainties is reduction to allowable levels on die basis of appropriate 
criteria. Requiring 99% confidence level bounds on a and £, an upper level of 10% of die 
(average) random uncertainty at decision was found, using computer simulation analyses of 
measurements and decision rules. 

Although die qualitative conclusions were obtained from study of die behaviour of two 
decision rules applied to a single practical application, it is believed diat diey are generally 
applicable. 
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