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FOREWORD
Considerable advancement in digital and automation technology has been made in the
last decades leading to vast and large-scale implementation of digital control systems in the
process industry and conventional thermal power plants. The implementation of modern
control systems allows the plants to operate more productively and efficiently than the old
analogue systems. Due to safety and licensing considerations, similar implementations in
nuclear power plants have been relatively rare and lagging behind. As a result, the potential
and the advantage of the digital and automation technology have not been fully realized in
nuclear applications.
The Advisory Group Meeting on "Advanced Control Systems To Improve Nuclear
Power Plant Reliability and Efficiency" was held in Vienna, March 13-17, 1995 as a
consequence of the recommendations of the IAEA International Working Group on Nuclear
Power Plant Control and Instrumentation to produce a practical guidance on the application
of the advanced control systems available for nuclear power plant operation.
The objective of the IAEA advisory group meeting were:
(1)

To provide an international forum for exchange of ideas and views for the purpose of
enhancement of nuclear power plant reliability and efficiency by adopting advanced
control technologies,

(2)

To develop a scope, table of content, and extended outlines for an IAEA technical
document on the subject.

The present volume contains: ( 1 ) summary report, (2) materials prepared by the meeting,
and (3) reports presented by national delegates.
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1.

SUMMARY REPORT

Considerable advancement in digital and automation technology has been made in the
last decades leading to vast and large-scale implementation of digital control systems in the
process industry and conventional thermal power plants. The implementation of modem
control systems allows the plants to operate more productively and efficiently than the old
analogue systems. Due to safety and licensing considerations, similar implementations in
nuclear power plants have been relatively rare and lagging behind. A s a result, the potential
and the advantage of the digital and automation technology have not been fully realized in
nuclear applications.
The new technical document on the subject has to be produced as a consequence of the
recommendations of the IAEA International Working Group on Nuclear Power Plant Control
and Instrumentation to produce a practical guidance on the application of the advanced control
systems available for nuclear power plant operation.
The following topics and approaches were suggested for a meeting consideration:
Topics:
•
•
•
•

•
•
•
•
•
•
•
•
•
•
•

Control and automation
Safety and protection
Monitoring and diagnostics
Advanced algorithm
Advanced control techniques
Reactor and important balance-of-the-plant controls, such as power control,
feedwater control, water level control, pump control, turbine control, load
follow control etc.
Advanced and proven control techniques
Industrial grade fuzzy logic controller
Fault tolerant designs
Modem communication and networking
Open system architecture design
Distributed control
Advanced software techniques
Self-diagnostics and self-testing features
Advanced man-machine interface
Human factored designs
Verification and validation
Applicable codes, standards and regulations

Approaches:
•
•
•
•

Real world design and applications rathe? than academic research
Production-grade controllers rather than futuristic ideas
Demonstration of cost and benefit
Demonstration of operation and maintenance support
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•

Experience of analogue to digital conversion
Addressing safety and licensing regulations
Demonstration of high reliability and improved efficiency

Conclusions and Recommendations:
1.

The participants agreed to the fact that the technical document has to
help plan, develop, and implement control, instrumentation, protection and manmachine systems for operating nuclear power plants;
help develop technically sound and cost effective approaches in qualification,
verification and validation to address regulatory approval for digital safety
systems;
guide for research and development of advanced technologies for improvement of
safety, reliability, and productivity of present and future nuclear installations.
Target readers were identified, as follows:
engineers, managers, and operators of power companies
engineers and managers of design and architecture engineer companies
government licensing and regulatory staff who review, evaluate, audit and license
nuclear systems and equipment
scientists and engineers in research and development institutions including
universities and laboratories who are interested in advancing the state-of-the-art.
Time schedule for the preparation of the first draft of the report was agreed:
1 July 1995 - Material from all members of the team to the Technical Leaders
15 September 1995 - Material from the Technical Leaders to Mr. B. Sun
15 October 1995 - First draft from Mr. B. Sun to the IAEA
1 November 1995 - First draft as working material from IAEA to all members of
die team and to the IWG-NPPCI for comments
4-8 December 1995 - Second meeting.

2.

The meeting suggested that the technical report should be published as a T E C D O C and
distributed to all nuclear utilities in Member States as well as to main design
organizations.

3.

The participants were informed on a co-operation between NENP and NENS in the
framework of the projects A.204 (Man-Machine Interface, Control and Instrumentation)
and 1.502 (Assessment of Human Factors and Man-Machine Interface) particularly on
task 2 (A.204) and task 6 (1.502). To avoid an overlapping and to consolidate the efforts
in implementing these tasks the participants suggested that two technical reports should
be prepared by one working team and the main structure of the technical document
under task 6 (1.502) mainly .will concentrate on safety approaches for the
implementation of advanced technology systems in nuclear power plants. The draft table
of contents was also prepared (see Section 4).

2

- 9 -

4.

The Advisory Group on advanced control noted with some concern that the safety needs
arising from the use of digital computers and advanced technology are not fully
considered in the
IAEA Safety Guides No. 50-SG-D3 and 50-SG-D8.
The contents of Saf'îty Guide 50-SG-D3 relating to Protection Systems applies to
computer based systems but the guide does not currently acknowledge the special needs
that arise when such systems are used in a safety role. Safety Guide 50-SG-D8
explicitly acknowledges digital computer systems but contains insufficient detail to give
full guidance to those having to deal with what is now a common technology.
It is considered that a revision or the production of a supplement to these guides would
be appropriate, particularly with the increasing use of digital and other complex systems
in new plant designs and plant upgrades. Once exercise is completed, it is considered
that the guides will play a very important role in the decision making with respect to:
replacement of analogue equipment with digital technology
the use of digital technology to enhance plant safety and bring economic benefits to the
operator in a similar manner as has been achieved in other industrial sectors.
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1.

IAEA T E C H N I C A L D O C U M E N T ON A D V A N C E D C O N T R O L S Y S T E M S T O
IMPROVE NPP RELIABILITY A N D EFFICIENCY. T A B L E O F CONTENTS.

INTRODUCTION

1.1 Objectives
•

guide for instrumentation and control upgrades

•
•
•
•

bring together international experience
to foster users and licensing acceptance
to promote good engineering process
to identify safety , cost benefit and implementation strategies

1.2 Scope
•
•
•
•
•
•
•
•
2.

instrumentation
control systems
protection and safety systems
operator aids, maintenance aids, testing aids
monitoring and diagnostics
not detailed human factor principles
not control room human-machine interface
not national licensing rules
DEFINITIONS, S T A N D A R D S , CODES O F PRACTICES

2.1 Definitions
•

advanced control: modern and proven control technology, not future

•
•
•

operator aids: help control and monitoring
maintenance aids: help maintenance staff perform I & C related work
testing aids: help testing of I & C systems by operators and maintainers

2.2. Standars Frameworks
2.3 International Standards and Guidelines
•
•
•

IAEA
ISO
IEC

2.4 National Standards
•
•
•

Canada
Finland
Germany

•
•
•
•
•

Korea
Norway
Russia
United Kingdom
United States of America
NRC
EPRI
INPO
IEEE
ISA

KTA

2.5 Company and Other Guidelines
•
•
•

NE PES Guidelines (UK)
Ontario Hydro / A E C L Guidelines (Canada)
EdF (French)

3.

N U C L E A R P O W E R P L A N T NEEDS A N D REQUIREMENTS

3.1 Issues, Concerns and Benefits
•

licensing approval

•
•
•
•
•
•
•
•

users acceptance
software reliability and quality assurance
economics
operation, maintenance and administration cost
capital cost
outage cost
obsolescence
plant environment :
- radiation dose reduction
- worker health and safety
- outage schedule
system reliability
- aging
- instrument drift
- operating margin
life cycle management

•

•
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3.1.2 Benefits of Digital Systems
•

•

•

Protection systems:
- signal validation
- self-testing
- elimination of drifting
- increased reliability
Control systems:
- less cables and cabnets
- flexibility
- better algorithm
- high capacity
Station management:
- plant database
- material management
- maintenance management
- planning

3.2 Obsolescence, Spares, Replacement, Retrofit, Renovation & Upgrade
3.3 Ageing, Life Cycle Management, Life Extension, Environmental Qualification, Seismic
Qualification.
3.4 System Surveillance: Trend Analysis, Drift, Accuracy, Uncertainty, Safety Limits,
Calibration, safety parameters
3.5 Operation, Maintenance and Testing: procedures, planning aids
3.6 Project Management: Design, Procurement, Installation, Commissioning, In-Service
3.7 Station Performance Management: Configuration, Quality, Training, Efficiency, Cost and
Outages, load manuverability
3.8 Compliance Requirements: Codes, Standards, Guides, Regulations
4. C U R R E N T I & C S Y S T E M S , P R A C T I C E S A N D EXPERIENCES
4.1 Sensors, Monitors, Instruments, Actuators, Logic Devices, Computers, Micro-processors
4.2 Plant Data Acquisition, Process Information, and Communication Networks
4.3 Control, Safety and Protection Systems
4.4 Monitoring and Diagnostic Systems (including radiation monitoring)
4.5 Operation aids, Maintenance and Testing Aids
4.6 Display, alarms, annuciators, and human factors
6
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4.7 Simulator Applications: Design analysis, Safety evaluations, verification and validation
5.

RECENT DEVELOPMENT

5.1 Features of Advanced Control Systems
•

off the shelf systems

•
•
•

application of fiber optics
self-tests, self-diagnostics
open systems communications standards

5.2 Distributed control systems and bus technology
• Distributed control structures
• Extended diagnosis
• Transducer/sensor calibration
•Fail safe features foe bus systems
5.3 Advanced process information systems
•
•
•

Display technique
Alarm management
Signal processing/validation
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U S E R A C C E P T A N C E A N D S A F E T Y JUSTIFICATION.

6.1 N U C L E A R POWER P L A N T STAFF I N V O L V E M E N T IN THE D E V E L O P M E N T
PROCESS
Operators and plant staff to be involved with the production of the specification of
requirements. Operators to have input to and to agree final design of the interface.
Maintenance staff to be informed of the type of equipment and its location so the can
establish the maintenance requirements and costs
6.2 TRAINING REQUIREMENTS A N D DOCUMENTATION NEEDS
Training programme to be established for the operators and the maintenance staff to
develop familiarity with the system. Consider for a large system having maintenance staff
visit the manufacturing plant to take part in assembly and testing activities.
Involve plant staff in the process of establishing the organisation of the documentation
package.

6.3 I N S T A L L A T I O N S T R A T E G Y
Agree strategy with the plant staff. Consider parallel running and incremental upgrade or
introduction of new functions. Consider installation during plant operation and
7
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minimization of outage requirement.
6.4 FIELD T R I A L S A N D THE USE OF S I M U L A T O R S
Attach to full scope simulator if possible. Make use of acceptance testing facilities to
complete operator trials before hand over.
6.5 S A F E T Y ISSUES A S S O C I A T E D WITH A D V A N C E D I&C S Y S T E M S
What are the usual safety issues ?
what is the concerns for digital and advanced systems?
How to demonstrate no systematic errors in design, quantify system reliability?
6.6 I M P A C T OF N A T I O N A L REQUIREMENTS ON S A F E T Y JUSTIFICATION
Identify the different national approaches to regulation, prescriptive N R C , non prescriptive
N11 and link to requirements in terms of document contents, testing needs, analysis needs.
Promote use of international regulatory and IAEA standards.

7. ENGINEERING P R O C E S S E S
7.1 General
•

Application of standards

•

Reference to IEC 880, 1508(Draft)

7.2 Quality assurance
•

Functional levels (hierarchy)

•
•
•
•
•
7.3

System manufacturing process
Implementation process
Documentation of requirements/specifications
System documents
Planning and Implementation documents
Methodology of verification and validation

•
•
•
•
•

General requirements
Safety systems/other automation systems
Verification
Validation
Simulator based testing

7.4 Feasibility study on intended upgrade
•
•

Interface to the existing plant systems
cost benefit evaluations
8
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•

-

safety evaluations

7.5 Software requirements
documentation of functional SW-requirements suitable as common basis/bridge between
safety system design (mech. eng.) and the I & C engineering.
7.6 Hardware requirements
•
•
•

HW-structure according to required failure tolerance
Single failure criterion
CCF

7.7 System Integration Requirements
7.8 Requirement and Application of tools
•

Code generation

•
•
•
•
•
•
•

Support of verification and validation
Support of system integration
Integrated documents, consistent data management
Commissioning
Diagnosis functions during operation
Management of modifications
Strategy for code and data integrity

7.9 System installation, commissioning and in-service
•
•
•

installation
commissioning
in-service

8.

FUTURE T R E N D S

8.1 Advanced Algorithms
•

Optimal Control, Hierarchical Control systems

•
•
•

Multivariable Control systems
Model-based Control systems
xenon model (boron minimization)

8.2 Fuzzy Control and Neural Network applications
•

emphasize "proven" fuzzy techniques (Fugen, Japan)
neural networks applications (signal validation etc.)

8.3 Expert Systems
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•

equipment diagnostics (main plant components)

•

maintenance support (condition based maintenance)

8.4 Operator Support Systems
•
•

integrated surveillance and control systems
integrated alarm systems

•

diagnostic systems

8.5 Advanced User Interfaces
•

Innovative Display designs

•
•
•
8.6

Multi-media
Large Screens, flat screen, high definition T V
Virtual Reality
Simulators for on-line applications

•

real-time and faster-than-real-time simlation

•

real-time plant data into simulator

8.7 Tools
•
•

testing
maintenance of I & C systems

•

V&V

8.8 Integrated plant database
•
•

requirements
design data

•

modification history

9.
10.

CONCLUSIONS AND RECOMMENDATIONS
REFERENCES

•

Codes

•
•
•
•

Standards
Papers
Company reports
IAEA documents

ANNEX: NATIONAL

REPORTS

Canada
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Finland
Germany
Korea
Norway
Russia Federation
United Kingdom
United Stated
CONTRIBUTORS T O D R A F T I N G A N D R E V I E W
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•
•
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•
•
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4.
•
•
•
•
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5.

HUMAN-MACHINE INTERFACE CONSIDERATIONS

•
•
•
•
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•
•
•
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UK Sizewell В licensing
French Chooz В licensing
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IAEA ADVISORY GROUP ON
"ADVANCED CONTROL SYSTEMS TO IMPROVE
N U C L E A R P O W E R P L A N T R E L I A B I L I T Y and E F F I C I E N C Y "

1.

INTRODUCTION

The International Atomic Energy Agency (IAEA) Nuclear Power Engineering Division,
International Working Group - Nuclear Power Plant Control and Instrumentation (IAEA I W G N P P C I ) , is forming an advisory group to develop a technical document on " A d v a n c e d control
systems t o improve nuclear power plant reliability and efficiency". It is a new project
initiated by I A E A to meet the needs o f the international community.
The detailed scope of this document and the activities of the Working Group should be decided
in the first meeting to be held in March 13-17, 1995. The focus should be the need of the
nuclear power plant owners, with respect to reliability and efficiency improvement,
obsolescence, new technology, digital devices, áafety and licensing issues. The quality of the
document and its usefulness by the users will be of prime importance.
Senior engineers of the I A E A member countries are invited to participate. Dr. S . Basu of
Ontario Hydro is invited from Canada, because of his long experience in I & C design and his
current position in the Engineering Department of Bruce A Nuclear Generating Station. Once
the scope is determined
the working group, the work on the development of the document
will be divided among tlk • anticipants. The work needed to be completed during 1995/1996.
The Technical document should also be produced during this period. The Working Gt'oup
meetings will be held in the I A E A headquarters in Vienna. The participants are e x p e c j i «a
meet about 2-3 times each year. The members are expected to do most of the work in t v к1
home base, and meet in Vienna to review the progress.

The objective of the I A E A Advisory Group is:
(1)

T o provide an international forum for exchange of ideas and views for the purpose of
enhancement of nuclear power plant reliability and efficiency by adopting advanced
control technologies,

(2)

T o develop a scope, table of content, and extended outlines for an I A E A technical
document.
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Diagnostics - On Line and Off-Line
Application o f knowledge-based Advanced Process and Analysis Control System (1641)
Development of Display to Support Upset Recovery Actions
Verification of safety system calibration accuracy through monitoring (1635)
Noise-Analysis-Based Predictive Maintenance (1618)
Estimate Pressure and Flow Transducer Response Times using reactor noise model (1636)
P C Version of SOPHT Thermohydraulic Code (proposed)
Even Report Database (ERDB) to Support N G S Operation (1650)
PC-Based Plant Process Surveillance and Analysis Tools (proposed)
Tools for integrated work and maintenance management system
Control Room Equipment and Systems
Enhanced Critical Safety Parameter Monitor Systems for Emergency Operation
Human Factors Plan Applications for Typical Control Room Changes (proposed)
Validation o f Annunciation Message System Improvements (1639)
Enhanced Safety System Testing Procedure with L A N Support (1643)
Replacement of obsolete Control room panel instrument (1642)
Computers Applications
Efficient Software Testing: Test Case Analysis and Visualization Tools (1646)
Automatic Generation of Test Oracle from formal Specifications (proposed)
Software Unit and Subsystem Test Case Generators
Software Engineering Standards and Methods Tools (1645)
Software Methodology on an open platform
Development of Software Maintenance Tools (1647)
Method for Software System Categorization (1651)
Qualification of Pre-Developed and Pre-Existing Systems (1652)
Review of Plant Data Acquisition and Process Information Systems (1653)
Graphical user interface to pipe stress analysis program (1649)
Download Electrical database to schematic drawing
Investigate Use of Hardware Description Language
2.2 O N T A R I O H Y D R O T E C H N O L O G Y ( R & D )
Heat Exchanger D 2 0 leak detection (Barringer back-up)
D 2 0 concentration detection (Diotrace)
Tritium in air monitor on-line
Containment leak detection using acoustic detectors.
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3.0 C U R R E N T ISSUES

3 . 1 Obsolescence and Replacement
Standardization and off-the-shelf products
Retrofit and Renovation
Quality and Reliability
Obsolescence and Spare Parts
3.2 Safety. Limits and Licensing Issues
Importance of Instrumentation in Safety Analysis
Setpoints, Instrument Accuracy, Uncertainty, Drift
Environmental Qualification
Seismic Qualification
Life Cycle Management & Life Extension
3.3 E m e r g i n g Issues
Digital Instrumentation Upgrade
Digital Control System
Digital Safety System
Software Maintenance
Software Q A and Verification and Validation
Human Factors
3.4 Operation and Maintenance
EMI/RFI/Grounding
Diagnostic Techniques
System Surveillance/Loop Tuning
On-line Monitoring
Calibration Techniques
Maintainability and Operability
Technical Specification
Configuration Management

5.0 P R O P O S E D T O P I C S F O R D I S C U S S I O N
-Control and automation
-Safety and protection
-Monitoring and Diagnostics
-Advanced algorithm
-Advanced and proven control techniques
-Reactor and balance-of-the-plant controls
-Automation vs human control
-Industrial grade fuzzy logic controller
-Fault tolerant designs
- M o d e m communication and networking
-Open system architecture design
-Distributed control
-Advanced software techniques
-Self-diagnostics and self testing features
-Advanced man-machine interface
-Human factored designs
-Software Verification and validation
-Applicable codes, standards, and regulations

Safety Critical Application of Fuzzy Control,
G.H. Schildt, Austria
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Safety Critical Application of Fuzzy Control
( S a f e t y system design using f u z z y control?)

Schildt, G . H . , U n i v . P r o f . D r .
S e n i o r M e m b e r of I E E E
Institute f o r A u t o m a t i o n
T e c h n i c a l University V i e n n a
Treitlstr. 3 , A - 1 0 4 0 V i e n n a , A u s t r i a
e - m a i l : schi@auto.tuwien.ac.at

K e y w o r d s . S a f e t y terms, vital p r o c e s s control, n - v e r s i o n p r o g r a m m i n g ,
fuzzy
control,
m e m b e r s h i p functions, f u z z i f i c a t i o n , f u z z y i n f e r e n c e ,
defuzzification,
r e a l - t i m e behaviour, f a i l - s a f e design of a f u z z y controller.

A b s t r a c t . A f t e r an introduction into safety terms a short description of f u z z y logic
will be given. E s p e c i a l l y , f o r safety critical applications of f u z z y controllers a
p o s s i b l e f u z z y controller structure will b e described. T h e f o l l o w i n g items will be
discussed: C o n f i g u r a t i o n of f u z z y controllers, design aspects like f u z z i f i c a t i o n ,
i n f e r e n c e strategies, d e f u z z i f i c a t i o n and types of m e m b e r s h i p functions. A s an
e x a m p l e a typical f u z z y rule set will be presented. E s p e c i a l l y , r e a l - t i m e b e h a v i o u r
of f u z z y controllers is meantioned. A n e x a m p l e of f u z z y controlling for temperature
control p u r p o s e within an nuclear reactor together with m e m b e r s h i p functions and
i n f e r e n c e strategy of such a f u z z y controller will b e presented.
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1. INTRODUCTION
In the field of NPPs safety critical devices and control systems are used. In the
past, safety proofs were often done by considering the reaction of a certain device in
case of any failure. Thus, "failure-mode- effect-and-çritical-analysis ( F M E C A ) was
applied /1/.
At first, some terms of safety technique have to be introduced:
о safety critical system: control system causing no hazard to people
in case of environmental influence or system failure.

material

о safety: property of an item to cause no hazard under given conditions during a
given time; i.e. avoidance of undue fail conditions. Undue fail conditions may
be caused by technical system failures or malfunction of an electronic device
interfered by electromagnetic noise.
о hazard: state of a system that cannot be controlled by given means and may
lead to damages to persons.
о safe system state: property of a system state to cause no hazard to people or
material.
о fail-safe: technical failures within an item may lead to fail states of a safety
critical system (fail), which however have to be safe.
Figure 1 shows the relationship between items important to safety and safety
systems. One has to distinguish according to plant equipment items important to
safety and items, that are not important to safety.

2
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Plant equipment
Items important to safety

Items not important to safety

Definition:
These items comprise ...
- those structures, systems and components
whose malfunction or failure could leed
to undue exposure of the site personnel
or members of the public. This includes
succssive barriers set up against the release
of radioactivity from nuclear facilities
- those structures, systems and components,
which prevent anticipated operational
occurences from leading to accident
conditions
- those features, which are provided
to mitigrate the consequences of
malfunction or failure of structures,
systems or components.

Figure 1 Relationship between items important to safety and safety systems
COMPONENTS

SAFETY R E L A T E D SYSTEMS
(Systems important to
safety which are most
safety systems)

S A F E T Y SYSTEMS
(Systems important to safety
are provided to assure, in any
condition, the safe shut-down
of the reactor and the heat
removal from the core and/or
to limit the consequences of
anticipated operational occurences
and accident conditions

Safety
Actuation
Svstem

Protection
Systems

Figure 2 Safety Related Systems vs. Safety Systems
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System
Support
Features
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Figure 3 shows a single-channel fail-safe operating control system. Additionally,
a state graph demonstrates, that if any safety critical failure/malfunction occurs the
system state changes over to a so-called safe system state. The control system stays in
that safe system state with a transition probability of P22 = l- Thus, the control system
can only come back into the normal operational state by certain maintenance.

Input

__

values

Control System
(intrinsically fail-safe)

p22=l

_

Output
telegram

system state #
A

- Fail-safe state

- normal system state
-1

tFl

plKl

tF2

t F l , tF2 = failure events

Figure 3 One-channel fail-safe control system
Because up to now no fail-safe one-channel computer is available, one has to
choose, a configuration of at least two computers running parallely. In this system
configuration results of both channels are to be fed to a fail—safe comparator, whose
output enables a safe gate in case of equivalent results, represented by corresponding
command telegrams to be fed to the technical process (Figure 4).

4

-ЗЭ^

from
technical
process

system state #
4

tA

turn off
-1

tFl

tF2

tFl, tF2 = failure events
tA = failure detection and
turn-off time

p00=l

Figure 4 Double-channel control system with fail-safe comparator

2. DIVERSITY
U p to now there exist many diverse realizations for safety critical applications.
Because, combined hard- and software system will never be error-free, a possible
design approach is to diversify such a control system. Basically, diversity may be
defined as follows:
"Existence of different means of performing a required function"
(e.g.: different physical principles, different ways to solve the same task, different
algorithms)
Moreover, diversity can be specified as follows: Especially, for diverse real-time
applications one can distinguish between soft and hard mode of diverse system
design.
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DIVERSITY
for
real-time systems

soft mode
(e.g. distributed voting)

hard mode

fail-safe
control system
with a
safe system state
(e.g. control svstem
in NPPs)

fail-safe
operational system
without any
safe system state
under dependability
aspects
(e.g. airforce control
system)

Figure 5 Different kinds of diversity
Thus, if a one-channelled control system can not be proved by a safety proof
directly, one has to use a chance of diverse system design. In case of vital software
one has 10 recognize that software will never be error-free. So, there are several
kinds of diversification of software like ...
...
...
...
...

different
different
different
different

algorithms
program languages
compilers
operating systems etc.

A typical problem with diverse system design is to prove that the measure of
diversification within a n-version system is sufficient. Thus, a possible approach to
design a safety relevant controller is trying to find such indépendant implementations
that everyone will testify at once sufficient diversification because of reasonable
different algorithms.
Such different algorithms can be found within a double-channelled controller,
applying in one channel a conventional PID-controller algorithm and in the other
channel e.g. a fuzzy logic algorithm.

6

3. FUZZY TEMPERATURE CONTROLLER FOR REACTOR
A s an example figure 6 shows the system diagram of a fuzzy temperature
controller. Inputs to the controller are desired base temperature, measured base
temperature, and measured pressure in the reactor. The value pressure is used because
it has a large influence on base temperature to be controlled. Thus, high pressure
results in high temperature. Output signals of the controller adjust the heater and an
electromagnetic valve for cooling water in the reactor. In /3/ one can find a detailled
description how to design such a controller.

Temperature

Elecrromagaanc Valve

Figure 6 System diagram of reactor temperature control /3/
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3.1 D E F I N I T I O N OF I N P U T / O U T P U T V A R I A B L E S
Membership functions are described like in figure 7.
Grade (of membership)
m(x)
A
1

Figure 7 Membership function for a fuzzy variable
Membership functions' shape is simple, such as triangles or trapeziums like in
figure 8.

Figure 8 Hierachy of fuzzy set classes
Figure 9 gives an example for triangular membership function for input variable
temperature.
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Grade (of membership)
m(T)

Figure 9 Membership functions (e.g. 6 classes)
If one
example,
( @ 0 . 6 , 0,
( @ - 0 . 3 , 0,
normalized

uses simple triangles, they are easy to be defined in source code. For
for
pressure
PJLARGE
the
description
can
be
written as
@1.0, 1), and for Z E R O the description can be written as
@0.0, 1, @0.3, 0), and so on. Note that all values of variables here are
into the range of /-1Д/ or /0,1/.

The following figures 11-13 show the membership functions for variables
E R R O R and V A R J E R R O R (figure 10), PRESSURE (figure 11), V A R J I E A T E R
and V A R _ C O O L I N G (figure 12).
Grade (of Membership)
1-я"
$

N.Small
N_Mediunr
0.5

N_Large

a.a '
-1.000

PJM e l i um
P_Small

/

/ =

Zero-.

/P_Large

a.aoo

1.000

Figure 10 Membership functions of input variables E R R O R and V A R _ E R R O R
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Grade (of Membership)
л.a

.

Medium/ Large!

Small

/

o.s

0.0 1
O.OQQ

1.000

0.500

Figure 11 Membership functions of input variable P R E S S U R E
Grade (of Membership)
1.0

Zéro

!

i !
i N Small

j I j

0.5

P^Medlum

N__Medium

PjSmall

NiLarge

o.o *
-1.0D0

PJ .arge

0.000

1

1.00b

Figure 12 Membership functions of variables V A R _ H E A T E R and V A R _ C O O L I N G

3.2 F U Z Z Y C O N T R O L L E R A S A B L O C K D I A G R A M
The inner structure of a fuzzy controller may be described like in figure 13. At
the input side there is a condition interface producing fuzzy equivalents. These are
fed to an inference machine cooperating with a rule base. The output of the inference
machine are fuzzy results fed to an action interface.

10

Figure 13 Fuzzy Controller (block diagram)

3.3 D E F U Z Z I F I C A T I O N P R O C E S S
Because an actuator needs a discrete value for operation, a certain
defuzzification strategy has to be applied. Defuzzification means calculation of a
discrete value u out of the fuzzy set produced by inference component. Usual methods
of defuzzification are
o
o
о

MAXJHEIGHT
MEAN_OF_MAXIMA
CENTER_OF_GRAVITY

The set of input values is applied to the rule set, the consequents of each rule are
combined in order to produce a discrete value for an output variable. T o illustrate
this process, consider a simple rule base:
1. If Error is PJSmall and Var_J2rror is Zero than VarJHeater is N_Small.
2. If Error is Zero and Var_Error is Zero than VarJHeater is Zero.
These rules are displayed graphically in figure 14. The top three graphs
correspond to the first rule, and the bottom three correspond to the second. The first
two columns (from left to right) represent the antecedent clauses, while the third
represents the consequent clause.

11
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ERROR

VAR_ERROR

VAR_EÏEATER

Figure 14 Fuzzy Reasoning
In this example, the input values e and Де are applied to the rule base with the
antecedent fit values of 0.8 and 0J5 for the first rule, and ÇL2 for the second.
A s a next step, the consequent of each rule is calculated as the region under its
membership function below the antecedent fit value. These regions constitute the fuzzy
output /4/. To generate a single value for each consequent variable, these regions
must be combinded. This process, called defuzzification,
can be done by overlaying
the output regions and e.g. computing the center of gravity or centroid.

3.4 S A F E T Y A C P E C T S
A t a first view, one should think that there would never be a chance for
application of fuzzy controller for vital process control. Otherwise, some kind of
fascination lies in the simple calculation in comparison with conventional controller
design. An additional advantage is that controller behaviour can be modified easily by
editing some rules within the rule set. Thus, system reaction of the controller can be'
adapted to requirements of the technical process. A main task of a future safety
proof is the validation of the rule set.
Additionally, fuzzy input values could be fed to a kind of scanner, checking the
rules of the rule set fire. In case, that no rule fires or the scanner stops, a safe
system state has to be reached.

12

Figure 15 demonstrates that there may be a certain chance for vi'al application
by using e.g. a dynamization principle or other principles of fail—safe technique. Up
to now some theoretical work has been done so that one would be able to proof
stability of the controller together with the technical process.
fuzzy
values

command
telegram
to actuator
(technical process)

Figure 15 Concept of a fuzzy controller for fail-safe operation

... typical problems of diverse system design for real-time applications:

о to prove for a certain N-version program system a sufficient measure of
diversification
o unplanable waiting times for corresponding results to be compared
о no guarantee for a certain worst case value of failure detection time
о results that are to be compared may differ due to rounding effects
(1999<->2000)
о a high sophisticated fail-safe comparator will be needed (e.g.: tolerance zone
management)
о bugs & inconsistencies within SPEC will be detected seldomly ( — > P O D S )
о development costs > = 220 % than for development of a one-channelled control
system (!N=2).
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Operating System Software

only one
validation

Standard Fuzzy Software
(fuzzy controlling)
- fuzzification
- inference strategy
- defuzzification

only one
validation

validation
for
each application

Rule Base

Figure 16

14

-УЗ

О

-

t
Legend:
U ( S C ) = scanner control signal
U ( C ) = capacitor voltage
U ( E ) = enable signal
Figure 17
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4. CONCLUSIONS
After an introduction to safety technique a fuzzy controller for a reactor was
presented. There may exist a certain chance for application of fuzzy controllers in
vital process control, if fundamental principles of safety technique would be
implemented into fuzzy controller design. At that time research activities for this
purpose are started.

о a change over freom conventional software system to knowledge based system
о research on implementation of safety strategies into fuzzy controller design like
- dynamization principle
- monitoring functions
- watch dog functions, ...
(possible) advantages:
о
о
о
о
о

description of system behaviour within the rule base (rule base evaluation)
simple controller adaptation by modification of rule base
(?) better performance in real-time application
some theoretical knowledge exists for controller stability proof
cheaper sensors applicable in instrumentation
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General
Safe and economic operation of a nuclear power plant sets high requirements for
its supervision and control systems. A highly reliable automatic protection
system is a necessity, but also many monotonous, time-critical or accuracy
requiring control actions should be automated. Operation, maintenance and
safety personnel should get sufficient, clear, timely and unambiguous information about the plant state and its coming development, procedures, design
bases and technical specifications.
Modern computer and information technology opens up new means of constructing efficient supervision, control and protection systems. Their acceptance for
safety-critical applications requires new verification and validation methods,
rules and guidelines.
The objectives of our research work on Qualification of Programmable
Automation Systems encompasses the development of methods, tools and
practices for the evaluation and licensing of safety critical programmable
automation systems. The results are applied by the safety authority and utility
companies in connection with the development tasks in existing plants as well as
during the construction of new plants.
Various aspects of the safety evaluation and licensing of programmable digital
automation systems were studied. The studies clearly show that the safety
assessment can not be based on conventional probabilistic methods because of
the difficulties in quantification of the reliability of the software as well as the
hardware. Additional means shall therefore be used to gain more confidence on
the system dependability. None of the existing safety assessment methods alone
is sufficient for the estimation of the safety and reliability. Each single method
has more or less serious drawbacks either in applicability, coverage or in some
other area. The problem concerns both methods for producing and methods for
assessing the dependability of the system. For these reasons the principle to be
applied should be the diversity in methods and techniques. Confidence in the
dependability increases as the number of different assessing methods increases.
The qualification process includes assessment of the development process,
assessment of the product itself and testing of the system based on statistically
selected test cases. In any case, several assessment methods give different points
of view to the safety of the system, and therefore they produce a more credible
safety estimate than one assessment method alone. The acceptability of the
system is based on evidence of excellence of the design and implementation
process and on independent analyses and testing of the end product.

Programmable digital systems are offered for both the operation and safety
automation of the possible new nuclear power plant for Finland. This seems to be
the largest technological leap in the otherwise quite customary plant concepts. In
existing plants it probably also becomes necessary to replace analog systems
with digital ones. Favorable experiences with these systems have been gathered
from conventional power and other process plants. In the nuclear field the
experience is limited, especially in safety-critical applications. In the Darlington
plant in Canada an entirely digital reactor protection system has recently been
licensed, and in the UK the Sizewell В plant will use digital operation
automation and primary reactor protection systems. In the French N4-plants
digital technology is used extensively. Partly due to problems with this
technology, the commissioning of the first plant, Chooz B, has been delayed.
Anyhow, the trend towards digital systems seems to be common in all leading
nuclear countries.
There are many good reasons for using digital systems:
they are more efficient, allowing the construction of many operator
support and safety functions that would be impossible to realize with
analog technology.
they are more accurate and flexible and are easier to maintain.
Digital systems require less space in buildings and can be commissioned
in a shorter time span, and therefore lead to cheaper total construction
costs of the plant.
They can also, if properly designed and realized, be more reliable than
analog systems.
One important reason is the common trend towards digital systems in other
process industries; it would not be wise to deviate from this trend in the nuclear
industry and thus miss the opportunity to benefit from the experiences of other
branches.
The behaviour of programmable systems deviates to such an extent from the
conventional analog systems that their licensing for safety-critical applications
requires a new kind of approach. The objective of the work is to develop
methods, tools and practices needed in an independent safety assessment of
programmable automation systems in Finnish nuclear power plants. There is no
single means of demonstrating that a programmable system is safe enough.
Confidence in the "safety case" must be based on a multitude and diversity of
means being employed to that end.

The research work has been realized in the projects UUTE/AJA and
S A M A / A W . The tasks have included:
the analysis of the proposed automation concepts of the potential plant
vendors and their technical, managerial and quality assurance aspects,
the collection and analysis of applicable international standards and
guidelines (Haapanen & Maskuniitty 1993a),
familiarization and analysis of licensing practices in other countries
(Haapanen et al. 1993),
a study of the need and ways to use diversity (Haapanen & Maskuniitty
1993b),
reliability analysis of software based safety functions (Pulkkinen 1993)
fault tree and failure mode and effects analysis (Pulkkinen & Maskuniitty
1994)
the development and trial use of a dynamic test harness for programmable
systems (Haapanen & Korhonen 1994, Haapanen et al. 1995a, b & c).
Based on these studies common grounds will be synthesized for the requirements
and guidelines to be applied by the utility companies and licensing authorities in
ihe procurement and licensing of programmable systems.

Problems of safety assessment
"The safety assessment of a programmable system can not follow the conventional pattern because of the difficulties in quantification of the reliability of the
software as well as the hardware". In the case of the software it is widely
acknowledged that quantification is difficult. The hardware has equal problems
due to the dependence of the effect of a hardware failure on the instruction being
executed at the time of failure. There are two kinds of problems in producing
safety-critical programmable systems; (a) difficulties in producing specifications
for safe behaviour and (b) difficulties in assessing whether or not one has
produced a system which is safe. One can never be certain that a
software-controlled critical system is 'safe', but it is possible to systematically
determine which techniques can, if properly applied, reduce uncertainties or
doubts about system safety (McDermid 1991a).
'Failure modes' of the software are through design errors rather than random
component failures caused by eg. wear. Redundant lines of the system will
therefore fail simultaneously and some kind of diversity is needed to compensate
for the residual errors contained in the system software. Software behaviour is
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discontinuous: minor diversions may cause drastic changes in behaviour.
Therefore it is not easy to extrapolate from known past to future performance,
and it is difficult to predict the required high levels of software reliability by
normal statistical techniques. Due to the uncertainty of the reliability réessaient,
additional means should be used to get more assurance about the systems ability
to fulfill the basic safety requirements. Two basic principles for getting assurance
are available: comprehension and diversity. "Assurance arises from
comprehension of, and diversity in, the complete procurement process, and the
methods and tools used in development and evaluation" (McDermid 1991a). One
can either regard the assurance as a predictor of reliability or prefer the assurance
before the reliability. The level of assurance achieved by using a particular set of
means can be hypothesized to correspond to a certain level of reliability.
Experimental validation of this hypothesis, however, seems not to be feasible in
practice. The absence of a complete model of the operational environment for the
system makes it impossible to compute with complete confidence the reliability
of the system, and the discontinuities and non-determinism in software behaviour
make it impractical to infer with complete confidence future reliability from past
reliability. Therefore "the deployment decisions about critical systems are, and
probably have to be, made on the basis of assurance, not reliability".

Achieving assurance
The main factor contributing to the assurance is the evidence produced during
software development, and this in turn derives from the verification and
validation activities. The goals of the development of a safety-critical system are
(McDermid 1991a):
to develop the software in such a way that it is impossible or extremely
unlikely that its behaviour (execution) will lead to a catastrophic failure.
to provide evidence that will convince both the developers and the
assessment authority of the dependability of the software.
Due to the inconsistencies in the quantification of reliability, the software safety
case has to be based on deterministic measures, with an accompanying
confidence building element, although a limited reliability claim can be made
based on the methods used in the production of the software. The main objective
of the deterministic measures is to produce a high quality system which
conforms to the specified requirements and expectations of the user in almost all
respects. This implies a complete, correct and unambiguous requirements
specification with the software being produced using the 'best' practices. This is
then supported by confidence-building measures that allow greater precision to
be set on the obtained but unknown reliability claim. The features of such a claim
need to be the evidence of error avoidance, error detection and error tolerance
during initial design and manufacture, through commissioning to final operation
(Hunns & Wainwright 1992).
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One widely promoted class of techniques is program verification. This involves
expressing a specification in discrete mathematics, e.g. set theory and predicate
calculus, and then using the inference rules of logic to show that a given program
conforms to the specification. A suitably formulated program proof can show
that the program conforms to its specification under all possible inputs, and all
possible sequences of inputs. The analytical techniques, however, do not show
that the software is safe; there may be flaws in the specification or inaccuracies
in the model of the hardware implicit in the specification of the program, which
can only be found by testing the programs in their operational environment - or
at least on a representative hardware platform.
For complex artifacts it may be impossible to gain adequate comprehension
directly, or it is simply more cost-effective to gain assurance in the process. In
practice it is helpful to address assurance from both the process and the product
points of view (McDermid 1991a).

Standards and guidelines
One key issue in the evaluation of the quality of the production process and thus
the quality of the product is to check that in all phases of the process properly
selected standards and guidelines are followed. Therefore the applicability of
several international standards and guidelines (IAEA, ISO, IEC, IEEE) and their
basic principles in different life cycle phases were analysed (Haapanen &
Maskuniitty 1993a). In addition, practical studies of an automation system were
carried through in order to identify the essential questions.
Most standards handling programmable automation approach the problem from
the project control point of view. When systems are designed and realized
starting from scratch the special needs of nuclear power application can be taken
into account from the beginning. On the other hand these systems are prototypes
having no earlier operating experiences.
In practice the situation may be different; the system is based on a mature
automation system, which has a typical development history and operating
experience from various branches of industry. In this case different activities of
different organizations, such as system programming, application programming
and maintenance can be found.
Standards for the project control can be used from the beginning of the project to
make the programming cope with discipline, but applying them afterwards for
qualification of earlier life cycle phases, eg. the system programs of existing
automation systems, is more difficult. The basic standards determine three
methods, which are the requirements for qualification of electrical items of safety
systems and class E equipment. These are type testing, operational experience
and analysis or combinations of those methods. Other items affecting the quality
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of the system are the quality assurance system, project routines, safety
classification and the safety architecture of the system.

Licensing practices
The Finnish licensing requirements should be a balanced synthesis of the best
international practices tailored to the local circumstances. The methods and
practices applied in seven leading nuclear countries (UK, Canada, USA, France,
Japan, Germany and Sweden) for the licensing of programmable control and
protection system were gathered and analyzed (Haapanen et al. 1993). The study
was based on information presented in international conferences and seminars
and published in periodicals and most importantly on information acquired
during visits to the vendors, plants and licensing authorities by the
representatives of the utility companies, Finnish authorities and V T T (in the
framework of the joint AJA-project).
It turned out that the licensing practices in most countries are still under development and new systems have been taken into operation using special practices
case by case. For the Finnish situation the most interesting case seems to be the
Sizewell В licensing process now nearing completion in UK.
The second most interesting is the licensing of the reactor protection system of
the Darlington plant in Canada. On the other hand, one can say that the methods
and practices applied to the licensing can finally be fixed only during the actual
licensing process itself. The common trend in the regulatory process also seems
to lead towards non-prescriptive, performance based regulation, because performance objectives, if well conceived and stated, are less likely to be changed than
are the particular means to achieve them.

Diversity
Software faults are systematic by nitare as opposed to random component faults
caused by ageing and wear. Therefore, all identical program versions fail
simultaneously and redundancy can not protect against common mode failures
caused by program faults. As it is impossible to produce and prove a program to
be totally free from errors, a safety critical programmable application must have
some error tolerance. The most critical functions must therefore be realized with
diverse redundant systems.
Use of diversity and testing can be concluded to be central issues in producing
safe programmable system and in proving them to be safe enough. The need of
and ways to realize diversity have been studied (Haapanen & Maskuniitty
1993b).
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A safety critical programmable system shall include diverse redundant parts so
that no residual program fault can cause the failure of the intended function of
the system. Diversity can be realized on functional level by introducing two or
more different part functions for the same safety function. On the other hand,
different part systems can be realized for the same function either by diverse
programs or hardware. When diverse program versions are used one should
assure that the versions really are different enough; two programs produced by
two independent programming teams from the same tf-ecifications do not
necessarily fulfil this requirement.
By combining functional and programming diversity in a suitable way one can
produce a system that is safe enough without having a non-programmable backup system, although in some cases this kind of back-up still are used (eg.
Sizewell B; opposite examples are eg. Darlington and French N4-plants).
Applying diversity is also an important concept in confidence building measures
for the implemented system. Independent analysis and testing of the system
should use different methods and tools from those used in the production and
validation process by the system vendor.

Reliability analysis
According to the Finnish regulatory guide, Y V L Guide 2.8 (1987), the safety
functions of nuclear power plant should fulfil some quantitative safety criteria.
These criteria concern also the reactor protection systems independently of the
techniques applied in their design. The conventional methods of Probabilistic
Safety Assessment (PSA) are applicable in the analysis of usual mechanical
systems controlled by hardwired control systems. Further, they may be applied in
the analysis of operator errors and human reliability. However, these methods
have not been applied in the analysis of software based or digital safety
functions. To study the feasibility of various reliability engineering methods, a
state of the art survey was made (Pulkkinen 1993).
The survey concentrated on the qualitative and quantitative software reliability
analyses and models. The compatibility of software reliability models and PSA is
also discussed, and some conclusions and recommendations are given.
The most important qualitative software reliability analysis methods are based on
corresponding methods for conventional systems. The objectives of their
application are the identification of the factors having impact on the safety of the
system, allocation of safety criteria, support of the system design and the
assurance of the software quality. Failure mode and effects analysis (FMEA) is a
standardized method (see ШС 812 (1985)), which has been modified for the
analysis of software by Reifer (1979) and developed further by several
researches and practitioners. Software FMEA has been applied mainly in nonnuclear industry, e.g. in space applications.
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Sneak Circuit Analysis, SCA (Taylor 1992), is a combination of FMEA-type
approach and fault tree. In SCA, the outputs of the software leading to hazardous
events are identified and their causes are studied. The findings of the
identification are described by fault trees. Methods such as Preliminary Hazard
Analysis, PHA, Software Requirements Hazard Analysis, SRHA, Subsystem
Hazard Analysis, SSHA, System Hazard Analysis, SHA, and Operating &
Support Hazard Analysis, O&SHA, are modifications of conventional ones
(McKinlay 1991). The basis of the method developed by Toola (1992) for the
analysis of accidents and disturbances of process automation is also
conventional. These methods have been applied in non-nuclear industry, where
extensive risk analyses are not usually made. In fact, it is likely that the analyses
made in connection with a plant specific PSA provide the same information as
the above mentioned methods.
Software fault tree describes the control structures of software by applying the
gates of fault tree (Leveson et al. 1991). The software fault tree may be seen as a
simplified and graphical form of axiomatic verification of software. Since it
concentrates purely on the hazardous errors of the software, it may reduce the
efforts needed in the verification process. Similar analyses may be performed by
applying, for example, Petri nets (Leveson and Stolzy 1987) or other more
formal methods. Formal methods are often applied in specification of safety
critical software. The use of these methods makes it possible to verify the
software more precisely. Applications of formal methods for nuclear power
applications have been described by Parnas et al. (1991).
Software metrics describe the characteristics of software (size, complexity etc.)
with simple numerical measures (Conte et al. 1986). The correlation between
software metrics and the number of errors in software has been studied, for
example, by Barnes et al (1987). It is possible to use the information from the
metrics in prediction of the software reliability, but more empirical data is needed
for that purpose.
The quantitative software reliability models have been discussed widely in the
literature (Musa et al. 1987). Usually the software reliability models concentrate
on the determination of the probability distribution of the number of errors in
computer codes. Further, their predictions may be used in allocation of the
testing efforts or other resources in the software development.
The reliability estimates needed in PSA are of the form: "the probability that the
system does not operate at demand is p". The software reliability models give
answers to questions like: "What is the probability that there are more that n
errors in the software" or "What is the probability that the software operates
without errors over a certain time period". Often software reliability models are
based on various expert judgements, which have strong impacts on the final
safety estimates. By combining traditional software reliability models,
operational experiences, software metrics and experts judgements, it could be

possible to estimate the probabilities needed in PSA. This kind of safety
arguments can be made explicit and they can be applied in the reliability
evaluation (McDermid 1991b). However, there is a need for further research in
this field. One possibility to evaluate the applicability and credibility of the
combination of PSA and software reliability models is to organise Benchmarkstudies.
The operational experience from the application of software based safety systems
in industrial applications is still very limited. In order to increase the validity and
credibility of the reliability analysis methods, one should be able to compare the
model predictions with practical observations. For that purpose, there is a need to
establish facilities for systematic data collection and analysis of operational
experience.
PSA is the only method which gives an overview on the safety of the nuclear
power plant by evaluating the relative importances of various systems and
components. Thus it is reasonable to include also the digital safety systems in the
PSA model. The quantitative risk estimates are based on various modelling
assumptions and expert judgements, and the objectivity of the model is
questionable. This does not restrict the usefulness of PSA models since
sensitivity analyses can be made. A more problematic issue is the use of very
strict safety goals.
The Y V L Guide 2.8 (1987) requires that the quantitative safety criteria should be
met with certain confidence. The requirement for rector protection signals is very
strict, and by simple calculations it is possible to show that very extensive testing
of the software is needed in order to prove that the safety goal is fulfilled. As a
conclusion from the surveys of the software reliability analysis it is possible to
recommend the revisions of the safety goals or principles in the Y V L 2.8 Guide.
It should be emphasized here that the criteria for conventional systems are not
problematic. For the software based systems some clarifications are needed to
make the criteria more operational.

Fault tree and failure mode and effects analysis
To get experience from the use and applicability of various reliability engineering methods in the analysis of digital safety systems, a case study on the
application of failure mode and effects analysis (FMEA) and fault tree analysis
was made. The case study is a continuation for the survey described in the
previous section (Pulkkinen 1993). The main objectives of the case study were to
evaluate the applicability of FMEA and fault tree analysis and to give
recommendations and guidelines for full scale reliability analyses. Further, one
objective was to modify the methods for the analysis of digital safety systems.

The fault tree approach was adopted in this study due to its compatibility with
PSA. Furthermore, as an approach based on fault logic, fault trees provide a view
parallel to the systems design. Since the aim of this study is not to study the
dynamic failure behavior of the system, fault trees are sufficient.
The fault tree analysis of a digital safety system may be divided into two phases.
First the fault trees for the selected protection signal passing through the system
trains are constructed. As the second phase, the failure modes included in the
fault tree are analyzed in more detail by applying a modified failure mode and
effects analysis (FMEA). The minimal cutset analysis is essential in the
identification of the most important events requiring detailed FMEA. The goal is
to reveal the most important failure mechanisms including also the embedded
software as well as to document the basic events and the gates of the fault tree.
After finding minimum cut sets of the system the decision of the modules to be
analyzed in more detail can be made. The most critical modules and basic events
are analysed by applying FMEA.
The fault tree analysis of digital automation systems differs from that of typical
hardware systems, and thus guidelines for performing such an analysis were
given as a conclusion from the case study. In the following, an analysis
procedure is shortly outlined.
The approach was found to be applicable in the reliability analysis of digital
automation systems. However, the applicability is limited to the analysis of static
aspects of the system, since the fault tree is always a static model.
The modelling of the software errors in the fault tree is somewhat problematic.
First, the nature of software errors is not similar to that of mechanical and
electrical faults. Secondly, the input signals to any modules or devices of digital
automation systems are used as inputs of the software of the module. Thirdly, the
software consists of the basic software and the user or application software,
which have different functions in the system.
In the approach of the case study, the fault tree includes the software at a functional level. This may not be the correct approach, because the software
functions may not actually be separated from the other parts of the software. It
may not be possible to decompose the software into smaller units or functions as
in the example software. The FMEA was applied here mainly to document the
basic events of the fault tree. However, if sufficient background information is
available, FMEA could also provide detailed analysis of system structure. The
experiences from the FMEA in this case study are rather limited, and it is not
possible to draw too strong conclusions.
The feasibility of quantitative reliability analysis of digital automation systems is
questionable. However, it is possible to include the fault trees of these systems
into the PSA models and make sensitivity studies on the relative importance of
systems.

In order to be able to apply the methods in practical licensing work much
research is still needed. Benchmark studies are good approaches for the
comparison of various reliability engineering methods.

Dynamic testing
Traditionally, the development process incorporates testing in well defined
phases. Unit testing, integration testing, factory acceptance testing and customer
or site acceptance testing will form the core of the testing activities. For safety
critical systems the ability to demonstrate a degree of independence in factory
acceptance testing and site acceptance testing is important.
The dynamic testing at the end of the development process is aimed at
demonstrating that the delivered system performs to its specification and meets
customer requirements, that there are no functional errors in the software or the
hardware and that the system interacts effectively. The operation of the system is
addressed in realistic situations, with realistic operating conditions, with respect
to the required reliability. Testing is intended to demonstrate that in a realistic
situation, with real inputs, the system will behave as required over a prolonged
period of time. Although the testing can not prove the system to be safe, each
successful test case can increase the confidence about safety (Abbot 1992).
In general, the finding of errors at the final dynamic testing phase jeopardizes the
whole acceptance of the system. The mere removing or correction of errors is not
enough. The causes of their birth and going through the earlier testing and verification phases must be cleared and removed from the system production process.
An automatic test harness has been specified (Haapanen & Korhonen 1994). The
test harness is applied in a trial testing of two pilot systems provided by ABB
Atom and Siemens AG. The harness includes the generating and management
principles for the test cases and the means for the verification of the test results.
The most tedious task is the building of a logical model of the target system
which can be used to verify the correctness of the test results.

Test harness
The test generator feeds the test sequences to the automation system to produce
the target system responses. The same test sequences are used as inputs in the
logical model of the target system ("test oracle") which produces expected test
results. The results are then compared in the test result comparator and if the
results are not equal, the system and the logical model have to be checked for the
difference.

The same test sequences have to be driven through the target system and the
model, but not necessarily in parallel or not even in the same test environment.
The tests can be done at different times and if the results are recorded, they may
afterwards be compared and checked for cases that gave dissimilar results.
Recording of the results makes it also possible to run the cases in totally separate
environments, physical connection between the environments is not needed. The
recorded results can be moved from one environment to another using, for
instance, floppy disks.

Test data generation
The ultimate goal is to define such a set of test cases that would reveal all faults
and errors. If the knowledge about the system internal structure together with
some continuity, majority etc. principle does not allow the extension of one
single test to cover a wider range of test cases, a "complete" testing is required.
This requires all possible input and internal state combinations to be covered.
This is in practice not possible, since even in systems with a limited number of
inputs and internal states the combination explosion would raise the required
number of test cases far beyond any practical limits.
Another important goal is to define a statistically significant set of test cases for
the estimation of the system reliability. When the requirements are very high, as
is the case for the reactor protection system, even this significance usually is hard
if not impossible to fulfil.
In a real project only a limited time period is available for the testing before plant
start-up, and this time together with the performance of the testing system set the
upper limit for the number of test cases. Thus the practical goal would be to
define as many different test cases as can be run during the limited time period
available for testing.
The generation of the test cases will start from a rather limited set of basic cases
drawn from different sources available, such as:
plant transient analyses,
measurements from existing plants,
models and simulators etc.,
and then multiplying these to a larger set by proper randomizing techniques in
order the reach some statistical significance. Main methods for the randomizing
are adding noise to the signals and pointing random sensor failures to various
signals.

-
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Test oracle
For creating a model of the target system a high abstraction level language is
needed to describe its behaviour. The language shall be executable, which presupposes formal semantics. Usually formal languages have two different
notations: one for describing the reactive part (i.e. the behaviour ) of systems,
and one for describing the data transformations. The reactive part is in general
described using state machines and the lowest level activities using some high
level language such as C.
The model of the target system should be based on the requirements specifications rather than on functional specifications which already may include some
shortcomings or misinterpretations. There are several alternatives for creating the
logical model of a typical target system. Perhaps the most generally used are the
RTSA-method and Statecharts for embedded systems. Five methods were
originally considered as candidates and ReaGeniX RT/SA-model and Statecharts-methods finally selected for further inspection. These two methods were
applied for modelling of one target system and their weighted superiority
determined using Analytic Hierarchy Process-method (AHP) by Saaty. The
comparison showed the applicability of the methods to be rather close to one
another. The drawbacks and advantages of the methods are partly compensative:
while ReaGeniX has a stronger methodological background and is thus easier to
apply, Statecharts has the better tool support. No serious weaknesses were found
that would reject either of the methods. Without any doubt both methods can be
used for modelling real-time safety critical automation systems. This has
successfully been demonstrated in this project.

The on-line system
The on-line system is a common industiy standard PC-computer equipped with
proper I/O-cards for the connection to the test object. These include
commercially available D/A-, A/D- and binaiy I/O-cards. Standard features also
include a large hard disk and a DAT-recorder able to contain the large test data
bases.
The input driver is a simple program loop timed by an external clock signal. At
each time step it reads the precalculated integer and binary test signal values
from the data tables and loads them to the input registers of the D/A-channels
and binary output cards. Inside the same execution loop the output driver reads
the momentary output signal values from the binary I/O-cars and stores them to
output signal data tables for comparison with the expected response by the result
comparator.
The result comparator compares at each time step the measured binary output
signals from the test object with the corresponding expected response signal
values in the test data base. As long as only binaiy signals must be compared the

_

Lo

-

task is quite straightforward. In case also analogue signals shall be compared to
the expected response, the comparator algorithm becomes much more complicated, since also some amplitude deviations besides small differences on time
behaviour must be allowed without an actual error is concluded to have taken
place. This case, however, is not handled in the prototype test harness.

Pilot system testing
In order to get experience in the testing procedure and to identity further development needs of the test harness two representative pilot systems developed by
ABB Atom and Siemens AG were tested using the prototype dynamic test
harness specified and implemented in A W project. The purpose of testing was
not to validate the pilot systems.
The ABB pilot system consisted of one independent simplified branch (SUB) of
an Average Power Range Monitoring System (APRM), whose prototype has
been the APRM system recently implemented at the Swedish Barsebäck nuclear
power plant. The Siemens pilot system was a protection system of a simple
laboratory equipment simulating loss of coolant accident in a pressurizer system.
The pilot testing shows that the procedure is feasible and the ReaGenix is a valid
tool for implementing the logical model of the tested system. The comparison of
the responses of the tested system and its logical model turned out to be the
critical task and more development is still needed.
Based on experience gathered the test harness can later be expanded and completed to a full-scope testing environment and used for testing real safety critical
nuclear power plant applications when they arise either in existing or new nuclear power plants in Finland.
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General System Properties of TELEPERM XP and XS

Q

Extensive use of standards and quasi standards

.

ISO/OS! -reference model tor communication

.

.. Ethernet IEEE 802.3
.. Profibus DIN 19245
Standardized user interface applied for the engineering system and the
process control and information system
.. OSF/Mot¡v,UNIX, Windows

Q j Engineering system
.
.
.
.
.

integrated system for engineering maintenance and documentation
consequent forwards documentation assures consistence between functionality and
documentation
graphical user interface with standardized symbols
consistent management of all l&C engineering data for the whole plant
in a central I N G R E S database
maintenance, management of modifications and diagnosis without software knowledge

Q | Equipment of a large scale serial production line (SIMATIC, S I N E C )
as a long-term reliable basis
Q

Scalable architecture
.
.

economic solution for very small applications as well as for complete power plants
selectable degree of redundancy
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Tasks of the Engineering System

Subrack allocation
Cabinet allocation
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Plant graphics
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Logic diagrams
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Advanced l&C Systems for Nuclear Power Plants
TELEPERM XP (Operational l&C)

Process Control
and Information

TELEPERM XS (Safety l&C)

Safety Control
and Information

Engineering

SNAP LAN

Plant LAN

•

Automation

Reactor Protection
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Overview TELEPERM XP

Process Control
Process Information
Process Management
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Engineering
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Maintenance
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System Properties
Hardware and software components

Application software

. selected hardware components
.. qualified for nuclear applications
.. manufactured with extended factory tests
. small static operating system
.. developed acc. to IEC 880
.. qualified for nuclear applications
. qualified library functions

. qualified method and qualified tools to
produce the application software
. no manual programming
. automatic code generation
. automatic code verification
. support of the licensing procedure

Robust design

Deterministic system behavior

.
.
.
.
.

. cyclical processing of all tasks
. predefined failure behavior
. system behavior totally independent from the
plant status
. predefined failure boundaries

energetic decoupling by fibre optics
earthquake protected construction
improved electromagnetic compatibility
small failure rates
extended design margins

Redundant structures

Extended testability

. support of high redundant structures
. highly reliable and available majority voter
. coordination and supervision of redundant
equipment

.
.
.
.

TELEPERM XS

automatic detection of nearly all failures
supervision of redundant equipment
automatically processed recurrent tests
detailed diagnosis
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Scope of Application

a
a
a
a

TELEPERM XS

single failure does not cause
spurious actuation
single failure does not cause
loss of function

recurrent tests during power operation
; c o m m o n cause failure ;
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System Life Cycle acc. to I EC 880

Process
Engineer

Control engineer

£

Hardware
requirements

Safety System
Requirements

System Validation

System Architecture

I

ï

Integration
Requirements

Ï

Integration^
Requirements
Verification

Realize

I

Increasing
Refinement

Software
Requirements

Software
Requirement
Verification

Software
Design

Design
Verification

Í
Coding

Implement

I

Coding
Verification

System
Integration

System
Testing

Integration
Test
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The system design process

Requirement specification

System specification

Code generation

Validation
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Typical Specification of an Automation Task

System Specification

x(t)

Qe

=

xO

+

k(qe

- qa)

dx

Jo
-X

V
Xc

», "> *

i *»
ч

^

s " « >\
/ „ к
t
.. .«.v., ^ . ,

1

V

j-f* ri

qa

=

У

*

*

'

if Л ,
V*-

Task

Automation
л/
y( 0

=y0

c(x5

+
«

TELEPERM XS

- x)

dx

0

Bereich K W U
NL-R
Datum 29.11.93
Ftool g 1
onvrinM • ÇtPMFMÇ ЛП 1П1Ч ЛИ RidhK Ro'.orVGti

SIEMENS

Definition of a Formal Language
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Matched Task Specification
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Method of Software-Production
l&C-Functions

for Application Software

Hardware-Specification
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Error sources
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Error sources in the software development process have been systematically investigated
together with the worldwide performed experiments to evaluate the vvortli of software
diversity.
The most representative experiment in the field of nuclear applications was the was the so
called PODS diversity (1985 GB).

Results of the "PODS Diversity experiment"
(Project of Diverse Software, GB 1985)
Task: reactor over-power protection trip

Se*en residual errors have been found after verification and
validation. Six of them resulted from the anibigous system requirement specification and one of them from an problem in
the X specification language.
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Software CCFs

Facts

Consequence

О

Software does not age

Software failures are always
initiated by triggering events

О

Environmental conditions can
not trigger software failures

Software failures are always

Q

A cyclical system behavior
assures independence
from plant conditions

Beta-iactor models cannot be
applied

О

Software failures in redundant
channels are strongly correlated

Concerning software failures system reliability cannot be improved
by redundancy

triggered by the processed data

Software failures determine
the reliability of highly redundant
systems

E P R - Safety I&C
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HW CGF in the central I&C systems

1ШШШШШ1

Assumptions:
О

All functional design requirements
are stressed strongly cyclically
during normal operation

Consequence
Failures caused by
aging are spontaneously
detectable
«С
N

Q

Environmental conditions in different
trains are changing independently

Failures triggered by
environmental conditions
affect only one train

О

Data triggered failures (crosstalk
effects) affect all equipment
processing same programs
and data

Beta-factor model
application can be
restricted to this fraction

(P2/4 =

12*io-

4

)

Nearly no advantage by
hardware diversity

E P R - Safety I&C
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Structure of Safety l&C
Highlights
Type С
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Type В
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Steps of the qualification procedure

Q

Conceptual assessment of the whole system by G R S
Since 1988 continuous assessment of the development on behalf of the
Bavarian licensing authority (BStM LU)
June 1992 acceptance of the concepts to realize I&C systems for
safety functions of the highest category

)

i

[~J Typetesting of the hardware
Since February 1994 contracted to T Ü V - N o r d
Practical testing is delegated to the ISEB institute of the
TÜV Rheinland
Q

Typetesting of the software
Since October 1992 contracted to G R S who
is supported by the T Ü V - N o r d

[~| Quality verification of the tools
Verification of tool quality is contracted to GRS. The main difference between the software typetesting and the quality verification is that in case
of quality verification the task of the independent assessor is restricted to
critical reviews of the development and test documentation.
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Summary of the GRS Assessment

In the opinion of the assessor the concept submitted constitutes a new
I&C system for critical and highly critical safety applications in nuclear power plants. It is based on future-oriented technology which
corresponds to the state of the art. The concept submitted goes into
such depth that it's consistent implementation in line with the pertinent
codes and standards will be possible and that no problems are to be expected in the course of this.

TELEPERM XS

Advanced l&C Systems
for Nuclear Power Plants
tf-W. Bock, A. Graf, H. Hofmann
Siemens AG, Erlangen

Abstract
Advanced I&C systems for nuclear power plants have to meet increasing
demands for safety and availability. Additionally specific requirements
coming from the nuclear qualification have to be fulfilled. To meet both subjects adequately in the future, Siemens has developed advanced I&C technology consisting of the two complementary I&C systems
T E L E P E R M XP and T E L E P E R M XS.
The main features of these systems are the clear task related architecture
with adaptable redundancy, the consequent application of standards for
interfaces and communication, comprehensive tools for easy design and
service and a highly ergonomie screen based man-machine-interface.
The engineering tasks are supported by an integrated engineering system,
which has the capacity for design, test and diagnosis of all I&C functions
and the related equipment. T E L E P E R M X P is designed to optimally perform
all automatic functions, which require no nuclear specific qualification. This
includes all sequences and closed-loop controls as well as most man-machine-interface functions. T E L E P E R M X S is designed for all control tasks
which require a nuclear specific qualification. This especially includes all functions to initiate automatic countermeasures to prevent or to cope with
accidents.
By use of the complementary I&C systems T E L E P E R M X P and T E L E P E R M
XS, economical as well as advanced plant automation and man-machineinterfaces can be implemented into Nuclear Power Plants, assuring the
compliance with the relevant international safety standards.
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Concept
A process control system covering all automation tasks in nuclear power
plants requires equipment for automation, communication, operator control
and monitoring, engineering, diagnosis and maintenance. The features of
this equipment and the manner in which it interacts characterize the process control system. A s innovation cycles in software and hardware development become shorter, process control systems will in future only have
any chance on the market if they are based on standards because standards
usually have a longer life than individual components. For this reason the
extensive use of standards w a s made the fundamental principle of the common concept behind T E L E P E R M X P and T E L E P E R M XS.

Figure 1

However, because standard components are naturally unable to cover all
the requirements specific to power plant I&C, it is necessary to superimpos e specific characteristics. This is done in a way that is transparent to the
user by means of engineering tools which together form an engineering
system. This allows unrestricted exploitation of the technical and cost
advantages associated with the use of standards while enjoying a previously unavailable comfort during engineering, maintenance and diagnosis
as well as.consistency in documentation.
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Engineering, m a i n t e n a n c e , d i a g n o s i s
The central interface between the equipment for automation, operator control and monitoring, and communication and the personnel responsible for
running the I&C s y s t e m is the engineering system. It is an integral part of
the I&C system and supports not only engineering tasks but also maintenance and diagnosis of all I&C components, i.e. both the plant specific software functionality for automation, operator control and monitoring, communication and the hardware functionality of the entire I&C system. The
most important feature is that all activities -the specification of the control
functions as well at the design of the hardware architecture- can be performed through the s a m e graphic user interface by means of standardized
symbols.
This means that the entire plant-specific functionality of the hardware and
the software is specified in graphics using the engineering s y s t e m and stored centrally in a database. To enhance clarity the engineering tool supports
hierarchical structures with several levels. The engineering data created as
part of the normal plant design serves as a reference for all further activities. It is used not only to derive the construction documents for cabinet
fabrication but also to generate the entire plant-specific software code automatically. It also forms the basis of complete function-and location-oriented
documentation, thereby ensuring that the documentation of all components
of the I&C s y s t e m is always up to date and complete. The graphic user
interface behind which the specific data and mechanisms of the I&C
s y s t e m are concealed is in itself an important step into the future and permits the process engineer to specify the functional requirements to the I&C
s y s t e m without any software knowledge.
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Although an integrated engineering support considerably simplifies commissioning, the real advantages of the engineering tool become apparent
later w h e n the plant is in operation. The strong consistency of the plant
documentation with the l&C functionality actually implemented, which is
ensured by the consistent use of forwards documentation, is especially
important if frequent modifications and expansions are required during the
plant operation time. The engineering system is also used for maintenance
and diagnosis during operation of the l&C system. For example, internal states such a s fault signals from modules or simply the current values of variables can be scanned and visualized on the graphic user interface of the
engineering tool. Furthermore overview pictures describing the l&C structure together with the ergonomie user interface assure quick and direct
identification of all module faults, s o that specific repair measures can be
taken in time and service costs reduced.
Operator control a n d monitoring
Operator control and monitoring of the process is performed using the proc e s s control and information system. It is characterized by a client-server
concept based on international standards that permits distribution and scaling of the functionality in a w a y that no other architecture can. Clients and
servers communicate via a common, open terminal bus s o that all information is available everywhere. This permits adapted implementations, ranging from low-cost minimum configurations such as are necessary for local
control stations up to screen-based complete control rooms with overview
displays and one or more control consoles.

Process Control and Information

Operator
Terminal

4

Operator
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n
Server
Unit
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The display devices used are high-quality graphics monitors and large-area
displays allowing information about the process, about the plant and about
the process control s y s t e m to be displayed graphically or alphanumerically.
Operator input is made using an input device that is in wide-spread and successful use in the P C world, the mouse.
A screen-based control room necessarily involves a greater information density than a conventional control room. For this reason, ergonomie display of
information and operator guidance are especially important. The visualization of functionally coherent process complexes in conjunction with a hierarchically structured organization of the process displays has proven especially advantageous. This method of representation is supported by the proc e s s control and information s y s t e m which surrounds each display with an
identical frame containing selection fields with which the operator can
request additional information and navigate his way through the displays to
obtain the required information. Extensive case studies have s h o w n that
this concept can provide the operator with all the necessary information
even under stressful conditions.
In addition to these classic processing functions for process control and
information, other future-oriented function modules can be integrated into
the server computer. O n e example of this is the "forecasting computer" function module that calculates process behavior in advance on the basis of the
current plant state to provide the operators with information about the profiles of important process variables for a certain time into the future. This
means that action to remedy faults can be taken in good time, thereby
enhancing the availability of the plant.
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Communication
O p e n communication b e t w e e n s y s t e m s and components of different
manufacturer^ is the aim pursued by international standardization activities
in communication technology. The m o s t important standard for open netw o r k s is the O S I reference model from the International Standardization
Organization. It provides an abstract description of the network architecture and the associated protocols. All other standards are based o n the functions defined in this model. This also applies to the S I N E C (Siemens
Network Communication) local area networks u s e d with T E L E P E R M X P
and T E L E P E R M X S .
The relevant requirements for electromagnetic compatibility and decoupling
are met by the choice of transmission medium
• Triaxial cable
• Optic fibers
and relevant requirements for transmission performance by the choice of
the b u s type
• Ethernet (IEEE 802.3)
• Profibus (DIN 19 245)
In applications where insensitivity to electromagnetic interference, galvanic
isolation, or bus lengths of up to 4 0 0 0 meters are required, optic fibers are
used a s the transmission medium.
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The great significance that communication between the I&C c o m p o n e n t s
has for the safety and availability of the power plant d e m a n d s an extremely high degree of reliability for data transmission. To be able to meet this
demand the b u s e s u s e d must be of fault tolerant design.
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Automation
In automation, the l&C tasks of closed-loop control, open-loop control, signaling, monitoring and protection are implemented. To achieve this, the
automation equipment acquires measurement signals from the process
using analog or binary input modules, perform the necessary data processing and output c o m m a n d s to the actuators in the plant (motors, valves,
etc.) via analog or binary output modules. In this way, start-up and shutdown s e q u e n c e s are implemented, load changes are made, appropriate
action is taken in response to disturbances and, if necessary, protection
trips are initiated.
For economic implementation of a process control system it is of paramount importance to be able to adapt the structure of the automation to the
requirements of the plant flexibly. This means that the automation must be
structured in a task-oriented way. T E L E P E R M XP and T E L E P E R M X S both
provide the freedom to meet all demands economically. The scalability of
the s y s t e m s assures that individual autonomous control loops, mediumsized s y s t e m s with local control stations, or complete nuclear power plants
with a large-scale screen-based control room can all be implemented just as
economically. Failsafe or faulttolerant s y s t e m s can also be implemented,
thanks to provision made for planned degrees of redundancy throughout
the process control system.
All automation equipment can be connected to a c o m m o n plant L A N s o that
all available information about the process can be evaluated centrally. This
makes it effective to monitor the consistency of the information continuously so that only validated information is passed on to the operator.
The concept described forms the basis of both the T E L E P E R M X P and
T E L E P E R M X S digital l&C systems. Both systems can be used independently or together. T E L E P E R M X P is intended for all automation tasks for
which no specific qualification for nuclear applications is required. This is the
case for the control of essential process variables, for almost the entire
man-machine interface as well as for the extensive open-loop controls of
the auxiliary systems. This delimitation means that T E L E P E R M X P can be
used for all the automation tasks of a fossil-fired power plant as well as for
functions not important to safety in nuclear power plants.
T E L E P E R M X S , on the other hand, is intended for the safety l&C of a nuclear power plant. Its typical applications are reactor protection and E S F A S functions. The scalability of the system permits automation of other safety-related tasks, such as control of the refueling machine or the control rod movement computer. To cover all these tasks, T E L E P E R M X S is qualified for use
in the highest safety category.
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TELEPERM XP
The T E L E P E R M X P process control system is designed to perform all automation tasks in the power plant for which no specific qualification for nuclear applications'is required. In order to perform these tasks, T E L E P E R M X P
is scalable in whole areas so that economic solutions can be ensured both
for very small applications and for complete plants.

Overview TELEPERM XP

Figure 5

For engineering, maintenance and diagnosis, T E L E P E R M X P contains the
E S 680 engineering system. All components of T E L E P E R M XP, i.e. the
equipment for automation, operator control and monitoring, and for communication can be handled in every phase of the engineering process in
accordance with the general concept. Configuration and documentation of
the plant-specific software functionality, of the process l/0s or of communication is possible. After commissioning, the s a m e system is used to make
modifications in the software or to locate failures of hardware components.
T E L E P E R M X P contains the O M 680 process control and information
s y s t e m for operator control and monitoring. This system features a user-friendly man-machine interface, the use of modern visualization media, high
availability and a modular hardware and software concept. C M 680 meets
the above mentioned requirements to user friendly and ergonomie information displays and supports the manual control. Appropriate configuration
with just a f e w basic hardware components such a s PCs, monitors and local
area networks permits compact solutions which can be expanded right up
to large-scale man-machine interfaces.
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The hierarchically structured automation s y s t e m fulfills the most varied
demands in a power plant with its three function-oriented s y s t e m types:
• Basic functions (AS 620B)
Ü High availability and failsafe applications (AS 620S)
• Increased dynamics, e.g. for turbine control (AS 620T)
The s y s t e m types A S 6 2 0 B and A S 620 S can be used at the individual control level with function modules on a parallel, redundant cabinet bus.
Additionally the A S 620B signal modules can be connected via the S I N E C
L2 D P serial peripheral bus. In this way, it is possible to implement futureorientéd field bus concepts with T E L E P E R M X P at the automation level.
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To increase availability all automation processors and the function modules
can be implemented redundantly. Not only is the use of the future field bus
technology being prepared, of which intelligent and bus capable field devices are a precondition, but the use of fuzzy logic has also been planned for
n e w closed-loop control tasks.
All components of T E L E P E R M X P intermesh fully and together form a
modern process control system with which the various process control
tasks of a power plant can be implemented in a future-oriented and economic way. The modular system structure permits adequate solutions for all
types and sizes of power plant.

TELEPERM XS
National and international codes and standards impose special requirements on the) safety I&C of a nuclear power plant. T h e s e concern:
• Fault tolerance
Q Robustness
• Qualification.
In order to be able to meet these requirements to the full without making
operational automation tasks unnecessarily expensive by excessive conservatism, the T E L E P E R M X S I&C s y s t e m w a s developed to complement the
T E L E P E R M X P s y s t e m . It is largely based on standard devices selected for
their quality characteristics and adapted by specific design measures. The
qualification required by nuclear c o d e s and standards is achieved by supplementary type tests and extended factory tests.

Properties of TELEPERM XS

•
•
•

Hardware and software components
• selected hardware components
- qualified lor nuclear applications
- manufactured with extended factory tests
• small static operating system
- developed acc. to I E C 880
- qualified for nuclear applications
• qualified library functions

Robust design
•
•
•
•
•

energetic decoupling by fibre optics
earthquake protected construction
improved electromagnetic compatibility
small failure rates
extended design margins

Redundant structures
• support of high redundant structures
• highly reliable and available majority voter
• coordination and supervision of redundant
equipment

•

Application software

•

Deterministic system behavior

•

• qualified method and qualified tools
to produce the application software
• no manual programming
• automatic code generation
• automatic code verification
• support of the licensing procedure

• cyclical processing of all tasks
• predefined failure behavior
• system behavior totally independent
from the plant status
• predefined confinement areas

Extended testability
•
•
•
•

automatic detection of nearly all failures
supervision of redundant equipment
automatically processed recurrent tests
detailed diagnosis
Figure 7

R e a c t o r protection
The m o s t important requirements on the safety I&C in the nuclear p o w e r
plant concern the automation equipment for reactor protection. The required fault tolerance characteristics d e m a n d for a distributed multicomputer
s y s t e m . The automation devices u s e d must permit the implementation and
supervision of widely distributed topological structures.
The superposition of the functional requirement that s o m e protective
actions m u s t be initiated very rapidly so as to prevent unsafe plant states
reliably to the a b o v e mentioned characteristic, leads to very high performance requirements.
in

*

T E L E P E R M X S fulfills these requirements and also has s y s t e m characteristics that support the implementation and operation of highly redundant
spatially distributed architectures. For example, highly reliable and highly
available l&C s y s t e m s consisting of two, three or four redundant trains can
be implemented with each required topology within the trains. The electrical isolation of the automation units is mainly achieved by the use of fiber
optics for communication. To avoid a reliability bottleneck in the interface
between the redundant l&C trains and the individual control level, a high
reliable and high available architecture has been applied for the associated
voting processor.
Robustness demands design measures that affect both the hardware and
the software. The use of modified packaging hardware allows T E L E P E R M
X S to withstand accelerations such as during an earthquake or in the event
of an aircraft crash. Appropriate shielding measures for the cabinets ensure
that the stringent requirements on electromagnetic compatibility are also
met. In addition to design measures in the hardware, special design rules
are also applied in the software. O n e important rule demands the effective
decoupling of the plant process from the behavior of the l&C s y s t e m becaus e it must be guaranteed that a disturbance or accident in the plant process
cannot under any circumstances cause an impact on the safety l&C. For this
reason, the computers of T E L E P E R M X S process all tasks cyclically and do
not use event-controlled programs. This means: measurement signals are
read in, limit signals formed and control c o m m a n d s output in a never varying sequence regardless of whatever happens in the plant or in other computers.
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S a f e t y control a n d information
Operator control inputs in nuclear power plants mostly involve operational
tasks. Safety related manual intervention such as manual input to the safety
I&C s y s t e m is very limited in scope. Moreover, the low market potential
does not justify the development and qualification of a screen-based user
interface via which safety-related manual intervention could be implemented. T E L E P E R M X S therefore does not have dedicated equipment for operator control and monitoring. Instead, the hardwired control room instrumentation is used for safety-related manual c o m m a n d input. However,
T E L E P E R M X P equipment can be used, for example, to display or archive
process variables acquired via the safety I&C as part of normal process control. For this purpose, the safety I&C system is connected to the plant L A N
of the operational I&C via a uni-directional gateway.
Local control stations for safety-related equipment are also only used operationally and can therefore be implemented using T E L E P E R M X P devices.

Engineering
The development of plant-specific application software is generally considered the most error-prone activity during the implementation of safety-related I&C systems. For this reason for T E L E P E R M X S the production of application software is strongly formalized. In this way, problems related to individual working methods of the staff members can effectively be avoided.
Not only the production but also the verification process can be automated
to a remarkable high degree. In addition to the function described, the tools
required for verification and validation were also integrated into S P A C E , the
engineering system of T E L E P E R M XS, so that its function scope is far greater than that of any previously known engineering aid.
With S P A C E the following process model is used to develop plant-specific
application software: the task specifications are mainly laid d o w n by mechanical engineers, process engineers and physicists - as always - in prose, diagrams, equations and tables, and are passed on to the I&C specialists in this
form. These problem definitions are read and understood by I&C specialists
- i.e. control engineers, communications engineers, physicists, computer
engineers and mathematicians. Queries for better understanding develop
into s y s t e m discussions. The I&C specialists then prepare all the data and
information in a predefined way before using the editor of the engineering
system S P A C E to specify the I&C functions in the form of function diagrams. These functional diagrams with well-defined presentation conventions are readable and understandable for the parties that originated the task
specifications for verification purposes and also serve as documentation for
the customers. A format recommended by the V G B is used which w a s
result of a contracted development of the institute of Prof. Welfonder,
Stuttgart.
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Once the specification is complete, it can be checked automatically according to various criteria using analysis tools. This analysis includes such
important characteristics as completeness and the absence of ambiguity.
This has only been made possible by the use of rigorously formal methods.
The formally correct specification is then passed on for verification by the
originators of the requirement specification w h o are also responsible for its
release. For the quality of the application software it is of decisive significance that the application software is automatically derived from the formal
specification by qualified generators. Because the software w a s generated
by an automatic tool, it is possible to verify the consistency of the generated code with the formal specification using a second automatic tool. O n e
consequence of this method is that quality verification of the code generator can be kept economically viable.
After this verification step, the code is ready for testing. A s an option to facilitate testing, a test environment can be generated by the code generator.
This provides all the aids required for efficient testing. For example, arbitrary
signal transients can be generated in order to provoke specific responses
and all internal signals and memories can be accessed in order to evaluate
the functional behavior.
If realistic feedback from the process is required to evaluate functional
behavior, the generated code can be linked to a partial area simulator. In
such functional tests the partial area simulator simulates the thermohydraulic power plant process and provides the I&C function with the required
measured data. The I&C function, i.e. the test object, responds to this measured data with c o m m a n d s to the final control elements which in turn affect
the thermohydraulic power plant process. If necessary, power transients as
well as malfunctions or accidents can be simulated by the partial area simulator.
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Qualification
In order to build up the necessary confidence in this up-to-date l&C system,
the development of T E L E P E R M X S has been made systematic and transparent to all parties involved. This has been supported in two ways. The
G R S , on behalf of the Bavarian licensing authority, on the one hand has
been an independent a s s e s s o r of the development, responsible for verification documentation, and paying special attention to compliance with
international and national codes and standards. O n the other hand, general
quality assurance requirements laid d o w n in the pertinent codes and standards available to date have been applied. In their concept report completed in 1992, the G R S confirmed the suitability of the s y s t e m for the implementation of l&C for the highest safety category in nuclear plants.
The very early and comprehensive involvement of independent assessors
w a s continued throughout the subsequent type tests.
Hardware type testing w a s contracted to T Ü V Nord w h o delegated practical
testing to TÜV Rheinland. The aim of the hardware type test is essentially
to verify that the hardware fulfills its o w n functionality under all the ambient
conditions specified in the data sheet (climatic, E M C , seismic). The definition of a test requirement specification covering all the relevant codes and
standards proved difficult. In the past it w a s adequate to merely cover the
requirements of the KTA Nuclear Safety Standards, but today international
competition increasingly demands that additionally both American and international regulations have to be met. This has been aggravated by the fact
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that in s o m e specific areas technology has become more sensitive and this
has given rise to appropriate new codes and standards. The greatly increas e d significance of electromagnetic compatibility is one example of this.
O n e new aspect is that all re-usable software is subject to a type test "analogous to the stipulations of KTA 3503". This method is of special advantage to the T E L E P E R M X S concept because the entire application software is
made up of re-usable software modules combined by generators, i.e. software modules are used in the s a m e way a s hardware modules in hardwired systems-. A software module has a well defined functionality and a
well defined interface that can both be checked against the specification.
Whereas in the hardware type test, greater emphasis is placed on practical
testing, in the software type test equal emphasis is placed on theoretical
and practical testing. For example, as part of the theoretical test, it must be
verified that the development documentation is consistent and that the
software fulfills the required design principles (specification of module size,
naming conventions, avoidance of unreliable constructions, etc.). The aim of
the software type test is to ensure that a function implemented in the software can be dealt with in a comparable w a y as a function implemented in
the hardware. Software type testing w a s contracted to G R S w h o delegated
the actual testing to ISTec and to TÜV Nord.
In anticipation of the requirements expected from the supplement to
IEC 880, "quality verification" for the tools w a s included in the order for software type testing. This quality verification confirms that the tools are functionally and qualitatively suitable and that they fulfill their tasks (i.e. automatic generation of software for safety-critical applications). The main difference between the software type test and the quality verification is that
in case of quality verification the task of the independent a s s e s s o r is restricted to critical reviews of the development and test documentation. The
tests however are performed by the manufacturer. With the completion of
the type test expected at the begin of 1995, a modern control s y s t e m for
applications important to safety in nuclear power plants will be available that
meets the highest demands both with respect tö functionality and quality.
Contracts w o n in the face of international competition have s h o w n that
T E L E P E R M X S is already competitive, after only just being placed on the
market.
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ABSTRACT
This paper describes the status for applying microprocessor-based systems to nuclear
power plants in Korea and the regulatory activities performed by Korea Institute of
Nuclear Safety (KINS). And this presents the development of safety and regulatory
technology for advanced l&C systems that has been carried out as a part of the next
generation reactor development program in Korea.
1.

INTRODUCTION

There are two types of nuclear power plants under construction with microprocessorbased l&C systems in Korea. One is Yonggwang nuclear power plant, units 3 and 4 that
are 2-loop pressurized water reactors provided by ABB Combustion Engineering. The
other is Wolsong nuclear power plant, units 2, 3 and 4 that are C A N D U - P H W reactors
supplied by Atomic Energy of Canada Limited.
The Yonggwang units 3 and 4 have an electrical output of 1050 MWe each unit. The
units were constructed in the late 1989 and will be commercially operated in April 1995
successively. The Yonggwang units 3 and 4 employ dedicated microprocessor-based logic
circuits into Interposing Logic System (ILS). The korean utility, K E P C O didn't consider to
use microprocessor-based ILS at an early stage, but changed the analog-based to
digital-based ILS during the design phase due to obsolescence and difficulty in obtaining
replacement components.
Each of Wolsong units 2, 3, and 4 has a net electrical output of 663 MW(e) and is
similar as Pt. Lepreau G.S. and Gentilly-2 in Canada, and the Wolsong 1 plant in Korea.
The construction of Wolsong units was started successively since 1991 and the
commercial operation will begin with 1997 for unit 2. These units are doing 21 new
design changes relevant to licensing requirements and about 100 upgrades with utility
requests compared with reference plants. These units employ Programmable Digital
Comparators to determine trip functions and implement the more extensive formal
verification, validation and testing of new software and hardware in compliance with the
Canadian Software Standards.
2.

Y O N G G W A N G INTERPOSING LOGIC S Y S T E M

2.1

S Y S T E M ARCHITECTURE" 1

The Interposing Logic System Is a fully integrated, complete, and operable microprocessorbased control system supplied by Forney International Inc. The ILS receives plant operator
command inputs from control modules mounted on control panels, plant process and
equipment operating status inputs, and inputs from other control systems and performs
on-off logic operations. The ILS provides a suitable output signal to control plant
equipment and control module indicating lamps, and to operate the plant annunciator,
computer, and other control systems.
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Each field device is an independent subsystems with its own dedicated control board. A
typical subsystem consists ot a control board and one-to-three I/O boards. For
applications requiring grouping cf field devices, a single-loop control board can interface
with up to 128 I/O boards, providing 1024- field I/O points. Outputs of these boards directly
accommodate motor control and switchgear requirements, eliminating the need for
interposing relays. Specifically designed on-board functions include field-co.4 continuity
monitoring, control-power monitoring, control-power to logic-pôwer conversion for
nonreversing motor starter field devices, and local-control logic-bypass switches on board
I/O boards.
Although each subsystem control board can monitor and control its specific field device,
certain applications require permissives or interlocks from other field devices; e.g., pumps
are on before valves are opened. This capability is provided by a master subsystem
control board, which communicates with all loop subsystems and passes information
between loops. Sometimes, this function is achieved by hardwiring outputs to Inputs within
the respective subsystems. This master subsystem also provides fiber-optic serial ports,
and/or discrete I/O to external systems such as annunciators and plant computers.
A high speed, parallel-intercommunications bus, controlled by the master subsystem control
board, provides communications between subsystems. The master subsystem monitors the
functionality of all other subsystems, reports failures, and takes fail-safe action on data
from failed subsystems. In addition, a watchdog relay monitors the master subsystem's
control board for proper operation. In addition, operator interface on the ILS is provided by
individual control-module inserts interface directly to corresponding loop control boards
through prefabricated cables.
2.2

SOFTWARE OVERVIEW

Software programming uses address-table programming. The software is secured on nonvolatile, erasable programmable read-only memory (EPROM). Various logic functions (e.g.,
AND, OR, memory, time delay, interlocks, etc.) are programmed on EPROM. The address
table ties all logic functions together for a specific application. A dedicated E P R O M is
provided for each loop logic function. This method requires no programming language
knowledge because the logic flow chart is the definitive program document. Program
changes can be made by reading the functional logic drawing. Identical logic function
E P R O M s can be used in different applications by altering the address table E P R O M s .
The target ILS software Is written in Intel 8085 assembly language using top-down
modular design techniques. It is composed of the A F S - S B C - 0 1 and A F S - S B C - 0 2
firmware, which take charge of Slave control and Master control, respectively. Each of the
A F S - S B C - 0 1 and A F S - S B C - 0 2 is a complete computer system on a single printed circuit
card. The CPU, Read/Write memory, programmable timers, I/O ports and drivers, priority
interrupt logic, bus control logic, and memory expansion buffers all reside on the board.
2.3

S E L F C H E C K S A N D DIAGNOSTICS
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The ILS includes self-checking, auto-test features to detect malfunction of the boards,
Including control logic power failure, on a per loop basis.
The control board auto-test consists of a memory check to ensure that onboard memory
is functional and that the address, control, data lines, and components are operational.
The one-bit and eight-bit RAM is tested by first storing the memory data in a temporary
location, then complementing the data, and writing it back to the same memory location.
The same memory location then is re-read and compared to what was sent. If the data
compares correctly, the data again is inverted and written to the memory location, re-read,
and compared with what was written. If in either case the read data does not compare
correctly with what was written, an auto-test failure flag is set and reported when normal
program execution resumes. All RAM is tested in this manner.
All onboard E P R O M s are programmed with a checksum In byte seven. The auto test
routine independently calculates a checksum for each E P R O M and compares it with the
programmed checksum. Any calculated checksums that do not compare to the
programmed checksums are alarmed as an auto-test failure flag and reported as a failure
when normal program execution resumes.
During initial subsystem power-up, a failure of the auto-testlng does not allow the
power-up sequence to proceed, but results in a complete retry of auto-testing. LEDs on
the control board indicate the status of the power-up auto-testing.
Transmitted data is sent with a parity bit and checksum bytes. The receiving subsystem
ignores the data if parity or checksum Is not correct. A loss of communication from a
subsystem to the master Is alarmed by either a watchdog alarm or by an Individual or
combined alarm.
2.4

E X P E R I E N C E A N D REGULATORY I S S U E S

The introduction of microprocessor-based ILS into the safety-related systems was first
time in Korea, with KINS staff emprepared coupled with no previous experience and no
consensus standard to apply yet. In particular, the software licensing difficulties arose due
to a lack of adequate documentation for the design. Then, the staff required K E P C O to
submit various design documents and operating experience and to perform the qualification
tests, including EMI and surge withstand capability. So, K E P C O hired a third party to
check the software integrity and then submitted the output to KINS. The review of
submittals found that the rigorous and formal V&V was not performed and the
documentation was not of adequate quality as it did not make review possible. And the
programs would be difficult to maintain because of a lack of adequate documentation and
trainning programs. The staff concluded that the microprocessor-based ILS did not design
features detailed enough to defend against software common mode failures and required
to install a hardwired backup panel to control safety-related equipment in Train В only,
because A/E credited Train В equipment against design basis events. K E P C O additionally
designed and completed to install the manual hardwired backup panel that is capable of
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controlling and monitoring Train В equipment in Figure 1 and Table 1. After all, the staff
agreed that the ILS was no longer an Impediment to licensing. However, the ILS will have
to be reviewed if there is any functional modifications.
3.

W O L S O N G P R O G R A M M A B L E DIGITAL C O M P A R A T O R S

3.1

P D C H A R D W A R E ARCHITECTURE

In the C A N D U 600, two independent, fully capable, high-speed shutdown systems known
as Shutdown System No. 1 (SDS1), and Shutdown System No. 2 (SDS2) are employed.
S D S 1 uses mechanical, spring-assisted, gravity drop absorber rods to effect reactor
shutdown, while S D S 2 uses gadolinium nitrate poison injection into the heavy water
moderator liquid which surrounds the CANDU fuel channel assemblies.
The S D S 1 P D C hardware is supplied by Asea Brown Boveri (ABB). It is based on the
P R O C O N T R O L P13 Programmable Process Control System121. This system provides a
range of hardware modules which can be configured to perform data acquisition and
control functions. Modules plug into ABB's standard P13 racks and backplanes. The
modules communicate via a proprietary bus called the Local Bus. The electrical signals
comprising the Local Bus are carried by signal traces on the backplane. These signal
traces can be extended to multiple racks by the use of special cables.
The S D S 2 P D C s are based on equipment manufactured by P E P Modular Computers of
Germany. The equipment was supplied by Marsh Instrumentation of Burlington, Canada
(Marsh). The computer is a V M E (Versabus Module European) based system.
3.2

S O F T W A R E D E V E L O P M E N T PLAN

S P S 1 SOFTWARE DEVELOPMENT PROCESS
The S D S 1 software is developing with Integrated Approach (IA) development process as
shown in Figure 2. The IA promises a formal, yet cost-effective solution to the
development of critical systems where functionality is added at each stage of the process
but never re-specified.
Computer System Requirements (CSR) contain a graphical data-flow specification of the
required system behaviour. The requirements are also presented hierarchically to give a
top-down view of the system. Computer System Design (CSD) identifies the different
design decisions about the implementation of the computer. The Interface to the
environment is finalized, self-checks and fail-safe measures are added, partitioning is
performed, and any additional outputs needed for monitoring are Identified. Software
Design Description (SDD) contains a duplicate of the C S R graphical requirements and
contains all the additional logic needed to implement the decisions of the CSD. The
Object Code is translated directly from the S D D without the need for a manual coding
process. The "Simple and Direct Verification" verifies the object code generated against
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the graphical S D D drawings.
S P S 2 SOFTWARE DEVELOPMENT PROCESS
The software development process for S P S 2 is in full compliance with the Standard for
Software Engineering of Safety Critical Software as shown In Figure 3. It should be noted
that validation and reliability testing require inputs from the system design and the software
requirements specification documents. The hazard analysis on the code is required.
3.3

S E L F C H E C K S A N P DIAGNOSTICS

The P D C s perform various selfchecks periodically and annunciate to the operator when a
problem Is detected. As a minimum, the following selfchecks are programmed into the
software.
The checksum on P R O M verifies its integrity in commensurate with the unavailability of the
trio logic for the PDCs. The software sequence checks verify every program that no
significant sections of program are being by-passed. On detection of errcr, jpen P D C
alarm messages and stop updating the watchdog timer until the P D C is restarted.
The check on the analog I/O system converts a digital word to an analog voltage and
output as an A/O. Read this analog voltage as an A/I, then convert it back to a digital
word and finally compare it with the original word. The checks on the digital I/O system
open and close each test D/O once per hour, read the status of It as a D/l and check
that the D/l is in the correct state.
The check on P D C bus disturbance is to Identify If there is any problem with the data
transmission on the local. On detection of error, open P D C alarm message D/Os, and
stop updating the watchdog timer until the P D C is restarted.
3.4

E X P E R I E N C E A N D REGULATORY I S S U E S

Programmable Digital Comparators used on Wolsong units 2, 3 and 4 are Implemented
with the stringent A E C B licensing requirements for shutdown system QA. A significantly
more rigorous program of software design documentation and testing is required for the
P D C functions. The software development for S D S 1 and S D S 2 Is based on Joint Ontario
Hydro and A E C L Standard for Software Engineering of Safety Critical Software and
address A E C B concerns on Darlington trip computer software. The P D C software is
developing with 5 engineering design phases; system definition phase, design phase,
coding phase, testing phase, and validation phase. And the current design is in coding
and unit testing phase In the life cycle. KINS agreed the status of PDC software.
4.

D E V E L O P M E N T O F S A F E T Y AND REGULATORY T E C H N O L O G Y FOR A D V A N C E D
I&C S Y S T E M S IN K O R E A
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BACKGROUND

The project entitled "Development of Safety and Regulatory Technology for Next
Generation Reactors in Korea" is performed in three phases from 1992 to 2001, based on
the incorporation of new safety concepts ensuring a significant safety enhancement In
order to establish stable energy supply and improve public acceptance to nuclear power
plants. The primary focus of the project is given to the development of the safety and
regulatory requirements for the licensing review of the next generation reactors to be
developed and then commercialized. The phase I effort has been completed last year and
performed the comprehensive feasibility study for development to safety and regulatory
requirements. The phase II project keeps on developing the requirements from 1995 to
1998. The phase III project will be continued up to 2001 year. KINS made the basic
hierarchy of safety and regulatory requirements in order to develop the requirements in a
systematic and consistent way.
4.2

R E S E A R C H ACTIVITIES OF l&C BRANCH

During ¿hase I, l&C branch has performed various subtasks related to advanced l&C,
electrical and human factors issues according to the flow diagram for development as
shown in Figure 4. ""his study has dug out the major safety policy issues and regulatory
directions for advanced reactors, safety issues related to EPRI/URD and C E System 80+
and provided the drafts to establish regulatory requirements for the issues to be revised or
supplemented in view of the design concepts of advanced reactors. The KINS will
research the following items during the phase II project and provide their regulatory
positions and procedures.
•
•
•
•
•
•
•
•

5.

Software Quality Assurance Activities
Common Mode Failure by Software, including D - l - D and Diversity
Independent Backup Controls and Displays of Critical Safety Functions
EMI/RFI Sensitivity Issues of Digital-based Systems, e.g. E M C Design and
Practices and EMI Verification and Validation
Radiation Sensitivity of Sman Electronics
Commercial Dedication Issues
Human Factors Considerations In the Design of Advanced Control Room
N R C ' s Policy Issues Relating to Advanced Reactors131
- Electrical Distribution
- Defense against Common Mode Failures In Digital l&C Systems
- Control Room Annunciator (Alarm) Reliability
- Role of the Passive Plant Control Room Operator
CONCLUSIONS

There are two types of reactors under construction with microprocessor-based l&C
systems in Korea. The introduction of microprocessor-based systems into the safetyrelated systems was first time in Korea, with KINS staff emprepared coupled with no
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previous experience and no consensus standard to apply yet. In particular, the software
licensing difficulties arose due to a lack of adequate documentation for the design. K E P C O
additionally designed and completed to install a hardwired backup panel that can control
and monitor Train В equipment. After all, the staff agreed that the ILS was no longer an
impediment to licensing.
Programmable Digital Comparators used on Wolsong units 2, 3 and 4 are Implemented
with stringent A E C B licensing requirements and standard for Software Engineering of
Safety Critical Software. The status of P D C software design is in coding and unit testing
phase in the life cycle. The KINS staff agrees with it.
The second phase project will keep on developing the regulatory requirements for next
generation reactors In Korea, based on the results of phase I.
6.
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Table 1
Listing of Parameters at ILS Backup Panel
Item
1
2

I

!

I

I
I

1
1

3

4
5
6
7
8
9
10
11
12
13
14
15
16

17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35

Parameters

i
.Equipment No.

SIT 1 Vent Valve
SIT 2 Vent Valve
SIT 3 Vent Valve
SIT 4 Vent Valve
L P S I MINI Flow Isolation Valve
P Z R Auxiliary Spray Control Valve
R C P Control Bleed Off Containment Isolation Valve
Letdown Isolation Valve
Charging Pump 2
Swing Charging Pump 3
Component Cooling Water Pump 1
Component Cooling Water Pump 2
Component Cooling Water Pump 3
Essential Service Water Pump 1
Essential Service Water Pump 2
Steam Atmospheric Dump Valve
Steam Atmospheric Dump Valve
Steam Atmospheric Dump Isolation Valve
Steam Atmospheric Dump Isolation Valve
Motor Driven Aux. Feedwater Pump 1
Diesel Driven Aux. Feedwater Pump 2
Aux. Feedwater Flow Isolation Valve 36
Aux. Feedwater Flow Isolation Valve 43
Aux. Steam Generator Level Control Valve 46
Class I E Diesel Generator Supply PCBs
R C F C 01CB High Speed
R C F C 02CB High Speed
Supply Air Fan 01 C B
Return Air Fan 02CB
Emergency M U Fan 03CB
Train В Zone Isolation Dampers
Steam Atomspheric Dump Valve
Steam Atomspheric Dump Valve
Aux. Feedwater Cross-Tie Valve
Aux. Cross-Tie Isolation Valve

-

8

-

SI-613
SI-623
SI-633
SI-643
SI-659
CV-203
CV-505
CV-151
CV-02P
CV-03P
CC-01PB
CC-02PB
CC-03PB
SX-01PB

SX-02PB
MS-178
MS-185
MS-106
MS-108
AF-01PB
AF-02PB
AF-036
AF-043
AF-046
AP-01SB
VP-01CB
VP-02CB
VC-01CB
VC-02CB
VC-03CB
VC-Y0094B
MS-178
MS-185
AF-038
AF-049

I

II
I
f
¡1
I

f
!i
i
I
1
¡
j

!
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Figure 1.
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Figure 3. Schematic of Software Engineering Process
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Figure 4. Flow Diagram for Development of Safety & Regulatory Requirements
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SAFETY

m YONGGWANG NUCLEAR POWER PLANT UNITs 3 & 4
• 2-Loop PWR, 1050 MWe Each, Supplied by ABB-CE
• Commercial Operation in April 1995
• Employ Dedicated Microprocessor-based Logic Circuits to
Interposing Logic System (ILS)

• WOLSONG NUCLEAR POWER PLANT UNITs 2, 3 & 4
• CANDU-600 PHW Reactors Supplied by AECL
• Commercial Operation in 199 7

; Unit 2

• Employ Programmable Digital Comparators to Trip Reactor
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• ILS SYSTEM ARCHITECTURE

• Supplied by Forney International, Inc.
• Single Dedicated Control Board and One-to-Three I/O
Boards
• Single-loop control board for grouped devices interface with
up to 128 I/O boards.
• On-board functions include field-coil continuity monitoring,
control-power monitoring, etc.
• High-speed, Parallel Intercommunications Bus Controlled by
Master Control Board
• Control Modules for operator Interfaces
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KOREA l'ISTITUTE OF NUCLEAR SAFETY

• ILS SOFTWARE FEATURES

• Address Table Programming Technique

• Various logic functions (e.g., AND, OR, memory, etc.) are
programmed on EPROM.

• The address table ties all logic functions together for a
specific application.

• The target ILS software is written in Intel 8085 assembly
language using top-down modular design techniques.
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SELFCHECKS AND DIAGNOSTICS

• Selfchecking, Auto-Test Features on a Loop Basis
• One-Bit and Eight-Bit RAM Loopback Checks on Control
Boards
• All onboard EPROMs are programmed with a checksum in
byte seven.
• Power-up Auto-testing
• LEDs on the contol board indicate the status of the
power-up auto-testing.
• Transmitted data is sent with a parity bit and checksum
bytes.
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• EXPERIENCE AND REGULATORY ISSUES
• Digital-based ILS was introduced first time in Korea.
• Software licensing difficulties arose due to a lack of
adequate documentation of the design.
• Formal verification and validation was not performed.
• Korean utility, KEPCO hired a third party to verify its
software integrity.
• Review of submittals found that the ILS did not have design
features detailed enough to defend against software
common mode failures.
• KINS required KEPCO to install a manual hardwired backup
panel to perform emergency operating procedures.
• KEPCO installed a backup panel to control Train В
equipment only.
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• SDS1 PDCs HARDWARE
• Based on ABB PROCONTROL P13 Protection Control
Systems
• The modules communicate via a proprietary bus called
Local Bus.

• SDS2 PDCs HARDWARE
• Based on PEP Modular Computers of Germany
• The computer is a VME (Versabus Module European) based
system.
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в SDS1 SOFTWARE DEVELOPMENT PROCESS
• Integrated Approach (IA) Development Process
• Graphical Requirements Specification
• Automatic Code Generation
• Unit and Subsystem Testing Combined

• SDS2 SOFTWARE DEVELOPMENT PROCESS
• Compliance with the Standard for Software Engineering of
Safety Critical Software
• Tabular Requirements Specification
• Manual Code Generation
• Unit and Subsystem Testing are separate activities.
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• SELFCHECKS FOR PDCs

• EPROM Checksums
» Software Sequence (or "Thread") Checks
• Analog Input/Output Loopback Checks
• Digital Input/Output Loopback Checks
• Local Bus Signal Disturbance Checks
• External Watchdog
• Watchdog ensure general system integrity.
• Other checks detect specific failures
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• EXPERIENCE AND REGULATORY ISSUES
• Based on Joint Ontario Hydro/AECL Standard
• Address AECB Concerns on Darlington Trip Computer
Software
• Incorporated AECB Comments on Earlier Drafts
• The PDC software is developing with 5 engineering design
phases.
- System Definition Phase
- Design Phase
- Coding Phase
- Testing Phase & Validation Phase
• The current design status is in coding and unit tests phase
in the software life cycle.
• So far, KINS has agreed the software development process.
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• DEVELOPMENT OF SAFETY & REGULATORY
TECHNOLOGY FOR ADVANCED l&C SYSTEMS
* Being performed in three phases from 1992 to 2001
* The primary focus is to develop safety and regulatory
requirements for next generation reactors.
* Phase I project was completed last year.
* Will provide regulatory positions for the followings
during the phase II projects up to 1998:
-

Software Quality Assurance Activities
D-l-D & Diversity
EMI/RFI Sensitivity Issues
Radiation Sensitivity of Smart Electronics
Commercial Dedications
Human Factors Considerations
NRC's Policy Issues Implementation for Advanced
Reactors
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• CONCLUSIONS
• KINS will require the defense-in-depth and diversity
assessments of the proposed digital-based l&C system to
the applicant in order to demonstrate that the design
against common mode failures is adequately considered.
• KINS will require the installation of hardwired backup
system, if necessary.
• KINS has been evaluating the Wolsong software in detail
and has discovered so far they are fully diverse and are
developed with rigorous standards.
• KINS will establish regulatory positions for the outstanding
issues relevant to digital-based l&C systems during the
second phase.

IAEA ADVISORY GROUP MEETING
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Figure 1. ILS BACKUP PANEL
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Figure 2. SDS1 Integrated Approach Development Process

Figure 3. Schematic of Software Engineering Process
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Figure 4. Flow Diagram for Development of Safety & Regulatory Requirements
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Taafc 2 1 Safety Design Requirements
• B f W U R D , System 80*. U U 3/4
• Design Differences
• Preliminary Direction to Development
• KINS/QR-069. -070. -071. -072

Taak 3 : M^lor Safety Issue»
Task 11 General Status

Ancmnt

• A R Design. Säfety A
Regulatory Requirement«
• Regulatory Process &
Technical Requirements
• Safety Characteristics &
Evaluation Technology
- KINS/GR-052

• Safety Principles/Objectives &
Issues in I A E A Л Foreign Counties
• Policy & Technical Isiuet Identified
by U S N R C
• Resolution of Issues and
Implementation Statu*
• Preliminary Direction to Development
• KINS/GR-073

Taak 4 < G S Is Д.. Minent
• Oeneric Issues : GSls/USIs. TM1 etc.
- Resolutioa of Issue* and
Implementation Status
• Preliminary Direction to Development
• KIMS/QR-075
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Task Л г Establishment
of Detailed
Direction to
Development
• Hierarchy of Requirements
• Contents & Ele menu
Composing the Hierarchy
. Prioritization and
Scheduling for Individual
Items
• Detailed Planning for
Development

{

Development of
Regulatory
Heqaimxwuts

T a C : 5 s F-rtoiag Regulatory Syiten
• Regulation System In Developed
Countries A Korta
• Comparison of Regulatory Systems
• Proposed Korean Regulato«?
Requirements Syitem
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The Role of Computerised Operator Support Systems
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Advanced Control Rooms
Halden Programme Objectives:
• Develop and Evaluate Demonstration Control Room (ISACS)
- Fully Digital Solution
- Extended Operator Support functions
• Investigate Requirements for Licensing of such Control
Rooms

и
Computerised Operator Support Systems:
•
•
•
•
•
•
•
•
•

Alarm Handling Systems
Early Fault Detection
Diagnosis Systems
Prognosis System
Core Surveillance
Post-trip Analysis
Computerised Procedures
Automatics System Analyzer
Accident Management System

Alarm Processing

Process data
GENERATION

i
STRUCTURING
/ТЯЭ

1

í
н

PRESENTATION

/

I
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Alarm Systems

• HALO (Handling Aläfffi* using LOglc)
о Alarm Filtering
с Improved presentation techniques

• EFD (Early Fault Detection)
с Model-based approach
o Dynamic Condition!

• Function-oriented approaches:
o CFMS (Critical Function Monitoring System)
o SPMS (Success Path Monitoring System)
о SAS-Il (Disturbance analysis)

Model-based alarm systems:
о Reference models of the plant assuming no failures,
о Fault localization using many decoupled submodels.
о One fault, one alarm.
с Early warnings before conventional alarms are given,
с Warnings in dynamic situations.
о Discriminate between Initial faults and their consequences.

ттшттттштмттшшашшшгяйштмт)

Early Fault Detection,
Detailed Diagnosis, and
Prognosis

«

j

'

m
г
Prognosis "

r
INSTITUTT FOR

OECD

ENERGITEKNIKK

HALDEN

REACTOR

PROJECT

ItOlMION
VALVE

PRISM Power
Block
mm
HEADER

ttfiM

W f 4

HI8H
PRESSURE
HEATERS

»00» (It

FtEDNATIR
PUMPt

ION
PRESSURE
HEATERS

IttSmUTT FOR GNEKareCNIXK

OECD HALDEN REACTOR PROJECT

P R I S M Hierarchical Control System

.¡SUPERVISORY
CONTROL
LOCAL
CONTROL

V i

PI control

sâigle input

LQR control

- single output
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MOTIVATION FOR EFD IN ALMR
*EFD
-

LIMITS DIAGNOSIS TO A SMALL
PART OF THE PROCESS
DETECTS FAULT EARLY

-

DETECTS FAULTS IN DYNAMIC
SITUATIONS

*Multivariable control makes it
more difficult for the operator
to make the correct diagnosis

*Model based control applied also wish for model based
diagnostic system
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Conclusions
* E F D has been applied for the Low Pressure
Preheaters in the ALMR design
* E F D can be integrated as part of the
control system

Future work
* Analyse other process areas for potential
E F D application
•Integrate E F D as part of the control system
•Make instrumentation requirements with
respect to E F D
•Look at need for Detailed Diagnosis where
E F D is applied
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The Automatics System Analyzer
Whydoöm4valveXop«n?

The expert system shell G2
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Control A It on
AND
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Logic diagrams + Rules к Procedures

с full functionality of i eyrtcm of printed procedures, A N D

A D D l T O f t A L FEATURES..
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Motivation & Goal

•A number of observed and potential problems in the nuclear industry
is related to the quality of operating procedures.
•A subset of the problems associated with procedure production, implementation and maintenance have a technical nature which can be
addressed by introducing computerised support tools.

•The goal is to Improve today's situation in
the field of plant procedures by making a
procedure áeMgner's toolforprocedure development and an on»l!it« procedure following
system for the plant operator.
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Computerised Operating Procedures

\

COPMA =
Computerised
Operation
MAnoals
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Adaptive CYGMJS
о Unstable Core. The core may be unstable under certain
conditions» and this makes it impossible to track the core
without feedback from measurements either ex-core or in-core
defectors.
о Unstable Model. Even if the core is stable, the model may be
unstable due to model inaccuracies and parameters.
о Model Incomplete. Even if the model and the core are stable,
there will always be a discrepancy between what is covered
by the model and the real core behaviour.
о Predictive model initialisation. The accuracy of a predictive
analysis relies heavily on a good estimate of the initial state.

V

с

J
1995 OECD Halden Reactor Project

SCORPIO
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Optimal Core Control

1975-1980: Multistage Mathematical Programming
method (MMP) developed:
о demonstrated the priciples, linear models too simple,
centralized solution method was computer demanding

1982: Strategy Generator for SCORPIO:

I

i

о two-point model, excellent constant axial offset control,
temperature control, no other control objectives

1985-1987: Hierarchical Core Control model (HCC):
ф decentralized optimisation, coordinated in a hierachy
о non-linearities can be treated, less computer demanding,
flexible specification of alternative control objectives
<> 1-D model (20 axial nodes), potential for 3-D models

1995 OECD Halden Reactor Project

^

SCORPIO

Optimal Core Control
о xenon dynamics of large cores
о dampen xenon oscillations
о power changes and load cycling strategies
о maximum local power constraint
о control rod movement constraint
о axial offset limitations
о boron minimization
о temperature control, end of cycle
о more flexible strategy planning, in general

Figure 3.6. Little use of boron

Accident States and Responsibilities

r
Evenls

Normal Operation
Operator
Responsibility
Transient

Protectio \ Systc ms

TVery rare
Events

Accident
Precursor
Core Uncovery

Technical
Support Center
Regime

Core Damage

Core Failure
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Computerised Accident Management Support3

• The use of simulator models as a basis for, e.g.:
-heat and mass balance
-signal validation
-calculation of critical variables (water level, residual
heat generation, time to core uncovery,

)

-predict the course of the accident
• The use of expert system technology to identify the type
of accident and derive mitigation strategies
• Design and evaluation of process oriented displays
• CAMS applied in training

{

/

Strategy Generator

EXAMPLE
Prevent core
dispersal
from vessel
Maintain
reactivity
control

Safety functions

Scram
failure

Challenges

Failure of
control rods
to insert

Mechanisms

Alternate
boron injection
methods

с

Safety objective

1993 OECD Halden Reactor Project

Strategies

CAMS
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Programmable Equipment
In Safety Related Systems
Clear advantages compared to conventional equipment
-

Automatic surveillance and test capability

-

Calibration and functional testing during
operation are simplified

-

The calibration drift is reduced

-

Is more reliable against hardware failures

-

Can provide more accurate trip criteria

-

(iî-

Reluctance to use programmable equipment in
safety systems
due to the problem of assessing the software safety
However
the use of programmable equipment in safety
systems in NPPs is forging ahead,
- due to the favourable arguments
- conventional equipment is becoming obsolete
The Halden Project has been working in this area
for more than fifteen years
In co-operation with member organisations
- to search for solutions to the problems
- to get international consensus on assessment
methods and acceptance criteria

General Principles for Safe Software
Fault Avoidance:
To prevent faults to be introduced in the target
system during the development
- good development practice
- quality assurance
- formal development methods

Fault Identification and Removal
To find and remove faults which may, after all, have
been introduced in the target system,
and to state with a certain confidence that the program
system is fault free
- inspections and walkthroughs
- static analysis
- testing
- formal verification

Fault Tolerance
To tolerate single failures and still be able to operate
In particular, a failure shall not jeopardise safety
diversity
- on-line safety checks

program stored in
hoftf compiitfír

Fig. 9 Development and verification process

Development and verification process with SOSAT tools

-
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MAN-MACHINE
SYSTEMS RESEARCH A T THE
OECD H A L D E N R E A C T O R PROJECT
F . 0\vre. T . J. Bj0rlo, K . Haugset
O E C D Halden Reactor Project
Halden, Norway
Phone: +47 69-183100
Fax: +47 69-187109

ABSTRACT
The OECD Halden Reactor Project is a joint undertaking o f national organisations in 15
countries sponsoring a jointly financed research programme under the auspices of the
OECD - Nuclear Energy Agency. One main research area is man-machine systems
addressing the operator tasks in the control room environment. The overall objective of
these efforts is to provide a basis for improving today's control rooms through
introduction of computer-based solutions for effective and safe execution of surveillance
and control functions in normal as well as off-normal plant situations. The programme
comprises four main activities: 1) verification and validation of safety critical software
systems, 2) man-machine interaction research emphasising improvements in man-machine
interfaces on the basis of human factors studies, 3) computerised operator support systems
assisting the operator in fault detection/diagnosis and planning of control actions, and 4)
control room development providing a basis for retrofitting of existing control rooms and
for the design of advanced concepts.

1. Development trends and research needs in I & С and control room technology
for NPPs
The fields of Instrumentation & Control (I & C) as well as general information
technology have developed rapidly over the last decade. Currently new I & С systems are
largely based on digital solutions replacing the old analogue equipment. In the area of
computer technology there have been dramatic improvements in costperformance for both
hardware and software.
Within non-nuclear industry this new I & С technology has be?.n taken widely
into use, and fully digitally based I & С systems and control room solutions are commonplace. So far this new technology has only to a limited extent been taken into use in
operating nuclear power plants. The nuclear industry is, however, recognising the need for
upgrading the instrumentation and control systems in existing nuclear power plants. Many
operating NPPs have I & С systems of yesterday's technology. The components of these
systems are becoming obsolete, and the support from the I & С industry for these old
systems deteriorates leading to escalating maintenance and operation costs for the NPPs
utilising these old systems. Upgrading and backfitting of existing control rooms are thus
high priority issues within the nuclear industry, and backfitting programmes, introducing
computer-based solutions for surveillance and control as well as for improving man-
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machine interfaces, are taking place at many NPPs. The EPRI initiated "Integrated
Instrumentation and Control Upgrade Plan " within the US nuclear industry is a prime
example of such upgrading efforts, (1).
A t the same time designs for tomorrow's power reactors are developed,
characterised by almost fully digital instrumentation and control systems, and advanced,
computer-based control rooms. These designs take advantage of the developments which
have taken place within I & С and information technology. Generally, the trend in these
new designs are towards a higher automation degree, changing the operator's role towards
supervision, error detection, problem solving and planning rather than routine plant
control functions. The N4 series of PWRs under construction in France (two first units
under construction at Chooz) (2) and the Advanced Boiling Water Reactors ( A B W R )
under construction in Japan (3) are examples of highly automated plants, with advanced,
computer-based control room solutions.
The introduction of digital I & С systems and computer-based control room
solutions in NPPs, both through backfitting existing plants, as well as through
construction of new plants with modern I & С and control room design, requires research
and development efforts to ensure that the new technology provides the expected
improvements in operational safety and efficiency. There is a need for establishing
standards and guidelines for safety-related and safety critical software, especially
licensing issues in connection with such software. Further, design guidelines are needed
for improved man-machine interfaces, utilising the potentials of the new technologies.
There is also a need for establishing a validation methodology for the new man-machine
systems, especially with respect to the human factors issues. The changing role of the
operators due to the higher degree of automation requires development of systems
supporting the new operator role, assisting him/her in error detection, problem solving and
planning.
2. Man-machine systems research at the Halden Project
The research programme at the Halden Project addresses the research needs of
the nuclear industry in connection with introduction of digital I & С systems in NPPs. The
programme provides information supporting design and licensing of upgraded, computerbased control room systems, and demonstrates the benefits of such systems through
validation experiments in Halden's experimental research facility, H A M M L A B and pilot
installations in NPPs.
The programme includes four main areas: 1) verification and validation, 2) manmachine interaction research, 3) computerised operator support systems, and 4) control
room development. Fig 1 illustrates how these areas are interconnected and also shows the
type of deliverables from the different areas.
The activity on verification and validation addresses software safety and
reliability aspects. The work comprises investigations of methods and tools which can be
used to improve the reliability and verify the safe use of computerised control and
supervision systems for nuclear power plants. The results provide a basis for establishing
guidelines for design and licensing of safety related software.
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The work in the man-machine interaction area aims at enhancing safe and
efficient operation of nuclear power plants through improving the man-machine interfaces
of the control room systems based on human factors considerations. T o this end
experimental evaluation o f the systems is performed in H A M M L A B using operators from
the Halden Reactor as test subjects. In addition to improving the man-machine interface of
the specific operator support systems being developed at Halden, the analyses of these
validation experiments provide a more general understanding of factors influencing
operator behaviour. This knowledge is utilised to establish technical bases for guidelines
for design and evaluation of man-machine interfaces.
The work on computerised operator support systems addresses development of
systems assisting the operator in functions like fault detection, diagnosis and prognosis,
and advisory systems aiding him in action planning and implementation. The work in this
area is primarily aimed at developing systems for backfitting in current control rooms, but
the resulting systems are also applicable as modules within more integrated surveillance
and control systems in advanced control rooms.

Fig.l Man-Machine Systems Research Programme
Upper four boxes show the four main programme items, lower four
shows the main products from the research programme at Halden.

The activity on control room development addresses the potentials and possible
problems of completely computer-based control rooms including several operator support
systems. The work comprises integration of these systems focusing on co-ordination and
prioritisation of information, man-machine interfaces and underlying hardware/software
structures. A demonstration version of a fully digital control room is established in
H A M M L A B . This demonstration control room is utilised to gather information of
relevance for the introduction of digital control room solutions in nuclear power plants.
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3 . Verification and Validation o f S o f t w a r e Reliability
Currently, there is a lack of well-established criteria for development and
validation o f safety critical software within the nuclear industry. This has caused some
serious problems in the introduction of such systems in NPPs, e.g., the delay in the startup o f the Darlington plant in Canada due to licensing issues concerning the computerbased protection system, (4) and the abandoning of the P20 C O N T R O B L O C control
system for the N 4 plants in France due to too complicated software structures and
uncertainty about IE qualification of the system, (5).
The Halden Project has for a number of years been working in the field o f
software verification and validation. The overall goal of these efforts is to investigate and
assess methods and tools which can be used to improve the reliability of computer-based
systems and to verify their safety when used in the control and supervision of nuclear
plants. Methods and tools which can assist in the licensing process of software in safety
critical computer systems are particularly addressed, including guidelines used by the
producers o f software as well as by licensing authorities for the certification of safety
related software, (6).
The research programme is focused on the following topics:
-

Formal Methods in Software Development

The use of formal methods in software development is based on applying
mathematical techniques to describe the properties of the desired system. A formal
method provides a mathematically based framework within which specification,
development and verification of software systems can be done in a systematic and precise
way.
In a joint project between the Safety and Reliability Directorate (SRD) in U K and
the Halden Project, assessments of different formal methods with respect to their
applicability in development of safety-related software for NPPs are being performed.
The Halden Project is also developing a method and associated tools for formal
software development based on the use of algebraic specifications. The practical
applicability of formal methods in software development will be investigated in a realistic
case example for a safety function of a NPPs as part of the on-going research programme
at the Halden Project.
-

Software SAfety Tools (SOSAT)

Project

The S O S A T project is a co-operative effort between the Halden Project and
German member organisations. The objective of the S O S A T project is to improve
practical analysis and assessment of safety related software through developing tools
which can assist in the program analysis by automising parts of the necessary manual
routine work. A set of tools has been developed which can analyse programs implemented
on a variety of microprocessors, (7). The approach is based on "reversed engineering"
starting from a hexadecimal memory dump of the implemented program in the processor.
A disassembler extracts the program from this core dump and translates it into a common
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assembly language C A L . The C A L code forms the basis for the further program -analysis.
Various types of analysis can be performed using the S O S A T tools set such as basic
program measurements and checks, and static and dynamic program analyses to verify
that the program as implemented in the processor is in agreement with the program
specification.
-

Safety Assessment of Proprietary Software

A research programme has recently been started aimed at establishing an
assessment framework for proprietary software. The "proven design" principle is often
used by producers to state the quality o f their software systems. A n investigation o f what
kind of information the producers should provide to get their software accepted as proven
design will be made, and a proposal for accepted "proven design" material should be
included in the assessment framework.
4. M a n - M a c h i n e Interaction Research
The process used for man-machine interaction research at Halden is shown in
Fig. 2 which identifies the five major elements of this process: problem identification,
development of computerised operator support systems (COSSs) and man-machine
interfaces (MMIs), experimental evaluation, human performance analysis, and technical
bases for guidelines.
The experimental evaluation of systems in H A M M L A B is the basis for the
research programme. As shown in Fig. 2 the results from the analyses of the experiments
provide direct design feedback to the specific systems being evaluated as well as general
knowledge on man-machine interaction which can be used for development of generic
guidelines for design and evaluation o f computerised operator support systems (COSSs)
and man-machine interfaces (MMIs).
-

Problem Identification

The goal of the problem identification activity is to identify the real and most urgent
problems in today's control rooms in order to have a basis for suggesting and realising
solutions to these problems. The activity thus provides important input to the
development of C O S S s and MMIs at the Halden Project.

то
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Design Feedback

Fig. 2 Ma,i-Mc:chine Interaction H wsearrh Process
-

Experimental Evaluation

The experimental evaluation of the C O S S s and MMIs developed at the Project
forms the basis for the human factors work at Halden. The setting for this experimentation
is the N O R S simulator situated in H A M M L A B . NORS is a full-scale simulator of a PWR
plant tnd while not being an exact replica o f any one nuclear power plant, is, nevertheless,
representative of a typical P W R .
Over the years a well-established infra-structure and methodology for performing
evaluation experiments of new operator aids and man-machine interfaces has been
developed. Operators from the Halden Reactor take part as test subjects in these
experiments. A variety of data can be collected during the experimental sessions: video
and audio recordings o f the activities in the control room, logs of all interactions between
the operators and the simulator (displays used, control actions performed, etc.) as well as
logs of critical process parameters of relevance for judging the performance of the
operating crew during a particular transient. In addition, operator interviews,
questionnaires, debriefing sessions, verbal protocols, etc. are utilised to extract additional
information for the later analysis of the experiments.
The experiments performed in H A M M L A B are of different types. Some studies
focus on providing direct design feedback to a specific system, while other experiments
aim at providing more general knowledge for use in defining technical bases for system
design and evaluation.
In addition to evaluating the final systems, there is also need for evaluations at
different stages of system development to provide early feedback on the quality of certain
system features. The process illustrated in Fig. 2 is therefore often iterative, running
through a series o f experiments on a particular system, each contributing to a better design
and an improved final system.
Over the years a number of COSSs have been evaluated in H A M M L A B , (8, 9,

10).
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Currently, the work is focused on human error in cognitively demanding tasks,
like diagnosis, planning and accident management.
-

Development

of Technical Bases for Guideline Formulation

While guidelines for design and evaluation of control rooms using conventional
man-machine interfaces are in general available today, the basic knowledge required for
design and evaluation o f computer-based control rooms needs to be further developed.
Existing guidelines for computer-based systems mainly address the questions of how to
present information (symbols, colours, font size, etc.), while little guidance is given on
which information is important, and how process control should be executed in an
efficient manner. Thus, existing guidelines for evaluation o f computer-driven manmachine interfaces and digital based control rooms are incomplete. System and control
room developers as well as organisations evaluating and licensing man-machine interfaces
are therefore in need for guidelines in this field.
A major objective of the human factors research at the Halden Project is to
provide experimental data which can contribute to formulation of guidelines for design
and evaluation of computer-driven man-machine interfaces. A considerable part of the
experiments in H A M M L A B are thus focusing on generic issues in connection with
operator performance in an advanced control room environment. A key issue in this work
is to find a suitable format for describing the generic results such that they easily can be
applied by member organisations in formulation of their guidelines. Presently, the Project
is preparing "lessons learned" reports from the evaluation experiments performed at
Halden where emphasis is placed on making the information relevant for guideline
formulation available in a structured and easily accessible way.
5. Computerised O p e r a t o r Support Systems (COSSs)
A common goal for both the human factors work and the systems work at the
Project is to generate and test reliable and effective human-computer interfaces which can
ensure operator awareness of plant situations and operating states. The work on
surveillance and support systems addresses questions related to human-machine
interaction in operator tasks such as fault detection, diagnosis, prognosis and procedure
implementation. One emphasis is the development and tests of actual surveillance
systems, another is developing man-machine interface design proposals.
The human-computer interface represents the boundary between functions
allocated to operators and the software systems which are designed to support operator
tasks. A s such, it influences not only what information is presented to the operator, but
also how it is presented, in addition to providing mechanisms for taking actions based
upon decisions made about the information presented.
Figure 3 depicts the many relationships between the human-computer interface
and the many surveillance systems available in process control settings. A s can be seen,
the systems or Instrumentation and Control (I&C) vehicles- do not exist in isolation, but
interact in complex ways both with each other, and with the operator. The key to a
properly functioning facility requires that all vital I & C vehicles operates effectively with
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each other, and that they are compatible with and support information processing, action
planning, selection and execution by the operator.
For further description of these COSSs, including systems for intelligent alarm
handling, model-based early fault detection and diagnosis, core surveillance for operation
planning and optimisation, and computerised procedure implementation, reference is
made to a separate paper to this conference (8).

Fig. 3 Relationships between the man-machine interface
and the surveillance systems
6. Control R o o m Development
The aim of the control room development work is relevant for retrofitting of
today's control rooms as well as for development of future advanced control rooms. The
main vehicle in this work is the Halden Man-Machine Laboratory ( H A M M L A B )
incorporating the N O R S full-scale PWR simulator and the associated experimental
control room. In 1991, the first version of the Integrated Surveillance And Control
System, I S A C S - 1 , was implemented in the experimental control room, and has during
1992-93 been stepwise improved and upgraded. The ISACS-1 system offers an integrated
and flexible interface to the operators and allows extensive studies and demonstrations of
features considered important in retrofitting of today's and development of future control
rooms.
The IS A C S control room concept (9, 10) includes features like integration of a
large number of COSSs, co-ordination and prioritisation of information from the process
and the C O S S s through the intelligent Information Co-ordinator, 1С, generation of new
high-level information by the 1С, and development of a uniform Man-Machine Interface,
MMI. The M M I of I S A C S - 1 can easily be modified with respect to which information to
display, how to display it, and the way manual process control is performed. Furthermore,
the 1С as well as any of the C O S S s can be decoupled from the overall system. Utilising
the flexibility, a wide range of control room set-ups can be simulated by the I S A C S
system, In this way, experience is gained on items like which information is important to
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the operator, how should overview displays be designed, which information should they
contain, etc.
The I S A C S research programme also provides information regarding
requirements to hardware/software structures when computerised tools are introduced in
the control room. Through the I S A C S implementation in H A M M L A B , experience with
use of networks, expert systems and database management systems in a real-time
environment is continuously being accumulated.
7. Concluding R e m a r k s
Backfitting of nuclear power plant control rooms is a continuing process,
introducing computer-based solutions for surveillance and control as well as for
improving the human-computer interface. At the same time designs for tomorrow's
reactors are developed, characterised by fully digital instrumentation and control systems,
and advanced, computer-based control rooms. Research and development efforts are
needed to ensure that the new technology gives the expected improvements in operational
safety and efficiency.
The research programme at the Halden Project addresses the research needs of
the nuclear industry in connection with introduction of digital I & C systems in NPPs. The
programme provides information supporting design and licensing of upgraded, computerbased control room systems, and demonstrates the benefits of such systems through
validation experiments in the simulator-based experimental control room facility at
Halden.
A t the Halden Project an internationally sponsored research programme is carried
out which addresses these research issues. The Halden Man-Machine Laboratory
represents a unique test-bed for investigating new, computer-based solutions for nuclear
power plant control rooms. The research programme draws upon competence built up
through more than 20 years work in the field of computer-based operator support and
digital control room solutions, and the close contact with licensing authorities, utilities
and reactor vendors in the 15 countries participating in the Halden Project ensures that the
work is addressing the real research needs of the nuclear industry.
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Advanced control system application in Russia
to improve NPP reliability and efficiency
Nuclear power industry development
compete with organic fuel power plants.

depends of it ability

to

Safety, reliability and efficiency of NPP are very important.
Advanced I&C systems application helps to increase NPP reliability
and efficiency. Introduction of such . advanced systems to NPP in
Russia depends from general econoimical status of the country.
The strongest economic crisis torture country during several
last years. Reconstruction of russian economic occurs. Drop in
production in many areas of industry occurs. Economical crisis does
not allow to make construction of new NPPs. Activity concerning to
modernization, replacement and repair of NPP systems and equipment
are paid as a rule by NPPs owners. Usually they have no finances for
considerable modernization.
Therefore realization of advanced I&C systems
occurs as a rule in design developments and researches.

application

I shell represent major directions concerning advanced I&C
systems development to improve NPP reliability and efficiency. It is
necessary to take into account the efficiency of advanced I&C
systems can be evaluate after their real application at NPPs.
Main directions of I&C systems development to improve NPP
reliability and efficiency
1) System architecture and electronic equipment
Electronic equipment of I&C systems of the majority of
russian NPP remains to be relay-transistor-based. Some parts of I&C
systems are realised on the base of solid state circuits of low and
middle integration rate. A great number of elements leads to reduce
of system reliability. The transition from relay based systems to
advanced control systems that have decentralised architecture and
computer based hardware allows to improve control system reliability
by means of system apparature reduction, selfdiagnostics,
operation
comfort.
To improve protection system reliability system hardware
consist of two independent sets that have it own independent
sensors. The foundation of one set is computer
based apparature.
Other set hardware are based on relay and solid state circuits of
middle and high integration rate..Such decision allows I think to
simplify the licence process.

-

2) Measuring
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instruments

One of activity directions in this area is the development
of wide range neutron detectors suitable for all normal operational
modes. Sensor miniaturization, influence tolerance and informability
improvement of measuring channels are very important directions too.
3) Control algorithms
Control algorithms and lows providing main technological
parameters values maintenance in determine limits for the highest
level of electricity production are developed during design stage.
Mathematics models of industrial process and NPP equipment are
used
for it. Control
algorithms and lows development
with
mathematic models of NPP usage and computer based control systems
application allow I think
to improve system flexiability and
NPP operation efficiency.
4) Man-machine interface
Operator is the important part of NPP control process.
Operator should have possibility to receive any NPP
related
information, to analyse it, to make decisions concerning NPP control
and to realise this decisions. The operator possibility to receive
information from NPP and to control by NPP is realised by way of
man-machine interface.
Activity concerning man-machine
interface
increase reliability and efficiency
of operator
fulfilled in next directions:

creation
activity

to
is

- arrangement of information presentation in main control
room;
- arrangement and information presentation methods at
operator workstation;
-control members on operator console;
- touch screen control (control using moveable cursor).
Activity concerning to above mention directions will allow I
think to create favourable inform and control environment for
operator and to reduse operator fault action probability. This one
leads to safety and reliability improvement of NPP operation.
5) Diagnostics systems
Introduction of diagnostics
systems allow to
improve
reliability and efficiency of NPP operation. Diagnostics systems are
the systems of diagnostic process automation. Prioritical objects of
diagnostics are safety systems and safety related systems.
Diagnostics systems introduction will allow:
- to increase NPP operational safety due to early detection
of equipment abnormal condition;

- to increase electricity production by means of early
detection of equipment failuries and failure prevention of running
equipment. This one allow to prevent equipment failure by means of
abnormal equipment detection and turning off and reserve equipment
turning on;
to reduse equipment repair time and to improve repair
activity management. Equipment exclusion from operation for repair
is realised on the foundation of information concerning real
equipment condition.
Diagnostic process consist of operational diagnostic and
periodical one.
Operational diagnostics
systems run
during
NPP operation when reactor is not shut down. Periodical diagnostic
is fulfilled usually during maintanence and inspection time.
Activity for
next directions ;

diagnostics systems

creation is

fulfilled in

- mode diagnostic, i.e. monitoring of accordance between I&C
systems control oders and NPP status;
between
values;

parameter diagnostics,
current operational NPP

i.e. monitoring of accordance
mode and technological parameter

- unbreaken equipment monitoring including acoustic-emission
and vibrate-acoustic methods ;
- evaluation of equipment residual resource.
The diagnostics systems
begin to be
implemented at NPP.
At the beginning of 1993 the expert on-line diagnosis system
wds
put into trival operation at Leningrad -1 NPP. At present this
system is used to diagnose 11
technological subsystems. The
diagnosis system allow:
to
monitor the
process state
of the
diagnosed
technological subsystems at the macrolevel(healthy-unhealthy);
to determine the type
location, if there is any trouble;

of

- to represent on the dyspley
data on any subsystem being diagnosed;

malfunction,
screen digital

its cause and
and graphic

- to record the diagnosis result in the archive on the

user

request.
6) Operator support system (OSS)
Operator suppor systems are
intended in general
for
computing data processing and data analyse, information presentation
and control decision making support. OSS is servise information
system for operator. Operator support is a complex problem. One can
distinguish in general cause four directions of activity concerning
OSS creation. They are:

-

information support system;
support system for situation evaluation;
support system for making control decision;
support system for control decision realization.

Support system for situation evaluation and support system
for making control decision are active developed last years. Such
position occurs because this systems can be designed as a local
systems. Such approach allows to integrate above mentioned
systems
into existing I&C systems at NPP without great efforts. The
communication with other NPP I&C systems is limited by NPP status
information receiving. OSS introduction at running NPP is supposed
to realise gradually, step-by-step. Introduction of support systems
for situation evaluation and making control decision will fulfilled
I think in the first place. Schedule of OSS introduction are
developed for Leningrad and Novovoronez NPPs.
OSS introduction will allow I think to increase
and safety of NPP operation.

reliability

It is necessary to note the problems concerning
diagnostic
system, OSS, man-machine interface development are interconnected.
Development and introduction of above mentioned systems at running
NPPs can be realised I think autonomously. For new NPP the problem
öf theese systems creation should be solved as complex one. Theese
systems
should
be
integrated
in
common
inform-calculating
system(ICS) consisting of LAN, workstations and other equipment. The
number of ICS users should not be limited only operators.
Realization of above mentioned directions of activity for
I&C system development that occur in Russia now will allow I think
to improve NPP reliability and efficiency.
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Abstract
The need to use computers for nuclear power plant design, engineering, operation and
maintenance has been growing since the inception of commercial nuclear power electricity
generation in the 1960s. The needs have intensified in recent years as the demands o f
safety and reliability, as weil as economic competition, have become stronger.
The rapid advance o f computer hardware and software technology in the last two decades
has greatly enlarged the potential o f computer applications to plant instrumentation and
control o f future plants, as well as those needed for operation o f existing plants. The
traditional role o f computers for mathematical calculations and data manipulation has been
expanded to automate plant control functions and to enhance human performance and
productivity.
The major goals o f using computers for instrumentation and control o f nuclear power
plants are (1) t o improve safety; (2) to reduce challenges to capital investment; (3) to
reduce the cost o f operations and maintenance; (4) to enhance power production, and (5)
to increase productivity o f people.
Many functions in nuclear power plants are achieved by a combination o f human action
and automation. Increasingly, computer-based systems are used to support operations and
maintenance personnel in the performance o f their tasks. There are many benefits which
can accrue from the use o f computers but it is important to ensure tliat the design and
implementation o f the support system, and the human task places the human in the correct
role in relation to the machine; that is, in an management position, with the computer
serving the human. In addition, consideration must be given to computer system integrity,
software validation and verification, consequences o f error, etc., to ensure its reliability for
nuclear power plant applications.
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1. I N T R O D U C T I O N
1.1

Technology

Many nuclear power plants, which have been operating since the 1970s, are designed and
manufactured based on technology from the 1960s.

Because of obsolescence, lack o f

original equipment manufacturer support, challenges to availability due to unnecessary
plant trips, component reliability due to aging, and high maintenance and testing costs,
analog-based instrumentation and contiol (I&C) equipment and systems are being
replaced with digital systems in current nuclear power plants.

Furthermore, the

technology for I & C hardware and software design and development are changing rapidly
due to advancement in state-of-the-art technologies. [1]

Computer technology has been playing an essential role in design, construction, operation
and maintenance o f nuclear power plants.

Digital technology has been increasingly

recognized as a viable tool for fast and accurate processing of large quantities o f data and
information to support and enhance the human capability for monitoring, diagnostics,
control, surveillance, and communications. In light o f the recent revolutionary growth o f
digital technology in the computer and electronics industries, there is promise for nuclear
power plants to continue t o apply that technology, not only to upgrade and prolong the
life o f existing power stations, but also to broaden its role in the system o f future
generations o f power plants. [2-9]

1.2

Important Roles o f Human

Human activities and involvement are o f critical importance in the operation and
maintenance o f nuclear power plants. The issue o f human reliability impact to safety has
been widely recognized by the world in the response to the nuclear accidents at the Three
Mile Island Station in 1979 and at Chernobyl Station in 1986. Major lessons learned from
these two accidents indicate that human error is a significant contributor to the overall
plant risk.
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It is important to understand the role o f humans in operation safety, and the relationship
between human and computers.

Recent advances in human engineering and computer

techniques in the fields o f control, protection, testing, surveillance, communication and
human-machine interface have offered tremendous opportunities to improve various
aspects of the safety operations o f nuclear power stations.
Many functions in nuclear power plants are achieved by a combination o f human action
and automation. Increasingly, computer-based systems are used to support operations and
maintenance personnel in the performance o f their tasks. It is important to ensure that the
design and implementation o f the computer-based support systems place the human in an
intellectually superior position with the computer serving the human.

In addition,

consideration must be given to computer system integrity, software validation and
verification, consequences o f error, etc.

2. H U M A N - M A C H I N E R E L A T I O N S H I P
T o achieve a balance between computer and human actions, the process of system design
must consider each operational function in regard to either computer, human operation or
a combination o f human and computer.

The process is usually known in ergonomics

literature as "allocation o f functions". [10-11]

2.1

Functions Which Must be Automated

The first consideration must be to examine any function for which a computer is
mandatory. The designer must identify all the functions which exceed the capabilities o f
human performance and can only be achieved using a computer.

The design must

consider the long-term demands o f the task, the required performance under the worst
possible conditions, and the variability o f the human operator. Performance factors which
will need to be addressed include:

required task rate, accuracy, repeatability and, in

particular, the consequence o f error. Functions which exceed the capabilities o f humans
include:
•

Processing large quantities of data

•

Tasks requiring high accuracy

•

Tasks requiring high repeatability

•

Tasks requiring rapid performance
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•

Situations in which the consequences of error are severe

•

Situations in which errors cannot readily be retrieved or corrected

Typical applications in a nuclear power plant for which the use o f computers will be
necessary include: data recording, analysis and archives. Depending on the particular task
performance requirements, in all such cases it will be easy to demonstrate that human
capabilities would be exceeded if the resulting task were performed manually.
When the decision has been made to use computers for a function, consideration must be
given to supplementary tasks, such as maintenance and testing activities, which are
required to allow the computer to perform its role. [12] It is important that the benefit o f
using computers is not lost by assigning supporting functions to human actions where the
performance o f the computer system would be degraded owing to poor maintenance, or
where human operators may have difficulties-coping with the psychological impact of
automation. [13]
2.2

Functions Which are Better Automated

Certain functions may be identified which, although lying within the capability o f human
performance, may be better assigned to a computer. These include those functions which
are lengthy, require high consistency, high accuracy or involve a degree o f risk to an
operator. Tasks which might result in boredom or monotony for an operator also fall into
this category.

Practical examples of computers being introduced to replace tedious or arduous human
activities include the use o f machines to carry out maintenance or surveillance activities;
for example, steam generator examination. Computers are also being used increasingly to
c a n y out lengthy, repetitive testing, such as those required for the safety and protection
systems.

Not only does this improve the role o f the operator, but it also brings

improvements in the consistency o f testing and may allow it to be carried out more
frequently.

2.3

Functions Which Should be Allocated to Humans -

Functions which require heuristic or inferential knowledge, flexibility, etc., will need to be
assigned to humans.

A function may be assigned to a human simply for lack o f a precise

specification, or some difficulty in producing one.

-

ф

-

A particular set o f functions which must currently be assigned with the human operator is
accident situations where human flexibility and high level skills are essential and the
unexpected nature o f the task makes specifying appropriate computer functions difficult or
impossible.
2.4

Control Process o f Human Operators

The philosophical framework o f operator activities in a nuclear power plant control room,
with respect to human engineering, may be described using Rasmussen's information
model of the control process.

The control process of a human operator is generally

categorized into three stages; (1) skill-based automatic response, (2) rule-based guided
responses and (3) knowledge-based problem solving.
There are many variables in a nuclear power plant that can lead to abnormal situations and
incidents, such as, component failures, errors associated with design, maintenance, testing,
etc. These incidents can lead to initiation of events in various parts o f a nuclear plant.
The control room crew rely primarily on the sensor readings and alarms to provide the
status of the plant in order to control the events.
In most transients or events, operators can detect the abnormal situation and execute
control functions to stabilize the plant through automatic responses.
complex transients or multiple
instrument

readings,

For handling

events, the operator functions include validation of

identification

of

equipment

status,

and

following

operation

procedures to execute control actions through rule-based guided response. However, in
some low-probability complex events which fall outside the scope o f routine operator
skill-based training and rule-based operating procedures, the operators need to use
kiiowledge-based problem solving techniques to evaluate and predict the next possible
plant state and to define tasks for control o f the plant.

The TMI-2 accident showed a

situation where complex multiple events went beyond the skill-based and rule-based
controls, degenerating into a severe accident when the operating crew was inadequately
informed to recognize and control the accident correctly.

3. A P P L I C A T I O N S OF C O N T R O L A N D A U T O M A T I O N T E C H N O L O G Y
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Since the 1970s, computer application to operation o f nuclear power plants has gained
broad recognition. The advance o f digital systems application in broad areas o f control
and instrumentation has continued around the world.

Digital technology has been

increasingly recognized as a valuable tool for support and enhancement o f human
capability in the areas o f monitoring, diagnosis, control, protection, maintenance,
surveillance and communication [14-24].
3.1

Plant Process Computer System

The plant process computer system (PPCS) provides the plant operators with critical
operating parameters in normal and emergency situations.

This is a system of computer

hardware and software that are integrated together to acquire large amounts o f plant data
on a real time basis for the purpose o f performing calculations and other functions like
scan, log, and alarm, data archival and retrieval on a Central Processing Unit (CPU), and
displaying data processing results through the system's Man Machine Interface (MMI).
The real time data is gathered from field sensors located throughout the plant [23].

The applications software can be categorized broadly into the scan, log, and alarm, plant
monitoring and performance, and man-machine interface (MMI) functions. The scan, log
and alarm function serves to sample the plant instrumentation inputs and log each current
value into the database.

This process includes converting the incoming signal to an

appropriate engineering unit and then checking this value against various alarm limits to
determine if the signal is valid and if it warrants further attention.

In addition, data is

selectively archived for subsequent retrieval to support engineering analysis o f historical
events.

The plant monitoring and performance functions then process the database

information to support operational monitoring and performance requirements. The M M I
provides the interface to the system for controlling these functions as well as to access
information from them.

3.2

Information Systems and Operator Aids

In regard to operator aids, it is common practice for information features to be introduced
as additional sources to those already available in the control room [15,16].

They date

back to the Т Ш - 2 accident, where serious information deficiencies were observed.

The

information system to comply with this situation was the Safety Parameter Display System
(SPDS) [2]. Its purpose was to indicate deviation o f the defined Safety Parameters and to
-7-

provide the subsets of important measurement values in order to assist the operator in
reaching the safety goals.

The impact of the TMI-2 accident has resulted in the

widespread adoption o f similar SPDS functions in other countries.

The installation o f

computers and color graphic workstations is matched by the development o f sophisticated
application software modules, such as signal validation software [24], to be used as a
preprocessor for the S P D S , and emergency procedure monitoring, to integrate the rulebased control functions with the S P D S [2].
The use o f on-line computer systems, such as SPDS, in control rooms has two main goals
to support human operators; information presentation and information generation [14-16].
Video display units are normally used for information presentation. The information can
be shown in the form o f system diagrams with inserted parameter values and plant states,
trend curves showing the history of important physical parameters, and as listings o f plant
alarms in groups or according to their priority.

In the course o f development, such functions have often been implemented as stand-alone
systems or operator aids, driven by the operational needs o f a specific plant or by licensing
requirements. Typical examples are core power mapping systems, load following advisors
and safety parameter display systems. Today, these systems are normally integrated into
the total station data processing and display system o f current process computers as well
as advanced control rooms.
3.3

Control and Automation

A s the nuclear plants in recent years began to face problems due to technology
obsolescence and the resulting unavailability of parts, the existing analog control systems
have been gradually replaced by digital controllers, among which the design and
implementation of fault-tolerant digital feedwater controllers were accomplished for both
B W R s [20,21] and P W R s [22,25].
The fault-tolerant

digital

control systems offer unique capabilities including

dual

redundancy, signal validation for sensor inputs, man-machine interface, and control
algorithms that handle bumpless transfer from low power to high power and plant
dynamics.

The operating experience o f these digital control systems demonstrated that

they have not only improved operation reliability and availability by avoiding reactor
scrams, but also reduced maintenance expenses.
-8-
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This use has grown,

-

and more complex, non-linear control functions have been

progressively includw к nuclear power stations.

A wide range o f standard

modules are now ¿.¿¿able for such applications.

firmware

Computers have been used for

distributed digital control ( D D C ) with great success in some countries since the 1970s.
The advantages o f using D D C s are flexibility o f control strategy and integration o f control
parameter schedules, giving wide control ranges. The extensive, non-linearity behavior of
the plant can be covered in this way.

For example, the transfer from startup feedwater

control to the main feedwater control mode at a power of about 10%.
The control functions needed to maintain station conditions o f coolant temperature, steam
generator level, feedwater flow, etc., are recognized as having a role in safety since they
maintain the reference conditions used by all safety analysis studies and they have a post
trip function in control of heat removal. The use of computers for such control functions,
therefore, may involve justification of their performance as suitable for a safety-related
function.
4. F U T U R E P L A N T C O N T R O L A N D A U T O M A T I O N S Y S T E M S
Advanced control and automation technology will be an intrinsic part o f future nuclear
power stations. A major program in progress which is sponsored by EPRI, U.S. utilities,
several international utility companies, and the U.S. Department o f Energy is the
Advanced Light Water Reactor ( A L W R ) program [29,30].
4.1

Man-Machine Interface Requirement

The A L W R program has placed significant emphasis on the appropriate use o f modern
technology for the Man-Machine Interface System (M-MI3). Considerable experience has
been accumulated regarding operation and maintenance of existing designs.

This

experience provides opportunities to fundamentally improve the safety and operability
characteristics o f LWRs.

Breakthroughs in information and communication technology

provide a real opportunity and challenge to exploit these capabilities in a manner that will
provide benefits t o the operator.

A top level requirement for the M - M I S design is the coordination and complete
integration o f man-machine interface functions in a consistent manner for
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conditions.

These key requirements call for the use of workstations with multiple computer devices
for displays, controls and alarms where an operator may conveniently interact with all
necessary control and monitoring features using electronically displayed procedures and
other aids.
The

control room is

conceptually

designed to

contain two

redundant

operator

workstations, each incorporating multiple display, alarm and control devices, and a third
identical supervisor workstation for monitoring only.

In addition, a large board that

integrates display, alarm and mimic will be incorporated to complement the workstations.
4.2

Displays and Indication

Plant operational parameters and engineering- data will be presented in graphical and
diagrammatic format by means o f multiple displays, showing present values, their trends,
acceptable ranges, set points, etc.

This information will be presented in a coordinated

manner consistent with the operators' decision-making approach to minimize selection and
access time.
Operators spend appreciable effort monitoring maintenance status and its impact on plant
operations as well as performing configuration control tasks for plant equipment.

To

support these tasks, electronically displayed piping and instrument drawings generated
from computer-aided design software will be provided. These diagrams will be logically
organized for easy access and dynamically updated with equipment status information.

4.3

Controls

One o f the objectives o f control room design is to reduce the size of the control panels to
enable the operators to interface the plant through workstations.

This objective leads to

the use o f multifunctional controls that can be integrated into the workstation concept.
The controls will be coordinated with the displays, alarms and procedures etc., to facilitate
operators need for decision making and control executions.

The control system shall be

designed with fault-tolerance features to promote efficient and reliable actuation and
preclude inadvertent misactuation.
4.4

Alarm Systems
-10-

-

/р?

_

The A L W R M - M I S design process incorporates alarm input from component designers
and additionally employs function and task analysis to develop an integrated alarm system
which considers operator needs and capabilities within the context o f the overall control
room design.

Alarm processing criteria provide methods and features to minimize nuisance alarms,
reduce the number o f alarms during upsets and provide a reflash capability for all multipleinput alarms. Alann presentation criteria are provided for location, grouping, type, display
characterization, prioritization, and time sequence o f alarms etc.

In addition, the alarm

system will provide suggested cause and response information.

The information will

include suggested procedures that the operator may wish to display and utilize to recover
from the alarm conditions.
5.

C U R R E N T S T A T U S OF I M P L E M E N T A T I O N ISSUES A N D C O N C E R N S

Today, the increasing

obsolescence o f nuclear power plant instrumentation and control

systems threatens to weaken the nuclear industry's competitive position with other forms
of

electric

power

generation,

which

are rapidly

converting

their

agin«"

instrumentation and control systems to more powerful modem digital systems.

analog

State-of-

the-art digital control systems have demonstrated several advantages, including:
•

Increased system reliability and reduced maintenance costs through fault-tolerance,
self-diagnostics, input signal selection, on-line replacement, and no onsite repair

•

Improved control characteristics through adaptive tuning, drift-free operation, selftuning, and nonlinear compensation.

•

Reduced operator burden through increased automation, improved human-machine
interfaces, and expert systems.

•

Decreased future modification costs as changes are made in software rather than
hardware.

However, in spite o f these distinct advantages, many nuclear utilities have been reluctant
to upgrade their aging analog control systems to digital technology. The risks perceived
include:
•

Lengthy installation outage
-11-
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•

Possibility o f increased trips during initial startup

•

Resistance to change

•

Desire for short payback period

•

Impetus to drastically reduce capital spending

These factors have been intensified by the increase in the economic competitiveness o f the
power generation environment. [31]
The implementation o f technological improvements requires continual attention to human
factors and cost effectiveness.

Those users o f computers must be brought ifito the

developmental processes by review o f plans and goals, by being part o f the trials on
simulators and related laboratory testing and. by active participation

in designing,

executing, evaluatiug field trials and verification and validation o f the system to eusure its
quality for applications.
A major challenge o f integrated I & C upgrade in existing plants lies with implementing and
documenting solutions developed for general applications to operating nuclear power
plants, developing guidelines to stabilize the licensing process for I & C analog-to-digital
upgrades and designing strategies to avoid excessive downtime for large upgrades at plant
sites.
The increased use of computers in nuclear power plants brings with it concerns about the
reliability of the associated software.

Difficulties arising from software problems affect

plant safety, reliability and availability.

Methodologies and tools on verification and

validation are not only important to assure the quality o f software, but also enhance the
acceptance o f computers by plant users and regulators through increased confidence in the
software. Lessons learned from implementation o f safety-related software in the United
States, Canada, and France point out the importance of the development o f cost-effective
methods for verification and validation.

6. C O N C L U S I O N S
Applications of computer systems for display o f the plant's state to the operators is now a
common human-machine interface technology.

Operator aid systems with improved

human performance in monitoring and diagnosis are being implemented in nuclear power
plants world wide.
-12-

Fault tolerant digital systems have been demonstrated t o be effective automation and
control technology for nuclear plant applications.

These controllers use redundant

microprocessors and signal validation methods, and provide wide range algorithms with
more optimized performance and higher reliability than previous analog controllers. They
have been shown to reduce plant outages and trips, and reduce safely challenges to the
plant.
Computer-based systems for safety protection have been implemented successfully in
several countries.

The extensive verification and validation required for assurance o f

software accuracy and integrity has been found to b e very costly. The need to address
obsolescence o f existing protection equipment and the attraction o f better protection
algorithms will increase digital protection applications.
Large-scale application o f computer technology will be intrinsic in future advanced nucfcsr
plants. Successfid demonstrations o f digital systems in existing plants and breakthroughs
in telecommunication technology provide a real opportunity to exploit capabilities to the
benefit o f plant economics, reliability and safety.
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Institut für Sicherheitstechnologie GmbH
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proposed contributions for the IAEA-Tec Doc on
Advanced Control Systems to Improve Nuclear Power Plant
Reliability and Efficiency

Following the list of proposed topics as given in the attachment to the IAEA letter of
31 January 1995, contributions are offered as outlined below
1. Topic "Monitoring and Diagnostics"
Aim of contribution; To discuss recent developments and applications taking into account the potential of computerized digital systems, to point at future trends In the light
of ageing problems.
•

Application oí knowledge based systems and neural networks
(e.g. as decision aids, for suppression of non-relevant alarms)

•

Progress in new application areas
(e.g. diagnosis for emergency feedwater-pumps, on-line surveillance of valves,
diagnosis for BWR recirculation pumps)

2. Topic "Advanced Man - Machine Interface"
Aim of contribution; To discuss improvements for plant operation and for the handling
of emergency situations
•

Plant wide radiation monitoring
(e.g. application of distributed computer networks for data management and data
presentation, computerized radiation monitoring, radiation data archives)

•

Reliability and Safety Monitoring
(e.g. living PSA, risk monitoring: state-deperideni evaluation of PSA's; conformance with risk-based regulations; repair strategies)

ISTeO

BAS-kae/08.03.95

Forschungsaetönde - Postfach 1313 - 85739 Garching • Tel, (089) 32004 (0) - Telex 5212134 grs md - Telefax (089) за004300

TOPCALL FAX B:TF021546

F85

95-03-09-15:21

page 2

-

•

Diagnosis and Prognosis
- . Model-based diagnosis: concurrent plant simulation; evaluation of nonmeasurable parameters (e. g. tube break area); early fault indication by balance equations
-

Signal validation

- • Component supervision
•

»

Prognosis: effectivity of operator actions; grace times; distance to safety goals

Emergency Assistance
•

Critical Path Monitoring: Availability/Reliability of critical paths

-

Predictive simulators'

-

Decision Support Systems based on diagnostic and prognostic methods

-

Strategy Generation for Accident Management

Computerized Operating Procedures
-

Computerized manuals: Living documents; Multimedial assistance

-

Procedure analysis on simulators

-

Soft automation (e.g. procedure automation)

3. Topic "Human Factored Design"
Aim of contribution: To outline the main principles of human factored design and to illustrate this by means of an application; to discuss safety and licensing issues
•

Levels of the ergonomie design of human factor issues.
The main principles are summarized for different levels of ergonomie design. The
levels are perception, man-maschine/man-computer interaction, task requirements
and cognitive requirements

•

Demonstration of the application of human factored design.
A demonstration of the application of human factored design is presented. This
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also Includes a method for evaluating benefits of ergonomie measures for the systems' reliability.
•

Safety and licensing of ergonomie requirements
The problems of licensing are discussed including regulations concerning ergonomie design. Problems of parallel use of advanced and conventional control systems are treated from the ergonomie point of view.

4. Topic "Verification and Validation"
Aim of contribution: Verification and Validation (V&V) has to respond to new development methods for S'/V which are introduced In operational systems and systems importanttosafety. This kind of V&V will be discussed
•

V&V of automatic (tool supported) transformation of software development steps
(e.g. code generators)

•

V&V of data oriented SW development which applies standard basic functions
that are configured and parameterized for the specific application

•

Type assessment of standardized SW components

Since I cannot participate in the first Advisory Group Meeting on this subject, any
questions regarding the contributions will be taken care of by Or. Bock
Garching, 08.03.1995
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