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FOREWORD

Various operator support systems (OSSs) for nuclear power plants are already operational or
under development in the Member States. OSSs are based on intelligent data processing and in addition
to plant operation, are becoming more important for plant safety. A key feature of OSSs is their
availability to structure data to increase its relevance to a given situation. This can improve the user's
ability to identify plant function, systems and component state and to identify and diagnose faults.
OSSs can also assist the user to plan and implement corrective actions to improve NPP availability and
safety.

In September 1991 the IAEA Committee for Contractual Scientific Services approved the Co-
ordinated Research Programme on Operator Support Systems in Nuclear Power Plants in the
framework of the Project "Man-Machine Interface Studies". The main objective of this programme is to
provide systematic guidance and information on man-machine interfaces and closely-related issues
including control and instrumentation, the use of computers, and operator qualification. An essential
part of this objective is to exchange experiences in these areas between co-operating organizations.

The programme has produced several documents and technology transfer meetings. During
each year a research co-ordination meeting was held to discuss the progress of each organization on the
tasks in this programme. Four meetings were organized during the period of 1992 -1995 in Vienna
(October 1992), in Budapest, Hungary (October 1993), in Rome, Italy (October 1994) and in Amhem,
Netherlands (October 1995).

The reports from each of these meetings, along with this final report, describe all of the
activities carried out by the co-operating organizations under this programme. The final report gives
guidance for the development and implementation of computerized support systems. The information in
this report consists of shared knowledge and experience of organizations in several countries. The
results of these efforts will benefit all countries in their development and implementation of
computerized support systems.

The present volume contains: (1) a final report on the co-ordinated research programme, and
(2) reports presented by the national delegates.

Special thanks are due to J. Naser of the USA Electrical Power Research Institute, who edited
the report. Mr. A. Kossilov from the Nuclear Power Engineering Section, IAEA, is the officer
responsible for preparing this publication.



EDITORIAL NOTE

In preparing this publication for press, staff of the IAEA have made up the pages from the
original manuscripts as submitted by the authors. The views expressed do not necessarily reflect those
of the governments of the nominating Member States or of the nominating organizations.

Throughout the text names of Member States are retained as they were when the text was
compiled.

The use of particular designations of countries or territories does not imply any judgement by
the publisher, the IAEA, as to the legal status of such countries or territories, of their authorities and
institutions or of the delimitation of their boundaries.

The mention of names of specific companies or products (whether or not indicated as registered)
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1. INTRODUCTION

1.1. GENERAL

The position of an international organization is ideal for creating the framework which is
instrumental in the exchange of knowledge and experience. The role of the IAEA in collecting,
systematizing, and developing scattered knowledge and experience has been recognized since its
inception. Where it is deemed desirable that several institutes co-operate in furthering research in a
given field, co-ordinated research programmes (CRPs) represent an effective means to bring together
researchers in both developing and industrialized countries. These programmes are developed in
relation to a well defined research topic on which an appropriate number of institutes are invited to
collaborate.

Following recommendations made at the Specialists meetings in Helsinki ("Artificial
Intelligence in NPPs", October 10-12, 1989) and Lyon ("Communication and Data Transfer in NPPs",
April 24-26, 1990), the International Working Group on Nuclear Power Plant Control and
Instrumentation (TWG-NPPCI) suggested the organization of a CRP on "Operator Support Systems in
Nuclear Power Plants".

It was recognized that a great deal of work, over the last twenty-five years in the world-wide
nuclear power industry has focused upon developing various tools, job performance aids, and
computerized support systems for achieving better productivity and improved reliability. It was
suggested by the IWG-NPPCI that the proposed CRP should focus its efforts on various aspects of who
the users of CSS are, what their needs are, and what the benefits of operator support systems would be.

1.2. SCIENTIFIC BACKGROUND

1.2.1. Motivation

In the last twenty-five years, the size and complexity of nuclear power plants have increased
significantly. In addition, the requirements on operations, maintenance, engineering, and management
personnel to improve availability and reliability, and to reduce safety challenges to the plant have
increased. These personnel are working with more complex systems, and are being required to respond
to increasing operational, financial, and regulatory demands. As tasks become more complex,
involving large numbers of subsystem interrelationships and large amounts of data, the likelihood of
potential errors and their detrimental consequences may increase. Reliable, integrated computerized
support systems can play a critical role in increasing availability and reliability, in enhancing safety, in
reducing operation and maintenance costs, and in protecting the utility's capital investment.

The technological advances of the last few years have made it possible to develop sophisticated
computerized support systems which can not only process and present information but can also give
advice to the human. With appropriately implemented computerized support systems, humans can be
augmented substantially in their capacity to monitor, process, interpret, and apply information; thus
reducing errors and increasing reliability and availability. These computerized support systems can
increase productivity by eliminating routine man-power-intensive efforts such as recording, collecting,
integrating, and evaluating data and by assisting in monitoring and control activities. They can improve
consistency and completeness of decision-making activities by performing the role of diagnostic and
decision advisors. Computerized support systems can assist in reducing safety challenges to the plant
by presenting more complete, integrated and reliable information to plant staff to better cope with
operating, abnormal and emergency conditions. Reducing safety challenges leads directly to improved
reliability and availability and hence productivity. An additional advantage of computerized support
systems is that they can, and should be, tailored to the specific needs of the user.



1.2.2. Problems experienced and what has been done

Operational, diagnostic, monitoring, and maintenance errors have all occurred in power plants
causing reductions in availability and substantial financial consequences. The event at Three Mile
Island in 1974 is an extreme example of this. Since this event, a number of computerized support
systems have been implemented to assist in the control room. Examples are critical parameter displays,
boiling curve displays and tables, and operational data monitoring displays. These computerized
support systems have demonstrated their ability to assist humans in making their decisions and
increasing the availability of the power plant.

In the maintenance area, computerized support systems have been developed to reduce
equipment failures such as sensors out of calibration, emergency diesel generator faults, and pump
degradation. These computerized support systems allow faster fault detection and diagnosis, and give
the capability to know when to perform predictive maintenance on plant equipment. Predictive
maintenance and faster fault detection and diagnosis can reduce plant down time and repair costs.

In the engineering area, computerized support systems have been developed to assist in many
areas which are either difficult or time consuming. Some examples are refuelling planning systems,
design aiding tools, and root cause advisors.

Finally, in the management area, computerized support systems have been developed to assist
in planning and decision making. Examples are maintenance planning advisors and cost-effective plant
operation decision aids.

1.2.3. Future directions

Advances in technological and human engineering offer the promise of helping the nuclear
power plant staff to reduce errors, improve productivity and reduce the risk to plant and personnel. A
plant-wide infrastructure for integrated computerized support systems should be created. This
infrastructure will include information communication capabilities, database and knowledge base
managers, and a unified human-machine interface (HMI). This infrastructure will permit incremental
additions of computerized support systems in all domains and will support co-operation amongst
systems for increased efficiency.

Eventually computerized support systems will be developed to assist humans in all areas where
the systems can demonstrate usefulness to the human. Guidance and tools for developing and
implementing these computerized support systems will be created. These computerized support
systems will be implemented both in new plants and as retrofit upgrades to existing plants.

1.3. PROGRAMME GOALS

The major goal of the IAEA co-ordinated research programme on Operator Support Systems in
Nuclear Power Plants was to supply guidance and technology transfer in the development and
implementation of computerized support systems. Several subgoals were identified to accomplish the
first steps necessary to achieve this overall goal. They were to:

determine the current status of computerized support systems, their availability, and experience
with them;

- determine plant activities which can benefit from computerized support systems;
- identify needed computerized support systems and classify them in terms of type, user, and

criticality;
- evaluate the consequences of "soft automation" which occurs with some types of computerized

support systems;
- develop requirements to determine recommendations on how to implement computerized support

systems in nuclear power plants from both technological and human factors aspects;
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- develop requirements for methods to evaluate the usefulness of computerized support systems to
the user;

- develop requirements for methods to perform cost/benefit analyses to help justify computerized
support systems;
perform a review of current practices for qualification, verification, and validation of
computerized support systems.

1.4. SCOPE OF WORK

The scope of work for this programme was divided into five areas. The tasks in these five
areas are designed to achieve the goals mentioned above. The following is a detailed description of all
these tasks which supported the goals of this programme.

1.4.1. Computerized support systems: current status and experience

Various CSSs are already operational or under development in different countries. Essential
consideration in CSS development is the integration with other instrumentation and control (I&C)
systems. A serious lack of proven methods and practical international standards for this integration
still exists.

Existing experience in the development and implementation of the CSS gives the possibility to
evaluate the achieved results and implementation tasks and difficulties, and to define the requirements
of CSS to assist power plant personnel. The following activities are needed to achieve this information.
The physical and mental tasks to be performed by the human in a nuclear power plant need to be

defined to determine what activities are potentials for CSSs. Areas of operation that are difficult or
routine for human operators both in operational manoeuvres and in diagnosis and planning should be
identified. These are areas that are prime candidates for CSS development. An understanding of
existing CSS functions and how well they have been utilized can yield important lessons for future
implementation activities. An accumulation of a list of human errors and plant departures from optimal
performance will also present potential areas for future CSSs. These activities will help identify the
areas of use for CSS capabilities.

Specific tasks that were addressed in this programme in the area of "Computerized support
systems: current status and experience" included:

(1) survey of existing documentation relevant to this programme's goals;

(2) survey of existing computerized support systems and the experience with them;

(3) survey of anticipated functional requirements for computerized support systems;

(4) survey of qualification requirements and experience.

1.4.2. Identification and classification of computerized support systems

The problems of terminology and classification are extremely important for all technical areas.

Solving these problems allows the implementation of a systematic approach in the design of
computerized support systems. Initial work in this area by the UNIPEDE and the Halden Project can be
a basis for the classification of CSSs. This classification will be useful for designers as well as for
licensing organizations.

So far CSSs, which have been developed, have not been used as safety systems or safety-
related systems requiring a formal licensing procedure. However, there are signs that some CSS
applications might be in these areas in the near future. Therefore, it is essential to identify and correctly
classify these systems and to consider the potential licensing ramifications of them.
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An important effort in the identification of computerized support systems is the development of
functional tasks performed by humans in nuclear power plants and the determination of where
computerized support systems can contribute to these tasks in a useful manner. This can be achieved
by looking at the operational, maintenance, engineering, and management activities in a nuclear power
plant. These activities can then be evaluated to determine which could benefit from the utilization of
computerized support systems. Associated with this effort, it is also important to understand the
relationships between the responsibilities of the human and the computerized support systems.

For identification and classification of CSSs, it is important to consider the following needs.
Information, which would allow the matching of CSS with user/operational needs, must be obtained. It
is important to define who is the user and what is an appropriate CSS. A process based on plant
activities to classify CSSs should be established. An essential aspect for the success of computerized
support systems is the determination of a method for classifying the relationship between the human's
responsibility and the CSS's responsibility. Determining the operational degrees of freedom, how much
control and responsibility does the human really have and should the human have, leads to what roles
the CSS can play in the power plant. To support implementation of CSS it is important to develop a
classification scheme for CSS functions.

Specific tasks addressed in this programme in the area of "identification and classification of
computerized support systems" included:

(5) development of appropriate terminology for identification and classification of CSS;

(6) evaluation of required functions and the identification of where CSSs can support those
functions in a productive way;

(7) classification of relationships between human responsibility and CSS responsibility;

(8) identification and classification of CSSs.

1.4.3. Human aspects of introducing computerized support systems

The availability of advisory systems to the human is changing his basis for making decisions
and performing actions. It is essential that the CSS is not limiting the human's ability to use his own
creativity and knowledge when faced with problem solving tasks. It is also important that the human
does not use the computerized support system's advice blindly. Rather, the CSS should support the
human in using his knowledge and also in extending it. The success or failure of this depends very
much on the way the CSS is designed, and the background the user has in utilizing this technology.
The specific items to be treated are described below.

When designing the CSS, it is important to ensure that, in practice, it gives the intended
support and is accepted by the user. One way of doing this is by involving the user at an early phase of
the CSS development. Should this be done at the time of CSS function specification, during the design
of the human-machine interface, or when? Are there several phases in the life-cycle of the CSS in
which to involve the user?

Introduction of the CSS also changes the type of information available to the user. For
example, the use of a CSS by a control room operator may change his role from performing detailed
actions like control actions to making more high-level decisions. Will this change the user's role (e.g.,
from an equipment manipulator to a process manager) and also present new requirements for the user
with respect to his basic education and training?
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Efficient use of a CSS can only be made if the user is familiar with the function and capability
of the CSS and its interface to the user. Training in use of the CSS is important, so that the human can
use it in the right situation and in the right manner. Different types of training may be foreseen such as
on-site, off-site, on-line, and off-line training.

Extensive use of a CSS may make the user overly dependent upon the system. This could
reduce his ability to handle the situation correctly if the CSS is unavailable or if it gives wrong or
incomplete information. Especially in the case of diagnostic systems for the handling of unexpected
events, this dependence may have a negative effect on the control room operator's performance. The
overreliance upon the CSS may lead to what is called "soft automation". Is this desirable, and what
requirements does that put on the CSS's quality? Can the CSS be designed so that the user's ability to
handle the situation on his own is not deteriorated, but actually improved?

Specific tasks addressed in this programme in the area of "human aspects of introducing
computerized support systems" included those to:

(9) investigate how training should be planned to ensure efficient utilization of CSS;

(10) evaluate how the introduction of CSS influences requirements to the basic education of the
user;

(11) develop guidance on how the end user should be involved in the development of CSS;

(12) evaluate the consequences of" soft automation".

1.4.4. Technology for implementation

This section discusses technologies and techniques required to successfully implement the
computerized support systems. With the fast development of computer technology, it is important to
apply the technology in the appropriate manner. It is also important to avoid technology-driven CSS
development and instead do CSS development based on user needs.

In cases where a large number of CSSs are to be implemented in the control room, special
attention must be paid to the integration of the CSS with respect to software and communications as
well as to designing a unified and useful human-machine interface. Since the introduction of new CSSs
normally means that more information and new types of information are available, guidance should be
given on what information to display and how to display it so that it is useful and does not add a burden
to the operator.

Even though new plant designs are being developed where CSS-based control room concepts
are presented, CSSs will mainly be utilized through a gradual upgrading of existing plants. For both
cases, special attention must be paid to establishing the infrastructure necessary to successfully
implement the CSSs. Elements in this infrastructure are data communications, data bases, and
knowledge bases. How to assure compatibility between analog and digital equipment is another
important issue in the upgrading of existing plants. Regarding the HMI, the mixed analog/digital
control room of existing plants represents a particular challenge.

Specific tasks addressed in this programme in the area of "technology for implementation"
included those to:

(13) develop infrastructure requirements to support incremental upgrades in existing plants with
regard to data communications, databases, knowledge bases, analog/digital compatibility,
unified HMI, etc.;
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(14) develop guidance for the co-operation amongst systems and document existing experience with
respect to system functionality and human factors concerns;

(15) develop requirements for techniques and tools for developing a CSS and document the existing
ones.

1.4.5. Cost/benefit and evaluation

The cost/benefit of an CSS is very difficult to determine before experience with the system has
been gained through practical application. Especially systems intended to assist in rare events
(disturbances, accidents, etc.) are difficult to analyse in this respect. The difficulty of defining
objective and defensible cost/benefits reduces the speed with which CSS are introduced in nuclear
power plants. What may be done to assist in cost/benefit analysis to change this situation? Which
methodologies are currently available to arrive at more accurate cosi^benefit data?

One way of quantifying the usefulness of an CSS is to perform a realistic evaluation of the
CSS before actual implementation at the plant. Which methodologies are available to do this
(experimental, analytical) and which requirements are needed to assure realism of the simulators, test
subjects, and design of the evaluation experiments. It is also important to develop credible techniques
for evaluating the CSS after implementation.

In the case of CSSs which have a relevance to safety, software verification and validation
(V&V) is of particular importance to ensure a sufficient reliability of the CSS. Even for CSSs which
are not important to safety, V&V is important to assure the reliability and availability of the system,
Especially in case of complex computerized support systems based on knowledge-based techniques,
good V&V techniques are not available today. How should V&V be performed to assure the required
quality of the system, and what limitations are there in the use of the various CSS development
methodologies (model-based, knowledge-based, and simple logic) for assisting in the various tasks
(safety critical, safety related, not safety related)? What role does software size and complexity have
on the V&V activities?

In many countries, the utilities and safety authorities do not have, at this time, any agreed upon
well established practices on the qualification of computerized support systems. That which does exist,
varies between different countries. More international co-operation is needed here.

Specific tasks addressed in this programme in the area of "cost/benefits and evaluation"
included those to:

(16) determine the experience with cost/benefit analysis of existing CSS, and how can such analysis
be improved ;

(17) determine to what extent and by which methods should the CSS be evaluated before final
implementation to demonstrate its quality and also how to effectively evaluate it after
implementation;

(18) determine what requirements should be established for verification and validation of CSS
software, and which techniques are available to improve V&V.

1.5. RESULTS OF THE CRP

The programme produced several documents and technology transfer meetings. During each
year a research co-ordination meeting was held to discuss the progress of each organization on the tasks
in this programme. Four meetings were organised during the period of 1992 -1995:

Due to the lack of sufficient information and methods, this topic was not addressed in the CRP.
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- Vienna, Austria, 13-16 October 1992,
- Budapest, Hungary, 5-8 October 1993,
- Rome, Italy, 10-14 October 1994
- Amhem, The Netherlands, 16-20 October 1995.

The combination of the reports from each of these meetings, along with this final report,
describes all of the activities carried out by the co-operating organizations under this programme. The
intermediary and final reports give guidance for the development and implementation of computerized
support systems. The information in these reports consists of shared knowledge and experience of
organizations in several countries. The results of these efforts will benefit all countries in their
development and implementation of computerized support systems. Obviously, the organizations and
countries which need the most help in developing and implementing computerized support systems have
the most to gain.

A comprehensive set of national technical reports after each research co-ordination meeting, as
well as summary reports and final technical documents, were distributed to all participating
organizations.

1.6. IAEA DATA BASE ON OPERATOR SUPPORT SYSTEMS

Although there has already been a review of existing and operating CSSs published in [1], the
group taking part in the current CRP regarded it necessary to set up a database containing the most
pertinent characteristics of the CSSs operating in NPPs world-wide. The main reasons for this decision
are the following:

- The important field of CSSs is changing very rapidly and a database would be the most efficient
means of keeping the interested parties well informed of the progress and experience in the field. It
was recommended that the IAEA should consider assisting in the creation and maintenance of this
database.

- There is a large amount of activities going on world-wide related to the current topic. It would be
more efficient if the different countries and organizations could learn about each other's
experiences and take advantages of them when appropriate.

- Since the questionnaire will be sent to all countries engaged in NPP activities, the database will
represent a more complete set of information about the world-wide status of CSSs at any time than
can be supplied by the CRP participants alone.

- Since the implementation of CSSs in NPPs is growing every year and their influence on the
operation of the NPP is increasing, it is of primary importance to share the experiences and
practices.

- Since the contents of the database will be available to everybody in connection with the IAEA, it
would promote more efficient exchange of information among the IAEA members.

An important information basis for the present CRP is the status today on the use of
computerized support systems. To gather as much information on this topic as efficiently as possible,
the decision was made to develop a questionnaire to be sent to organizations engaged in this field. The
two main groups addressed by the questionnaire are the developers of CSSs and the users of the CSSs.
The same set of questions was sent to both groups. It was also suggested that this questionnaire be

used as a basis for the IAEA Data Base on Operator Support Systems in Nuclear Power Plants
(OSSDB) [2]. Based on this recommendation the IAEA in 1993 began a development of the OSSDB
using developed questionnaire as the main source of information. The questionnaire has been
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distributed by the IAEA among NPPs and other nuclear related establishments in the Member States.
The first version of the OSSDB is expected in the beginning of 1996.

2. IDENTIFICATION AND CLASSIFICATION OF COMPUTERIZED SUPPORT SYSTEMS

2.1. TERMINOLOGY FOR IDENTIFICATION AND CLASSIFICATION

As in other technological areas, the development of consistent definitions of terminology and
classification are extremely important for CSSs. Developing these definitions allows the implementation
of a systematic approach in the design of integrated computerized support systems.

2.1.1. Terminology

Due to the large variety of existing computerized support systems, which are aimed at assisting
different categories of NPP personnel and utilize different up-to-date computer and information
technologies, it is difficult to give a precise definition of computerized support systems. More or less,
the implementation of a CSS reflects the process of putting intelligent improvements into the activities
of operation, maintenance, engineering and management personnel.

For the purpose of this document, one can consider computerized support systems as computer
systems or functions that are based on intelligent data processing and are not part of the basic
instrumentation and control (I&C) systems. They support, but are not always necessary for, the plant
operation or safety. Applications of computerized support systems can be "real-time" or not and "on-
line" or "off-line".

The other following terms used in this publication may require explanation.

Allocation of junctions - Assignment of responsibility for performing operations to the human
(e. g., operator) and/or machine in either exclusive or complimentary ways so that
functional goals are achieved.

Automatic control - Automatic operations made by I&C systems in response to signals from
sensors without immediate operator intervention.

Automation - The technology of achieving automatic control. It can also indicate a collection
of hardware and/or software used for the technology.

Control room system - An integration of human-machine interface (including operating
procedures), control room staff, training program, and other associated facilities of
equipment which together sustain the proper functioning of the main control room.

Direct digital control - Control technology which utilizes computers for generating and issuing
control demands.

Event - A planned or unplanned change of status including transients and accidents.

Expert systems shell - A general programming tool that helps develop expert systems.

Human errors - Human actions or inactions which lead to an undesired result.

Human factors - A body of scientific knowledge about human abilities/limitations and other
human characteristics relevant to design. It also refers to an engineering discipline in
which human factors knowledge is applied to various types of design activities for
establishing effective and comfortable human use. More precisely, terms "human
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factors engineering" and "ergonomics" are used to refer to this latter definition.
Ergonomics is often taken as an engineering discipline that focuses on physical
characteristics of human (e.g., anthropometry), but it can be used to refer to an
engineering discipline that focuses on cognitive characteristics as well (i.e., cognitive
engineering). Human factors is concerned with human's individual factors, but it is
sometimes used to refer to organization factors.

Human-machine interface - Interface devices through which the user communicates with the
plant, which includes displays, controls, and CSS interface. It includes operating
procedures and other documents that specify how the operator should interface with the
plant. It also refers to functions that support communication between the operator and
the plant. In this sense, CSSs and other computerized systems which reduce and/or
generate information/signals to be exchanged between the operator and the I&C system
are seen as human-machine interface functions.

Instrumentation and control systems - A hardware implementation of automatic and manual
control functions which comprise instrumentation, control, and information systems
including associated software.

Main control room - A centralized control centre where operators are stationed to carry out
activities assigned to them. Though the scope of the activities is a matter of design
choice, it is assumed that they cover operational tasks essential to nuclear and thermal
power generation.

Manual control -Operations made by the operator manually using controls.

Monitoring - An operational activity which intends to verify the process or component status
for the purpose of confirmation, anomaly detection, etc.

Operating procedures - A set of written and/or computerized documents specifying tasks for
both normal and abnormal operations which need to be carried out to achieve
functional goals.

Operation - An act of automatic control or manual control.

Operator - An individual who is responsible for an operational process and for achieving
functions allocated to a human.

Safety Junctions - Functions that need to be achieved to limit the probability and magnitude of
release of radioactive materials into the environment to within allowable levels
established for a set of design basis events.

Safety system - A collection of systems designed to achieve the safety functions. The safety
system is required to meet safety-grade design criteria.

Safety-related system - A collection of systems that is not categorized as a safety system but
important for the achievement of the safety functions. For a safety-related system,
special design considerations are made or required to secure its proper functioning.

Task - A set of operations and associated monitoring activities that need to be performed by the
operator to achieve a functional goal.

Task analysis - An analysis that intends to identify basic requirements which a task imposes on
the operator.
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Validation - Testing and/or evaluation that is performed to ensure that a designed object (i.e.,
system or component) meets pre-defined performance criteria.

Verification - Checking process that is performed to ensure that a designed object is designed
and/or manufactured as specified.

2.1.2. List of classes

2.1.2.1. Category of users

A wide range of CSSs being used in nuclear power plants, especially those which have been
designed in the last few years and are being planned for implementation in the near future, may be
classified in general terms according to the category of users for which the particular CSS is intended.
In principle, users are those persons who perform activities related to the operation of a nuclear power
plant during its lifetime. This publication focuses on:

- Operators;
- Shift supervisors;
- Plant engineers, physicists, thermohydraulics experts, etc.;
- Administrative staff members;

Managers;
- Maintenance crew members.

Of course, within each group further differentiation of CSSs according to their users is possible
(e.g., reactor operator or turbine operator).

2.1.2.2. Functions

For every category of user there are several different systems or functions either in operation or
under development in nuclear power plants that can be regarded as CSSs. These can be classified
using the definitions created by the control room design experts at the 1991 UNIPEDE Congress in
Copenhagen [4] and slightly modified by the consultant group on CSS Database. The following is a
list of these classifications:

1. Task oriented displays
2. Intelligent alarm handling
3. Fault detection and diagnosis
4. Safety function monitoring
5. Computerized operational procedures presentation
6. Performance monitoring
7. Core monitoring
8. Vibration monitoring and analysis
9. Loose part monitoring
10. Materials stress monitoring
11. Radiation release monitoring
12. Condition monitoring maintenance support.

In practice, systems in operation or under development may combine some of the functions
presented above, for example safety function and procedural guidance might be combined in a single
system.

Typically the first seven CSSs listed above are implemented as functions of plant process
monitoring systems. However, diagnosis and safety functions monitoring can be found as stand-alone
systems as well. The rest are usually stand-along applications, even though materials stress

18



monitoring, for example, has been implemented in a plant process monitoring system as well.
Sometimes vibration and loose part monitoring are also run in a common computerized system.

This integration with plant process monitoring systems reflects also the types of users and user
needs of CSSs. For the first five CSSs, the main users are control room operators. They also utilize
the results of computation programs (numbers 6 and 7). For CSSs in the classes of 6-10, the main
users are technical specialists and maintenance staff. For CSSs in class 11, emergency staff together
with regulatory authorities are the main users. Class 12 (maintenance support) is used in co-operation
between maintenance staff and control room operators. Naturally management uses CSSs as well.
This is particularly easy when local area networks are available to distribute the information to
computer displays around the plant and to other utility sites.

2.1.2.3. Mode of operation and tasks

Differentiation of CSSs according to their functionality is quite natural for all the groups of
users. However, this may be an oversimplification for CSSs used by control room personnel. This is
partially because the scope of CSS functions in the main control room is the most extensive. This is
also partially due to the fact that a simple comparison of different CSSs may not provide an adequate
systematic approach, since the operational requirements of CSSs may vary depending on the NPP
operational mode.

In principle, CSSs may assist the operator in nearly all operational situations met in the control
room. In order to structure the spectrum of CSSs according to their function, a classification scheme in
a shape of two-dimensional matrix was suggested [3] (see Table I). In this matrix possible plant states
are described along one axis, and the types of operator tasks are given along the other. Three plant
states are defined. They are normal operation, disturbances and accident situations. Independent of the
plant state, the operator task may be divided into three groups. In status identification, the operator has
to detect in some detail the plant state. During normal operation, the detection mainly consists of
comparing the plant state with operational limits or with some optimal, desired state. In disturbances
and accidents, emphasis is put on the detection, and also the diagnosis, of what is wrong. After status
identification, action planning is required. Based on knowledge about the plant status, an operational
goal must be defined, as well as the control strategy to reach the desired plant state. Finally, the desired
control must be executed through action implementation. An important task is to check that the control
actions result in the desired change in plant state. This requires an iteration between status
identification, action planning and action implementation.

In Table I, the nine entries identify the possible main tasks to be performed by the operator.
Examples of CSS applicability for each task are given below.

TABLE I. OPERATOR TASKS IN VARIOUS SITUATIONS

Normal operation

Disturbance

Accident

Status identification

Compare plant state
with operational limits
and optimal state

Interpret alarms and
process status
Localize disturbance,
find cause

Detect, diagnose
accident state
Observe automatics

Action planning

Define new goal
Plan manoeuvre

Find efficient strategy

Predict consequences
Define goal
Find strategy

Action implementation

Implement action
sequence
Check goal

Implement action or
procedure
Check goal

Implement planned
strategy
Check goal
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Normal operation
During normal operation, the control of the power distribution in the reactor core is important to
improve plant efficiency during both steady state operation and load changing manoeuvres. Core
monitoring systems, including the simulation of the core power distribution in three dimensions in real
time are useful to determine the plant state with high accuracy. Further, faster-than-real-time core
simulation, including xenon dynamics, may be used to develop efficient control strategies to get to an
optimal plant state in an efficient manner. Methods of optimal control theory could be used in the
CSSs. Finally, for implementation of the control strategy, the sequence of control actions may be
computerized. For optimal control during normal operation, the control sequences may not be pre-
defined, but rather developed for the specific situation during the action planning phase.

Disturbances
Probably most of the existing CSSs available for use in the control room have been developed to handle
plant disturbances. The reason for this is that disturbances often may be difficult to handle by the
operator. Also, there is much to gain from efficient disturbance handling. Bringing the plant back to a
normal state instead of moving further into an accident situation is very important for both safety and
economic reasons. A number of techniques are available to assist the operator in the identification of
disturbances. Detection may be simplified through the efficient handling of the alarms through the use
of filtering and presentation techniques. By running dynamic simulation models of the process in
parallel to the process, disturbances may be detected before the conventional alarm system is triggered.
Noise analysis may give warnings about failures in components such as rotating machinery. Also, in

addition to the assistance given by various types of disturbance detection systems, diagnosis systems
may help the operator in identifying the cause of the disturbance. Knowledge-based systems appear to
have a potential to help in this identification. Pattern recognition techniques applied to alarm patterns
combined with selected process data may diagnose disturbances that are difficult to identify by the
operator. Diagnostic systems using information from model-based early fault detection systems may
determine if a disagreement between measured and calculated process values is caused by instrument
error, the malfunction of a control system or process error.

With a disturbance diagnosed, various techniques exist that can assist the operator in finding a
procedure to bring the process back into a desired state. The diagnosis may point to a specific
procedure capable of handling the situation. In many situations, like those when two or more
independent process disturbances occur at the same time, no unique, pre-defined procedure exists to
handle the situation. In these cases, the availability of a faster-than-real-time simulator may be used by
the operator to test out alternative strategies to handle the situation. Knowledge-based techniques may
be useful in identifying relevant procedures.

Implementation of procedures is an activity that presents the opportunity for mistakes to be
made by the operator. Control actions may be taken in the wrong order, single actions may be skipped,
or plant conditions may not be checked before a control action is taken. Most of these problems may be
reduced greatly if the procedures are computerized. Especially in cases where the procedure system is
coupled to the plant information database, automatic checking of plant conditions may be taken before
the operator is allowed to perform a certain action.

Accident
Computerized support systems for use in the control room have to a large extent been designed to
support the handling of accident situations. Safety Parameter Display Systems (SPDS) or Critical
Safety Function Monitoring Systems are in operation at many NPPs. These systems help the operator
detect when a safety critical function has reached or exceeded its setpoint. An extension of this
detection principle is to alert the operator before the setpoint limit has been reached. The situation
could be displayed to operator as a trend diagram of the critical function parameter approaching the
limit, allowing the operator more time to handle the situation and prevent the setpoint from being
reached or exceeded.
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While a detailed diagnosis is important to handle a disturbance efficiently, identifying the event
and the relevant procedure, handling of accidents is frequently based on symptoms of the disturbance.
Computerized tools, that address the procedures or success paths when a critical safety function is
triggered, have been shown to be of great help to the operator.

Among others, the following factors will also contribute to the classification scheme:

2.1.2.4. Relation to safety issues

Although the majority of CSSs that could be regarded as important for safety are not classified
as safety systems, there are some such as core monitoring systems or post accident monitoring systems
which require a formal qualification procedure.

2.1.2.5. Location

CSSs may be found in different locations distributed physically throughout plant. Some of the
CSSs may be centralized and provide data presentation in different plant areas These areas are the
control room, laboratories, training centre, emergency control room, crisis centre, engineering offices,
plant equipment area, dosimetry control room, etc.

2.1.2.6. Type of human-machine interface

CRTs or plasma screens are the main means of data presentation for CSSs, although in some
mimics are also used. Functional keyboard and mouse or track ball normally provide access for
operator actions.

2.1.2.7. Amount of data processed

In the case of this parameter, CSSs may vary substantially. Even CSSs of the same type can
be of a much different scale in terms of the data processed.

2.1.2.8. Stand alone or integrated in the PMS

Depending on an actual application, almost every CSS function can be implemented in the form
of a stand alone system or it can be integrated into the process monitoring system.

2.1.2.9. Cost

Though it is difficult to accurately determine, consideration of both benefits and investments
together may be needed to justify the implementation of a CSS.

2.1.3. Short description of classes

In the following, the functions of various CSSs are described along with examples of practical
applications and their operational status.

2.1.3.1. Task oriented displays

This function is primarily to present relevant plant information to support operators in specific
tasks such as start-up, shut down and other transients by optimizing information type, form and
presentation. Typical examples are operating status diagrams and curves for optimal operation through
transients. These indicate operating areas and possible limits and their violation.
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There are simple applications operational in many countries and a limited number of more
complicated ones which may also have safety relevance and perhaps licensing requirements in the near
future.

2.1.3.2. Intelligent alarm handling

This function is to support operators in the understanding of the information given by alarms,
especially in plant transients where alarm overload often is a problem. This is done by logical
reduction and suppression of irrelevant alarms, dynamic prioritisation based on the process state, first
alarm indication, display of the alarm states of subsystems or functional groups of the plant, etc.

Applications of intelligent alarm handling are operational in some countries. Further
development is in progress for example to improve the degree of alarm reduction and the display
philosophy.

2.1.3.3. Early fault detection and diagnosis

This function is to alert operators to problems and aid them in diagnosing these problems
before the normal alarm limits are reached, or where simple alarm monitoring is impractical, or where
complex situations cannot be revealed by alarms or alarm logic alone. Examples are:

- Fault monitoring of protection logic and associated electrical supplies, fuel pin failure detection
and prediction.

- Detection and identification of a leakage for example in the primary circuit based on mass balance
calculations.

- Model-based fault detection for components and measurement loops.
- Diagnostic aids for operators' decision making.

The examples described above are already operational in many countries. Present applications
are not yet considered safety-related but it is obvious that safety issues will be relevant in the future in
this strongly developing area.

2.1.3.4. Safety function monitoring

Examples of this include critical safety function monitoring, safety parameter display systems,
etc. Their function is to alert the operators if the plant safety is challenged or violated and there is a
risk of a radiation release. This is based on the monitoring of derived critical safety functions or
parameters so that operators can concentrate their efforts, when needed, on maintaining these safety
functions. The severity of the threat which challenges the functions as well as guidance in the recovery
might be given. In some cases relevant emergency procedures are presented and the implementation of
corrective actions are supervised.

Applications are already operational or under development in most countries. Sometimes these
applications are integrated with other computerized support functions. Safety authorities increasingly
require these applications to be provided but they are not classified as safety systems at this time.

2.1.3.5. Computerized operational procedures presentation

This function is to complement written operating and emergency procedures by computerized
operator support. Examples are:

- Guiding the operator to the relevant procedure.
Presentation of procedures dynamically and interactively on displays in a clear and understandable
way.

- Supervision of the implementation of actions required in the procedures.
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Simple operator guidance is already operational in some countries. This is sometimes related
to safety function monitoring. At least one plant wide application is under development. Safety issues
will probably be relevant in the future as with fault detection and diagnosis.

2.1.3.6. Computation of the plant, system and component efficiency and performance

This function is to calculate and monitor the efficiency and optimal operation of main pumps,
turbine, generator, condenser, steam generators, preheaters, etc. in order to reveal slowly developing
anomalies. The reactor thermal energy can be calculated as well as heat, electricity and mass balances.
These computations are based on physical equations and plant measurements which must be accurate

enough to guarantee reliable results.

Applications of this type are operational in most countries.

2.1.3.7. Computation of reactor core performance

This function is to calculate and monitor the operation of the reactor and fuel for example to
maximize the energy output of the fuel while maintaining adequate operating margins. Examples of
this function are:

- Core following and simulation/prediction.
- Reactor power distribution and burn-up.
- Changes of fuel load.
- Prediction for xenon, critical boron.

These computations are based on complicated equations of reactor physics and in-core
measurements (neutron flux, temperature, flow, etc.). Applications are operational in most countries.

2.1.3.8. Vibration monitoring and analysis

This function is to reveal, in an early phase, changes in the vibration pattern of reactor vessel
internals, large components in the primary cooling system and also failures of rotating machinery, such
as turbines and main pumps, by monitoring the component vibration using for example Fourier analysis
methods. Even though systems are typically stand-alone or integrated with loose part monitoring, they
may also be connected to the plant process monitoring systems to allow presentation of information to
the control room operators.

Systems are operational in most countries. There are expert systems under development for
aiding technical specialists in the analysis of the often voluminous results of the monitoring system.

2.1.3.9. Loose part monitoring

This function is to detect loose parts in the reactor coolant circuit based on noise analysis
methods.

Systems are operational in most countries. Safety authorities sometimes require these to be
provided but normally there is no acceptance procedure.

2.1.3.10. Materials stress monitoring

This function is to monitor and predict cracks in pipes, tanks, vessels, etc. This prediction is
based on counting thermal transients at critical locations and calculating the anticipated stresses and
cracks using physical or empirical algorithms.
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Applications are operational in some countries, implemented both as real-time and non-real-
time systems. There are dedicated stand-alone systems but they can also be implemented as a function
of plant process monitoring system. Safety authorities typically require these to be provided but
normally there is no acceptance procedure.

2.1.3.11. Radiation release monitoring

This function is to monitor the radiation release to the plant environment during plant
emergencies and report it to the plant emergency staff, authorities, etc. This evaluation is based on
deviation models using radiation measurements of the plant and meteorological measurements as the
source data.

Applications are operational in almost every country. Safety authorities typically require them
to be provided but normally there is no acceptance procedure.

2.1.3.12. Maintenance support

This function is to support the maintenance staff and control room operators in the execution
and supervision of maintenance activities. Examples of this are computerized work permits and orders,
tagging of components under maintenance, calibration and testing aids, etc. These are typically non-
real-time functions of larger computerized maintenance systems, dedicated systems or functions of the
plant process monitoring systems (e.g., automatic calibration).

Various different applications are operational in most countries.

2.1.3.13. Future trends

The contents of research and development projects in various organizations indicate that new
types of applications will be put into operation in power plants in the upcoming years. Better and more
user-friendly methods will be developed. Computer capacity will become less of a limiting factor for
desired applications. The plant process computer refurbishment in existing plants will bring with it
new computing platforms, which will make possible the integration of new sophisticated applications
with the basic process monitoring systems. The trend towards open computer architectures will be
decisive in allowing this necessary integration. The following application areas of CSSs can be
foreseen as particularly important:

- Plant state determination in disturbances and accidents.
Alarm diagnosis/analysis, new alarm sources.

- Model-based and knowledge-based systems for fault detection and diagnosis.
- Assistance of operator in operational planning.

Advisory systems, model-based and knowledge-based systems for planning of control strategies
and corrective actions, (e.g., testing of planned actions using predictive simulation).
Computerized procedures in order to decrease the errors in the implementation of procedures and
to increase their usability.
New aids for technical specialists and management for evaluating the condition of the plant
systems and components, environment protection, etc.

2.2 AREAS OF CSS UTILIZATION

It is often difficult to identify the areas where CSSs can be the most beneficial. In principle,
CSSs should be beneficial in almost all areas. The purpose of this section is to discuss some important
factors that should be considered when attempting to identify the areas of CSS utilization which users
will find most beneficial.
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2.2.1. General areas of CSS utilization

General areas to be considered for the utilization of CSSs involve applications in operation,
maintenance, and management as shown in Table H It should be noted that management can
substantially affect CSSs in other areas. This happens because management can shape technical and
administrative elements in other areas. For example, operating procedures, which underlie the
knowledge base for an operational guidance system, are shaped by management policy. It should be
also be noted that technical and administrative elements in operation and maintenance often interact
with each other. This illustrates that interfaces amongst the general areas of CSS utilization may also
be important areas of CSS utilization.

Although there is not any fixed order of priority amongst the potential areas of CSS utilization,
it has generally been seen so far that CSSs relevant to maintenance can be more beneficial than the
CSSs relevant to operation. This has been observed because during maintenance errors may either be
originated or not detected. These latent errors often worsen situations following an accident. The
cost/benefits of a CSS are frequently easier to define for maintenance systems, where the benefits are
easily quantified, than for operational systems where cost avoidance plays a large role. It is also
considered true by some that CSSs relevant to safety are potentially more beneficial than CSSs relevant
to plant availability or the maintenance of component integrity. This latter view is somewhat
controversial when cost/benefits are considered. As competition increases, the importance of plant
availability and the maintenance of component integrity also increases.

2.2.2. Some factors that influence how beneficial CSSs are to users

There are several factors that influence how beneficial a CSS is to its users. These factors
interact with each other in complicated manners that makes it difficult to correctly quantify the benefits
of a CSS. CSS designers must consider these factors carefully.

(a) management policy

The policy of management is probably the most influential factor. It forms the basis for doing
the cos^enefit analysis. This means that whether the CSS is considered too expensive or it deserves
investment is influenced heavily by management policy. If, for example, the management has a strong
desire to provide workers with better work environments, or to maintain a high standard for safety, then
the cost of a CSS to support that goal will look more advantageous to the management in comparison to
other managements that do not have this as a goal. The management should be aware that the benefits
of a CSS are not always quantifiable in terms of any measures that can be directly balanced with
capital investment. Management should not mislead itself into a conclusion that a CSS is not beneficial
only because it cannot quantitatively judge the cost/benefit balance. It is crucial that management
should have a clear and well-balanced policy on the basis for performing cost/benefit analyses.

(b) demand of end users and the opinions of human factors professionals

It is important for the management to listen to the opinions of end users and human factors
professionals. End users are always an important source of information for the determination of the
benefits of a CSS. They normally have many requests for improvements, and often have ideas on the
specific means of improvement, which CSSs can support. It should be noted however, that the
problems they describe are not always the true problems. Human factors professionals can assist in
uncovering the true causes of human factors deficiencies for which the end user may not be conscious.
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TABLE H. AN EXAMPLE OF CLASSIFICATION OF CSS UTILIZATION

Areas
1. Operation

2. Maintenance

3. Management

Sub-Areas
1.1. Normal

operations

1.2. Disturbance
&accident
operations

2.1. Maintenance
during normal
operations

2.2. Maintenance
during
disturbance &
accident

2.3. Maintenance
during plant
outage

3.1. Management of
normal operations

3.2. Management of
disturbances &
accidents

3.3. Management of
maintenance
during normal
operations

3.4. Management of
maintenance
during
disturbance &
accident

3.5. Management of
maintenance
during plant
outage

Targets(examples)
- system heat-up
- nuclear heat-up
- turbine heat-up
- power operations
- all operations required

following disturbances
& accidents

- planned replacement of
fuels and components

- planned rotation of
components

- repair or replacement
of faulty components

- planned inspection and
repair of components

- monitoring core
bumup

- supervision of
component integrity

- periodic inspection of
protection systems

- development of long-
term operational
strategies

- monitoring of
radioactivity released
to environment

- scheduling of in-
service maintenance

- planning of partial-
power operation

- planning of restartup

- scheduling of
maintenance during
plant outage
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(c) criticality of consequences

The criticality of consequences is also an important factor to consider. As far as the potential
impact of consequences is concerned, a CSS supporting safety may be more beneficial than a CSS
supporting availability or the integrity of components. Again management must have a clear policy on
the balance of these distinct aspects of the benefits the CSS can provide. For instance, end users tend
to want improvements in the everyday work environment in which potential consequences of incidents
are normally moderate. The probability of the occurrence of relevant incidents should be used along
with the criticality of the consequences to evaluate the benefits of a CSS.

(d) others

There are several other important factors including the following:

- technical maturity;
user acceptance;
integration with existing work rules;

- effectiveness.

2.2.3. Need for task analysis

In order to identify the beneficial areas of CSS utilization or to specify functional requirements
that make a CSS beneficial to users, it is necessary to conduct a task analysis. Task analysis is a
human factors method which intends to systematically identify task characteristics. Types of
characteristics that one needs to look at may depend on the purpose of analysis. In the case of CSS
design, the following should be analysed:

- anticipated types of user behaviour (e.g., skill-based, rule-based, knowledge-based);
task multiplicity;
types of information processing (e.g., problem-solving vs. planning, pattern matching vs.
topographic good-bad mapping);
load (i.e., required information processing rate);
frequency of the task;
importance (i.e., criticality of consequences);

- information that the CSS needs, and its availability and reliability.

Systematic analysis of these factors will lead the designer to find areas where a CSS can be
most beneficial and/or the specifications that makes a CSS beneficial.

2.3. CONSEQUENCE OF CSS UTILIZATION

Presently most NPP control rooms are provided with conventional hardwired control room
equipment. Process computers have been installed to improve the monitoring of plant performance.
Adding additional CSS equipment, such as SPDS systems, has often been made step by step. Old
process computer systems have been replaced with new efficient computers providing the opportunity
to add on new CSS functions. For example, SPDS functions have been integrated in new process
computer systems. However, in some plants the process computers are used exclusively for process
monitoring. The old hardwired control panels are used to provide a general overview of plant
performance, to support manual operations, and also as a diverse monitoring system. In new NPP
designs fully computerized control rooms are being developed. In other process control industries there
is already considerable experience with computerized control rooms.

There is also considerable use of CSSs outside of the control rooms in NPPs for applications
such as maintenance databases and core calculations. There is a need to access the plant measurement
database outside of the control room for applications such as laboratory calculations. This has been
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made possible because of the installations of local area networks. These types of applications are not
discussed in this chapter.

2.3.1. Possible disadvantages of the introduction of CSSs

When introducing new CSSs, a number of disadvantages may be identified. The operator may
feel (and actually be) isolated from the process he is now supposed to supervise or to interact with. He
may not clearly understand all of his tasks and responsibilities related to the CSS. The graphical
interfaces to operate the CSS may be too complicated. They may not provide sufficient information on
how the CSS is operating or what is going on in the process. The principles of the CSS operation or
the applied algorithms may be too complicated. Also, the CSS may require considerable training. It is
time consuming to thoroughly train all the operators on a training simulator before introduction of the
new CSS in the plant.

The operator may think that the CSS has taken over a part of his job and responsibilities. The
reason for this might be that he has not been appropriately trained or that the role of the CSS has not
been explained adequately. The role of the CSS as an assistant may not been clearly pointed out. The
messages provided by the CSS might be inappropriately formulated as compulsory requirements for
immediate operator actions, instead of as proposals of matters to take into account in the decision
making process.

The introduction of a new CSS may require the introduction of a new device in the control
room. This device may require a different mode of operation from the other equipment in the control
room. This introduces additional stress for the operator. Furthermore, it might be used in practice only
very seldom. Then ,when it really is needed, the operator does not feel familiar with its use.

2.3.2. How to gain the most benefit from CSSs

There are many control room concepts in use, ranging from hardwired designs to fully
computerized designs. In practise, all new computerized functions introduced into the control room
could be considered as CSSs. The introduction of new operational functions frequently involves
reassignment of some of the operator's tasks and introduces the need for additional training. Concern
should be taken, not to have too many stand-alone CSS systems in use at the operator's workstation.
Integration and consistent human-machine interfaces of CSSs becomes an important issue to reduce the
burden on the operator caused by several stand-alone CSSs. Planned computing and communications
architectures support integration and standardization while enabling easy transportability of CSSs to
new computer operating system versions and new computers. The maintenance of both hardware and
software becomes a new issue to take into account. Open architectures to support cost-effective
upgrading should be considered, as should procedures to keep databases and knowledge bases up-to-
date. Backup equipment and procedures are needed to maintain the availability and reliability of the
systems and data

All use of automated functions, even hardwired ones, has an impact on the operator's tasks and
performance. By increasing the level of automation, the operator's actions tend to become more goal
based. In many cases, long sequences of manual monitoring and operation are replaced by these
functions. The emphasis with the introduction of a CSS is to assist the operator while allowing him to
be aware of what is going on in the plant at all times. The operator should always be aware of the plant
process state and what the maintenance activities are being performed. He must always have enough
information to be able to take control of any situation that occurs and have the opportunity to remedy
the situation, if necessary.

The interaction between a CSS and users may be studied with respect to type of operations
involved. The consequences of CSS utilization depends to a large extent on how successfully the CSS
has been implemented. The use of new tools including workstation screen management and operation
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with the keyboard and other devices, such as track ball, mouse or touch screen, may have considerable
influence on the usability of the system.

When considering the consequences of using CSSs, the following types of CSS and user
interactions should be considered from an operational point of view:

Monitoring plant performance on the computer screen
- Manual operation of the process or automation system equipment from the computer screen
- Computerized access to plant documentation

Computerized diagnostics support
- Critical function based support
- Maintenance work management support
- Computer assisted team work and conferencing.

The introduction of CSSs both for monitoring and operation of the plant makes it possible to
design operator workplaces, where the operator has full control of the plant, without having to walk
around the control room. This means that the operator's workplaces should be fully redundant. In the
design of the operator's workplace, it is important that the different CSSs are integrated in an efficient
way with common interfaces so as not to require the learning of many different ways of use for the
operator. Windowing techniques should be used carefully to not hide important information from the
user. New CSS installations may include, for example, the following support for the operator:

- Easy access to plant design database. The operator doesn't have to look around for the relevant
paper-based documentation, if even available. The design database, preferably graphically
operated via process and automation diagrams, provides the operator with adequate information on
the design of the plant system in consideration.

- Maintenance task management system. This keeps the operators informed on all the exceptional
arrangements in the process, for example, according to maintenance or repair procedures
(positions of manual valves, location of maintenance personnel, etc.). It also may help in the
decision making procedure by keeping track of the tasks, the responsibilities and the authorization
of the different parties involved.

- Computerized announcement board. This provides a tool for computerized communication and
conferencing, between operators from shift to shift, from maintenance personnel at remote
communication stations, and with a larger forum such as the TSC.

- Diagnostics system. This includes the early warnings needed for preventive maintenance and
possible problem correction or the introduction of redundant or diverse equipment. It may perform
alarm reduction and event announcement reduction to ensure the capability of operator to more
easily to follow what is occurring in the plant.

Function based advisory system. This gives advise in new unexpected situations based on the
available information that needs to be considered. It may also supply a checklist of information
for the operator to consider.

- Multimedia. Video camera pictures can be called up to study different parts of the plant if it is
needed

- Self oriented training. An additional off-line workstation may be available for operators to acquire
self oriented training in the operation of the plant and for studies in the plant design.

As a consequence of the implementation of more and more extensive CSSs, skill-based
operation is replaced with automation, rule-based operation is supported with computerized operational
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procedures, easy access documents and diagnostics systems, and knowledge-based operation is assisted
by advisory systems. Rnowledge-based operation is encouraged by tutorials and simulator based
training. With CSSs, decision making may be supported by on-line tools for producing what-if
scenarios and the results of proposed operator actions.

With CSSs, the operator has more time for optimization of the operation of the plant
performance with regard to fuel burn-up, thermal stresses, corrosion considerations. They allow more
time for planning of operations in advance, provide media for documentation of the plans, and for
checking the progress of the operations. However; the operator should know at all times what the
automation is doing, and what are the algorithms behind the automatic systems.

CSSs appear to be able to provide an easy and cost-effective way to update present control
room equipment and capabilities without having to replace the hardwired equipment. The CSS can be
implemented when required. An especially good opportunity for implementing CSSs is when the plant
computer systems become too old for maintenance and are replaced. From the operator's point of view,
large changes in the functionality of a CSS should not be included in an upgrade. New CSS functions
can be gradually be implemented, when considered necessary. Simulator based system testing and
operator training are necessary before implementation on the plant process computer system.
Depending on the new CSS system to be implemented, all relevant modes of operation should be
considered for the testing, such as:

- Normal day and night time operation
- Start up of systems or plant
- Shut down and emergency situations
- Maintenance and repair both during operation or revision period.

According to present experience, CSSs help to improve the availability and safety of the plant.
The role of operator will be changed with respect to the CSSs. The operator will be able to spend

more of his time for planning and engineering tasks needed for the operation of the plant. The operator
will become more of a process manager than an equipment manipulator. Introduction of CSS functions
can be a smooth process in the modernisation of the control room. With CSSs, new technology is
introduced into the plant to support more efficient and enhanced safe operation.

3. COMPUTERIZED SUPPORT SYSTEMS CURRENT STATUS AND EXPERIENCE

3.1. EXPERIENCE WITH EXISTING CSSs

There already are a wide variety of computerized support systems implemented throughout the
world and many more are being developed. The experience gained with these systems can be very
beneficial to the entire nuclear power community. The knowledge that a particular system exists gives
an interested organization several options. One option is that if the system performs a function of
interest, the organization can leam how well the system has worked, what its cost is, what the proven
benefits have been and what have been the difficulties in using it. The organization may even choose to
buy the system as opposed to creating a new one. Even if the system does not perform the exact
function of interest, the experience gained with the system can help the organization determine
important information to support it in making decisions about a system it would like to develop. For
example, this information could help in the selection of development techniques and tools, in the
determination of expected costs and benefits, the likelihood of success, and the potential pitfalls to
avoid. This sharing of information by the nuclear power community can reduce the costs of developing
new systems, reduce the duplication of effort by multiple organizations and, in the long run, allow a
greater number of systems to be developed. The latter will support more efficient operation of nuclear
power plants throughout the world.
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The obvious importance of learning about the existing computerized support systems and the
experience gained with them has led to an effort to obtain this information. To do this, the IAEA has
developed a questionnaire on CSSs that are being used or being developed. This questionnaire has been
sent to users and developers of CSSs. The resulting information will be stored in a PC-based database
which can be distributed to participants and other interested organizations. The goal of this effort is to
provide a common knowledge base that will facilitate information exchanges in the area of
computerized support systems. The intent is for this database to become a living database where the
information is continuously updated.

The database contains information on: the type of computerized support system, its purpose
and operating environment, technical specifications, motivation, functionality, usage, development
process, testing, documentation, training, cost and benefits and experience. The classification of
computerized support systems used for the database is the one given in section 2.1.2 with one additional
class named "other". The database will become available in 1996.

At the present time, questionnaires have been returned for 64 computerized support systems. A
simple statistical analysis has been performed on these systems. The following is a summary of this
analysis.

- Most CSSs are applicable at PWRs (38 out of 64). 15 are applicable to BWRs. 12 are applicable
to other types of reactors (CANDU, GCR, AGR, HTGR, PHWR). 14 of the systems are
applicable to reactors in general.

- A large group of systems (19) include safety function monitoring as a function. 16 are used for
fault detection and diagnosis, 14 for intelligent alarm handling, 12 for performance monitoring, 7
for computerized operational procedures presentation, 5 for core monitoring, 3 for radiation
release monitoring, and 1 each for loose part monitoring and condition monitoring maintenance
support. 10 systems were indicated to have some other classification. (Note that some systems
had functionality in more than one classification).

41 of the systems are in operation with the others under development.

40 systems have safety improvement as the main motivation. Reliability/availability, regulatory
requirements, work load reduction, productivity, environmental protection and business
automation are some of the other motivations.

57 of the systems are for use by control room personnel. 30 systems are for use by engineering
staff, 17 for maintenance staff, 16 for plant management, 33 for crisis teams, 14 for local
operators and 12 for other personnel.

- The systems were initiated through requests by the end users most often (36). 26 had regulatory
organizations as part of the reason for development, 25 due to utility personnel other than the end
user and 13 from the system supplier.

- 39 of the systems are considered non safety-related, 21 safety-related, 3 as safety systems and 1
was undefined.

54 of the systems are applicable to normal conditions, 55 to abnormal conditions, 45 to accident
conditions within the design basis event and 22 to accident conditions outside of the design basis
event.

- Regarding human-machine interface, 26 of the systems use a mouse, 19 use a track ball and 11
use touch screens.

- User manuals and functional specification normally exist. QA, V&V, test results and training
documents are also available in many cases.

- Benefits of the system are expected in the areas of reduced operation and maintenance costs,
increased plant availability, reduced scrams, optimization of the plant operational cycle and
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improved operational or maintenance procedures. So far, benefits have been shown in all of these
areas except for the reduction of scrams.

Experience gained during the development, implementation and operation of CSSs, based on
information received on the questionnaires and the experiences of the experts putting this report
together, can be summarized in the following statements (these are in no order of priority):

During the functional specification of a CSS, end users tend to require more functionality than is
really necessary.

- Even after the most careful specification and design procedures, the requirements concerning
certain functions of a CSS are changed during the implementation phase.

- Requirements specification is the time when the developer and the user must clearly understand
each other in order to avoid unnecessary work and/or inclusion of useless functions.

- A detailed task analysis, addressing the operator's cognitive activities as well, will help in reducing
the difficulties in the specification. This analysis should be done as early as possible.

- Quality assurance must be applied diligently throughout the lifecycle of the CSS.

- Acceptance by the end users is crucial from the point-of-view of the application of a CSS. Even if
the system is the best tool ever invented for the given task, reluctance of the end user may hinder
its application forever.

- The participation of the end user in the development process is essential.

- Experts in a power plant may sometimes be quite far from the "production line". Therefore,
whenever expert-type systems are to be developed, involvement of various representatives of the
plant is recommended.

- A well designed human-machine interface may make a modest system preferred and permanently
used, and also a brilliant system may be ignored due to its poor interface.

It is important that support for the CSS will be available in the long term. This is necessary
whenever problems with the system need to be addressed or modifications are required.

- Operators tend to be conservative as far as their tools are concerned. Therefore, they may resist a
new system when it is first introduced. Obtaining their buy-in from the being is important.
Experience has also shown that even systems that have been resisted when first implemented have
become necessities after a period of use.

- Use of simulators, especially full scope training simulators make the development, testing and
acceptance of a new system easier.

- Proliferation of diverse computerized devices in the control room is to be avoided. Therefore,
standardized, integrated systems with uniform "look-and-feel" interfaces are recommended.

- Long term plans should define the development of general, integrated, unified systems to serve
several distinct goals. These plans should be adhered to whether upgrades are done as one or a
few large project(s) or as several small projects.

- The developer may learn the most about the quality of its system by observing how it is used in
practice.
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- To get feedback from the end user, an early prototype with a reasonably complete interface should
be developed.

- Cost/benefit evaluations need to evaluate not only hard benefits, which are easily quantifiable, but
also soft benefits, which are only qualitative or represent cost avoidance of unlikely events.

Benefits attributed to a proposed system must be realistic otherwise the end user will be
disappointed even if the system does a good job.

- The proposed use of the CSS should consider all restraints and issues effecting the system before it
is developed. Systems have been developed that do exactly what they were required to do, but are
not used as expected due to external influences such as regulatory, political, and training
requirements.

- Systems should be developed to solve a problem or address a need, not to utilize a new technology.

The specifications of systems need to consider other systems, databases, and equipment in the
plant.

A successful system will always need modifications.

- Use the system outside the limits it has been designed for may destroy the confidence in the
system.

- Ensure that correct data are provided for the system, often the quality of the results is determined
by the data and not by the limitations of the CSS itself.

- Training in use of a CSS is essential.

- Experience shows that what starts as an added support function, often turns into a function one
cannot do without, if the system is found useful by the operator.

3.2. ANTICIPATED FUNCTIONAL AND QUALIFICATION REQUIREMENTS

In this section, a summary of major CSSs functional and qualification requirements as derived
from user's needs, system classification and specific process and design constraints are described.

This section has been divided in following manner:
- subsections 3.2.1 to 3.2.4 give the general considerations under which the major CSSs

requirements are derived. In particular, CSSs classification, licensing, user interactions and major
technology constraints are considered.
subsection 3.2.5 gives the major system requirements. It should be noted that most of the topics
discussed in this subsection are not specific of CSSs alone, but are applicable to any computer
based system designed to have an high hardware (HW) and software (SW) integrity.

3.2.1. System classification

CSSs can be classified by taking into account the system's role, functions, operating modes and
relevance to safety. In particular, the relationship to safety can be classified (according to IAEA) as:

not safety-related: this includes systems designed to optimize operations. Typical examples of
systems falling in this category are systems to support maintenance, plant performance analysers,
and core monitors.
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- safety-related: this includes systems important but not essential to safety.

- safety or safety grade, this includes systems essential to safety.

Although a general criteria to classify CSSs has not been generally established, most of them
are expected to be classified as not safety-related; while only few applications could be considered as
safety related. After a system is assigned to a determined safety class, some specific system
requirements can be derived in a consistent manner.

CSSs classified as safety systems should be required to comply with current standards
established for safety systems. No standards have been presently established for the other classes. In
those cases, appropriate special requirements originating from reliability or safety considerations such
as redundancy (e.g., redundant hardware or redundant software by implementing alternative
algorithms), fail-safe software, limitations on the access to safeguard data, special procedures to
safeguard the proper operation of the system, and design process constraints should be assessed, case
by case, by considering the mission of each specific system.

3.2.2. Licensing

It has not yet been established if CSSs, other than safety-grade ones, need to be accepted by a
regulatory authority or what is the appropriate level of analysis required to certify them. In this regard,
each country has its own approach and its own methods to make the assessment.

In addition, little information is generally published about the techniques in use to support the
licensing of software based systems. An overview of the approaches generally adopted to certify
critical software by regulatory authorities or by private companies is reported in [5]. The methods
presented cover the range from hazards analysis up to formal methods, but generally the software is
certified by looking at the development process.

In some cases, formal methods have been used to support software licensing, but, in these
cases, the effort required (cost, manpower) was very large. Therefore, it may be anticipated that a
similar level of effort could be presently justified only for safety critical systems.

In the case of CSSs, it is reasonable to expect that the certification effort will be graduated
based on the level of dependability required for each specific system.

It is expected that:

(1) Only few systems will be required to be licensed on a regulatory basis, but CSSs will be at least
formally validated.

(2) System validation should be based, at least on:
- integrated evaluation of hardware, software and system-operator interactions;
- reviews by independent teams to evaluate design requirements and procedures;
- design developed in accordance with "Verification and Validation" principles.

(3) The assessment should be tailored explicitly to each specific system by considering:
- the criticality of the system;
- the expected benefits of using a specific methodology (e.g., formal verification versus

design process evaluation, cost effectiveness, etc.)
- the maturity of the technology (e.g., new technologies are difficult to be used because the

lack of expertise and the lack of standards and tools; this makes them more difficult and less
cost-effective to use).
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3.2.3. CSS requirements

In this section, specific CSS requirements based on user's needs and human-machine interface
requirements are summarized. In particular, these requirements emphasise that the overall CSS
reliability should be kept in view considering HW/SW reliability and human aspects such as the
acceptance of the system by the operators, the training of the operators, etc.

(1) In order to facilitate the acceptance of the system by operators and plant staff:
- the gains achieved by using the system (reduced workload of the operator, faster response

to specific questions, improved quality of problem solving, improved safety support)
should be clearly assessed and compared with the cost by using it (periodic training need,
changes in the organization, etc.);
the system should be thoroughly documented;
the system should use standardized user interfaces (hardware, colour coding, etc.).

(2) The design of the system should be based on appropriate models of operator behaviour in order
to better allocate functions between the human and the machine. In particular, the assignment of
tasks and functions to the CSS should reflect and incorporate the complexity and the importance
of the operator's mental activities. In this regard, special requirements for the CSS are:

- the operator's mental activities for which CSS is designed must be clearly defined in
relation to the tasks assigned to the operator;
specific criteria to be used for the assignment of tasks and functions to the CSS must be
developed and used consistently.

(3) The end user should be involved in the system design from the early stage of the design in order
to correctly specify user's needs and to facilitate the future acceptance of the system. Areas in
which the user's contribution can be most effective are the identification of the user's tasks, the
allocation of functions between human and machine, the identification of which functions should
be implemented to effectively improve plant status evaluation, the human-machine interface, and
the validation of the system.

(4) The user should be confident in the appropriateness and accuracy of the model implemented in
the system and in the correctness of the results. It should be noted that most of the CSSs are
essentially performance monitoring or advisory systems supporting the user to assess the plant
status (what it is happening and why) and to select appropriate response strategies. In these
latter cases, it is very important that the user can easily understand why a particular alternative
is suggested.

(5) The system should be deployed in the appropriate location with regard to the functions that the
system is to perform. For example, in the control room there should be located only those
systems which are necessary for the operator for plant operations and supervision, while
maintenance support systems should not be located in the control room.

(6) The system should be able to complete its assigned tasks in the presence of expected input noise,
disturbances, or missing inputs without falling below the required level of system accuracy. If
this is not possible, the system should clearly indicate that it is unable to perform at the expected
level of accuracy.

(7) Data presented to the operator should be validated, if possible, on a real time basis by comparing
redundant sensor readings or by analytical methods. Bad or invalidated input data and
analytically substituted values for bad data should be well identified and indicated to the
operator.

(8) The design of the system should be flexible enough to allow for future incorporation of new
functions and to accommodate the rapid changes in computer technology.
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(9) The design of the system should make use of proven or provable technology.

It should be noted that most of the above requirements make reference to themes related to the
interaction between the human and the machine described in other sections of this report. In particular,
in section 2.3 the consequences of the CSS utilization have been analysed. In section 4 important
human aspects (e.g., involvement of the final user in the design and requirements to support training)
will be discussed in detail.

3.2.4. Technology related requirements

In this section a summary of the major requirements reflecting the current state-of-the-art of the
technology used in the design of computer based systems is discussed. Requirements concerning
communication, software reliability and expert systems play a relevant role in future CSS applications.

3.2.4.1. Communication

The current trend is to have a flexible architecture of independent workstations connected by a
local area network.

Specific problems in this area are essentially connected with:
- the security of data;
- the prompt availability of the information;
- the network qualification in presence of critical applications;
- the response time and the band width;
- the reliability of the proprietary software used.

3.2.4.2. Software reliability

A distinction should be made between methods in use to assess software quality, namely the
Verification and Validation (V&V) approach which is applicable to any system, and the measures
needed to guarantee the reliability goals stated for the system (e.g., redundancy, diversity, and fail safe
design). In the case of methods to assess software quality, it is presently assessed by controlling the
software design process and covers the entire range of methods from systematic design reviews up to
formal methods. The choice of a specific method used should be determined by the type of the
application and by the available resources (tools, costs, etc.).

It should be noted that software quality still remains one of the major concerns in the
application of complex software because:
- exhaustive testing is not feasible;
- current standards provide general principles to assess software quality, but little practical guidance

is provided on how to handle V&V;
- the current verification and validation process is essentially a qualitative methodology that is

mainly oriented to ensure that the software product is designed as specified; few if any effective
methods are presently available to measure the software quality;

- formal methods and metrics developed to make the V&V process less qualitative are far from
being able to be used on a regular basis and generally few of them are supported by effective tools;
there is little evidence that formal methods are effective in ensuring a higher quality of the final
product;

- there is little evidence that formal methods are cost-effective;
there is difficulty in transferring these technologies to the industry because of the lack of standards
and the shortage of expertise with these formal methods;

- complex applications in critical applications (e.g., disturbance analysis, accident monitoring) can
require the implementation of complex calculations through using pre-existing software. The
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V&V methodology for pre-existing software may be difficult to be applied and could significantly
affect costs and schedule constraints of the project.

Approaches to V&V are discussed in section 6.1 of this report.

3.2.4.3. Expert systems

Expert systems (ES) (or knowledge-based systems (KBS)) are a powerful tool to assist the user
in handling large amounts of information by enhancing the interface between the user and the system
(e.g., intelligent data retrieval and presentation, graphical representation, hypermedia, etc.). The design
process, generally based in this case upon a prototyping approach, can facilitate the communication
between the designer and the end user to make the acceptance of the system easier. However, expert
systems can pose, in comparison to conventional software, additional problems in the verification and
validation of the system due to the need to certify the knowledge base. In fact, in addition to the
reliability problems which are common to any automation system, expert systems can present types of
failures which are peculiar to this type technology. Examples are errors due to inadequate reasoning, to
incompleteness of the knowledge base, or to incorrect priority of the rules [6].

The following are typical additional topics, in comparison to conventional software, that need
to be considered in verifying and validating expert systems:
- the organization of the knowledge;
- the completeness and appropriateness of the knowledge with respect to the type of problem to be

solved;
- the level of details needed to represent the application domain;
- the reasoning models;
- the capability of the system to discriminate between important and less important facts and rules;
- the capability of the system to handle uncertain or incomplete knowledge;
- the correctness of the reasoning.

It should be pointed out that many of these concerns are due to the types of problems that
expert systems are commonly used to solve. Unlike conventional software systems which are used to
solve well-defined algorithms in well-defined domains with well-defined information, expert systems
usually address problems that do not have well-defined algorithms, information or domains.

Currently no standards or practical guidance and little published experience in the verification
and validation of expert systems is available.

3.2.5. Summary of functional requirements for CSSs

In this section a summary of the information needed to develop a complete specification of the
requirements for CSSs is described.

3.2.5.1. System functions

System functions should be identified in terms of input, output, allowable system states and
algorithms. In particular, it is necessary to identify:
- major functions in each operating mode;
- methods to validate input data;
- specific performance requirements for each function (e.g., limits of variables, precision, time

response, etc.);
- data analysis methods.
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3.2.5.2. System architecture

A description of the HW/SW architecture and the related interfaces should be given. The
current trend is to have flexible systems (e.g., distributed architecture made up of processing
workstations connected by local area networks) to facilitate the maintenance of the system and to allow
for future upgrading of the system. Typical problems connected with the communications aspect of this
are reported in section 3.2.4.1. Criteria such as hardware redundancy, dedicated network lines,
dedicated work-stations for a critical application, and limitations on the access (e.g., read only access)
can be established to reduce concerns.

3.2.5.3. System performances

Specific requirements such as the frequency of demand, response time, data storage
requirements, etc. must be established. These requirements should be, as far as possible, quantified by
numerical values of measurable variables.

3.2.5.4. Human interfaces

Human interface considerations need to include a description of the interactions between the
human and the machine as well as the analysis of the physical interfaces (e.g., screen layouts, error
messages, etc.). In order to ensure the system is effective in supporting user activities, the following
should be analysed in details:
- how the system interacts with the users;
- the potential problems (e.g., causes of user misunderstanding, poor or confusing formats in data

presentation, etc.) which can induce incorrect or unsafe user actions;
- the impact on procedures;
- the need for training and user workload caused by the use of the system.

For CSSs, it is recommended that the end user is involved early in the task analysis and the
definition of the human-machine interface requirements (refer to section 4.1 for a deeper discussion in
this area).

3.2.5.5. Operational requirements

Operational requirements define the constraints which must be complied with by the system due
to the operating environment of the system (e.g., plant conditions in which the systems are required to
operate: normal, abnormal, accident).

3.2.5.6. Resources

The purpose of the resource requirements is to specify particular constraints on the design of
the system and to specify the resources needed to support the design. Typical topics to be considered
are:
- the utilization of existing software and its qualification;
- the use of a specific programming language;
- the use of a specific database;
- the use of certified compilers;
- the use of certified development system.

This topic is of particular importance in case of CSSs where:
- several applications could be based on pre-existing software (e.g., core codes or transient analysis

codes)
- the use of expert systems requires the application of appropriate development systems to support

the design.
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3.2.5.7. Safety and Licensing

Safety and licensing considerations have been discussed earlier in section 3.2.2

3.2.5.8. Reliability

Reliability requirements include all of the requirements that the system must meet in order to
successfully perform a required function under stated conditions for a stated period of time. To achieve
the above measures, topics such as redundancy, (e.g., HW/SW redundancy), diversity, fail safe design,
and appropriate timing requirements in multi-tasking systems have to be considered. It is strongly
recommended that the reliability requirements are quantified as much as possible.

3.2.5.9. Maintainability

Maintenance requirements can significantly impact the cost-effectiveness of the system. Major
causes of expected changes during the lifetime of the system could be:
- changes in the user requirements of the system;
- changes in the computer hardware;
- software modification due to new functions to be implemented;
- software operating at sites without adequate software support services.

Maintenance requirements should be clearly evaluated during the design of the system to
identify adequate maintenance strategies, maintenance documentation and tools.

3.2.5.10. Documentation

Documentation is generally recognized as an important topic in any system design to ensure the
appropriate use of the system itself and to facilitate future upgrading. Several standards have been
produced with regard to the documentation content necessary to ensure an appropriate level of quality
and understanding of the final software product.

3.2.5.11. Design process

The design process should be based on the Verification and Validation methodologies to ensure
consistency, testability and complete audibility of the software product. The verification plan should
include an analysis of the techniques to be used to verify the functional and performance requirements
(e.g., simulation, static and dynamic analysis, risk analysis, testing) and a detailed identification of the
acceptance requirements. An overview of applicable methods is reported in [5, 7, 8]. In relation to
software design, a discussion on how to improve the design process and on V&V methodologies is
given in section 6.1.

3.2.5.12. Training

Appropriate training should be planned to ensure an efficient utilization of the CSSs. The
training plan should be based on the analysis of the interactions between the user and the system in
order to:
- help the user to be familiar with the system operation;
- help the user effectively use the system;
- facilitate the acceptance of the system.
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4. HUMAN ASPECTS OF INTRODUCING COMPUTERIZED SUPPORT SYSTEMS

4.1. INVOLVING THE END USER IN THE DEVELOPMENT OF COMPUTERIZED SUPPORT
SYSTEMS

The very essence of the problem at hand can be grasped by asking certain basic questions.
These basic questions are:

1. Why? (Why should the end user be involved at all?)
2. Who in what? (Which representatives of the end user should be involved in a particular CSS

development?)
3. When and how? (To what extent should the end user representatives take part at given

instances of the CSS development?)

4.1.1. Reasons for the end user's involvement

The answer to the question "Why?" seems trivial, everyone who has taken part in CSS
development intended to be used actively by operating personnel is well aware of several reasons why
the possible users of the systems should be initiated into the various phases of the design and
development work. When summarising, a broad spectrum of arguments is obtained. The main aspects
are following:

Determination of the CSS functions: This assumes the involvement of the users' representatives in
the design phase in order to clearly define the functions of the required system. As the IAEA-
TECDOC-549 on computerized support systems expresses:

"Experience shows that operators will acquiesce to the SPDS (or any Computerised Operator
Decision Aids) if they are actively involved in the design process" [1].

Data delivery: Obviously, the majority of the operator aiding systems involves a great amount of
technological knowledge and plant-related data. Such information can most effectively be obtained
from those who will be the main beneficiaries of the system under development.

Determination of human-machine interface: Most naturally those who will be using the system
need to participate in one way or another in the determination and establishment of the user
interface. Referring again to [1]:

"Operators seem to be less concerned with the overall design basis and functionality and more
concerned with the layout of the displays and which individual plant parameters are shown".

This aspect, being one of the most important, has several further points which emphasise the need
for the users' participation in the development of the system and, therefore; are worth mentioning
explicitly:
- user friendliness, usability of the CSS;
- ease in maintenance and trouble shooting;
- completeness of informat ion processed and displayed;
- proper grouping of displayed information;
- matching of the system with the intelligence and ability of the user;
- proper positioning of the system.

Positive attitude towards and acceptance of the CSS: In several instances in the above
discussions, this question has repeatedly emerged. It is worthwhile to mention this aspect in
specific, since the attitude of the operators towards the system has a definitive role in the
acceptance of the system that is almost independent of its technical merits. The quotation above
from IAEA-TECDOC-549 also applies here. Another component of this argument is that
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operators tend to show a conservative approach to new developments, i.e., they prefer to keep the
tools they are used to and accept new devices with reluctance.

Transparency of the system, understanding by the users: Although it is obvious why it is so
important that the users acquire a good understanding of the system they are to use, one more
indirect argument warrants mentioning. Namely, when the proper operation of a plant is
investigated in the framework of an Operational Safety Review Team (OSART) mission, this
aspect is thoroughly investigated. As it is described in the guidance for Operational Safety Review
Teams (IAEA-TECDOC-561, [7]), the following "Questions to be answered by the CSS users"
shall be investigated:

- describe the used computer applications!
- how do you know that the obtained information is correct?
- is the information presented in a useful format?
- is the system easy to use?
- is your feedback handled in an effective way?
- do you have enough CRTs?"

As also seen from the questions above, other aspects listed previously seem important from
OSARTs point-of-view as well.

Better understanding of the human factor and human performance: This is a problem discussed
with increasing frequency by system designers and analysts. The importance of this aspect has
been emphasised by the well known nuclear accidents. Any newly developed CSS must comply
with requirements related to human factors and this can only be realised with the participation of
the user. This is well characterized by the statements in IAEA-TECDOC-668 [8] as:

"Optimum human performance within a system can only be claimed if the technology designer
has matched the task assigned to the operator closely with his inherent and acquired
capabilities ".

Although this section was intended to summarise answers to the question "Why?", the answers
in most cases also suggest answers to the question "How?". The answers to the latter question will be
expounded in detail in the sections below.

4.1.2. Persons involved in various systems

This section answers the question: "Who should be involved in which development?"

Because of the diversity of the computerized support systems and also because of the variety of
the possible users, this is an interesting and important question. To facilitate answering it, the
classification of computerized operator support systems, as defined by the control room design experts
at the 1991 UNEPEDE congress in Copenhagen [4], was accepted with slight modification by the
consulting group on CSS database. Using this classification scheme, the following CSSs are in
existence:

(1) Task oriented displays
(2) Intelligent alarm handling
(3) Early fault detection and diagnosis
(4) Safety function monitoring
(5) Computerized operational procedure presentation
(6) Computation of plant, system and component efficiency and performance
(7) Computation of reactor core performance
(8) Vibration monitoring and analysis
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(9) Loose part monitoring
(10) Materials stress monitoring
(11) Radiation release monitoring
(12) Maintenance support.

Short definitions of these classes are also given in Ref. [4].

In relationship to the various roles the representatives of the end user may play, it is important
to note that differences exist amongst the various utilities in their control room personnel, technical
support personnel, safety and crisis management personnel and probably in many other respects.
Therefore, it would be difficult to define a complete list of roles generally valid in all countries and in
all utilities. Hence, this discussion will restrict itself to those roles which (or similar to which) are
presumably present in every power plant and also cover the most important activities that may have
relevance from the point of view of CSS development and installation. These are:

(1) Operators
(2) Shift supervisor
(3) Plant engineer, physicist, thermohydraulics expert, etc.
(4) Administrative staff member
(5) Manager
(6) Maintenance crew member.

Taking into account their particular experiences, a group of experts, contributing to the
compilation of the present document, expressed their views whether the given representatives (i.e., those
characterized by one of the roles a. through f.) should be involved in the development of the given types
of CSS (those listed under 1. through 12. above) with a yes-or-no answer. The result of this "voting" is
summarized in Table HI. A high value denotes a firmer necessity of involvement. The highest possible
value (definite need of participation) is 7, the lowest possible value (involvement is not necessary) is
zero.

TABLE ffl. PARTICIPATION OF THE END USER'S
REPRESENTATIVES IN VARIOUS CSS DEVELOPMENTS

/
2
3
4
S
6
7
8
9
10
11
12

a
1
1
6
6
7
7
6
1
2
0
2
0

b
7
7
7
7
7
7
7
2
6
1
4
0

c
1
6
6
6
6
6
6
6
6
6
6
1

d
0
0
0
0
0
1
0
0
0
0
0
6

e
0
0
1
5
4
2
0
0
0
0
6
5

/
7
2
7
0
1
1
0
5
3
4
2
7

The unanimous items, that is those with definitely high (7 or 6) or low (0 or 1) values do need
not be discussed. Certain discussion is needed in case of the less definite cases. Ambiguity in these
cases is mainly due to the differences in the roles of the various CSSs and of the various working
groups and responsibilities at different sites or in different countries. Thus the contributing experts
mention in a number of cases that the maintenance staff (f) shall also be involved in vibration, loose
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parts, material stress and radiation release monitoring (8 - 11). Similarly, in certain sites the shift
supervisor (b) is also to be involved in case of vibration (8 & 11) and radiation monitoring. The role of
management (e) is also ambiguous in the handling of safety function monitoring (4), computerized
procedure handling (5) and efficiency and performance calculations (6). An interesting aspect has been
raised in connection with the role of the administrative staff, should they be involved in the calculation
of efficiency and performance since they take part in the respective reporting activity? In conclusion,
Table m, in most cases, well defines the importance (or lack of need) of the participation of the end
user in the various CSS developments. There are ambiguities in certain cases, reflecting the variety of
the local approaches. However, the question in these cases can be easily answered based on the
knowledge of the specific project.

A more detailed approach to this question should define priorities among the possible involved
persons/roles and the sequence order of their interaction with the CSS development. Another question
is the extent and timing of the participation of the end user representatives which is addressed in the
next section.

Two more aspects concerning the question "Who?" should be mentioned here. One is that in
the development of sophisticated systems, involvement of several representatives of the end user is
necessary for very different roles. For example, engineers, physicists and other qualified experts should
take part in the design and development of the underlying calculation and processing procedures,
whereas operators are to be initiated in the elaboration of display and interactive components. In
addition, the introduction of certain systems may result in the modification of operational rules or safety
regulations, which may lead to the involvement of the management and regulatory authorities even at
the early design phase.

Another aspect raises an interesting question, who should be involved in the design and
development of systems which are meant to take over certain activities from the users? The answer is
not trivial and would perhaps merit some discussion and reflections. Offhand one would say that the
users affected should certainly be interviewed about the role importance and practical use of the
function to be computerized. It may be equally important to include into the development procedure the
person who is in charge of the supervision of the activity/function of the user. Finally management
staff, and perhaps human factors experts, should also be consulted about the need for a limited active
role of the user in the procedure to keep the user attentive or/and interested.

4.1.3. Timing and extent

The question to be answered here is "When and how should the end user be involved?"

As a first approximation, an attempt is made to give an overall estimate on how much the
representatives of the user shall take part in the various phases of the development of an CSS. For that
purpose five categories for the measure of the participation (involvement) have been proposed. They
are:

(1)
(2)
(3)
(4)
(5)

Negligible/none
Minor
Moderate
Important
Decisive.

The phases of a CSS development with the respective estimated importance of the user's
participation, as represented by numbers referring to the categories as above, are listed in Table IY.
The letters in the third column refer to the manner of participation of the user in the development as
defined in Table IV. The manner of participation is discussed more thoroughly latter in this section.
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5
5
4
3
2
2
2/3
3
4
5

J
J
R
R

(T)
R
J
R
J

(J)

TABLE IV. EXTENT AND QUALITY OF THE END USER'S PARTICIPATION IN VARIOUS
PHASES OF AN CSS DEVELOPMENT
(R stands for review, J for joint work, T for team member)

Definition of the problem and requirements
Functional specification
Technical specification/system planning
Detailed planning
Developing work
Verification and validation
Implementation/installation
Testing (in-house and acceptance)
Training
Operation

The possibility of the end user's participation in the developer's team depends on local policy
and on the expertise available. If possible it is recommended.

The list shown in Table IV gives the phases of a CSS development essentially in chronological
order. It is apparent from the table above, that the involvement of the end user is very important at the
early and terminating phases of the project and is less pronounced in between. Naturally, in specific
cases, deviations may very well occur from the above general scheme.

It is important, nevertheless, to point to the danger of the above tendency. Namely, if the end
user is only involved at the beginning and at the end of the development of a CSS, then the user may
face the problem of realising too late that certain features or services are not complying with the
requirements (e.g., due to improper specification, understanding or implementation). This danger may
be overcame either by participation in the intermediate phases of the development or by using specific
development methods. One is the so called "incremental prototype method", where the software is
developed cyclically in several phases with repeated testing periods.

It is perhaps necessary to stress once more the uttermost importance of the user's participation
in the design work. One aspect, the acceptance and positive attitude resulting from the involvement in
the planning work, has already been emphasised. Other important reasons such as data delivery,
determination of the human-machine interface, and the understanding of the system by the user have
been mentioned above. Further indications to this are illustrated by quotations from other IAEA
documents. Thus [1] warns that:

"CODA design needs to be sufficiently comprehensive such that the content and form of the
information presented is appropriate for different needs of various decision makers".

Plant managers, designers, specialists, and regulatory authorities are mentioned explicitly in
this report. Whereas in IAEA-TECDOC-565 [9], which gives a compilation of control rooms and
human-machine interfaces in various power plants, it is pointed out that:

"The task analysis preceding the design work must go beyond the observable task structure and must
address the cognitive tasks an operator must carry out to control the NPP".

This source also states:

"Data available on existing systems reflect that such a task analysis is not yet a common practice ".

44



Another area gaining importance for the end user is the validation and verification of both the
functional requirements and the realised software system.

The final question to be answered here is, "In what form should the users' representatives take
part in the various development phases?". Essentially there are the following three possibilities:

- Independent review of the materials submitted by the developer (denoted by R in Table IV)
- Joint work with the developer's team (denoted by J)
- Working as members of the developer's team (denoted by T).

In many cases the form of co-operation is determined not only by the technical needs and
rationality but also by the fact that the developer and the end user are in a contractual relationship and,
therefore; economical and financial aspects will also play role. Neglecting for the moment this fact, the
suggested participation forms are listed in Table IY. It is apparent that independent review of the
supplier's work by the user (R) is preferred, if possible, and that working in the developer's team (T)
does not seem too effective.

Two specific activities within the development procedure described in Table IY are worthy of
mentioning. One is the data delivery which is an activity of primary importance in most CSS
developments. It is usually done almost exclusively by the end user and is reviewed by the developer.
The other is the documentation which is often written without the participation or review of the end
user, although it certainly should be adapted to the potential readers' education and ability.

One more reflection needs to be made here. Lack of proper participation of the end user in the
development of an CSS can somewhat be compensated for by installing the system first on a training
simulator. On one hand, this may give an opportunity to make changes in the system according to the
suggestions by the user prior to the final installation at the plant. On the other hand, practice at the
simulator may enhance the user's acceptance of the CSS [9].

4.2. TRAINING FOR EFFICIENT UTILIZATION OF CSSs

Computerized support systems, particularly those implemented in the NPP control room,
provide users with higher level information enabling them to make important decisions often under
abnormal operational conditions. These decisions may have an impact on reliable and safe plant
operation. Therefore, in order to ensure correct and efficient CSS utilization, special training of users
is needed.

Qualified and competent personnel is of vital importance to reliable and safe operation of
nuclear power plants. To ensure these personnel exist, the thorough training of necessary specialists is
organised by plant utility managements.

Plant personnel training has a long tradition in the nuclear power industry and, in this field,
considerable experience on the international level has been gathered throughout the years. This
experience has been largely exploited for the development and implementation of the method of
systematic approach to training [10].

Increasing requirements for training quality and productivity bring about pressure on training
process development in all of its domains. In this the progress in digital technology is playing an
important role. Increasing computing power and progress in software technology have created
conditions for further instructional process automation. So called Intelligent Training Systems are
appearing more and more frequently as an alternative to the currently utilized instructional strategies.
The impact of rapid progress in digital technology is obvious in training tools and equipment
development. Particularly important have been achievements in simulation software and simulator
technology.
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Training has to be organised in such a way that it not only makes users perfectly acquainted
with the CSS itself, its interface, structure, functions, and operation, but also that it allows them to
obtain as much experience as possible with the system utilization.

In the following sections, some of the factors and activities of training for the utilization of
CSSs are briefly discussed.

4.2.1. Training process programme and its principal factors

One basic goal of the CSS users training is to develop the skills necessary to perfect
communication and good command of the system, as well as to deliver sufficient knowledge about the
system functions. Another basic goal of the training is to give the users the opportunity both to gain
enough experience with the support system responses under different operational conditions and to
allow creative application of provided information to data evaluation, diagnostic conclusions, and
decision making. Usually, it is not possible to accomplish these objectives, which are sometimes rather
complex, without careful training process organization.

During recent years a lot has been done in improving the NPP personnel training both in the
training process organization and in the use of sophisticated tools such as full scope training simulators.
The international experience in this field has been accumulated and assessed by the IAEA and a

number of documents have been published in the last few years [10, 5, 12].

For the purpose of this report it is assumed that all tasks related to the conventional training of
NPP staff have been successfully fulfilled. Therefore, only the specific problems of training, imposed
by CSS implementation are considered in this document.

In principle, three main training tasks are to be considered when a new CSS is planned for
implementation at a nuclear power plant:

- CSS learning;
- CSS training;
- CSS integration training.

The first task means that the basic knowledge about the system should be delivered to the
trainee. Then, training on CSS functionality should be provided. Normally, this can be done with the
help of compact computerized training tools. The final training should be organised in the integrated
operational environment, which includes the existing HMI and control means of the NPP as well as the
information and control facilities of newly installed CSS.

As the first step, it is necessary to analyse all job activities concerning the CSS utilization in
order to identify all of the different tasks that require training. Then, analysing further each of these
tasks makes it possible to identify all skills and knowledge that is required to achieve these tasks.

After this analytical work is accomplished, it is possible to proceed with the training program
design. This activity covers performance standards specifications, training environment choices, trainee
skills and knowledge input level specifications, training goals specifications, arrangement and
organization of tests, and test specifications. This presents the basis for training lessons content
specifications.

The training process is, in principle, divided into a succession of lessons and can be looked at
as the repeated sequence of the following steps:

- instruction;
- testing;
- test evaluation;
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- re-instruction (if necessary).

4.2.1.1. Instruction

In this step, the instructional process is realised through active co-operation of the instructor
and trainees. Important influential factors for this are:

training methods;
- training materials and tools;
- training environment.

4.2.1.2. Testing

This is a very important step objective. It is used to find out whether the trainees have
mastered all of instruction content (skills, knowledge) and are capable of applying it correctly. These
tests can be written, oral or practical.

4.2.1.3. Test evaluation

This is the analysis of the tests results. This step is decisive for determining the appropriate
further continuation of the process; i.e., either new problem instruction or variation on the current
problem.

4.2.1.4. Re-instruction

This step is applied only if the analysis in the previous step reveals any deficiencies in skills
and knowledge. New explanations of the problem have to be repeated until the subject matter is
mastered.

4.2.2. Training methods, materials, tools and environment

4.2.2.1. Training methods

Training methods are techniques utilized by the instructor to accomplish the training process
(e.g., lectures, practical exercises, demonstrations, discussions, questions, excursions, etc.).

4.2.2.2. Training materials

All of the descriptive and explicit textual and graphical materials related to CSS (e.g.,
description of the system's structure, functions and interface; user's manual; diagrams; graphs;
illustrations; copies of slides and viewgraphs; etc.) as well as the appropriate choice of theoretical and
technical literature make up the training materials.

4.2.2.3. Training tools

a) Audio-visual tools.
This is a group of a great number of useful tools which are very frequently utilized in

instruction for intuitive demonstrations and as support for the application.

b) Computer-based training.
Small computer-based systems are commonly used to complement conventional instructional

programs. They are designed for self-paced training. They are based on basic principles and
implemented as part task trainers. These systems follow the strategy of "drill and practice". They are
autonomous so that enable individual studying. Trainee performance is automatically tested in these
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systems. For the most commonly developed CSSs, this type of training tool is the most appropriate one
for implementing the CSS training task.

Due to the advances in Artificial Intelligence (AI) software development and the rapidly
decreasing price of computing power, Intelligent Tutoring Systems have recently begun to be more and
more attractive. Intelligent Computer-Aided Instruction (ICAI) systems are model-based systems and
usually consist of a student/user-model, tutor-model, and knowledge/domain-model. This type of
system is capable of automatically evaluating the user input knowledge of the problem and
systematically, step by step, instructing the user by means of text-based and/or model-based
instructions, testing user, analysing user's test results, and eventually reinstructing the user. According
to the user's achievements and progress, the system can change the instructional process strategy. A
major advantage of this is that the whole instructional process can be performed individually
(practically without an instructor) on autonomous hardware (e.g., two workstations, one for the tutoring
system and the other for the simulation model) [11, 13-19]. Autonomy of these systems makes it
possible to place them practically in any environment.

Considering the CSS characteristics (computer-based, often with a similar architecture as
ICAI), the use of ICAI in training for CSSs has an obvious advantage [13, .14].

As a suitable training tool, for training and retraining, a duplicate of the CSS coupled with
a convenient generator of scenarios or a simulation model can be utilized.

4.2.2.4. Training environment

Frequently used environments for training are:

classroom;

- self-study;
- laboratory, workshop;
- on-the-job training;
- training simulator.

Due to the character of CSSs, all of these environments are considered to be of great use for
the training for CSS utilization. Choice of the appropriate environment depends on the training
objectives, training methods, materials, tools, and the instructional process objectives.

A particularly important training environment is the training simulator. In the field of NPPs,
personnel training simulators have been used almost from the beginning as a powerful tool for efficient
training of necessary skills, and knowledge. They have been largely used in all phases of the
instructional process; i.e., in basic principles explanation (basic principles simulators), specific
functions explanation (functional or partial simulators), and full operating range training (full scope
simulators with the replica of the control room, multi-functional simulators).

Due to the progress in digital technology (i.e., software development and rapidly the decreasing
price of computers), simulation techniques have recently undergone a tremendous evolution. At the
present time, powerful real-time plant simulation codes are available that are capable of simulating
long-term post-accident processes, as well as normal transients and operating modes. Modern training
simulators supported with such codes are used for post-accident training. Some are equipped with
tutorials, making it possible to visualize thermo-hydraulic processes in plant vital components. [20]

The need for the utilization of simulators for CSS training is evident. A duplicate of the CSS
connected to a simulation model would be of great use practically during the whole training process.
For some CSSs, particularly those designed for control room operator support, their incorporation into
the mock-up control room is desirable.
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The CSS introduction into the full scope simulator control room is a good way for testing the
CSS integration into an environment similar to reality. It is also a good approach for the validation of
the CSS. Another advantage of the simulator is that it enables the instructor to manipulate the plant, to
select and activate a wide range of process disturbances and component failures, and that it is equipped
such that the trainee performance can be monitored, checked and evaluated.

4.2.3. Planning of training for CSS utilization

Planning of training for a specific CSS covers the elaboration of the detailed plan for all
lessons in the course of the whole training cycle. It has to start from a carefully designed training
program carried out on the basis of careful job activities analysis, training tasks identification, training
tasks analysis, training goals specification, demanded performance standards specification, training
environment specification, test elaboration, and trainee knowledge input level specification.

Presented here, on a general level only, is a draft of the planning of the training for CSS
utilization.

Considering the character of CSS as a computer-based advisory system, it is possible to plan
the training process realization in two principal phases. The first phase is where the training is aimed at
the training of skills necessary for working in the computerized environment and for learning the basic
knowledge about the system and its function. The second phase is where the training is aimed at the
perfect mastering of all system functions and their application to diagnostics and decision making.

From the lessons in the first phase, the trainees should master:

- basic skills and knowledge for working with computers/work stations;
system structure and interfaces;
specific conventions, symbols and displays used;

- basic concept of system functions;
if need be, technical and theoretical knowledge necessary to comprehend system functions;

- all display formats for normal plant operation, abnormal conditions and emergency conditions.

In this phase, which has a majority of textual and graphical information, training can be
performed mostly as classroom training (i.e., lectures, discussions, demonstrations, etc.) supported by
texts, graphs, figures, slides, viewgraphs, video, and/or computer-based training. Practical exercises on
a duplicate of the system, coupled with a generator of scenarios or a simulation model, are desirable.
Excursions could be helpful. Transition to higher level lessons can be done only after trainees have
proved that they have acquired the necessary knowledge of the current problem.

In the second phase, the objective will be:

to reinforce trainee skills and knowledge learned and developed in the previous phase;
to familiarise the trainee with the CSS's functions;

- to familiarise the trainee with system boundaries; i.e., limits of validity of the information
provided by the CSS;
to establish and gradually enlarge trainee knowledge of the CSS's behaviour and responses under
different conditions;
to enlarge the trainee's experience in handling the different operational situations for which the
CSS is designed;
to demonstrate, exhaustively, the differences in handling operational situations under normal,
abnormal, and accident (if relevant) conditions with and without the support of the CSS.

In this phase, model-based information will dominate. As for training environment, all of them
can be utilized. The most frequently used training methods will be demonstrations, practice, practical

49



exercises, discussions, excursion, and role playing. For training tools, simulation, computer-based
training, and a duplicate of the CSS will probably be of great use.

For CSS utilized by the control room operators, the final stage of the training process should be
performed on a training simulator (i.e., incorporation of the CSS into the mock-up control room).

Planing of the training process for a specific CSS and a specific NPP will significantly depend
on the CSS characteristics and actual training conditions, i.e., existence of training centre, training
centre equipment, conditions for on-site training, etc.

4.3. CSS INFLUENCE TO THE BASIC EDUCATION OF THE OPERATOR

Human factors is an important consideration influencing the training process. Training, its
scope and program, is affected by the operators' individual qualities, their background, experience and
age. College and the university education complemented with basic education and training for
professional qualification provides the operator with a profound knowledge of physical principles
underlying the power generation process in nuclear power plants, in-depth familiarization with all of the
plant systems, design characteristics and operating and emergency procedures, and adequate experience
necessary to supervise and control the plant under normal, abnormal and emergency conditions [20].
However, since the introduction of the CSS is a conceptual stepwise change, which interferes with
operator's current way of thinking and behaviour, it may be necessary to provide the operator with
additional specific information, technical knowledge, and necessary skills related to the use of the CSS
such as the following [21, 22]:

general knowledge and skills for work in a computerized environment (relevant to operators not
used to working with this technology, very often this is the case of older operators);

- familiarization with the system interface, conventions, and displays;
instruction about the CSS function(s) complete with necessary theoretical background;

- instruction on techniques applied in the CSS (data processing, evaluation, and creating output
information).

Generally, it can be expected that the training of experienced operators will be easier and
quicker than that of novices but, according to the experience of CRP participants, the necessity to
"unlearn" some previously acquired habits and skills may emerge.

5. TECHNOLOGY FOR IMPLEMENTATION

5.1. REQUIREMENTS FOR TECHNIQUES AND TOOLS FOR DEVELOPING CSSs

Techniques and tools for developing CSSs are a very important part of the implementation
technology. In order to make a decision about the proper choice of techniques and tools or the need to
develop new tools, a designer has to take into account several factors which are related to the CSS's
features and its implementation technology peculiarities. The IAEA has issued a number of documents
which summarise international experience in the techniques available for CSS development. The
software industry offers a lot of tools for the development of CSS. However, there are still needs for
integration tools for system development.

5.1.1. Introduction

The design of CSSs is generally influenced by several factors including the following:

the need for an appropriate organization to support the CSS development process;
- special needs for safety, quality, V&V, licensing, human factors and economics (e.g.,

cost/benefits);
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- personnel involved in design which typically include HW/SW designers, a safety analyst, and end
user representatives (plant management staff, operator, maintenance staff, etc.).

Additional influencing factors can be found in some technology peculiarities such as:

- increasing power and memory capacity of computer and the capacity of networks for information
transmission;

- distributed computing capability;
- functional distribution;
- significant improvements in basic systems software;
- fault tolerant architecture;
- open systems communication architecture to facilitate the integration of systems and the ability to

utilize equipment from various vendors;
- advanced human-machine interface technology (high density display, large scale display , voice

recognition system, etc.).

As a consequence, there is a need for techniques and tools that make the design process more
consistent. In this regard, typical areas where tools are required to improve the design process can be
seen in the following:

- configuration control;
- design verification by technical reviews;
- prototyping;
- simulation;

special analyses (PSA, cause consequence analyses, FMEA, etc.).

Although several tools are commercially available to support most of the above areas to some
level, presently no single tool exists that may be applied to all the phases of the design process. In
addition, many of the tools presently available are prototypes without adequate documentation for
general use in nuclear applications. Also, few personnel experienced in the use of these tools are
available, so that the attempted use of new advanced tools may actually increase the cost of the design.

To select an appropriate set of tools, the following should be considered:

programming language;
adaptability to pre-existing available tools;

- portability to the host and target environment;
- the experience of the designers with the tool;

tools should be user oriented and easy to use;
tools should provide repeatability;
tools should facilitate configuration control;
tools should contain adequate diagnostic aids to help to identify errors quickly;

- tools should minimise manual analysis to interpret the results;
tools should allow verification of compliance with standards requirements;

- tools should provide the possibility to support several design versions.

The following sections give a brief overview of the most widely available techniques and tools.

5.1.2. Tools to assist the designer in specific analyses of the system

Typically, tools falling in this area are those that help the designer to perform systematic
analyses to evaluate the probability of the occurrence of certain critical failures. Examples of these
tools are Cause-Consequence analyses, PSA, FMEA, FTA, Markov modeling, etc. Most of these
analyses can be effectively performed with computer support.
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5.1.3. Development environments

Development environments are integrated tools to support software development. Although
detailed analyses on software development methods is reported in section 6, some of the basic principles
are summarized here. These software development methods are generally divided into two broad
categories: systematic methods and formal methods.

Systematic methods allow the design team to develop the system following good engineering
practices. This is the traditional V&V methodology as referenced by several standards. To cost-
effectively implement the V&V concepts, automatic tools can be used. Typical examples of tools
falling in this category are the CASE toolkits developed to impose a disciplined approach to the design,
to allow automatic support during the requirement and specification phases, and to ensure an
appropriate configuration control process.

Generally in software design, different design phases (e.g., specification design and coding) are
expressed in different languages. In particular, the systematic methods mentioned above require that
only the coding phase should make use of a formally defined language. Typical languages used for the
specification and the design phases are informal such as diagrams, lists, tables, natural language, etc.

Formal methods provide a means to describe the system in a more formal way. This
description then can be subjected to mathematical analysis to detect errors and inconsistencies or to
verify some specific features of the system. Typical examples of formal methods (supported by tools)
are:

- Petri Nets methods to identify control flow anomalies;
specification methods (e.g., VDM Vienna development Methods and Z).

Typical tools in this area allow the execution of subsets of the specifications and the simulation
of the system behaviour with appropriate animation of the requirements to detect design errors at an
early stage.

Prototyping is an iterative method to develop systems when requirements need to be refined.
Automatic tools can be developed to support this methodology allowing the designer to exercise the
system by testing specific subsystems and requirements. In these cases, the tools should support the
design of prototypes having subsystems defined at different levels of refinement.

5.1.4. Methods and tools to assist in the system testing and in the system verification

Listed here are some typical analyses and tests that can be performed during the verification of
a system with the support of automatic tools:

- standard conformance checks;
- program proof checkers;
- static and dynamics analyses;
- measurement of specific attributes of the system (e.g., structural complexity, reliability, accuracy,

etc.);
- testing;
- test coverage measurements;
- requirements tracing.
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5.1.5. Methods and tools to assist the validation

System validation is conducted to demonstrate that all the system is accurately performing its
intended function. In this regard, the major objectives of a system validation tool can be summarized
as:

- to create an effective set of tests;
- to create an efficient test environment;
- to help the testing team to manage test data;
- to support the testing team in evaluating the test results.

The most common tool to support the system validation is a simulator to validate the final
system. In the case of a system performing critical functions, the simulator should be required to
operate in real time and to analyse all available responses from the system.

5.1.6. Tools to assist project management

There are many computerized tools which can be used for managing the CSS design process.
Usually, these tools support all types of management activities including planning, schedule cross-
checking, manpower distributing, documenting, etc. It is important to emphasise that these tools have
to support the manager's activities related to confirmation of the system components design
requirements, confirmation of requirements and proposed design solutions, and confirmation that
standards requirements will be met. These tools have to support consistently several design solutions.

5.1.7. Techniques and tools for functions design

The design of the CSS's functions usually starts with the development of the user's
requirements and finishes with V&V of the functions. The techniques applying to the design of the
CSS's functions which can be used are described in the publication DEC 964 "Design for Control Room
of Nuclear Power Plant" and in the IAEA-TECDOC-812 "Control Room Systems Design for Nuclear
Power Plants" [23, 24], These techniques which cover the main aspects of the function design activities
are the following:

- functional analysis;
- functional assignment;
- V&V of functional assignment;
- job analysis;
- job planning;
- workload assessment.

These techniques are highly recommended for the development of a CSS for use by NPP
operators.

5.1.8. Techniques and tools for human-machine interface design

Human-machine design is very important for successful CSS implementation and operation.
Detailed techniques for human-machine interface design are described in [23, 24]. It is desirable to
determine and comply with a set of unified requirements for HMI for all plant I&C systems, especially
those installed in the main control room. This makes the systems easier to use and removes potential
confusing caused by different HMI designs especially under stressful conditions. Compliance with
existing HMI principles, as well as with ergonomic standards requirements are important.
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5.2. INFRASTRUCTURE REQUIREMENTS TO SUPPORT INCREMENTAL UPGRADES IN
EXISTING PLANTS

There is growing pressure to collect and utilize increasing amounts of data in nuclear power
plants. This requires the enhancement of the performance of information and computing systems. This
growing pressure is due to the rising demands on safety, reliability and efficiency in the operation of the
plants. It is also due to the ever-expanding availability of advanced instrumentation and computer-
based systems and their increasing role in the management and control of nuclear systems.

While the newest nuclear power plant designs include computer support systems that rely on
massive data handling, computing resources, and advanced communications media; most of the NPPs
now in operation are remarkably behind their present needs, and the technical possibilities, in terms of
infrastructure support for information and control management. Generally it is not possible, mainly for
economic reasons, to change completely the entire instrumentation and control infrastructure of a
nuclear power plant at once. Some systems might be retained and perhaps backfitted, that is
complemented or empowered by new techniques or components. Many others must be replaced and
new ones must be added, in an economic way.

In existing plants, the efficient development and deployment of computerized support systems
are strongly limited by infrastructure deficiencies. The incremental upgrading of instrumentation and
control hardware, the computer environment, and the communication networks along with the design of
an adequate information management policy offer major opportunities for making more efficient CSSs
possible.

5.2.1. Infrastructure needs for computer support systems

The computer-based systems that support the operation of nuclear power plants are developing
rapidly with an ever increasing scope of supported tasks. Computer-based systems impact all plant
activities including: operations monitoring and control (mainly done in control room through on-line,
real time tasks), operations work outside the main control room, engineering work (e.g., performance
records and reports, surveillance testing, analysis of reliability, availability, and maintainability), and
plant engineering and management (e.g., plant analysis, maintenance, material control, work
management, waste management, and quality control). From the variety of activities and tasks
involved, and considering the potential of today's technology, there results several main infrastructure
requirements for better human operation and CSS suitability. These include the following:

- the need for an increased availability of plant information (e.g., increased amount of on-line data,
feedback of human actions for system interaction and archiving, more component surveillance
devices, more historical archives and trend evaluations);

- the necessity of more reliable and accurate signals, allowing support to operators in critical
monitoring and control tasks, better data elaboration, model building, etc.;

- communication between I&C equipment and computing devices must be easy and timely, which
makes data logging and display more efficient, and allows real-time and faster-than-real-time
analysis for diagnostics, model-simulation and prognosis;

- a massive storage capacity is needed to store plant data;
- off-line data for analysis must be updated, consistent, and accurate;
- data must be available in widely dispersed working sites for diverse tasks, with retrieval that is easy

and timely;
- security and priorities of access to data for critical applications are to be guaranteed;
- software tools should be available for use throughout the different computer systems and be able to

co-operate in diverse functions;
- human-machine interface characteristics should support decreasing work load and avoiding errors;
- human-machine interface characteristics should support reduced training requirements.
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5.2.2. Background

Newly designed nuclear power plants are incorporating modem I&C and computer systems and
integrating them through communication networks. At the same time, it is estimated that a plant-
specific I&C system is superseded by a new one after about 10 years. For critical, nuclear-qualified
systems, this period can be extended to about 25 years, taking into account the effort needed for the
development and licensing of a new line of I&C equipment [25]. In many operating NPPs, the existing
I&C infrastructure suffers from the ageing of the components and obsolescence accentuated by the fast
development of computing and electronic technologies.

Due to ageing of components and obsolescence issues, several problems arise today in many
nuclear power plants. These problems are considered in the subsequent sections.

5.2.2.1. Instrumentation and control equipment.

In many cases the I&C equipment, which is mainly the analog, is becoming obsolete and/or
their is a lack of vendor support. This results in:

- inefficient and/or expensive maintenance;
- larger inventories of spare parts to compensate for the lack of current availability from suppliers;
- incomplete inventories of spare parts;

insufficient or lack of communication between older analog systems and other I&C and computing
systems.

5.2.2.2. Computer systems

Computer hardware suffers from the same difficulties. When computing systems are designed
on an individual project basis, software characteristics, requirements for compatibility between
systems, and capabilities for communication with other systems are not considered; or these
requirements are ignored due to budget limitations. Not considering these leads to the following:

- isolation between systems that should share data, cross-check results, or complement each other's
functions,

- inconsistencies in human-machine interfaces; the lack of a consistent human-machine interface, at
least in critical control areas, often results in a higher workload, more risk during critical tasks,
and a higher training effort;

- difficulties in migrating software applications from existing computer platforms to new ones;
- difficulties and higher costs in software maintenance.

5.2.2.3. Communications

Ineffective communications throughout the plant are the consequences of successive, partial,
and unplanned interconnections of different systems. Generally the result is a plant in which there
coexist several, wrong-sized networks with dissimilar transmission media and communication protocols
that do not match. Sometimes, information resident in some computers is needed by applications run on
other computers, but it cannot be transferred to them. This forces human operators, in some cases, to
collect the data produced by one computer and enter them manually into another one. Sometimes, to
interconnect isolated systems, it is necessary to make extensive changes in the individual systems and
networks, or else many devices must be added (e.g., gateways, routers) to convert the protocols with
considerable effort and cost. Also as a consequence of the evolution of information traffic in the plant,
networks may become saturated. Many times this is due to:

- traffic requirements have been improperly estimated;
- network characteristics and capacity have been incorrectly chosen (it should be remembered that

achievable bandwidth is always far below the theoretical value);
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- network architecture is not suitable, local traffic is not well confined and/or a suitable hierarchy
between network levels is lacking, and excessive traffic has resulted from superposition of diverse
data routes.

5.2.2.4. Plant information

Problems in obtaining the right plant information efficiently in the right place and in the right
time for disparate tasks exist in many nuclear power plants. Established criteria for consistent data
logging, knowledge representation and information presentation features are not developed, or are
incomplete. All of this can lead to:

- inconsistencies in data contained in diverse documents (e.g., drawings, procedures, specifications)
and also between documentation and plant equipment;

- duplicated functions and sources of information;
- information in documents that is wrong or obsolete;
- documentation updated with considerable time lags;
- information retrieval that is inefficient or slow.

Efforts to upgrade the I&C and communications infrastructure are often performed in
incremental steps. Generally this is done without an overall modernisation plan in mind so that the
upgrades lead to only partial and short-lived benefits. With these I&C and computer systems added in
a non-integrated manner, serious difficulties result in their capacity to operate together and to be
properly maintained. Therefore, the overall performance and efficiency suffers with detrimental effects
on operation and maintenance costs.

5.2.3. Desired requirements

The requirements for the upgrading of the infrastructure needed to support CSS implementation
should take into account the general strategy of modernizing the I&C and communication systems as
needed and, at the same time, cost-effectively keeping the remaining equipment operative.

5.2.3.1. Digital systems

The number of digital signals have been increasing dramatically in the new NPPs as illustrated
by the new German and French designs [26]. Digital capabilities of the modern control room impact
the applicability of the CSS. A digital control room makes it easier to increase the automation level of
the plant and support a supervisory role in the operator than does an analog conventional control room
[27].

Digital systems do not suffer from age-induced drift and automatic self-testing is feasible.
Therefore, human intervention in calibration and maintenance tasks is not as frequent and the likelihood
of human error is less [28]. Digital controllers, programmable logic controllers, monitoring devices,
data acquisition equipment, process computers, and workstations provide more accurate signals, faster
communication and processing, more sophisticated algorithms and more efficient HMI that allow better
monitoring and control performance.

The main difficulty in accomplishing a massive replacement of new digital units for the old
equipment, is the relative high cost involved in the development and implementation of these high
quality systems. These systems have strict requirements in terms of reliability, redundancy, fault-
tolerance, etc. Most demanding are the requirements for verification and validation of the software,
especially for the development of digital reactor safety systems [29]. Although digital for analog
substitution is progressing, it is still not clear that all of the analog systems will ever be totally replaced,
first for economic reasons, but also, due to criteria of technical diversity imposed in some areas for
safety reasons [29]. It is expected then, that modem I&C technology in NPPs will evolve towards a
strongly digital, but still hybrid profile.
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5.2.3.2. Communications and computing architecture

To take full advantage of the high potential capacity of modem digital systems, and still keep
the remaining digital and analog equipment fully operative, they must all be integrated in a common
communication structure and computing environment.

In each of the newest NPP types, the vendor has designed a communication architecture that is
normally composed of several buses and local area networks. Each of these networks is operated
through protocols that rule the communication exchange between devices and between the human and
machine (for examples see [30]). These architectures fulfil the main communication needs of tasks in
the operation, engineering, management and maintenance fields of the plant. Different tasks could be
distinguished according to the requirements of traffic volume, timing, access priority, etc. These tasks
include: monitoring and control, modeling and simulation, work management, records management and
dosimetry [31].

The main characteristics of these network architectures are:

- the distribution of the I&C systems in distinct layers for different tasks, such as data acquisition
and command, control, protection, information and data processing and HMI provides:

- separation required for different tasks and working sites,
- isolation to prevent fault propagation and data traffic jamming,
- hierarchy of access and security for data handling in critical applications;
- links between networks or layers to allow integration of every system and redundancy of paths for

assured access to critical information;
- protocols define the communications of each network in a way suitable to its particular

requirements, e.g., dialogue conditions, addressing of devices, traffic characteristics, timing and
bandwidth requirements.

To upgrade the I&C of a particular plant in operation, the network architecture to be adopted
must integrate the existing equipment and must support the proprietary protocols still in use. The
flexibility needed to make new equipment work together with the old one, will depend as much on the
characteristics of the new devices, as on the network architectural features.

An upgrade plan should start with a sound review of the present state of the plant I&C and fix
a sensible goal for the future state (i.e., which I&C devices are to be replaced and how the whole
system should look in the future). As a migration path to achieve the desired final state, a plan must be
adopted for the successive integration of upgraded devices. If the selection of the network architecture
has been adequate, the integration should be easy and cost-effective. Each upgrade step, for example
the addition of a new computer support system, could be done by the simple addition of a new node to
the network. Each deployment should then contribute to the final goal of achieving a open structure
[31, 32, 33]. A methodology for developing this type of architecture plan is given in section 5.3.3.1.

5.2.3.3. Computing environment

Together with the selection of the network architecture, the upgrade plan should also attempt to
achieve standardization, up to a certain degree, of the computer hardware, software, and the display and
dialogue features of the human-machine interface. This is needed to provide an integrated, distributed,
flexible, computing environment, based on an open-systems architecture [34]. This environment will
support easy access and use of disparate information from distributed sources, and the integration of
functions of a variety of I&C modules and software applications. These operational requirements can
be fulfilled by an environment characterized by:
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- interoperability, which is the capacity of allowing the intercommunication and interaction of
devices and software applications with each other, even if they reside on different computer
platforms;

- portability, which is the capacity of software applications to be transported from one computer
platform to a different one with little effort.

Different activities of plant staff members can then be supported for the accomplishment of
tasks in the operations, engineering, maintenance or management areas. The integration of functions,
the uniformity of access and handling procedures, and the consistency in the display and dialogue
characteristics simplify the user-system interaction. This is because:

- fewer computer terminals or display units are needed (this is specially important in control room
applications);

- data access and handling is easier;
- user errors are less likely;
- the effort to leam new applications is less.

5.2.3.4. Information systems

To solve the inefficiencies in the generation, maintenance, retrieval and use of plant
information, it is necessary to develop and implement a set of tools and procedures. A general plan for
information management identifies the main lines of action and responsibilities for report generation,
control, evaluation and change. Detailed methods and procedures should be followed for each task.
Technical aspects related to information sources and storage can be developed for more complete and
economic use of plant information. This will support, for example, normalization of database structure,
methods of access, data manipulation, information conversion (e.g., from drawings to data files), and
knowledge representation methods.

As the magnitude and abstraction level of information rise, the degree and scope of the support
the CSSs can offer to the plant staff members in their tasks increases.

5.2.4. Recommendations for specifications

The upgrading of the I&C systems of a NPP should begin with an evaluation of the status of
the different I&C systems within the scope of the general plant upgrading. This should include the
development of a general communications and computing architecture plan.

An upgrade report evaluating the present status, the goal, the upgrade options, and the
costybenefit analysis will then determine whether an I&C system will be replaced or maintained. For
those to be retained, a comprehensive maintenance plan must be established. For those to be upgraded,
they must be specified, procured and implemented in a cost-effective way.

For developing a sensible procurement process, first a general guidelines document should be
adopted. These consist of the main specifications and quality control requirements for design,
documentation, testing, and environmental and licensing requirements within the plant. This document,
together with the upgrade report and the communication and computing architecture requirements, will
define the general functional requirements. The general functional requirements specifications will be
added to the specific requirements of the system (e.g., functional, behavioural, physical, etc.) and
additional data (e.g., from standards, industry practices, vendor information) to give the requirements to
be put into the bid specification.
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General implementation guidelines
+

Upgrade evaluation report = General functional
requirements

+ +
Comm.& Comp Arch. Specific-system = Bid specification
requirements requirements

Then, the challenge in specifying upgrades for I&C systems, is to properly combine the general
national licensing requirements, industry possibilities, vendor offers, utility plans and plant-specific
I&C goals. Methodologies to support this complete process are given in references [32, 33, 35-37].

5.3. INTEGRATION OF COMPUTERIZED SUPPORT SYSTEMS

When implementing CSSs in the control room, proper integration between the individual CSSs,
as well as between CSSs and the other control room equipment, is essential to meet the desired goals for
maintaining a high level of safety and for improving efficiency.

5.3.1. Reasons for the integration of CSSs

Integration must take place with respect to the layout of the human-machine interface to ensure
that the proper information is available, where it is needed, in a structured and easily understandable
way. Integration is also needed to support optimum operation of the plant. A well-planned plant
communications and computing architecture that supports integration of systems and information is
prerequisite to efficiently meet the requirements of imposed operation through computerized support
systems.

Integrated computer systems, including the plant process computer, support more
comprehensive and sophisticated monitoring capabilities and assure the merging of dynamic plant
monitoring information systems with other aspects of information management (such as electronic
document management, automated procedures and plant equipment databases). Integrated systems also
support the communication of real time plant information to off-site personnel for dispatch or
monitoring functions. Integration of operation, engineering and maintenance information is becoming
increasingly important.

As tasks become more complex and demanding involving large numbers of subsystem
interrelationships, there are more risks and more chances for human errors. Therefore; reliable,
integrated information presented in a useful manner is a critical element for enhancing safety,
protecting the nuclear utility's capital investment and for increasing availability, reliability, and
productivity. Integrated systems with integrated information access can perform more effectively to
increase productivity and enhance safety. This is being done through both upgraded functionality,
which is possible with the introduction of digital technology, and improved human factors designs.
Integration of systems and information sources also supports the elimination of unnecessary duplication
of functionality and information.

In the past, most nuclear power plants have become automated and computerized through
evolution rather than overall system planning. That is, each new system was looked on as a separate
problem, without analysing the interactions of interrelated plant systems. Problems resulting from the
evolution of non integrated systems are having a serious effect on the performance, connectivity and
maintainability of these systems as well as causing duplication of effort. This lack of an integrated
approach has led to isolated islands of computing, duplication of information and functionality,
inconsistent human-machine interfaces, inefficient and incompatible network protocols, and a lack of
interoperability of systems and interchangeability of equipment. In order to minimise these problems,
an integrated approach to plant upgrades is necessary. This approach builds on integrated plant
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communications and computing architecture activities that provide the mechanism for integrating CSSs
and for facilitating common interfaces between the human and the machine. A long-term strategic plan
for upgrading systems will guide the evolution of the plant communications and computing architecture
as upgrades are performed. This integrated approach will allow the situation where:

Each CSS will be able to communicate effectively with other internal and external systems;
The human-machine interface of each CSS will be consistent in "look-and-feel" with the others in
the plant;

- If migration to a new platform or technology is required, each CSS will be able to be migrated
without excessive down time or a major conversion effort;
Each CSS will be able to be maintained at a more reasonable cost;
Information and functionality will not be unnecessarily duplicated.

5.3.2. Different integration approaches

Different integration approaches are needed for new plants compared to the upgrading of
existing plants. In the case of existing plants, different approaches are appropriate depending on
whether incremental upgrades or large scale upgrades are being done.

5.3.2.1. New plant designs

When new plants are designed, analyses should be done to identify the functions which are best
performed by computerized support systems. The plant design should support the integration of the
computerized support systems with other plant systems for efficient operation. The information
systems should also be designed to support integrated information and easy access to all of the
information required by the computerized support systems. The new plant design should include human
factors studies to assure the usability and usefulness of all of the systems. An integrated human-
machine interface should be developed to support integrated access to multiple systems and to provide a
common "look-and-feel" between systems.

5.3.2.2. Upgrading of existing plants

There is a strong incentive for extending the lifetime of existing plants as far as possible from a
safety and efficiency point of view. This means, however, that the plant has to go through phases of
improvement, partly because the old technology is no longer available, partly because new technology
offers important advantages. Plant modifications are clearly reflected also in the revisions of control
rooms, plant systems, and in the implementation of new CSSs [26, 36, 37].

Two different approaches to the control room upgrading plant systems may be seen. One is a
gradual, stepwise approach where changes are introduced over a long period. The other is to perform
one or a very limited number of extensive upgrades. Pros and cons with the two approaches are
discussed in the following using the context of the control room as an example:

(a) Stepwise control room upgrading

This strategy has been the most prevalent up to now. New systems are added in the control
room, frequently as an addition to the existing equipment, sometimes as a replacement. These changes
may be performed without major breaks in plant operation, and are controlled in the respect that most
of the control room stays as it was. In this case only a limited amount of retraining of the operators is
required. From the human-machine interface point of view, stepwise modifications lead to a mixed
control room where similar types of information are presented and handled in very different ways. This
may put increased burden on the operator. From an overall point-of-view, gradual upgrading without
long-term planning is usually inefficient.
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It is therefore recommended, when the stepwise approach is taken, that each step is considered
as a part of a long-term plan. Furthermore, for each step to lead to the desired improvement, an
analysis should be made with respect to the efficiency of the "mixed control room" approach. This
means that an integrated approach must be taken.

(b) Major control room revisions

Today, an alternative to the stepwise control room improvement approach is being considered.
From the point-of-view that a plant, already 20-30 years old, is only halfway through its total life, a
complete control room renewal lasting for the rest of plant life might be more efficient with respect to
safety and efficiency. The disadvantages and uncertainties connected to "mixed control rooms" would
be avoided, and the maximum benefits would be gained from the new technology. Such a revolutionary
approach would, to be successful, require a detailed, top-down approach where the whole control room
philosophy was reformulated. Only in this case would the goal of making a substantial improvement in
efficiency in a short time be obtained. The disadvantage of this approach is that it requires a major
break in the plant operation and that it requires substantial resources at one time.

5.3.3. Technical aspects of the integration of CSSs

Efficient integration of CSSs requires the development of an infrastructure that will support
this integration. This infrastructure is created through the development of a plant communications and
computing architecture. This architecture should support open systems and the modular, distributed
implementation of systems.

5.3.3.1. The plant communications and computing architecture

A well planned infrastructure is necessary to allow the efficient implementation of CSSs in an
integrated manner. This integrated infrastructure allows interoperability of systems, allows for the
exchange of information, and reduces the unnecessary duplication of functionality and information. A
plan for the development of this infrastructure that will facilitate the integration of CSSs is the Plant
Communications and Computing Architecture (PCCA) Plan. A generic methodology for the creation of
the PCCA plan has been developed by the Electric Power Research Institute (EPRI) [32, 33]. The
plant communications and computing architecture provides the infrastructure for integrating systems,
for providing access to all of the plant's information sources, and for facilitating common interfaces
between the human and the machine. Utilities which plan on upgrading CSSs in the future and want to
reap the advantages from integration, will need to define their plant architecture before ordering new
systems to assure that they will all work together in the plant. The architecture interface requirements
should be included in the bid specifications for new CSSs.

A significant advantage of a well-designed plantwide network, defined by the PCCA, is
flexibility and the potential for cost-effective future system expansions or modifications. By installing a
network architecture of the proper design and capabilities, expansion of plant control, information, or
support systems can be accomplished through the addition of more nodes to the network. This is an
essential aspect for the cost-effective implementing and upgrading of CSSs. Although each utility will
have its own program for separate upgrades, the architecture implemented in the plant must provide for
expansion and must assure that new systems will work correctly with existing systems as they are
added.

The objectives of the PCCA are to improve plant efficiency and maintain safety by:

- Providing a digital information and communications infrastructure to permit the automation and
integration of plant monitoring, control, and support functions; facility management functions; and
information configuration control functions;

- Enabling plant operations, maintenance, engineering, and support staff to obtain and send correct
and current information as required to efficiently perform their duties;
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- Allowing information to be exchanged between CSSs, and between computer systems and humans;
- Allowing for communication of information across plant functional areas;
- Providing help to standardize equipment and software that prevents communication barriers and

allows efficient functional enhancements and expansions;
- Allowing interoperability of computerized systems and interchangeability of equipment;
- Providing efficient, user-friendly access to information, yet maintaining security when required;
- Providing support for common "look-and-feel" human-machine interfaces;
- Providing for configuration management of data and information;

Simplifying configuration management by reducing the sources of information that require control;
- Developing a migration strategy from proprietary protocols to open protocols;
- Enhancing communications between plant organizations and other utility organizations.

5.3.3.2. Open systems-based architectures

For reliability and operability reasons, the plant communications and computing architecture
may consist of several networks. Their information must be consistent. These networks and the
systems on them can be integrated by having them comply with an open standard that is widely
accepted. The most widely recognized open standard is the International Standards Organization 7498
Open Systems Interconnections (ISA/OSI). The plant communications and computing architecture
should have as its basis an open systems protocol, but it should also support proprietary protocols
already being used in the plant since integration of as many systems as possible is desirable. This is a
practical necessity since all systems will not be replaced at once. In fact, some systems may never be
replaced.

The nuclear power industry is in transition from proprietary systems to open systems. The
current lack of complete standards for open systems architecture will cause some design problems and
impact the schedule for support of open architectures and product development. However, some
standards are published and should be used. Other important standards are being developed and should
be used when they are completed.

5.3.3.3. Modular distributed architecture

The plant control room should become more compact and user-friendly with modern technology
to sort, concentrate, suppress, recall, display, and interface information. Utilities should identify and
assess key technologies including distributed digital controls, fiber optics for control data transfer, open
system hardware, and portable software as they relate to CSS upgrades. Safety-qualified distributed
digital systems should use modular, reusable, configurable components.

Industry standards and regulatory requirements are being developed. The standards and
regulatory requirements under consideration may change and effect the upgrades implemented in the
short term.

Implementation schemes should be evaluated for cost-effectiveness and regulatory acceptance.
Methods and guidelines to establish architectures for modular, digital plantwide control, protection, and
support systems should be developed.

5.3.4 Human aspects of the integration of CSSs

For computerized support systems to be both useful and usable, it is important to consider the
human aspects of their implementation. This includes integrating information to support access,
providing a useful human-machine interface, and addressing human factors concerns.
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5.3.4.1. Integrated plant information

The CSSs should assist the user by calling up the necessary information to understand normal
and abnormal situations and to help the user make appropriate decisions. The user should be able to
obtain the detailed information required to allow him to take appropriate actions on any plant problem.
It is essential at a nuclear power plant that the information used is correct, consistent and up-to-date.
Reliable plant information is the basis for all operational, engineering and maintenance decisions.
Many plants continue to have problems in providing all of the needed information in a timely manner
for decision making. Examples of situations that contribute to these problems include:

- Inconsistencies between the plant's as-built equipment and the procedures, manuals, drawings,
databases, etc. for that equipment;

- Inadequate or erroneous information in documents;
- Inadequate document control;
- Lack of good retrievability of information;

Time lags in updating documents;
- Lack of timely access to an-line data.

Digital technology will increase the amount of information available and, at the same time,
increase the access of that information to enhance human performance. As the introduction of a new
computerized support system normally means that more and new types of information are available,
guidance should be given on what information to display and how to display it so that it is useful and
does not add a burden to the user [38, 39].

Computerized configuration control facilities will need relational connections between as-built
plant equipment, documentation, procedures, rules, databases, and computerized applications. These
facilities will assure that all data used will be correct, consistent, and up-to-date and that all
computerized systems are working from the same set of reliable and accurate information.

5.3.4.2. The unified human-machine interface

A unified human-machine interface serves as a common interface to plant monitoring, control,
protection, support systems and data networks. It provides needed functional applications and software
services to support the activities of operation, maintenance and engineering personnel. It promotes a
standardized computing environment that meets the special needs of the nuclear power industry. These
needs are reliability, security, time-critical operation, configuration control, and effective human-
machine interaction [40]. The unified human-machine interface allows the human to interface with the
integrated plant systems by:

Presenting more complete, integrated, and reliable information to plant staff to better cope with
normal, abnormal and emergency conditions;

- Eliminating routine manpower-intensive efforts (e.g., recording, integrating and evaluating data);
- Developing tools to assist monitoring and control activities;
- Improving information availability (readily obtainable and in the proper form for all groups

requiring it);
- Presenting a common "look-and-feel" between systems.

EPRI has developed the requirements for the Plant-Window (Plant-Wide Integrated
Environment Distributed on Workstations) System (PWS). The PWS plays the role of the window that
the human has into the plant, allowing the human to interface with all of the plant systems, software,
and databases and to perform any required activity. This system resides on computing platforms
distributed throughout the plant and facilitates the access and functional integration of data and
applications. Access integration allows the user to access the plant systems and data needed to
accomplish control, monitoring, and analysis activities. Functional integration allows applications and
computer systems to co-operate in performing tasks for the user.
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The PWS allows a wide variety of CSSs to be accessible in a totally transparent manner as far
as to where the system actually resides. It will provide the resources to communicate with other
computers and CSSs throughout the plant as needed. It will be designed in a modular and easily
expandable form. A PWS console consists of a conventional computing platform supporting standard
operating system services. However, it also provides an integrated application environment that
supplies functional module libraries, distributed system and data access services, and resource
management.

The present form of human-machine interface development is technology-driven. This is a
natural process of technical evolution, but this sometimes causes problems when technical limitations
and the consistency with user characteristics and work rules are not considered carefully. A better
paradigm for the implementation of computerized support system technologies is to shift from the
technology-oriented approach to truly user-oriented approach.

5.3.4.3. Human factors concerns

In consonance with growing awareness that the human user is an integral part of the overall
human-machine system, with special strengths and weaknesses, human factors engineering is justifiably
receiving significant attention in the design of the human-machine interface. Human factors applies to
the activities of all of the plant personnel. Ideally, human engineering methods should be applied
throughout the design process, from concept development to system implementation [41].

Important human factors issues that need to be considered in future computerized support
systems design are information selection and presentation. It appears to be an internationally accepted
idea that diagnostic and operational guidance information are the types of information that best enhance
human ability. However, this is not a proven idea. At this time there is an unsolved problem with
respect to the possibility that control room operators and other users may have difficulty trusting their
own judgement when in conflict with recommendations provided by a CSS. This is particularly true
when artificial intelligence techniques are being used. If not solved, this problem may result in
regulatory restrictions on the use of such systems. Computerized support systems are, in some cases,
taking over the functions that were traditionally human tasks [42,43]. This shift in balance of tasks
between human and computerized support systems must be carefully analysed to avoid negative
aspects. The fundamental principle should still be that the human is responsible and in charge of doing
his job. CSSs should supply the human with additional information to help him in his decision making
process [44].

It is clear that a full integration of the CSSs into the general plant monitoring function will
increase the operator's ability to combine information sources and to identify more effectively early
symptoms of an abnormality. The integration of the CSSs must not allow users to receive unnecessary
conflicting advice from different systems. It is essential to adopt, whenever possible, the same
standards used for other implemented systems to ensure full consistency and compatibility.

6. EVALUATION, VERIFICATION, AND VALIDATION OF
COMPUTERIZED SUPPORT SYSTEMS

The purpose of evaluation, verification, and validation of computerized support systems is to
ensure, with a high level of confidence, that the system will actually perform as intended, and that it will
do so under a wide spectrum of conditions. These conditions cover different characteristics such as
software input values, operational state of the plant, and the conditions the user is working under such
as stress. Evaluation, verification, and validation are multidisciplinary in nature; therefore, they need to
be addressed by a multidisciplinary approach.
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This chapter is divided into two sections. The first section, "Guidance for Verification and
Validation of Computerized Support Systems", is concerned with software dependability, including
quality assurance, the roles verification and validation play during the various software development
phases (e.g., requirements, specification, design, implementation, testing, and operation and
maintenance). The second section, "Methods and Tools for Evaluation", does not concern itself
exclusively with the software aspects of the computerized support system. This section addresses how
the total system of the user, software, hardware, and communication links should be evaluated as an
integrated system to ensure that the specified goals for the system are met.

6.1 GUIDANCE FOR VERIFICATION AND VALIDATION OF COMPUTERIZED SUPPORT
SYSTEMS

Verification and validation (V&V) is the process to ensure that a system is designed according
to its requirements and to confirm that the system actually performs the required functions completely
and reliably. V&V methodology and guidelines are fundamental to all digital implementations in
nuclear power plants. The objectives of R&D projects in the area of V&V are to:

- Evaluate V&V standards and methods for applicability in enhancing computerized support
systems at nuclear power plants;

- Develop new V&V standards and methods when those existing do not entirely meet the needs of
these new applications;

- Ensure that V&V of computerized support systems is sufficient to meet design requirements and
fully demonstrate that computerized support systems function as intended;

- Provide communication of V&V methods and requirements so that they are properly utilized;
- Provide V&V methods and tools which will allow the process to be performed consistently and

efficiently, and which enhance acceptance from users, management, vendors, and regulators.

6.1.1. Introduction/background

Safe and economic operation of a nuclear power plant sets high requirements for its
monitoring, control, protection, and advisory systems. A highly reliable automatic protection system is
a necessity, but many monotonous, time-critical, or accuracy requiring control actions should also be
automated. Operation, maintenance, engineering, and management personnel should get sufficient,
clear, timely, and unambiguous information about the plant state and its trending information,
procedures, design bases, and technical specifications. Modern computer and information technology
opens up new means for constructing efficient monitoring, control, advisory, and protection systems.

The increased use of digital technology in nuclear power plants brings with it concerns about
the reliability of the associated software, which will add new and enhanced capabilities and perform
many functions previously fixed in hardware logic. Methodologies and tools are needed to help assure
the quality of software for digital systems. Difficulties arising from software problems can affect plant
safety, reliability, and availability. Accepted verification and validation methodologies and tools would
enhance the acceptance of digital systems by users, management, vendors, and regulators through
increased confidence in the software. Software design and development standards need to be developed
to improve software consistency, to support commercial-grade dedication, to allow the reuse of
software modules in other applications, and to facilitate the development of tools to support automated
software development, verification, and validation. If the promise of digital technology for
computerized support systems is to be realised in nuclear power plants, then software reliability and
conformance to all of the requirements must be assured.

Improved technology offers the opportunity to satisfy the need for improved reliability and
capability in computerized support systems. However, deficiencies and unintended functionality in
software design and implementation have caused difficulties in many industrial applications. These
errors cause undesirable and unexpected results and hinder the acceptance of digital applications. They
could also have a detrimental effect on plant safety in certain situations.
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An example of the importance of V&V issues was the delay in licensing the Darlington digital
protection system. Because this was one of the first fully digital protection systems, many of the
important issues for licensing digital systems surfaced. One important issue is the intensive effort of
reviewing and licensing software. The Atomic Energy Control Board (AECB) of Canada did not have
confidence that the software could be changed without error. Subsequently, it was determined that some
set points in the system needed to be changed. The set point changes required substantial resources.

Recent experiences with large-scale software development efforts in the nuclear industry have
shown that the V&V effort can be very labour-intensive and time-consuming. The most promising
approach for streamlining V&V is to have well-established cost-effective methodologies, to reuse
application software modules, to employ established commercial programs, and to develop software
development and V&V tools. However, very few commercial programs have been formally qualified
for general use in nuclear applications, and application software modules are typically validated only
for the immediate use. There is a tendency for each new application system design to start over, not to
use the most efficient design architectures, and; therefore, to incur excessive V&V costs. This tendency
is exacerbated because established software development methodologies do not focus on the issue of
available software for reuse and how its general capabilities can be validated once, rather than
repeatedly for each application.

Because of the crucial role that V&V and software reliability play in computerized support
systems, there is a need to emphasise five themes:

- development of a method for classifying systems;
- development of a set of metrics;
- development of V&V methodologies;

extension and acceptance of appropriate standards;
- development of supporting software development and V&V tools.

The development of methodologies consists of a number of steps. These include a survey of
existing methods, techniques, standards, and lessons learned before starting to develop a new
methodology. It is important to take advantage of existing, proven capabilities. Judgement criteria for
software V&V need to be explored, such as level of required reliability and cost/benefit measures.
Another important step is the technique to create validation test cases that are adequate for a given
application. The V&V tests should be able to search for unintended functionality as well as obvious
bugs. Finally, the developed methodology must be thoroughly tested [45].

The developed methodologies need to be flexible; i.e., they must be able to accommodate the
level of V&V required for a specific application and its required reliability. The methods need to allow
for new requirements to be implemented since frequently, software is not completely defined at the
beginning of the project. Prototyping can be useful in developing the complete set of requirements.

Verification refers to the confirmation at each stage of the life cycle that the design is ready to
proceed to the next stage. For example, software modules are individually verified against their design
specifications before any integration of the modules is allowed to proceed. Validation involves
confirming that the software system fulfils all of its requirements. For conventional systems having a
once-through, or waterfall life cycle, validation activities are performed at the conclusion of the
development cycle. However, for iterative life cycles, such as those relying on prototyping and
evaluation, validation activities must be performed throughout the development cycle, if costly fixes are
to be avoided.

Verification and validation should be an integral part of the software development life cycle.
The methods for V&V will vary depending on the phase of the software development.
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Although a methodology should define a variety of techniques for V&V, it should also leave the
software engineer with enough flexibility to emphasise those techniques that are most relevant and
feasible for the desired system. A broad-based methodology should include enough techniques to cover
the software classes of interest and should provide some guidance for selecting and emphasizing the
appropriate techniques from those available. In addition, the methodology must be flexible enough to
allow for a varying depth of V&V to be applied, depending upon the importance of the software to
plant operation or safety.

Appropriate acceptance criteria must be defined in advance. Acceptance criteria should
consider the type of software, the context of the application, and consequences of the various failure
modes. For example, the acceptance criteria for an expert advisory system, which is expected to behave
as well as a qualified person, may be quite different from that of an analysis code that is expected to
precisely reproduce some numerical value. Definition of appropriate acceptance criteria will be an
important input to any standards activity.

The discussion and recommendations in this section are of a general nature. Instead of
addressing V&V of computerized support systems in particular, a general overview of V&V of
software is given. There are several reasons for this approach. One is that computerized support
systems actually cover a wide range of parameters that are important to V&V including those such as
complexity and the required integrity of the system. Therefore, guidance for V&V of computerized
support systems would, by necessity, cover a large fraction of the total V&V domain. Furthermore,
since the extensive use of computerized support systems is still in an early phase, no clear formal
requirements from regulatory organizations have been established. Finally, the field of methods and
tools for V&V is growing quickly, making new approaches available for use in the coming years.

6.1.2. Software life cycles

The term life cycle refers to the "start-to-finish" phases of system development. The software
development life cycle encompasses the following: requirements specification, design, implementation,
integration, field installation, and maintenance. A software life cycle provides a systematic approach to
the development and maintenance of a software system. V&V techniques should be an integral part of
each phase of the software life cycle. There are two types of life cycle models: the sequential model
and the iterative model. The sequential model is a once-through sequence of steps without providing
formal feedback from later phases to prior phases. The iterative model, on the other hand, involves
repeated cycling through life cycle phases.

The sequential life cycle is appropriate when the requirements are well known, when they can
be precisely stated, and when the course of implementation is clear. Software systems have
traditionally been developed according to the sequential life cycle model. It is often called the
"waterfall" model. However, this trend is changing towards more iterative life cycle development of
software.

The iterative life cycle is appropriate when the requirements are not well-known, or are
undergoing change, or there are significant technical issues and questions about how the software can
be implemented to meet those requirements. An iterative model provides successive refinement of
requirements and improvement of implementations via a series of prototypes. The iterative life cycle
exemplified by the spiral model is one of the most well-known of this type. This model defines a
succession of prototypes. It includes a risk analysis to identify the major issues and risks and to select
the appropriate alternative solutions to be implemented and tested in each prototype. In the iterative life
cycle, the general phases of requirements, design, implementation, and maintenance still occur in order,
though the first three are dynamic.

The iterative life cycle recognizes the need to remove initial prototypes from configuration
management constraints during exploratory development. However, once the requirements are well
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defined, baseline prototypes are developed using configuration management and V&V constraints until
a final system is ready for integration with its delivery environment.

The Incremental Systems Builds life cycle [46] is suggested for software systems where high
reliability of complex systems is important. This approach calls for breaking the development process
down into a series of small construction efforts, each followed by a test and repair activity. The first
incremental "build" leads to some significant function that takes the user from the beginning of the
application process through to some limited but useful result or output. Then, this miniature of the
overall system is thoroughly tested before beginning the next build. Each successive build adds more
function and capability until, eventually, the overall system is complete. This life cycle has the major
advantage that one can always test at the overall system level to determine the quality and performance
of the various component interfaces and also the overall operational concept. With each build being a
small increment, problems in design or errors in implementation can quickly be detected and corrected.
The approach differs from iterative prototyping in that successive prototypes are often are completely
different from each other; the incremental build process always layers the new addition onto the base of
all previous builds. Although some adjustment to changes in requirements and design can easily be
made with this approach, it should not be used if one expects the requirements and design to change
radically during development as a result of some kind of discovery process. A major benefit of this life
cycle is that it is amenable to continuous process improvements. Analysis of the causes of problems
found in the testing of each build can lead to improvements in the developmental processes of the next
build.

The incremental build approach cycles through three main phases for each build: revision,
build, and test/analyse/fix. The revision phase is a combined requirements analysis and design phase.
It occurs after the first build (original requirements and design documents) is modified and updated.
The build phase occurs when slight to moderate functionality is added to the initial baseline. The build
is based on the revised requirements/design obtained from the revision phase. The test/analyse/fix
phase consists of those named actions. The build is tested to assure proper function, analysed for
errors, and fixed or corrected if necessary. This life cycle accommodates situations where the system
development has begun even though requirements are not completely defined. It is especially
appropriate for systems requiring very high levels of safety and integrity assurance. The high levels of
assurance are achieved by the incremental process of the life cycle and the extensive testing during the
test/analyse/fix phase.

To demonstrate the integral role of V&V with development activities, consider a traditional
waterfall life cycle. It consists of the following activities:

- Requirements definition;
- Functional specification;

Design;
Coding and implementation;

- Integration and testing;
- Field installation and testing;
- Operation and maintenance.

The sections below describe each of these seven steps of the life cycle model with respect to
V&V in more detail. This is based on work from the "Guidelines for Verification and Validation of
Expert Systems Software and Conventional Software" [46].

6.1.2.1. Requirements verification

The purpose of requirements verification is to determine if the requirements specified will
correctly and completely describe a system which satisfies its intended purpose. A quality requirements
specification is critical to the overall success of the development effort. During requirements
verification, each software requirement is uniquely identified and evaluated for software quality
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attributes including correctness, consistency, completeness, understandability, accuracy, feasibility,
traceability, and testability.

A software Requirements Specification document is prepared in this step of the life cycle and
examined during the Software Requirements Review. Requirements Specifications should include
functional requirements, software performance requirements, user performance requirements, and
acceptance criteria. Evaluations are performed from both the computer hardware system and software
application perspectives. Software interface requirements with hardware, operators, users, and other
software are evaluated. IEEE Standard 830-1984 provides a complete description of desired contents
and approach to specifying requirements for conventional software.

Requirements tracing is an important V&V technique which begins during the requirements
specification stage of the development life cycle and continues throughout the development process.
Traceability of software requirements is a critical attribute for the success of V&V. A software
requirement is traceable if its origin is clear, testable (quantifiable), and facilitates referencing to future
development steps. Backward traceability is established by correlating software requirements to
applicable regulatory requirements, guidelines, and operational concept or any other preliminary system
concept documentation. Forward traceability to design elements and code modules is established by
identifying each requirement with a unique name or number.

Requirements verification is accomplished by providing the customer with a requirements
document which specifies the environment of concerns, source documents used to develop requirements,
needs, goals, assumptions, and constraints of the developmental system. It details the individual
requirements assigning one requirement per sentence and numbering unique requirements. The
requirements are verified when the customer accepts the requirements document. It should be noted
that the customer plays an important role in detailing the requirements document prior to requirements
verification.

During the requirements step, critical software functions and their impact to system integrity
are also evaluated. The identification of critical software functions in a system with high integrity
requirements involves the determination of those specific software modules that would lead to various
types of loss of system integrity if they "failed". Such identification provides essential input to the test
plan development. This permits special emphasis to be placed on testing these critical components.

A Software V&V Plan is written as part of the project management effort prior to or during the
requirements step. This document describes the V&V activities to be performed throughout the
development effort. In addition, it defines how the V&V effort will be managed and co-ordinated with
other aspects of the project. It specifies V&V tasks, reports, schedules, and procedures. IEEE 1012-
1986 gives further details.

6.1.2.2. Specification verification

The second step of the waterfall life cycle is producing a Functional Specification document
and conducting a Preliminary Design Review (PDR). The purpose of the PDR is to determine if all the
requirements have been mapped to detailed specifications and these, in turn, have all been allocated to
the software functional components of the software system architecture. The Functional Specification
(sometimes called a Functional Architecture) contains a high level diagram specification of the logical
software system architecture. It includes interfaces to other systems. The system is divided into logical
functional components which are further described in the Software Design Description in the next step.
The Functional Specification describes how the requirements will be met. This is done by mapping

each requirement to a functional component within the architecture.

It is at this stage that sophisticated specification verification techniques can be applied to
determine the sufficiency of the specification. The creation of an executable model of the specification
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permits simulation or "animation" of real-time activities. Such animation is highly recommended for
high integrity and high complexity systems.

6.1.2.3. Design verification

In the Design step, a Software Design Description is produced. It is then examined in a
Critical Design Review (CDR). The Software Design Description provides a description of the overall
system architecture and contains a definition of the control structures, algorithms, equations, and data
inputs and outputs for each software module. The complexity of each module is estimated and an effort
is made to reduce complexity by breaking up large, complex modules into smaller ones. IEEE Standard
1016-1987 provides a recommended practice for detailed software design descriptions.

The purpose of the CDR is to evaluate the software design to determine if it correctly
represents the requirements and to identify extraneous functions. The Software Design Document is
evaluated for software quality attributes such as correctness, completeness, consistency, accuracy, and
testability. Also, it verifies compliance with any applicable standards. All interfaces between the
software being developed and other software, hardware, and the user environment are evaluated.

Requirements tracing continues during design verification by mapping documented design items
to system requirements. This ensures that the design meets all specified requirements. Additionally,
non-traceable design elements are identified and evaluated for interference with required design
functions. Design analysis is performed to trace requirement correctness, completeness, consistency,
and accuracy.

One important aspect of design analysis is an evaluation of data flow, data structures, and the
appropriateness of the data attributes. This analysis verifies the correct and efficient handling of data
items specified in the requirements and necessary to implement the requirements. Data flow diagrams
produced by the developers are analysed by the V&V evaluator. When data flow information is not
included in the developers design documentation, it is often necessary for the V&V group to produce
this documentation to facilitate its review. Also, data base structures and attributes are evaluated for
correct and complete representations of the data requirements.

During the design phase of development, planning and designing begins for software
component testing, integration testing, and system testing. The Software V&V Plan is used as a model
for the Software Validation Test Plan. This Test Plan is completed in the Implementation Verification
step.

6.1.2.4. Implementation verification

During the coding and implementation phase of development, the software detailed design is
translated into source code. This activity also creates the supporting data files and data bases. The
source code is compiled, assembly errors removed, and individual modules are executed to detect
obvious errors.

The purpose of implementation verification is to provide assurance that the source code
correctly represents the design. Source code is analysed to obtain equations, algorithms, and logic for
comparison with the design. This process will detect errors made in the translation of the detailed
design to code. Information gained during analysis of the code, such as frequently occurring errors and
risky coding structures and techniques, is used in finalising test cases and test data.

Data flow analysis is a useful technique during implementation verification. Data can be
traced through code modules to assure that input values are used but not modified. All output values
are assigned as required by the data flow analysis performed during design verification. In some cases,
data flow analysis can be automated or performed manually.

70



Code instrumentation can be used to provide a means of measuring program characteristics.
This process inserts checks or print-out statements into the code to audit the behaviour of the code
while it is executing commands. Instrumentation can be used to check data structure boundaries, data
values within allowable ranges, loop control checking, and tracing of program execution.

Unit or module testing is conducted to assure each software module is operating correctly
before it is integrated with the rest of the system. ANSMEEE Standard 1008-1987 provides a
description of software unit testing activities.

During V&V evaluations in this phase of the life cycle, the source code is traced to design
items and evaluated for completeness, consistency, correctness, and accuracy. Interfaces between
source code modules are analysed for compatible data elements and types. Source code documentation
and programmer and user's manuals are all reviewed for completeness, correctness, consistency, and
accuracy. A Verification Readiness Review is held to determine if the system is ready for integrated
system testing.

The Software Validation Test Plan (or alternately, Customer Acceptance Test Plan) is
completed in preparation for the next step. It identifies the testing approach, schedule, and activities.
Detailed test cases and test procedures are generated and documented using the knowledge gained about
the program through its structure and detected deficiencies.

6.1.2.5. System validation

During the System Validation step, the system as a whole is evaluated against the original
Requirements Specification. Validation consists of planned testing and evaluation to ensure that the
final system complies with the system requirements. The Software Validation Test Plan (or Customer
Acceptance Test Plan) is utilized during this step, and validation may be performed by an independent
third party.

Validation is more than just testing; it involves analysis. A test is a tool used by the validation
team to uncover previously undiscovered specification, design, or coding errors throughout the
development process. Validation uses testing plus analysis to reach the objectives stated above. The
analysis is the design of test strategies, procedures, and evaluation criteria, based on knowledge of the
system requirements and design, which proves system acceptability in an efficient fashion.

The purpose of system validation is to demonstrate that the final system meets the intent of the
requirements. Validation may consist of independent tests performed by a third-party V&V group, a
combination of independent tests and developers' tests, or an independent review of the developers tests
by the V&V group. The amount of independence of the V&V testing activity is determined by the
criticality of the software being tested.

A Software Validation Test Plan is a critical component in the success of the validation effort.
Tests must be defined to demonstrate that all testable requirements have been met. The test plan
includes a description of the purpose, scope, and level of detail for each testing activity. The test
organization and responsibilities are fully described. Documentation of testing activities and results
should be specified to ensure consistent documentation for all tests. ANSI/IEEE Standard 829-1983
provides a complete description of basic test documentation. It specifies that test methods be described
and justification for selected methods be provided. The standard requires the identification of support
software and hardware to be included in the testing environment. The ANSI standard suggests that test
standards and criteria for test results and product acceptance are specified so an informed acceptance
judgement can be made. In addition, it requires procedures developed for actions taken when tests fail
and a determination if testing can proceed.

Test cases and the test procedures are evaluated for completeness, correctness, clarity, and
repeatability. Requirements tracing continues during validation by tracing test cases to requirements.
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This ensures that all testable requirements are covered. Expected results specified in the test cases are
verified for correctness against the requirements and design documentation.

Tests are performed in accordance with the previously developed test plans and procedures.
Test results are evaluated against the criteria specified in the test procedures. Test results are verified
to ensure that the correct test inputs are used, outputs are correctly reported, and all test cases were
correctly executed in the appropriate environment.

In rapid-prototyping development efforts utilizing an iterative life cycle, maintaining a
regression test case set is especially important. Each test case in the set must be indexed to the
requirements), design elements), and code module(s) it tests. Therefore, if the requirements, design
elements, or code module(s) change in a given iteration, the test case can be marked for update,
deletion, or replacement. Additionally, new test cases must be designed for new requirements, design
elements, and code modules which were added during the latest prototype development. Thus, the
regression test set is changed at the end of each prototype implementation to reflect the changes in the
system requirements, design and implementation.

6.1.2.6. Field installation verification

The purpose of field installation verification is to assure that the software installed in its target
environment has not degraded since validation testing. This is typically accomplished by executing a
subset of the functional tests performed during validation testing with the software in its final
configuration. During this time, all field inputs are carefully checked to ensure that they are properly
connected to the system in its operational environment.

During the field installation phase of the development, developers make final modifications to
the software documentation. This final documentation represents the primary source of information
about the software during operation and maintenance. This final documentation should be verified to
assure that it accurately and completely represents the software being placed in operation.

The final V&V step in the development life cycle is the preparation of a report which
summarises the V&V activities performed, describes results, and presents any recommendations and
final conclusions resulting from the V&V effort. This final report provides the status of all
discrepancies reported during the V&V effort.

6.1.2.7. Operation and maintenance phase V&V

During the operation and maintenance phase of the life cycle, modifications may be made to the
software and its operational environment. To maintain the verified and validated status of the
operational software, an ongoing V&V program is established. The V&V plan used during the
development effort is revised to reflect the operational environment constraints and procedures.

A critical factor in the success of V&V during operation and maintenance is the existence of a
configuration management program to control modifications to the code, documentation, and the
operational environment. There is no way to maintain the verified and validated status of the software
system without adequate control of changes. One of the first V&V tasks during operation and
maintenance should be to evaluate the configuration management program for adequate change control.

A configuration management program provides a formalised change request and approval
process. Change requests should be submitted for any proposed change to the software, documentation,
or operating environment. All change requests should be reviewed by the V&V group to determine the
impact on the total operational system and documentation. Appropriate V&V tasks are determined by
evaluating which development phase products are affected. For example, if a software modification
impacts the requirements specification, then appropriate V&V activities should be selected from
requirements verification and each subsequent V&V phase.
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Changes to the software operating environment include modifications of operating system
software or hardware. An impact evaluation on software performance is done when these types of
changes are made to the operating environment. This evaluation consists of appropriate field
verification activities. The software is verified in its new environment by performing a subset of field
verification tests, including previously used regression test-suites, and demonstrating no significant
difference in the test results.

6.1.2.8. Software fault types throughout the life cycle

During the requirements phase, the types of faults of concern are incompleteness, incorrectness,
lack of clarity, lack of explicitness, lack of consistency, lack of testability, not separately identifiable,
inadequate human computer interface, and inadequate operational concept. During the design phase,
the types of faults of concern are incompleteness, unfounded functionality, incorrectness, lack of
clarity, lack of explicitness, lack of consistency, inadequate operational concept, inadequate human
computer interface, inadequate system architecture, inadequate function partitioning, lack of sufficient
database design, safety problem/hazard conditions, lack of "fail-safe/soft-failure" operations, and lack
of good software engineering practices. During the implementation phase, the types of faults of
concern are incompleteness, unfounded functionality, logic and control flaws, data operations and
computations flaws, lack of consistency, inadequate operational concept, inadequate human computer
interface, lack of sufficient database design, safety problem/hazard conditions, lack of "fail-safe/soft-
failure" operations, lack of good software engineering practices, inadequate system documentation, and
knowledge base flaws.

6.1.3. Computerized support system classification

As mentioned in Section 3.2.2, computerized support systems can be classified with regard to
safety level, type of usage, and type of technology. General considerations on the safety classification
and on licensing issues are reported in Sections 3.2.2 and 3.2.3. In reference to the usage,
computerized support systems are typically used to monitor plant parameters, to diagnose malfunctions
and to plan corrective actions. For example, the computerized support systems for operators can be
classified using the categorization of the tasks they perform that is given in Table I in section 2.1.2.

Finally, in regard to the type of technology used, computerized support systems can also be
classified as:

- systems based on conventional (procedural) software;
- expert systems (knowledge-based systems, rule-based systems, etc.).

It should be noted that the above mentioned categories include a large spectrum of different
software applications generally tailored to specific user needs. The resultant software will be unique
for each application. This is true whether the software design is based on existing software or it is
based on new software.

On the other hand, current standards have been generally established to address the
development of safety critical systems (namely protection systems) or to provide general guidance to
quality assurance in developing new conventional (procedural) software, so that they may present some
difficulties when applied to a context in which:

- the base software is generally proprietary or commercial-grade software;
the application software is generally specific for each application;

- the software can be developed by using conventional or Al-based techniques.

As mentioned in Sections 3.2.2 and 3.2.3, for the case of the computerized support systems, it
is expected that there will be a gradation of the V&V practices in accordance with:
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the importance to safety of each specific software application (for example making a distinction
between systems having a direct supporting role in the achievement or in the maintenance of the
plant safety and systems having auxiliary or indirect roles);
the technology used ( for example, it is generally recognized that the validation of an expert system
poses additional problems in validating the knowledge base).

The methods to support V&V can use a wide variety of techniques that may include:

- hazard analysis;
- systematic design approach;

formal methods to support the design [47];
- quantitative assessment of the software quality by using appropriate metrics.

The choice of the appropriate methods is determined by the level of the criticality of the
application, by a cost-effective evaluation of the methodology, and by the available resources (tools).

The "Handbook of Verification and Validation for Digital Systems" [48] gives a process for
classifying software systems that could be used for computerized support systems. There are two
major aspects to the classification of software. The most essential aspect focuses on the nature of the
system to determine the required integrity level. The output of this classification will be the appropriate
degree of rigor in design and the appropriate intensity level of verification and validation. The other
aspect of classification considers other characteristics of the system, such as its constituent components
and design approach, to indicate the particular methods and tools that are most appropriate to ensure
the level of rigor and intensity required.

The first step in the system classification is to determine the system category. Four categories
are recommended. They are reactor protection systems (RPS), safety systems other than RPS,
enhanced non-safety systems (such as SPDS, plant control systems, alarm systems, etc.), and others.
These are mapped into integrity levels 1, 2, 3, and 4 respectively. The next step is to apply adjusting
factors that may raise or lower the integrity level. These include diversity, software failure
consequences, and complexity. Based on the result of this classification, verification and validation
recommendations are given in this report.

6.1.4. Verification and validation methodologies

A considerable number of methods have been developed for verification and validation of
software to remove the types of faults that are found in software. Reference [46] identifies 52 types of
software faults. It also identifies 153 verification and validation methods to find these fault types.
Each method covers anywhere from 2 to 52 fault types. Each fault type is covered by 21 to 50
methods. These methods may be categorized as methods to be used during the requirements and design
phase and as methods to be used during the implementation phase of software development. The
implementation phase methods can be further broken up into static testing methods and dynamic testing
methods.

There are four classes of methods for the requirements and design phase. They are formal
methods, semi-formal methods, formalised reviews and analyses, and traceability assessments. Formal
methods are the use of mathematical and logic formalisms for rigorous and unambiguous representation
of initial system documents, including the requirements document, including the requirements
specification, and the design document. These representations may then be subjected to formal
(sometimes automated) deductive reasoning to detect anomalies or defects such as "correctness",
"contradiction", "completeness", "deadlock", and "consistency".

Semi-formal methods are techniques whose normal, forced, or prescribed method of use
effectively constrain users in their specification of requirements or designs, such that various problems
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of expression and elaboration can be avoided or reduced. Such problems include aspects of ambiguity,
incompleteness, inconsistency, contradiction, and "ill-formedness". These techniques, while often based
on mathematical and logic formalisms, do not explicitly require the user to specify or use such
formalisms. The techniques are typically embedded in function-rich, computer-based environments
which provide sophisticated graphical representations of user input and often permit the user
specifications to be simulated or animated to permit assessment of time and performance
characteristics.

Formalised reviews and analyses are reviews and specialized analyses by various specified
personnel of requirements or design products. The reviews follow a detailed checklist or set of
procedures. Traceability assessments are the determination of correspondence between individual
requirements and design elements, between individual requirements and implemented system features,
or between design elements and implemented system features. The two types of problems identified by
these analyses are unfulfilled requirements or design elements, and unintended design or implementation
elements.

There are five classes of methods for static testing. They are algorithm analysis, control
analysis, data analysis, fault/failure analysis, and inspections. Algorithm analysis is the analysis of the
overall algorithm(s) for achieving required function. Control analysis is the analysis of the control
characteristics of the program. Data analysis is the analysis of the data specifications and flow of the
program. Fault/failure analysis is the analysis for particular or any kind of fault or failure, and/or an
analysis to determine how particular faults and failures could occur. Inspections are the examination of
various aspects of the program by various personnel.

There are eleven classes of methods for dynamic testing. They are general testing, special input
testing with subclasses of random testing and domain testing, functional testing, realistic testing, stress
testing, performance testing, execution testing, competency testing, active interface testing, structural
testing, and error-introducing testing. General testing is generic and statistical methods for exercising
the program. Special input testing is special methods for generating test cases to explore the domain of
possible system inputs. Random testing selects test cases according to some random statistical
procedure. Domain testing is the analysis of the boundaries and partitions of the input space and
selection of interior, boundary, extreme, and external test cases as a function of the orthogonality,
closeness, symmetry, linearity, and convexity of the problem. Functional testing selects test cases to
assess required functionality of the program. Realistic testing chooses inputs/environments
comparable to intended installation situations. Stress testing chooses inputs/environments which stress
the design/implementation of the program. Performance testing measures various performance aspects
for realistic input. Execution testing actively follows (and possibly interrupts) the sequence of the
program execution steps. Competency testing compares the output "effectiveness" against some pre-
existing standard. Active interface testing tests various interfaces to the program. Structural testing
tests selected aspects of the program structure. Error-introducing testing systematically introduces
errors into the program to assess various effects.

Reference [46] gives an approach for categorizing the V&V class of a software system, which
can be used for a computerized support system, that is based on the system's complexity and degree of
required integrity. Given this V&V class, the phase in the life cycle, and the type of system component
to be verified and validated, the report has a matrix to determine which one of the fifteen guideline
packages developed in the report should be used. These guideline procedure packages are broken up
into the following sections:

- When to use the guideline;
- Pre-conditions and trigger conditions for the guideline;
- Planning needed to perform the guideline;
- Management approval suggestions;
- Setup;

Execution steps;
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References and metrics;
- Interrupts in the execution;
- Analysis of metric values determined;

Accept/reject criteria;
- Reporting requirements;
- Management review;
- Output/completion status.

6.1.5. Proprietary, commercial-off-the-shelf, and reusable software

A potential contributor to achieving cost-effective implementation of new and replacement
computerized support systems is the utilization of proprietary, commercial-off-the-shelf, and reusable
software. This utilization must be achieved in a cost-effective manner while minimising the licensing
risk, implementation risk, and operational risk. Proprietary, commercial-off-the-shelf, and reusable
software have a number of characteristics which make them attractive for computerized support
systems in the nuclear utility industry. First, they have demonstrated reliability through extensive use
under a variety of conditions in several different industries. Second, there is likely to be guaranteed
suppliers and support capabilities for proprietary, commercial-off-the-shelf, and reusable software
since these items have a customer base that is wider than just the nuclear industry. Third, the large user
base for proprietary, commercial-of-the-shelf, and reusable software is more likely to exercise these
items thoroughly, to find problems more rapidly, and to provide feedback to the supplier. Finally, it is
expected that proprietary, commercial-of-the-shelf, and reusable software, that are produced in
quantity, are less costly than one-of-a-kind special purpose items.

Nuclear power plants have unique regulatory requirements for safety-related applications.
These requirements stress high levels of reliability, quality assurance, and documentation. For
economic reasons, high reliability is also desirable in other nuclear power plant applications. The
economic benefits from high reliability for some non safety-related applications can warrant additional
quality assurance efforts. These additional efforts should be determined on a cost/benefit basis by the
nuclear utility. EPRI is currently working with a group of United States nuclear utilities to develop
guidelines for the use of commercial-grade digital equipment in nuclear safety applications. This group
will interact with the United States Nuclear Regulatory Commission as it produces a final set of
guidelines. These are expected to be completed in 1996.

6.1.6. Licensing digital systems

The methods and practices applied in seven leading nuclear countries (UK, Canada, USA,
France, Japan, Germany and Sweden) for the licensing of programmable control and protection system
have been gathered and analysed [49]. The study was based on information presented in international
conferences and seminars and published in periodicals and most importantly on information acquired
during visits to the vendors, plants and licensing authorities by the representatives of the utility
companies, Finnish authorities and VTT (in the framework of the joint AJA-project). In the USA, a
"Guideline on Licensing Digital Upgrades" [50] has been developed by an industry working group that
iterated on the guideline with the United States Nuclear Regulatory Commission.

The study mentioned above showed that the licensing practices in most countries are still under
development and new systems have been taken into operation using special practices on a case-by-case
basis. On the other hand, it can be said that the methods and practices applied to the licensing can
finally be fixed only during the actual licensing process itself. The common trend in the regulatory
process also seems to lead towards non-prescriptive, performance based regulation, because
performance objectives, if well conceived and stated, are less likely to be changed than are the
particular means to achieve them.

Software faults are a major concern to licensing bodies. Software faults are systematic by
nature as opposed to random component faults caused by ageing and wear that are seen in hardware
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systems. Therefore, all identical program versions fail simultaneously and redundancy in itself can not
protect against common mode failures caused by program faults. As it is impossible to produce and
prove a program to be totally free from errors, a safety critical digital application must have some error
tolerance. One approach for the most critical functions is the use of diverse redundant systems.
Abnormal Conditions and Events (ACES) analysis as described in [51] is a means for determining
where diversity may be needed.

Use of diversity and testing can be concluded to be central issues in producing safe
programmable system and in proving them to be safe enough. The need of and ways to realise diversity
have been studied in various places such as reference [52]. Diversity can be realised on functional level
by introducing two or more different part functions for the same safety function. On the other hand,
different part systems can be realised for the same function either by diverse programs or hardware.
When diverse program versions are used one should assure that the versions really are different enough;
two programs produced by two independent programming teams from the same specifications do not
necessarily fulfil this requirement. By combining functional and programming diversity in a suitable
way one can produce a system that is safe enough without having a non-programmable back-up system.

Applying diversity is also an important concept in confidence building measures for the
implemented system. Independent analysis and testing of the system should use different methods and
tools from those used in the production and validation process by the system vendor.

Another concern of the regulator is the reliability of the software. To study the feasibility of
various reliability engineering methods, a state-of-the-art survey was made in reference [53]. The
survey concentrated on the qualitative and quantitative software reliability analyses and models. The
compatibility of software reliability models and Probabilistic Safety Assessment (PSA) is also
discussed, and some conclusions and recommendations are given.

The most important qualitative software reliability analysis methods are based on
corresponding methods for conventional systems. The objectives of their application are the
identification of the factors having impact on the safety of the system, allocation of safety criteria,
support of the system design and the assurance of the software quality. Failure mode and effects
analysis (FMEA) is a standardized method (see IEC 812 (1985)), which has been modified for the
analysis of software by Reifer [54] and developed further by several researchers and practitioners.
Software FMEA has been applied mainly in non-nuclear industry, e.g. in space applications.

Sneak Circuit Analysis (SCA) [55] is a combination of FMEA-type approach and fault tree. In
SCA, the outputs of the software leading to hazardous events are identified and their causes are studied.
The findings of the identification are described by fault trees. Methods such as Preliminary Hazard
Analysis (PHA), Software Requirements Hazard Analysis (SRHA), Subsystem Hazard Analysis
(SSHA), System Hazard Analysis (SHA), and Operating & Support Hazard Analysis (O&SHA) are
modifications of conventional ones [56]. The basis of the method developed by Toola [57] for the
analysis of accidents and disturbances of process automation is also conventional. These methods have
been applied in non-nuclear industry, where extensive risk analyses are not usually made. In fact, it is
likely that the analyses made in connection with a plant specific PSA provide the same information as
the above mentioned methods.

Software fault tree describes the control structures of software by applying the gates of fault
tree [58]. The software fault tree may be seen as a simplified and graphical form of axiomatic
verification of software. Since it concentrates purely on the hazardous errors of the software, it may
reduce the efforts needed in the verification process. Similar analyses may be performed by applying,
for example, Petri nets [59] or other more formal methods. Formal methods are often applied in
specification of safety critical software. The use of these methods makes it possible to verify the
software more precisely. Applications of formal methods for nuclear power applications have been
described by Pamas et. al. [60].
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Software metrics describe the characteristics of software (size, complexity etc.) with simple
numerical measures [61]. The correlation between software metrics and the number of errors in
software has been studied, for example, by Barnes et. al. [62]. It is possible to use the information
from the metrics in prediction of the software reliability, but more empirical data is needed for that
purpose.

The quantitative software reliability models have been discussed widely in the literature [63].
Usually the software reliability models concentrate on the determination of the probability distribution
of the number of errors in computer codes. Further, their predictions may be used in allocation of the
testing efforts or other resources in the software development.

The reliability estimates needed in PSA are of the form: "the probability that the system does
not operate at demand is p". The software reliability models give answers to questions like: "What is
the probability that there are more that n errors in the software" or "What is the probability that the
software operates without errors over a certain time period". Often software reliability models are
based on various judgements by experts, which have strong impacts on the final safety estimates. By
combining traditional software reliability models, operational experiences, software metrics and expert
judgement, it could be possible to estimate the probabilities needed in PSA. These kinds of safety
arguments can be made explicit and they can be applied in the reliability evaluation [64]. However,
there is a need for further research in this field. One possibility to evaluate the applicability and
credibility of the combination of PSA and software reliability models is to organise benchmark-studies.

The operational experience from the application of software based safety systems in industrial
applications is still very limited. In order to increase the validity and credibility of the reliability
analysis methods, it is necessary to be able to compare the model predictions with practical
observations. This work can be directly related to computerized support systems requiring high
integrity.

Validation testing and the test cases used are an important in obtaining acceptance of
computerized support systems. Testing at the end of the development process is aimed at
demonstrating that the delivered system performs to its specification and meets customer requirements,
that there are no functional errors in the software or the hardware and that the system interacts
effectively. The operation of the computerized support system is addressed in realistic situations, with
realistic operating conditions, and with respect to the required reliability. Testing is intended to
demonstrate that in a realistic situation, with real inputs, the system will behave as required over a
prolonged period of time. Although the testing can not prove the system to be safe, each successful test
case can increase the confidence about safety [65].

In general, the finding of errors at the final dynamic testing phase jeopardizes the whole
acceptance of the system. The mere removing or correction of errors is not enough. The causes of their
birth and going through the earlier testing and verification phases must be cleared and removed from the
system production process.

The ultimate goal of test case data generation is to define such a set of test cases that would
reveal all faults and errors. If the knowledge about the system internal structure together with some
continuity, majority etc. principle does not allow the extension of one single test to cover a wider range
of test cases, a "complete" testing is required. This requires all possible input and internal state
combinations to be covered. This is in practice not possible, since even in systems with a limited
number of inputs and internal states the combination explosion would raise the required number of test
cases far beyond any practical limits.

Another important goal is to define a statistically significant set of test cases for the estimation
of the system reliability. When the requirements are very high, as is the case for the reactor protection
system, even this significance usually is hard if not impossible to fulfil.
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In a real project only a limited time period is available for the testing before plant start-up, and
this time together with the performance of the testing system set the upper limit for the number of test
cases. Thus the practical goal would be to define as many different test cases as can be run during the
limited time period available for testing.

The generation of the test cases will start from a rather limited set of basic cases drawn from
different sources available, such as:

- plant transient analyses;
- measurements from existing plants;
- models and simulators etc.

These are then multiplied into a larger set by proper randomizing techniques in order the reach
some statistical significance. Main methods for the randomizing are adding noise to the signals and
pointing random sensor failures to various signals.

Related research work to the topics above has been performed in the UUTE/AJA and
SAMA/AW projects. The work in these projects has included:

- the analysis of the proposed automation concepts of the potential plant vendors and their technical,
managerial and quality assurance aspects;

- the collection and analysis of applicable international standards and guidelines [66];
- familiarization and analysis of licensing practices in other countries [49];
- a study of the need and ways to use diversity [52];
- reliability analysis of software based safety functions [53];
- fault tree and failure mode and effects analysis [67];
- the development and trial use of a dynamic test harness for programmable systems [68-71].

6.1.7. Standards

One key issue in the evaluation of the quality of the production process and thus the quality of
the product is to check that in all phases of the process properly selected standards and guidelines are
followed. Therefore the applicability of several international standards and guidelines (IAEA, ISO,
IEC, ANSI/IEEE, EEEE) and their basic principles in different life cycle phases need to be considered.
A list of major standards and guidelines currently in use to support the development of digital
applications in the nuclear field is given in section 6.1.8.

A survey of standards addressing software design has been made to evaluate if they provide
sufficient guidance to developers, users and regulatory authorities in case of computerized support
systems. It should be noted that, although the development of a computerized support system includes
hardware as well as software, the analysis has been focused on software because software qualification
seems to be the most critical point in qualifying computerized support systems.

The results can be summarized as follows:

1. Standards currently used in nuclear field generally have been established to support the design of
embedded real time systems such as the protection and control systems. Computerized support
systems can be required to perform tasks more complex than those needed by protection and
control systems. In addition computerized support systems generally can make use of proprietary
or commercial-grade software to support the application software; in those cases it may be
difficult to apply the established principles.

2. Standards and guidelines generally address general principles but little practical guidance is
provided to assist the designer during the implementation phase.
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3. A main distinction is made between the measures necessary to guarantee an established system
reliability goals (i.e., hardware/software redundancy, hardware/software diversity, and fail safe
design) and the methods to be used to assess the software quality.

4. Software quality is addressed by emphasizing the role of the design process (i.e., configuration
control, and verification and validation during the life cycle).

5. To be effective, software quality should be auditable and preferably measurable. In this regard
some effort has been made to define methodologies to identify a set of metrics associated to
established quality factors. Nevertheless, assessing software quality still remains a qualitative
engineering practice to assure internal consistency of the design.

6. Although significant progress has been made in the development of formal methods to support
V&V, these methodologies are far from being applied in an industrial context because:

- the effort generally required with these methods can be very expensive for complex
programs;

- the potential benefits of the method can be effected by the lack of previous experience in
implementing a similar approach;

- customers have difficulties in understanding the formalism connected with such
methodologies;

- the educational costs needed to make the analysts able to benefit from these techniques
are high.

7. Software standards especially focus on V&V to application programs; while few or no guidance is
provided in standards to V&V of pre-developed software (i.e. commercial operating systems; tools
to support the application software design). In case of the computerized support systems, most of
the applications will use commercial operating systems and, in some cases, the development is
assisted by tools. Although commercial software is generally certified and supported by valuable
operating experience, guidelines should be developed to support the testing of these systems.

6.1.8. Software standards and guidelines

- ANSMEEE-ANS-7.4.3.2-1982, "Application Criteria for Programmable Digital Computer
Systems in Safety Systems of Nuclear Power Generating Stations", 1982.

- EEEE-7.4.3.2-1993, "Standard Criteria for Digital Computers in Safety Systems of Nuclear Power
Generating Stations", 1993.
ANSI/IEEE 603-1991, "Standard Criteria for Safety Systems of Nuclear Power Generating
Stations", 1991.

- ANSI/IEEE 1012-1986, "IEEE Standard for Software Verification and Validation Plans", 1986.
ANSI/IEEE 610.12-1990, "Standard Glossary of Software Engineering Terminology", 1990.

- ANSI/IEEE 730-1983, "Standard for Software Quality Assurance Plans", 1983.
- ANSI/IEEE 828-1983, "Standard for Software Configuration Management Plans", 1983.
- ANSI/IEEE 829-1983, "Software Documentation", 1983.
- ANSWEEE 830-1984, "IEEE Standard for Software Requirements Specifications", 1984.
- ANSI/IEEE 1008-1987, "Software Unit Testing", 1987.
- ANSI/IEEE 1028-1988, "Software Reviews and Audits", 1988.
- ANSI/IEEE 1016-1987, "Recommended Practice for Software Design Description", 1987.
- ANSI/IEEE 1042-1987, "Guide to Software Configuration Management", 1987.
- ANSI/IEEE 1058.1-1987, "IEEE Standard for Software Project Management Plans", 1987.
- ANSI/IEEE 1061-1992, "Software Quality Metrics Methodology", 1992.
- ANSI/ANS 10.4-1987, "Guidelines for the Verification and Validation of Scientific and

Engineering Computer Programs for the Nuclear Industry", 1987.
IEC 643, "Application of Digital Computers to Nuclear Reactors Instrumentation".
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IEC 812, "Analysis Techniques for System Reliability - Procedure for Failure Mode and Effects
Analysis (FMEA)", 1985.

- IEC 880-1986, "Software for Computers in Safety Systems of Nuclear Power Stations", 1986.
IEC 987-1989, "Programmed Digital Computers Important to Safety for Nuclear Power Stations",
1989.

- IEC-SC4SA/WG-A3-1991, "Supplement to IEC 880", 1991.
- IEC-SC45A-122, "Software for Computers In the Application of Industrial Safety Related

Systems".
- EWICS TC7-1981, "Development of Safety Related Software", 1981.
- EWICS TC7-1983, "Guidelines for Verification and Validation of Safety Related Software",

1983.
- EWICS TC7-1984, "Guidelines for Documentation of Safety Related Computer Systems", 1984.
- EWICS TC7-1985, "Techniques for Verification and Validation of Safety Related Software",

1985.
- EWICS TC7-1985, "System Requirements Specification for Safety Related Systems", 1985.
- EWICS TC7, "Dependability of Critical Computer Systems", vol. 1 to 3 Elsevier, 1988-1990.

AECB draft, "Proposed Standard for Software for Computers in the Safety Systems of Nuclear
Power Stations (based on TEC 880)", 1991.

- AECL/OH draft, "Standard for Software Engineering of Safety Critical Software", 1990.
ASME-NQA-2a-1990 Part 2.7, "Quality Assurance Requirements of Computer Software for
Nuclear Facility Applications", 1990.
CAN-CSAQ3961.1-89, "Quality Assurance Program for Development of Critical Software".

- DOD 2167 A, "Military Standards Defense Systems Software Development".
- IAEA-TRS-282, "Manual on Quality Assurance for Computer Software Related to the Safety of

Nuclear Power Plants".
- JEAG-4609-1989, "Application Guidelines for Programmable Digital Computer Systems in

Safety Protection Systems of Nuclear Power Plants", 1989.
- MoD-Std-0055, "The Procurement of Safety Critical Software in Defense Equipment - (Part 1:

Requirements; Part 2: Guidance)", 1992.
- MoD-Std-0056, "Hazard Analysis and Safety Classification of the Computer and Programmable

Electronic System Elements of Defense Equipment", 1991.
- US NRC RG 1.152, "Criteria for Programmable Digital Computer System Software In Safety

Related Systems of Nuclear Power Plants", 1985.
- NUREG/CR-4640, "Handbook of Software Quality Assurance Techniques Applicable to Nuclear

Industry", 1987.
- ESA-PSS-05-0, "ES A Software Engineering Standard".
- ISO 9000, "Quality Management and Quality Assurance Standards; Guidelines for Selection and

Use", 1987.
- ISO 9000 - 3, "Quality Management and Quality Assurance Standards - Part 3: Guidelines for the

Application of ISO 9001 to the Development, Supply and Maintenance of Software", 1991.
ISO 9126, "Information Technology - Software Product Evaluation - Quality Characteristics and
Guidelines for Their Use".

- ISO/IEC JTC1/SC7 WG6, "Developers Guide to the evaluation of Software - Working Draft",
1992.

- YVL Guide 2.8., "Probabilistic Safety Analyses (PSA) in the Licensing and Regulation of Nuclear
Power Plants", 1987.

6.2. METHODS AND TOOLS FOR EVALUATION

CSSs normally cover important functions, often taking over tasks that previously were
performed by the human (operator, engineer, etc.). Frequently, the CSS function is safety related. It is
very important that the CSS is evaluated before it is put into use. This evaluation is of particular
importance since the existence of guidelines and recommendations regarding these types of human-
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machine systems is limited. Therefore, emphasis needs to be put on evaluation to ensure a good final
product.

The overall goal of the evaluation is to ensure that the system satisfies, in practice, the
functional requirements as defined by the end user. This evaluation falls into two groups; (1) a human
factors evaluation of the system to check that it functions in practice, and (2) a technical evaluation of
hardware and software. It could be said that the requirements in (2) are partly governed by the overall
user requirements from (1) ( e.g., speed of system to respond on operator request must satisfy certain
requirements to be acceptable). To be able to perform an elaborate human factors evaluation, the
computer-technical requirements need to be fulfilled. In this section, the human factors aspects are
discussed first, followed by the computer-technical evaluation. Emphasis on the latter part is put on
systems involving communications between several computers in a network, as this will be the typical
environment into which CSSs are functioning in the future. The content of this section is based on
practical experiences gained by the participating organizations more than being an overview of the
status in the world today.

6.2.1. Human factor aspects

Experience has shown that CSSs implemented by the nuclear industry do not always function
according to expectations. One reason is that too little is known today on design of user interfaces and
other human factors issues to specify an CSS that is guaranteed to function as desired. Evaluation of
human factors aspects is therefore essential in order to investigate the practical benefits of the CSS.

A number of techniques exist for evaluation of human factors aspects of CSSs, ranging from
simple, low-cost tests to very complex, expensive experiments. In this section, an overview will be
given of the different evaluation methods. Furthermore, the methods will be characterized with respect
to applicability in the various phases of system development and evaluation.

6.2.1.1. Coupling between development and evaluation

The purpose of performing a human factors evaluation is to investigate if the system functions
as desired when used by the final user, and also to identify the system's weaknesses and come up with
suggestions for improvements. To meet these goals, it is not efficient to only perform one extensive and
expensive evaluation at the time that the CSS has been fully developed and installed. In cases where a
new system is being developed, a close coupling between the development and test/evaluation processes
is recommended. Even in cases where a utility wants to take an already existing system into use,
specific system requirements from the individual utility makes it relevant to perform human factors
tests/evaluations during the development process. In addition, benefit can be obtained from the
evaluation of earlier versions of the system performed in connection with other installations.

The most efficient way of ensuring that human factors aspects are taken care of in the
development of a CSS is to have the relevant expertise available on the team developing the system. A
human factors expert on the development team will help ensure that system weaknesses are avoided.
He will also serve as an important link to the test and evaluation team with respect to system
improvements.

6.2.1.2. Test and evaluation methods

When describing test and evaluation methods for CSSs, several classifications may be applied.
Li this section, the following main classes are used:

Guideline Evaluation.

Existing guidelines for the design of human-machine interfaces should be used to ensure that
fundamental requirements for the HMI are fulfilled. Guidelines typically give recommendations on
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basic design issues such as the use of colours, symbols, density of information, and navigation
between different displays. Guidelines should be used at the earliest possible stage. A weakness
in today's guidelines is that they answer only a limited number of the issues influencing the quality
of an CSS.

- Model-Based Evaluation.

A number of systems have been developed to model how the user interacts with the interface. If
the representation of the user in the model were perfect, a true description of user performance
when faced with dynamic information on a specific HMI would be available. Then the effect of
the CSS's functionality or interface changes on the user's behaviour could be studied.

Presently, the validity of human performance models is limited. The consequence of this is that
there is a high uncertainty associated with conclusions to be drawn from model-based evaluation.
However, even if they are not generally applicable, they may be efficiently used in specific cases.

An advantage with model-based evaluation is that it may take place at an early stage in the system
development process. It is sufficient to have a detailed design of the CSS HMI for this evaluation.

- User Test.

This is an informal test where a limited number of test subjects are used to address the interaction
aspects of the system. This method has the advantage of being explorative in nature, allowing for
the identification of the interaction aspects of the system that might not have been foreseen by the
designer.

- Experimental Evaluation.

Experimental evaluations are normally large-scale experiments where the end user acts as a test
subject and the experimental environment is as realistic as possible. This means that the CSS
should be fully developed and normally coupled to a detailed simulator.

6.2.1.3. When to use which test and evaluation method

As described above, the spectrum of evaluation methods is very wide. However, so is the
spectrum of goals for performing an evaluation study. Therefore, it is important to characterize the
various methods and their strengths and weaknesses when applied in different contexts [71]. Some
important factors with respect to the choice of an evaluation method is given in the following:

- Phase of system development. Some methods are useful in an early phase of system development,
while others require an operational, full-scale system.

- Generic interface evaluation. The goal here is to check if the CSS human-machine interface is
designed in accordance with existing general guidelines and knowledge. The function of the
system with respect to the specific process application is not important in this context.

- Safety relevance of system. Systems that are important for safety of the plant should be subjected
to realistic testing before they are put into final use. Often regulatory organizations will put
specific requirements on the development and evaluation process.

- Cost of evaluation. In practice, it is often the case that only limited funds are available for CSS
evaluation. Identification of cost-effective methods is therefore important.
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Availability of evaluation facilities. Certain types of evaluations require the availability of specific
resources with respect to simulators, process expertise, human factors expertise, and data
recording systems.

Availability of test subjects. Experimental evaluations often require that the test subject is a
typical representative of the end user.

In Table V, the various test and evaluation methods are characterized with respect to some of
the issues discussed above.

6.2.1.4. Evaluation versus practical experience

Some of the evaluation methods described here aim at creating a test environment that
resembles the real application as closely as possible. Still, full realism is difficult to obtain. In some
cases, other organizations have practical experience with a system very similar to the one of interest.
Information on an actual application may then be very useful. Particular issues are user acceptability
of the new system and the long-term effect of the system on the user's work habit and knowledge level.
At the same time it should be warned that the same system used at two different sites may be applied
differently dependent on the system training, the way the system is introduced, the safety culture, and
the work environment.

TABLE V. CHARACTERIZATION OF VARIOUS TEST AND EVALUATION METHODS

Phase of CSS
development

Generic interface
evaluation
Suitability for safety
relevant systems
Cost of evaluation
Requirements to
availability of
evaluation facilities
Requirements to
availability of test
subjects

Guideline
evaluation

All phases after
HMI are defined

Well suited

Model-based
evaluation

All phases after
HMI are defined

Suited

User test

CSS coupled to
simulator

Suited

Well suited in early phase

Low
Low

None

Moderate
Low

None

Moderate
Moderate

Moderate

Experimental
evaluation

"Complete" CSS
coupled to
simulator or real
process
Not cost effective

Well suited

High
High

High

6.2.2. Computer-technical evaluation of systems

System performance is a key issue in all real-time systems. Users easily get frustrated if the
system does not respond in accordance with the requirements for its response time. In addition, this
may cause the system to not be used in an optimal way. Therefore, it is important to have a method for
measurement and analysis which can help make sure that the system performs satisfactorily with
respect to response time. An important factor in such an analysis is the proper utilization of the
computer resources. There must be a correlation between the available computer resources and the
requirements for the response times of the computerized system. Extensive requirements for response
times put extensive requirements on the computer performance as illustrated in Figurel. It is important
to find an optimal balance between the two.

84



The human intuition is normally not a good "measurement tool" for measuring computer
systems, but for the evaluation of the human-machine interface, human intuition may be used as a good
rule of thumb. An overall system performance measurement can be done with a simple stop-watch by
measuring the time from when a user requests an action to when the action has been executed.
However, performing detailed measurement and analysis on the software requires adequate
measurement tools and/or instrumentation of the software.

6.2.2.1. Measurement of computer systems

The measurement of distributed real-time systems is a complex task. The hardware utilization
and the network load, as well as the effectiveness of the software, have to be measured. In addition, the
workload of the system must be considered. It is also important to decide which measurement data are
necessary to allow analysis of the system. The number and the duration of the measurement runs are
also important factors to consider. This section gives a brief description of how these measurements
should be performed and also gives a structured list of the measurement activities which are necessary
to perform to obtain useful data.

(a) Measurement of hardware utilization

Hardware measurements are focused on the utilization of the Central Processing Unit (CPU),
number of disk accesses during an operation and memory load. Typical measurement parameters are
length of queues for computer devices and CPU load. However, there are certain problems related to
the measurement of hardware utilization. In distributed systems, a client request may be sent from one
computer, while the server answering the client may run on another. This means that the measurement
parameters have to be captured on both computers and correlated at a later stage, or measurement data
on the client computer must be sent to the server together with the message, which naturally will
influence the performance. Another problem is how to distinguish between the resource utilization for
each and every operation in the system, because there are always several simultaneous operations
competing for hardware resources. When measurement tests are to be run, it is advisable to run the
system off-line, i.e., without production workload, because the off-line mode makes it easier to control
the number of simultaneous operations. If the system is run with production workload, obtaining
relevant measurements are almost impossible. Several tools for measurement of hardware utilization
are normally supplied by the computer vendors. Hardware measurement tools create only a small
amount of interference on the performance of the computer system, but they are sensitive to
interferences from software measurement tools.

tic

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0

Figure 1. Relationship between response time and hardware device utilization in a distributed real-time
system.
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User User User

Figure 2. Data paths through a distributed system

(b) Measurement of network utilization

Network utilization is much easier to measure, it is measured either in the percentage of
maximum network bandwidth or in packets per second. The number of packet collisions on the
network is also an important item to measure. Detailed measurement and analysis of each packet
transmitted on the network can be performed using protocol analysers. In this way, one can easily
follow a message from one computer to another. There are several good network/protocol analysers
available on the market today.

(c) Software measurement

The last and most comprehensive task is to ensure the effectiveness of the software. Some
measurement data can be obtained by using measurement tools which measure standard counters in
hardware or in basic software, such as the operating system. This could, for instance, be used for
detecting memory errors and memory leaks. Another possibility is to use profiler code inserted by the
compiler. A profiler can pinpoint bottlenecks in applications, including calls to the operating system
and functions in shared and third-party libraries. However, extra program code must usually be
inserted into the software in order to perform a proper analysis. Such a method is called software
instrumentation. The extra program code is often time stamps and identification marks which makes it
possible to follow data related to a specific operation throughout the distributed system. In many cases,
this is the only way to get measurement data in distributed systems, yet it requires very good knowledge
of the software to introduce software instrumentation in an intelligent way. Figure 2 gives an example
of data paths in a distributed system. It should be obvious that it is almost essential to use software
instrumentation in order to follow an operation throughout the system.

When tracing software operations through a distributed system, it is important that the internal
clocks of the computers are synchronized. Such synchronization software is available as public domain
software for many computers.

It should be noticed that instrumentation of software will influence the overall performance of
the system, since extra instructions have to be executed. Depending upon the system to be tested, this
can be crucial for the results, but it is possible to calculate the extra time added to the system by these
instructions. However, the time used to write log data to file (disk) can not be calculated, since it is
almost impossible to measure.

(d) Workload for measurements of distributed systems
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In order to get relevant measurement data, it is important that some kind of workload is added
to the system. It can either be artificial workload, i.e., a certain amount of workload added to the
system to test it under certain conditions, or natural workload which means that the system is run in
daily working conditions (production workload). Artificial workload is normally used for off-line test,
i.e., without production workload. Such tests are suitable for repeating complicated operations in order
to get all necessary measurement data. By performing off-line tests, it is almost guaranteed that the
measurement data is the same every time the test is executed, since no external factors such as network
load, that is generated by external applications, are influencing the system. However, it is important to
be aware of that off-line tests, irrespective of how good they are, will never give the same results that
would be seen if the system is run in a production work load environment.

In a production workload environment, measurement data may not be reproducible because the
factors influencing the system rarely are controllable. Therefore, this must be taken into account when
running performance tests. In systems where the applications themselves are generating the workload,
for example simulators, a simple push-button action may start system intensive calculations. In such
systems it may be advisable to run the performance tests in an isolated environment, where network
load is generated by the system only and the influence of irrelevant processes are non-existent.
However, results from such isolated performance tests may not reflect the true running conditions of the
system.

(e) Measurement data to be collected

In order to be able to do thorough performance analysis of a computer system, a certain
minimum amount of measurement data should be available. Ideally, at least the following information
should be available for each measurement of a specific operation:

- identification of the measurement;
- parameter settings when the operation was invoked;
- identification of the operation;
- execution start time of the operation;
- execution end time of the operation;
- suboperations which are invoked during the execution of the operation (one record for each

combination of suboperations and parameter settings):
identification of invoked suboperation;

- parameter setting;
- number of invocations with identical parameter settings;

- CPU usage (instruction count or CPU time) during execution of the operation;
- number of disk accesses during execution of the operation;
- memory load during execution of the operation;
- buffer/cache statistics during execution of the operation;
- network load during execution of the operation.

Some examples of parameters to measure and analyse are explained in more detail below.

CPU utilization

The utilization of the CPU is an important parameter to monitor, whenever one wants to find
out to what extent computers have capacity problems. It may be suspected that in case of a near 100%
total workload over time, only a very restricted amount of additional workload may be introduced onto
this computer.

Disk utilization
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The explicit access times of the disks are naturally an important factor, when looking into the
overall utilization of the disks. However, other important disk related factors must also be considered
in a performance analysis. The structure and effectiveness of the file system is important, as is the disk
related scheduling algorithms being implemented within the host operating system. Some commercial
software packages are capable of using "raw" disk devices and bypass the file system mechanisms.
Such solutions will in most cases strongly enhance the application's access time on the secondary
storage devices.

Swapping

The utilization of Random Access Memory (RAM) is a major performance factor for executing
applications. All modern computers are equipped with virtual memory and paging and segmentation
techniques. These features allow several applications to execute at once even though their memory
requirements exceed the computer's RAM. However, when the availability of RAM is smaller than the
applications require, swapping takes place and a significant decrease in application performance is
seen. In a system where performance is a critical item, swapping should be reduced to a minimum by
installing sufficient RAM on all computers.

Network utilization

An ordinary Ethernet LAN has a theoretical capacity of 10 Mbit/sec. However, the maximum
practical capacity of the Ethernet is only about 30-40% of the theoretical capacity. If the constant
utilization of the network exceeds the practical limit, even though occasional higher peaks are accepted,
a drop in network performance is experienced. There are several network monitoring tools available
which in a good way gives clear indications on network utilization.

(a) Duration of measurement sessions

The duration of a measurement session is vital to the result. It is important that the
measurement period is sufficiently long so that the events of interest are captured. A measurement
session that is too short may result in the loss of measurement data if vital processes are still running.
A measurement session that is too long will produce large amounts of data which are almost impossible
to analyse, and the storage procedure itself may distort the measured data.

(b) The number of measurement runs

It is difficult to decide how many measurement runs are necessary to get sufficient data. This
is dependent upon which events can be captured by the measurement tools or by instrumentation, as
well as by the number of simultaneous events that can be captured.

The measurement tools must be able to distinguish between the different events. If the test is
run in on-line mode, it may be necessary to run the same test several times to obtain the statistical
significance of the measurement data. However, it is always important to consider the cost of running
several measurement tests. It requires a lot of time and resources to perform thorough tests on the
system. Therefore, the improved performance gained through testing must be related to the cost testing
in terms of time and money.

(c) Sequence of measurement steps

Structuring of the measurement activities is important for the results of the measurement tests.
It is important that the different activities are performed in the correct order. This section presents the
following procedure which may be used:

- Get an impressions of the overall system performance;
- Try (to some extent) to find which parts of the system contain bottlenecks;
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- Decide what to measure;
- Select the proper measurement tools;
- Analyse the parts containing the bottlenecks in greater detail by making data paths for the

operations to be measured;
- Perform detailed measurement of the selected paths by the use of measurement tools and

instrumentation in software and hardware.

These are the main steps to be performed. It will be necessary to divide these steps into several
smaller ones, but the level of detail in the collection of measurements must be related to the costs of
performing them. It should be pointed out that some data may be impossible to measure due to the
unavailability of proper tools.

Measurement facilities introduced in the design phase

It would be a great advantage if hardware and software were instrumented in the design phase
of the computerized system. The system designer has normally a good understanding of the software
being designed and is therefore the best person to pinpoint exactly where instrumentation is needed. If
the system is instrumented after the implementation, the result will often be that the system is
excessively instrumented and the interference will be substantial. The instrumentation should be
possible to activate and deactivate in order to avoid interference when the system is run in normal
production.

6.2.2.2. Measurement tools

Measurement tools play an important role in the performance analysis process. Different types
of measurement tools offer different functionality and it is important to be aware of the advantages and
disadvantages of the different types.

The hardware measurement tools consist of hardware which is added to the system to be
measured. These tools have very little interference with the measured system and the resolution is
good. However, it is difficult to relate a specific action in the system to the use of a hardware device.

Instructions that are needed to the software in order to detect events are classified as software
measurement tools. The advantage of such tools is that events related to specific parts of the software
can be measured. However, the instructions added to the software will necessarily influence the overall
performance of the system and this has to be considered when analysing the results.

The hybrid measurement tools aim at combining the best from the hardware measurement tools
and the software measurement tools, while excluding some of their disadvantages. Information about a
detected event in the software is captured by the software tool and logged to a hardware device. The
logged information is then collected by the hardware tool. In this way the interference caused by the
software tool are minimized and the resolution of the hardware tool are kept unchanged.

It may be a problem that different hardware platforms have different kinds of measurement
tools. It is even true that the same tools have different functionalities on different platforms. This
implies that it is difficult to obtain comparable measurement data from different hardware platforms.

Requirement to measurement tools

The following requirements for measurement tools of interest should be investigated in order to obtain
useful data for analysis:

It must be possible to continuously log system data throughout a testing period, a snapshot facility
is not sufficient.
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Measurement data must be available in order to utilize repeated analysis in the examination of
special problems.
Collection of measurement data must be started at the beginning of the selected period and stopped
at the end of the period. The measurement data should be available for off-line analysis.
Each set of measurement data should be provided with a time tag.
It must be possible to introduce a collection of measurement data both by event and by sampling.
The resolution of time measurement should be adequate; the required resolution is usually on the
order of 50-100 microseconds.
If sampling of measurement data is used, the sampling interval should be flexible.
It should be possible to filter measurement data in order to present relevant data in a summarized
form, preferably also on an item by item basis.
Collected measurement data should be presentable in different forms; as a readable file or in a
form which is readable by statistical software packages and/or spreadsheets.

It should be possible to correlate logged data with other logged system events.

7. CONCLUSIONS

1. The proposed terminology and classification scheme allows the implementation of a systematic
approach in the design of integrated computerized support systems. Initial practice in this area
by the UNIPEDE and the Halden Project can be a basis for the classification of CSSs. This
classification will be useful for designers as well as for licensing organizations.

2. The major CSS's functional and qualification requirements have been reviewed in detail. Major
conclusions can be summarized as it follows;

In systems to support operators there are three different types of requirements:
- functional requirement related to the process to be monitored or controlled;
- functional requirements related to specific operator's needs;
- functional requirements related to the technology.

CSSs cover a wide variety of computer applications, specific requirements need to be tailored by
considering each specific application.

Human aspects connected with the introduction of CSSs are expected to be:
- the proper involvement of the final user in the definition of the system requirements;
- the development of an appropriate training program;
- the development of appropriate models of the operator's behaviour to better allocate

functions to man and machine.

Software quality is a crucial point in the development of future CSSs. It may be expected that
software quality requirements will be graduated by considering the criticality of each specific
application. In addition, because in some cases software reliability can play a critical role, there
is a need to develop appropriate metrics to measure software attributes and to make use of more
formal techniques to support the verification and validation process for critical systems.

3. Involvement of the end user in the development of CSSs is of primary importance for several
reasons. These reasons are detailed in Section 4.1. The most obvious one is that the
participation of the user in the design and development of a system makes the system more
acceptable and useful to its end user.
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When investigating the possible participants in a CSS development process, it turns out that key
figures from the user side are the shift supervisor and operator for almost every type of CSS.
Other representatives are occasionally needed in various phases of the CSS development.

As for the timing of the participation, its intensity can be characterized by a U-shaped curve. It
is high at the beginning and at the end of the development and moderate in between. However,
this fact should be considered closely for each actual project since participation of the user
during the entire phase of development may be very important in certain cases.

4. The correct and efficient utilization of a CSS must be backed-up by well organised training in an
appropriate training environment. A training program design for a specific CSS and a specific
NPP should, therefore, be based on the systematic approach to the training. The question of the
training environment may be particularly important in the case of CSSs designed for control
room operators. In order to ensure the efficient use of these systems by operators in real process
conditions, their integration into the mock-up control room of a full scope simulator is highly
recommended.

5. Most NPP plants now in operation do not offer the I&C infrastructure that would be necessary to
efficiently implement and take full advantage of the CSS systems that could be developed with
state-of-the-art techniques. An I&C upgrade process to maximize the use of CSSs must include
the design and implementation of modern digital systems for some of the present equipment, the
selection and deployment of a communications and computing architecture, the design and
development of a standardized computing environment, and a management plan for the plant
information systems. The challenge for utility and plant staffs lies mainly in adopting general
guidelines, setting the requirements for the particular plant, and putting them into clear and
sensible specifications for procurement.

6. Integration of a CSS into the control room and with other control room equipment can more
effectively increase productivity, enhance safety and reduce operation and maintenance costs.
Digital systems, computerized support systems, plant process computers and plant
communications and computing networks allow for the integration of systems and information.
Software verification and validation and hardware qualification represent areas that require
attention from the safety point-of-view.

Two major aspects which are needed to support CSSs integration are:

- the plant communications and computing architecture, which provides the infrastructure
that allows integration to exist in a consistent and easy to implement manner. Open
systems concepts can be utilized to guarantee interoperability of systems and
interchangeability of equipment.

- a unified interface between the human and plant systems, which supports the successful use
of computerized support systems. Success in developing a better interface requires the
utilization of human engineering skills.

7. Verification and validation is the process to ensure that a system is designed according to its
requirements and to confirm that the system actually performs the required functions completely
and reliably. V&V methodology and guidelines are fundamental to all digital implementations in
nuclear power plants. Difficulties arising from software problems can affect plant safety,
reliability, and availability. Accepted verification and validation methodologies and tools would
enhance the acceptance of digital systems by users, management, vendors, and regulators through
increased confidence in the software.

The major conclusion here is that verification and validation should be an integral part of the
entire software development life cycle. The methods for V&V will vary depending on the phase
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of the software development, level of integrity required, and other characteristics of the software
system. Considerable guidance has been developed to classify software systems. This guidance
can be used for computerized support systems, and to develop recommendations for the
appropriate type of V&V based on the classification of the system and on the phase in the life
cycle. Recent experiences with large-scale software development efforts in the nuclear industry
have shown that the V&V effort can be very labour-intensive and time-consuming. The most
promising approach for streamlining V&V is to have well-established cost-effective
methodologies, to reuse application software modules, to employ established commercial
programs, and to develop software development and V&V tools.

8. Evaluation of the CSS before it is put into final use is essential to ensure that the system satisfies
the requirements defined for it. Results from the evaluation, including the following system
improvement, increases strongly the probability that the user will find the CSS a useful tool.

Two aspects of evaluation are considered important, the human factors and the computer
technical aspects. The two elements are closely coupled and address the fact that user
acceptance requires that the computer system functions satisfactorily.

Evaluation should not come after the development phase, but should be an integral part of the
development process. This approach is the most cost-effective one. However, the goals and
methods applied will differ depending on the phase of development as well as the overall function
of the CSS.

Regarding the human factors evaluation, involvement of the end user, especially towards the final
phase of evaluation, is important. From the spectrum of the existing evaluation methods, a
method must be chosen that satisfies the specific goal of the evaluation at the specific phase of
development. The approach for the computer technical evaluation depends strongly on the
complexity of the CSS, but is generally concerned with the three elements of hardware, network
and software. A number of tools are available for the analysis.
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ARGENTINA'S OPERATOR SUPPORT SYSTEMS IN
NUCLEAR POWER PLANTS

M. GOLDSTEIN XA9643039
H. PALAMIDESSI
Nucleoelectrica Argentina S.A.
Argentina

Abstract

The development of operator support systems for nuclear power plants started in Argentina a few
years ago. Four systems are at present deployed or under development. The participation of utility personnel in
the co-ordinated research program has helped in revising the current experience and in selecting and
specifying the systems to be developed and the resources needed for their implementation. Main efforts will be
aimed to the selection of those systems that can be more easily implemented, to improve the data retrieval and
handling, to develop diverse supplies of software products and to promote the understanding of support systems
among the potential end users.

1. NUCLEAR POWER PLANTS IN ARGENTINA

In Argentina there are two nuclear power plants of the pressurized heavy water reactor type.
Atucha I station (CNA I; 340 MWe) of the pressure-vessel-reactor type, came into operation in 1974;
Embalse station (CNE; 648 MWe) of the pressure tube-CANDU 600- type, entered commercial
operation in 1984. Since the beginning their performance has been satisfactory: Embalse has reached an
availability factor of 87.2 % during its life (in 1995, 98.9 %); figures for Atucha I, are 75.1 % and 89.2
% respectively. A third station, Atucha II (CNA II) is under construction nearby Atucha I site; it is a
pressure-vessel PHWR reactor type with a 730 MWe capacity.

As both nuclear power plants now operating have been managed by the same organization, a
great part of the operation, maintenance and engineering staffs have had experience in both stations.
However, the differences in time of design, designer, hardware and software implementation are
significant. Together with the diverse maintenance and operation experience, they do have importance
at the time of considering the update of I & C equipment and the man-machine interface, and the
introduction and future use of computer-based operator support systems.

A brief description of the original I&C equipment and operation scenery in each plant has
already been given [1]. Since the beginning of the commercial operation several upgrades have been
made in the information support for the operator, the most significant of which are summarized here :

Atucha I NPP has been undergoing several modifications to update the display of information
available for operation.

In the last years the original data-logging computer system has been upgraded, new memory
devices and peripherals have been incorporated. In the original design the data-logging computer was
linked with video display units through a low-rate asynchronous line. This one has been replaced by a
parallel, high-rate communication channel (PC-DAP), consisting in a PC which receives data, provides
consistency check of data batches, and sends them to a local network (LAN). The LAN is served by a
computer running in an Unix environment and providing the reception, processing and serving of data
[2] The system is being updated with the addition of new data (all binary signals logs from the station
computer, signals originally from panel instrumentation now wired to the computer, new calculated
parameters, etc.). Several PC's are linked to the net; some of them running the Display monitoring
system, which is described below.
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Since the beginning of the commercial operation of Embalse NPP, some improvements have
been made in the information relevant to the operators. The most significant are summarized here : a)
greater number of component or system status trends and bar graphs (computer memory was increased)

b) computer calculations of derived parameters, formerly done by hand (v.g.subcooling margin,
inventories, loss rates) were added, c) new alarm windows for safety-related parameters. Some other
minor improvements to data presentation in current systems and also upgrading of computer
peripherals have been done.

Work related with operation support is also being done in INVAP (Investigation Aplicada) -a
province-owned company technically related with the CNEA (the National Atomic Energy
Commission)- in the development of research and advanced-prototype reactors [3].

2. THE CO-ORDINATED RESEARCH PROGRAM

A small group from operation and engineering staff joined the co-ordinated research program
on Operator Support Systems in 1993. The commitment in the CRP program included the following
subjects:

- the survey of current computerized operator support systems (CSS) and the experience with them.
- the evaluation of operation tasks and functions and the identification of where the CSS can

advantageously support them.
- the survey of the anticipated functional requirements of CSS.
- the involvement of the end user in the development.
- the infrastructure requirements for supporting incremental upgrades in existing plants.

2.1. Current Computerized Operator Support Systems

About four years ago, there began the design of specific computerized operator support
systems (CSS) for the nuclear power plants in operation.

2.1.1. The Displayer system

The Displayer was designed as a visualization system, where the analog signal values logged
by the main computer, can be stored, printed and displayed in diverse patterns and formats. Trend
curves, bar graphs, mimics and other forms can be selected or somewhat be tailor-made by operators,
for most friendly presentation.

It is installed in the control room since 1992, with increasing acceptance among operating staff. It has
greatly widened the capabilities of plant monitoring and history analysis work.

2.1.2. The Shutdown System Monitor

The Shutdown System monitor (SDSM) consists in two independent sets, one for each plant
shutdown system. Formerly the monitoring of the shutdown systems, which have to be independent of
the regulating systems, was done only through analog meters and electromagnetic indicators, which
made tests cumbersome and allowed no post-trip analysis.

The new SDSM:

makes the monitoring of the trip signals of both shutdown systems easier (e.g. when performing
long, repetitive tests).

- improves plant availability when operating within narrow power margins, as during refuelling
operations in a channel close to 'reactor-overpower'detectors.
makes data storage, and hence post-trip diagnosis, possible.
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In the new SDSM each system has an acquisition node and a monitoring node. The acquisition-
node computer samples approximately 80 analog and 40 digital signals each 100 ms through
optoisolated inputs. It checks if any signal is within a 3% or a 10% band from the tripping limit,
crosschecks signals from correspondent detectors and transmits the collected information to the
monitoring node each 2 seconds. The monitoring-node computer applies correction or conversion
factors to the signals, checks them against irrationality limits, presents alarms and displays different
menus upon the operator's selection, draws historical trends -automatically or on operator's request- and
records the onset of an alarm, giving information on the event. Extensive exchange with the operators
has permitted to fit the details of the graphs, the menu selection and the contents of historical
trends. The system is under test in the control room and is not still approved for standard use.
Detailed features have already been described in the literature [4].

2.1.3. Diesel start-up Monitor

This CSS monitors the start-up of emergency Diesel. Formerly the electrical maintenance
operator had only a checking list to troubleshoot a Diesel which failed to start. The new computerized
monitor crosschecks the actual start-up sequence with the corresponding output of a stored simulation
model. It presents the time sequence steps in a logic diagram, indicating if there are missing signals
from the field; it stores the whole sequence for analysis.

The new procedure increases availability factors, reduces workload and makes fault diagnosis
easier and faster during the automatic startup following the incidental loss of electrical supply or during
repetitive tests. The wiring of plant signals to the acquisition node has called for special care due to the
signal isolation requirements of a safety-related system. The system is in the testing phase in the Diesel
room, where monitoring will be performed by electrical maintenance and shift personnel.

2.1.4. The Abnormal Event Procedure CSS

During normal operation this system monitors the critical parameters to help in the detection of
any dangerous departure from expected performance; once a failure happens, it helps the operator in
the detection and diagnosis of the abnormal event and in the execution of the mitigation procedure [5].

The system will acquire data from the plant main computer and existing logging systems.
Signals will be checked for rationality and some of them will also be validated, according to their
importance and the plant status. A data base, including all the incoming signals plus many calculated
values, will be continuously updated.

The critical parameters will be permanently monitored and displayed during normal operation.
When an upset is detected, the system can check if symptoms correspond with the occurrence of an
abnormal event which has been studied, and for which a mitigation procedure is available.

The operator may agree with the suggested diagnosis or not, and so he decides which procedure
is to be selected, and the system will display the logic sequence diagram, check conditions and display
the signal values during the execution of the procedure by the operator. It will permanently monitor the
critical parameters to detect if plant performance is not as expected and conditions become dangerous;
in this case it will warn the operator and display the mitigation procedure to be followed.

The system does not execute any action neither makes any suggestion which is not included in
the licensed procedure or restrains the operator action in any way; approval and updating of the coded
procedures require authorized access.

At present, an editor program has already been coded and is being tested. The procedure-
execution program is being developed.
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2.2. Identification of plant functions and areas of CSS utilization

To start the discussion with operation staffs about the use of CSS's it was decided to make a
detailed task and knowledge analysis of operation main work during normal plant states and the
transition processes between them. This plan followed the work of Borys and others [6]. A tentative,
detailed questionnaire was developed, to be filled in interviews with operators and supervisors in each
station. At the same time the possibility of performing a systematic study of allocation of tasks to man
or machine was considered, -following detailed studies on the subject [7]- but later it was disregarded
according to more recent experience [8].

After some discussion within the working group about the plan for interviewing operators and
supervisors, it was concluded that an exhaustive, time- consuming questionnaire program would not be
a fruitful, first-time approach. Operators were not well aware of the program scope, the detailed task
analysis would involve all the operation crew individuals -whose personal activities and experience are
widely different- and besides, the review should have also involved other people's work, e.g.procedure-
writing, training, etc.

A new approach was then agreed upon after interviews with the chiefs of operation staffs and
after some meetings with control-room shift supervisors. Every operation shift received a preliminary
form, in which the supervisors were asked to point out, in the frame of different operation states -
normal operation, start up/rundown, alarm situation, operation under abnormal event -which tasks they
thought could be helped by the introduction of an operator support system. A list of these suggestions
was compiled and common features summarized; details are given in [1].

No systematic classification of merits or benefits of the different systems that were proposed,
has been done. Discussions in the co-ordinated research program task group on evaluation of plant
functions and identification of where OSSs can be beneficial, suggested that priorities in selection of
OSS for future development might depend -apart from current constraints on funding- on two main
factors : the policy of user management and the expected level of technical sophistication [9]. The
manager view is influenced by the criticality of the task supported, i.e. the potential consequences in
terms of safety or availability, (and of course requirements from the licensing authority may be
mandatory); and the responsiveness to the need of a better environment for operation work.

In our case, on the basis of the short experience drawn from the current development work on
CSS and the proposals of operation staffs, we feel that easiness of implementation and use should be
one of the first criteria to select the CSS. This could help to achieve shorter development schedules,
reduce costs and benefit operator's acceptance. That easiness could be present in:
- systems that do not require acquisition of new data or massive retrieval of information.
- systems which merely improve information transfer and display, involving low 'knowledge level1

and no significant change in man-machine task allocation;
- systems for which a great part of the software tools needed have been already developed.

2.3. Functional requirements

The main lines of the approach on the consideration of the required functional characteristics of
CSS's have been discussed in the previous CRP meetings. Besides functional requirements, certification
and even licensing on a regulatory basis, are matter of discussion [10].

During the development phases of the CSS's we have met difficulties in setting a timely
sequence for the definition of the functional and qualification requirements, the technology-related items
and the corresponding technical specifications. A tentative plan on this matter has been proposed for the
future developments (See [3], appendix); a brief description of its main lines is given:
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1) A first specification document should give the basis for the discussion of the proposal and
preliminary approval of an OSS at the management level. Main requirements and specifications to
be given are: a) Object of CSS. b) Classification of OSS regarding safety, c) Licensing
requirements (applicable standards) or mandatory tests for certification.

Description of the aim of the CSS indicated in a) should include a comparison, based on a
preliminary task & knowledge analysis, between the current operational practice and the one that
is foreseen with the computerized support. (Importance of the experience with the same system or
very similar systems in other plants should be considered but not overemphasized).

2) At a second-step specification there must be given: 1) a detailed description of the OSS (regarding
functions, plant states and tasks, users, man-machine share of functions). 2) the software
functional requirements and general MMI requirements. 3) data and knowledge characteristics
(sources of data, consistency of information, etc.)

3) Further documentation on software development should follow a 'software life-cycle strategy1.

2.4. Involvement of the end user in the development of CSS's

During the CRP meetings the forms, occasions and intensity of the user's participation in the
development of the CSS's have been discussed [11]. This is however an aspect of the development
management that is strongly related to the conditions of the work organization, the relation between
developer and user organizations and the human relations within a particular utility in a particular
country. And so, sharing the disparate experiences is a most valuable tool for selecting and improving
methods for better management of the development process.

In the consideration of the different steps in the development process and the issue of
documentation given in 2.3., the participation of the end user, together with the staff of headquarters
departments and that of the developer organization, is included.

In the case the user made the original suggestion on the CSS's development, of course the full
involvement should start early in the first step, the definition of the object of the CSS. The description
of the operation tasks in the first document, requires the active participation of the end user to achieve a
more accurate comparison between the operational situation before- and after-insertion of the CSS.

Li all cases, the classification of the CSS in terms of safety concern and the licensing
requirements, and the modification of operating procedures, must be approved by the utility
management.

It has been pointed out (See [11] par.4.1.3.) that the involvement of the end user is very
important at the early and at the terminating phases of the project and is less pronounced in between.
At the same time the danger of this view is remarked. The end user must participate in the design of the
functional features specification, and later, in the successive revisions of the technical specifications
issued by the developer.

We believe that in the discussion of the functional specifications the main item in which the
user must participate is that of the knowledge-related characteristics of the CSS. Among others these
involve:
- the balance of functions between man and machine
- the coherence, consistency and overlapping of information between the current systems and the

new one,
- the need of validation of new information.
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This involvement should help the end users to become familiar with task-knowledge analysis, to
foresee the difficulties that may arise in operation due to conflictive information and so, to collaborate
in preventing inadequate specification or defective realization on the part of the developer. Often a full
scope simulator is not available, so it is advisable that the final user get a good, deeper knowledge of
the system to make the process of on-line testing lighter and shorter, during the commissioning.

The full participation of the end user in the review of the different documents will help to make
a sequential model of the software development process more straightforward. An iterative
development process, where successive or 'incremental' prototypes are reviewed by the final user
through several testing steps, could be more efficient in complex systems, but results in longer
development times.

Another field in which the participation of the utility personnel has resulted decisive in our
experience, has been the installation of CSSs in the plant.

In the case a data network is not available in the control room, data acquisition normally takes
a substantial part of the implementation work. Moreover it may require the commitment of the NPP
staff and the use of most precious time during plant outages.

2.5. Infrastructure requirements to support incremental upgrades in existing plants.

The study of the strategies for upgrading the existing instrumentation and control infrastructure has
been contributed in the final report of the CRP [12]. Some preliminary conclusions relevant to the work
of our national CSS group are given below. Separate efforts are taking place in Argentine NPPs
concerning the modernization of instrumentation.

3. MAIN LINES OF ACTION FOR DEVELOPING NEW CSS.

The experience drawn during the last years and the studies carried through the co-ordinated
research program have indicated that for the enhancement of CSS development, the main present lines
of commitment of our group on development of CSSs are :

l)to help in the selection for development, among the CSSs that are most needed, those that can be
implemented with a reasonable effort and at minimum cost.

2)to promote the improvement of data retrieval and handling, basically by the deployment of an
operative network system in the control room, reducing time and cost of implementation of future
CSSs.

3)to develop diverse supplies of software products for CSSs. For this purpose it is necessary to build
up the capacity of defining and applying a software lifecycle strategy in every development; this is of
primary importance as long as configuration of complex systems may require the participation of
several staff groups: clear definitions about scopes of supply, and V & V methods, including testing
requirements, are essential.

4)to promote the understanding of the CSSs among the potential end users, mainly of the knowledge-
related aspects of human-machine interaction and function allocation.
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COMPUTER PROGRAMME FOR OPERATOR SUPPORT IN PRIMARY
FREQUENCY CONTROL OF NPP DUKOVANY

J. KURKA, I. PETRUZELA, Z. PIROUTJEK
EGUPraguea.s., XA9643040
Prague, Czech Republic

Abstract

The computer programme for the control room operator support in the primary frequency control
operation of the NPP Dukovany power unit is described. This operational mode has recently been
implemented. Until now, the plant has been exclusively operated in the based-load mode at nominal power.
The stability of the main unit parameters, unit power output and main steam header pressure, is the
characteristic feature for this mode of operation of units with W E R 440 type of reactors. This does no more
hold in the new mode in which these both principal parameters vary in dependancy on the power network
frequency changes. This fact, however, has an important impact on the activities of the control room operators.
Therefore, to help them to adapt themselves easily and without unnecessary stresses to new conditions the
regulatory body when licensing the new mode finally approved its implementation only if computerized
operator support system would be installed in the control room. Such a computer program for the operator
support has been recently developed in EGU Prague and has already been implemented into the unit
information system on all four Dukovany units.

1. Introduction

The decision to connect the Czech power network to the UCTPE together with changes of the power
network operational conditions in last several years led to a demand to engage the NPP Dukovany units in
power network frequency control.

The NPP Dukovany, at present the only NPP in operation in Czech republic, has four units with
reactors of the W E R 440 type and overall power output 4x440 MW. Each unit has two turbo-generators
220 MW. It is operational from 1985.

This nuclear power plant was originally designed as a source for work in base-load operation at the
nominal power and till now it has exclusively been operated in this way.

The engagement of the plant into primary frequency control enlarges, thus, a number of possible
modes of operation of the Dukovany units by a mode which is characterized by the unit power output
changes in dependancy on the power network frequency deviations from its nominal value. From the point of
view of the unit control, the new mode, which will be used on the demand from the power network central
dispatching only, has an important impact on the control room operators' activities.

The base-load operation is characteristic with a stability of the power output and regarding the
adopted strategy of the reactor power control, with a stability of the main steam header pressure. Particularly
constant header pressure is, in this mode, considered a point of operator support. In the new mode, the
parameters change their values in dependency on the frequency changes.

From the point of view of the unit operator the important phenomena are as follows:
- Main steam header pressure variations in dependency on the network frequency changes; steam

header pressure instability is caused in the consequence of the use of the reactor self-regulating
capacity to cover demanded changes of its power output.

- A value of the main steam header pressure change for a given power network frequency deviation
depends on the fuel burn-up; i.e., the magnitude at the BOL differs from that at the EOL.
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- Main steam header pressure variation has its own dynamics; i.e., it is not possible to specify the
pressure directly from the frequency deviation but it is necessary to consider the unit behaviour in
the past.

All these aspects make operators' task very complex and since the unit information and monitoring
system does not provide them with sufficient information that would help them in the unit status estimate and
in the decision making process the implementation of the new mode was finally approved by the regulatory
body only if the information system would be supplemented with a computerized operator support enabling
operators to recognize different possible situations in time.

Such a computerized support, the computer programme for the operator support in the power
network frequency control (PRF), has been developed in EGU Prague in co-operation with the plant
personnel in phases of requirements specification, MMI design (screens design), and final implementation on
the unit computer network and experimental test operation. The main support function of the PRF is based on
a calculation of the corrected main steam header pressure.

After the trend of this calculated parameter the operators can decide whether the cause of the unit
state change is in the frequency variation, or in the condenser vacuum variation, or in the fuel burn-up.

The computer programme PRF has been recently implemented (in August and September 1995) into
the unit computer network on all four Dukovany units and is now in experimental test operation for two
months period on units 2 and 3 and for six months period on unit 4.

The PRF code development has been carried out within a framework of EGU activities under the
CRP contract 7101/RB.

2. Dukovany Power Unit Computer LAN Architecture

According to the requirements specification, the computerized support had to make use of two PC
stations installed in the unit control room and used by the operators of the primary and secondary circuits.
These computers are connected to the unit LAN network. The architecture of the part of the network that is to
be used by the PRF is in Fig. 1.

The module "Process Data Acquisition" ensures data acquisition from the plant technology and the
process system. The data are processed in the main plant calculator. They are, further, transferred by the data
server to the unit LAN network in the following intervals:
- every 2 s values of state signals from the system URAN;
- every 4 s values of analogical signals from the system URAN;
- every 16 s values of state and analogue signals from the system VK3 - HENDUKUS.

Now, the following computer stations are linked to the LAN:
- The supervisor PC stations (not depicted).
- The primary circuit operator PC station.
- The secondary circuit operator PC station.
- Data server.
- Printer server.
- Service computer.

As service computer a notebook can be used (e.g., for testing of a computer programme during
implementation).
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Fig. 1 Unit LAN architecture

3. Description of the PKF Hardware, Software and Principal Structure

3.1 Hardware and software requirements

The following are the minimum hardware and software requirements for the support PRF
implementation.
- Hardware

- IBM compatible PC station: Intel processor 486/133 MHZ or higher, memory: 8 MB
RAM, %540MBHD, 15" colour-layer SVGA display monitor or higher, mouse-type
positioning equipment, 16 bit network card ETHERNET;

- Black and white laser printer;
- Colour ink printer.

Software
Operating system MS-Windows 3.1 or higher;

- Network operating system Novell 3.12 or higher;
- OS Novell network support under MS-Windows;
- Run-time module for National Instrument LabWindows/CVI.
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3.2 PRF Structure

The basic PRFstructure is presented on fig. 1. The support programme is divided into two
modules:

- Data collection module (DATA.DLL).
- Data processing, storage and visualization module.

1. Data collection module DATA.DLL

This module task is to collect current values of analogue and discreet parameters from the unit
LAN network and to validate them.

It is programmed as Dynamically Linked Library (DLL) which is connected to the main
program module at the moment of its start-up. The library has been programmed by means of C1"4"
interpreter with the use of the Novell toolkit "Support for Programming Network Applications under
Operating System MS-Windows".

The selected approach to the data collect by means of DLL makes it possible to get data from
sources other than LAN network by a simple replacement of this library. In the course of the PRF
development, this was applied in two following cases:

a) in testing and validation by means of the unit simulation model; in this case the
DATA.LL module was programmed as DDEclient and the data transition was performed by the
DDE-communication

b) during the operators training in the PRF use. In this case the DATA.LL module
collected data from a data file. This version is also used as demo-version for the support programme
demonstrations.

1
DATA.DLL

DATA INPUT

CALCULATION
VISUALIZATION
DATA STORAGE

PROGRAM PRF

Fig. 2 Support program basic structure
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2. Module for data processing, storage and visualization

This module is the main part of the program. It ensures the following functions:
- Input data verification (e.g., checking of parameters which are subject to limitation);

- Calculations of some internal variables and particularly the calculation of corrected main steam
header pressure;

- Data displaying in graphical and numerical forms ;
- Power unit status checking and annunciation of deviations from expected conditions by means of

buttons;
- Filing of values of selected parameters ;
- Displaying of trend curves of selected variables from the archive;
- Printing on printers.

The module has been programmed by making the use of the National Instruments LabWindows/CVI
/ the off-the-shelve visualization product.

The PRF runs under the OS MS-Windows and makes use of its features, particularly the following:
- printing on the optional output device;
- multitasking.

This enables the operator to work, for example, in text or spreadsheet processor while the PRF runs
on the background. A module ensuring the PRF self actuation in case of need, e.g., a violation of setup
criteria, has, therefore, been built in into the programme. Then, the PRF display format corresponding to the
actual situation will automatically appear on the screen.

4. PRF Services

All information provided by the PRF is presented by the PRF is presented to the operators in five
windows laid out on four display formats. In order to achieve the best possible presentation the design of
windows and display formats were consulted with the plant personnel.

Each display format contains always two windows. One of them at the right-hand wing is common
for all four display formats. Two cub-sets of buttons displayed in this window are serving as annunciators of
events evaluated by the PRF either as faulty or non permitted conditions. Other four windows are dedicated to
displaying of digital values and/or trend curves of selected parameters either measured or calculated. The
following windows have been designed:
- Main Steam Header Pressure
- Turbines
- Primary Circuit
- Turbine-generator Load Controller
- Annunciators.

4.1 "Main Steam Header Pressure" Window

The "Main Steam Header Pressure" is presented in fig. 3. This window is a basic one and appears
always immediately after the program activation. In this window, numerical values and trend curves of the
following parameters are displayed:
- Power network frequency
- Main steam header pressure (measured value)
- Corrected main steam header pressure.
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This calculated parameter is the basic parameter provided by the PKF. It informs the operator what
the value of the steam header pressure would be if the power network frequency deviation from its
nominal value equalled zero. If this parameter is within a preset band (during the test operation, the band
is set up between 4.33 MPa and 4.39 MPa) the operator is informed that the power unit is in a stable
state. The corrected main steam header pressure calculation considers the following factors:

- Momentary power network frequency

- Momentary main steam header pressure value
Main steam header pressure historical trend

- Fuel bum-up.

Providing the operators with this information the PRF gets them rid of the necessity to have in mind
all these factors and, thus, gives them a certain feeling of confidence.

4.2 "Turbines" Window

The window is depicted in fig. 4. Parameters displayed in this window characterize the turbine-
generator behaviour. The following parameters are presented (always for both turbine-generators):

1. Both the digital values and the trend curves are displayed:

- Set-up value of the turbine-generator power output
- Load value at the output from the load limiter in the turbine generator controller

Actual turbine-generator power output.

2. Only digital values are displayed:

- P2 - turbine-generator secondary oil pressure
- P2MEZ -calculated parameter which tells the operator what would be the secondary oil

pressure value in case of demand from the power network for maximum increase
of the turbine-generator power output

- delta N_KF - value at the output of the frequency corrector
delta N - control error at the input of PI controller of the turbine-

generator power output controller

4.3 "Turbine-generator Power Output Controller"

The "Turbine-generator Power Output Controller" window is presented in fig 5. In this window the
simplified structural diagram of the turbine-generator power output controller is displayed as well as digital
values of important input, internal and output variables describing the turbine-generator power output
controller performance; some of them are:
- the turbine-generator power output set-up value;
- the load value at the output of the limiter;
- the control error at the input of the PI controller;
- the position of electro-hydraulic transducer EHP08
- the secondary oil pressure;
- actual turbine-generator power output;
- power network frequency;

pressure in the main condenser;
- main steam header pressure deviation from the set-up value;
- frequency corrector gain;
- frequency corrector limiter.
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Fig. 6 Primary Circuit
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4.4 "Primary Circuit" Window

Some parameters describing the current primary circuit conditions together with selected parameters
of the secondary circuit are displayed in the "Primary circuit" window in fig. 6. The following variables are
displayed:

1. Digital values:

- KAM - fuel cycle length expressed in effective days;
- NR - reactor heat power;
- TCS - average coolant temperature;
- dT - coolant warm-up over the core;
- TE1 - coolant temperature at the input to the reactor;
- TEZ - coolart temperature at the output of the reactor;
- regKO - pressurizer control level;
- tlakKO - pressurizer pressure;
- pHPK - main steam header pressure;
- hcPG - wide range level in the steam generator 1;
- hsPG - narrow range level in the steam generator 1;
- URVPG - opening of the feed water valve of the steam generator 1;
- reimARM - reactor power controller mode of operation;
- p v ARM - main steam header pressure value noted in the reactor power controller

memory.

2. Trend curves:

- reactor heat and neutron power;
- pressurizer pressure.

4.5 "Annunciators" Window

This window is presented in all display formats. It assembles buttons serving as annunciators which
when activated call for operators' attention because of violation of specified criteria.

Buttons are divided into two fields. In the upper field, there is a set of buttons for events indication in
the turbine-generator power output controller. This field is further subdivided into to columns, each for one
turbine. In the lower field, there are buttons annunciating a violation of limits by specified unit parameters.

Each button covers specific limit and suggests the operator the necessary measures.

1. Turbine-generator power output controller annunciators:

- KF - frequency corrector is not connected or its malfunction;
- ORZ - fault in the turbine-generator power controller, or the corrector "+" intervention, or

vacuum corrector intervention;
- dN - signal to PI controller of the turbine-generator power controller does not

correspond to the expected value: the turbine-generator power controller
malfunction or corrector "-" intervention;

- N - turbine-generator has achieved demanded power output;
- EHPJVI - extreme position of electro-hydraulic transducer has been achieved;
- RV_M - limit opening of turbine^merator control valves has been achieved;
- RV_R - no sufficient reserve for efficient opening of T-G control valves in case of the

power network demand to increase the power output;
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f N - turbine-generator power output controller is not in the power control mode;
Ch-dp - turbine generator power output controller failure not caused by a pressure

deviation;
Ch+dp - turbine generator power output controller failure caused by a pressure deviation;

- On/off - switch-on/switch-off of buttons; switching-offis necessary if only one turbine is in
operation or the unit is not in frequency control operation.

2. Unit annunciators:

PHPK_VYP a calculated value of the corrected pressure is out of a specified band because
of condenser vacuum value change, or the fuel burn-up, or xenon poisoning;

- ARM_S reactor power controller ARM is not in "S" mode of operation;
ARM_pHPK steam header pressure value noted in the reactor power controller is out of

scope;
PHPK steam header pressure has reached the value at which the pressure corrector

intervenes;
- pKO pressurizer pressure is out of setup limits.

5. PRF Testing and Validation

A great attention was paid to the testing and validation of the PRF functions. This was performed in
three stages.

In the first stage, the PRF was confronted with the data collected in the course of the Dukovany tests
objective of which was to verify the unit response to simulated frequency errors. These data correspond to the
unit normal operating conditions. They were used mainly to validation of the calculated corrected steam
header pressure.

The second stage was very important. In this stage the PRF was tested in conditions of great
disturbances and abnormal unit operating conditions. As input data, the data from the power unit simulation
model were used. This simulation model, developed in EGU Prague, is currently used for unit transient
analyses. During these tests, great and fast primary frequency deviations were modelled as well as conditions
with failures of the unit technological equipment and failures in the control system.

Before these tests the necessary completion of the simulation model had to be done to adapt it to new
conditions with a variable primary frequency. The following upgrading have been introduced:

- The turbine model has been completed with a part modelling turbine speed oil regulation. This controller
transforms primary frequency deviations from nominal value to the primary oil pressure changes.
Mo the primary circuit model, in its part modelling the primary coolant pumps, the dependency of
primary coolant flow in individual loops on the primary frequency has been introduced.

- The turbine-generator power output controller has been completed with a frequency corrector. This
corrector changes the demanded value of the turbine power in a band of ±3% of the nominal power in
dependency on the primary frequency error.

- The turbine condenser model has been completed by a part respecting the cooling water temperature
changes. This temperature has an influence on the condenser vacuum quality which, on its turn, has an
influence on the turbine efficiency.

- All changes carried out on the unit technology equipment and in the control system in connection with
the primary frequency control implementation have been respected (e.g., replacement of the steam-
generator feedwater valves and steam dump to condenser valves, changes in the set-up of the turbine-
generator power output controller and the reactor power controller).
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The connection of the PRF with the simulation model can be seen from fig.7. The testing assembly
involves two PC stations coupled by means of ETHERNET network. On one station, the simulation model
of the power unit ran under the simulation code WinModex. This code represented the DDE-server. On the
other station, the PRF ran with its data module carried out as DDE-client. By means of the DDE-
communication the real time date transition between the simulation model and the PRF was realized.
Application of the simulation model made it possible to test the PRF under the failure conditions which if
imitated on actual equipment would be expensive and would have an impact on the equipment life
expectancy.

The last stage of testing was carried out during the PRF installation on the unit network. On this
occasion, all PRF input signals were verified and constants tuned up.

6. PRF Implementation

The PRF implementation on the Dukovany units 2, 3 and 4 took place in August 95. Since the unit
4 was under the operation in the EOL conditions, and only one turbine was under the operation on the unit 3
the PRF responses to non-standard conditions could be verified. The installation of the PRF on the unit 1, re-
started after planned outage, was carried out in September 95.

Now, the Dukovany NPP units are in test operation in the primary frequency control mode. PRFs
are in operation, as well. The test operation of units 2 and 3 will last two months. Six montihs test operation
(the regulatory body demand) is supposed for the unit 1.

7. Operators Training

In order to ensure adequate operators training a programme of training has been prepared and a
guide with all necessary information about the PRF functions and PRF command has been elaborated. To
demonstrate the PRF operation a demo-version has been worked out. On-site off-line training of the operators
was carried out by the developer.

S. Summary

The PRF is on the test operation on all Dukovany units which are in operation now. This test
operation should verify the PRF usefulness and its capability to support the operator in the primary frequency
control of the Dukovany units.
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First results and gained experience with the test operation already show that despite the undoubted
contribution to the unit process control, some modifications of display formats will be inevitable.
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REQUIREMENTS ON MECHANISTIC NPP MODELS USED IN
CSS FOR DIAGNOSTICS AND PREDICTIONS

K. JUSLIN
VTT Automation, XA9643041
Espoo, Finland

Abstract

Mechanistic models have for several years with good experience been used for operators' support in
electric power dispatching centres. Some models of limited scope have already been in use at nuclear power
plants. It is considered that also advanced mechanistic models in combination with present computer
technology with preference could be used in Computerized Support Systems (CSS) for the assistance of
Nuclear Power Plant (NPP) operators. Requirements with respect to accuracy, validity range, speed, flexibility
and level of detail on the models used for such purposes are discussed. Quality Assurance, Verification and
Validation efforts are considered. A long term commitment in the field of mechanistic modelling and real time
simulation is considered as the key to successful implementations. The Advanced PROcess Simulation
(APROS) code system and simulation environment developed at the Technical Research Centre of Finland
(VTT) is intended also for CSS applications in NPP control rooms.

INTRODUCTION

Mechanistic model based diagnostics and prediction techniques have already extensively been used
in electrical network dispatching centers. It has been considered important that the operators have a
possibility to test their intended operations with a simulator before operating the real network. The electrical
network models used are very detailed, including models of interlocks and automation systems, the required
measurements have been available for the estimation of the initial conditions needed for the predicting
simulation runs. This has been possible because of the linear behavior of the electrical network itself. The first
attempts to predict thermohydraulic processes were realized by linearized state equations resulting however in
very short accurate predicting time span because of the process non-linearities that not were taken into
account. In fact it has previously not been possible to make the accurate enough much faster than real time
situations needed for long term predictions. Furthermore, the use of thermohydraulic codes has traditionally
required access to experts. Now, when sufficiently easy to use simulation environments are available, the
efficiency/price ratio of computers has increased rapidly, and the numerical methods for solving this kind of
problems have improved considerably, it has been feasible to study a possible introduction of mechanistic
model based support systems in the NPP control rooms. The requirements for such models with regard to
accuracy, validity range, speed, flexibility, level of detail, verification and validation are discussed.

The quality assurance aspects, both with respect to the development and maintenance of the
simulation tool itself and also concerning the consistency of Ihe model specification, are discussed. A
systematic updating procedure of the mechanistic model according to changes at the plant state, as for
instance caused by the manual operation of a valve, is definitely needed. The mechanistic model specification
is in fact a computerized the real-time documentation tool for notation and evaluation of the detailed state of
the plant. Verification and validation procedures are essential for the quality assurance of the simulation tool.
Modeling of a large set of international test requirements and subsequent simulation of the recorded
experiments made at each site form an important but laborious part of the verification work. The test matrix
has to be reprocessed after each change in the code of the simulation tool. Also documented experience and
working procedures of the development team of the simulation is of importance. For reference, the
experiments in mechanistic modeling of NPPs at VTT is described. The following concepts have been applied
on the development of the Advanced PROcess Simulation (APROS) environment and code system.
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GENERAL REQUIREMENTS

Accuracy and validity range

The concept of accuracy with respect to mechanistic model is dependent on the physical and
chemical mechanisms taken into account as well as the accuracy of the material properties and correlation
used, and the construction data available. The validity range concerns the extent of the temperature, pressure
and concentration regions where the mechanisms, material properties and empirical correlation are valid. The
achievable accuracy is also dependent on the spatial discretization of the fluid circuit and heat structures, and
on the length of the time-step used for the numerical integration. Numerical methods used and truncation
errors may also have a large impact on the resulting accuracy.

Speed

The speed requirements is real-time for tracking mode simulation as well as for training applications
in general. However in predictive simulation, more than 100 times faster than real-time may be required for
feasible application. Ten times faster than real time can presently be achieved with an affordable desk-top
work station computer and efficient code.

Level of detail

The level of derail is considered as the portion of components and processes simulated. Usually an
integrated system should be simulated as a whole. The exact replication of control system functions is very
important. Auxiliary systems may not be needed to model in detail, if their impact is not specifically studied.

flexibility

The flexibility requirement is perhaps one of the most demanding. The flexibility includes easy and
formally consistent model specification. It should be possible for the operator to easily make changes in the
model. It should be convenient to isolate a part of the model to study only local interactions. It should be easy
to assign any suitable variable as a boundary condition for the model, e.g. for attaching a tracking mode
simulator to process measurements. Change in mode structure should be possible to do on-line.

MECHANISTIC MODEL BASED OPERATOR SUPPORT

Three applications of mechanistic models for advanced CSS systems in the control room will be
discussed. The on-line tracking mode simulator used for non-linear state estimation, the faster than real time
predicting simulator for extending measured curves on process computer displays, and the off-line what-if
simulator for experimentation of operational procedures. All these tools include the same identical
mechanistic model of the plant, which also may be used for plant analysis or training purposes: Only
one model to update!

State Estimation

One such model is used for state estimation running as a tracking model in real time and having
some important measured variables as boundary conditions. These variables are either of integrating
type, such as levels, temperatures, and pressures, or are external such as cooling water temperature,
electrical grid voltage and plant electrical power set-point. This model produces input for a diagnostics
tool evaluating differences between measured and calculated values.
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Prediction

A copy is made from the tracking model state variable data-base for use by the predicting
model, running without any implied boundary conditions and much faster than real time, and pro-
viding calculated extensions to the measured curves for the operators' displays in the control room.
The predicting simulator is started with pre-defined time intervals and each time provided with a
fresh snap-shot from the tracking mode simulator, including all state variables and parameters
needed. The predicting simulator is supposed to calculate a scenario of sufficiently long time to
show how the process is proceeding from the present state without any interventions from the op-
erators. That means that all involved automation systems, such as sequential automatics, also shall
be included in the predicting simulator model.

Scalar or Parallel Processing

A full scope analyser model with one dimensional reactor and turbine plant models in-
cluded runs presently on a desktop workstation computer about ten times faster than real-time with
a time step of 0,2 seconds. The same plant model provided with a detailed fully three dimensional
reactor representation runs just in real time. To run the one dimensional model 100 times faster
than real time, either we have just to wait for some years to have available a single workstation at
affordable prices, or to make extensive use of parallel processing. The problem is that general
code made for sequential computing usually not can benefit much from traditional, medium grain
vectored or parallel processing. The algorithms used have to be adapted for parallel processing and
the code reprogrammed, which is a major effort. Also distributing the overall model on several
computers for coarse grain parallelism requires advanced computerised tools for efficiency and
consistency.

An interesting feature is that code optimised for parallel and vector processing also runs
more efficiently on a single processor. This will be more evident in future as the single processor
architecture develops with inherent fine grain parallelism. Old scalar Complex Instruction Set
Computers (CISC) processed the instructions strictly sequentially, needing several clock cycles for
an operation. They were improved with pipelined functions, such as floating point operations, and
even combined with attached vector processors. The Reduced Instruction Set Computers (RISC)
managed to initiate operations in parallel, reaching about one operation per clock cycle. Super
scalar RISC processors, such as Pentium Pro, reaches 3-4 operations per clock cycle. Future Very
Long Instruction Word processors provides already for massively parallel operation. In addition to
this we all have experienced the 25% increase in clock cycle speed each year. The hardware needed
will be available.

Experimenting

An additional workstation with the identical model may be provided for off-line what-if
simulations in close connection to the control room or for studies in the technical support centre, as
well. It should be possible to make copies of the real-time state value data-base to this simulator on
request. The what-if predicting simulator makes it possible for the operator to check off-line the
impact of manual operations before invoking them at the real plant. The operator may then like to
run the simulator in real time mode, faster than real time, slower than real time, or interrupt the
simulation, and also include manual operations in the scenarios. A separate workstation should be
assigned for the what-if simulation. This workstation may with preference be used by the operators
for self directed training studies of the operational performance of parts of the plant or the whole
plant.
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MODELLING REQUIREMENTS

The Paradigm Used

Power plants are intrinsically very non-linear, the automatics introduce discontinuities in
the operation, as well as certain events in the process itself, mostly because of the non-linear and
even discontinuous nature of the thermodynamics and transportation properties involved. Also,
simulation of a plant at continuous full power is not very interesting. The estimator should survive
operations from cold shutdown to full power, and also assist in accidental situations. This means
that only a non-linear mechanistic model of the process is useful, and that a reasonable complete
model of the control system also is needed. In fast transients a linear adaptive estimation model has
neither the time nor the information to reconstruct its parameters. A non-linear estimator may also
have adaptation of some of its parameters, however, the adaptation should always be user con-
trolled, not continuous, since an adapting model might not find developing errors in the process
itself.

The Mechanisms Considered

Only a mechanistic model may comply with these requirements. It is always important for
the user to know which physical and chemical mechanisms are considered in each part of the
model, and what restricting assumptions are made such as:

noncompressibility or compressibility considered
flow only in pre-defined direction or change of direction is considered
single phase flow only or homogeneous multiphase flow considered
velocity of sound considered or not
separated phases may have different flow velocities and directions or not
transportation of solid phase considered or not
diffusion considered or not
separation considered or not
non-equilibrium thermodynamics considered or not
non-condensable gases considered in vapour flow or not
solubility of gasses in liquid phase considered or not
momentum considered or not
momentum flux considered or not
relocation of heat structures considered or not
penetration of pressure vessel considered or not
equilibrium chemical reactions considered or not
chemical reaction kinetics considered or not
electrolytic effects considered or not
residual heat dependent on operational history or not

Material Properties Presentation

Also the calculation of thermodynamic and transportation properties of materials included,
and the validity range of such properties is of vital importance for a reliable result. The user should
definitely know the valid operational range of pressures, concentrations, entalphies, void, and tem-
peratures. The accuracy of the calculated outputs should be presented, for e.g.

mixture density
mixture temperature
mixture entalphy
void fraction,
liquid density
gas density
liquid entalphy
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gas entalphy
liquid phase concentrations
gas phase concentrations
solid phase concentrations
viscosity
friction between phases
heat transfer coefficients, between phases and between fluid and solid structures
derivatives such as compressibility and specific heat

Flexible Boundary Conditions

In a tracking mode simulator it is essential to have a large variety of variables possible to
choose as boundary conditions for the calculation, preferably such variables that usually are meas-
ured with reasonable accuracy, and are of integrating type, such as

temperature
level
pressure
concentrations
integrating controller outputs

The derivative type of inputs, however, such as flows are usually not very precisely meas-
ured, and may merely be used for diagnostics purposes. Of course if they are real boundary condi-
tions to the real model, as for example water to and from water treatment system, they have to be
considered. In fact one of the main sources for discrepancy between model and real process is ac-
cumulated to the total water inventory. It is also the place where to look for pipe breaks, consider-
ing feed and bleed control, besides possible measurements from the drainage system.

On-Line Model Configuration

Extreme flexibility is needed of the tracking model. Measurements may be found incorrect
and can not longer be used as boundary conditions, some part of the plant may be operating ab-
normally and should be excluded from the overall model, until the model has been changed accord-
ingly. A leakage should for instance be possible to introduce anywhere in the model. All these
changes should be possible to introduce on-line between the simulation time-steps of the tracking
mode simulator. There are a lot of parameters in a simulation model that are based on construc-
tional data that may need an adjustment when measurements are available from the plant. So is that
case e.g. with the total heat exchange coefficients of heat exchangers. The tracking mode simulator
should allow for adjustment of the heat exchangers, provided suitable measurements are avai lable.

A very important aspect is the updating of the simulation model. The model needs prompt
updating of data according to procedures, which may well promote the overall quality control of
the work orders performed at the plant. All changes in the plant, e.g. as simple as operation of
manual valves, should be included in the model specification. This means that there is a current
model specification of the plant, which is the basis for the tracking mode, predictive mode, and
what-if mode simulations. In addition it serves as consistent a plant state data-base. The tool for
updating the model shall be computerised process and automation diagrams. There shall be access
to the states and parameters of the different components directly from the diagrams, by activating
the component of interest. Changes in the model is done by updating the diagrams and component
parameters according to changes in the real process. All parameter data should be traceable: who
has introduced a parameter, found from which document, who has updated the parameter, and
when. All this improves the consistency.
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The Model Data-Base

Several types of data shall be available in the model data-base that is reached directly from
the graphics. In addition to the model component parameters themselves and the state values from
the simulation data-base, there may be references to other databases, possibly including such in-
formation as the functional descriptions of the components, the source document for the specifica-
tion of each parameter, the design criteria for the components, reference to maintenance data-
base, operational history of the components, and specific current remarks on the use of the com-
ponent to be considered. That is, the model data base is a part of the plant documentation system,
having its role in transferring consistent knowledge to the operators and the maintenance personnel,
much originating from the design phase of the plant. It is also a place to update data later on, as
changed during backfitting and re-engineering efforts.

Design Evaluation

When available, the simulator is also a tool for evaluation of different design alternatives
when planning for changes to the process. Specific design copies are made from the current data-
base only for this purpose and are used by the design and maintenance personnel at their own com-
puter systems.

Technical Support Simulator

A copy of the current model should also be available at the computer system in the techni-
cal support centre, making it possible to independently run what-if scenarios starting from the pre-
sent situation. A copy could also be available at the oflfice of the national nuclear regul ator.

Training Simulator

The plant full scope training simulator could benefit from the current model philosophy. If
the same model specification is used at the simulator, the training simulator will always be up to
date. This is also the correct place to introduce changes in the process design for training of the
operators just on time before they are taken into use at the real plant.

Quality Assurance

Nuclear power plant analyser codes are usually very extensive, and developed of a team of
several specialists during a long period of time. They nowadays tend to be commercial grade pro-
prietary codes. The quality of such common code for the different simulation purposes may be as-
sured with a consistent verification program. The correct performance in different configurations of
the lowest level building blocks of heat structures, flow structures and physical and chemical
mechanisms is checked. If there is made any changes in the kernel of the code, the whole verifica-
tion program has to be renewed. The verification program consists of a large set of modelled test
equipment, each having available several measured transient tests, with will be compared to
simulated tests. It is assumed that the code is calculating correctly the target process if it performs
correctly in the test cases. Also the validation of the software with measured data from the simu-
lated target plant is important. Both model and specification data correctness are considered.

THE ADVANCED PROCESS SIMULATION SOFTWARE

Graphics Based Model Specification

In order to achieve a consistent specification of plant and automation systems, suitable for
concurrent engineering by several persons, a suitable graphical interface is needed. A graphics cli-
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ents' and data-base server based approach enables consistent model development and updating
procedures. The plant model is formed by a hierarchical set of pictures, including process and
automation system diagrams. Several persons may develop and test their own models independ-
ently, which easily are combined to a single model. The model may be run on several computers
concurrently. The models are easily connected to emulated or real control system equipment over
TCP/IP connections.

Computer Platform

The simulation server code is presently maintained on a large set of computers and opera-
tion system versions The development environment includes new Silicon Graphics, Hewlett
Packard, Sun, and DEC Alpha computers, having UNIX operating systems with X-Windows and
Motif libraries available. Also a VMS version is available for DEC Alpha, and soon also Windows
NT. The graphics server software runs presently in X-Windows environment, but soon in PC envi-
ronment.

Layered Software Structure

The software quality is maintained applying a layered software structure, enabling easy transpor-
tation of the software between software platforms, easy transportation of the model specifications
to new versions of the software, and easy connection to new types of graphical interfaces [1]. It is
important to keep the following two layers separated: Mechanistic Model Building Blocks, and
higher level Technological Process Building Blocks.

APROS has a software kernel developed and maintained at VTT. This includes the real-time data-
base with the basic sparse matrix solvers, the thermohydraulics calculation, heat structure calcula-
tion, the electrical system solvers and the automation system solvers. Also basic correlations and
material properties are included. The kernel level mechanistic building blocks have been heavily
verified. A large set of international thermohydraulics test equipment have been modelled [2]. Reli-
able operation in the test cases implies reliable operation also in other configurations. After
changes in the code the tests have to be repeated. APROS application models have been also vali-
dated against measurements from real plants and compared to calculations made with other codes
[3]. It is possible for the user to define own component models such as steam generators, only by
specification in the database, using the mechanistic building blocks of flow and heat structures
provided for by the kernel. This technological level enables the user to develop added value to the
APROS, maintaining his own component libraries, and quality assurance procedures.

The APROS Project

In 1986 it was decided from software quality assurance point of view to develop a com-
pletely new modelling and simulation environment for inclusion of new, more advanced codes for
demanding simulation studies. The Advanced PROcess Simulation (APROS) software was devel-
oped as a more than hundred man-year effort in close co-operation with IVO International Ltd. The
consistently verified and validated product has reached a mature level with respect to nuclear plant
dynamic analysis. The next features under development concern more severe accidents including
possible relocation of heat structures in the core. Separate research aiming on implementation of
capability to calculate scenarios including penetration of pressure vessel is presently going on.

APROS is now in use at about 20 sites, including applications from full cope simulators to
design workstations. The CSS application area was considered from the beginning of the develop-
ment of APROS. Model based operator support systems, such as state estimators, predictive
simulators, or so called "what if" simulators, are provide for. The CSS requirements for the models
and the simulation environment were accordingly considered in detail.
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Accumulated Mechanistic Modelling Experience at VTT

Extensive experience on modelling of nuclear power plants has been built up since the
early seventies at the Technical Research Centre of Finland (VTT). At VTT Automation the first
larger efforts concerned modelling of the Loviisa pressurised water W E R 440 nuclear power
plants for the purpose of validation of the total control system concept. The model was later on
used for on line tests of some parts of the real control system, as e.g. the plant and turbine control-
lers, which were connected to the model instead of the simulated controllers. The model was also
equipped with a control desk for initial training purposes of the Loviisa operators. A similar model
with one dimensional reactor calculation was also developed for the Olkiluoto boiling water nuclear
plants of ABB type. At the same time VTT Energy was involved in making detailed analysis of the
Finnish nuclear reactors, as required by the authorities, using at that time available codes, but also
developing completely new codes for the purpose. This was the start of the long term generation of
the critical mass of know how in the development of real time simulation and nuclear plant ana-
lyser tools.

This experience was refined during the years in different contexts concerning full scope
training simulators. VTT was providing software tools, modelling and consulting services during
the construction of the Loviisa full scope training simulator together with a department of ABB
Power in Finland, and has later on been directly updating and improving the Loviisa simulator for
the owner Imatran Voima Company (TVO). The Loviisa simulator was one of the first full scope
simulators where a primary circuit small brake accident could be calculated in real time and in-
cluded in the training program. ABB has subsequently used codes with roots in Finland for its
training simulator development, as for example in the PAKS simulator in Hungary. An other im-
plementator of VTT developed codes has been Eurosim AB in Sweden. Accordingly, several
Swedish, Japanese and Korean NPP simulators have thermohydraulics codes developed at that time
in by VTT in Finland. This was a good starting point for the APROS project.

CONCLUSIONS

The technology provides for introduction of computerised model specification
tools serving the plant from its design phase, during the commissioning and operation of the plant,
until the decommissioning. Very soon, affordable standard computer systems are on the market
enabling the introduction of advanced mechanistic model based CSS to the control room. Fortu-
nately experimental tracking mode simulators have been implemented with real plant measure-
ments, and also experimental control rooms are built enabling studies of the use of predicting
simulators and model based diagnostics in power plants[4].
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Abstract

Computerised operator support systems and related activities in Hungary are summarised.
Sytems developed in the past, presently developed and used as well as being in a planning phase are
briefly described. Activity of the Hungarian participants in the framework of the co-ordinated project on
operator support systems for nuclear power plants is summarised.

INTRODUCTION

Computerised operator support systems have been and are being developed since the late 70-es
in Hungary. Many of the developed systems are being applied by the operating personnel of the
Hungarian power plant and other nuclear facilities, some others, on the other hand, did not grow over
the piloting stage. The first attempts to develop computer based systems to support the NPP operators
were made years before the commissioning of the first unit of the Hungarian Paks NPP. Although these
systems did not comply with the requirements of a state-of-the-art operator system of today, they can be
regarded as the roots of the systems developed later on for real, on-line applications. The first system
built for real application in a NPP control room was the VERONA core monitoring system. Other
typical installations are the PDR (Paks Diagnostics System) for noise analysis: the EMERIS
surveillance and disturbance analysis system for the MR reactor of the IAE Kurchatov, Moscow: and
the KAZMER automated diagnostics system for the WER-1000 reactor of the Kalinin NPP, Russia.

For some years already, efforts are being made to develop elements of AI based CSS's, X
Window based human-machine interface for CSS's, database structures for supporting decision
making, development of systems on various platforms, such as the G2 real-time shell, alternative
operating systems and graphical user interfaces. Some of these attempts have grown mature enough to
be applied in the NPP, some others are still in the experimenting phase and will hopefully find their
applications in the next years.

Review of the CSS's in Hungary was first presented at the co-ordination meeting in Vienna,
1992, the first version of the present National Report has been compiled and submitted in September
1993. This report is a revised and extended version of the previous one, including the results since then.
The most important systems ever developed or being in developing or design phase in Hungary are
briefly described in Sections 2 and 3 respectively. Section 4 summarises the Hungarian contribution to
the final report of the co-ordinated research project in question. A list of related publications by the
Hungarian developers closes the compilation.

OVERVIEW OF OPERATOR SUPPORT SYSTEMS DEVELOPED IN HUNGARY

In what follows short descriptions of the computerised operator support systems developed in
Hungary are given. Many of the systems were aimed at fulfilling specific tasks and are not in service
any more, others, however are in continuous use and represent standard components of the nuclear
installation where they are in operation.

It is to be mentioned that most of the detailed documentation of the systems and programs
developed in this field were not documented in English, since they were intended to be used inside
Hungary. References are only made to documents available in English.
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Alarm Analysis System for the WR-SM Research Reactor

A pilot system having been operation in connection with the computerised control system of the
WR-SM reactor. The system is based on pre-defined 'alarm libraries' which were evaluated after
having been triggered by some signals [1].

RMR Reactor Data Collection System

A data collection and monitoring system developed during the period of the WR-SM research
reactor upgrading. It collects processes and displays all the important analogue and discrete measured
data, prepares inventories and data records. The most important operational parameters are
continuously monitored and limit-checked. Schematic diagrams can be displayed for the larger
technological components which contain the available measured values in a continuously updated form.

The operation of the system is menu driven and self explanatory. The actual as well as the
recorded data can be displayed in functional (trend) or tabular form.

RPM Reactor Parameter Monitoring System

An on-line data acquisition system with several built-in evaluation functions, such as reactivity
calculation, reactivity coefficient estimation, integration, filtering etc. The system was developed
primarily to support the physical start-up experiments on the WER-type reactors. Prior to the
application of the system in the start-up experiments of the units of the Paks Nuclear Power Station, a
group of Hungarian experts exploited the RPM system in the start-up experiments of the Unit 2 of the
Bohunice (Slovakia) NPP and in the start-up experiments of the Unit 3 of the Kozloduy (Bulgaria)
NPP. By the time of the start-up of the first Unit of the Paks NPP the modifications initiated by the
experiences collected during the first two applications of the system were incorporated in the system.

The hardware of the system consisted of a CAMAC crate supplied with an Ihtel-8080 based
CPU along with the necessary modules for analogue to digital conversion and collection of binary
signals. The system also contained special analogue modules for signal amplification and conditioning.
The maximum scanning frequency of the 32 analogue input signals was 5 Hz (0.2 sec resolution) and
32 discrete status signals were connected to the system in change sensitive manner. The system is still
operable and have been routinely applied during the start-up experiments and some other on-power
physical experiments, such as 'small perturbation reactivity coefficient measurements'.

PANDA - a Program System for Post-mortem Disturbance Analysis

A LISP based system for off-line fault-tree analysis giving possibility to define fault-trees, to
describe the structure and the models of the technology and to evaluate the fault trees using real
technological measurements recorded during a transient [3]. Presently not in use

The DAS System for Automated Failure Analysis in Paks NPP

A pilot version of an automatic fault-tree analysis system was designed and developed to
operate together with the power control system of the Unit 1 of the Paks NPP. The system has never
been tested under real conditions because of the safety system category of the power control subsystem
[4].

The VERONA Core Monitoring System and its Versions

The system is meant for the detailed analysis of the data coming from the well instrumented
reactor core of the WER-440/213 type power reactors, specifically for the Units of the Paks NPP. It
presents detailed information for the operator about the internal conditions in the reactor core. The
detailed evaluation includes the reconstruction of the two and three dimensional power and temperature
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distributions within the core, the heat-balance calculation of the primary cooling loops and in the
secondary circuit, long-term integration for burnup assessment and SPND calibration. Several
approaches were developed and tested during the last decade to fulfil the task of power distribution
reconstruction.

Basically, three version of the system existed: the original version first installed in 1984 at Unit
1 which is not in use anymore; the VERONA - plus version still operating at Unit 4; and the
VERONA-u version which is operational at Units 1 through 3 and at the training simulator.

In the VERONA-plus release, special functions help the operator in preparing and controlling a
planned change of the energy production.

In the latest, VERONA-u version, the system is developed on an appropriate HW
configuration, which includes a redundant, VME-based data acquisition system, two MicroVAX-3100
computers for the detailed elaboration and four DECstations as operator's workstations. The
development was performed in the Applied Reactor Physics Department of the Atomic Energy
Research Institute, Budapest. In this project state-of-the-art software tools were also applied, such as
the X-window compatible DECwindows software for M/M interface, object-oriented database
handling. This latter was specifically developed for the sake of this project, utilising the experiences of
the EMERIS development (see below). The main feature of the database handling is that the experts of
the utility can tailor the system during its life time, according to the new experiences, new requirements
or technological changes, without turning to the developer staff.

The application of the X-window compatible DECwindows software gave the developer a very
effective way of developing the flexible, easy-to handle nevertheless rather complex man-machine
interface. The modular structure of the MMI is also designed to fulfil the needs of the users of different
categories.

The VERONA-u release has several new features compared to the previous releases. The most
important ones are the following [5, 6, 24, 25, 26, 37, 39-41, 48]:

- hot-spot monitoring on fuel pin level, taking into account the reconstructed, actual 3D nodal
distribution and the precalculated distribution within the assemblies;

- on-line determination of DNBR distribution and comparison to the technological limits;
- long-term archivation of all data, available for a complex later analysis;
- (over 3 month time-span on disk);
- well developed tools for a great variety of possible queries in the on-line database are at the

expert's disposal;
- duplication for redundancy both at the level of data acquisition and the level of elaboration to

ensure a long-term continuous operation;
a very wide set of display figures including core maps of almost every possible quantities relevant
to the operation, as well as animation of control rod positions and SPND readings.

The EMERIS PROCESS Monitoring and Disturbance Analysis System for the MR Reactor of
IAE Kurchatov, Moscow

Though the system is installed outside Hungary, it is worth mentioning in the present
compilation since it has been developed in the KFKI Atomic Energy Research Institute Budapest, and
therefore considerably contributed to the experience of the members of the staff taking part in the
development work. Specifically, it represents an important milestone in the Hungarian CSS
development work since it is the first operational on-line application of the artificial intelligence
approach to a CSS for a nuclear system, developed in Hungary. The system was developed for MR
materials testing reactor of the Kurchatov Institute, Moscow. Though the technology, where the system
is applied is not a power station, it is so complex that an Al-based operator support system may be of
great importance. An important feature of the system is that by a shell-like database definition tool, it
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can be adopted to the frequent changes of the complex technology to monitor. The Disturbance
Analysis subsystem works according to the graphically definable logic graphs and the conditions at the
nodes of the graphs can be given in simple meta-language[16, 22].

According to the latest information the MR reactor has been shut down and thus the system is
not operational anymore.

•PDR, Noise and Vibration Monitoring and Analysis System

Systems are installed at all units of the Paks NPP for monitoring neutron- and technological
noise data and vibration spectra from the main rotating machines. The systems were developed in co-
operation of the Atomic Energy Research Institute (AEKI) and the Institute for Electric Power
Research (VEEKI), both from Budapest. The system is proved to be beneficial in discovering and
locating a control assembly deformation and abnormal vibration. The analysis of the noise signals is not
fully automated, but a number of software tools are available to support the expert's work [2, 7, 8].

"KAZMER" A Complex Noise Diagnostic System for WER-1000 type Reactors

A complex noise analysis system was developed in Hungary for the Kalinin Power Station
Russia. The system includes a semi-automated in-core noise analysis subsystem (KARD), an
automated vibration monitoring system (ARGUS) and an automated medium-size-leakage monitoring
system (ALMOS). The system can be converted to collect and process data from WER-440 type
reactors.

The incore noise analysis subsystem has been adapted to the Paks WER-440 units and is in
operation at Unit 3. and 4 [20, 29 -33].

DIR/KAR, the Dosimetric Control System for Paks NPP

A new dosimetric control system has recently been installed at the PAKS NPP, which includes
several sophisticated processing options. In addition to the in-plant dosimetry monitoring the system
incorporates the monitoring of the wider environment of the plant, including the meteorological
conditions. The system has been developed by the AKRIBIA Ltd. software engineering firm and the
Atomic Energy Research Institute, Budapest. The new system substitutes the obsolete previous
dosimetric system and also integrates the former environment monitoring system.

Full Scope Training Simulator of the Paks NPP

The Paks NPP is provided with a full scope replica training simulator reflecting all the
characteristics and functions of a WER-440 reactor unit. The simulator has been developed in co-
operation with the Finnish firm NOKIA/AFORA and is in full operation for initial training and
retraining of the power plant personnel.

The control room is a full scale replica of that of the NPP. The simulator software runs with a
one second cycle time and is able to cover every normal and anomalous events up to a small break
LOCA [18, 19, 23, 34].

Upgrading of the simulator to include severe accident up to prior to core melting has recently
been completed. The reactor- and thermohydraulical models have been replaced by new ones and a
separate code (running in a separate computer) has been added to account for large scale LOCA events
[28, 34].
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Basic Principle and Compact Training Simulators

One of the traditional research and development activity of the Atomic Energy Research
Institute is related to the nuclear training simulators. Besides the full scope simulator mentioned above
various basic principle and compact (quasi full scope with limited control room devices) simulators
have been developed. They are operational at the Paks NPP, Kola NPP and Rovno NPP, all with
WER-440 type reactors [9, 12, 13, 19, 21, 27].

Emergency Control Room Simulator of the Paks NPP

The emergency control room simulator represents an image of the real emergency control room
simulator through computerised displays. The simulator is connected to the full scope training
simulator and offers the same interacting possibilities as the real devices. The simulator is the result of
the development work performed in the NPP Simulator Centre.

COPAS - Computerised Operator Assessment System

The system is used during the full scope training simulator sessions to assess and evaluate the
performance of the trainees. The system is based on the Emergency Operation Procedure of the plant
and is fed by data from the simulator. It compares and displays the actions and reactions of the
operators as opposed to the required or optimum sequences. The system has been developed by the NPP
Simulator Centre experts [23, 36]

The Plant Information Centre - EIK

The measurements available at the separate units of the Paks NPP are transferred to a
plantwise information centre, called EIK. The data are collected periodically, are subject to certain
(limited) processing and are stored in archives. The centre is meant for data recovery, posterior
analysis and generation of standard logs and journals. A database maintenance, system makes the
follow up of the plant-changes easy.

Environmental simulator

A PC based simulator has been developed in the KFKI AEKI to follow the consequences of
radioactive releases of a hypothetical nuclear accident. Atmospheric dispersion, plume depletion by dry-
out and wash-out, cloud shine and ground shine doses, dose commitments from inhalation and
ingestion, early and late health effects are calculated. Effects of the introduction of countermeasures
are also taken into account.

The simulator is meant for prediction in case of a real accident and for education and training
of the decision-makers [43].

GPCS - a G2-based prototype NPP information system

As a result of a concentrated R&D activity (sponsored by the National Committee for
Technological Development - OMFB) a prototype of a process monitoring and alarm-generation system
has been developed in the framework of the G2 expert shell. The most important plant subsystems have
been included into system and have been tested experimentally, using a training simulator.

The system was used to demonstrate the ability of the G2 based expert system to collect,
process and display on-line, real-time data from a WER-440 reactor and its main technological
components. It has also been applied to build up the model of logics and interlocking systems of
selected technological components in order to establish and intelligent alarm displaying module [42,
44].
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Operator Performance Experiments

Operating personnel of the Paks NPP take part in regular retraining sessions at the full scope
training simulator. During these sessions a systematic series of experiments have been conducted in the
course of which every crew has been tested in four (operationally) abnormal situations.

The evaluation of the human performance was made with the aid of the COP AS system (c.f.
Subsection 2.14), the results are published in [36]. this work was also sponsored by the OMFB.

ONGOING AND PLANNED CSS DEVELOPMENTS IN HUNGARY

In the following short descriptions of the systems being in development or planning phases are
given. The CSS related activities going on, or being planned in Hungary can be divided into two
groups. Those in the first group relate to the development or upgrading of operator support systems
directly applicable to the Hungarian NPP. Such activities are:

further development of the core monitoring system VERONA-u;
- upgrading the full scope simulator;
- development of a primary data gateway and archivation system;

upgrading of the process computer;
- developing of a critical safety function monitoring system and emergency operational procedures;

developing systems related to the refurbished reactor protection system.

The second group of the research and development activities involve projects financed by
governmental bodies (like the National Committee for Technological Development - OMFB), or
initiated by other (possibly international) institutions because of their potential applicability. Such
projects are:

- development of an integrated failure monitoring system;
- development of a severe accident simulator;
- development of multifunctional simulators;
- participation in the Halden Reactor Project.

Further Developments in the VERONA-u System

The VERONA-u system actually operational at units 1 through 3 and at the full scope training
simulator of the Paks NPP has the version number 3.0. This version can be considered as final and will
also be implemented at Unit no. 4. Further developments concern:

the inclusion of specific reactor physics algorithms to account for new types of fuel elements,
loading patterns and operational strategies;

- introducing statistical methods to evaluate the state of the detectors and measurements [51];
- developing long-term, plantwise archives management tools;
- introducing centralised database and software management;
- introducing further remote stations and stand-alone systems with on-line data supply.

Upgrading the Full Scope Simulator

Because of the ageing hardware configuration as well as of further specific applications of the
full scope training simulator, a thorough upgrading is planned. In the framework of the upgrading new
computers are included into the system and the models are tuned to a 0.1 sec cycle time. The simulator
is made suitable to include 'hardware in the loop tests' in order to serve the future development of a new
reactor protection system or other main technological components.
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ARGW - Data Gateway and Local Archives

In order to directly interface the Plant Information Centre (EBK.) and the primary data
acquisition units an intelligent gateway system has been established at units 3 and 4 and is to be
introduced at units 1 and 2. Because of the difference in the data acquisition systems of the two unit-
pairs, the gateways have slightly different roles. At Units 3 and 4 the gateway is hardly more than a
data transfer unit with very limited database handling and archives capabilities. At Units 1 and 2 the
ARGW systems are planned to be more sophisticated including certain data processing and more
complex database and archives handling features. The system is in the phase of functional specification
its relation and connection to the future process computer is not yet decided.

Upgrading the Process Computer

The process computers of the Hungarian NPP are in operation since the starting up of the units
and (although are continuously maintained and certain main components have also been replaced) are
getting obsolete and aged. Changeover of the process computers to new ones naturally yields the
upgrading (in fact changeover) of the respective software systems. This project is in the state of the
feasibility studies and requirement specification.

The new system will very likely be flexible enough to incorporate some of the existing data
acquisition, monitoring and surveillance systems. Other will be interfaced to it via networking. It is
expected that the user interfaces of the various CSS's will be as unified as possible and the number of
operator workstations will be minimised.

A plantwise database and information system is expected to be formed and the various
elements of the unit CSS's will be connected to each other.

Critical Safety Function Monitoring and Symptom Oriented EOPs

The present operating procedures of the Hungarian NPP assume that the operator is fully
aware of the situation and recognises the events going on. Accordingly the operating procedures are
basically event oriented. According to the advanced practice symptom oriented operating procedures
tend to gain importance in handling emergency situations. Such procedures are used in conjunction with
some kind of Safety Parameter Display Systems, or Critical Safety Monitoring Systems. Introduction
of symptom oriented emergency operating procedures and critical safety function monitoring at the
Hungarian plant is under consideration. The related R&D work is quite extensive, the project is in the
phase of feasibility studies.

Data Processing Related to the Reactor Protection System

Refurbishment of the Paks NPP reactor protection system is in the phase of system design. The
reactor protection system will by fully digital with almost all data available for recording and
processing. Consequently there is a need to collect, process, display and store a large number of
measured or generated signals. This task will be performed by either the gateway and archive system
(ARGW) or the new process computer. The Post Emergency Monitor System (PEMS) will be part of
the above mentioned processing unit. Final plans for this system are to be made at the end of the
planning period of the RPS.

JEDI - An Integrated Failure Monitoring System

In the framework of the R&D activities sponsored by the OMFB an extensive project has been
and is being carried out in the field of CSS's. The primary goal of the project is the development of
computerised operator support systems that may contribute to the safe operation of the plant via
decreasing the possibility/probability of human failures.
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The project focuses on the development of an integrated failure monitoring system which
processes data measured in the NPP. The system incorporates various methods and models of early
failure detection such as various versions of the Sequential Probability Ratio Tests, Kalman filters,
ARMA models, parity space methods etc., as well as well established fluctuation diagnostics and
analysis methods.

Data are collected on-line from a large data-surface offered by the core monitoring
measurements combined with signals from other specific technological sensors. A software controlled
multiplexing method ensures the collection of the (maximum 32) signals selected from the available
several hundred.. The results of the signal validation and noise diagnostics analysis are offered in
various forms, such as trend-curves, numerical values, textual information as well as time series and
spectra, also stored in files [38, 39, 45 - 47, 49, 52 - 55]

Severe Accident Simulator

This, recently completed, OMFB sponsored project aimed at the development of an independent
simulator to play the possible scenarios of a severe accident, usually preceded by a large break LOCA.
The system is based on the existing compact simulator software architecture and include separate core
melting, radioactivity and radiological consequence estimating models [35].

Multifunctional Simulator

In the framework of the PHAKE project a consortium, selected by the European Union
representatives, is in charge to develop a multifunctional simulator to be applied at eight WER-440
plants (the Hungarian plant is not included), part of them being of V 213, others of V 230 types. The
consortium has contracted KFKI AEKI to be a partner in developing the simulator software tools.
Models specific to the WER-440 plants (like 3D neutronics, ECCS, turbine hydraulics and neutron
controls, control rod drives) are developed by the Hungarian partner.

Participation in the Halden Reactor Project

KFKI Atomic Energy Research Institute has become e member of the OECD Halden Reactor
Project in 1995. In the next two year period the expected result of the Hungarian participation is
threefold. First, the Hungarian participants will become familiar with the applications of the CSS tools
developed in the Halden Project. These tools are mainly to be applied in developing monitoring and
surveillance systems. Secondly, R&D work has been initiated to develop a critical safety parameter
monitoring system (CRISP). As a first step the background and the functional specification of the
planned system have been summarised. The third CSS related area of the Hungarian HRP participation
is the R&D in the field of signal validation and early failure diagnostics. Experiences and results of
KFKI AEKI in the field will be summarised in a report.

HUNGARIAN CONTRIBUTION TO THE CRP

The activity of the Hungarian participant in the co-ordinated research programme covered two
main areas. First, as all other participants of the CRP, the Hungarian participants have contributed to
the programme in the scope originally defined. The second area includes the design, programming and
compilation of a database containing important data of the CSS; in operation world-wide.

Contribution to the CRP Original Scope

The participants of the co-ordinated research programme in their first co-ordination meeting
have defined a number of distinct tasks (areas) that cover the whole range of the computerised operator
support systems (CSS) related activities in the extent as follows:

- CSS' current status and experience;
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- identification and classification of CSS;
- technology for implementation;
- cost/benefit and evaluation.

The participant countries have had the freedom to select specific tasks to participate in or act
as a Task Leader. The Hungarian representatives proposed participation in the following tasks:

a) Survey of existing documentation relevant to this programme's goals
b) Survey of existing operator support systems and experience with them
c) Development of appropriate terminology for identification and classification of CSS
d) Identification and classification of CSS
e) Develop guidance on how the end user should be involved in the development of CSS
f) Develop infrastructure requirements to support incremental upgrades in existing plants with

regard to data communications, databases, knowledge bases, analogue/digital compatibility, unified
MM, etc.

g) Determine to what extent and by which methods should the CSS be evaluated before final
implementation to demonstrate their quality and also how to effectively evaluate them after
implementation.

Hungary was selected to be Task Leader in the task e).

Tasks a) and b) were completed in the first year of the Programme . A CRP Meeting has been
organised by the Hungarian participants in Budapest in October 1993, where National Reports on these
activities have been presented and discussed. The leaders of the tasks have summarised the results of
the Reports, the National Reports as well as the summaries have been published in the IAEA Working
Material Report No. IAEA-IWG-NPPCI-93/4. The outstanding merits of the Hungarian National
Report were mentioned with emphasis by the IAEA representative as well as by the Task Leader.

The document above also summarises the state-of-the art of the other ongoing tasks. Thus the
Hungarian contribution to Tasks c) and d) - to have been completed in the second year of the
Programme - had also been included into the National Report and was accepted by the participants.

The tasks to perform in the final year of the programme were discussed in the co-ordination
meeting in Rome, October 1994 and the drafts commonly accepted were included into the Working
Material Report No. IAEA-IWG-NPPCI-95/1. The Meeting has also decided on the structure and
contents of the Final Report, the participants and the Task Leaders were requested to compile and
submit their contributions accordingly.

In Task e) - where Hungary was the Task Leader - a questionnaire had been composed with
those questions and possible answers that later on have lead to the final conclusions in the Task. The
questionnaire had been answered by the interested participants in the Task and has been summarised by
the Task Leader. The answers and the revised draft document, originally submitted to the Rome
meeting represent Section 4.1, Involving the end user in the development of CSS's of the Final CRP
Report in Chapter 4. Human Aspects of Introducing CSS's.

Developing a Database of Existing CSS's

The first CRP meeting the participants decided to compile a questionnaire on operator support
systems in use at nuclear power plants. The questionnaires have been sent out to a large number of
NPP's. About 60 answers were received describing existing CSS's. Following the relative success of the
inquiries the participants have decided to store the answers in a database.

The database was built up in MS ACCESS and was programmed by the Hungarian
participants with a project supervision from IAEA. At the time of the compilation of the present
National Report, the database is in the phase of the final programming, sample data have already been
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input, a consultancy meeting has overviewed it. Inputting the entire information in the questionnaires is
the task of the rest of the project.
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OPERATOR SUPPORT SYSTEMS IN NPPs.
SUMMARY OF THE ACTIVITIES IN THE PERIOD 1993-1995

V. SILVANI
Agenzia Nazionale per la Protezione deU'Ambiente, XA9643043
Rome, Italy

Abstract

The report presents an overview of major activities performed in ENEA and ANPA in the period
1993-1995 related to CRP subject. Being in Italy the Nuclear Power Plant not in operation since 1987, studies
and research under development related to the CRP subject make reference to technological themes such as
the methods to improve the software quality in critical application and the methods to improve the operator
training.

INTRODUCTION

Purpose of the present report is to provide a brief summary of major research activities
performed in ENEA and ANPA in the period 1993-1995 related to the CRP subject.
Being the nuclear program presently stopped in Italy since 1987, (a brief overview of the Italian
situation is reported in sect. 2), studies and researches on man-machine interface have been mainly
oriented to cover technological themes or to consider the possibility to transfer to a conventional context
approaches and methodologies previously developed for nuclear applications.

In this sense the studies presented during the previous CRP meetings covered the followings:

- a critical review of the operator support system requirements, mainly derived on the basis of the
international experience in regard;

- a presentation of methodologies and tools under development in ENEA to enhance the software
design process and the software quality;
a presentation of the methodologies developed in ENEA to improve the operator preparedness
during the emergencies.

In general these projects have been developed in ENEA in the frame of the European projects
ESPRIT and Environment in collaboration of other European partners.

An updating on the Italian situation

In Italy the responsibility for regulating the peaceful use of nuclear energy from the point of
view of nuclear safety and health protection of workers and population has been carried out for several
years by the Directorate for Nuclear Safety and Health Protection (DISP), an autonomous branch of
the National Committee for Energy, Environment and New Technologies (ENEA). According to a law
recently approved by the Parliament (January 1994), DISP has become the core of a new governmental
agency, denominated ANPA (National Agency for Environmental Protection), harged with more
general duties related to environmental protection. ANPA continues to be responsible for nuclear
installations regulation and control.

On the European side, an effort is also addressed to follow the evolution of some alternative
concepts such as a large size PWR. At this regard the development of the EPR (European Pressurised
Reactor) design could represent an important opportunity for the European regulators to harmonise
their safety criteria.
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As well known, Italy has built and operated 4 NPPs. Three of them (Latina- Gas graphite
reactor; Garigliano - BWR; Trino - PWR) started in the early sixties and one (Caorso -BWR) in 1981.
At the time of Chernobyl accident, in 1986, the ALTO LAZIO NPP (two 1000 MWe BWR MK HI
units), was under construction, and a standard PWR design (the so-called PUN project) was developed
and already under regulatory body examination. Site preparation for the first Standard PWR plant was
underway.

After the Chernobyl accident a referendum on nuclear matters was held in 1987 in Italy.
Although the referendum questions were formally limited to some specific aspects of the legislation
regulating the activity of the Italian utility in the nuclear field, the referendum results were politically
interpreted as negative for the existing nuclear technology and the Government, with parliamentary
approval, decided to indefinitely shutdown all operating NPPs, to stop Plants under construction, and
to place "a 5 year moratoria" on the new nuclear plants.

After that time the interest has been directed towards innovative reactors, possibly with
enhanced inherent and passive safety features (SBWR,AP600), which seem to offer the best hope of
public acceptance in Italy. More recently, the interest at national level has been restricted to the AP600.

In addition, since 1992, ANPA has been involved, within the European Community assistance
programs to Eastern Countries TACIS (Technical Assistance to CIS Countries) and PHARE
(Assistance for Economic Reconstruction of Poland and Hungary), in activities mainly addressed to
provide assistance to the Regulatory Bodies of the beneficiary Countries in reviewing their own
organisations and in supporting them in the safety analysis of the plant in operation. Presently major
efforts in this direction have been performed in the activities co-ordinated by the Regulatory Assistance
Management (RAM) Group and the Technical Safety Organisations (TSO) Group and in the activities
co-ordinated by an international consortium to improve the safety of the RBMK reactors

Moreover, as mentioned above; since 1994 ANPA has been also charged of new duties in the
protection of the environment. In particular, at this regard, ANPA is required:

- to develop appropriate methodologies, regulation and standards to preserve and enhance the
quality of the environment;
to identify and monitor key parameters;
to provide appropriate information to public;
to provide guidance and technical support to local administrations;
to promote studies and researches related to the protection of the environment and the development
of cleaner technologies.

Sectors and themes covered by the Agency activity will include the quality of the environment,
the management of natural resources, the waste management and the risk management.

Review of operator support system requirements

Operator Support System Requirements have been reviewed mainly on the basis of the
international experience existing in regard. Typical sources of information were the studies and the
analyses on the man-machine interface conducted at the Halden Project or the studies coming from
Countries where this type of systems are presently under development or in operation.

The systems were reviewed and classified by considering the operating environment (normal,
abnormal, accident, etc), the type of technology (conventional procedural software / expert systems),
the postulated final user (plant operator, engineer; plant management staff etc.) and the expected
licensing requirements.

Detailed analyses in regard are reported in the final CRP report; In the following only a short
summary of major conclusions is reported below:
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- COSS's (Computerised Operator Support Systems) include a wide variety of computer
application. Specific requirements need to be tailored by considering each specific application;

- human aspects connected with the introduction of COSS's are expected to be;
- the proper involvement of the final user in the definition of the system requirements;
- the development of an appropriate training program;
- the development of appropriate models of the operator behaviour to better allocate functions to

man and machine;
- software quality appear to be a crucial point in the development of future COSS's; in particular it

may be expected that software quality requirements will be graduated by considering the criticality
of each specific application. In addition, because in some cases software reliability can play a
critical role, there is a need to develop appropriate metrics to measure software attributes and to
make use of more formal techniques to support the Verification and Validation (V&V) process or
critical systems.

In particular in ENEA researches have been recently performed regarding themes such as the
development of methods and tools to support the software development and the operator training. To
these experiences is made reference in section 4 and 5.

Methodologies and tools to enhance the software design process and the software quality

During previous CRP meetings, two ENEA studies to develop techniques supporting the
software design process have been presented:

- the IPTES project (Incremental Prototyping Technology for Embedded real-time System); an
ESPRIT project to develop a common software development environment that support in the
software development the Boehm's principles;
the SQUID project (Software Quality In Development), an ESPRIT project to develop
methodologies to implement software quality metrics.

1-IPTES project

Purpose of the IPTES project is to develop methods and tools supporting:

- the specification of prototypes at different level of abstraction;
- the execution of a prototype having different parts at different level of abstraction;

- a graphical description of design models and analyses.

Expected benefits from this technology can be:

- reduced cost in software development by using the incremental prototyping technique;
- improved co-operation between different teams in large software design.

As test bed in ENEA the methodology has been applied to some subsystems of the control
system of the FTU (Frascati Tokamak Upgrade) reactor.

1- The SQUID project

Purpose of the SQUID project is to develop methodologies for software quality specification,
evaluation and control based on quantitative measures of appropriate "software quality indicators". In
particular the project aims to define an appropriate quality model through the definition of specific non-
functional behavioural requirements (quality requirements) and through the identification of appropriate
measures and numeric targets.
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The methodology was tested in ENEA by using two different subsystems of the Antarctica
Telescience project (an unmanned station in Antarctica remotely monitored and controlled, able to
operate during the Antarctic winter to perform scientific experiments) characterised by different
attributes:

- the electric power supply and distribution subsystem characterised by having limited
environmental pollution, high availability, high maintainability and tolerance to faults;

- the remote man-machine interface which should allow the remote operators and researchers to
operate the station and to perform the experiments.

The study defined and analysed the concept of "quality model"; then a "quality model" was
established for each subsystem on the basis of the specific quality attributes of the subsystem

Methodologies to improve operator preparedness during the emergency management.

ENEA gained experience on information technologies to support the emergency management
since 1989, in the frame of the ESPRIT project ISEM (Technology information systems to Support
Emergency Management) and in the frame of the "CEC Environment" project MUSTER ( Multi User
System for Training and Evaluating Environmental Emergency Response).

These experiences emphasised the importance of the operator training to improve the
effectiveness of the emergency management, and recognised that the efficiency of an emergency
management organisation depend crucially on the effective co-ordination of the personnel involved.

In particular in the MUSTER project the efficiency of a multi user structure such are those
generally involved in managing emergencies was analysed and a set of tools designed to support the
training of operators involved in the emergency management was developed.

Because Nuclear Power Plants are not presently in operation in Italy the MUSTER project is
developed by considering two conventional domain application (namely an Oil Port domain and a
railways node domain ).

The system make use of AI techniques to develop:
- a training methodology able to increase the adaptability of the system to the user needs (i.e.

didactic strategies should be tuned taking into account the skill level reached by the student inside
the matter );

- a co-operative model to simulate functions, responsibility, procedures, etc. of the different
operators participating to the emergency management and to develop models to evaluate tools and
end user performances;
an instructor model containing the scenario generator and the evaluation model;
an application domain model that formalises and structures the knowledge referring to the specific
application domain.

Although the system has been developed referring to a conventional environment some results
of this type of experience such as the operator and instructor models and the evaluation models could be
easily transferred to a nuclear context.

REFERENCES

[1] R. BOVE, G DIPOPPA - IPTES - Incremental Prototyping Technology for Embedded Real
Time Systems - Proceeding FAST, Milan (1993)

[2] B. KTTCHENHAM, S. LINKMAN (NCC Ltd.), A. PASQUINL V. NANNI (ENEA) -
Experiences with quality Requirements Specification using ISO9126 (Draft)

[3] B. KITCHENHAM, S. LINKMAN (NCC Ltd.), A. PASQUINI, V. NANNI (ENEA) - The
SQUID approach to defining a quality model (Draft)

148



[4] C. BALDUCELLI, A. GADOMSKI - Intelligent Agents in Computer Supported Training for
Emergency Management

[5] C. BALDUCELLI - A multi User for Cooperative training and Evaluation of Plans and
Emergency Procedures

149



SYSTEMS (CSS) FOR NUCLEAR POWER PLANTS (1993-1995):
EVALUATION OF CSS USING SIMULATED HUMAN MODEL
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Yokohama, Japan

Abstract

A simulated human model called Cognitive and Action Modeling of Erring Operator (CAMEO) has
been developed. CAMEO is designed to be utilized as a platform for evaluating human-machine interfaces
including CSS. Based on experimental studies and computer simulation summarized in this paper, it may be
possible to conclude that CAMEO is reasonably valid for predicting some typical cognitive difficulties that
human operators might experience in supervisory control environments.

INTRODUCTION

Simulated human models have increasingly been recognized as a useful vehicle in cognitive
systems engineering. [1] They allow us to look into context-driven interactions between human and
situations which are believed to be a major determinant of human performance. [2, 3] They also provide
us with practical merits including the repeatability and the ability to allow parametric studies which are
not necessarily easy to obtain in empirical approaches. A evaluation tool for human-machine interfaces
incorporating such a simulated human model called Cognitive and Action Modeling of Erring Operator
(CAMEO ) is under development. [4, 5] CAMEO is designed to simulate the behavior of a supervisory
operator working in process control environments.

CAMEO
Framework

Based on a widely accepted model of human information processing, CAMEO is composed of
six "functional modules"; perception & recognition (P&R), decision-making (DM), action (ACT),
working memory (WM), long-term memory (LTM), and attention resource controller (ARC). P&R has
two "task modules;" auditory (P&R-A) and visual (P&R-V). P&R-A and P&R-V receives intruding
auditory signals (e.g. alerting sounds) and visual signals (e.g. flushing alarm lights), respectively. In
addition, PR&-V collects visual signals necessary for reasoning by DM. DM has four task modules;
vigilance (DM-V), diagnosis (DM-D), response selection (DM-RS), and confirmatory evaluation (DM-
CE). DM-V serves three functions; the acknowledgment of cued information (e.g. flushing alarm
lights), routine vigilance, and the evaluation of feedback of control actions. DM-D identifies a failure
mode. DM-RS selects responses to be implemented by ACT. DM-CE evaluates the conclusion of
DM-D or DM-RS. ACT selects a set of actions corresponding to a response selected by DM-RS and
implements the actions as specified. WM is a kind of pad shared by other functional modules (except
LTM) for recording or communicating information. LTM stores sets of knowledge used by DM and
ACT. It is this knowledge which task designers evaluate with CAMEO/TAT. ARC supplies resources
to P&R, DM, and ACT.

Reasoning Processes

In every computational cycle, ARC supplies resources to P&R, DM, and ACT. The amount of
resources supplied to each module is determined on demand. All the modules may receive sufficient
resources when the total amount of resources is larger than the sum of resources demanded. When the
total amount of resources is not enough, there will be a module or modules which cannot receive
sufficient resources. Resources are supplied through a trade-off mechanism which is governed by
situational and individual factors (i.e. policy).
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P&R-A or P&R-V receives and stores cue signals in a buffer. Then it sends a cue to DM
which carries information on a relevant task and subjects together with their scores. Here, scores refer
to the importance of the relevant task and subjects. Since more than one cue signal may be received by
P&R-A and P&R-V, DM may receive many cues in a computational cycle.

DM uses two task switching mechanisms to select the next task to be attended; opportunistic
task switching mechanism and temporary task switching mechanism. An assumption that underlies
these task switching mechanisms is that actual task sequences are dynamically determined through
interactions between functional requirements/constraints and operator's characteristics (e.g. job
knowledge, policies, traits), rather than by formally described task structure alone. The process is
assumed to be inherently interactive and opportunistic. The initial selection is made by the
opportunistic task switching mechanism. It calculates a "transition priority score" for each task and
selects one with the highest score as "primary task." Transition priority scores are calculated in terms of
(1) scores from P&R-A or P&R-V, (2) scores from a decision made in DM itself in a previous
computational cycle, and (3) scores reflecting operator's policies. Depending on situations, the first two
scores may change dynamically. On the other hand the last one is assumed to be a fixed value. When a
primary task is selected, the temporary task switching mechanism may be activated randomly. When it
is activated, the primary task is replaced with one having the second highest score (i.e. "temporary
task"). How frequent this activation may happen depends on the assumption about operator's traits.
The next step is the selection of a "subject" which refers to a specific concept or task to be evaluated
(e.g. LOCA, Confirm Start-up of Pump X). A subject having the highest score in the primary or
temporary task is selected as one which is of current interest. The final step is the evaluation of subject
which starts with the selection of a knowledge-strategy file specifying a knowledge set and a strategy.
Two types of strategies are available; pattern matching and good-bad mapping. It is assumed that the
latter requires more resources. The initial selection is done by default. If no conclusion was obtained
in previous computational cycles with the default selection, a different file may be selected. Usually,
one associated with a more elaborate knowledge set or strategy is selected. A selected knowledge set is
evaluated under the control of the associated strategy. Information necessary for the evaluation is
collected through P&R-V. When a conclusion is obtained, a cue is generated which will be evaluated in
a subsequent computational cycle in the calculation of the transition priority score. Note, if no
conclusion is obtained by the temporary task, the primary task will automatically resume as a primary
task in the next computational cycle.

When ACT receives a cue from DM-RS, it begins to search for the relevant action file in which
a series of specific action steps to be implemented are specified. When the relevant action file is found
and action steps implemented, ACT sends a cue to DM so that the feedback of control actions will be
confirmed.

Error-inducing Mechanisms

When resources supplied by ARC are less than necessary, erroneous tendencies begin to
appear. Each module shows specific forms of erroneous tendencies. (Note that errors may of course
occur if operational knowledge or rules are incorrect even when sufficient resources are supplied. Also
note that the task switching mechanisms may give considerable influences on the behavior of CAMEO.
Depending on situations, however, they may work favorably or unfavorably.)

When resources are in short, less salient auditory or visual signals begin to receive less
attention from P&R-A or P&R-V. This results in the decrease in the number of signals received by
P&R-A or P&R-V. This may cause important cue signals to be overlooked. It also happens to P&R-V
that it cannot collect visual signals requested by DM. This results in the failure of updating
corresponding information stored in WM, leading DM to rely on old pieces of information which could
be incorrect. When a primary or temporary task being attended in DM cannot receives sufficient
resources, it begins to search for a functionally similar knowledge-strategy file which it can afford with
available resources. This may results in the utilization of a potentially inappropriate knowledge set,
leading DM to make an incorrect judgment.
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When ACT is not supplied with sufficient resources, it begins to search for a functionally
similar action file which it can afford. This may results in the utilization of a potentially inappropriate
knowledge set, leading ACT to implement incorrect action steps. ACT may omit conditional action
steps which need to be implemented prior to goal-relevant action steps. This may happen when a
similar action file cannot be found.

The mechanism that leads DM and ACT to search for an "affordable" solution overlaps with
ideas that Reason calls "similarity matching" and "frequency gambling." It also accounts for a
commonly observable tendency to adopt incomplete but functionally sufficient solutions as a "quick
cure" when overloaded. The omission or violation of conditional steps is also a tendency that can be
seen everywhere. It should be noted that operators are not free from these ubiquitous tendencies.

VALIDATION OF CAMEO [6]

Using the same tasks, we compared erroneous behavior observed in experimental setting and
those simulated by CAMEO. A simplified power plant similar to typical two-loop pressurized water
reactor was used as a test bed. Two types of tasks were analyzed; diagnosis and anomaly detection.

It was assumed the level of training differed among three malfunctions used for diagnostic
tasks; (1) loss of coolant accident (LOCA), (2) closed-stuck charging flow control valve, and (3)
channel failure of pressurizer level sensor. The three anomaly detection tasks used involved (1) the
verification of successful startup of AFW pumps, (2) the detection of failure of automatic start-up of
auxiliary feedwater (AFW) pumps following a reactor trip, and (3) the detection of trip of AFW pumps
after successful automatic start-up of the pumps following a reactor trip. It was expected that the
pump trip was much more difficult to detect because operators would not focus their attention on AFW
pumps after having verified their successful automatic start-up.

Using a compact experimental facility, we gave the above tasks to subjects and observed their
behavior. Two video recorders were used to record subject's behavior. Li addition, a computerized
logger was used to record the status of major process parameters & components, alarms, and manual
control actions.

Ten male college or graduate school students were used as subjects. All of them were
specialized in scientific or engineering disciplines. Each subject underwent the three diagnosis tasks
first and then the three anomaly detection tasks with appropriate intervals for rest given in between.
The order of tasks were randomized across subjects. The subjects were not allowed to monitor
instruments on the control board until an initiating cue was activated. The initiating cue for the
diagnostic tasks was the "Pressurizer Low Level alarm," and for the anomaly detection tasks the
"Reactor Trip First-out alarm (i.e. RT due to steam generator low level)."

Preceding the tasks, they were familiarized with the plant through the normal start-up operation
and some accident operations. To conform to the assumption made of training level, LOCA was
trained repeatedly and the valve failure a few times. The general problem-solving strategy for
identifying channel failure was trained with a channel failure of steam generator level sensor. No
subject was trained with the channel failure of pressurizer level sensor.

The following results were obtained:

- As expected, the channel failure appeared to be significantly more difficult to diagnose than other
twos. No difference was found between LOCA and the valve failure.

- As expected, no significant difference was found between the reference and the detection of failure
of automatic pump start-up. On the other hand, the detection of pump trip appeared to be
significantly more difficult than the reference.
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CAMEO Simulation.

Using CAMEO, we conducted a series of simulation for the three diagnostic tasks and the three
anomaly detection tasks. The following results were obtained: Note r-min refers to the minimum R
below which erroneous tendencies begin to appear):

- LOC A was associated with the lowest r-min, suggesting that it was easiest. On the other hand, the
channel failure appeared to be associated with a lower r-min than the valve failure. This may look
contradictory with the experimental result. However, when the total resource R becomes smaller,
it appeared that CAMEO begins to fail in identifying the channel failure. This is due to the failure
of detecting channel mismatch: There is not enough resource for detecting the mismatch.

- The detection of pump trip was associated with the largest r-min. Contrary to the expectation, the
r-min associated with the detection of failure of automatic pump start-up appeared to be smaller
than that associated with the verification of normal pump start-up. Closer look at simulation logs
revealed, however, that the evaluation criterion used for the simulation only looked at the
successful detection of pump failure, not at the successful conduct of all other verification tasks.
This means that the detection itself can successfully be done with smaller resources, at the
sacrifice of other tasks. If other tasks are required to be complete, r-min associated with the
failure of automatic pump start-up should be the same as or could be slightly larger than that
associated with the verification of normal pump start-up.

It is clear from the above results that erroneous behavior predicted by CAMEO is consistent
with erroneous behavior observed in the experiment. The only inconsistent result was the lower r-min
associated with the identification of the channel failure. However, as explained previously, CAMEO
predicts the failure of the identification when the total resources R becomes smaller. This seems
consistent with the fact that subjects were novices, and the task must have been fairly difficult for them.

SUMMARY AND CONCLUSIONS

A simulated human model called CAMEO has been developed. CAMEO is designed to be
utilized as a platform for evaluating human-machine interfaces including CSS. Based on experimental
studies and computer simulation summarized in this paper, it may be possible to conclude that CAMEO
is reasonably valid for predicting some typical cognitive difficulties that human operators might
experience in supervisory control environments. Further studies need to be carried out on the
evaluation of human-machine interfaces including CSS.
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SUMMARY OF ACTIVITIES ON CSS RELATED ISSUES
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Abstract

In the Netherlands there are two nuclear power plants. One 60Mw BWR for research purposes in
Dodewaard, and one PWR 450 Mw IN Borssele. Both of these NPPs are undergoing an extensive upgrading.
These plants use several CSS-like systems. These systems are primarily aimed to support and monitor safe and
correct operation of the process or to detect specific (e.g. mechanical) problems in an early stage. The NPP in
Dodewaard is upgrading its training simulator and process presentation system ("Datalogger"). The activities
related to the CRP are mainly within the framework of the Dodewaard plant. This final national report will
give an overview of these activities with particular emphasis on the replacement of the Datalogger system.
Some additional information is given on trends in CSSs as used in fossil power plants.

1. Introduction, GKN-systems

The GKN joint Dutch Nuclear Power Plant in Dodewaard is a 60 MWe BWR, with a natural
circulation GE-design, which was taken in operation in 1968. In the early nineties, it became clear that
both the training simulator and the process presentation system ('datalogger1) needed to be renovated or
replaced. KEMA developed a concept to meet the general requirements on flexibility, extendibility, and
maintainability with competitive pricing.

The concept uses open-systems standards and practices, a modular system architecture, the re-
use of software where possible, and readily available workstation technology. Both systems have the
same type of MMI; mimics can be easily translated from one system to the other.

Both projects were awarded to KEMA. In order to ensure both the necessary quality of the systems
and the efficient use of bounded budgetary resources, much attention was paid to proper project control
- and systems engineering procedures. These procedures are prescribed by the IS09000-based certified
quality system of KEMA.

1.1. Training simulator

The first training simulator was developed in the early eighties. It was based on NorskData
(ND) computers. It is a compact simulator, with full-scope modeling and MMI emulation, based on
CRTs. The development was done by KEMA and TFE/HRP.

After some ten years of use, maintenance became problematic. Also the capacity of
the system was not sufficient to support the extensions of the models. This is why it was
decided to renovate the simulator.

The general requirements are already stated in the introduction. In addition, it was
decided to leave the actual models unchanged. Therefore the modeling tool was ported by
IFE-Norway from the Sintran-ND platform to the UNIX platform. This tool is able to interpret
the original model codes.

The renovated simulator is based on HP-700 series workstations. The user-interface
was developed using PICASSO-3, a product by HRP. The simulator has four operator work-
places, an instructor station, and a workplace simulating the datalogger. The four operator-
workplaces are equipped with large 29" high resolution screens by Barco.
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Approximately 50 mimics are available for process presentation and control. The
simulator contains some 30 process models, ranging from typical nuclear systems, safety
systems, auxiliary systems, to the conventional elements such as electrical systems and the
steam water cycle with the turbine, condenser etc.

1.2 Procedure support

GKN uses a paper-based procedure for supporting emergency operations. A project
which was reported earlier within the CRP was aimed at the evaluation of a computer-based
operating procedures support system. The system evaluated was COPMA, developed by HRP.

The concept of COPMA was found to be interesting. However the status of the actual
product was considered to be not ready for operational use. The lack of overview, and the
lack of support of team-operations were the main issues to be improved.

1.3 Datalogger

One of the systems used for operating the power plant is the Datalogger system. This
is a data acquisition and management information system acquiring process data: flow, level,
pressure, temperature and control bar position as well as alarms, on/off signals and switches.
Some 1200 input data are available, half of them analog, the other half binary.

Why a new Datalogger system ?

The system that was in use up to January 1995 was technically outdated and
maintenance of hardware as well as of software became difficult. For this reason GKN
decided to replace the Datalogger system. KEMA's Business Unit Process Control &
Information Technology acquired the order to replace the Datalogger system and GKN stated
a number of strict conditions in terms of planning, budget and connection to other systems.

Conditions

The three major conditions are planning, budget and connection to other systems.
Planning is a strict condition because of the necessary synchronization of completion of the
project with other activities in the yearly maintenance period of Dodewaard in January 1995.

A very strict budget was used, into which specification, design, realization, testing and
training of operators had to be incorporated.
Connection to other systems was important because a number of other systems of various
suppliers had to be connected to the Datalogger system. It was also important because of a
parallel project of the development of anew Simulator for operator training. This implied the
necessity of using identical user interfaces for both Simulator and Datalogger.

Realization in two phases

Because of the limited time available, 13 months from the initial specification until
the Factory Acceptance Test, it was decided to realize the system in two phases. Phase 1 had
to be realized during the maintenance stop of January 1995 and included the functionality of
the replaced system, although a number of functions were realized in a more modern outline.
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This was the case for e.g. the user interface. Phase 2, including new functions as well
extensions of already realized functions, has to be realized in the maintenance stop of January
1996.

This article deals with phase 1 up to and including the maintenance stop of January
1995.

Specification of functionality and reliability

Functional specification

Since the system to be replaced had been in use for a large number of years already,
it was decided not to use the old specification. Instead, a new specification was developed in
order to meet today's criteria. The functional specification is a description of the requirements.

Data acquisition

The functionality of data acquisition consists of acquiring measurement data, state
transitions, alarms and control rod positions. Analog input data are provided with sample
times of 7.5 s and 100 ms, binary input data are provided with sample times of Is and 10 ms.
Analog input data are voltages of 0-20 mV, 0-40 mV, 20-100 mV and 0-100 mV. Binaries
are contact sense input.

Data processing

Data processing is used to convert data to information that is understandable to
operators and management. In this case this means calculations, linking to alarm levels,
aggregation of information and subsequently storing information. A specific item in this case
is checking the order of movement of control rods. The Datalogger checks whether the control
rod that is selected by the operator matches a prescribed pattern. When this is the case,
moving of the control rods is released, when this is not the case, moving of the control rods
remains blocked.

Presentation of information

Information is presented on graphic screens and printers in terms of alarm lists, process
diagrams, trends and reports. In addition, information acquired by the Datalogger system is
passed on to other systems. Presentation of the information is done on graphical screens by
means of window-oriented user interfaces as well as on printers. Information on printers is
only presented at the request of an operator. This is also the case with printing of alarm lists.
The Datalogger system also provides a function of exporting measurement data to be analyzed
on other computer systems.

Open systems and flexibility

The new Datalogger system is constructed with standard hardware and software
components, already applied elsewhere. One of the requirements was that components of
various manufacturers could be integrated.
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Reliability

Reliability of the system is defined in terms of foreseen and unforeseen unavailability.
Requirements are a maximum of four weeks of foreseen unavailability during the yearly
maintenance stop combined with two days per annum of unforeseen unavailability.

Design and realization

In the design phase, requirements were translated into a system architecture that was
able to meet these requirements.

User

Picasso

UNI>

-3

DLCOM

J L

Rtap

^5;
ORACLE

Scan Task

User Functions

RWM Process

FIG. 1. Software architecture.

Software

Because of requirements of open systems and flexibility, UNIX was selected as the
operating system, ORACLE as database management software, Rtap as SCADA software, X-
Windows and Picasso-3 as Graphical User Interfaces and C as programming language.
TCP/IP on Ethernet was selected as the communications protocol. To realize data exchange,
two drivers were written in C. SCANTAAK is a driver between the I/O-system and Rtap,
DLCOM is a driver between Rtap and Picas^o-3. In the software architecture the applicable
relations are shown.
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Hardware

The hardware architecture consists of an input/output system (I/O-system) of Computer
Products for data acquisition, a server for data processing, workstations, X-terminals and
printers of Hewlett Packard for presentation and user interaction. Hardware items are
connected by means of local area networks. In the figure below, the hardware architecture is
shown. To avoid network data overload, two separate local area networks are used: one for
data acquisition and one for presentation of information.

Control Room Support Center

workstation workstation X-terminal workstation X-terminai

VAX-LAN

MCBS, R8S, GBS

Computer Room

RWM
Process Data

FIG. 2. Hardware architecture.

I/O-system

The I/O-system realizes the actual data acquisition and realizes preprocessing in terms
of conversion to SI units, filtering, data reduction, time stamping, alarm limits and buffering
of data. By means of this approach real-time aspects of the power generation process can be
separated from other parts of the Datalogger system that are not necessarily real-time. This
provides easier choices for software to meet requirements of open systems and flexibility. The
I/O-system sends data by means of data packages via TCP/IP on Ethernet to the server.

Server

The server, that runs UNIX, ORACLE, Rtap and Picasso-3, realizes data processing.
By means of this software, the major part of the required functionality can be realized. With
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a number of modules written in C, the remaining part of the required functionality is realized.
The server is provided with mirror discs to avoid loss of measurement data in case of disc
errors.

Workstations and X-terminals

By means of workstations and X-terminals information is presented to the operators
and other users via CRT, keyboard and mouse. Presently the Datalogger system consists of
three workstations and two X-terminals. CRTs are graphical monitors using X-windows as
a user interface. Two dual headed workstations are used. The approach to the presentation
development was characterized by two prototyping sessions with users. In these prototyping
sessions design of usage of colors, lay-out of process diagrams and reports, size and type of
symbols as well as number of symbols in a diagram were evaluated. In this way results and
reactions of users could be incorporated before the test period.

Integration and testing

Maintenance stop and test period

The yearly maintenance stop of GKN Dodewaard takes about five weeks, of which
only a part was available for integration and testing of the Datalogger system. Because the
necessary period of time was much larger than the period of time available, it was decided
to integrate the complete system at KEMA's premises and subsequently perform integration
tests in order to make it possible to track and solve problems as early as possible. For the
same reasons I/O-system and prototypes of DLCOM and Scantask drivers were tested at an
early stage, i.e. before integration.

In the period of testing, process inputs were simulated and connected to the inputs of
the I/O-system. Analog inputs were simulated by means of voltages and binary inputs by
means of opening and closing switches. Using this method, the complete line from input up
to and including presentation on workstations could be tested.

The period of integration and testing was completed by a Factory Acceptance Test
(FAT). The procedure used in this FAT was agreed beforehand.

Introduction to users

Following FAT and before transportation to Dodewaard, the new Datalogger was
introduced to its future users in a course. In a course of two days per shift, each shift received
training on how to operate the new system. In these courses a number of interesting items for
improvement were suggested by the participants. These suggestions will, where possible, be
implemented in the next phase of development.

Installation and commissioning

hi general the period of installation, assembly and commissioning is a really busy time
and this was also the case in Dodewaard. Installation of the Datalogger system and assembly
of process signal cables was completed according to planning. Commissioning the system
following assembly was only a matter of hours. There were, as expected, some problems and
in this case they were caused by unexpected last-minute changes which: had to be
implemented. The flexibility of the Datalogger system contributed to a large extent to solving
these problems on time.
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2 CSS in Fossil fired power plants

In general, the power industry faces an increasing competitive market with the advent
of small Combined cycle plants. The attitude and behavior has to change from one belonging
to a semi governmental organization to one that is fit for ' making business'. This forces
companies to improve their efficiency and flexibility. New, more strict environmental
regulations and labor-laws demand advanced process control.

The increasing level of automation changes the role of the operator. The modem
operator is a Supervisor handling information, using support systems to act as an expert,
managing, optimizing and planning the production process and taking the responsibility for
certain maintenance tasks. His knowledge is volatile and he will need to keep it up to date
by courses and training on a regularly basis. The modern operator is more career conscious
and this requires more training of new operators.

The operator is advised more and more by expert-like systems such as Operator
Support Systems. These systems are typically developed by experts resulting in proprietary
mini's and protocols. This is confusing to the operator and unsafe for the operation. CSS's
should be able to connect to the plant-computer and to each-other, preferably with a uniform
MMI. KEMA has conducted a survey on which standards can be used in order to migrate to
a situation where systems from different vendors may be integrated. The models used were
derived from EPRI's Utility Communications Architecture (UCA).

KEMA has been involved in development of Condition monitoring systems for the
purpose of optimization of plant performance by integrating vibration monitoring, gasturbine
condition monitoring and condenser condition monitoring.
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Abstract

A wide spectrum of COSSs have been developed within the Halden Project. Major emphasis has been
put on assisting the operator in detecting disturbances at an early stage, to avoid development into a more
critical situation. Ideas about which systems to develop come either from the Halden research staff itself, or
from the participating organisations which consist of licensing organisations, vendors, utilities and research
laboratories. The systems are developed up to a prototype level, demonstrated in the HAMMLAB experimental
control room. Often, the prototypes are further developed and taken into use by utilities in the participating
countries.

INTRODUCTION

The only activity in Norway that is directly relevant for the present CRP is performed by
Institutt for Energiteknikk, the Norwegian Energy Research Institute. This institute is responsible for
conducting the OECD Halden Reactor Project. The research project has as one of its main items a
programme on "Man-Machine System Research (MMSR)". This main objective with this programme
is to improve operational safety and efficiency of nuclear plants through introduction of new technology
in the control room. This activity is divided into four main chapters:

- development of computerised operator support systems;
- development of advanced control rooms;
- human factors activities related to introduction of new technology in the control room;
- software verification and validation.

All these activities are relevant to the present CRP. A short description of each item is therefore
given in the following.

DEVELOPMENT OF COMPUTERISED OPERATOR SUPPORT SYSTEMS (COSSs)

COSS development constitutes a major part of the MMSR research at Halden. Ideas about
which systems to develop come either from the Halden research staff itself, or from the participating
organisations which consist of licensing organisations, vendors, utilities and research laboratories. The
systems are developed up to a prototype level, demonstrated in the HAMMLAB experimental control
room which is coupled up a large scale training simulator. Often, the prototypes are further developed
and taken into use by utilities in the participating countries.

A wide spectrum of COSSs have been developed within the Halden Project. Major emphasis
has been put on assisting the operator in detecting disturbances at an early stage, to avoid development
into a more critical situation. An alarm system has recently been developed. Through extensive alarm
handling, the number of alarms is strongly reduced. Further, emphasis is put on alarm presentation to
ease the operators understanding of the situation.

The concept of Early Fault Detection where dynamic models of parts of the plant are run in
parallel to the process has turned out to be an efficient means of detecting disturbances before the
conventional alarm system is triggered. Further, alarming has been studied by use of critical safety
functions.
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Coupled to detection of the disturbances, diagnosis has also been looked into. Especially in
complex operational situations, the operator may face problems in identifying what is wrong. Help may
be obtained from knowledgebased diagnosis systems, like DISKET which has been tested out at
Halden.

For handling of early phases of accidents, the CAMS (Computerised Accident Management
Systems) has been developed. It contains a signal validation module, a real-time model running in
parallel to the process, and a predictive model. By use of the predictive model, efficient strategies for
handling the accident may be tested out.

The core monitoring system SCORPIO has been developed to optimise the utilisation of the
reactor during normal transients like load cycling and startup. Based on real-time and predictive
calculation of power distribution in three dimensions, more efficient control strategies are arrived at.
The system has been taken into use by a number of utilities.

Procedures are required during normal as well as disturbance and accident situations. By use of
the COPMA computerised procedure system, the operator may more easily implement procedures in a
correct manner.

In addition to development of COSSs as described above, tools are also generated to help
development of the specific systems. The COPMA system may in fact be considered a general tool, as
it may be used for all types of procedures. A general toolbox has been developed for generation of
alarm systems. To simplify the development of the man-machine interface to COSSs, the user interface
management system PICASSO is extensively used.

DEVELOPMENT OF ADVANCED CONTROL ROOMS

By advanced control room is meant a control room which is fully computerised, and where a
number of COSSs are integrated. Much emphasis is put on efficient co-ordination and prioritisation of
information. A first prototype of an advanced control room was completed in 1991. The object of the
control room studies is to demonstrate concepts for use in realisation of future control rooms, but
equally important to demonstrate how existing control rooms may be retrofitted in an efficient manner.

The background for this work is that with the COSSs available today, serving a large number
of functions in the control room, careful integration into the total man-machine interface (MMI) in the
control room is required. A unified MMI is therefore developed, where information is presented in a
structured and coherent manner.

It is observed that when utilities are retrofitting their control rooms, some take the top-down
approach of analysing carefully the tasks to be performed in the control room, the experiences up to
date with the present set-up, and generate a new control room philosophy as basis for the technical
upgrading. Institutt for Energjteknikk is involved in such studies.

HUMAN FACTORS ACTTVinES RELATED TO INTRODUCTION OF NEW TECHNOLOGY IN
THE CONTROL ROOM

A main objective of this work is to ensure that systems that are developed fulfil the
requirements put to them in practice. COSSs are therefore evaluated in HAMMLAB, often by use of
real operators faced with complex plant transients. Through experiments performed over more than ten
years, generic knowledge is accumulated on selection of efficient evaluation techniques, what are
characteristics of good interfaces etc. Human factors experts also enter into an early phase of system
design.
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HAMMLAB is a simulator-based laboratory with an experimental control room from which a
model of the Loviisa W E R in Finland is operated. Realistic evaluations of COSS are performed using
operators from the Halden reactor or from Loviisa as test subjects. In the studies, one attempts to
determine to which extent the COSS under investigation helps the operator. In more detail, one also
looks into the various features of the system, such as MMI or functionality, to identify important
generic requirements to be put to such systems.

The human factors work further involves more basic human factors studies. The most
important project at present is the human error analysis work. Here, cognitive errors are studies with
the goal to reduce cognitive errors through improvement in MMI design and improved operator
training. The increased knowledge of human error is also expected to reduce uncertainty in human
reliability estimates in PSA analysis.

SOFTWARE VERIFICATION AND VALIDATION

The activity on software verification and validation has mainly been addressing methods for
improving reliability of safety critical software. This means that safety and protection systems are
studied, while more complex software as typically found in COSSs has not been addressed in much
detail. Studies have, however, been made of knowledge based systems, and V&V of COSSs will
become increasingly important in the future.

Much emphasis has been put on developing a methodology for development and validation of
software based on formal mathematical methods. Applications on examples like a BWR protection
system has demonstrated the feasibility of the method. In the future, the potential of formal methods in
development of COSSs will be analysed.

Static analysis, where a program is analysed without being executed, is being applied as a
method in software verification and validation. Up to now safety critical software has been analysed, in
the future, tools will be developed for quality assessment of more general programs, written in different
programming languages. Different testing methodologies are also investigated. Further, commercially
available tools are tested with respect to their ability to enhance software quality.

In the future, a new experimental control room will be developed in connection with upgrading
of HAMMLAB. New software will be developed, and existing commercial software will be utilised. In
this work, emphasis will be put on the software quality aspects. Experience will be gained on how
software quality aspect should be handled in connection with establishment of new control rooms or
implementation of new COSSs. A classification of software elements with respect to the safety
relevance of the software will constitute a basis for the approach.

tef a L SfiC
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OPERATOR SUPPORT SYSTEMS IN NUCLEAR POWER PLANTS
NATIONAL REPORT FROM ROMANIA

D. BENGULESCU, A. JIANU
Institute of Atomic Physics, XA9643047
Bucharest, Romania

Abstract

The report gives a short overview of the status of the activities in Romania relevant for the present Co-
ordination Research Programme: the development of small size simulators and computerised support systems
for the CANDU systems; the development of an expert system for risk monitoring, as a component of the
Cernavoda PSA activities for PSA team training and design changes evaluation; the implementation in
Romania of a segment of an integrated and comprehensive real-time on-line decision support system for
nuclear emergency in Europe (RODOS).

The activities in Romania that are directly relevant for the present co-ordinated research
programme are performed by the following institutes:

- the Institute of Physics and Nuclear Engineering, which is part of the Institute of Atomic Physics -
Bucharest;

- the Centre of Technology and Engineering for Nuclear Projects - Bucharest;
- the Institute for Nuclear Research - Pitesti (the last two units being associated to the Romanian Electricity

Authority).

A short description of the main CRP-relevant projects is given below:

(a) Development of micro-simulators and computerised support systems for the CANDU nuclear power
plant

The Institute of Atomic Physics, the Institute of Nuclear Research and the Centre of
Technology and Engineering for Nuclear Projects are involved in the development of micro-simulators
and computerised support systems that are intended for personnel training, that is complementary to the
training performed at the "full-scope" simulator, by solving all the training tasks that need not a real
control room environment. The small size and the slightly reduced scope of simulation give an excellent
opportunity to understand the plant procedures, and to deepen the theoretical knowledge of trainees
coming from different areas of operation.

The activity is going to be continued after the installation and beginning of operation of the
"full-scope" simulator at the Cernavoda Personnel Training Centre, and after the first unit of the
Cernavoda nuclear power plant will be in operation, when true operation data will be available.

(b) Development of an expert system for risk monitoring

The Institute for Nuclear Research has under development an expert system for risk
monitoring, as a component of the Cernavoda probabilistic safety evaluation project. This evaluation is
the first phase of a full-scope Level 1 Probabilistic Safety Assessment (PSA) study for the Cernavoda
CANDU-600 plant, having as main objectives the training of a PSA team and the development of a
limited scope probabilistic model for such applications as plant design evaluation and early safety
improvements, defining specification for a "living" PSA, identifying training scenarios for plant
operators, evaluating technical specifications and developing emergency procedures.

(c) Implementation in Romania of a segment of an integrated and comprehensive real-time on-line
decision support system for nuclear emergency in Europe
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Within its Radiation Protection Research Programme, the Commission of the European
Communities has embarked on a major project aiming at the development of an integrated and
comprehensive real-time on-line decision support system (RODOS) for nuclear emergencies in Europe,
applicable for the vicinity of the release and the early phase up to far distant areas and the later stages
of an accident.

The main purpose of the project is to provide the methodological basis, develop models and
data and install the hardware and software framework of RODOS. At present, the project is organised
as a joint venture of some 18 European institutes closely co-operating with several Russian and
Ukrainian laboratories. The Institute of Atomic Physics is one of the participants in the project.

OVERVIEW OF NATIONAL ACTIVmES

The first of the five CANDU-600 units, that are under construction in Romania, is due into
commission by the end of 1995. The operators for the first unit are under training at similar nuclear
power plants in Canada. At the same time, the Personnel Training Centre is under implementation at
Cernavoda, using both a "full-scope" simulator and "part-task" micro-simulators.

Taking into consideration the above mentioned conditions and also the fact that Romania has
no operation experience with nuclear power plants, the research programmes developed by the
Romanian research institutes have the following main topics:

- getting acquainted with, and understanding computerised support systems which have been developed in
the AECL and Ontario-Hydro research institutes;

- approaching some research objectives that are less dependent on the CANDU command concept, e.g., the
implementation of computerised support systems for emergency situations (risk evaluation and human
errors) or other systems that can be developed using our own experience.

DEVELOPMENT OF "PART-TASK" SIMULATORS AND COMPUTERISED SUPPORT
SYSTEMS FOR CANDU NUCLEAR POWER PLANT

In addition to the effort to put in operation the Unit 1 of Cemavoda nuclear power plant, the
Romanian companies involved in research and development of nuclear objectives have under
development expert systems and interactive media tools to assist operators in the Romanian nuclear
power plant.

An operator support system for CANDU moderator system

Starting from the status of the nuclear power plant construction and the needs for the initial
operation phase of the plant, Romanian specialists develop a fault detection and diagnosis support
system, that is intended to assist the operator during the normal and abnormal (incidents and accidents)
operation of the moderator system.

The Institute of Atomic Physics and the Centre of Technology and Engineering for Nuclear
Projects have developed for this phase of program:

- the simulation programs (object code) for the subsystems of the moderator system. The language used is
FORTRAN 77 for PC;

- the emulation software (object code) for Control Program of the moderator system. This software
package is used for testing and validation of the simulation programs;

- PSA model used mainly in the knowledge base.
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For the testing of the moderator fault detection and diagnosis support system, the "full-scope"
simulator replica Unit 1 of Cemavoda nuclear power plant, supplied by CAE Electronics Canada, will
be used.

An operator support system for CANDU spent fuel bay

Efforts are focused on implementing a computerised support system for Emergency Operating
Procedures for Spent Fuel Bay, that could be performed on the Romanian behalf.

Spent fuel system is worth attention because:
- after 10 years of operation the global activity stored in the spent fuel bay is nearly equal to the activity of

the reactor core at nominal power;
- the long-time aspects of the radioactive waste stored at the plant area are unsolved at this stage, no

permanent repository being at hand;
- the spent fuel bay is located outside the containment, so one safety barrier is eluded.

The operator could be faced to non-standard situations, e.g., emergency situations at reactor,
which require the urgent discharge of the spent fuel to the bay. The hazardous conditions are favoured
by placing the spent fuel bays outside of the containment - this is the PHWR concept at Cernavoda
nuclear power plant - and by manipulation of large quantities of irradiated fuel in short times.

At this stage the computerised support system is under development.

Development of a basic principle simulator for CANDU 600

The BAsic Principle SEVIulator (BAPSIM) is a "part task" simulator. It is intended as an
efficient multiple application training tool, to help the trainees in understanding the physical phenomena
and in becoming fully aware of the effects of the recovery actions, in order to considerably improve
their response. BAPSIM's developers tried to fulfil three essential requirements, specified by IAEA
technical documents in the field of nuclear power plant training simulators:

- inclusion of the nuclear power plant systems, subsystems and components;
- inclusion of operational regimes of the systems;
- physical phenomena to be seen in simulator responses.

As a "part task" simulator, BAPSIM is concentrated on the main subsystems of the CANDU
nuclear power plant: reactor, moderator, primary heat transfer circuit, turbine circuit and electrical
circuits [1,2,3].

The main feature of BAPSIM is that all information about the simulated operating regime is
displayed on colour monitors using mimic diagrams of the simulated systems, made up using graphic
symbols that denote the components and digital indicators showing the values of the process variables.
A colour code is used to indicate the status of the components. Status of simulated equipment can be
changed directly from the diagrams by keyboard or mouse. BAPSIM is provided with a special
instructor interface for training control.

BAPSIM may be used in different ways, according to the proposed teaching aims and the plant
personnel group in question, as:

- a basic principle simulator for the study and analysis of the basic thermohydraulic and neutronic
phenomena occurring in the reactor under normal and abnormal conditions;

- a functions simulator for study and analysis of the dynamic and logic behaviour of nuclear power
plant systems;

- an analytical tool for the complex thermohydraulic and neutronic phenomena.

169



BAPSIM may be used for the training of the following personnel involved in the design and
operation of the nuclear power plant:

- operating personnel (licensed or not) during initial training and (subsequent) retraining;
- engineering personnel involved in support and design for the study of system modifications;
- maintenance personnel for insight into plant systems and interrelations between them;
- chemistry and radiological protection personnel, during their basic technological training;
- technical support personnel, during the development of operation procedures and transient

analysis;
- management staff interested in the overall behaviour of the plant;
- postgraduates interested in widening their studies of nuclear engineering.

RISK-BASED SYSTEMS CONFIGURATION MONITORING SYSTEM

The Risk-based systems configuration Monitoring System (RMS) is intended to be integrated
in the future "living PSA" system that is under development at the Institute for Nuclear Research.

The Cernavoda probabilistic safety evaluation (CPSE) project was initiated at the Institute for
Nuclear Research in 1987 on the recommendation of the IAEA and was developed with significant
assistance from the IAEA as part of a technical assistance programme.

Taking into account the status of the Cernavoda plant, that is planned for start-up of
commercial operation by the end of 1995, and despite certain deficiencies regarding the
communications between the PSA team and plant designers, a number of valuable results have been
obtained. These results are concerned mainly with design aspects, CPSE providing some insights that
could be used as an input for decisions concerning improvements in the design. In the same time the
results are being used in the identification of accident sequences to be included in the "full-scope"
training simulator for plant operators.

The potential use of CPSE results lies in technical specifications' evaluation, emergency
procedures' development and the development of a "living PSA" that is intended to be used for the
evaluation of nuclear safety during plant operation [4].

In 1990 an IPERS mission organised by IAEA took place in Romania, to review this PSA
model. After the visit, the INC PSA team worked to implement the IPERS recommendations and to
transfer the PSA model into a complex tool that will include, as a major item, plant operation.

The RMS software was developed in order to help operation of the plant to face with the
complex problems arising when a safety-related system configuration changes (due to testing/preventive
maintenance or due to corrective maintenance). The software assesses the changes in risk (in terms of
unavailability or frequency) and indicates the recommended actions to be taken, evaluating also the
available time interval. The plant system model is of PSA type, the evaluation being done based on
PSA methodology. Additionally the system uses the success -path evaluation methodology. The system
stores data and knowledge about the plant system design and operation, generates the internal failure
and success models taking into account the given success criteria and uses these to produce advice for
the plant operation: available success paths in given conditions, available outage time, components to
ensure being in operational conditions and changing in available outage time if so, the risk diagram
(instantaneous risk and cumulated risk), etc.

Even the software was not developed using an expert system shell, given the knowledge that it
requests and the results that it produces, it can be classified as being a safety-related expert system.

The detailed system design was done using the Information Structure Diagrams method, based
on the conceptual design previously developed. The prototype implementation was done using Visual
Basic 2.0, under Windows and was tested using test inputs intended to cover high complexity problems.
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The system was tested using, mainly, two different kinds of inputs, inputs containing large number of
components and complex logic inputs.

The RMS program has the following features:
- it stores general knowledge about the components and human factor, providing facilities for editing

various stored data;
- it stores data/knowledge about the plant system and system components providing facilities to

modify/search data/knowledge, based on the general knowledge;
- it generates the logic model of the system;
- it provides minimal cut sets and path sets determination;
- it provides information to be used by the user for configuration risk management;
- it provides user-friendly interface (selection and ranking of information, graphical interface,

windows).

The system prototype has no multi-user features. The decision to implement multi-user features
will be made on user's solicitation.

The prototype can be used only off-line. The on-line using of the system is included into the
prototype, but the development of this module was not completed.

The system can be independently used as an operator support system or for other on-line or off-
line applications.

The system prototype is intended to be used by two kinds of users:

(a) the reliability engineer, for:
updating the general knowledge base ( new types of components, new failures modes, new
reliability data, etc.);

- development of the plant system model (system structure, components, component connections'
logic, reliability data, technical specifications, operating procedures, human performance model,
initial components' status);

- evaluations of the developed model;

(b) the plant operator for risk-based evaluations, in case that the initial status for one or more
components changes.

The risk-based evaluations evolve based on the previously model that has been developed by
the reliability engineer. The user can change only the position of the components (to different success or
probabilistic status or to failures). The user is not allowed to change the plant system design or
operation features.

THE IMPLEMENTATION IN ROMANIA OF A SEGMENT OF AN INTEGRATED AND
COMPREHENSIVE REAL-TIME ON-LINE DECISION SUPPORT SYSTEM FOR NUCLEAR
EMERGENCIES IN EUROPE

The main purpose of RODOS is to provide the methodological basis, develop models and data
and install the hardware and software framework of the decision support system. A first prototype
version of RODOS has been developed, which integrates programs developed by the contractors, in
particular the complete software of the German real-time system RESY. This prototype consists of
models for near-range atmospheric dispersion, early emergency actions, dose calculations, food bans,
health effects and economic costs.

The primary purpose of the Institute of Atomic Physics, as a new comer within RODOS
community, is to get the technical basis in order to transfer from Karlsruhe Research Centre (FZK),
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which is the co-ordinator of the system development, and to install in Romania, the prototype version 1
of RODOS, under the guidance and with the assistance of FZK. Further on, the Institute of Atomic
Physics intends to operate, maintain, develop and promote RODOS as a reference capacity for nuclear
emergency planning and preparedness in Romania [5,6]. Related achievements are:

- the source-term evaluation, as a contribution to the RODOS software modules with CANDU reactor
source-term assessment component;

- the creation of a data bank for gamma and beta emission of the fission product radio nuclides;
- the elaboration of a fast and easy method for the computation of irradiation doses in case of human

exposure due to post-accident irradiation.

Development of a nuclear accident consequences assessment expert software package

The Nuclear Accident Consequences Assessment (ACA) expert system is a research-grade
intervention-oriented decision support system in nuclear emergency planning, preparedness and management,
it is meant as an open-ended modular structure to be inductively built and refined, assimilating in some
creative fashion elements of knowledge-models, methodology, procedures, etc., as these emerge and are made
publicly available by excellence centres and international organisations. It is intended to work as a
methodological framework, a focal point and a communication interface, in the frame of RODOS
[7,8,9,10,11].

ACA modules for interfering doses, health effects and intervention zones from field measurements of
relevant data on environmental contamination following an accidental release to atmosphere have been
elaborated during the last three years.

A comprehensive and noncontradictory integration of data given by field measurements of
radioactive release with generic data given by numerical modellation and simulation represents an important
exigency among reference terms in the realisation of automatic support system of decision in nuclear accident
condition.

The problem presents a number of scientific and technical aspects regarding the methodologies,
measurement systems and techniques, data acquisition systems, telemetry system methods and data
processing systems.

The approach used takes into account the last mentioned domain, processing of data, as output of
environmental (air and soil) contamination measurements in order to obtain information about the spatial
distribution of doses, expected health effects and recommended intervention zones.

To solve these problems a computer code was written, that was based on the assumption that in a
reasonable scenario, for nuclear emergency, two types of field measurements are available:

- fixed points - in environmental measurement stations of the surveillance and monitoring network;
- random points - in field measurements performed by mobile teams.

To solve these problems a number of interpolation techniques were programmed for each specific spatial
distribution of the field measurements.
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IMPLEMENTATION OF SAFETY PARAMETER DISPLAY SYSTEM
ON RUSSIAN NPPs WITH W E R REACTORS

V.G. DOUNAEV, V.T. NEBOYAN
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Abstract

This report gives a short overview of the status of safety parameter display systems (SPDS) implementation
on Russian NPPs with W E R reactors and also discusses the SPDS, which is being developed for Kalinin NPP. The
assessment of the safety status of the plant is done by the continuous monitoring of six critical safety functions and the
corresponding status trees. Besides, a number of additional functions are realized within the scope of KlnNPP, aimed
at providing the operator and the safety engineer in the main control room with more detailed information in
accidental situation as well as during the normal operation. In particular, these functions are: archiving, data logs and
alarm handling, safety actions monitoring, mnemonic diagrams indicating the state of main technological equipment
and basic plant parameters, reference data, etc. Also, the operator support function "computerized procedures" is
included in the scope of SPDS. The basic SPDS implementation platform is AD ACS of SEMA GROUP design. The
system architecture includes two workstations in the main control room: one is for reactor operator and the other one
for safety engineer. Every station has two CRT screens which ensures computerized procedures implementation and
provides for extra services for the operator. Also, the information from the SPDS is transmitted to the local crisis
centre and to the crisis centre of the State utility organization concern "Rosenergoatom".

INTRODUCTION

The Russian State Utility Organization ROSENERGOATOM has been implementing a wide range
of measures directed at improving nuclear safety, radiological protection and crisis management in nuclear
industry.

Among others, the following three items constitute basic part of those activities:

- creation of a national crisis centre - crisis centre of the concern ROSENERGOATOM in Moscow, the
local crisis centres on NPPs sites, as well as the system of data transmission from NPPs to crisis
centres;

- implementation at nuclear power plants the symptom-oriented emergency procedures;
- implementation of safety parameter display systems (SPDS) on all NPP units.

As can be easily seen from above, the SPDS plays a key role in this program since:

- it is considered a main source of information supplied from NPPs to the crisis centres;
- SPDS plays a role of instrumentation tool for implementing symptom based emergency procedures on

NPPs.

Moreover, the implementation of SPDS meets the requirements of the Russian safety regulation [1].

The status of SPDS implementation work varies from one NPP to another.
On Kola NPP the implementation of SPDS will be done first on units 1 and 2 with WER-440 reactors of
oldest design V-230. The technical climate for SPDS implementation on those units is rather favourable,
mainly because the recent replacement of the old plant process monitoring systems with a new Russian make
PMS "MSKU". The reconstruction included level 2 as well as the level 1. As the proposed SPDS is a
standalone system, a possibility to have access to newly built data acquisition system will eliminate a number
of serious problems, typical for NPPs operating old data acquisition level of PMS. The technical proposal of
SPDS is based on "Procontrol PMS" platform. It is planned that the design and development of the system
will be done by IVO and Institutt for Eenrgiteknikk, Halden in the framework of technical assistance program
of the Governments of Norway and Finland.
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On Novovoronezh NPP the strategy of SPDS implementation is similar to Kola - the oldest units 3
and 4 with WER-440 are of the higher priority. The project is run in the framework of technical assistance
program "Lisbon Initiative". The development of functional requirements specifications has being carried out
by Westinghouse E.C. in co-operation with the Russian partner Consyst.

Rather promoted SPDS implementation is on unit two of Kalinin NPP. KlnNPP is a two unit
nuclear power plant with WER-1000 type (design V-338) with electrical capacity of 950 MWe, four loops
and typical for PWRs engbeered safety systems. The unit two has been in operation since 1987.

The significant support in SPDS development for Kalinin NPP comes from European Union through
technical assistance programs TACIS. In 1994 in the scope of TACIS-91 program the French company
Sema Group in co-operation with the Russian company Consyst developed an SPDS mockup. The reference
plant for the mockup was unit two of KlnNPP. The recipient of a technical assistance was concern
ROSENERGOATOM and the purpose of developing SPDS mockup was to support decision makers in the
evaluation of the final design of the real SPDS system.

The work has been finalized successfully and in 1995 Sema Group was granted a new contract from
the European Community for TACIS-93/2.03 project, aimed at development, testing and validation of a
safety panel prototype (SPP) for W E R type plants (Kalinin NPP unit two as a reference). Like in an earlier
case, the Russian counterpart and a subcontractor to Sema Group is Consyst. SPP is not intended to be
connected to a real plant under the scope of this project. However, the system shall be designed in such a way
that no software modification is required to connect the system to a data acquisition system on the plant. The
prototype of SPDS will utilize a Sema Group platform ADACS.

In parallel, KlnNPP contracted Consyst for the tasks which are not in the scope of TACIS-93/2.03.

Hereafter some aspects of SPDS development and implementation on Kalinin NPP are briefly
described.

PURPOSE OF SPDS

Among the different types of operator support systems which are nowadays operational at NPPs, the
safety parameter display system probably is the most widely used and well recognized facility. There is
nowadays an international consensus on the minimal requirements for a safety parameter display system.
Therefore, no wonder, that it has been taken into account by respect of the IEC-960 [2] and NUREG-696 [3]
standards..

Though "SPDS" acronym is widely spread in technical literature, and its meaning (see NUREG-696
[3] and IEC-960 [2]) is accepted by designers and operators, the concrete realization of this operator support
system might be different depending on MMI and supplementary functions, which the system is supposed to
perform not only in case of emergency but in normal operating conditions as well. A quick progress in
computer and information technologies gives a great opportunity to extend the scope of SPDS functionality.

The primary purpose of SPDS is to provide information support to the main control room personnel
in case of emergencies. Besides, in all operating modes SPDS presents concise information about the Critical
Safety Functions (CSF).

The operator support is ensured by.

display of critical safety functions which assists operator in rapid and reliable evaluation of the safety
status of the plant and advise the operator whether abnormal conditions require corrective action to
avoid a degraded core or radioactive release (selection of emergency procedure);

- a concise display of information important for further safety evaluation and diagnostics;
- evaluation of safety action and advise to the operator.
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Also, SPDS information is intended for utilization in the local crisis centre and in the crisis centre of
the concern ROSENERGOATOM for evaluation of the safety status of the plants.

FUNCTIONAL DESIGN

Critical safety functions monitoring

The primary purpose of SPDS is to present concise information about the safety status of the plant.
For this purpose, a limited number of safety status indicators should be defined. The safety is provided if the
maximum number of the radioactivity barriers remain intact. The integrity of those barriers can be
maintained if a fixed number of functions, called the Critical Safety Functions (CSF) are satisfied during and
after the emergency situation.

Therefore, the required operator action is to monitor the status of CSF.

The follow-up action is to maintain a safe or at least acceptable status of the CSF. For this purpose
every CSF is associated with a number of symptom oriented emergency procedures. When a critical safety
function is challenged, the operator proceeds with the implementation of appropriate emergency procedure.

The SPDS must alert the operator in every situation when the critical safety function changes its
status.

Safety analysis of Kalinin NPP has shown that maintaining the integrity of the safety barriers can be
achieved by maintaining the following critical safety functions: Subcriticality, Core cooling, Heat sink,
Reactor coolant integrity, Containment integrity, Inventory.

The status of CSF may vary depending on the severity of disturbance. Four states of a critical safety
function are considered and a color coding is utilized for their indication:

- CSF is operational
- CSF is partly degraded
- CSF is degraded
- CSF is very degraded

-green;
-yellow;
-orange;
-red.

The CSF monitoring is provided in SPDS on two levels: with a help of a primary CSF display, on
which the status of all critical safety functions is presented, and on the second level with a help of status trees.
Every status tree display includes the title - the name of a corresponding CSF, a number of nodes representing
logic "Yes - No" and two output branches. A brunch which corresponds to the current node condition "Yes"
or "No" is considered active. A sequence of nodes and active branches constitute a path which terminates at
the right border of screen where a reference to an applicable restoration procedure is displayed. The active
branches are highlighted by a specific color denoting the deterioration of the function.

Monitoring of main parameters in normal operating conditions

When operating the nuclear power plant, the operators respond to small disturbances by appropriate
action in timely manner in order to avoid evolution of disturbances to serious incidents or even the accidents.
In other words, by applying timely diagnostics and corrective actions operator must avoid degradation of
CSFs. For this purpose SPDS displays in the normal operating condition the basic NPP parameters. The
number of parameters is limited by 8-10 and the layout of display is such that the operator may react to
parameters deviations easily and reliably.

This format is displayed on SPDS screen by default in normal NPP operating conditions.
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Safety action monitoring

This function aims at showing the operator the current state and history of the safety actions. The
function is organized in two levels. The first level consists of a display tiiat presents the status of all the safety
actions on each train. The second level is a set of displays presenting the main circuits and their actuators. If
there is a failure in the automatic operation of a safety action, an alarm is triggered.

Operator help displays

Top level displays (main CSF display, status trees and "main parameters" display) are intended in
the normal and abnormal modes of operation to aid the operator in the activation of the detection process.

Third level displays, or operator help displays, aid the operator in the further stages of event
identification, by providing more detailed information on the entire plant. It is also of utmost importance to
detect event at an early stage and avoid its evolution to emergency condition. The third level displays may be
of a very good help in this process. Tree main types of displays may present additional information:
mnemonic diagrams; operating status diagrams; trend curves. Groups of this kind of formats are associated
with the formats of level one and two.

Alarms, Logbooks and archives

The "Alarm" function is configured in the ADACS platform and provides for alarm status
presentation (active or inactive, acknowledged, shelved, masked) and convenient operator interface.

Logbook and archive functions also are configured in the ADACS platform. Filtering is provided in
the logbook for more efficient analysis of a sequence of events. Among others, the changes in CSF status or
operator actions with the status trees or emergency procedures may be selected. Short, medium and long term
archives are maintained.

Operator support by computerized procedures

Critical safety function monitoring in SPDS and the mechanism of status trees provide a good
environment for aiding operator in selecting appropriate emergency procedure when a critical safety function
is degraded. Further implementation of the procedure may be done in a traditional way with "paper"
procedures or with a sort of computerized procedures.

Traditionally, computerized procedures are not considered within a scope of SPDS functions and
normally represent a stand along operator support system. The reason why it was included in the scope of
SPDS functions was a strong requirement of the customer - Kalinin NPP. SPDS computer capacity and data
processing environment provide a good opportunity for this.

Though different types of computerized procedures are operational on NPPs in the world with a
different level of automation, the type of system chosen for KlnNPP utilizes relatively low level of
automation. In fact, system performs two computerized functions:

- computerized procedure presentation and
computerized check of conditions in the procedure.

Every procedure can be presented in a form of a logic tree and in a "step by step" form. The first
type of presentation provides a general overview and a convenient indication of the current status of the
procedure. The second one is used for interactive work of operator with the procedure.

The basic principle of computerized procedure operation is: it is the operator who confirms that the
current step of procedure is finished and the operator can go to the next step but not the computer.
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In order to implement this function within SPDS, two CRT screens are provided for an operator
station, from which one will be used for procedure presentation.

Procedure initiation can be done in a different way depending on a type of procedure. For example,
after reactor shutdown or engineered safety system initiation a procedure A-0 is automatically started. CSF
restoration procedures are called on by operator by clicking on a corresponding branch of a status tree.

SPDS IMPLEMENTATION

The implementation of SPDS will be based on the Sema Group AD ACS platform. ADACS is a
Sema Group generic information and control system which is designed to operate continually and meets the
requirements of several industries, including nuclear power plants. The process monitoring is provided though
a highly interactive man-machine interface using computerized operator stations giving access to the
following function: Display diagrams; Operation windows; Alarm notification and alarm handling; Event
history; Plant parameters history; Equipment lists; Reports. ADACS has been built using a modular object
design approach which allows the customer's specific requirements to be closely met by the addition and
modification of software functions without impacting on the software design. ADACS provides high
availability and immediate switch-over by allowing hot active redundancy which ensures that the computer
system remains usable, and no data is lost during transitory phases (e.g.: loss or re-insertion of a computer).

The data sources for SPDS are:

- plant process monitoring system "Complex Uran";
- the upper level of in-core instrumentation system S VRK;
- the data acquisition level of a radiation monitoring system AKRB;
- additional data acquisition modules.

All data to be displayed is validated on a real time basis. Data validation consists of cross-checking
redundant measurements, consistency checks and other algorithms.

The data acquisition and processing of SPDS is characterized by the following figures:

number of analog inputs - 450
number of discrete inputs - 500
number of derived variables - 750

The level 2 of SPDS consists of a main computer, two operator workstations with two CRT
monitors each (one WS is for reactor operator and the other one - for a safety engineer), engineer workstation
which provides for the system maintenance, network equipment and uninterruptable power supply.

VALIDATION AND TESTING

The crucial point in SPDS validation process is a validation on an analytical simulator of WER-
1000/338. The validation process of the SPDS will be carried out by means of interactive dynamic testing.
For this purpose the SPDS is to be connected to a plant simulator. This simulator has been designed and
manufactured by a Russian - American joint venture "Jet". It is based on CiliconGraphics hardware platform
and utilizes the modeling technology of S3Technology. From the process simulation point of view technical
performance of the simulator is very similar to full scope type of simulators.
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OPERATOR SUPPORT SYSTEMS IN NUCLEAR POWER PLANTS-
RDIPE'S ACTIVITIES IN THE FIELD OF CSS

A. GORELOV
Research and Development Institute of Power Engineering, XA9643049
Moscow, Russian Federation

Abstract

Research and Development Institute of Power Engineering (RDIPE) works in the field of computerised
support system for the RBMK NPP during last 15 years. The first system which had some special features to be
classified as CSS was designed for the Ignalina NPP in the beginning of the 1980s. These efforts were mainly aimed
to create standards for CSS design and V&V; to establish general requirements for human-machine interface tools; to
upgrade support of operator as well as maintenance and administrative staff by implementing new hardware and
software into existing RBMK computer-based monitoring systems and to develop the SPDS for all RBMK units.

INTRODUCTION

RDIPE is the main designer of the RBMK reactor units and also plays a key role in the I&C systems
for these units. Institute has reach experience in the development of the computer-based monitoring systems
for RBMK units. The computer system for Ignalina NPP reactor units was installed in 1983. This system
gathered approximately 8000 analog and discrete parameters, performs sophisticated calculations, displays
information for the reactor operator by using 2 color and 2 semi-graphics CRT displays and can be classified
as computerised operator support system.

During last 3 years main RDIPE activities in the field of CSS were focused in the following areas:

development of new standards, guides, as well as basic techniques;
- upgrading and modernisation of existing I&C systems;
- development of new designs.

In 1993 RDIPE supports IAEA specialists meeting on Computerised Operator Support Systems for
Nuclear Power Plants.

DEVELOPMENT OF NEW STANDARDS, GUIDES, AS WELL AS BASIC TECHNIQUES

Due to fast computer technology upgrading there are needs in the redevelopment of existing national
standards and development of full set of new Russian standards, rules and guidance which must accumulate
both domestic and international experience in the field of computerised systems, techniques and tools for
development such a systems. RDIPE's specialists are involved the Russian Ministry of Atomic Power
program for development of new hardware and software for Nuclear Power Plants. One part of this program
is concerned with standardisation. RDIPE took part in reviewing of existence Russian and international
standards, in formulating of the list of standards to be developed, in the development of requirements for
these standards.

RDIPE also took part in the development of new edition of the General Safety Rules-Russian high
level regulation document. During this activity some internal RDIPE reports were issued.

UPGRADING AND MODERNISATION OF EXISTING I&C SYSTEMS

Modernisation of existing RBMK I&C systems is generally performed by two ways: by adding new
computers (as a rule-PC) to existing plant computer system and by replacing existing plant computer system
with new one. This new system incorporates functions and tools for operator support.
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First of these two approaches was performed several years ago on all Russian RBMK power plants
by creating plant network. Plant network allows to assist operational staff, maintenance staff and managers.
This work was generally performed by plant specialists. RDIPE's specialists developed and implemented a
number of computer codes to calculate reactor core parameters (power distribution, dry-out margin,
operational reactivity margin etc.), to display information for reactor operator. Such approach does not allow
to essentially improve operator aids because of low speed of date collection. This is a main deficiency of
existing plant computer system.

Second approach (replacement of the existing plant computer system with new one) is realised within
the RBMK modernisation program. This replacement is closely connected with plant technological equipment
and I&C system modernisation. At this time this work is partially performed at Leningrad NPP units 1 and 2
and is planned to be performed at Kursk NPP unit 1 next year. Within this activity RDIPE's specialists
develop functional algorithms of calculations, display formats to support reactor operator.

Plant I&C modernisation leads to main control room modernisation. To perform this work
effectively RDIPE developed computerised tool on the basis of the IEC 964 standard.
Special attention is paid to the SPDS development and implementation. This system is developed in co-
operation with Westinghouse Electric Co. within the Lisbon initiative of the USA. The first system will be
installed on Kursk NPP unit 2 in the end of next year. During 1997-99 years it is planned to equip the SPDS
on all Russian RBMK plants as well as on Ukrainian and Lithuenian RBMKs too. This system is based on
WDPF (Westinghouse Distributed Processing Family) hardware and software. The system will collect
information from the sensors (approx. 8000 analog and discrete parameters) in parallel with existing plant
computer system. So, high system performance will be provided.

Within this work RDIPE performs design of functions, display design, software design and coding.

It was established special working group which includes specialists from RDIPE, all NPP plants,
design organisations.

DEVELOPMENT OF NEW DESIGNS

Recently RDIPE performs some work for the Kursk NPP unit 5 (unit is planned to be started up in
1997). These work include development of the requirements for HMI (layout of the MCR equipment in
reactor operator area, layout of alarms, displays, controls, general requirements for information presentation,
color and shape coding etc.), development and testing of algorithms for data processing.

RDIPE also develops some new reactor units designs. For these reactor units all I&C systems
aspects (including operator support problems) are performed by Institute's specialists.
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INSTRUMENTATION AND CONTROL ACTIVITIES AT THE ELECTRIC POWER
RESEARCH INSTITUTE TO SUPPORT COMPUTERIZED SUPPORT SYSTEMS

J.NASER
Electric Power Research Institute,
Palo Alto, United States of America XA9643050

Abstract

Most nuclear power plants in the United States are operating with their original analog I&C equipment. This
equipment requires increasing maintenance efforts to sustain system performance. Decreasing availability of
replacement parts and support organizations for analog technology accentuate obsolescence problems and resultant
O&M cost increases. Modern technology, especially digital systems, offers improved functionality, performance, and
reliability, solutions to obsolescence of equipment; reduction in O&M costs; and the potential to enhance safely.
Digital systems, including computerized support systems, with their inherent advantages will be implemented only if
reliable and cost-effective implementation and licensing acceptance is achieved and if the upgraded system supports
reduced power production costs. EPRI and its member utilities are working together under the Integrated I&C
Upgrade Initiative to address I&C issues.

INTRODUCTION

Operating nuclear power plants in the United States were designed 20 to 40 years ago with
analog instrumentation and control (I&C) technology. Today, most plants continue to operate with
much of the original I&C equipment. This equipment is approaching or exceeding its life expectancy,
resulting in increasing maintenance efforts to sustain system performance. Decreasing availability of
replacement parts and the accelerating deterioration of the infrastructure of manufacturers that support
analog technology accentuate obsolescence problems and resultant operation and maintenance (O&M)
cost increases.

Instrumentation and control systems in nuclear power plants need to be upgraded in a reliable
and cost-effective manner to replace obsolete equipment, to reduce operation and maintenance costs, to
improve plant performance, and to enhance safety. The major drivers for the replacement of the safety,
control, and information systems in nuclear power plants are the obsolescence of the existing hardware
and the need for more cost-effective power production. Computerized support systems need to play a
major role in nuclear power plants to achieve real productivity improvements needed for increased
competitiveness. The procurement of replacement modules and spares under current requirements, for
hardware that is no longer fully supported by the original equipment manufacturer, is costly, time
consuming and, in some cases, not even possible. Competition between power producers is dictating
more cost-effective power production. The increasing operation and maintenance costs to maintain
many of the analog systems is counter to the needs for more cost-effective power production and
improved competitiveness. The reluctance to implement new computerized support systems is also
counter to the needs for more cost-effective power production and improved competitiveness.

Technological improvements, particularly the availability of digital systems and technology to
make computerized support systems a possibility, offer improved functionality, performance, and
reliability; solutions to obsolescence of analog equipment; reduction in operation and maintenance
costs; and the potential to enhance safety. Modern digital technology holds a significant potential to
improve cost-effectiveness and productivity of nuclear power plants. Digital systems have the potential
for solving the utilities' current problems of increasing analog equipment obsolescence; rapidly
escalating operation and maintenance costs; lost generation due to system unavailability, spurious
operation, and human error; and the inability to increase plant capacity due to equipment limitations.
All of these problems contribute to reduced competitiveness with other power production sources and
could lead to premature plant closures.

Reliance on proprietary system suppliers coupled with new licensing and design issues have
resulted in high implementation costs when digital upgrades have been performed in nuclear power
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plants. There is a need for a systematic approach leading to the identification, prioritization, and
implementation of I&C solutions in nuclear power plants. Viable alternatives range from extending the
useful life of existing equipment to the complete replacement of systems in a cost-effective manner
when vulnerability to obsolescence or the need for increased productivity so dictates.

Reliable, integrated information is a critical element for protecting the utility's capital
investment and increasing availability and reliability. Integrated systems, including computerized
support systems, with integrated information can perform more effectively to increase productivity, to
enhance safety, and to reduce O&M costs. A plant communications and computing architecture is the
infrastructure needed to allow the implementation of I&C systems in an integrated manner. Current
technology for distributed digital systems, computerized support systems, plant process computers, and
plant communications and computing networks support the integration of systems and information.
The test for future digital I&C system upgrades and computerized support system implementations will
be whether they are cost beneficial to the plant and if they can offer a payback to the utility in an
acceptable time period.

EPRI Nuclear Power Plant Instrumentation and Control Upgrade Program

Nuclear utilities are confronted by a growing equipment obsolescence problem which is a
significant contributing factor to increasing costs for plant operation and maintenance. Plant age
combined with the rapid pace of evolution of electronic technology is a significant factor in equipment
obsolescence. The flexibility and performance of modern digital technology could be used as the basis
for replacing obsolete modules or systems in a cost-effective manner in nuclear power plants. The
realization of the benefits of digital technology is currently restrained by the relatively high cost of
initial applications of new technology for the domestic nuclear power industry in a highly regulated
environment. Work is needed to establish reliable and cost-effective methodologies for the design,
qualification, and implementation of digital systems in nuclear power plants. This work should utilize,
as much as possible, relevant information and experience from other process industries where digital
systems are commonly used. Commercial-grade digital systems have proven reliable in other process
industries for applications including safety related systems. Cost-effective approaches are needed to
implement and qualify commercial-grade hardware and software for nuclear power plant applications.
To address these issues and facilitate the upgrading of I&C systems in nuclear power plants, the
Electric Power Research Institute (EPRI) has put together an industry-wide instrumentation and control
program. This program is documented in the Integrated Instrumentation and Control Upgrade Plan (1)

The EPRI Instrumentation and Control Upgrade Program has developed a life-cycle
management program for I&C systems. Life-cycle management involves the optimization of
maintenance, monitoring and capital resources to sustain safety and performance throughout the plant
life. Life-cycle management for I&C systems and components additionally may require the use of
digital technology, when analog equipment cannot be cost-effectively maintained or when an
improvement in performance is desired. The main product of the life-cycle management program is a
set of methodologies and guidelines that, as part of the utility's overall life-cycle management effort,
will enable nuclear power plants to fully consider I&C cost and performance improvements, including
the application of digital technology. Specific examples of system specification and designs will also be
developed through the application of the upgrade implementation methodologies to safety-related and
non safety-related systems and system prototypes.

Harming Methodologies

Four strategic planning methodologies are being developed under the I&C Initiative. The first
two methodologies enable the utility to prepare an I&C life-cycle management program plan (2) and a
plant communications and computing architecture plan (3,4). The last two methodologies enable the
utility to perform long-term maintenance planning (5) and detailed upgrade evaluation (6) for I&C
systems or components.
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The Life-Cycle Management Plan is a long term strategic plan for managing a power plant's
I&C systems over the planning period selected by the utility. The Life-Cycle Management Plan
Methodology (2) guides a designated team of utility personnel through a comparison of I&C life-cycle
management strategies and through existing and planned life-cycle management program activities to
identify interfaces and integration options. On the basis of this comparison, the I&C Life-Cycle
Management Plan is prepared. This plan includes the identification of systems and components to be
included in the program; the development of bases for upgrade or long term maintenance options; the
initial cost and performance improvement estimates, prioritization for detailed upgrade evaluation, and
deferred-upgrade maintenance planning; and the identification of related programs and organizational
interfaces including key personnel and responsibilities. The methodology is accompanied by a
workbook which contains various outlines, worksheets, and generic interview questions and topics that
aid in the development of a Life-Cycle Management Plan. The document describing the methodology
also explains the overall process for planning and implementing the various elements of I&C life-cycle
management, and the relationship of the other EPRI planning methodologies and guidelines.

The Plant Communications and Computing Architecture Plan Methodology (3,4) provides
utilities with a detailed set of instructions for preparing a Plant Communications and Computing
Architecture Plan that will allow them to upgrade their I&C systems in a logical, cost-effective, and
non-disruptive fashion. The Plant Communications and Computing Architecture Plan Methodology
provides all of the information necessary to allow utilities to develop their strategic architecture plans in
the most cost-effective manner possible. It guides a designated team of utility personnel through an
assessment of the existing plant data network architecture, corporate communications architecture life-
cycle management plans, and I&C life-cycle management implementation guidelines with respect to the
communications architecture. On the basis of the assessment results, a Plant Communications and
Computing Architecture Plan is prepared to address a characterization of the existing network
architecture; a characterization of the future network architecture in terms of a network model and
communication standards for connectivity and interoperability of network elements; a set of network
architecture requirements regarding the physical configuration, network access, network add-on
provisions, network performance monitoring, and I&C equipment communications interfacing; and a
set of consistent human-machine interface requirements for I&C systems. Some nuclear power utilities
have used the need to upgrade their plant process computer (7) as an opportunity to develop a new
plant communications and computing architecture. An example of a plant-specific architecture plan is
given in reference 8.

The Systems Maintenance Plan Methodology (5) addresses long-term maintenance planning for
systems or components where the initial screening in the Life-Cycle Management Plan indicates that
detailed upgrade evaluation is not justified, over the planning period, by cost and performance
improvement potential. The Systems Maintenance Plan Methodology contains a process for developing
a comprehensive System Maintenance Plan for each identified system. The Systems Maintenance Plan
will present the most efficient approach for maintaining the operational goals and life expectancy of the
system. The Systems Maintenance Plan Methodology will describe how to develop long range
maintenance objectives, to baseline and analyze the existing maintenance process, to analyze failure
rates, inventory practices, and obsolescence issues, and to implement maintenance related problem
solving techniques.

The Upgrade Evaluation Methodology addresses (6) a detailed evaluation of I&C system and
components when upgrading is indicated by the cost and performance screening in the Life-Cycle
Management Plan. The Upgrade Evaluation Methodology is used to analyze each candidate system
upgrade to determine if the upgrade is justified from a cost benefit perspective. The Upgrade
Evaluation Methodology is used to produce an Upgrade Evaluation Report for each candidate upgrade.
The Upgrade Evaluation Report describes high level system functionality, upgrade alternatives and

associated cost benefit evaluations, and the recommended alternative. The upgrade evaluation process
includes detailed cost and performance analysis; conceptual design options analysis; cost/benefit
analysis; and upgrade recommendations. Analysis of conceptual design options includes the
consideration of digital design basis changes, associated technical specification changes, and equipment

185



selection candidates. Where an upgrade is to proceed, the Upgrade Evaluation Report issued as input
to the Functional Requirements Specification.

Integrated Plant Systems

While analog equipment is becoming obsolete and more costly to maintain, the requirements on
nuclear power plant personnel to improve availability, reliability, and productivity and to reduce safety
challenges to the plant have increased. These personnel are working with more complex systems, and
responding to increasing operational, regulatory and productivity demands. As tasks become more
complex, involving large numbers of subsystem interrelationships, the potential for human errors
increases. Therefore, reliable, integrated information is a critical element for protecting the utility's
capital investment and increasing availability and reliability. Integrated systems, including
computerized support systems, with integrated information access can perform more effectively to
increase productivity and enhance safety.

Traditionally systems have been implemented in a stand-alone manner which has resulted in
increased operation and maintenance costs. It has also reduced the effectiveness, and in some cases the
possibility, of computerized support systems. Increased competition in the utility industry makes it
essential that operating and maintenance costs are minimized and productivity is increased.
Computerized support systems can be used to assist plant personnel and reduce the potential for human
errors. At the same time, it can support improved productivity and the reduction of overall operating
and maintenance costs. The modem technology available for distributed digital systems, computerized
support systems, plant process computers, and plant communications and computing networks is fully
capable of supporting integration of systems and information. In fact, this capability has been proven
in other process industries and in nuclear power plants in other countries.

Productivity Enhancement Systems

Digital technology can support improved power output from nuclear power plants. The
improved accuracy of digital systems and the associated reductions in uncertainties can allow the utility
to increase its plant's power rating. Digital systems, including computerized support systems, also have
the potential to support faster startups for increased power output. They can also support the faster
determination of the root causes of an unanticipated trip. At the same time, they can support the faster
evaluation of the performance of the equipment and systems during the unanticipated trip. Both of
these will allow a faster return to power after an unanticipated trip and; therefore, allow more power to
be produced by the plant.

The technological advances of the last few years have made it possible to develop sophisticated
computerized support systems, which can not only process and present information, but can also give
advice to the human. With appropriately implemented computerized support systems, humans can be
augmented substantially in their capacity to monitor, process, interpret, and apply information; thus
reducing errors and increasing reliability and availability. These computerized support systems can
increase productivity by eliminating routine human-power-intensive efforts such as recording,
collecting, integrating, and evaluating data; and by assisting in monitoring and control activities. These
systems can improve the consistency and completeness of decision-making activities by performing the
role of diagnostic and decision-support advisors. Computerized support systems can assist in reducing
safety challenges to the plant by presenting more complete, integrated, and reliable information to plant
staff to better cope with operating and emergency conditions. Reducing safety challenges leads directly
to improved reliability and availability and hence productivity. It can also reduce the maintenance
activities, which would have been required, for equipment that would have been unnecessarily
challenged. Functional requirements for an environment that would support these capabilities is given
in reference 9. A Reactor Water Cleanup prototype system using integrated information and soft
controls is described in reference 10.
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Advances in technological and human engineering offer the promise of helping nuclear power
plant staff to reduce errors, improve productivity, and minimize the risk to plant and personnel. A
plant-wide infrastructure for coordinated computerized support systems should be created to enhance
these systems and to reduce their implementation costs. This infrastructure will include information
communication capabilities, database and knowledge base managers, and a unified human-machine
interface. This infrastructure, which is the plant communications and computing architecture discussed
above, will permit incremental additions of computerized support systems in all domains.

Areas of Concern about Digital Systems

Design and licensing issues have inhibited access to cost and performance improvements
possible with digital technology. Examples of the areas of concern for digital systems in nuclear power
plants are licensing, software verification and validation (V&V), hardware qualification including
electromagnetic interference compatibility and seismic, reliability, performance, separation,
redundancy, fault-tolerance, common-mode failures, diversity, human-machine interfaces, and
integration of systems and information through communications networks. Commercial-grade
dedication of digital systems is an approach for more cost-effective implementations that is of
considerable interest to the nuclear utilities. As part of the EPRI Instrumentation and Control Upgrade
Program and other EPRI activities, approaches to address many of these concerns have been developed.

The Guideline on Licensing Digital Upgrades (11) was developed to be consistent with the
established 10 CFR 50.59 process. It helps utilities design and implement digital upgrades, perform 10
CFR 50.59 safety evaluations, and develop information to support licensing submittals. It suggests a
failure analysis-based approach that encompasses digital-specific issues and other possible failure
causes, addressing both according to their potential effects at the system level. Abnormal conditions
and Events (ACES) (12), as described in IEEE 7-4.3.2-1993 "Application Criteria for Programmable
Digital Computer Systems in Safety Systems of Nuclear Power Generating Stations", play an integral
role in this approach.

Guidance for electromagnetic interference susceptibility testing of digital equipment (13) and a
handbook for electromagnetic compatibility of digital equipment (14) have been developed. These
reports integrate the current knowledge and understanding of the electromagnetic issues concerning the
installation of digital equipment in power plants. They direct the utility toward practical and
economical solutions for dealing with electromagnetic interference. The handbook also helps eliminate
some misconceptions that questioned the reliability of digital equipment subjected to the
electromagnetic environment of nuclear power plants.

Guidelines and a handbook for software V&V have been developed (15-17). These products
describe approaches to categorize the software systems in terms of criticality and consequences of
failure. They then identify levels of V&V commiserate with these categorizations. The guidelines for
V&V in reference 15 developed a set of 16 V&V guideline packages based on the system category,
development phase, and software system component which is being tested. For V&V methods in the
guidelines that do not have a good description elsewhere in literature on how to use them, 11 sets of
procedures have also been developed. The report identifies 153 V&V methods for software systems
which can be used on the 52 identified software defect types. The guidelines developed were based on
the attempt to identify the methods which were most successful in finding various types of defects, on
the attempt to assure that the different guidelines catered to the different needs of different systems, and
on the attempt to emphasize the practicality and cost-effectiveness of the methods recommended.

A process for the commercial-grade dedication of hardware has been developed (18,19) and
proven very successful. The basic concepts of this process are being used as the starting point for the
development of a commercial-grade dedication processes for digital systems. Several EPRI meetings
have been held in the last four years to address digital I&C issues and advancements. Four of these are
documented in references 20-23.
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Demonstration Plant Projects

The utility demonstration plants essentially are the laboratories where I&C cost and
improvement options are being researched and developed. There are six utility demonstration plant
projects in progress which are providing the primary inputs, as well as testing, validation and
refinement activities for the methodology and guideline development under the I&C Initiative.

Activities at each of the six demonstration plants may include the preparation of I&C life-cycle
management plans and plant computing and control architecture plans; system screening, deferred-
upgrade maintenance planning, and detailed upgrade evaluations; testing, validation, and refinement of
various plant-specific methodologies and guidelines; and development of options and plans for
integration of I&C cost and performance improvement activities with related life-cycle management
efforts.

Demonstration project activities are presently being pursued at the Tennessee Valley
Authority's Browns Ferry Unit 2, Baltimore Gas and Electric Company's Calvert Cliffs Units 1 and 2,
Northern States Power Company's Prairie Island Units 1 and 2, Entergy Company's Arkansas Nuclear
One Units 1 and 2, Omaha Public Power District's Fort Calhoun, and Taiwan Power Company's
Chinshan.

Conclusions

The implementation and integration of digital I&C systems, including computerized support
systems, enhance the ability to achieve the goals of improved availability and reliability, enhanced
safety, reduced operations and maintenance costs, and improved'productivity in nuclear power plants.
The plant communications and computing architecture provides the infrastructure which allows the
integration of systems and information. The modern technology of distributed digital systems,
computerized support systems, plant process computers (both monolithic and distributed), and plant
communications and computing networks have proven their ability to achieve these goals in other
industries and in nuclear power plants in other countries. The use of this modern, proven technology is
a key contributor to improved competitiveness in nuclear power plants. EPRI has established an
Integrated Instrumentation and Control Upgrade Initiative to support its member nuclear utilities in
developing strategic plans and taking advantage of this modern technology to improve nuclear power
plant competitiveness.
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Abstract

Operator Support System for Pressurised Water Reactor (OSSPWR) has being developed under the
sponsorship of IAEA from August 1994. The project is being carried out by the Department of Engineering
Physics, Tsinghua University, Beijing, China. The Design concepts of the operator support functions have been
established. The prototype systems of OSSPWR has been developed as well. The primary goal of the project is
to create an advanced operator support system by applying new technologies such as artificial intelligence (AI)
techniques, advanced communication technologies, etc. Recently, the advanced man-machine interface for
nuclear power plant operators has been developed. It is connected to the modern computer systems and utilises
new high performance graphic displays.

1. INTRODUCTION

Operator Support System for Pressurised Water Reactor (OSSPWR) is developed under the
sponsorship of IAEA from August 1994. The project is being carried out by the Department of
Engineering Physics, Tsinghua University, Beijing, China. The Design concepts of the operator support
functions and the method based on them have been established. The prototype systems of OSSPWR
have been developed as well. The basic aim of the project is to create an advanced operator support
system by applying new technologies such as artificial intelligence (AI) techniques, advanced
communicative technologies and so on. Recently the advanced man-machine interfaces for nuclear
power plant operations connecting with modem computer systems and new technologies such as high
performance graphic display, etc., have been actively developed. The AI techniques seek to offer a new
possibility to enhance the performance of man-machine systems though more powerful diagnosis,
procedure synthesis, and user friendly man-machine interface.

The goals of the OSSPWR are as follows:

1. Support the efficient and reliable plant operation.
2. Support the detection of anomalies in plants and the identification of their causes and provide

appropriate operational countermeasures.
3. Support the realisation of user friendly and intelligent man-machine interfaces, matching the

operator's cognitive processes.
4. Support the training of operator.

Now OSSPWR will be coupled with the simulator in Beijing, China.

2. SYSTEM DESCRIPTION

The main role of OSSPWR is to support operators' decision making under various situations
of plant operation. In a result, operators are able to gain an efficient control over a nuclear power plant
by using knowledge of its detailed structure of functions and expertise obtained from their long term
operation experience. Such knowledge is installed into the knowledge base of OSSPWR and used for
inference of operators' decision. The functional constitution of OSSPWR is shown in Fig.l.
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Fig. 1. Structure of Operator Support system for PWR

OSSPWR is applied to the simulator of Beijing Simulation Training Centre of China. Based on
the Abnormal Operating Procedures (AOP) and the Emergency Operating Procedures (EOP), both the
Abnormal Operating Subsystem (AOS) and the Emergency Operating Subsystem (EOS) are developed.

2.1. AOS description

With object-oriented strategies adopted in the inference engine of AOS, the subsystem pursues
to search rules and then create inference trees. The diagnostic flow chart in AOS is shown in Fig.2.

Symptom
input

Accident
verification

Automatic action
display

Imediatc and subsqucnt
action display

INTERFACE

Fig.2. Diagnostic flow chart in Abnormal Operating Subsystem (AOS)

As an example, Fig.3. presents the inference progress of an abnormal condition - turbine trip
without reactor trip.
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Fig. 3. Inference tree of turbine trip without reactor trip

At present the system AOS can diagnose 32 abnormal operating conditions and display
automatic actions and subsequent actions that the operator should adopt. The abnormal conditions
which can be diagnosed and treated in AOS are presented in Table I.

Table I. Abnormal operating conditions in OSSPWR Accident Type

No. Abnormal operating conditions

1 Failure of a control bank to move

2 Continuous insertion of a control bank
3 Continuous withdrawal of a control bank
4 Dropped control rod
5 Misaligned control rod
6 Malfunction rod position indicators
7 Indications of misaligned rod
8 Emergency boration
9 Turbine trip without a reactor trip
10 Inadequate feedwater flow
11 Loss of circulating pump
12 Control room inaccessibility
13 area monitor system
14 Progress monitor system
15 High turbine vibration of eccentricity
16 Accidental release of waste gas
17 Partial loss of condenser vacuum
18 Fuel handling accident
19 Loss of component cooling water
20 Secondary load rejection
21 Loss of instrument air
22 Loss of component cooling water to reactor coolant pumps
23 Loss of seal injection to reactor coolant pumps
24 Failure of reactor coolant seal pump
25 High reactor coolant pump vibration
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26 Abnormal RCS pressure of high pressure
27 Abnormal RCS pressure of low pressure
28 Loss of residual heat removal system

29 Earthquakes
30 Loss of containment integrity
31 Loss of instruments bus
3 2 Steam generator tube rupture

2.2. EOS description

Emergency Operating Procedures (EOP) of PWR are divided into two parts, Optimal Recovery
Procedures and Function Restoration Procedures. Base on EOP, the Emergency Operating Subsystem
(EOS) is developed and consists of the Optimal Recovery System (ORS) and the Function Restoration
System (FRS).

The emergency operating conditions in ORS consist of Loss of Coolant Accident (LOVA),
Main Steam Line Beak (MSLB), Steam Generator Tube Rupture (SGTR) and Station Blackout (BO)'
The structure of Optimal Recovery System is shown in Fig.4.

Optimal Recover}7 System

Emergency conditions

.Loss Of Coolant Accident(LOCA)

.Main Steam Line Break(MSLB)

.Steam Generator Tube Rupture(SGTR)

.Station Blackout(BO)

Treating models

General Symptoms Causes Questions Treatment Procedures

Fig.4. Structure of Optimal Recovery System (ORS)
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Based on the safety function concept, FRS contains six automated tasks, each for every critical
safety function (subcriticality, core cooling, heat sink, integrity, containment and inventory).

3. CONCLUSION

Currently, OSSPWR can successfully operate on PC-486 and will be tested on the simulator in
Beijing Simulation Training "Centre of China. In the near future, the system will be improved in quality
and function.

REFERENCES

[1] KNSIAK, A., Expert Systems - Strategies and Solution in Manufacturing Design and Planning,
Society of Manufacturing Engineers (1988).

[2] HARMON, P., MAUS, R., MORRISSEY, W., Expert Systems - Tools & Applications, John
Willey & Sons, INC. (1993).

[3] SUN, B, K.,H., GAIN, D.,G., Computer Application for Control Room Operator Support in
Nuclear Power Plant, Reliability engineering and Safety, Vol. 33 (1991).

[4] BERAND, J.,A., Observations on the Development of Expert System for Nuclear Plants ANS
(1992).

[5] Abnormal Operating Procedures, Shearon Harris Plant.
[6] Emergency Operating Procedures, Shearon Harris Plant.

NEXT PAQE(S)
toft BLANK

195



CONTRIBUTORS TO DRAFTING AND REVIEW

Aeba, Y.

Adorjan, F.

Balducelli, C.

Mtsubisi Atomic Power Industries Inc., 2-4-1, Shiba-Koen, (1)
Mnato-ku, Tokyo 105, Japan

KFKI Atomic Energy Research Institute, P.O.Box 49, H- (1)
1525 Budapest, Hungary

ENEA, Via Anguillarese, 301, Rome, Italy (3)

Bengulescu, D.

Dalle Ave, G.

National Agency for Atomic Energy, P.O.Box MG-6, 76900, (2,3,4)
Bucharest - Magurele, Romania

ENEL, V.IeRegina Margherita 137, 00198 Rome, Italy (3)

Dounaev, V.

Fujita, Y.

Gotoh, K.

Golovanov, V.

Gorelov, A.

Haugset, K.

Jehee, J.

Jianu, A.

Juslin, K.

Kossilov, A.,
Scientific Secretary

Kurka, J.

Loriaux, E.F.

Lux, I.

Consyst Co. Ltd., Ferganskaya 25, 109507 Moscow, (1,2)
Russian Federation

Mitsubishi Atomic Power Industries Inc., 3-1, 3-chome, (2,3)
Minatomirai, Nishi-ka, Yokohama 220, Japan

Mtsubishi Heavy Industries Ltd., 3-1, Minatominai, 3-chome (4)
Yokohoma 220, Japan

Consyst Co. Ltd., Ferganskaya 25, 109507 Moscow, (3)
Russian Federation

Research and Development Institute of Power Engineering, 2/8 (4)
Krasnosel'skaja str, 107113 Moscow, Russian Federation

OECD Halden Reactor Project, Institute for Energiteknikk, (1,2,3,4)
P.CBox 173, N-1751 Halden, Norway

Nederlands Energy Research Foundation, ECN, P.O.Box 1 (1,2,3,4)
NL-1755 ZG Petten, Netherlands

National Agency for Atomic Energy, P.O.Box MG-6, 76900 (2,3,4)
Bucharest - Magurele, Romania

VTT Automation, P.O.Box 1301, FIN-02044 VTT, Finland (1,2,3,4)

International Atomic Energy Agency, Division of Nuclear Power, (1,2,3,4)
Wagramerstr. 5, P.O.Box 100, A-1400 Vienna, Austria

Power Research Institute, Dept. of Automated Systems, 19011 (2,3,4)
Prague 9 Bechovice, Czech Republic

N.V. KEMA, Utrechtsweg 310, 6800 ET Amhem, (1,2,3,4)
Netherlands

KFKI Atomic Energy Research Institute, P.O.Box 49, H-1525 (2,3,4)
Budapest, Hungary

197



Naser, J.
Chairman

Neboyan, V.

Palamidessi, H.A.

Rubek, J.

Sazonov, N.

Silvani, V.

EPRI, 3412 Hillview Ave., P.O.Box 10412, Palo Alto, CA94303, (1,2,3,4)
U.S.A.

Consyst Co. Ltd., Ferganskaya 25, 109507 Moscow, (4)
Russian Federation

Nucleoelectrica Argentina S.A., Arribenos 3619, 1429 Buenos (2,3,4)
Aires, Argentina

Power Research Institute Prague, 190 11 Prague 9 - Bechovice, (1)
Czech Republic

Research and Development Institute of Power Engineering, 2/8 (2)
Krasnosel'skaja str., 107113 Moscow, Russian Federation

ANPA, Via V. Brancati, 48,1-00144 Rome, Italy (1,2,3,4)

Research co-ordination meetings

Vienna, Austria, 13-16 October 1992, (1)
Budapest, Hungary, 5-8 October 1993, (2)
Rome, Italy, 10-14 October 1994, (3)
Arnhem, Netherlands, 16-20 October 1995, (4)


