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ABSTRACT
Computer based systems, generally referred to as Programmable Electronic Systems (PESs), are
being increasingly used in the process industry, also to perform safety functions. The process
industry as we intend in this document includes, but is not limited to, chemicals, oil and gas
production, oil refining and power generation.
Starting in the early 1970's, the wide application possibilities and the related development
problems of such systems were recognized. Since then, many guidelines and standards have been
developed to direct and regulate the application of computers to perform safety functions
(EWICS-TC7, E C , ISA).
Lessons learnt in the last twenty years can be summarised as follows:
• safety is a cultural issue;
• safety is a management issue;
• safety is an engineering issue.
In particular, safety systems can only be properly addressed in the overall system context. No
single method can be considered sufficient to achieve the safety features required in many safety
applications. Good safety engineering approach has to address not only hardware and software
problems in isolation but also their interfaces and man-machine interface problems.
Finally, the economic and industrial aspects of the safety applications and development of PESs in
process plants are evidenced throughout all the Report.
Scope of the Report is to contribute to the development of an adequate awareness of these
problems and to illustrate technical solutions applied or being developed.
[ PROGRAMMABLE ELECTRONIC SYSTEMS, HIGH INTEGRITY SYSTEMS, SAFETY, DEPENDABILITY,
SAFETY STANDARDS, SAFETY REQUIREMENTS, DEPENDABILITY ANALYSIS, DEPENDABILITY
ASSESSMENT]

RIASSUNTO
I sistemi a calcolatore, generaknente menzionati come Sistemi a Logica Programmabile, trovano
un uso crescente nell'industria di processo, anche per assolvere a compiti di sicurezza. Esempi di
industria di processo, come inteso nel documento, sono l'industria chimica, gli impianti di
produzione di olio e gas, le raffinerie e gli impianti di generazione di energia.
A partire dagli anni 70 si e' avuta la crescente consapevolezza delle possibilita' applicative e dei
connessi problemi di sviluppo dei sistemi a calcolatori per applicazioni di sicurezza.
Contestualmente sono state awiate attivita di sviluppo di linee guida e di normative per queste
applicazioni L'esperienza degli ultimi venti anni pud riassumersi sinteticamente come segue:
• la sicurezza 6 un problema culturale;
• la sicurezza e un problema manageriale;
• la sicurezza 6 un problema ingegneristico.
In particolare, la sicurezza dei sistemi deve essere affrontata a livello globale e non separatamente
per i singoli aspetti di hardware, software e sequenze operative. Inoltre, nessuna soluzione
ingegneristica e/o tecnologica, da sola e sufficiente a garantire la sicurezza; in generals si richiede
sempre una molteplicita di strategic tra b r o complementari Infine, in tutto il Rapporto vengono
implicitamente o esplicitamente evidenzdati gli aspetti di interesse economico e industriale degli
sviluppi applicativi dei Sistemi a Logica Programmabile.
n Rapporto ha come obiettivo quello di contribuire alk) sviluppo di una adeguata consapevolezza
del problema e di illustrare una molteplicita di tecniche risolutive applicate o in via di sviluppo.

FORWARD
ENCRESS (the European Network of Clubs for Reliability and Safety of Software-intensivesystems) is a European network of national clubs, each bringing together people in a particular
country who have a common interest in software-intensive-systems reliability and safety issues.
ENCRESS was set up into the framework of the European Community's ESSI Programme. For
the most part, ENCRESS operates through nationally co-ordinated Clubs, which organise
technical meetings and other events of interest to its members.
This document results from the work done by the ENCRESS Application Group "Safety
Applications of Computer Based Systems for the Process Industry". The goal is to raise
awareness in process industry about the problem of safety applications of computer based systems
and provide indications on today best practices. Since the scope of the document is to illustrate
also to non-specialist readers the major aspects of the PESs application and developments, it does
not intend to be neither a guidelines nor a state of art.
Participation of individuals in the development of this document shall not be construed as an
unreserved endorsement of the proposed practices by the individuals or the employers of these
individuals.
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1. INTRODUCTION
Computer based systems, generally referred to as Programmable Electronic Systems
(PESs), are being used in all application sectors to perform non safety functions and also
to perform safety functions. However, in most situations, plant safety is achieved by a
number of protective systems and rely on many technologies: mechanical, hydraulic,
pneumatic, electrical, electronic, programmable electronic systems, Fig. 1 (IEC dS1511).
Any safety strategy must therefore consider not only all the elements within an individual
system (e.g.: sensors, controlling devices, actuators) but also all the safety related
systems making up the safety of the plant. Therefore, whilst PESs may play a significant
role in safety achievement, nevertheless, safety assessment shall be considered in a
general framework within which safety related systems based on other technologies can
be addressed together with computer based systems.
Instrumentation for process measurement, regulation and survaillance is found in all new
process plants. This instrumentation must be designed, used, and maintained in a
prescribed manner if an acceptable level of plant operational safety is to be achieved. In
most new process plants, it is composed of control and survaillance modules built using
programmable, computer based components. These programmable components may be
located in several different places within the plant. State-of-the-art distributed digital
controllers and video-display-based operator workstations contribute to the safe
operation of the process through better communication of plant status information to the
operating staff and by providing more powerful and reliable control algorithms for
automatic regulation of processing operations.
The technical and economical advantages of programmable electronic systems are
widely recognized, but the implementation of these controls can result in the near-total
dependence on the automation system for even minimum levels of plant operation.
Therefore, process automation systems using programmable electronic technology have
proven to be reliable where both redundant components are used throughout the system
and sufficient effort is spent during the design phase to eliminate common-mode failure
(AIChE 1993).
Normally, the basic design principle used by a safety-critical system designer is the
principle of "defense-in-depth and diversity". It includes, as a general principle, design
features providing for plant and public safety the required level of safety by the use of
overlapping and redundant echelons of defense (NUREG 1994). The classic approach of
designing for performance and then addressing dependability issues is no longer suitable
or practical. Only advanced design techniques that combine performance and
dependability aspects can ensure the production, in a timely and cost-effective fashion, of
computer systems meeting stringent real-time and safety-critical requirements.

COMMUNITY EMERGENCY RESPONSE

PLANT EMERGENCY RESPONSE
MITIGATION
M echanical M itigation Systems
Safety Instrumented Control Systems
Safety Instrumented Mitigation Systems

PREVENTION
Mechanical Protection Systems
Process Alarms
Operator Supervision
Safety Instrumented Control Systems
Safety Instrumented Prevention Systems

*CONTROL&OPERATIONN V
Basic Process Control Systems
Monitoring Systems
Operator Supervision

PROCESS DESIGN

VJ.

Fig. 1 Typical protective systems found in process plants

Despite the employment of all the possible design precautions, design errors may still
occur. In fact, when major accidents do occur, they typically involve a combination of
design errors, and either operator or management errors. It is very rare, nowadays, for a
major accident to occur as the result of a combination of simple component faults.
Because software is not unsafe by itself, we believe that any approach to building safer
software (i.e., that will execute in a system context without contributing to accidents)
must be part of and consistent with an overall safety engineering program (Leveson
1995).
From these observations it is clear that a philosophy of safety design and safety analysis
of programmable electronic systems is necessary which takes into account design errors,
operator errors, and software design, specification and programming errors. At the
present, the concepts of risk analysis used for safety analysis of engineering systems
largely neglect these aspects. The designers of large systems, however, have to take
these factors into account. The proven effectiveness of the large and complex
programmable electronic systems which we use today is largely a measure of the degree
to which these factors have been considered (IEC dS15O8), (TEC dS1511), (ISA
S84.01), (ISA dTR84.02).
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Fig. 2 Major activities of a Computer Based System Overall Safety Life Cycle

The document is intended to cover those aspects, excluding system realisation, which
need to be addressed when programmable electronic systems are used to achieve
functional safety within the Process Sector, as illustrated in Fig. 2. The Process Sector as
we intend in this document include, but is not limited to, chemicals, oil and gas
production, oil refining, power generation.
Even if safety is normally defined as (IEC dS 1508) freedom from unacceptable risk of
harm, we believe that the majority of the content of the document applies equally to
protection against environmental and asset damage. There would be great benefits to
safety if proper consideration is given to these other risks. The benefits would be:
• A larger market for systems with specified integrity will reduce costs.
• Focusing only on safety leads to an understatement of the total risk.
• The additional costs of applying hazard identification and risk management to
environmental and asset risks will be small in comparison to the likely business
benefits.

• An integrated system of risk reduction with consequent business benefits will give
incentives to apply a systematic approach leading to wider adoption and increased
safety.
There are situations where there are separate Regulatory Authorities for Personnel
Safety and for the Environment which require separate reporting of risks.
The majority of protection systems on process plant are provided to reduce asset or
production loss. Such systems will not normally be of interest to Regulatory Authorities,
however, they are often equally important from a business perspective and there will be
many cases where it will be worthwhile using the indications reported in this document.

2. THE PLACE OF COMPUTER BASED SYSTEMS IN PROCESS PLANT
SAFETY
Process industry requires that well defined plant safety prerequisites must be achieved,
as hazards may be present in such installations, due to dangerous substances and
processes involved. On the other hand, the cost of construction of a process plant
requires that safety margins are reduced to the minimum acceptable under existing codes
and legislation. This principle is normally referred with the name As Low As Reasonably
Practicable (ALARP). The principle of ALARP defines the tolerable risk as that risk
where additional spending on risk reduction measures would be in disproportion to the
actual reduction of risk. This principle is not accepted in all Countries. There are variants
of this principle applied in France or in Germany. For instance, in France there is the
GAMAB (Globalement Au Moins Aussi Bon) principle, while in Germany there is the
MEM (Minimum Endogeneous Mortality) principle. In some Countries safety is defined
by reference to absolute levels of risk or in terms of compliance to standards.
The use of modern computer based systems can offer enhancements to the system
safety..
When computer systems were first introduced into process plant control, they were used
for direct digital control and supervisory systems. Already in the early 1970's alarm
systems began to being transferred to computers. Programmable logic controllers were
introduced and very quickly began to be used for interlocks. By the late 1970's, highly
redundant fire and gas control systems had been introduced, and were widely used in the
complex systems for oil and gas platforms. From this stage, more general applications
were made, and today computers are used for:
Control and alarm systems
Safety systems
Interlocking systems
Leak detection systems
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Instrument monitoring systems
Fire and gas detection systems
The gradual progression in the application of computers has been such that today most
chemical plant interlocking systems are implemented with the use of PLC's and most
safety shutdown systems for new power plants are implemented with computers and
PLC's, though in many cases with hardwired backup for the most critical items.
Newer applications are for emergency support and on line risk monitoring (Taylor 1995).
Emergency support systems are used in some chemical plants and nuclear plants, and
have begun to be used for bridges and tunnels. On line risk monitoring and risk
management is a new application which allows risk levels to be calculated continuously,
on the basis of disturbance signals from plants and on the basis of safety system
monitoring.
Computer applications allow to implement much more precise and extensive control and
safety systems than hardwired controllers. Alarm systems, for example, can be made
dependent on operating stage, so that number of alarms can be reduced. For some plants,
particularly batch production systems, alarm levels need to vary with time depending on
the stage of operation. If ordinary alarm systems are implemented, alarm lamps will show
red, or will be inactive, during some stages of operation. Computer systems allow a
"green board" philosophy to be used, so that red lamps only show when there is
definitely something wrong, and alarms and trips do not need to be bypassed during start
up and shut down.
Computers can perform continuous monitoring of safety instrumentation, and as a result,
reliability in operation can be raised by orders of magnitude. Anomalies management can
be implemented which can consider findings of HAZOPs and Human Error Analysis, and
can eliminate the potential for many kinds of operator errors.
Lessons learned from a review of 10 accidents which took place in chemical plants
during 1995 to 1996 highlighted that computer based safety systems could not have
prevented all of these, but could well have prevented 40% (Taylor 1997). Although there
has been much progress over a period of twenty years in the use of computers in process
plant safety applications, there are still areas where no special techniques are used to
ensure safety. Standards are now becoming available which should ensure that safety in
the application of computer systems follows the same strict discipline that applies in
other fields of engineering.
One of the main problems with software systems is that of specification errors. Most
software validation processes are designed to ensure that software satisfies its
specification. However if the specification itself is in error, there is no absolute standard
to test against except the real system.
Specification errors are a problem in all engineering work. Bridges are sometimes built
too weak, pipes too thin, and wrong materials are chosen. Specification error is a

problem for software systems because the computer allows us to make very complex
systems. The more complexity, the more opportunity there is for error, and also the more
difficulty there is in detecting error. Computers have made it possible for us to design
and build systems which are too complicated to test thoroughly. In some cases it is
impossible even to predict the consequences inherent in the specifications.

3. SAFETY STANDARDS AND CONFORMITY ASSESSMENT ISSUES
Plant risk avoidance needs norms, regulations and standards application in an open
market. However, safety related computer based systems manufacturers require a market
balance and transparent competition. In this sense system specification needs
demonstrated compliance with recognised norms.
National and international standardisation activities must thus result into documents,
which will cover three main aspects:
• Specifying the dependability requirements by selecting the dependability goals that
have to be pursued in building the computer system, based on known or assumed
objectives.
• Designing and implementing the computer based system so as to achieve the
dependability required.
• Validating by demonstrating, through assessment criteria, that certain dependability
goals have been attained.
Starting in the early 1970's, the potential problems of such systems was recognised. The
European Workshop on Industrial Computer Systems - Technical Committee on
Reliability, Safety and Security (EWICS-TC7), in Europe published a series of
guidelines on safety related computer systems. Since then, many standards have been
developed for regulating computer control, in safety related applications (IEC dS15O8),
(ISA S84.01), (EWICS).
The main components of these standards and guidelines are:
• Requirements for risk assessment.
• Recommendations on requirements for systematic design: e.g.: phased development,
design review and inspection, measurement of systematic testing, configuration
control.
• Requirements for reliability based design and redundancy of hardware.
• Requirements for reliability based design of software.
• Requirements for safety and reliability analysis.
• Requirements for safety and reliability assessment.
In general, safety standards can be very good tools; they constitute the basic elements on
the basis of which a common and recognised approach to build and assess safety can be
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set. However, efforts should be put to capture, test and validate the best practice
requirements they propose. Today, the content of some of such standards is not often
checked in practice and this is particularly dangerous for a standard that deals with
safety.
Various of these standards and guidelines have varying levels of requirements depending
on the level of risk reduction associated. One of the problem here is that all these
requirements are expensive in time, effort and money and their compliance has to be
carefully considered by the Project Manager for any specific project.
The Conformity Assessment of digital systems presents vendors and regulatory
authorities alike with a set of complex problems. To ascertain that a control or safety
system performs as intended and moreover that also the intentions were correctly and
completely specified is a most demanding task, and it is precisely the versatility of digital
systems that make the conformity assessment so difficult. The number of possibilities for
something to go wrong in a programmable system is very high and it is not fit for
application until the likelihood for failure is proven to be at an acceptable level. One is
immediately faced with two key questions:
What is an acceptable reliability level?
How does one prove that this level is attained?
The ideal answer to the first question is that it should never fail. But physical systems do
vary in their performance, especially more complex systems. There are no absolutes to
rely on, and one must seek resort in statistical or probabilistic measures. A commonly
stated safety goal is that the mean frequency that a large accident will occur for a specific
plant should be less than 10"3/year. Consequently plant components and systems must be
designed and operated in accordance with this measure. The conformity assessment
criteria for safety systems are in principle the same for conventional as for digital based
systems. But the process has become more complicated, demands more and different
resources and takes longer time for digital systems. There are several reasons for this:
• Digital safety systems are still not a common occurrence, with a few exceptions
neither vendors, plant operating organisations nor Regulatory Authorities have
gained much experience with practical installations.
• The conformity assessment of digital hardware and most notably software presents
new problems from the conceptual point of view.
• Regulatory authorities must acquire expertise and experience with digital systems and
establish reliable methods for evaluating such systems.
In the design and production of digital safety systems a number of quality standards and
quality assurance/control schemes are proposed, but not always used. This is specially
true with the systems producers/vendors, they normally only do what is asked for. It is
the responsibility of the customer to ask explicitly the respect of specific standards during
11

the development of a specific system. A comprehensive standard covering all steps from
requirements specification to maintenance and upgrading is under development from IEC
ST65A WG10 Task C (IEC dS1511). This standard is derived from IEC dS15O8, taking
into account the requirements from the process industry. Documentation requirements
for digital systems may turn out to be very extensive.
Conformity assessment issues have to be considered from the very beginning, before the
system design start. The close relationship between design, production and testing
process at the vendors side and the conformity assessment effort must be stressed. This
does not relieve the regulatory authority of its responsibility, but it ensures that the
prerequisites for licensing are fulfilled. It is important to have available standards and
guidelines that define approved methods for producing licensable systems.
In any case, acceptance and conformity assessment of digital systems for safety
applications carries with it a set of problems for which there is no easy solution in the
near future. These problems are tied to the digital technology as such, but it is especially
the software which causes concern, together with the actuation devices, unfortunately
among the most unreliable parts of a system.

3.1 Conformity Assessment to IEC dS1508
EEC dS1508 has introduced the concept of Safety Integrity Level (SIL) attempting to
homogenise the concept of safety requirements for the Safety-Related Systems.
According to dS1508 Safety Integrity Level is defined as one of 4 possible discrete
levels for specifying the safety integrity requirements of the safety functions to be
allocated to the safety-related systems. Safety Integrity Level 4 has the highest level of
safety integrity, Safety Integrity Level 1 has the lowest. Safety-Related System(SRS) is
defined as a system that implements the required safety functions necessary to achieve a
safe state for the Equipment Under Control (EUC) or to maintain a safe state for the
EUC; and is intended to achieve, on its own or with other safety-related systems, the
necessary level of safety integrity for the implementation of the required safety
functions. The Target Failure Measures for the 4 Safety Integrity Levels are specified in
Table 1.
According to IEC dS1508 a safety-related system includes all the hardware and software
and all supporting services necessary to carry out the specified safety functions, Le. from
fluid to fluid and all components in between, Fig. 3. A person could be part of a safetyrelated system: for example a person could receive information from a programmable
electronics device and perform a safety task based on this information or, perform a
safety task through a programmable electronics device.
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SAFETY
INTEGRITY
LEVEL

LOW DEMAND MODE CONTINUOUS/fflGH
OF OPERATION
DEMAND MODE OF
(Probability of failure to
OPERATION
perform its design function oi (Probability of a dangerous
demand)
failure per hour)

4
3
2
1

>=10 s to <19*
>=10* to <10 3
>=103 to <10 2
>=102 to <10-1

>=10' to <HV*
>=10*to <10 7
>=10 7 to <10^
>=10^ to <10 s

Table 1. Safety Integrity Levels: Target Failure Measures
Unfortunately, to determine the appropriate SIL for a safety-related system is a very
difficult task. How one determines what SIL is appropriate for a given application is very
much in the experience and judgement of the team doing the job. A multidiscipline team,
consisting of control system engineers and safety engineers, is strongly recommended.
This multidiscipline team will have the responsibility to give a SIL for a safety-related
system and only after that the control systems engineers can start to design the system to
conform with the required SIL. IEC dS1508 provides, in an informative Annex, a
method to determine safety integrity levels of safety-related systems by using a risk
diagram that requires as inputs:
•
•
•
•

frequency of demand;
potential extent of human injury in case the safety-related system fails on demand;
duration of presence in the danger zone;
possibility to avert the hazard.

The EEC dS1508 relates the safety integrity levels to probabilistic (probability of failure
on demand) and deterministic (descriptive) requirements.
Sometime the equipment loss risk diagram and the environment risk diagram are also
required. In these cases the most stringent safety requirements shall form the basis of the
implementation requirements of the system. The control system engineers shall be
responsible to ensure that all implementation requirements are covered and select test
intervals according to the probability of failure on demand requirements.

13

Input Interfaces
A-D converters

Output
D-A converters

communications

E/E/PE
device

input devices
(eg sensors)

output devices
(eg actuators)

NOTE: The E/E/PE device is shown centrally located but such device(s) could exist at several places in thcE/E/PES j

Fig. 3. Extent of Electrical/Electronic/Programmable Electronic System (E/E/PE)

In the process industry only a few safety-related systems result in a SEL 3; SDL2 or SIL 1
are considered sufficient in mostly of the cases.
Special emphasis deserves the concept of dependability. As known from the international
literature and as will be evidenced in the following of the present Report, dependability
can be defined in broad terms as the technical capability of the system to respond and
comply with all possible different situations, criteria and norms applicable or requested to
the system, so to reach a justified confidence upon its services and performances.
This general concept can be more rigorously defined as : trustworthiness of a computer
system such that reliance can justifiably be placed on the service it delivers.
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4. SAFETY SYSTEMS REQUIREMENTS SPECIFICATIONS
It is important that the distinction between risk and safety integrity be fully appreciated.
Risk is a measure of the probability of a specified hazardous event occurring, combined
with the effect of the hazardous event. This can be evaluated for different situations. The
required level of safety is determined on a societal basis and involves consideration of
societal and political factors. Safety Integrity applies solely to the safety related systems
and is the probability of a safety-related system satisfactorily performing the required
safety functions. Once the level of safety has been set and the necessary risk reduction
estimated, the safety integrity requirements of the safety related systems can be
apportioned.
According to IEC draft standard 1508 (IEC dS15O8) the Safety Life Cycle covers the
system development activities from initial conception through decommissioning, such as:
•
•
•
•
•
•

performing process hazard analysis & risk management,
defining the safety protection layers,
defining the need of a safety systems,
determining the required Safety Integrity Levels,
performing conceptual process design,
implementing the safety system.

In the process industry Safety Cases represent, according to legal requirements,
authoritative documentation for demonstrating that all technical and operative
instruments are used against potential risks. Often, it is recommended and - in some
cases -, strictly requested, that major risks have to be quantified in their probabilities and
consequences. Even though probability is normally a matter of concern, several
approaches as well as practical methodologies (HAZOP, FMECA, Fault Tree Analysis
etc.) are applied for conducting risks analyses.

4.1 Risk Analysis as a basis for Safety Systems Requirements Specifications
One of the changes introduced with new standards is the requirement to use risk
assessment as a basis for computer system safety requirements specifications. This is
quite logical, since computer can produce different levels of reliability and safety,
depending on the method used. It is necessary to adapt the complexity of the computer
safety system and the extent of safety validation to the need. The need is given by the
difference between the degree of risk before implementation of computer safety
measures, and the degree of risk afterwards.

IS

Risk analysis is the systematic identification of potential accidents, determination of their
likelihood and consequences, Fig. 4. As such, a risk analysis should be the basis for a
safety specification of accident potential. Actually, most safety specifications have been
developed by experience over many years, using the principle of improving safety
standards every time an accident occurs.
DESCRIBE SYSTEM

I
IDENTIFY HAZARDS

CALCULATE FREQ.

CALCULATE CONS.

INTEGRATE
EVALUATE
OK

CHANGE
IMPLEMENT
FOLLOW UP

Fig. 4. Risk Analysis Process
Several safety standards now require a risk assessment as part of the validation process,
in particular IEC dS 1508 .
Risk analysis is powerful because over the last 30 years or so, powerful analytical
methods have been built up, and especially, good hazard identification methods.
Of these methods, a few can be singled out as suitable for overall target system analysis
(i.e. analysis of the system which is to be controlled).
• Preliminary Hazard Analysis (PHA)
The Preliminary Hazard Analysis provides an initial overall view of risks. This provides
the initial framework for a master listing of hazards and associated risks that require
tracking and resolution during the course of the system design and development. The
PHA effort shall be started during the concept exploration phase or earliest life cycle
phase of the system development. A PHA considers hardware, software, and the
operational concepts.
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Preliminary hazard analysis of the entire target system is performed from the top down to
identify hazards and hazardous conditions. Its goal is to identify all credible hazards up
front. For each identified hazard, the PHA identifies the hazard causes and candidate
control methods. These hazards and hazards causes are mapped to system functions and
their failure modes.
Once initial system PHA results are available, safety requirements flowdown and
subsystem and component hazard analyses can begin.

•

Failure mode and effects analysis (FMEA)

This method looks at each component in a system and its possible failure modes. For
each of these possible failure causes and consequences are determined. In a full analysis,
the methods for observing the failure, correcting it, and the safety barriers preventing
accidents are considered. When used to derive safety requirements specifications, FMEA
is applied to the target system (i.e. the system which is to be controlled).
•

Hazard and operability analysis (HAZOP)

Instead of looking at failures for each component in a system, hazard and operability
analysis looks at possible disturbances. Disturbances involve a variation in some process
variable such as "too high speed", "wrong direction". Again, causes, consequences,
detectability, correctability, and safety barriers, are determined.
• Operational Hazard Analysis and Action Error Analysis
These methods consider each step in operating a system, the possible latent hazards (i.e.
hazards waiting to be triggered in order to cause an accident, such as a bucket behind a
door) are identified. Possible operator errors are identified. And the possible causes,
consequences observability, correctability and safety barriers.
• Fault Tree Analysis (FTA)
This method considers each accident which can occur, and searches for possible causes.
The causes are recorded on a tree structured diagram, with AND symbols to indicate
where several conditions must occur together with an initiating event, in order for an
accident to occur, and OR symbols are used to indicate alternative causes.
• Cause consequence analysis
This technique involves identifying possible critical events such as major disturbances
which can occur in a system, or activationis of safety systems. Possible causes of these
are identified using fault tree analysis techniques. Possible consequences and time
sequences are analysed by tracing sequences of events, and recording the consequences
as a tree structured diagram. Where event sequences branch in the real world, the
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diagram branches. Where the consequence of an event depends on the state of a
component, the diagram branches by means of a decision box which records the state
dependency.
Concerning the choice of method, it should be noted that these methods are not
alternatives, but are complementary. HAZOP analysis is needed for process plants and
for mechanical systems. Fault tree analysis can be used as a alternative where there are a
few accident types of interest which can be easily recognised. FMEA can be used for
electrical and mechanical systems when there is limited redundancy and sequential
effects. Operational hazards analysis are needed for the operational aspects of systems.
Cause consequence analyses are needed when there are significant sequential effects, for
example arising from sequential control of safety devices such as fire pumps and
sprinkler systems.
Whichever method is used, the result is a set of "scenarios". These are descriptions of
potential accidents, starting with causes, describing the intermediate events, and finishing
with consequences, and describing the safety barriers which prevent the accident from
occurring.
A full process for deriving safety requirements specifications is then:
1. Identify the potential hazards in the target system
2. Describe the potential accident scenarios
3. Determine the frequency of the initiating events, and the unavailability value
(probability of being in a failed state) for the safety barriers. The accident frequency is
the product of these.
4. Determine whether the accident frequency is "acceptable" or tolerable, according to
the safety criteria established for the project.
5. If the accident frequency is too high, identify a way of reducing the frequency of the
initiating event, improving safety barrier reliability, or of adding a new alarm or
interlock. Table 2 gives a list of typical safety improvements.
6. List the new safety measures, the conditions under which they will work and the
actions, performed by the safety measure. This forms the new safety specification.
Note that very often there will be several ways of improving safety and a choice will
have to be made.
7. When all the safety measures have been listed, review the list for uniformity,
consistency, and any traps and conflicts.
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Problem
High failure frequency in target system

High disturbance frequency

Latent hazards
Operator error

Mechanical safety measures
Alarms, shutdown,
Warning lights etc.
All

Risk reduction measure
More reliable component
Periodic inspection
Condition monitoring
More robust component
Inherent safety
More uniform raw materials
Better control
Eliminate external influences
Interlocks
Inspection
Better display
Sequences
Automation
Alarms
Interlocks
Inspection
Monitoring
Sensor monitoring
Periodic test
Redundancy
Additional barriers
Inherent safety techniques

Table 2. Some methods for risk reduction

A good risk analysis is the best basis for a safety system requirements specifications, but
it is still not perfect. Even the best analysis methods tend to overlook some potential
accidents. Table 3 shows the completeness of analysis taken from a follow up study of 64
projects (Taylor 1997). Completeness was determined by comparing the original analysis
with later operations experience and later analyses (of course, it is not certain that these
later analyses represent 100% but residual omission do not in practice affect the result
very much).
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Technique
FMEA

No. of analyses
7

HAZOP

35

OHA/AEA

5

Completeness
94% of failure modes
= 50% of consequences
85 - 95% of accidents
identifiable from drawings
71% of latent hazards
95% of operator error modes
92% of consequences

Table 3. Some results of completeness studies for risk analyses

These results do not look good, but they can be improved by means of check lists, follow
up studies using accident reports, using several analyses methods, and the use of
automated analyses techniques. Automated analyses techniques are available for some
industrial applications which give a measured degree of completeness of 100% , and an
expected actual completeness of over 99%.
An important lesson from these studies is that if risk analysis is to be used as a basis for
safety requirements specifications, the risk analysis needs to be of high quality, and
several complementary methods need to be used.

4.2 Risk acceptability criteria
The derivation of SIL requirements implies that the frequency of accidents can be
calculated on the assumption that computer based safety measures do no exist and that
the target risk level is known.
The frequency of accidents can be calculated using the risk analysis techniques described
above. There are many data bases which give the necessary failure and human error
frequency data to allow such calculations to be made.
Risk acceptability criteria are available in some countries for some kinds of systems. Risk
acceptability regulations exist in the United Kingdom , in Holland, and in Venezuela,
and guidelines exist in Canada and Denmark, for risk acceptability or tolerability in
relation to chemical plants.
Acceptability criteria are of two kinds. One concerns individual risk. This is the
frequency of injury or fatality for one specific individual, usually the most exposed
individual The other, societal risk, is the frequency of accidents arising from a system,
without specifying which individual or individuals are involved. For example, a medical
device may have a very low level of risk for an individual user, perhaps on in one million
per year. But if the device is used by one million persons, the societal risk is one per year.
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Societal risk criteria are often given as curves, which give the maximum frequency of
accidents which are considered tolerable, as a function of accident size.
Many risk acceptance criteria are made looser by providing a grey area, between the area
which is considered acceptable, and the level considered definitely unacceptable. In this
area the principle of As Low As Reasonably Practicable (ALARP) is often applied. In
this area, risk should be reduced provided that there is some practical technique which
can be used, and provided that the costs, technical difficulty, and usability of the risk
reduction measures is reasonable

5. SAFETY CONSIDERATIONS IN THE DESIGN OF COMPUTER BASED
SYSTEMS FOR SAFETY APPLICATIONS IN THE PROCESS INDUSTRY
From the design point of view the concept of functional safety is more relevant than
safety. According to DEC dS 1508, functional safety is the ability of a safety-related
system to carry out the actions necessary to achieve a safe state for the equipment under
control or to maintain a safe state for the equipment under control.
The key technique used by engineers to achieve system functional safety is "defence-in
depth and diversity". That is, providing safety measures to prevent an accident, and then
providing further measures, if the first fails. In practice, this means:
•
•
•
•
•
•
•
•
•
•

preference for inherently safe processes;
robust design of "primary containment" of hazardous material;
limiting the number and size of high hazard items;
limiting the length of high hazard periods, and disabling high hazard systems at times
when they are not strictly needed;
providing safety systems for a wide range of hazardous disturbances;
providing diverse redundant safety systems for high risk hazards;
providing components and systems redundancy that are adequate for risk reduction;
providing components, systems and functional diversity that are adequate;
providing mitigation systems for the cases where all safety systems fail;
providing contingency measures in the case where mitigation systems are inadequate.

Unfortunately, the defence in depth philosophy is itself weak in several areas. Firstly, it is
dependent on the completeness of hazard identification, and existing hazard identification
processes have limited coverage. For example, the hazard and operability procedures
may detect only 95% of hazards. Considerable effort has been expended on improving
completeness, with new methods developed, particularly process plant sneak analysis,
improved human error analysis, and improved plant integrity audit (Taylor 1994).
Secondly, safety barriers in a defence in depth philosophy are subject to common cause
failure, secondary and cascade failures, and to bypassing. Common cause failure is
typically due to design error or environmental effects. Secondary and cascade failures are
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often due to phenomena such as flooding, fire and explosion. Bypassing is generally due
to inadequate engineering analysis or safety analysis, or inadequate design of operating
and maintenance procedures.

5.1

Structural and behavioural requirements

Emerging international standards and norms provide the general framework within which
guidelines are the driving forces aiming to achieve computer based systems safety.
Process safety requires more and more stringent safety-critical software-intensive system
requirements. A list of these requirements is as follows:
• System context: a safety system (hardware and software, both operating system and
application programs) can only be evaluated into the context of the embedded
application ( E C dS15O8). It must be uniquely assessed the relationship between the
system and its environment to determine system integrity level and acceptance criteria.
• Failure behaviour: safety critical systems must assure plant safe states, even in the
presence of failure of system components (hardware and software) and when the
behaviour of the environment deviates from that which was expected. It is
unreasonable to expect failure behaviour to be independent of the environment;
however, sometime in these cases physical separation could be a solution.
• The number and frequency of false shutdown must be reduced to a minimum.
• The system should be easy to maintain and troubleshoot. On line diagnosis of the
faulty states should be provided to eliminate the need for special maintenance during
plant shutdown. Diagnosis should pinpoint the failed module and on line replacement
of failed modules should be possible.
• The system should be easy to program and document.
• The system should be easy to reconfigure so that process changes can be
accommodated.
• The system should be able to communicate with operator, workstations and other
computer systems without degrading safety features.
• Trip history or first out reporting (tracking) should be available to pinpoint the cause
of the intervention.
• The system must have fault detection, diagnostic, and recovery capabilities.
• Responses to design basis events, including computer-unique failure modes have to be
considered.
• The system should have functional diversity or defence-in-depth as required to be conform
with the application safety requirements.
• Timing, response time, throughput, and performance requirements have to be carefully
considered at the system leveL
From one point of view good design practice (ISA S84.01) and standards attempt to
assure that the safety systems attain the safety requirements for the specific Safety
Integrity Levels (SIL) assignedj o the system; on the other hand, certificate procedures
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and seals should guarantee the conformity with safety requirements and standards.
However, the computer part constitutes only one component of the whole safety system:
communication links, man/machine interfaces, humans, sensors and final control devices,
constitute the others. The system shall correctly perform the safety tasks only in the
whole. SIL's identification and allocation throughout Probabilistic Risk Assessment
(PRA) techniques highlight that at least some degree of quantification is necessary, if the
SIL levels are to be used. Criticalities thus arise due to:
• global protection loop dependability metrics quantification (hardware and software),
• opportunity to certificate either the global loop or a single component safety-related
(computer-based).
The first consideration is that unless simple circuitry is used, many interfaces and
ancillary equipment should be considered in the same manner as the other programmable
parts of the system.
In fact the software of most of these interfaces is designed using no special precaution to
guarantee fault free operation. This software and the hardware within which it runs, is
probably not subjected to any either formal testing procedures or in operation automatic
testing procedure. Because of this the test coverage is poor and unsatisfactorily. The
following questions, then, arise:
• How dependable is the whole safety system?
• Is there any way of enhancing dependability?
• Is the SIL assigned to the safety system meaningful?
In any case, when credit is taken for risk reduction either through diagnostic coverage or
manual intervention, then the system and interface upon which this depends will need to have
the appropriate Safety Integrity LeveL
Certification toward major plant items might pose new questions relating to a
progressive extension to the whole facility approval.
System specification is a matter of concern, as system description requires a uniquely
testable document Most of the time, specification is incomplete
It should be emphasised that PESs reliability is strictly related to the Manufacturer's
Specifications and not with the User Requirements. Therefore a clear understanding
between both is mandatory.
5.2 Designing for dependability
PESs failure is a probability problem, as fault is, generally, a random event, due to many
factors, comprehensive of human (design)errors.
Main design approach and techniques should be considered to attain dependability goals:
• Fault prevention: how prevent fault occurrence or introduction.
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• Fault removal: how to reduce the presence (number, seriousness) of faults.
• Fault tolerance: how to provide service capable of fulfilling the system function in
spite of faults.
• Fault forecasting: how to estimate the present number, the future incidence and
consequences of faults.
• Fault finding: how to find the faults present in the system.
• Validation and verification: how to verify and validate the system.
• Testing and proving: how to test and to prove that the system is fault-free.
Dependable fault-tolerant computer systems (FTCSs) have to be designed to continue
their operation even in the presence of component or sub-system failures albeit at the
reduced performance leveL As consequence, it is necessary to design these systems with
sufficient redundancy so as to ensure that the performance criteria and tasks continue to
be met despite faults in certain modules: hardware, software and operating system.
In FTCSs redundancy is used to negate the effects of a fault. The design of a FTCSs
involves the selection of a co-ordinated fault-error-failure response mechanism that
combines four basic steps (Siewiorek 1984):
•
•
•
•

Fault detection
Fault location
Fault containment
Fault masking

It is the fault detection aspects of the system that are most interesting. During the fault
detection process, diagnostics are used to analyse data generated by the fault detection
hardware and software and determine the appropriate fault masking and fault recovery
actions. The reliability of the FTCSs depends directly on the ability of the diagnostic
subsystem to correctly detect and analyse faults. A measure of correct operation of the
diagnostic subsystem is the coverage factor of the diagnostics.
From experience, we know that it is not in the hardware that most failures and errors
arise. The biggest contributors are generally safety management errors, operator errors,
software errors and design errors. To reduce this type of errors, a rigorous development
methodology is of vital importance in the development of complex computer based
systems for critical applications. The basic idea to keep in nrind is that safety is a global
property of the system and becomes meaningful only if the target system is considered
together with the plant and the environment.
Four principles have been identified which should underlay the design
hardware/software safety-related systems (Redmill 1988, Bologna 1994)

of

Relate Target System Safety Requirements to Plant Safety. In order to establish safety
requirements, the possible impact of the system on its environment must be identified. A
common approach is to carry out a preliminary hazard analysis to identify hazards,
evaluate their potential for causing accidents, and then to identify general safety design
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criteria to be used to reduce risk to an acceptable level. From this stage the target system
safety requirements should be derived (IEC dS1508, IEC dS1511).
Design According to Criticality. Normally, the computer-based target system will include
a significant software component, and the complexity of the software is often a major
cause of problems. Limiting and mastering this complexity is one of the primary goals of
the design process. The separation of the system functionalities and modules into
different classes of criticality (SIL) (IEC dS1508, IEC dS1511) is used to guide the
design, which should aim to preserve this separation at the sub-system (component)
level.
Design for Safety. Safety dominates over plant availability in the sense that, if the two
goals conflict, availability should be sacrificed in order to maintain safety. A common
approach is to shut down the system completely, assuming that the 'dead' system will not
cause any hazards. In other situations there may be intermediate safe states with limited
functionality, especially for those systems for which a complete shutdown would itself be
hazardous.
Verification of Design. The objective of the verification process is to evaluate the design
of the target system in order to identify potential hazards which exist in it and assess the
risk involved. Once the hazards are identified, it must be verified that safety features of
the design eliminate these or reduce the associated risks to an acceptable level. The
detailed design of the target system should be examined to check that it is in accordance
with the safety requirements and all the recommendations for design for safety. There are
many possibilities for incorrect responses by the target system, including system stop,
deadlock situations, data errors and timing errors. In general, it is possible to classify the
incorrect responses to some extent, according to where the problem is located:
• Errors which may be located in the system itself (design errors, programming errors,
hardware errors, etc.). These type of errors can be addressed by preventive techniques
(design and coding inspection, module testing, etc.) or defensive techniques
(redundancy, etc.).
• Errors which can be located in the interface between the plant and the system. These
type of errors fall under the heading of specification errors and normally are the most
difficult ones to avoid.
Care must be taken not to treat the specification of the target system in isolation from
that of the plant. The combined effect of malfunction of several parts of the total system
may be qualitatively different from the combined effects of the malfunctions of individual
parts. Even if each part is error-free, the structure of the total system can cause
malfunctions such as deadlock situations. There are a number of methods of carrying out
the detailed target system design verification.
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5.3 Safety design management
To design safety into the target system, management must continually monitor the
project, and not just the intermediate milestones and final products. The reason is that
the target system is usually too complex for its quality to be assessed without knowing
the extent to which the people producing it are skilled, have the time and other resources
necessary, and work within an environment which promotes quality. Good management
throughout the project is the only cost-effective way of ensuring the quality of the final
product. Poor management affects not only the product safety. It can also make
validation of the system extremely difficult.
A further factor of complexity in the management of safety related systems is the
necessity of a strict co-operation between the customer, responsable for the specification
of the requirements of the system to be developed, the supplier, responsable for the
development of the system and the regulatory bodies, responsable for the assessment of
the system developed.
It is the task of the management to organise and resource the design activity in a way
that eases the designers' work and enhances the quality and reliability of the design. The
following are essential:
•
•
•
•
•
•

Planning and scheduling
Task allocation
Training and competence
Responsibilities
Working environment
Standards and guidelines

It is task of the management to make sure that quality assurance organisation and
procedure are established at the beginning of the design phase. The same apply for the
configuration control of all documentation.
Besides management aspects, there are system aspects that have to be considered during
the design and production phase of the target system. The architecture of the target
system determines, to a large extent, the availability, reliability and safety of the whole
system and the criticality of the individual functions. Principal decisions in the design of
systems for safety are:
•
•
•
•
•
•

Which functions shall be performed by hardware and which by software.
Is a central or a distributed system more suitable?
What levels of redundancy and diversity are appropriate?
What level of functional diversity is appropriate?
Capabilities for periodic on-line and off-line error checks to be included.
Safety enhancement in man-machine interfaces.
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• Safety enhancement in the different communication systems.
• Use of Formal Methods in the software development process.
Despite the effort to increase dependability of the safety-critical systems, the system itself
and the environment should be continuously monitored to intercept hazards before they
cause accidents. This principle is based on the recognition of the fact that no presently
available means can guarantee absolute safety.
Questions, both technical and managerial, may need to be resolved at the design stage.
In particular, all aspects of the man-machine interface should have been considered,
including normal operation, repair and maintenance, maintaining system integrity,
ergonomics of information presentation, and feedback of experience. The man-machine
interface development process is a complex effort involving multidisciplinary inputs like:
results from human reliability analysis and task analysis, results of simulator studies and
computer system and display device performance data, standard and guidelines.
The big step forward in operator support, but dangerous too, comes when computers
are used to adapt data from the process and other sources and refine these data into new
types of relevant information to the operator. A number of techniques are being used in
combination. Normally is made a distinction between logic manipulations, modelling of
process systems and use of knowledge-based systems.
Logic manipulations have been extensively used in handling of binary information but
also for comparisons of normal numerical values, especially in filtering of alarm signals.
This technique is well established and used.
Dynamic models of the physical process, normally constituting a subsystem of the whole
process, is becoming a powerful tool for supplying the operator with relevant
information. Models are normally run either in real time, i.e., following the process, or
faster than real time. In the first case, models assist in supplying the operator with more
information about the plant state, either filling in with plant data which are not measured
or as redundant information. In the second case, predictions may be used as a planning
tool.
Knowledge-based systems existing today hardly represent a new era with respect to
types of reasoning to be made by the computer, as it mostly consists of traditional logic
reasoning. What is new is the development of practical tools or environments that more
easily allow realisation of knowledge-based systems.
Several new safety aspects have to be considered when designing complex man-machine
systems for the plant operation. To reduce the possibility of negative safety effects,
several steps may be taken:
Complex man-machine systems should be validated in a realistic environment before
implementation in the control room to demonstrate operator acceptance and improved
performance.
Introduction of advanced man-machine systems (advanced operator support systems)
should not mean that basic process information is taken away from the operator. New
information should come in addition.
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Redundant man-machine systems should be introduced to increase the reliability of their
results. In many cases, knowledge-based systems and model-based systems may be
combined to increase confidence.
In any case, where credit is taken for risk reduction from man machine systems then such
systems should meet the same requirements as protection systems giving the same risk
reduction.

6. SAFETY CONSIDERATIONS IN THE DEVELOPMENT OF
HIGH
INTEGRITY SOFTWARE FOR SAFETY APPLICATIONS IN THE
PROCESS INDUSTRY
Since software is always an integral part of I&C systems based on digital computer
technology, requirements for the software must be allocated by and derived from the
functional and safety requirements of the system. A proper system design has to identify
software components, hardware components and human components, and allocates
requirements and constraints to each component.
Most important software life-cycle activities are illustrated in the following (NUREG
1995)
6.1 Software Requirements Specification
The software requirements specification (SRS) is the highest-level software specification
of a software component of a system. Its scope is defined by the collection of system
requirements that are allocated by the system design to that software component. The
software requirements specification has a vital role in the overall argument that the
software is "safe", because a precise specification of the software requirements is
necessary to provide assurance that the software will serve its intended purpose.
The NUREG 1995 identifies seven attributes or properties of the information that should
be identified in the SRS:
•
•
•
•

Completeness: Ensure that all necessary requirements are included.
Unambiguity: Ensure that requirements are interpreted the same way by all readers.
Consistency: Ensure that the requirements do not conflict with each other.
Verifiability: Determine that a practical method exists to verify that each requirement
is satisfied.
• Modifiability: Ensure that requirements are easy to modify correctly.
• Traceability: Determine that software requirements trace to the system
requirements/design, and the software design can be traced to the software
requirements.
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Readability: Ensure that readers can easily read and understand all requirements.

6.2 Software Design
The design of a software component is the foundation for implementing the requirements
and the constraints specified in the software requirements specification. NUREG 1995
mentions the following properties as important to safety:

•

•

•
•

•
•

• Modular Design: Enhance the quality of software by dividing it into manageable,
more understandable sets of interrelated components with clear defined interfaces.
Modular design contributes to safety by minimising the ripple effect of design
changes, and the propagation of abnormal conditions.
External Interface: Ensure that specified external events are addressed up front so
that other processing, specifically safety processing, will continue without
interruption.
Interfaces to Safety Components: Focus on separating safety and non-safety
software components to ensure that processing of the latter does not interfere with
that of the former under any circumstances.
Interface Integrity: Ensure the correctness of the interfaces between software
components so that errors, such as invalid protocol and data, do not occur.
Data Integrity: Ensure that the software operates in defined states by minimising the
occurrence of errors that could transition the software to an undefined state or allow
an unintended function to be performed.
Flow Control: Ensure the correct and continual processing of safety components.
Error Handling: Ensure that the software is robust and able to recover from an error
by following a well-defined strategy.

6.3 Software Coding
In terms of its safety importance, the role of software coding is complementary to the
roles of software requirements specification and software design, because without
correct implementation and defensive programming the safety requirements and design of
the software could be compromised. For example, the processing of a safety component
could be interrupted due to an undocumented abnormal condition in the target
environment of the software. Major aspects influencing software coding are:
• Development Environment: automated support has been shown to help reduce the
need for human effort and the associated risk of introducing human errors. In
addition, the ability of tools to enforce software development guidelines is very
beneficial for high integrity software development.
• Target Environment: the safety of the environment in which the developed software
will execute is an important consideration in the safety of the overall system.
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Data Structure: the structure of the data greatly affects the quality of the overall
design and, in turn, the implementation of the system.
Logic Structure: in addition to the data structure aspect of the program, the
implementation of the software logic needs to be carefully reviewed to ensure its
correctness and support for the desired quality of high integrity application.

6.4 Software V&V
Specific Guidelines to review the development of safety-critical systems, to supplement
existing coding standards, are available for specific high level languages (NUREG 1996)

7. DEPENDABILITY ANALYSIS OF COMPUTER BASED SYSTEMS.
When a computer based system is implemented for an industrial application, all potential
hazards which may result should be identified, and the corresponding risks be evaluated.
A dependability analysis of the system in its context of plant and environment should be
made, to ensure that the required safety integrity level is maintained.
It is possible for a system to meet requirements for a correct state and to also be unsafe.
It is unlikely that the developers will be able to identify, prior to the fielding of the
system, all correct but unsafe states which could occur within a complex system. In
systems where the cost of failure is high, special techniques or tools such as Fault Tree
Analysis (FTA) need to be used to ensure safe operation. FTA can provide insight into
identifying unsafe states when developing safety critical systems.
This chapter discusses some methods recommended for dependability analysis of
computer based systems in industrial processes.

7.1 Integrated System Dependability Analysis
Once a system has been designed, it also becomes necessary to analyse the computer
system itself for safety and dependability.
During the 1980's a number of integrated approaches to analyse hardware/software
systems were developed and put into practice, which cover the complete design,
development and operational cycle. These approaches, however, are weak in several
areas:
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•
•
•
•

Systems containing an extensive software component are often only poorly analysed.
Human errors are still only very poorly treated in most analyses.
Design errors are more or less completely ignored in most analyses.
Safety and reliability management concepts have not yet been properly integrated into
analyses.

The recommendation to treat hardware, software, and human problems as a whole is
empty, unless suitable analysis procedures are available.
Integrated analysis is needed for many reasons and beliefs:
• That design error is a major problem for systems reliability and safety and that
therefore methods and tools should be extended in the direction of detecting design
errors.
• That specification errors are important, particularly for software systems, and that
methods should be extended to cover these.
• That human error analysis and human engineering should be brought closer together,
and should become a standard practice.
• That for some kinds of system reliability and safety can only be judged by considering
the production process, as well as the resulting product.
• The reliability and safety analysis must be closely integrated into the design and
operations of systems.
These ideas represent a considerable extension of the traditional concepts of safety and
reliability analysis, which have generally focused on the hardware product, and the
hazards arising there. A number of methods exist for dependability analysis at system
level hardware/software/operator.

• Reliability block diagrams
Reliability block diagrams are diagrams which show the components in a system, and the
way in which they interact for system reliability. If some components are redundant, they
are shown in parallel to each other in the flow of information through the system. If they
are not redundant, they are shown in series, so that failure of any component in the chain
can cause the system to fail. When reliability values and failure rates are given for the
components, it becomes possible to calculate the overall system reliability.
• Control Hazop
Control Hazop (CHAZOP) is a procedure for safety analysis of computer systems, based
on the hazard and operability analysis procedure which has proved extremely useful for
process plant.
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The input to the analysis consists of:
1
Details of cabinet, data highway, interface cards, power supplies, processor and
storage location
2.

Alarm and trip schedules, for example in the form of cause/effect diagrams.

3.

Provisions for failure detection (watchdogs, comparators) and switch over.

4.

Power supply location and power

5.

Cooling, heating, and ventilation.

6.

Fire, flood, and gas protection.

7.

Security arrangement.

distribution including switching.

Given this arrangement, a set of disturbances is considered as for Hazop. The list
available is much more specific than for hazop analyses, however.
The disturbances are:
1.

Random simple failures of:
Processors
Storage
I/O cards
Operator console
Highways and busses
Watchdog timer
Power supply (at each point which can be isolated).

2.

Failures which can lock up resources
Watchdog timer loss of sync.
Overload
Loss of a process while accessing shared data
Loss of a bus master or processor currently acting as but master
Deadlock (for each resource).

3.

For each safety related output signal
Low signal
High signal
Invariant or static signal
Drifting or oscillating signal
Bad signal (as detected).
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4.

For each actuator
Driven high or fail high
Driven low or fail low
Failure to move on demand
Drift

5.

For each input
Low signal
High signal
Invariant or static signal
Drifting
Noisy

6.

For each control set point
Adjusted or driven high
Adjusted or driven low
Change of state for a mode select

• Sneak analysis
This method searches for unwanted or unexpected flow paths for signals or current
through a system The paths may be completely unintended, or may be paths which are
activated at the wrong time. Two approaches are available. One involves recognising
patterns of components which often give rise to sneak paths. The other involves
identifying potential sources of current, for example, and potential targets, such as
motors and actuators. Then a backtracking path search is performed.
• Fault tree analysis for data processing
The fault tree analysis is a very effective method for analysing complex data processing
and control systems. It can be carried out at the detailed code level (which wont be
discussed here), or at the data flow diagram level.
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To make a data flow diagram FTA, first draw the system as a data flow diagram, with
sufficient detail to allow all functions and data storage to be identified. Then identify all
the outputs from the system, which can be hazardous if:
the output is wrong
the output is missing
the output is delayed
an unwanted output is produced
Then for each of these, consider where the erroneous output can occur, and consider the
causes of the problem in the immediate block of the data processing. These may be
software error, hardware error, data storage errors, and errors of input, from
instruments, or from human operators.
Once these items have been found, trace the inputs backwards, to the modules which
provide input to the first data flow processing module, and apply the same analysis again.
The backwards tracing is continued until all modules have been covered.
• Common cause analysis
Safety critical computer systems are often built using redundancy, with several
computers or several complete safety systems. It is important to know that these systems
are independent, so that they will not fail at the same time due to a single event or
influence. Alternatively, if independence cannot be guaranteed, it is necessary to measure
and control the degree of dependency.
Common cause analysis is a check list based search for possible causes of simultaneous
failure of redundant systems. If some commonality is discovered, then it may be possible
to eliminate the cause. Methods for calculating the degree of dependency involve
observing the proportion of failure causes which are common to the redundant systems.

7.2 Software Dependability Analysis
Although it is often claimed that "software cannot cause hazards", this is only true where
the software resides on a non-hazardous platform and does not interface or interact with
any hazardous hardware or human operator. Either remote or embedded real-time
software which controls hazardous or safety critical hardware are considered hazardous.
As it is normally cost prohibitive to analyse all system software to the same depth, the
system Preliminary Hazard Analysis, when integrated with the requirements placed on
the software, identifies those programs, routines, or modules that are critical to system
safety and must be examined in depth.
Software which does not control or monitor a real world process is normally not
hazardous, unless it performs off-line processes, results of which may result in a decision
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for automatic or manual operation that could be hazardous. For example, test software
and certain types of off-line computerised analysis could potentially lead to a hazardous
conditions.
Several methods exist for software dependability analysis. Only a few methods will be
considered here, namely those which have been found to be effective. The methods can
roughly be divided into three groups
• Formal proof
• Testing
• Static analysis
Formal proof involves deriving a formal specification for a system, and then using
mathematical logic and axioms concerning computer program statements, in order to
show that the software is in accordance with the specification.
One of the problems with formal proof, both in theory and in practice, is that many of the
errors arising in real systems are actually specification errors. Up to 30% of errors in
delivered system have been found to be due to weaknesses, omissions, and direct
mistakes in the specification. For this reason a heavy emphasis must be placed on
deriving correct and complete specifications when proof techniques are used for software
dependability analysis. Formal specification languages can help in this respect, but a
proper procedure for deriving and reviewing specifications is also required.
Testing methods are usually grouped as probabilistic testing and systematic testing
methods. Probabilistic testing involves selecting test data at random from the possible
input space for a program. Because of the amount of testing required to obtain a
reasonable probability of freedom from errors, or to validate a low failure rate, testing
must generally be automatic. Either a specification of the expected output must be used
to check the results or a simulation of the controlled system. Note that if outputs are
verified according to the specifications, the tests will be vulnerable to specification
errors.
Probabilistic testing is often accompanied by instrumentation of the program under test in
order to check the coverage of the tests. Such instrumentation may, for example, check
that all parts of a program have been tested. Methods exist for deriving failure rates for
complete software systems, from tests applied to software components.
Systematic test methods are aimed at testing the range of possible inputs (black box
testing) or of testing all parts of a program (white box testing). Black box tests may for
example cover normal values, extreme values, and disallowed values for all parameters.
White box tests may test al branches, all paths, or typical and extreme values for each
branch.
In some cases of safety systems, testing can be made complete, all possible combinations
of inputs being tested. This may be possible for example when there are binary inputs,
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when test results are evaluated automatically, e.g. by simulation, and where the number
of test cases is limited to a few thousand. Intelligent complete testing can often reduce
the work load. This involves, for example, testing all combinations of inputs in groups of
inputs which interact with each other in the program, but only testing a few combinations
of variables in cases where the variables do not interact.
Testing methods cover a very wide range of potential problems, including some timing
problems, when they are performed in a realistic environment, for example with a proper
load and with a good simulation of the controlled system. The limitations of probabilistic
testing are the amount of testing needed in order to validate a certain reliability, and the
uncertainty about whether the randomly selected test data are really representative of the
actual load on the computer system when used. The limitations of systematic test systems
is that so far no general relationship has been found between the degree of testing and
the reliability of the resulting software. Complete testing is clearly the best approach in
those cases where it is feasible.
Several static analysis methods exist which allow the analyst to claim freedom from
certain types of error.
• Boundary value analysis
A study is made of limiting values for input parameters ( as in black box testing) and for
internal program variables. For instance, the possibility of zero devisors, integer
overflow, and array index exceptions are considered. Limiting cases such as start
conditions, empty tables are considered. Empty strings, unassigned pointers, and orphan
pointers are other examples. For each, possible cause sequences, and consequences are
investigated.

• Path analysis/ control flow analysis
The flow paths through a program are investigated, and the conditions under which the
flow path maybe followed. The correctness of the data transformations along each path
are reviewed.
• Data flow analysis
A data flow diagram is constructed, representing the flow of data through a software
system. The correctness of flows, and the completeness of the diagram is investigated (all
data which are read must be written, and vice versa). Where possible the correctness of
the data transformations is reviewed
• Software sneak analysis
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Software sneak analysis involves recognising characteristic patterns in software, and
applying to them a standard check list of possible error types.

• Fagan inspection/ walk through and check list analyses
There are several approaches to software review, differing in the number of stages
covered, and the degree of dependence on check lists. Fagan inspection is a formal
review at several stages of a project, including specification and design as well as coding.
Items of the specification, code etc., are taken up, explained by their author, and the
validity, potential for errors, and consequences are discussed. Where problems are found,
these are recorded formally. Walk throughs are reviews which follow a sequence , for
example a time sequence of the operation of a system, the data flow through a system, or
the control flow through a program. Walk throughs may be performed at all stages of
design and implementation.
• Symbolic simulation
Symbolic simulation involves executing a program with the aid of a simulator, but
instead of assigning values to variables, a predicate is assigned, indicating the range of
possible variable values. As flow proceeds through the program , the predicates
describing variable values are modified, so that they correspond to the changes in data
made as the program is executed. Often the program is followed according to a
backtracking strategy, so that all paths through the program are followed. In this way a
set of predicates describing logically all the possible sets of outputs through the program
are described.
• Path predicate/specification analysis
The idea underlying this method is that each path through a program corresponds to a
specific case. The cases should correspond to the different cases in the specifications. By
gathering all the logical conditions for following the path (path predicate) it becomes
possible to check that the conditions correspond to the specification. It is also necessary
to check that the calculation made along each path is correct. This can be a very difficult
task in general, but in practice, safety systems usually have quite simple calculations.
• Software fault tree analysis
Software Fault Tree Analysis (SFTA) is a technique to analyse the safety of the software
design or of the actual code. The goal of SFTA is to show that the logic in the software
design or in the actual code will not produce a hazard. It is now 14 years since the
software fault tree analysis method was "discovered" (independently by Leveson and by
Taylor 1982).
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Fault tree analysis is a technique for tracing causes of accidents, starting at the
consequence and working backwards. The search is recorded on a so called "fault tree".
This is a tree structured diagram with the accident consequence at the "top". Fault tree
analysis can be applied to software by starting at the output register statements which
can produce signals which can cause accidents. An example for an engine controller is
erroneous output to the register which controls fuel supply.
Tracing causes then involves tracing the flow of control back from the output statement,
through the control paths in the software. At each stage the logical and failure conditions
are considered which could lead to the unwanted output and recorded. Finally, the paths
end at input statements, and the analysis can then find the possibilities for erroneous
inputs which could cause the accident.
Software fault tree analysis can be carried out in many different ways. In the simple case,
flow paths are traced with coloured pencils on paper copies of the software, either flow
charts or source text, and paper check lists are used to remind about possible errors and
failure effects at each stage. Software tools can support this simple tracing, in which the
intelligence is provided by the analyst. Programs can perform rapid look up of calls to
programs, can help a record of alternative branch points, and parts of the analysis which
are incomplete, and can record the results.
To use this technique, the analyst first identifies critical outputs from the computer
system - either signals which should not appear at the wrong time, or signals which are
necessary. Then the analyst traces paths back through the software, to find conditions
under which unwanted signals may be produced.
As the trace proceeds backwards, the conditions for following each path are identified.
So called path predicates. Such predicates should preferable result in a conflict and
simplify to FALSE, indicting that the hazardous output is not possible.
The fault tree analysis is recorded in graphical form. If there are any conditions under
which the hazardous output is possible, these will be recorded as events or groups of
events in the tree.
The fault tree analysis process can be applied to both the flow of control through a
program and to the flow of data. This allows problems of multi- tasking to be treated, in
which data flows from one task to another. The approach can be adapted to handle
timing problems.
These methods are in some ways alternatives. The data flow, control flow and boundary
analysis methods enable many error to be eliminated, but they do not represent complete
methods. There are many classes of errors which are not detected, in particular
specification errors. The various inspection and review methods are very valuable in
obtaining reliable software. Trials have indicated that each review may remove as many
as 90% of errors at each stage of review (Runge 1988, Basili 1987). The review methods
do not provide any guarantee of completeness of measure of reliability, however. Path
predicates/ specifications comparison can be implemented in a way which detects all
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coding errors and many specification errors. It cannot provide any guarantee of
elimination of all specification errors. Symbolic simulation, when combined with a good
simulator for the controlled system, can be implemented in a way which will detect all
errors. In order to achieve this, the simulator needs to be constructed independently of
the control systems specification. The software fault tree analysis method can provide
complete detection for both implementation and specification errors, provided that it is
carried out formally, and is based on an integrated fault tree analysis for the target
system.
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Method for SW validation
Formal proof

Comments
Requires a formal specification
Difficult mathematics and notation
Finds all coding errors, not specification errors.

Probabilistic testing

Requires a very large amount of testing
and review of results

Static analysis

Finds some specification errors

Branch testing

Covers 30 - 50% of errors
Requires review or simulation

Path testing

Requires review of results or simulation
Vulnerable to the missing path problem

Symbolic simulation

Can find both specification and
implementation errors
Requires software tool support
Requires a model of the controlled system

Path predicate/specification analysis

Requires extensive review of results

Software sneak analysis

Requires review of specifications
Requires software tool support
Finds decision errors

Fagan inspection

Labour intensive
Finds many specification errors

Software fault tree analysis

Requires tool support if systems are large
Can find both specification and
implementation errors

Table 4. Software Analysis Techniques
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7.3 Operator and Maintenance errors analysis
A large proportion of the accidents which occur in computer controlled systems actually
arise from operator and maintenance technician errors. Examples are the erroneous
firings of a missiles due to misrecognition of a civilian aircraft, due to error in not
switching to practice mode, and due to error in not disabling all systems during
maintenance. In general, if an operator has the freedom to do anything effective with a
computer system which controls a significant amount of energy, then there is a possibility
for an operator error based accident.
The method which has been found most effective for operator error analysis is action
error analysis. This involves inspecting each step in an operating procedure, and
identifying the possible error modes. If there is a possibility for error, the potential
consequences are investigated. If there are significant consequences, possible causes are
investigated.

Reference Data
Expert Opinion
(estimates)
Simulation
(syrrthectic)
Observations

Causes of
Human Error
Action leveis
Error Types

Find Steps in
Operating Procedures

f
Action
Error
Mode
Analysis

Evaluate Effect of
Normal Operation +
Latent System Failure
identify Possible
Error Modes

Consequence
Analysis

Deduce Error
Consequences

Action
Error
Cause
Analysis

PSF/PIF

Investigate Possible
Error Recovery
J

Root Causes

Fig. 5. Action Error Analysis

41

identify Possible
Error Causes

Action error analysis applied to single steps in a procedure requires to identify possible
error modes such as:
Action too early, too late or omitted
Action too much or too little
Action too fast or too slow
Action too long or too short
Wrong direction
Wrong object of action
Wrong action
Additionally, there may be errors which result in many erroneous actions:
Omission of a procedure
Repetition of a procedure
Overlapping or interference of procedures
Forgetting a step and then remembering at too late a stage
Consequence analysis involves tracing the effects of errors in a system, and recording the
kinds of effects, and also the safety and error recovery actions which may be made along
the way.

8. DEPENDABILITY ASSESSMENT OF COMPUTER BASED SYSTEMS.

For a final acceptance of a system (computer based or other) for a safety critical
application, a thorough dependability assessment of the system is necessary to show that
the system reaches the required safety criteria. In some fields this is regulated by law, and
a safety case must be put forward for the licensing authorities for each safety critical
application.
The acceptance criteria may be based on qualitative arguments as well as quantitative
(probabilistic) limits. The degree to which probabilistic limits is used as acceptance
criteria varies from field to field and country to country. Traditionally the quantitative
criteria are related to results of a reliability analysis of a system of hardware components.
The question about quantitative criteria is discussed in section 8.1. However, the
introduction of software in safety critical systems adds a new complexity to a
quantitative reliability assessment. This possibility to assess software reliability is
discussed more detailed in section 8.2.
A pragmatic approach concerning software based system is to combine all available
information about the system into a framework for the safety assessment, and thereby for
the final approvement of the system. A such framework is discussed in section 8.3.
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8.1 Need of a quantification, measurement and experimentation
Major contribution to this section is from participating to the Italian ISPESL
Dependability Working Group (Strigini 1994). Users of PESs, especially in safety-related
applications, have a common need for quantitative evaluation of dependability. For many
potential Users of PESs, safety requirements are stated in quantitative terms. They may
take forms like, for instance: " the probability of failure on demand must be less than
10'3", or "this PES-based system must be at least as safe as the relay-based system it
will substitute". To these users, a qualitative certification of the dependability metrics
says only "this system has been produced according to specified procedures and
techniques and with a given level of care", not "this system satisfies specified functional
requirements within a well defined level of confidence (the requirement being that
system's potential failures will occur more or less likely: within a specified range of
probability)".
The Standards or Guidelines do say, of course, that a certain set of practices is required
when developing the system for applications with, say, a required probability of failure
on demand lower than 10'3; they do not (and of course, cannot) say that a certificate that
those practices were used guarantees that probability figure. If, in some sense, the
certificate supports a belief in that being the maximum probability of failure on demand,
it supports a very low "level of confidence" for the estimate of that bound. Furthermore,
the main Standards and Guidelines in force or under development for assessing
dependability metrics, use a "qualitative" approach.
They first define a set of "levels", so that the safety requirements for the system of
interest can be classified as belonging to one of these levels. For each level, they specify a
set of practices (methods for design, production and test, management of the
development process) which are considered useful and effective for attaining that level of
safety. A certification that the specified system dependability metrics belongs to the given
"level", thus consists in certifying (where possible) that all these practices were
(properly, to the extent that the Certifier can assess) used. However, these Standards and
Guidelines do not require the Developer (or any other party seeking certification of the
system performance reliability metrics) to demonstrate that the identified metrics actually
reaches the required level of "Integrity". This last step would usually coincide with what
is called "Quantitative assessment" of "Safety Integrity Level".
Quantitative reliability analysis will be thus mandatory in many cases, as pointed out by
national and international guidelines and norms, with several levels of freedom (ISA
S84.01, EEC dS 1508). ISA S84.01 does recognise quantitative risk analysis as well as
qualitative risk analysis. It does not mandate either scheme, but allows the user to use the
scheme that is suitable for their situation. The same apply for IEC dS1508.
Moreover, complexity of hardware and the embedded software shows that major
difficulties encountered in dependability metrics consist in the estimation of the
"coverage" of the implemented procedures, in terms of qualitative modelling and
subsequent quantitative figure estimation for a credible assessment.
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In fact, the major sources of errors and uncertainties in the procedure coverage might be
summarised as:
• System modelling for a specified Integrity Level (hardware and software).
• Faults and failures causes deriving from physical factors, as electrical, thermal
mechanical, etc.. and their common modes, which cannot be modelled exhaustively
with single simulators and single procedures or tools.
• Loss or missing of information concerning the design data and system functional
behaviour, leading to an erroneous or incomplete reliability system model.
• Accurate data relevant to the application in the intended environment.
• Diagnostic coverage of automatic and manual tests.
Furthermore quantitative certification of the safety of software is uncommon, and
demonstrating very high levels of safety (e.g. PfD < 10"6) is currently impossible. This is
due to two main difficulties: the very low level of probability of failure on demand needs
for a prohibitively expensive amount of testing, and the (application-caused) complexity
of the design employed.
The last point is certainly critical and is one of the major causes of coverage uncertainty
in the metrics estimation. There are, however, many simple applications, with
comparatively modest requirements of safety (e.g. many "safety" or "interlock"
applications), where those two obstacles are absent.
Techniques and advanced methods are currently available (e.g. methods based on
probability and formal techniques), but the state of the art demonstrates that major
efforts, in time and money, shall be spent in order to achieve satisfactorily and exhaustive
operating results, at least, from the industrial point of view, where ultra-high reliability
figures should be attained.
Therefore quantification of some dependability factors, like reliability metrics (e.g.
MTTF, MTBF) reveal the keystone of the whole process of assessing risks, complying
with emerging norms , current norms and standards. Clearly, validating some of the
required reliability levels, presents formidable problems: some are several orders of
magnitude beyond the state of the art. However, that should not be taken to mean that
such numbers for required dependability are meaningless. The aforementioned
requirements for rare events, whose probability (frequency) might be less than 1CT4 occ./y
would currently requested from the Public Authority to release plant permits.
Nevertheless, similar figure are well comparable with requirements for critical avionics
systems of 10~9 failure per hour, which represents a probability of about 0.1 that at least
one such failure will occur in a fleet of 1000 aircraft over a 30 year lifetime; since this
safety-critical system is likely to be on many of the aircraft, such a probability does not
seem an unreasonable requirement.
Operating system software reliability metrics is really the crux of the full safety integrity
assessment process and matter of concern for ultra-high reliability (e.g. Safety Integrity
Level 4) (Strigini 1992).
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Nevertheless, design for dependability is certainly a Customer's costly problem and a
Manufacturer's choice should be made, where software quantification techniques have to
be applied. Dependability verification for the existing PESs may furnish an impulse for
general purpose application in the low level safety sector.
Furthermore, it is to be taken into account that many processes permit lower level of
safety. Qualified Digital Control Systems might allow a certain level of integrity, where
specified real time operating systems have been well experienced since long time (e.g.:
VMS) and offer a relative high degree of dependability for many industrial applications at
lower cost.

8.2 Reliability Assessment
Conventional reliability theory, which is based on reliability engineering of physical
objects, in general is not suited for computer software. A computer program is not
subject to wear out. When a program is fault-free, it will remain fault-free forever,
provided the environment in which the program operates does not change.
A measure of software reliability can be based on the statistical study of failures, which
occur because of some defect in the program. The failure may be evident, but it may be
difficult to see the responsible error, or what to do to make the fault disappear.
Reliability models are supposed to provide quantitative information about the confidence
one can have in the correct execution of a program. A simple estimate of the reliability
could be based on a program test by dividing the number of failed tests with the number
of executed tests. However, if a fault is revealed, the program would probably be
corrected, and thus the reliability changed. And if no faults are found, such an estimate
would not differentiate between no failures in 10 tests and no failures in a million tests.
There are, however, developed a variety of more sophisticated models. They can be
classified as (Thunem 1995):
Reliability growth models, which, based on the sequence of times between observed
and repaired failures, calculate the reliability and current failure rate, and predict the time
to next failure and required time to remove all faults. These models are primarily used
during the debugging phase of program development. However, they are also used for
large systems, such as operating systems, which may fail and be corrected during periods
of operational usage.
The general assumption of these methods is that a single system is followed
chronologically with recording of times to failure, and that the faults are corrected. This
is a situation which for instance is easy to achieve in a debugging phase. However, the
reliability figure obtained in this way estimates the probability of no failures if one
continues to debug along the same way. It is questionable, however, whether this gives a
realistic estimate of the reliability in real applications, with a different input distribution.
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A more realistic estimate is obtained if the data are collected during Teal operation. This
could be the case in the evaluation of a fairly large system, where a significant number of
failures occur during operation. However, in order for the number of failures to be
significant, it must be fairly high. It is questionable whether specific systems will reveal
so many faults after they have been taken into use.
A type of systems which are known to reveal many faults, even after they are released,
are large proprietary systems, as e.g. operating systems, information systems etc. The
problem with such systems is that they are difficult to follow chronologically. Different
faults are found by different users, which report them back to the producers. The same
faults may also be found by different users. The producers will then usually collect the
error reports, correct all the reported faults in the next program release, whereas the
users will continue to use the faulty program, and possibly find new faults, until they get
a new program release. None of the models, however, take into account this realistic
scenario.
The methods do not distinguish between different types of faults, e.g. between real faults
and more cosmetic faults. It is of course a possibility to only take into account a
particular class of faults. In this case, however, one may easily obtain a number of faults
which is not significant. This is in particular the case when one only takes into account
critical faults. An alternative way to measure the reliability of a program with respect to a
certain class of faults is to perform the reliability estimation with all types of faults and
multiply this with the ratio between the number of faults in the particular class and the
total number of faults.
Input domain based models, which partition the input space into a set of 'bins', and
estimate the overall reliability from the reliabilities of the input partitions. These models
assume that the input domain is partitioned into equivalence classes. An equivalence class
is defined so that one can reasonably (but not with certainty) assume that a test of a
representative value of the class is equivalent to a test with any other value of the same
equivalence class, i.e. if one test with input from an equivalence class is correct, then the
program is probably correct for all values in this class. The probability of failure is
generally assumed to be the same for all members of the same equivalence class. The
main advantage of these models is that one can obtain a high confidence in the reliability
estimates with a limited number of tests.
An advantage of the input domain approach is the possibility of exhaustive testing within
a particular bin. If the cardinality of a bin is small enough to allow exhaustive testing, and
testing reveals no failures, then we can assign the probability of failure within that bin to
zero. Unlike random testing, input domain testing can take immediate advantage of this
information. Another advantage becomes evident if the usage distribution represented by
the bin selection probabilities is changed. If we assume that the new distribution uses
exactly the same partition of the domain, and that only the selection probabilities are
changed, the new estimate of the overall reliability can easily be calculated.
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Markov models, which estimates the overall reliability from the reliabilities of the
individual program modules and their transition probabilities. Essential for these models
is the definition of the states and interpretation of what is meant with transitions between
them. Different approaches have been used: A definition based on the control flow
structure of the program, i.e. an actual state is defined by the program module with the
locus of control. Another definition based on where one is in the debugging phase of the
program. The third alternative is to define the states based on a Markov model of the
usage of the system, or of the process the system shall control.
The use of finite state automata is a powerful way to specify a program, and this
specification can be the basis for the states in the Markov chain. The knowledge about
the usage or the process should make it possible to make reasonable guesses about the
transition probabilities. This also defines a testing strategy to obtain a testing chain with
the reliability parameters, and together they can be used to predict future behaviour.
An advantage of a Markov model is the distinction between the stochastic behaviour due
to the actual usage and the one due to potential failures. It should thus be possible to
recompute the reliability for different usage profiles without changing the basic reliability
figures. In particular it should be possible to compute the possibility to reach hazardous
states, which is important for safety related software.
Software metrics, which performs measures on the basis of the program structure, and
relate these to the reliability of the program. A typical example is the bugs per line
model, which estimates the number of bugs based on the size of the program and the
complexity of the programming language used.
The general impression of this type of models is that they may provide a quick and easy
way to compute a figure which tells something about the complexity of the program and
the propensity of making programming errors in them. However, the validity of these
models are not proven, neither theoretically nor experimentally, and they are therefore
not suited for reliability assessment of a safety related program for safety critical
applications.
Error seeding models compute the estimated number of remaining faults in a program,
and the confidence in fault freeness, based on seeding and retrieval of artificial faults in
the program. This method presupposes that one has the possibility to alter the program,
and also the necessary knowledge about the program to seed faults into it. For this model
to be valid, these faults must also be as concealed as one can expect real faults to be, i.e.
it implicitly assumes that the seeded errors have the same probability of being detected as
the indigenous ones. Also, a seeded error may "mask" an indigenous error in the sense
that it makes the indigenous error undetectable.
An advantage of this method is that it can be applied with different types of verification,
testing, reviews, static analysis etc. Experiments have shown that the method gives quite
reasonable estimates when more than 50% of the seeded faults have been found.
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The method is applicable to safety critical programs where no real faults are found during
testing. The result is a confidence in fault freeness, and not a reliability figure. It can
therefore not be used directly in e.g. a PSA evaluation together with hardware reliability
estimates. The method requires a high number of seeded faults to obtain a sufficiently
high confidence level for safety critical applications.
A computer program implemented in a safety critical system contains presumably no
known faults. There is, however, a possibility that it contain unknown faults, and an
alternative reliability measure is the confidence in fault freeness of the program, or more
generally in the upper limit of the 'bug-size'. Such a measure can be made on statistical
basis from data obtained during testing of the complete program, as well as of the
different modules. One set of data can be gained through a controlled testing combined
with a coverage measure. The latter requires a fairly detailed knowledge about the
program structure, which is not always available when proprietary software modules are
used. For these, however, there may be an additional large set of 'test' data obtained
from information about the usage of the system.
Another type of measure is more qualitative expressed as a subjective judgement as a
'belief in fault freeness. A methodology to use 'influence nets' (also called Bayesian
networks or 'belief nets') and engineering judgement to combine evidences from
different information sources for a quantitative assessment of this belief has been
proposed (Neil 1996, Delic 1997, SERENE 1996). Such networks can be used to show
the link between basic information and the confidence one can have in a system. Each
node in the network, except for the roots, expresses the 'belief one can have in a
statement, given information on its immediate predecessors in the net. Quantitative
expressions for these conditional 'beliefs' must to a large degree be based on expert
judgement or reasonable guesses. This might itself introduce further uncertainty and
potentiality for error. In addition, there are serious unresolved difficulties in combining
such disparate evidence in order to make a single evaluation of the overall dependability
and thus to make a judgement of acceptability.

8.3 Safety assessment based on multiple evidences.
In several papers different authors have pointed out some of the difficulties in the
application of the above mentioned reliability models. They show that, if we are only
going to use the evidence obtained from operational testing of the software, we shall
only be able to make modest claims for its reliability. Faced with these limitations to what
can be claimed from merely observing the system in operation, it has been suggested that
we should instead base our evaluations upon all the disparate kinds of evidence that are
available.
This aspect was addressed in the SHIP (Safety Assessment of Hazardous Industrial
Processes in the Presence of Design Faults), a project partially funded by EU, with the
overall objective to devise a means of assessing, ideally numerically, the achieved
reliability or safety of a system in the presence of design faults and hence improve current
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industrial practice for safety assessment. The project has showed that the best way to
make overall safety assessment is to integrate the different evidences from more
conventional sources using the well-established "safety case" approach which is standard
practice in a number of industries (e.g. nuclear and oil and gas). The SHIP project (SHIP
1995) has developed this safety case approach through a combination of theoretical and
practical studies.
The different evidences considered include, in addition to the operational data, evidence
of the efficacy of the development methods utilised, experience in building similar
systems in the past, competence of the development team, architectural details of the
design, etc. (Littlewood 1995). Most of these other sources of evidence about the
dependability of a system will involve a certain amount of engineering judgement in the
evaluator, which might itself introduce further uncertainty and potentiality for error. In
addition, there are serious unresolved difficulties in combining such disparate evidence in
order to make a single evaluation of the overall dependability and thus to make a
judgement of acceptability.
In practice, safety assessment based on multiple evidences, in a qualitative sense, is also
commonly used as a basis for the acceptance of real implementation of safety critical
software based systems (Dahll 1996). This means that all relevant information is
considered, possibly following an assessor's guideline, in a judgement on whether the
system fulfils the safety criteria.
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Fig. 6 Influence graph of a safety assessment and acceptance process.
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Figure 6 gives an illustration of the acceptance process for the software embedded in a
computer based safety critical system. It has the form of an 'influence net', i.e. a directed
graph where each node represents an aspect in the total assessment process. To each
aspect there is associated an assessment (or belief or probability or a similar concept),
and the strength of this is influenced by the strength of the nodes adjacent to the
incoming edges.
The top nodes in the graph (rectangles) represent the basic information sources which
are used in the acceptance process. This information is penetrated through the net down
to the bottom node represents the final acceptance of the system. The latter is influenced
by the safety assessment of the system, but possibly also on other acceptance criteria,
e.g. political.
The safety assessment is influenced by three main sources of information:
• The results from of a hazard/risk analysis of the system in the context of the plant and
its environment.
• Information on particular safety defences
• The results from of a reliability assessment of the system.
The hazard/risk analysis was discussed in detail in chapter 4.
The safety assessment is influenced by the degree to which a failure in the system will
jeopardise safety. To protect against this, safety defences (both against hardware and
software failures) may be implemented as an additional barrier. If one can otherwise
show that the system have an acceptably high reliability, such defences are not strictly
necessary. The inclusion of such defences will, however, enhance the confidence to the
safety of the system.
A commonly used safety defence is obtained through redundancy and diversity. The
highest degree of diversity is obtained through functional diversity, i.e. the same
functional goal can be reached with completely different functions. This is essential to
reach the safety goals of a safety critical system.
Different models for reliability assessment were discussed in section 8.2. A reliability
assessment must however, be based on a combination of different information sources,
some of them are discussed in the following:
• Information about the programs.
In order to assess the reliability of an application, one must utilise detailed information
about the software which is used in the application. One aspect which is relevant for the
assessment of its reliability is structural properties of the program which makes it
vulnerable to programming errors. Complexity is obviously one of these, i.e. the more
complex a module is, the more likely it is to make coding errors.
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A thorough analysis of all available information about the programs will facilitate the
evaluation of this information with respect to the reliability of the program, e.g. further
information about complexity can be gained through an analysis of the program listing. A
well structured program which is in accordance with the recommendations of accepted
coding guidelines is an indication of high quality. However, when proprietary software
are concerned, such listings are in general not available, but an alternative is to analyse
the specification. If not directly available this can often be deduced from the user manual
and other information sources. A Failure Mode, Effect and Criticality Analysis (FMECA)
is a useful way to analyse the specification. The complexity of the specification is also an
indication on the complexity of a program module itself.
Characteristic for the proprietary modules in a configurable software system is that they
often have several modes of operation. A large number of operation modes will increase
the complexity of the module as a whole. However, in an actual application only one
operation mode is used, so one could ask whether only the complexity of the used mode
is relevant. This depends upon how the selection of operation modes are coded in the
module. Since one does not know the code it is difficult to know how it is done, but
information about the producer's coding standard could be used in this respect.
A third aspect is the inherent complexity of the actual function itself. It is intuitively
obvious that an adaptive controller is more complex to make, and therefore more error
prone, than an AND gate, to take two extremes. One way to measure the inherent
complexity of a module where one does not have access to the source code is to write it
in a formal way, either as a program in high level language, or as a formal specification,
and define a metric to measure the complexity.
• Information about producer and production
The avoidance of faults in the program is clearly related to the quality of method in
which the software system is produced. A lousy made program can of course be correct,
but reliability is a question of confidence, and a well documented production procedure
according to accepted standards enhances this confidence. The confidence in a software
product is also enhanced if the producer can document that he has a history of producing
high quality products.
To obtain a sufficiently high confidence in the quality, one should require that all parties
involved in the development follow a quality assurance policy based on well-known
standards for safety related systems (EEC S 880). This may, however, be difficult when
the proprietary software modules are concerned, since they are often delivered without
appropriate information on the process followed during its development and on the final
product itself. It may thus be difficult to assess whether the system has been developed
according to the standards required for safety critical software.
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9. THE ROLE OF COTS

Commercial-of-the-shelf software (COTS) is software systems which can be purchased
"off the shelf' as commercially available products made as standard components for use
in a broad application area, and not for a particular safety relevant purpose. (Alternative
names are 'Proprietary software' and 'Pre-existing software'.) COTS consists mainly of
re-usable modules (together with some customised modules) hence it is generally reusable for other applications or by other people and/or organisations. Such software is to
an increasing degree being used, besides that in digital control and supervision systems,
also in safety critical applications. Examples of such use are firmware in standard
instruments, embedded software in programmable logic circuits (PLCs), modules in
software libraries etc. A particular type is configurable systems, i.e. application specific
systems which are built up (configured) by standard software components in the same
way as an analog system is built up by standard hardware components.
Even if COTS in principle shall fulfil the same requirements as tailor made software,
there are some particular characteristics of COTS which necessitates special attention for
the safety assessment of such systems.
COTS can conceptually be divided into three main categories:
• Source or object code, Le. software components available as source or object code
intended to be linked with other components under development (e.g. standard
subroutines, library functions, as well as compilers, linkers etc.)
• Binary code, Le. software components available as binary code and intended to be run
in co-operation with other software components (e.g. operating system, real time
executive, run time library etc.)
• Embedded software, Le. software embedded in hardware components, as for instance
in standard instruments or in programmable logic circuits (PLCs).
The selection of COTS for use in safety related environments should be made very
carefully. Requirements should be put on the manufacturer, on the development process,
as well as on the product itself. The manufacturer should be judged by previous
experiences on products and services by the same. An official certification (e.g. ISO
certification) of the manufacturer would be a prerogative.
In principle, the COTS should have been developed and maintained according to an
accepted standard for software engineering and quality assurance and if used in safety
critical applications (e.g. EEC S880). However, COTS is often delivered without
appropriate information on the development process. It may thus be difficult to assess
whether the system has been developed according to the appropriate standards. For the
approval of COTS in a safety critical application it may be necessary to require from the
producer that conformance with a required standard is demonstrated, e.g. through a
retrospective analysis.
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It may also be difficult to obtain sufficient product information, as e.g. code listings, to
perform an assessment and approval. Access to this information may be denied due to
company policy, or the relevant information may actually be non-existing. However, all
available information on the COTS may be relevant, as user manuals, installation
procedures etc. These can generate an image of the quality of the COTS, and this is
useful in an overall evaluation of a safety critical system. In particular, the functioning of
each COTS module must be clearly specified to prove that the complete final system is in
accordance with its requirement specification.
'Proven design' is often used as an argument for high reliability by the producers of
COTS. This means that it has been used by a wide range of users over a long period,
with no, or few, reported faults. The idea behind this claim is that long user experience
should reveal all inherent faults, if they exists. So if no faults have been reported over a
long period, this should be a strong indication on error freeness. It is questionable,
however, whether this argument is sufficient. A COTS system has often a quite general
purpose, and consists of many standard modules, each of which has many modes of
operation. To claim general high reliability of the system based on user experience, it is
necessary to show the experience with all modes of operation of all software modules.
This requires information about all installations of the system.
One problem has still now been that there has been a lack of internationally accepted
standards supporting the use of COTS in safety critical applications. However, the EEC
working group SC45A/WG-A3 has prepared a draft supplement of IEC S880 (DEC
S880-1) which is now out for voting. This supplement contains a set of guidelines for
COTS (Pre-existing software).
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10. CONCLUSIONS
Safety is a cultural issue. Different countries exhibit different strengths in their safety
management, use different technologies, are researching different topics. Unfortunately,
disaster respects no boundaries. Accidents recur in one place despite dramatic lessons in
another. This should enforce a global approach to safety world-wide.
Safety is a management issue. From a deep analysis of the causes of disasters it is easy to
recognise that behind technical problems there are always management problems. Lack
of clarity in the procedures, lack of operator training, cost reduction pressure are only
some of the most common examples.
Safety is an engineering issue. Safety of critical systems can only be properly addressed
in the overall system context. Safety depends on the overall range of hazards, and on the
full range of safeguards provided. Only rarely are these embodied in software alone.
Good safety engineering approach has to address not only hardware and software
problems in isolation but also interface, management and man-machine interface
problems.
Equally, safety assessment needs to take account of the full range of operator error,
design error, specification error, and hardware failure. An integrated approach to overall
system analysis, based on common representation and analysis is necessary.
No single method can be considered sufficient to achieve the safety features required in
many safety applications.
Safety is an economic issue. Many risk acceptance criteria are made looser by providing
a grey area, between the area which is considered acceptable, and the level considered
definitely unacceptable. In this area the principle of As Low As Reasonably Practicable
(ALARP) is often applied. In this area risk should be reduced provided that there is some
practical technique which can be used, and provided that the cost, technical difficulty,
and usability of the risk reduction measures is reasonable. Emerging standards in
different application sectors are at the base of more stringent safety requirements for the
safety related systems. The natural consequence is an increasing in cost. Which is an
acceptable trade off between safety and cost? How much is the increasing in cost for
plant owners, system providers and licensing authorities to cope with emerging standards
in the field of PESs.
Fortunately, there is a growing awareness of the strategic economic importance of safety.
This imply a growing commitment of management on safety and a growing motivation
on to implement the safety measures within the organisation and technologies.
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