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FOREWORD

Physical protection is a need which has always existed. Traditionally, the 
decision regarding the proper level of protection was based on the perceived cost of 
the property, which was simply the replacement cost. However, with respect to 
nuclear materials and the attendant concerns of terrorism, both the public and 
governments accept the concept that the social risk related to the theft of nuclear 
materials requires protection that is orders of magnitude higher than its replacement 
cost.

An effective physical protection regime can be a vital barrier to preventing the 
illicit movement of nuclear material from a controlled environment to an uncontrolled 
environment. States have long recognized this need and have taken numerous actions 
to protect the material within their jurisdictions. These actions have varied widely, 
depending on the perception of threat, cultural needs and the financial resources 
available. Although the responsibility for establishing and operating a comprehensive 
system for the physical protection of nuclear material and facilities in a given State 
rests with the government of that State, it is not a matter of indifference to other States 
whether and to what extent that responsibility is being fulfilled. Thus, physical 
protection has become a matter of international concern, particularly in this period of 
heightened public awareness of the potential effects of trafficking in nuclear 
materials.

The conference on Physical Protection of Nuclear Materials was aimed at 
fostering the exchange of information, practices and experiences in order to assist 
States, where appropriate, in upgrading their programmes for the physical protection 
of nuclear materials and combating illicit trafficking. It focused on the regimes, 
equipment and procedures currently being used to minimize the possibilities of 
unauthorized removal of nuclear material, whether by terrorists, criminals or facility 
employees, and to protect against sabotage. It was recognized that new technology is 
being applied to this effort, and there is also a realization in many countries that past 
practices must be changed in order to upgrade the security of older facilities.

The conference was held at IAEA Headquarters in Vienna from 10 to 14 
November 1997. It was attended by 162 registered participants from 42 countries and 
eight international organizations. The 58 papers presented dealt with the experience 
of regulators, designers and facility operators, including response forces, in meeting 
the demands and requirements in this changing area of physical protection of nuclear 
materials and facilities.
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OPENING SESSION





INTRODUCTION

M. ElBaradei
Director General, 

International Atomic Energy Agency, 
Vienna

The aim of the Conference on Physical Protection of Nuclear Materials was to 
share information on national experience relevant to the establishment and 
management of physical protection systems and to exchange ideas on future 
directions. The discussion on the various elements of physical protection systems was 
useful in this regard.

The possible use of nuclear material for non-peaceful purposes underlines the 
need for special protection of this material. Effective physical protection systems are 
therefore required to protect nuclear material and facilities from theft and sabotage 
for both non-proliferation and radiation safety purposes. The responsibility clearly 
rests with Governments to ensure that such physical protection systems are properly 
established and operated. But physical protection of nuclear material is also of 
international concern, since incidents in one State can have ramifications across 
national borders. The international community therefore has a legitimate interest in 
the fulfilment by States of their physical protection responsibilities.

The basic guidelines for physical protection systems as developed by the IAEA 
are contained in its information circular INFCIRC/225/Rev.3, “Recommendations for 
the Physical Protection of Nuclear Material”. The first version of these 
recommendations was published in 1972; since then, they have been revised a number 
of times. These recommendations, which cover physical protection of nuclear 
material in use, storage and transport, both domestically and internationally, have 
proven to be of significant importance in the development of national requirements 
and international agreements.

For nuclear material in international transport, the implementation of effective 
physical protection systems is of direct concern to the shipping, receiving and transit 
States. The Convention on the Physical Protection of Nuclear Material, which 
entered into force in 1987 and which obliges States Parties to implement specific 
protection measures for nuclear material in international transport, was the result of 
international recognition of the need for a basic regime to protect nuclear material 
from unauthorized access during international transport. At the time of the 
negotiation of the Convention, States believed that physical protection in the 
domestic sphere should remain within their national responsibility and not be subject 
to binding international standards. Therefore, the scope of the Convention was 
limited to nuclear material in international transport. In September 1992, a review
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4 E1BARADEI

conference of the Parties to the Convention, convened by the IAEA — the depositary 
of the Convention — continued to express support for the Convention in its current 
form.

The importance of having effective physical protection systems in place has 
been highlighted by the threat posed by the well publicized illicit trafficking incidents 
in the mid-1990s. These incidents pointed to the possibility of unauthorized access to 
direct-use nuclear material and to potential weaknesses in the physical protection 
system. The potential for the smuggling of large quantities of weapons-use material 
may be low. However, trafficking of even small quantities of such material deserves 
full attention in the context of non-proliferation, since quantities of nuclear material 
of strategic value could be accumulated. Also, radioactive sources have frequently 
been reported to be involved in illicit trafficking incidents. Although radioactive 
sources do not pose a proliferation threat, they can result and have resulted in fatal 
exposure of individuals to ionizing radiation.

In the light of these developments, both IAEA Member States and the 
Secretariat have given increased attention to activities against illicit trafficking of 
nuclear material and other radioactive sources. Within its programme “Security of 
Material”, the IAEA has initiated a number of activities to support Member States in 
improving their nuclear material accounting and physical protection systems at State 
and facility level.

Clearly, the first line of defence in protecting nuclear material is an effective 
State system of accounting and control (SSAC), through which States have an exact 
knowledge of the quantities and the location of their nuclear material. These systems 
help deter illegal activities because of the possibility of timely detection of missing 
nuclear material. For this reason, amongst others, the IAEA has focused on the 
development and co-ordination of plans for technical support, for example to the 
newly independent States, to establish and improve their SSACs and physical 
protection systems.

In addition to an SSAC, a comprehensive regulatory framework with adequate 
operational resources is required in order to detect attempts at intrusion, to delay 
access to the material, and to activate preplanned response measures.

The IAEA is aware that improvements are required in the international regime 
for the security of nuclear material and its implementation within and among States, 
and it is assisting States in their efforts to improve their physical protection systems. 
The IAEA has established an advisory peer review service for the evaluation of 
national physical protection systems. Five International Physical Protection Advisory 
Service (IPPAS) missions were requested and carried out in 1996 and 1997. On the 
basis of arrangements agreed with the host country, an IPPAS team of experts 
evaluates the physical protection systems at facilities and the supporting regulatory 
infrastructure. The recommendations and suggestions of the IPPAS teams have been 
found useful by States that have availed themselves of this service.
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The IAEA is also assisting several States by giving advice regarding the 
development of legislation and the establishment of regulatory systems. This 
assistance has been effected primarily through technical co-operation projects.

The IAEA also recognizes that personnel in this field need training. To meet 
specific requests, courses have been arranged in co-operation with some Member 
States. Regional courses have been organized in the Czech Republic and in the 
Russian Federation, and will be held in China and Argentina. In addition, technical 
seminars have been conducted in Ukraine and Kazakhstan.

The Secretariat has, together with Member State experts, developed a TECDOC 
to provide additional guidance to States for implementing INFCIRC/225; it will also 
publish a physical protection handbook to assist States in the development of their 
national programmes. The IAEA also plans to convene a meeting in 1998 to review 
and upgrade INFCIRC/225/Rev.3.

At present, there is growing concern among States about the limited scope of 
the Physical Protection Convention. While States Parties to the Convention have 
committed themselves to a level of security comparable to the recommendations in 
INFCIRC/225, this was only for nuclear material in international transport. At the 
September 1997 meeting of the IAEA Board of Governors, a number of members 
expressed their support for a move towards a possible review of the Convention. It 
was suggested that, to begin with, the IAEA consider the possibility of convening a 
meeting of interested States to consider issues which might warrant such a review. 
Should there be sufficient support for this proposal, the Secretariat would convene 
such a pre-review meeting during 1998.
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Invited Paper 

STRENGTHENING PHYSICAL PROTECTION 
OF NUCLEAR MATERIAL
National systems versus multinational systems

H. KURIHARA
Nuclear Material Control Center,
Tokyo, Japan

Abstract

STRENGTHENING PHYSICAL PROTECTION OF NUCLEAR MATERIAL: NATIONAL 
SYSTEMS VERSUS MULTINATIONAL SYSTEMS.

The paper gives a brief history of the development of multinational systems on the 
physical protection of nuclear material, the roles o f national physical protection systems and 
multinational systems, political and social changes in the post-Cold-War era and their 
implications on the physical protection activities, as well as recommendations. In the early 1970s 
there were many terrorist attacks including airline hijacking worldwide. Subsequently, the 
nuclear community was seriously concerned about the possible risks of unauthorized removal of 
nuclear material by sub-national groups, threatening to produce and use crude nuclear explosive 
devices. The IAEA published the guidelines on the physical protection of nuclear material during 
use, storage and transport (INFCIRC/225) in 1975. The multinational nuclear export control 
regime (the Nuclear Suppliers’ Guidelines) incorporated the requirement of physical protection 
measures (1978), and the Convention on the Physical Protection of Nuclear Material entered into 
force in 1987. The responsibility for physical protection of nuclear material in individual States 
rests with the State. The purpose of multinational systems is, basically, to formulate and 
recommend internationally accepted guidelines, etc. Also, a State can be requested to ensure 
maintenance of the responsibilities from international treaties, etc. National systems and 
multinational systems are interdependent, and changes to national systems will lead to eventual 
changes to multinational systems and vice versa. In the post-Cold-War era, there have been many 
political and social changes. The most significant political, security and social changes are: 
diversification of the risks of nuclear proliferation, illicit trafficking of nuclear material, and 
weakening of the power of ‘nation States’. In view of this, the worldwide physical protection 
activities should be strengthened, especially those of multinational systems. In the last section of 
the paper, seven specific personal recommendations of the author are given.

1. INTRODUCTION

The purpose of physical protection systems is to prevent unauthorized removal 
of nuclear material and sabotage of nuclear facilities. The responsibility to establish

9



10 KURIHARA

and maintain a domestic physical protection system rests solely with the State. There 
are several multinational systems1 in the world which are closely related to the global 
physical protection situation, but these multinational systems are not directly respon
sible for national implementation.

The aim of this paper is to analyse the roles and relationships of national 
systems and multinational regimes, and to give several recommendations on how to 
strengthen physical protection of nuclear material globally.

The views expressed in this paper are solely those of the author and do not 
represent the views of any organizations to which the author belonged/belongs.

2. BRIEF HISTORY OF DEVELOPING PHYSICAL
PROTECTION SYSTEMS

Although the concept of physical protection of nuclear material was implicitly 
involved in national regulations on the handling of nuclear material in developed 
countries, the first published domestic regulation specifically addressing physical 
protection of nuclear material was the US Regulation 10 CFR Part 73, Physical 
Protection of Plants and Materials. This regulation was issued in June 1972.

In the early 1970s there were many incidents of airline hijacking worldwide, as 
well as terrorist attacks against various targets. Because of this situation, the nuclear 
community considered the possible risks of unauthorized removal of nuclear material 
by sub-national groups, e.g. international terrorist groups, threatening to produce and 
to use crude nuclear explosive devices. The consequences of such events could be 
enormous.

The response of the IAEA to the concern of the international community was 
to establish an Advisory Group with the task of producing a set of guidelines on 
physical protection. An Advisory Group meeting was held in 1972, and the results 
were issued in June 1972 as the first set of international guidelines on the physical 
protection of nuclear material during use, storage and transport [1],

After a series of Advisory Group and Consultants meetings organized by the 
IAEA secretariat, more elaborate international guidelines were issued in 1975 as 
INFCIRC/225, The Physical Protection of Nuclear Material. These guidelines cover 
a wide variety of aspects and have become the most important basis for the first type 
of multinational regime. They have been revised several times to meet subsequent 
political, social, security and technological changes. The latest version was issued in 
September 1993 as INFCIRC/225/Rev.3 [2],

1 In this paper, ‘multinational’ includes not only multinational systems but also inter
national, regional and bilateral systems.
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Another multinational regime for nuclear supplies is discussed in the 
Guidelines for Nuclear Transfer (INFCIRC/254) published in 1978 [3]. Paragraph 3 
of these guidelines requires recipient States to apply effective physical protection 
measures to specified imported items. In Annex C, criteria for different levels of phys
ical protection are described, giving categorizations of nuclear material similar to 
those in INFCIRC/225.

A third multinational system is the Convention on the Physical Protection of 
Nuclear Material. The Convention came into force in February 1987 [4], States 
parties to the Convention are obliged to take the necessary physical protection 
measures, specified in this document, during international transfer of nuclear 
material. The Convention also deals with international co-operation and domestic 
regulations in connection with measures to ensure prevention, detection and punish
ment of offences related to nuclear material.

The situation during the Cold War era can be summarized as follows:

The responsibility for physical protection of nuclear material in individual 
States rests with the State. Large States having nuclear material and civil nuclear 
facilities have established national systems, taking into account the recommenda
tions, guidelines and requirements developed by the international community. Some 
examples of multinational instruments are the Convention on the Physical Protection 
of Nuclear Material, the Guidelines for Nuclear Transfer and other IAEA guidelines.

The global physical protection system has worked effectively in the Cold War 
era. No serious threats of nuclear terrorism or significant sabotage events caused by 
sub-national groups have been experienced.

After the end of the Cold War era, the global political, social and security situ
ation has changed drastically. The expected ‘new world order’ did not come true. 
Instability and confusion are continuing, as well as local conflicts due to ethnic and 
religious reasons. Risks of proliferation of nuclear weapons are not decreasing but 
widening in scope. One of the most serious security problems now is the problem of 
illicit trafficking of sensitive material from the former Soviet Union (FSU). 
Strengthening physical protection activities is one of the effective measures to combat 
such problems. A political initiative was started at the Moscow Nuclear Safety and 
Security Summit Meeting in 1996. This initiative and the subsequent movement are 
the most noteworthy events in the post-Cold-War era.

3. NATIONAL SYSTEMS VERSUS MULTINATIONAL SYSTEMS

In connection with the civil use of nuclear energy, several regulatory activities 
are necessary. Examples are the nuclear safety and radiation protection activity, the
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State system of accounting for and control of nuclear material, physical protection, 
(international) safeguards, and recently material protection, control and accounting. 
Apart from international safeguards, which are connected with the international 
obligations of States, all of these regulations are administered by the States. The main 
objective of these regulatory activities is to establish and maintain the required 
domestic system with certain international levels of standards.

The responsibility or the purpose of multinational systems for such regulatory 
activities is, basically, to formulate and recommend internationally accepted guide
lines, codes of practice, criteria, etc., and to incorporate them into the domestic 
regulations. Also, a State can be requested to ensure the maintenance of responsibil
ities from international treaties, etc.

As discussed above, if States wish to establish their own system, they can incor
porate international guidelines, etc., into their regulations. In the area of physical pro
tection, the IAEA recommendations given in INFCIRC/225 provide an important tech
nical basis for domestic regulations. The Convention on the Physical Protection of 
Nuclear Material has also strong implications for domestic systems. For parties to the 
Convention, the regulations for international transport of nuclear material as well as the 
domestic criminal law system related to unauthorized use of nuclear material have to 
be in conformity with the provisions of the Convention. Physical protection measures 
contained in the Nuclear Suppliers’ Guidelines (NSG) have similar effects on the State.

In short, the multinational regime has a strong influence on domestic systems. 
However, the formulation of the present multinational regime or amendments to it 
will be done by countries within the multinational framework. Therefore, the 
intention of the States parties to that framework is the real driving force to guide the 
direction of the multinational forum. This argument leads to the conclusions that the 
national system and the multinational system are interdependent, that changes to the 
national system will lead to changes to the multinational system (and vice versa), and 
that State regulators who want to change domestic regulations should consider the 
impacts caused by such changes of domestic regulations.

4. PRESENT SITUATION AND FUTURE DIRECTION

During the Cold War, the global physical protection regime was relatively 
stable and successful. However, at present, various significant changes regarding the 
global physical protection regime should be considered. The most significant 
political, security and social changes are: (a) diversification of the risks of nuclear 
proliferation worldwide, (b) illicit trafficking of nuclear material from previous 
defence activities in the FSU, and (c) weakening of the power of ‘nation States’ and 
diversification of power to various different entities. These changes will have an 
influence on the future role of the physical protection system.
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(a) Diversification o f the risks o f nuclear proliferation

In the Cold War era the major risks of proliferation of nuclear weapons were 
originally considered to exist in industrialized States, such as Germany, Italy, Japan 
and Sweden. In the course of time, new States have been added to the list, for example 
India, Israel, Pakistan and South Africa. At that time the concern of the international 
community was always about diversion by States rather than diversion by any sub
national group.

Because of the confusion and instability after the Cold War, new States have 
been added to the above mentioned list: Iraq and the Democratic People’s Republic 
of Korea are the most significant ones. However, the international community is now 
seriously concerned about diversion not only at the State level but also at the sub
national level. One typical case of this type is the possible illicit trafficking of nuclear 
material from the FSU.

(b) Illicit trafficking o f nuclear material

Illicit trafficking of nuclear material from the FSU is now widely recognized as 
one of the most worrisome risks to global security. At the Moscow Nuclear Safety and 
Security Summit of 1996 this was recognized, and a programme was established to 
combat illicit trafficking of nuclear material. Physical protection measures are among 
the important elements within this multinational programme. The physical protection 
community should co-operate in the implementation of this programme by all means.

(c) Weakening o f the power o f ‘nation States’

The concept and structure of ‘nation States’ were formulated in Europe in the 
Westphalia Treaties after the Thirty Years War in 1648. It can be said that the history 
of the modem world system is a process of the ‘nation States’ propagating worldwide. 
After World War II, the disappearance of the colonial system has accelerated this 
process. In ‘nation States’ the central political power is in the hands of these States.

However, it seems that this modem world system is changing and evolving. One 
indication of this is that the power of ‘almighty nation States’ is weakening. On the 
contrary, transnational entities are becoming larger worldwide: transnational huge 
industries, non-governmental organizations, regional organizations, international 
organizations, etc. Their powers are gradually but steadily increasing. For example, 
the economic power of some giant transnational industries overrides the power of 
smaller nations. In some instances, the control right of international organizations 
may restrict seriously the administrative power of nations. In the decision making 
process of domestic politics the opinions of non-governmental organizations cannot 
be disregarded in these days.
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Another indication of worldwide changes is that nations can be divided into 
three categories in the 21st century: ‘post-modern’, ‘modem’ and ‘pre-modem’, 
based on the classification of R. Cooper [5]; or ‘new medievalism (new Middle 
Ages)’, ‘modem’ and ‘chaotic’, according to A. Tanaka [6] and J. Goodby [7], New 
medieval States include such countries or regions as Canada, Europe, Japan and the 
United States of America. In these nations or areas a State does not have sole and 
complete power; the power is distributed among various sectors. Modem States cor
respond to the present concept of the ‘nation States’. The ASEAN countries, China, 
many Latin American countries and the Russian Federation belong to this category. 
Chaotic States (pre-modem) cannot be regarded as nations in the real meaning of the 
word; some African States and the FSU can be considered as belonging to this 
category.

Physical protection is one of the regulatory activities of States; therefore, in 
principle, its implementation is an activity for which the State is responsible. 
However, I believe that the role of international organizations in this area will become 
much more important in the future. In particular, ‘chaotic’ States could be reinforced 
by strong international assistance.

5. CONCLUSIONS AND RECOMMENDATIONS

Taking into account the future global political, security and social changes, the 
national physical protection system and the multinational system should be strength
ened. The multinational system should participate more actively in the various areas 
of physical protection, including development of concepts, design of physical protec
tion systems, upgrading of the level of State physical protection systems, education 
and training, technological development, information exchange, and, in some 
instances, implementation of the system.

My personal recommendations are as follows:

(1) A critical assessment of the design, structure and implementation of the State 
physical protection system should be made, and this system should be strength
ened and/or improved, if necessary.

(2) The Convention on the Physical Protection of Nuclear Material should be 
amended, in order to include a set of guidelines for the use and storage of 
nuclear material, and a peer review should be made by the IAEA.

(3) The IAEA should be strengthened, so that the secretariat can act as the best 
expert group on the subject in the world.

(4) Regular international conferences aimed at information exchange on the subject 
should be organized.
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(5) Training of personnel and education of the general public should be performed 
by the IAEA and by interested States.

(6) A scheme for checking the effectiveness of the export control systems of States 
from the viewpoint of physical protection should be introduced in the NSG 
Guidelines.

(7) Active participation of the physical protection community in international 
efforts to combat illicit trafficking of nuclear material should be accelerated.
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Abstract

STRENGTHENING INTERNATIONAL NORMS FOR PHYSICAL PROTECTION OF 
NUCLEAR MATERIAL.

No country is immune to nuclear terrorism. Recent experiences with terrorist bombings 
at the New York World Trade Center and the Oklahoma City Federal Building have indicated 
the fact that some terrorists are intent on killing as many people as possible and would not 
hesitate to use weapons of mass destruction to do so. Japan’s Aum Shinri-kyo sect tried to buy 
a nuclear weapon, experimented with the biological weapon anthrax, and used the chemical 
weapon nerve gas against passengers on the Tokyo subway. Weapons usable nuclear material 
is now for sale by smugglers. The NPT regime and the Convention on the Physical Protection 
of Nuclear Material are inadequate to deal with the threat that terrorists might buy or steal such 
material to make a bomb. The Convention only applies to nuclear material “for peaceful 
purposes in international transport” and fails to provide for any inspections. The IAEA and its 
Member States should review physical protection standards in the Convention and in 
INFCIRC/225/Rev.3. Peer reviews —  a substitute for inspections —  should be more 
widespread. States unwilling to accept peer reviews should be asked to respond to an IAEA 
questionnaire on their physical protection practices. Some method should be found to conduct 
inspections of physical protection practices in States with significant weapons usable material, 
particularly Russia and the United States of America. After a period of expert review and 
experimentation, the Convention should be amended to remove its exceptions from coverage, 
to strengthen its standards and to require inspections.
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1. THE NEW CONCERN ABOUT NUCLEAR TERRORISIM

For many years, those concerned with the spread of nuclear weapons worried 
more about their acquisition by nations/States than by terrorists1. This was probably 
for two main reasons: First, it was believed that terrorists could not acquire the 
nuclear explosive materials needed to make nuclear weapons. The problems of sepa
rating plutonium and enriching uranium were thought to be technically beyond the 
reach of small groups, and States having the ability to produce these materials were 
believed to provide adequate physical protection for them from thieves or smugglers. 
Second, many experts believed that terrorist groups did not want to kill thousands of 
people — only enough to force the public to pay attention to the messages the terror
ists wished to convey (see, for example, Ref. [2]). As a result, the Treaty on the Non- 
Proliferation of Nuclear Weapons (NPT) of 1968 and the IAEA safeguards required 
of non-nuclear-weapon States parties to the NPT were designed primarily to deal with 
the fear that such States, not terrorists, might turn ostensibly peaceful nuclear activi
ties into bomb-building efforts.2

Physical protection of nuclear material did not become a major international 
concern until much later. And, even when the Convention on the Physical Protection 
of Nuclear Material was completed in 1980, its protection standards, as general as 
they were, were only made applicable to nuclear material “for peaceful purposes in 
international transport”.3 The draft originally submitted by the United States of 
America would have applied the standards to domestic storage and use as well. But 
there were some objections to this. A compromise focused on international transport 
as the “most urgent” matter; added a preambular paragraph stressing the importance 
of ‘domestic’ use, storage and transport; and agreed that extension of the Convention 
to domestic materials could be reconsidered at a future review conference. There were 
also objections to excluding materials used for military purposes. The compromise

1 See International Task Force on Prevention of Nuclear Terrorism, Report (Ref. [1], 
p.7). The Task Force urged greater concern about nuclear terrorism including strengthened 
physical protection of nuclear materials and facilities (Ref. [1], pp. 17-25, 35-36).

2 See NPT, Art. Ill, and INFCIRC/153/Rev.2, para. 28.
3 See Convention on the Physical Protection of Nuclear Material (INFCIRC-274, 

Art. 2.1). This limitation applies to requirements to observe standards for nuclear material pro
tection. It does not apply to other provisions of the Convention requiring parties to adopt laws 
making illicit trafficking in nuclear materials a crime, to take jurisdiction over such offences 
when they occurred within their territory or were committed by their nationals, and to prose
cute alleged offenders or to extradite them to another State (see Ref. [3]). For a discussion of 
the applicability of the Convention to nuclear terrorism, see Ref. [4].
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added a preambular paragraph reporting the understanding given the negotiators by 
the nuclear weapon States that this material “is and will continue to be accorded strin
gent physical protection” (see Ref. [5]).

The Convention’s standards for physical protection thus did not apply to most 
weapon usable nuclear materials — those used for military purposes or those used for 
peaceful purposes but not being in international transport. And even in those cases to 
which these standards did apply, no inspections, other transparency measures or 
enforcement provisions were required by the Convention to give assurance to all 
States that adequate physical protection was in fact being provided.4

Recognizing the problem, the IAEA did what it could. In 1989, it issued 
strengthened, detailed recommendations for standards for the protection of nuclear 
material — INFCIRC/225/Rev.2, a revision of recommendations first proposed in 
1972. The recommendations were not limited by their terms to nuclear material used 
for peaceful purposes while in international transport. They recognized that the 
responsibility for physical protection rested with national governments but that the 
protection actually provided was “not a matter of indifference to other States”. The 
purpose of the new standards was to “minimize the possibilities for unauthorized 
removal of nuclear material or for sabotage”.5 In 1993, the IAEA revised these 
recommendations somewhat to provide further guidance on such matters as irradiated 
fuel and nuclear material in waste (INFCIRC/225/Rev.3) (see Ref. [7]).

During the 1980s, the Nuclear Suppliers’ Group began seeking provisions in 
nuclear export agreements calling for application of the IAEA recommended physi
cal protection standards in the States receiving exports, in some cases when the 
nuclear material protected was in domestic use (see Ref. [8]).6 Before the 1992 review 
conference on the Physical Protection Convention, there were proposals that the 
scope of that Convention be expanded to apply to more nuclear materials than just 
those in international transport. The parties to the Convention decided not to amend 
it. At that time, many of the parties focused on the inadequacy of NPT safeguards to

4 See Ref. [6] for a similar criticism of the Convention from the chairman of the US 
Panel on US-FSU Co-operation to Protect, Control and Account for Weapons Usable Materials 
of President Clinton’s Committee o f Advisers on Science and Technology, also the American 
co-chairman of the US-Russian Holdren-Velikov Commission on Protecting Nuclear 
Materials.

5 INFCIRC/225/Rev.2, preface and para. 2.1(a).

6 See Nuclear Suppliers’ Group Guidelines for Nuclear Transfers, reproduced in 
INFCIRC/254/Rev.2, Part 1, Add. 1, para. 3, IAEA, Vienna (1996). The suppliers o f assistance 
and the recipient were to agree on the levels of protection, “taking account of international 
recommendations”.



20 BUNN

detect State acquisition of nuclear weapons rather than on the inadequacy of the 
Convention standards to prevent terrorist acquisition of such weapons. As a result, 
nothing was done to strengthen physical protection standards, while the NPT safe
guards were very significantly strengthened by the “93+2” standards.

The assumptions on which we failed to deal as effectively as we might have 
with nuclear terrorism and illicit trafficking have now been shown to be wrong.

First, smuggling of nuclear explosive materials has in fact occurred. L. Koch of 
the European Commission’s Joint Research Centre that analyses material from 
nuclear smuggling cases says that some smuggling involved ‘weapon’ material or 
‘weapon usable’ material (see Ref. [9]). Indeed, there have been multiple seizures by 
authorities in Russia and elsewhere of kilogram quantities of weapon usable material, 
mostly highly enriched uranium (see Ref. [10]). The source of the plutonium seized 
has not been revealed, but so-called ‘reactor grade’ plutonium can be used to make 
nuclear weapons (see Ref. [11]). Given the huge quantities of weapon usable mater
ial produced by both Russia’s predecessor and the USA, given the change of govern
ment in Russia and the change in the economic status of those responsible there for 
weapons and materials, and given the current dismantlement of 1500-2000 weapons 
per year by both countries, theft and smuggling of weapon usable material should not 
be surprising (see Refs [12] and [13]). Moreover, many persons familiar with law 
enforcement believe that crimes of many kinds go undetected and therefore unknown. 
Successful smuggling of weapon usable material could have occurred without detec
tion. We can no longer affortd to assume that terrorists, whether domestic or inter
national, cannot acquire weapon usable material.

Second, the assumption that terrorists do not want to kill thousands of people 
and therefore would not use weapons of mass destruction has turned out to be wrong. 
The bombing of the World Trade Center in New York City by international terrorists, 
had it gone according to plan, might have killed many of the 10 000 people in the twin 
towers that were supposed to fall. The bombing of the Federal Building in Oklahoma 
City by a domestic terrorist did kill 169 people and injure 600 people. The release of 
the chemical weapon nerve gas in the Tokyo subway by the Japanese Aum Shinri-kyo 
sect was meant to kill many; it did injure 5000 people (see Refs [14] and [15]). Why 
would these terrorists not have used nuclear explosives, even crude devices, if such 
explosives had been available to them?

In 1996, the United Nations General Assembly recognized the terrorist threat 
and established an ad hoc committee under the Sixth Committee to negotiate new 
treaties to deal with this threat (Ref. [16]). To that committee, the Group of seven 
major industrialized countries plus Russia (the G-8) submitted a draft treaty for 
“suppression of terrorist bombings” (including nuclear bombings). The draft defines 
terrorist bombing and requires national legislation and police co-operation to deal 
with it — just as does the Physical Protection Convention for the offences it covers. 
With the addition of language by the working group, the draft states that any natural
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person (not a government) who detonates an explosive device (including a nuclear one) 
in a public place or who “manufactures, possesses, transfers or acquires” such a device 
with the intent to detonate it in such a place would commit an offence (Ref. [17]).

To the same ad hoc committee, Russia submitted a draft “Convention on the 
Suppression of Acts of Nuclear Terrorism”.7 Work on this draft was put off, probably 
until 1998, with a view to first completing work on the treaty for “Suppression of 
Terrorist Bombings”. Most of the Russian draft is concerned with defining nuclear 
terrorism, requiring parties to adopt laws prohibiting it, and calling on them to arrest 
and prosecute or extradite alleged offenders. But the draft has one paragraph which 
would obligate parties to co-operate in adopting laws, regulations and technical 
measures to “ensure the physical protection of nuclear material, ... radioactive 
products, ... nuclear installations and nuclear devices as well as protection against 
illegal or unauthorized access to them by third parties”.8 If adopted, it would thus 
require physical protection measures for material whether or not in international 
transport or dedicated to peaceful uses.

The General Assembly of the United Nations has recognized nuclear terrorism 
as an emerging threat and has a committee working on it in New York. If IAEA 
members do not consider strengthening physical protection requirements in Vienna, 
that committee may deal with aspects of the problem in New York. But the expertise 
for physical standards of protection, as distinct from definitions of criminal 
behaviour, seems to me to exist in Vienna rather than New York. We need to do for 
physical protection what we have done for safeguards: We need to make its standards 
mandatory for domestic uses, as safeguards are; we need to raise these standards, as 
we have for safeguards; and we need to require international inspections, or other 
transparency or enforcement mechanisms, to provide international assurance that 
States are in fact applying stronger standards.

2. WHAT STATES SHOULD HAVE RESPONSIBILITY TO RAISE 
STANDARDS?

(1) Russia and the USA have the largest collections of weapon usable 
explosive material and therefore have the greatest responsibility for physical 
protection. Both Russia and the USA have taken many steps to this end, but both 
have had problems. Perhaps the greatest common problem is providing enough 
information to assure other countries that US and Russian physical protection efforts

7 The USA had submitted a proposal on terrorism in general, which the Committee took 
up before the Russian draft (see Ref. [18]).

8 Draft Convention, Art. 4.3.
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are adequate. Obviously, some information on the protection of weapons must 
remain secret. But that should not prevent giving more information than has been 
provided.

There have been many negotiations between Russia and the USA to provide 
exchanges of information and more transparency on their weapons and materials (see, 
for example, Ref. [19]). There have been co-operative efforts to improve protection of 
nuclear explosives by, for example, the specialized building for storing weapon pits being 
built at Mayak in Russia. Both countries have offered to have the IAEA monitor weapon 
usable material that they declare excess to military needs, and the IAEA has agreed to do 
so, provided the material is thereafter dedicated to peaceful uses (see, for example, 
Ref. [20]). When IAEA monitoring finally begins, perhaps the rest of the world will be 
assured that this material, at least, is adequately protected. But the material will be a 
small proportion of the total current weapon usable stocks in the two countries.

(2) The G-8 clearly have a major responsibility for physical protection. 
Besides Russia and the USA — the G-8 include two more declared nuclear weapon 
States — France and the United Kingdom — plus major industrial countries with 
large civilian nuclear energy programmes, such as Germany and Japan. The G-8 have 
been developing a political framework for co-operation against nuclear smuggling 
and, at the April 1996 Nuclear Safety and Security Summit in Moscow, proposed a 
“Programme for Preventing and Combating Illicit Trafficking in Nuclear Materials”. 
This urged universal adherence to the Physical Protection Convention, acceptance of 
the IAEA protection recommendations, and strengthened G-8 collective efforts 
against illicit trafficking. The G-8 draft treaty to ban terrorist bombing has already 
been referred to. The G-8 have invited other States to participate in the Programme, 
and some European States have agreed.9

(3) A third group of States that should take leadership are the parties to the 
Physical Protection Convention. These include over 60 States, almost all those with 
relevant nuclear activities except India, Israel and Pakistan.10

9 For a description of current G-8 efforts, see Ref. [21],
10 Succession of some non-Russian former republics to the obligations of the Soviet 

Union under the Convention is assumed because these States joined the Alma Aty Declaration 
of 21 December 1991. It said that States participating in the then newly formed Commonwealth 
of Independent States guaranteed “the discharge of international obligations deriving from 
treaties and agreements concluded by the former USSR” (see Ref. [22]). India and Pakistan 
have not signed. Israel has signed but not yet ratified (see Ref. [23]). Of the former Soviet 
republics, Azerbaijan, Kazakhstan, Kyrgistan, Latvia, Turkmenistan and Uzbekistan are not 
parties to the Convention.
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(4) The fourth group are IAEA Member States. The IAEA is the depositary 
for the Physical Protection Convention and has the responsibility to help organize any 
review conference requested by a majority of the Convention’s parties to strengthen 
protection standards. In addition to recommending detailed standards, it organizes 
‘peer reviews’ of physical protection efforts for States that request them. It is the inter
national organization responsible for nuclear safeguards and the only one with the 
expertise necessary to handle physical protection problems.

3. WHAT SHOULD BE DONE?

(1) The IAEA should review again its recommended protection standards and 
the less demanding Physical Protection Convention standards. The review should 
focus on any changes suggested by the newly perceived dangers of illicit trafficking 
and nuclear terrorism. This would of course require the formation of an expert 
committee and the co-operation of Member States to supply outside experts and to 
consider their recommendations and IAEA Secretariat recommendations.

The Board of Governors does not have the authority to make physical 
protection standards mandatory or to require that national physical protection efforts 
be subject to IAEA inspection. But States interested in taking leadership in this area 
could invite IAEA inspection or peer review of their own protection efforts. In fact, 
on an informal basis, IAEA inspectors may sometimes make recommendations to 
States concerning physical protection during the course of their safeguards 
inspections. For States unwilling to accept physical protection inspections or peer 
reviews, the IAEA staff might develop forms on which States could report each year 
on their efforts for their significant nuclear facilities. The purpose would be both to 
raise national physical protection concerns in States with problems and to provide 
assurance to other States that protection in the problem States is improving.

(2) The G-8 should call upon its members to co-operate with this IAEA effort. 
Euratom is well represented among G-8 members, and it has physical protection 
experience that would be helpful in an IAEA effort to raise standards and persuade 
States to accept them. Japan has similar useful experience. As suggested above, 
Russia and the USA have much experience and more weapon usable material to 
protect than any other States.

(3) Like the Nuclear Supplier’s Group, the parties to the Physical Protection 
Convention should agree to adopt export controls, requiring that all nuclear material 
they export be subject to strengthened physical protection standards. The Physical 
Protection Convention (Art. 4.1) now prohibits its parties from exporting nuclear 
material unless they are assured by the recipient that the material will receive
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appropriate physical protection during international transport. At the next review con
ference of the Convention, the States could agree in their report that they would in the 
future require the recipient to continue this protection after international transport. 
Without even amending the Convention, they could accept a political undertaking to 
this effect that would be as binding as the Nuclear Suppliers’ Group guidelines or the 
recent NATO Founding Act.

(4) The parties to the Physical Protection Convention should agree to expand 
the scope of the Convention to cover all material; to apply higher, more detailed 
physical protection standards; and to require inspections or reports on national 
physical protection efforts.

At the next review conference, the parties to the Convention could agree to 
support IAEA review of possible strengthened standards for physical protection with 
broader application. Some of them could volunteer to accept inspection or peer 
review.

To amend the Convention to create a legal obligation for higher standards with 
broader application would require a two-thirds majority of the parties and submission 
to parliaments where called for by national constitutions. Such an amendment might 
also require that IAEA inspectors be permitted to check compliance with the new 
standards. Simply requiring that the Convention’s existing standards apply to all 
nuclear material under the parties’ control (whether or not in international transport 
or dedicated to peaceful uses) might not be onerous as long as no inspection is 
required. But once an inspection is required, the nuclear weapon States would prob
ably object. Is it possible for inspectors simply to check inspection requirements for 
fences, guards, sensors, etc., outside a facility, without inspection of weapons or 
weapon usable material being permitted inside? The problem is that the level of 
protection required outside a facility is dependent upon the kind and amount of 
material inside.11 To avoid inspecting weapons or the highest categories of weapon 
usable material inside a facility, IAEA inspectors would have to accept the word of 
the inspected government that what is inside the fence or wall or building is in a 
particular category.12 A better procedure would be for the nuclear weapon States to 
agree to peer review inspection teams made up of experts from the other nuclear

11 Under the Physical Protection Convention, the protection required for the most dan
gerous category of material, Category I (plutonium of 2 kg or more, and enriched, unirradiated 
uranium of 5 kg or more), is: “storage within an area to which access is controlled”.

12 There is an additional question concerning whether inspecting the adequacy of 
physical protection efforts for weapons might constitute assistance that, some would argue, 
could further a military purpose in violation of Art. II o f the IAEA Statute.
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weapon States; still better would be to combine IAEA inspection with some form of 
managed access such as that used in several existing arms control treaties, so that 
significant weapons information is not revealed. The alternative may be to await 
dismantlement of weapons and dedication of the material to peaceful uses, at which 
point IAEA inspection can occur if ongoing negotiations between the IAEA, Russia 
and the USA are successful.
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PHYSICAL PROTECTION OF NUCLEAR MATERIAL: THE FRENCH PERSPECTIVE.
France, whose complete fuel cycle, extending from mining to spent fuel reprocessing, is 

essential to both energy production and the defence programme, has been obliged to draw up 
regulations on the supervision and protection of nuclear material against theft and diversion 
(Law of 25 July 1980). These regulations are consistent with the provisions o f the Convention 
on the Physical Protection of Nuclear Material (IAEA INFCIRC/274), which France has 
ratified, and other international texts (IAEA INFCIRC/225). The Law of 25 July 1980 
prescribes the arrangements for national supervision of nuclear material in three areas: 
monitoring/accounting, physical protection, and inspections of the use and transportation of 
nuclear material carried out by highly skilled officials acting with authorization and under oath. 
The regulations are implemented on the basis of a hierarchy of responsibilities divided among 
operators (first level of supervision) and the authorities (second level of supervision). In 
addition, France is subject to international controls (Euratom, IAEA) which are intended to 
verify a posteriori the non-diversion of nuclear material by States. These controls do not 
concern physical protection, which is the sole responsibility of States. Backed up by its 
experience (over 250 facilities and around 1500 shipments per year), France has participated 
actively in the various international efforts to strengthen the physical protection of nuclear 
material and in consequent attempts to combat illicit trafficking. This collaboration has taken 
the form of: participation in seminars, exchanges of information, elaboration of texts and/or 
recommendations, missions to provide advice and assistance to certain countries, under the 
auspices of the IAEA; and bilateral exchanges and research and development programmes with 
certain other countries (e.g. United States o f America, Russia, United Kingdom, Germany). In 
the context of the current international situation, France considers that high priority should be 
given to the physical protection of nuclear material and measures to combat illicit trafficking; 
it is willing to contribute to further development of international co-operation, which is already 
under way.
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As the person responsible for the application of the national regulations on the 
protection and supervision of nuclear material, I should first like to express my great 
satisfaction on having been invited by the International Atomic Energy Agency to 
give this address at the opening of the International Conference on Physical 
Protection of Nuclear Materials.

The continuous growth in energy demand, especially in the industrialized coun
tries, and the extensive promotion of nuclear energy have led to what might be called 
the globalization of nuclear energy for civil use. However, this globalization brings 
with it the need for vigilance regarding the risk of diversion of such material and, in 
particular, the prevention of illicit trafficking.

I shall concentrate on two themes. Firstly, I shall describe how France deals 
with the supervision and protection of nuclear material. Secondly, I shall use appro
priate examples to suggest possible future directions that international co-operation 
might take, especially with a view to enabling the entire nuclear community to make 
the most of the experience gained in individual States.

France possesses the complete cycle, as its nuclear material is required for both 
research and electricity production, most of the latter being nuclear electricity, and for 
its defence programme. France has therefore always attached great importance to the 
protection and supervision of its nuclear material.

Originally, the Commissariat a l’energie atomique (CEA), a State-run public 
corporation, was the only institution in possession of nuclear material on French 
territory, and it adopted a range of measures designed to ensure full control over its 
handling and protection under all circumstances. The growth in nuclear energy and its 
development to the industrial stage led to an increase in the number of players. In 
1970, it became necessary to draw up regulations at the national level, which was all 
the more relevant in view of France’s intention to associate itself with the IAEA’s 
objectives in seeking to control nuclear proliferation. Thus, in 1975, France began 
participating in the work of the London Club, which aimed at imposing very strict 
guidelines on exports of sensitive nuclear material to non-nuclear weapon States. 
Moreover, France acceded to the Convention on the Physical Protection of Nuclear 
Material, which was drafted under the auspices of the IAEA and concerns physical 
protection measures and the definition of offences involving the theft and diversion of 
nuclear material.

In the light of its experience and the international agreements, the French 
Government, through the National Assembly, adopted a law, published officially on 
25 July 1980, to regulate the protection and supervision of nuclear material. The law 
was supplemented by the implementing orders of May 1981 and by various ministe
rial decrees. Under these regulatory arrangements, those in possession of or trans
porting nuclear material, if they are holding or transporting quantities which exceed 
the established limits, must prepare a request for authorization, outlining the 
measures they intend to take in order to ensure its protection and supervision. This
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request is passed on to me for consideration, after which the minister responsible for 
the industry issues authorization for the possession, transfer or export of nuclear 
material. Authorized inspectors, acting under oath, have been placed under my 
authority, and on my instruction can carry out inspections to verify that the regulatory 
provisions have been implemented properly.

Without entering into details, which will be clarified by other participants from 
France, I should like to summarize the main characteristics of these regulations.

Firstly, in order to avoid a rigid definition of the technical means used to 
comply with the requirements of the regulations, the latter have been drawn up in 
such a way that they oblige those in possession of or transporting nuclear material to 
achieve a result. In contrast to an obligation that focuses on the methods to be used, 
France has selected an approach which makes it possible to improve techniques on a 
continual basis and to keep pace with advances in technology, provided full 
compliance with the objectives of protection and supervision can be demonstrated.

Secondly, national supervision extends to all French nuclear facilities and all 
nuclear material on French soil. It thus also covers facilities used for defence purposes 
and the so-called ‘free-use’ material they contain, i.e. material which is not subject to 
obligations on peaceful utilization resulting from an international undertaking. 
National supervision concerns not only plutonium, uranium and thorium, which are 
subject to international controls, but also deuterium, tritium and lithium enriched in 
lithium-6, which are used for defence purposes.

France also submits to the international controls exercised by the IAEA and 
Euratom. In this regard, I should like to describe briefly how national supervision 
relates to these two organizations:

— The objective of national supervision is to prevent the theft or diversion of 
nuclear material. The purpose of international controls is different: either, in the 
case of Euratom, verification of the declared use of material or, as in the case 
of the IAEA, verification of political commitments of States undertaken within 
the framework of non-proliferation.

— Centralized nuclear material accounting incorporates codes which make it pos
sible to establish whether material is or is not subject to an undertaking result
ing from a bilateral treaty or agreement, and if so, to which — Euratom, the 
IAEA or a third party. It is the national accounting system which, in this con
text, prepares and communicates to the competent authorities the accounting 
documents which the latter must transmit to the relevant organizations abroad, 
in accordance with treaties and agreements concluded by France.

— In contrast to IAEA and Euratom controls, national supervision incorporates 
the aspect of ‘physical protection’ of nuclear material which is either in storage 
or in transit. The international instruments, i.e. the IAEA recommendations
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given in INFCIRC/225 and the Convention on the Physical Protection of 
Nuclear Material (INFCIRC/274), recognize this dimension as being the sole 
responsibility of States, even though they propose or establish mechanisms for 
assistance and co-operation among those States.

Thus, national supervision is an instrument intended to keep the French author
ities aware of every aspect of the overall nuclear situation in France. While national 
supervision is designed to ensure that the three areas of physical protection, monitor
ing/accounting and inspections complement one another and form a coherent whole 
from the national security point of view, it must also measure up to France’s inter
national undertakings.

The State’s exclusive responsibility for physical protection does not rule out the 
possibility of international co-operation in this area, provided confidentiality can be 
ensured. On the contrary, as I said at the beginning, such co-operation is an important 
factor in improving national legal and regulatory arrangements. I shall give four 
examples.

(1) The threats. Since terrorism takes many forms and is multicultural, an 
examination of the issues at the ‘upstream’ stage can only benefit international 
exchanges. Being aware of this need, in 1979 the CEA in France and the Department 
of Energy in the United States of America initiated contacts, which eventually led to 
the signature, in 1983, of a draft treaty on research and development in the area of the 
physical protection of nuclear material and facilities. Since then, research centres of 
these two organizations have exchanged experience and information on technical 
programmes for the physical protection of facilities, automated systems for control
ling access, and also the principles used in ensuring safe transport.

(2) Shipments of nuclear material. Whether in the context of industrial strategy, 
or exchanges relating to research, or for any other reason, nuclear material must cross 
State borders. By virtue of its geographical location and the large number of available 
nuclear services, France is heavily involved in transboundary movements, be they by 
road, rail, sea or air, which affect near neighbours or States further away. It has thus 
transpired that we collaborate closely with the authorities in neighbouring countries 
so as to ensure compatibility and consistency on both sides of the frontier in respect 
of the protection measures used for road and rail transfers. Likewise, in regularly 
using the sea route between them, both France and Japan use the Convention on the 
Physical Protection of Nuclear Material as a reference document for preparing 
shipments.

(3) This example is the direct result of industrial co-operation between France 
and Germany. It is important that the European Pressurized Reactor project 
incorporates the necessary elements for physical protection from the very outset. In 
collaboration with Germany’s Ministry of the Environment, Nature Conservation and
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Reactor Safety — the authority responsible for physical protection in Germany — we 
have requested the Institute for Radiation Protection and Nuclear Safety (IPSN) in 
France to set up a working group with its German counterpart, the Gesellschaft fur 
Reaktorsicherheit, with a view to establishing the basis for a joint French-German 
approach to reactor protection in future. There will be a joint presentation on this 
subject during this Conference.

(4) Recent exchanges in the area of training with our colleagues in central and 
eastern Europe. These experiences provided the substance of a seminar held in 1985 
at the IPSN.

In closing my address, I should like to recall that France will host the next 
meeting of the group of experts whose task is to discuss measures for revising 
INFCIRC/225 in the light of changing realities in the nuclear energy sector and the 
increase in perceived or actual hazards. As it has already done in the International 
Physical Protection Advisory Service (IPPAS) missions carried out under the 
auspices of the IAEA, France will contribute its experience of physical protection to 
those meetings for, I trust, the greater benefit of our international community.
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INFCIRC/225/REV.3: ITS ROLE IN THE INTERNATIONAL PHYSICAL PROTECTION 
REGIME.

Physical protection against theft or unauthorized diversion of nuclear material and 
against sabotage of nuclear facilities by individuals or groups has long been a matter of 
national and international concern. Although the responsibility for establishing and operating 
a comprehensive physical protection system for nuclear material and facilities within a State 
rests entirely with the Government o f that State, it is not a matter of indifference to other 
States whether and to what extent that responsibility is fulfilled. Physical protection has 
therefore become a matter o f international concern and co-operation. The need for 
international co-operation becomes evident in situations where the effectiveness o f physical 
protection in one State depends on the taking of adequate measures by other States to deter or 
defeat hostile actions against nuclear facilities and material, particularly when such material 
is transported across national frontiers. The IAEA recognized early on that it might be called 
upon to play a role in the area of physical protection o f nuclear material and facilities. Its first 
effort resulted in a publication, in 1972. Subsequently, the IAEA has developed 
INFCIRC/225, The Physical Protection of Nuclear Material, which has been revised several 
times, the latest version being Revision 3. The recommendations presented in this IAEA 
document reflect a broad consensus among Member States on the requirements which should 
be met by systems for the physical protection of nuclear material and facilities. 
INFCIRC/225/Rev.3 is universally recognized as defining acceptable international practice 
for the physical protection of nuclear material in use, storage and transport, and provides for 
establishing effective physical protection systems worldwide. However, various officials 
responsible for the physical protection of nuclear material and facilities in their respective 
countries have experienced difficulty in interpreting and implementing some of the 
recommendations of INFCIRC/225/Rev.3. To address this problem, the IAEA held a 
Consultants Meeting in June 1996 to consider guidance for regulatory authorities and 
operators on the interpretation and implementation of INFCIRC/225/Rev.3. The guidance 
developed was published in September 1997 as IAEA-TECDOC-967, Guidance and
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Considerations for Implementation of INFCIRC/225/Rev.3. The paper also describes the 
conclusions and recommendations of this publication. The IAEA Secretariat has consulted with 
individuals from Member States about the timeliness of a meeting for a comprehensive review 
of INFCIRC/225/Rev,3 in 1998. Since 1989, technological changes, political adjustments and 
modifications to national physical protection approaches make it timely to conduct such a 
review. Actions are now being taken to prepare for such a task.

D evelopm ent o f IN FC IR C /225/R ev.3

In order to promote uniformly high standards for the protection of nuclear 
material, the IAEA provides in INFCIRC/225 recommendations on the require
ments for physical protection of nuclear material in use, transit and storage. These 
recommendations reflect a broad consensus among Member States on the require
ments which should be met by systems for the physical protection of nuclear 
material and facilities. The specific physical protection measures which are applied 
to a particular facility are determined by the State. That determination is based on 
factors specific to the State, including threat perception, economics, political infra
structure and culture.

Initial involvement by the IAEA in the area of physical protection began in 
early 1972, when the Director General convened a panel of experts to develop 
recommendations regarding physical protection of nuclear material. The draft recom
mendations addressed two levels of protection, corresponding to two groups of 
nuclear material. The panel, which consisted of experts from the Federal Republic of 
Germany, France, Hungary, India, Japan, the United Kingdom, the United States of 
America and the USSR, conditionally agreed to the drafted recommendations. These 
“Recommendations for the Physical Protection of Nuclear Material”, which did not 
have any official status, were compiled in the publication known as the ‘Gray Book’ 
in June 1972.

In 1975, as a result of the Non-Proliferation Treaty, the Director General again 
convened a group of experts in physical protection to determine whether upgrades to 
the ‘Gray Book’ should be made. The proposed upgrades specifically addressed the 
threats of sabotage and plutonium dispersal; expanded the graded protection approach 
from two groups to three categories; emphasized that the recommended measures 
were intended to provide minimum protection; and included a narrative rationale for 
the principal recommendations. The revised recommendations were approved by the 
experts, and published by the IAEA as INFCIRC/225 in September 1975. In October 
1975, the General Conference of the IAEA approved a resolution supporting these 
recommendations.

Since 1975, INFCIRC/225 has undergone several revisions. In March 1977, it 
was reviewed by the Advisory Group on Physical Protection of Nuclear Material, a 
panel of experts convened by the Director General. This panel proposed that the
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recommendations remain essentially unchanged, with one exception. The exception 
was to delete the plutonium dispersal quantity categorization from the recommenda
tions. Also, it was proposed that a preface signed by the Director General be included. 
This document was published as INFCIRC/225/Rev.l.

Twelve years later, in 1989, a technical committee made a thorough review of 
that document. The committee made numerous changes to bring the document in 
line with the then current international consensus. Most significantly, the revision 
referenced the Convention on the Physical Protection of Nuclear Material (INF- 
CIRC/274/Rev.l), which had come into force a few years earlier. A section on the 
potential for sabotage was added which emphasized not only the need to consider the 
attractiveness of nuclear material for theft but also whether there exists a potential for 
sabotage. In that respect, the concept of protecting vital areas was emphasized.

The final statement of the 1992 Review Conference on the Convention on the 
Physical Protection of Nuclear Material called on the IAEA to organize a meeting to 
examine INFCIRC/225/Rev.2, primarily to consider the need for consistency with the 
Categorization Table contained in the Convention, and to consider the incorporation 
of further guidance on such issues as irradiated fuel, nuclear material contained in 
waste, and other matters. As a result of that recommendation, a technical committee 
met in June 1993. The revised document, INFCIRC/225/Rev.3, reflects the technical 
committee’s recommendations for changes to the text, as well as other modifications 
determined necessary to advance the consistency of the Categorization Table in INF- 
CIRC/225/Rev.2 with the Categorization Table contained in the Convention, and to 
reflect additional improvements presented by the experts.

Impact of INFCIRC/225

INFCIRC/225, in all its versions, has received widespread international recog
nition. To date, more than 8000 copies have been distributed worldwide. The catego
rization of nuclear material in this document was used to set the levels of physical 
protection agreements with Member States. Many States use it as a criterion for 
nuclear trade and co-operation, and it is specified in INFCIRC/224, Guidelines for 
Nuclear Transfers, as a condition for nuclear transfers to a recipient State. Most 
industrial and developing countries have used it in the establishment and operation of 
their physical protection systems. The IAEA also uses it as a basis when advising 
Member States or assisting them in establishing their systems via technical co
operation projects.

These IAEA recommendations are intended to apply to the physical protection 
of nuclear material in use, storage and transport, whether domestic or international 
and whether peaceful or military. They also contain provisions relating to the 
sabotage of facilities. Following the INFCIRC/225/Rev.3 recommendations provides 
a balanced physical protection system, which means that, no matter how adversaries



36 WEISS and HIBBS

attempt to accomplish their goal, they will encounter effective elements of the 
physical protection system. There should not, for example, be a costly vault door if 
the vault walls are flimsy. Adherence to INFCIRC/225/Rev.3 on an international 
level would provide universal and balanced physical protection where all countries 
protect nuclear material at, or beyond, the internationally accepted level recom
mended, i.e. INFCIRC/225/Rev.3. Therefore, if these instructions were followed, 
no country would provide a more tempting target because it had less effective 
physical protection than other countries.

While categorization of nuclear material focuses on proliferation aspects, INF- 
CIRC/225/Rev.3 recognizes the adverse health and safety consequences that could 
arise from the sabotage of facilities resulting in the release of radioactivity. It specifies 
that in all cases physical protection is in addition to, not a substitute for, other 
measures established for the safety of nuclear material in use, storage or transit. It 
further states that, for the purposes of sabotage, a State should apply physical 
protection requirements of Category I, II or III nuclear material, as it deems appro
priate, without regard to the quantity of plutonium, if the State deems the amount of 
material to constitute a credible dispersal threat. INFCIRC/225/Rev.3 also states that 
nuclear activities should be licensed only when they comply with physical protection 
regulations as well as with relevant radiological safety regulations.

The guidance contained in INFCIRC/225/Rev.3 details the elements needed 
in a State’s system of physical protection, including appropriate regulations, 
licensing procedures, implementation and control procedures and quality assurance 
programmes. It sets up a system of categorization of nuclear material based on the 
potential proliferation hazard of the material, and provides detailed requirements 
for each category in use and storage, covering hardware, procedures and facility 
design. Further requirements cover material in transit, including preparations, 
protection during transit, and emergency actions in the event of an attempt on the 
shipment.

W eaknesses o f IN F C IR C /225

Over the past few years, various officials responsible for the physical protection 
of nuclear material and facilities in their respective countries have reported that they 
have experienced difficulty in interpreting and implementing some of the recommen
dations of INFCIRC/225/Rev. 3.

The need for Government authorities to give nuclear operators (licensees) and 
applicants specific guidance on how to implement national requirements in a manner 
consistent with the recommendations in INFCIRC/225/Rev.3 was raised by several 
representatives of eastern European countries at the International Conference on 
Physical Protection held in St. Petersburg in April 1995. Although 
INFCIRC/225/Rev.3 provides recommendations for protecting material and facilities
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from theft or sabotage, it does not provide in-depth details for these recommenda
tions, because physical protection is a sovereign responsibility and the means of 
achieving recommended levels of protection is believed to be the responsibility of 
each State. However, how these recommendations are implemented can have signif
icant implications on the effectiveness of systems and on cost.

Consequently, in June 1996, the IAEA convened a consultants meeting to con
sider this matter. The primary objective of this meeting was to identify and prioritize 
those recommendations for which guidance is most needed. During the initial phase 
of the meeting, all participants provided views on the need for such guidance to 
implement INFCIRC/225/Rev.3 on the basis of their experience. The focus of the 
meeting was on developing guidance to assist in implementing INFCIRC/225/Rev.3, 
not on making changes to that document.

As a first step in this process, the committee reviewed the document in some 
detail. It was evident that a number of improvements were needed for INFCIRC/225 
to make it more useful. In particular, a number of phrases and suggestions need better 
definitions or explanations to provide practical guidance for users attempting to 
implement these recommendations. Some examples of terms where the meaning is 
not clear or substance is lacking are:

— Physical barriers
— Inner areas
— Strong room
— In-depth protection during transport
— Vehicle disabling system
— Security survey
— Compensating measures
— Immobilized vehicle
— Prudent management practices
— Prudent and necessary measures
— Measurement of 1 Gy/h
— Dedicated monitoring centre
— Compensating measures
— Surveillance
— Multiple locations
— Vital areas

In addition, it was strongly felt that there needs to be: a better distinction of 
how physical protection is applied to the possibility of sabotage vis-a-vis theft; a 
listing of the protection performance objectives for Categories II and III; and an 
expanded explanation of the purpose and implementation of the Categorization 
Table.
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IA E A -TE C D O C -967, G u idance an d  C onsidera tions fo r Im p lem en ta tio n  
o f IN FC IR C /225/R ev.3 , T h e  Physical P ro tec tion  o f N uclear M a te ria l

The document that was produced, IAEA-TECDOC-967, Guidance and 
Considerations for Implementation of INFCIRC/225/Rev.3, The Physical Protection 
of Nuclear Material, touched on the items above and on several others. The intent of 
this document is to provide clearer guidance for State organizations in order to pre
scribe appropriate requirements for the use of nuclear material which are compatible 
with accepted international practice. The TECDOC is organized into four chapters:

• Chapter I, Introduction.
• Chapter II, Objective and Elements of State Physical Protection Systems, 
describes in more detail the recommendations for the establishment of conditions for 
a State system of physical protection to minimize the possibilities of the theft of 
nuclear material or the sabotage of nuclear facilities.
• Chapter III, Categorization of Nuclear Material Activities, provides some 
additional explanations of how this system of categorization can best be applied and 
utilized. It covers such items as:

— When should separate quantities of nuclear material be combined (‘rolled up’) 
in calculating the category?

— What is the controlling distance between quantities?
— How should quantities of plutonium and highly enriched uranium be 

combined?
— How is the radiation level measured to determine whether material is self- 

protecting?
• Chapter IV, Physical Protection Concepts, is directed to providing a clearer 
description of the principles of physical protection used in the field and which 
underlie INFCIRC/225/Rev.3. These explanations are contained in three subheadings, 
which emphasize the three different applications of these physical protection 
principles and concepts, i.e. (a) theft of nuclear material, (b) sabotage of nuclear 
facilities, and (c) transit of nuclear material. Because of the prominent role of States 
in the international transfer of nuclear material, the section on transit additionally 
highlights the part they play in regulating physical protection aspects of transporta
tion and notes obligations placed upon a State party to the Convention on the Physical 
Protection of Nuclear Material.

A copy of TECDOC-967 has been sent to all participants of this international 
conference. The publication does not provide a list of suggested specific 
modifications that might bring INFCIRC/225/Rev.3 in line with the identified 
concerns. However, it is believed that IAEA-TECDOC-967 will be useful as a starting 
point in considering revisions to INFCIRC/225/Rev.3.
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Review  o f IN F C IR C /225

The last review of INFCIRC/225 in June 1993 focused principally on recom
mendations of the 1992 Conference to Review the Convention on Physical Protection; 
this review was not intended to be comprehensive. Consequently, the last really 
thorough review of INFCIRC/225 was in 1989. The IAEA Secretariat has consulted 
individuals from Member States about the timeliness of a meeting for a 
comprehensive review of INFCIRC/225/Rev.3 in 1998. There is agreement that, since 
1989, technological changes, political adjustments and modifications to national 
physical protection approaches have occurred that make it timely to conduct such a 
review. Actions are now being taken to prepare for such a task. In order to properly 
prepare for such a review, detailed planning, including working papers on a variety of 
subjects that might be considered at a review meeting, is needed. Such a preparatory 
meeting will be conducted in December 1997 in order to take advantage of any 
discussions related to INFCIRC/225 that are held at this conference. There will be a 
limited, but representative, number of participants to prepare the necessary working 
papers. Following that, Member States will be invited to participate in a full review 
of INFCIRC/225/Rev.3 during spring 1998.
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A b strac t

PAST AND PRESENT PHYSICAL PROTECTION OF NUCLEAR FACILITIES AND 
MATERIALS IN THE CZECH REPUBLIC.

The paper describes comprehensively past and present methods of physical protection 
of nuclear facilities and materials in the Czech Republic, particularly: the changes made in 
ensuring and in legislation of physical protection following the political changes in 1989; the 
basic concept and regulation in physical protection and the effort made to strengthen the 
national regulatory programmes, as well as a brief survey of the nuclear facilities in the Czech 
Republic; experience in design, operation, inspection and licensing of the integrated physical 
protection system for nuclear power plants with WWER-440 reactors; the role of the police as 
a response force and the role of the new private security companies.

1. INTRODUCTION

The physical protection of nuclear facilities and nuclear materials in the Czech 
Republic is considered to be an integral part of nuclear safety. There is no difference 
in the damage to the environment by the release of radioactivity whether it is due to 
failure of technological systems or to radiological sabotage.

Referring to the basic IAEA recommendations [1-3] to ensure the commitment 
of States following the Convention on the Physical Protection of Nuclear Material, 
the Non-Proliferation Treaty and the implementation of safeguards, from the begin
ning of the operation of nuclear power plants and other nuclear facilities in the former 
Czechoslovakia, the physical protection of these facilities and nuclear materials has 
been ensured.

The ultimate objective of the physical protection system (PPS) is to prevent the 
accomplishment of unauthorized overt or covert actions regarding nuclear facilities 
and nuclear materials. When a PPS is applied to a nuclear facility or to nuclear 
materials, its objective is to prevent radiological sabotage of facilities and theft of 
nuclear materials. Thus, an effective system of physical protection plays an important 
role in preventing illicit trafficking of nuclear materials.

43
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Theft of nuclear materials or sabotage of a facility may be prevented in two 
ways: by deterring the adversary from any action or by defeating the adversary once 
he has taken action.

Before the former Czechoslovakia was split into two parts, the State Office for 
Nuclear Safety (SONS) was established by the Czech Law No. 21/1992, Coll. [4], 
From 1 January 1993, SONS as a regulatory body has carried out most of the 
activities performed by the former Czechoslovak Atomic Energy Commission 
(CSAEC) in the field of nuclear safety [5]. Since 1 July 1995, SONS also performs 
State supervision of radiation protection according to Law No. 287/1993, Coll. [6] 
and Law No. 85/1995, Coll. [7],

All former commitments of Czechoslovakia regarding the aspects of safeguards 
and physical protection are fully covered by the Czech Republic. The responsibility 
and role of SONS are declared by Law No. 18/1997, Coll. [8].

In respect of the splitting of Czechoslovakia it is necessary to mention that there 
was no gap in ensuring nuclear safety in the newly established Czech Republic. All 
laws and regulations regarding nuclear safety as well as former decisions of CSAEC 
were fully accepted by SONS and by the utilities.

2. PAST PHYSICAL PROTECTION

In the past, the State Defence Council (SDC) declared nuclear power plants 
(NPPs) as ‘installations of special importance’. In accordance with the decision of the 
SDC, physical protection of NPPs had to be performed by the army forces on the 
outer perimeter of the facilities. Protection of inner parts (entry control, search of 
transportation means, etc.) as well as response to terrorist attack had to be provided 
by the forces of the Ministry of the Interior.

From the very beginning it was recognized that the efficiency of the PPS should 
be improved and the human factor influencing the quality of protection should be 
minimized and/or excluded. Thus, in 1982, on the basis of a governmental decision, 
the project on development, design and construction of the integrated PPS for NPPs 
started. This decision listed the basic technical requirements of this system: detection 
in depth, automatic access control of persons and vehicles, a fully computerized 
system, provision of barrier detection systems and vehicle barriers, provision of a 
closed circuit television (CCTV) system, as well as manufacture of the system’s 
components by Czech enterprises. The concept of this system fully corresponded to 
similar systems operating in western countries at that time. The performance of the 
system was based on the recommendations given by the IAEA.

The Research Centre Dukovany was established to realize this system at the 
NPP Dukovany. The system design, including software for the operation of the 
system, was developed there at the end of the 1980s. In 1990, the installation of this
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system at the NPP Dukovany was started. The system was put into operation step by 
step within approximately two years, and the decision of CSAEC for permanent oper
ation from 1 January 1993 was issued. This is the first integrated system designed to 
ensure physical protection of NPPs with WWER-440 type reactors and fully covers 
the IAEA recommendations published in INFCIRC/225/Rev.3 and the requirements 
set by Regulation No. 100/1989, Coll. [9] of CSAEC.

3. PRESENT PHYSICAL PROTECTION

3.1. S tren g th en in g  the  n a tio n a l reg u la to ry  p ro g ram m e

Focusing on strengthening the national regulatory programme, a new compre
hensive Atomic Law [8] was approved by the Parliament of the Czech Republic on 
24 January 1997, and the new Atomic Law came into force on 1 July 1997. The pro
posal of the Atomic Law constitutes the legal basis for the physical protection of 
nuclear facilities, nuclear materials and transportation of nuclear materials (paras 4, 
9, 13,18, 20, 39 and 44). The Atomic Law also defines basic provisions for account
ing for and control of nuclear materials, export/import of nuclear materials, equip
ment and technology and dual-use items. To follow the basic requirements of the 
Atomic Law, the new basic national regulation Decree No. 144 on Physical 
Protection of Nuclear Material and Nuclear Facilities and its Inclusion into a 
Particular Category was prepared and issued on 19 June 1997 [10]. The new regula
tion very clearly describes technical and administrative measures to ensure physical 
protection of nuclear facilities and materials, as well as nuclear materials in transit, 
categorization of nuclear materials, parts of nuclear installations and licensing of 
physical protection. The provisions of the Decree follow the basic IAEA recom
mendations on the Physical Protection of Nuclear Material (INFCIRC/225/Rev.3) 
and the provisions of the Convention on the Physical Protection of Nuclear Material 
(INFCIRC/274/Rev. 1).

The specific physical protection measures which are applied to a particular 
facility are determined by the State. That determination is based on factors specific to 
the State, including threat perception, economics, political infrastructure and culture.

The design and evaluation process outline scheme and the physical protection 
philosophy proposed by Sandia National Laboratories [11] has been widely used in 
the Czech Republic to solve the above mentioned problems of PPS design.

According to the Atomic Law [8] the licensee bears the responsibility for 
physical protection of his facility and of nuclear material. The licensee has to submit 
to SONS for approval a safety report the contents of which are described in the 
Appendix of the Atomic Law; the safety report has to show how the requirements to 
ensure physical protection are fulfilled.
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FIG. 1. Location of the principal nuclear installations in the Czech Republic.

The safety report concerning obligatory physical protection consists of the 
following chapters: analysis of the necessity and possibility to ensure physical pro
tection to obtain the site permit, proposal of the means to ensure physical protection 
to obtain the construction permit, and manner of the assurance of physical protection 
to obtain the operation permit.

All systems of physical protection of nuclear materials and nuclear installa
tions have to follow updated requirements set by Decree No. 144/1997, Coll., not 
later than five years after entry into force of the Decree. These additional require
ments determine general aspects, detailed requirements concerning the design of 
the technical system, including its maintenance and communication means, require
ments concerning the provisions of guarding as well as the demands of dealing with 
secret information. These additional requirements are mostly derived from the US 
Nuclear Regulatory Commission regulations on the Physical Protection of Plants 
and Material [12].
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A detailed description of the contents of the above mentioned chapters is given 
in para. 18 of Decree No. 144/1997, Coll. [10].

3.2. Nuclear installations in the Czech Republic

In the Czech Republic, only the following steps of the nuclear fuel cycle are 
covered:

— exploration, mining and milling of uranium ore;
— storage of uranium concentrate (yellow cake);
— operation of nuclear reactors;
— storage of highly enriched uranium (HEU) and other nuclear materials;
— interim storage of spent fuel (away from reactor);
— storage of high level radioactive wastes;
— disposal of low and medium radioactive wastes;
— transportation of nuclear materials.

The principal nuclear facilities (see Fig. 1) are briefly described as follows.

3.2.1. Nuclear pow er plants1

— NPP Dukovany:
four units, WWER-440/type 213;
low enriched uranium (LEU), CZ-J (units 1 and 2),
CZ-K (units 3 and 4), category I.

Criticality achieved:
Unit 1 1985
Unit 2 Jan. 1986
Unit 3 Oct. 1986
Unit 4 May 1987

1 D -  depleted uranium, N -  natural uranium, CZ-i: material balance area of SSAC, 
category j: level of physical protection, SSAC -  State system of accounting for and control of 
nuclear material.
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In commercial use since:
Unit 1 Aug. 1985
Unit 2 March 1986
Unit 3 Dec. 1986
Unit 4 July 1987

— NPP Temelm:
two units, WWER-1000;
LEU, CZ-T (units 1 and 2), under construction, category I; 
storage of fresh fuel in operation from 1997.

3.2.2. Research reactors

— Nuclear Research Institute Rez:
reactor LWR-15 (CZ-B, HEU, maximum output 15 MW, category II); 
reactor LR-0 (CZ-C, LEU, sub-critical assembly, category III).

— Czech Technical University Prague:
reactor VR-IP (CZ-V, zero output, category II).

3.2.3. Interim storage o f  spent fuel (away from  reactor)

— NPP Dukovany site:
(CZ-L, dry type using cask CASTOR-40/84, capacity 60 casks, category I).

3.2.4. Other facilities

— Storage of HEU (fresh fuel):
Nuclear Research Institute Rez 
(CZ-B, HEU, category I).

— Storage of LEU:
SKODA, Nuclear Engineering, Plzen 
(CZ-E, LEU, category III).
SKODA, Institute of Nuclear Fuel, Prague 
(CZ-F, D, N, LEU, category III).

— Storage of uranium concentrate:
DIAMO, s.p. Straz pod Ralskem 
GEAM, o.z. Dolni Rozmka 
(CZ-X, CZ-Y, CZ-W, N, category III).
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— Storage of high level radioactive waste:
Nuclear Research Institute Rez
(CZ-G, irradiated HEU and LEU, radioactive wastes, category II).

— Regional repository of low level radioactive wastes:
NPP Dukovany, category III.

— Repository of radioactive wastes Richard (near city of Litomerice):
ARAO, A.S., Prague, category III.

3.3. Basic concept of physical protection

The basic concept of the PPS for particular nuclear facilities and/or nuclear 
materials in use and storage should fulfil the general requirements set up by Decree 
No. 144/1997 [10],

The main paragraphs of the Decree are as follows:

• Part I — Introductory provisions.
— Scope of the regulation (§ 1, § 2).

• Part II — Inclusion of nuclear materials and nuclear facilities or their parts into 
categories; means and extent of assurance of physical protection of nuclear 
materials and nuclear facilities and their parts.
— Categorization of nuclear materials (§ 4);
— General requirements for inclusion of nuclear materials and parts of nuclear 

facilities into a particular category (§ 5);
— Detailed information on the determination of protected, controlled and inner 

areas (§ 6);
— Access of persons and vehicles (§ 7);
— Administration and technical provisions for category I (§ 8);
— Administration and technical provisions for category II (§ 9);
— Administration and technical provisions for category HI (§ 10);
— Security of persons (§ 11);
— Provisions to protect the technical system of physical protection and its data 

(§ 12);
— Administrative and technical requirements to ensure physical protection 

during construction of nuclear facilities (§ 13).
• Part III — Means and extent of assurance of physical protection of nuclear 

materials in transit.

— General provisions (§ 14);
— Means and extent of assurance of physical protection of nuclear materials of 

categories I and II in transit (§ 15);
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— Requirements to ensure physical protection of nuclear materials of 
categories I and II for different means of transport (§ 16);

— Means and extent of assurance of physical protection of nuclear materials of 
category III in transit (§ 17).

• Part IV — Extent and form of documentation to be approved by SONS (§ 18).
• Part V — Final provisions.

— Effect (§19).
• Annex — Categorization of nuclear materials.

To fulfil the requirements set up in § 4 and § 5 for nuclear installations of 
category I, the basic concept of physical protection is based on ‘detection in depth’, 
which can be represented as follows:

The layout of the nuclear facility is divided by mechanical barriers into three 
adjacent areas:

— Equipment and nuclear materials of category I must be located in the 
inner area,

— Equipment and nuclear materials of category II must be located in the 
controlled area,

— Equipment and nuclear materials of category III must be located in the 
protected area.

All other provisions regarding the detection systems for barriers and inner 
areas, delay components, access control, vehicle barriers, the CCTV system and other 
administration measures are set up in the safety report and in supplementary 
documents (communication and guarding rules, response activities, tactics).

3.4. Guarding and response forces

Following changes in the legislation concerning the police, the principal 
changes in guarding were made, starting on 1 January 1992. In spite of the Czech Law 
No. 283/1991 [13], the Czech police are no longer involved in the ‘inner’ guarding of 
nuclear facilities. Following the amendment of the Law on the Police of the Czech 
Republic in § 44 of the Atomic Law, the police guarantee timely ‘response’ in the case 
of emergency situations, in accordance with the provisions of regulations [10]. At the 
time of full operation of the integrated system at the NPP Dukovany, the protection 
of the outer perimeter by army forces has been cancelled.

From 1 January 1992, a private security company has provided the ‘inner’ 
guarding. The establishment of these private security companies started in 
Czechoslovakia in 1990. The basic requirements for their duties at NPPs were stated
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by CSAEC in August 1991 [14]. These requirements were derived from requirements 
of the US NRC [12].

4. IMPLEMENTATION OF PHYSICAL PROTECTION AT 
NUCLEAR FACILITIES

4.1. Physical protection of NPPs

The original design of NPPs, both WWER-440 and WWER-1000 types, did not 
take into account the general requirements of physical protection (e.g. unsuitable loca
tion of vital equipment, insufficient resistance of building walls, doors, windows, un
protected pipe channel, etc.). At the beginning, physical protection in Czechoslovakia 
was performed by army forces and the police without the use of a technical system.

Development of an integrated protection system at the NPP Dukovany began in 
1982. This system guarantees:

(a) Independent checking of authorized entrance of persons or vehicles into 
different areas of the NPP;

(b) ‘Detection in depth’, representing detection of unauthorized entrance to 
selected devices, depending on their significance in ensuring nuclear safety 
(three categories according to ‘fault tree’ analysis).

Selected devices are located in one of the areas and are schematically shown in Fig. 2.

The entrance to the areas is secured with reliable turnstiles. Technical means are 
used in the search for the presence of metal (guns, etc.) in luggage and on persons 
entering an NPP. Also random checking for the presence of explosive materials is 
done. Checking of nuclear materials is done at the exits.

Intrusion through the boundaries of the areas shown in Fig. 2 is monitored 
utilizing detection systems for protected and controlled areas and for interior areas. A 
system of video surveillance supplements the detection system on the outer and inner 
perimeters, at access points and in vital inner areas. The overall system is based on a 
computer net and is operated from the control centre, where the status of the PPS is 
monitored on PC terminals, TV monitors and a synoptic table.

An example of the design and implementation of the PPS at an NPP with two 
WWER-440 reactors and away from reactor spent fuel storage (hypothetical facility) 
is given in Fig. 2. Following the results of the evaluation of the efficiency of the PPS 
by the SAVI (systematic analysis of vulnerability to intrusion) code [11, 15], it is 
recommended to use at least two independent detection systems, both based on 
different physical principles, one of them having volumetric detection at the outer
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— ► Access to NPP - fence (detection, CCTV)

Z Z Z Z  isolation zone (detection, CCTV) [:' | inner area

FIG. 2. Implementation o f  the integrated PPS at a hypothetical fac ility  with two 
WWER-440 reactors and away from reactor interim spent fuel storage. 1 —  cooling tower, 2 —  
central pumping station, 3 —  service building, 4 —  transverse building, 5  —  turbine hall, 6 —  
longitudinal building, 7 — reactor building, 8  —  diesel generator, 9 —  ventilation stack, 10 —  
auxiliary building, 11 —  away from reactor spent fuel storage.

perimeter of the facility. The building with vital parts (category I) should be located 
in the controlled area and equipped on the perimeter with an additional intrusion 
detection system. Access to the inner areas and to the building (rooms) with vital parts 
should be strictly checked.

The integrated system of the PPS is in operation at the NPP Dukovany since
1991.

A similar system, based on the utilization of hardware and software of western 
provenance, is being prepared on the basis of a contract with Philips 
Kommunikationssysteme & Elektronik GmbH, Vienna, for the NPP Temelfn. SONS 
has already approved preliminary PPS design for the NPP Temelrn.
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The design of the PPS at Czech NPPs is based on Decree No. 144/1997 [10] 
and on strict requirements of CSAEC from 1991 [14].

The safety reports, which are submitted to SONS, have to include as an impor
tant part the evaluation of the efficiency of the proposed PPS. The software package 
and the EASI code [11] have been used for evaluation.

4.2. Interim spent fuel storage facility (ISFSF)

When considering the measures required for the physical protection of 
irradiated fuel against unauthorized removal or sabotage, the attractiveness and the 
self-protecting nature of the nuclear material and the containment measures used for 
safety reasons should be taken into account.

4.2.1. Basic requirements

The design of the PPS and the applied security measures should fulfil the basic 
requirements given in lNFC!RC/225/Rev.3 [2]. The primary factor for determining 
the physical protection measures is the nuclear material itself, as indicated in the table 
on the categorization of nuclear material [2], For irradiated fuel from depleted or 
natural uranium, thorium or low enriched fuel (less than 10% fissile content) 
category II is recommended. States may assign a different category for domestic use, 
storage and transport, taking all relevant factors into account.

Other factors influencing the categorization of storage facilities derive from the 
evaluation of the ‘potential for sabotage’ as described in para. 4.3.1.2 of Ref. [2]: “At 
separate irradiated fuel storage facilities, a potential for sabotage exists because of the 
inventory of radioactive material and the potential for release”.

4.2.2. Categorization o f  an ISFSF

For the Czech Republic the basic requirements for physical protection are given 
in Decree No. 144/1997 [10]. Following this regulation the irradiated fuel used in 
the WWER-440/213 reactors (original enrichment 1.6, 2.4 and 3.6 wt% of 235U) is 
classified as nuclear material of category II. The regulatory body requires protection 
of such installations as for nuclear material of category I because of the possibility for 
direct release of radioactive material (a cask with 84 WWER-440 fuel assemblies 
after five years of cooling at an average bumup of 35 GW-d/t heavy metal contains a 
total activity of about 2.42 x 1017 Bq, as a result of a possible terrorist attack using a 
special shape explosive).

For a dry type ISFSF using transport and storage casks, in comparison with 
other wet or dry types of ISFSF, the vulnerability to radiological sabotage is reduced
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because the total number of spent fuel assemblies are distributed in separate casks and 
the mechanical properties of these casks (which are required for safe transport [16]) 
are better.

4.2.3. Basic concept o f  the PPS fo r  an ISFSF located at an NPP  
with WWER-440 reactors

The proposed ISFSF, planned to use 60 casks of CASTOR WWER-440/84 
type, was constructed on the site of the NPP Dukovany. The basic concept of the PPS 
of this type of NPP has been published in Refs [17-19].

The NPP Dukovany is equipped with a fully integrated PPS of Czech 
provenance, comparable with western standards.

The operator will fully use the advantage of incorporating the proposed 
technical PPS of the ISFSF into the operating system installed at the NPP. An addi
tional effect of this integration is the reduction of the cost of the PPS for the ISFSF. 
The integrated PPS of the NPP is operated on a contract basis by a private security 
company, and response to intruders is provided by the Czech police forces.

On the basis of the evaluation of the results of PPS efficiency, which was 
done using the EASI and SAVI codes [11], the proposed PPS is characterized as 
follows:

— The facility is located inside the protected area of the NPP the perimeter of 
which is equipped with at least two independent detection systems and a 
surveillance system;

— The ISFSF is located inside the controlled area, and a mechanical barrier and 
detection system will be provided at its perimeter;

— The radiation shielding wall (iron-concrete, thickness 50 cm, height 5 m) 
surrounding the ISFSF building serves as an additional vehicle barrier;

— The PPS is equipped with ‘air-lock’ access control, positive identification of 
persons entering, and detection and surveillance of the inner and outer areas of 
the ISFSF;

— The ‘two-person’ rule for allowing access to the ISFSF has been realized 
technically;

— Special measures are provided during transport of casks into the facility.

All of these features have been implemented as part of the PPS of the ISFSF 
Dukovany, in accordance with SONS decision No. 155/1993; for operation of the PPS, 
SONS decision No. 144/1995 has been issued. The facility is now in operation and it 
is planned to transport into the ISFSF all spent fuel originating at the NPP Dukovany 
and all temporarily stored fuel in Slovakia until the end of 1997.
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4.3. Research reactors and storage of HEU

The research reactors mentioned above use IRT-M and/or IRT-2M (IRTM-3M) type 
fuel with an original enrichment of 80 or 36 wt% of 235U. The category of these 
facilities and on-site HEU storage are mainly determined by the amount of HEU. 
The PPS is based on electronic alarm systems installed in accordance with the stan
dards for ‘objects with higher risk’ [20]. Also the provisions of Decree No. 
144/1997 [10] are completely covered. Special measures are taken to increase the 
delay time for unauthorized handling of the nuclear material stored, e.g. vault type 
rooms and safes.

4.4. Storage of uranium concentrate

In accordance with national regulations (see Ref. [10]), uranium concentrate 
(‘yellow cake’) of an amount of >1000 kg is considered as nuclear material of 
category III. On the basis of the provisions of Decree No. 144/1997 for nuclear 
material of category III, a higher level of physical protection is also required for 
this nuclear installation to reduce the risk of unauthorized handling and to prevent 
theft of this nuclear material. This storage is fully equipped with electronic alarm 
systems [20],

4.5. Other nuclear installations

The level of physical protection of other nuclear installations in the Czech 
Republic (LEU storage, low or high level radioactive waste storage/repositories) 
depends on the categorization of these installations following the evaluation of the 
‘potential of sabotage’ and/or the theft of nuclear materials. The basic SONS policy 
requires that an installation with nuclear materials of category III also be protected by 
technical means using an electronic alarm system [20].

5. LICENSING AND INSPECTION

The inspection activities of SONS are performed on the basis of § 39 of the 
Atomic Law [10]. Inspections focus on the implementation of provisions described in 
safety reports, checking of the technical systems used for protection, as well as the 
system of guarding and response in an emergency situation. The implementation of 
other administration measures is also checked.
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The experience gained from the operation of the PPS at the NPP Dukovany and 
other nuclear installations is being evaluated. This evaluation includes testing of the 
detection and delay parameters of single protection elements in order to prove that the 
requirements stated in safety reports are guaranteed. Very important are simultaneous 
exercises of the protection and response forces in a simulation of NPP intrusion to 
verify the efficiency of the whole system of physical protection.

On the basis of an evaluation of the safety reports as well as on the basis of its 
inspections, SONS has issued decisions for the PPS of the NPP Dukovany and for all 
other nuclear facilities in the Czech Republic. These decisions state all provisions 
which should be fulfilled by the operator and provisions for an upgrade of the PPS 
used.

6. CONCLUSIONS

Physical protection of the operating NPP Dukovany is provided by technical 
means (integrated PPS); protection is provided by a private security company and 
response is guaranteed by the Czech police. The system fulfils, as a minimum, the 
IAEA recommendations for nuclear material of category I and corresponds to western 
standards of the physical protection of NPPs. As a result of SONS inspections the sys
tem is continuously being upgraded.

All other nuclear facilities are also protected in accordance with IAEA recom
mendations. In addition to the requirements of SONS and new regulations to reduce 
the risk of unauthorized handling of nuclear materials also for category III, the use of 
technical systems is compulsory.

The efficient PPS and the State system of accounting for and control of nuclear 
materials play a crucial role in preventing the possibility of illicit trafficking of 
nuclear materials from Czech nuclear installations.
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Abstract

PHYSICAL PROTECTION OF NUCLEAR MATERIAL IN JAPAN.
The paper discusses physical protection in Japan in six sections: establishment of the 

physical protection concept in Japan, law and regulation systems for physical protection and 
their application, R&D for physical protection o f nuclear material, international co-operation, 
current issues and conclusion. While most items currently implemented in physical protection 
measures had been employed previously for facility control in Japan, systematic measures were 
taken for the first time under the concept of physical protection in the early 1970s. The policy 
of the government regarding physical protection was determined in 1980, but the legal 
implementation was in 1987. Three current issues are discussed: nuclear material smuggling, 
the Aum-Shinri-kyo cult and information disclosure. Although safety in Japan is said to have 
deteriorated lately, Japan is still the safest country in the world, and it can be said that physical 
protection has operated smoothly.

1. ESTABLISHMENT OF THE PHYSICAL PROTECTION CONCEPT
IN JAPAN

Physical protection of nuclear facilities has been widely employed in Japan 
since the early 1970s. During its implementation, the government has taken part in it 
in the form of administrative guidance. The instructions given to the facilities are as 
follows:

(a) Establishment of communication and reporting systems connected with 
security authorities;

(b) Establishment of a 24 hour guarding system;
(c) Establishment of a thoroughgoing access control system;
(d) Preparation of protective fences and locks for facilities;
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(e) Incorporation of the above instructions into the safety regulations of each facil
ity; a clear statement of the ways of thinking and policies for these instructions, 
and preparation of detailed regulations giving concrete instructions.

From the present viewpoint, the adequacy of these instructions is partly due to 
the fact that the US NRC Regulations 10 CFR, Part 73, were already effective at that 
time and could be referred to. Most of the above items had been employed for facil
ity control in Japan from the viewpoints of security and safety. However, systematic 
measures were taken for the first time under the concept of physical protection.

Incorporation of the above instructions into the safety regulations of actual 
facilities met sensitive problems regarding physical protection information, and it 
became clear that this was not adequate; accordingly, it was decided to prepare 
another regulation. This was the origin of the “Physical Protection Rules”. Currently, 
information control is one of key issues in the implementation of physical protection 
of nuclear material, and it is interesting that information control was already an issue 
for discussion when physical protection started.

It was not until the above mentioned experience was obtained that physical 
protection of nuclear material was addressed seriously. In April 1976, the Japanese 
Government set up the Advisory Committee for Physical Protection and began to 
examine the basic policies, physical protection requirements, systems and R&D for 
physical protection in Japan. After provision of an interim report in July 1977, the 
Advisory Committee submitted in June 1980 the final report regarding measures not 
only for theft of nuclear material but also for sabotage against nuclear facilities. 
According to this report, it is the task of the State to establish regulatory measures, to 
confirm the state of observance/fulfilment of these measures by the facilities under 
the control of the regulatory authority, and to implement the emergency response by 
the security authority. Meanwhile, since the possession and use of weapons by mem
bers of the general public except policemen are prohibited in Japan, the facilities 
establish mechanical protection systems, such as barriers, access control, monitoring 
and emergency communication systems. In armed attacks, however, intrusion is first 
prevented by the protection system of the facility in order to make the intrusion time 
longer, and is then communicated to the police as fast as possible. Further action is 
entrusted to the police.

2. LAW AND REGULATION SYSTEMS FOR PHYSICAL PROTECTION OF 
NUCLEAR MATERIAL AND THEIR APPLICATION

The existence of laws and regulations peculiar to Japan has often been referred 
to as the premise for considering physical protection of nuclear material in Japan. The 
detailed contents of these law and regulation systems have already been published in
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TABLE I. EFFECTIVENESS OF LAWS AND REGULATIONS FOR PHYSICAL 
PROTECTION OF NUCLEAR MATERIAL

Main contents Resulting social effects

Related laws (passive effects)

Firearms and swords control law Possession of firearms and 
swords is prohibited, except for 
persons with special permits

Prevention of crimes

Family registration law This law stipulates the status 
registration of a Japanese and 
his family to authenticate and 
record his status

Deterrence of crimes

Law of the basic resident registers Deterrence of crimes

Social customs (active effects)

Lifelong employment system Stabilization of status

Seniority system in employment Stabilization of living 
standards and status

other reports, so we will not refer to them here. Table I summarizes the effectiveness 
of these laws and regulations. The related laws in the first column of the table give 
the passive positive effects of physical protection, such as prevention or suppression 
of crimes, and the social customs give the active positive effects. The crime-arresting 
rate in Japan is generally high, contributing to the passive positive effects on crime 
deterrence.

The legal provisions concerning physical protection of nuclear material in 
Japan rely on the contents determined by the Advisory Committee and on global stan
dards (IAEA recommendations) under which the facilities must take international 
level physical protection measures. In parallel with Japan’s becoming a party to the 
Convention on the Physical Protection of Nuclear Material, the physical protection 
provisions have been incorporated into the conventional laws and regulations con
trolling nuclear facilities. The incorporated provisions include those related to the 
equipment and the organization of physical protection of nuclear facilities, physical 
protection during transportation of nuclear material, operation of the facilities and 
arrest of persons violating the nuclear material related laws and regulations.

The main requirements for physical protection of nuclear material in facilities 
are as follows:
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-  Setting up of physical protection areas and installation of barriers,
-  Setting up of peripheral physical protection areas and installation of barriers,
-  Monitoring and surveillance of these two areas,
-  Access control of persons,
-  Access control of vehicles used for business,
-  Personal check at the entrance and exit ports,
-  Nuclear material control,
-  Installation of intrusion alarm devices,
-  Locking systems for the entrances and exits,
-  Inspection and maintenance of physical protection installations and equipment,
-  Establishment of communication and reporting systems,
-  Control of physical protection information,
-  Education and training of employees on physical protection,
-  Establishment of physical protection organizations and systems,
-  Establishment of an emergency response system.

As regards the facilities themselves, they must prepare ‘physical protection 
rules’ for each of them to obtain the approval of the related authorities. Matters to be 
stipulated in these rules must take into account the actual status of the facilities, and 
include the jobs and organization of employees working for physical protection of 
nuclear material, as well as the contents of the physical protection requirements 
described above. These rules are handled solely by the physical protection manager. 
During inspection of facilities regarding the state of implementation of physical 
protection, the authorities check whether or not the ‘physical protection rules’ are 
followed.

The requirements for physical protection of nuclear material during transporta
tion are as follows:

-  Preparation of a physical protection plan,
-  Escort by the person in charge of the transportation,
-  Establishment of communication and reporting systems during transportation,
-  Locking and sealing of the transport packages,
-  Control of physical protection information,
-  Establishment of an emergency response system.

The plans for the above points must be prepared for each transportation and 
approved by the relevant authorities. Transportation is approved after the escort by the 
person in charge of the transportation and the locking and sealing of the transport 
packages have been checked by the authorities prior to the start of transportation.

Regarding emergency response in particular, the security authorities of regions 
in which the facilities are located always patrol the peripheries of the facilities and
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talk with the guards of the facilities to keep the communication between the authori
ties and facilities as close as possible in preparation for an emergency. The regulatory 
and security authorities have regular meetings to exchange information on physical 
protection and to discuss administrative matters.

As explained above, physical protection of nuclear material in Japan has been 
promoted with close co-operation between the regulatory and security authorities and 
the facility operators, so that neither theft of nuclear material nor sabotage, including 
attempted theft and sabotage, have ever occurred.

3. R&D FOR PHYSICAL PROTECTION OF NUCLEAR MATERIAL

The Government has entrusted the necessary R&D of physical protection of 
nuclear material mostly to the Nuclear Material Control Center, to achieve a higher 
level of physical protection. Recent subjects include investigation of effectiveness 
evaluation techniques for the facilities and study of transportation monitoring.

Although physical protection measures are taken on the basis of given standards 
or guidelines, those applied in individual facilities differ from each other. 
Accordingly, the aim of effectiveness evaluation is to develop a technique for evalu
ating the physical protection systems of a facility and confirming the adequate effec
tiveness against illegal acts. For this purpose, the Government entrusted the Nuclear 
Material Control Center in 1990 with handling these problems. An evaluation system 
including the database has been completed. On the basis of the US SAVI (systematic 
analysis of vulnerability to intrusion) code, this system has modelled nuclear facili
ties such as reprocessing facilities, nuclear fuel fabrication facilities and nuclear reac
tors in accordance with the classification from the physical protection point of view. 
The system assumes forced or secret intrusion from outside and the response time of 
the police based on a hypothetical threat, and indicates the most vulnerable of a num
ber of routes by using barrier related data (alarm and confirmation probabilities, and 
passing time). The data to be used in this system will be obtained by field tests 
carried out in this fiscal year and the next one. The current database will then be 
renewed by using the data from the field test, probably resulting in improved 
reliability of this system.

It is recognized that transportation of nuclear material is most vulnerable to ille
gal acts and sabotage. Therefore, if transportation vehicles can be tracked on a real
time basis and continuous monitoring becomes possible, the response of physical pro
tection systems will be improved. Since the technical environment for continuous 
monitoring has been developed recently, the Government entrusted the investigation 
of legal and technical problems encountered in constructing and operating such a mon
itoring system to the Nuclear Material Control Center in 1993. As a result, the setting 
up and the roles of a Transportation Monitoring Center, determination of the site by
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GPS, monitoring by utilizing a communication satellite, the kinds of transportation to 
be monitored, and legal problems have been reported. Furthermore, transportation 
monitoring of plutonium has virtually been implemented by the PNC. However, the 
actual application of monitoring by the Government has not yet been considered, for 
the following reasons: a periodic communication by phone with transportation squads 
has been established; it is not possible for a transportation vehicle to become missing 
in Japan, and, since Japan is surrounded by the sea, transportation vehicles are unable 
to directly enter other countries.

4. INTERNATIONAL CO-OPERATION

The Government has considered international co-operation in physical protec
tion of nuclear material because of its intemationality. For example, recently, Japan has 
supported strengthening of the physical protection measures of Belarus, in co
operation with Sweden and the United States of America, as part of the support of non
proliferation activities in the east European countries. Besides, Japan has co-operated 
with the IAEA in the preparation of the IAEA International Physical Protection 
Advisory Service (IPPAS) guidelines as well as the physical protection guidelines.

5. CURRENT ISSUES

5.1. Nuclear material smuggling

Lately, nuclear material smuggling has presented a great international problem. 
Fortunately, no such event has ever occurred in Japan, but the response systems are 
being strengthened by deploying nuclear material detectors in the customs areas 
(already installed) and by establishing a domestic system against nuclear material 
smuggling (under investigation). To prevent recurrence of smuggling, it is important 
to construct a system that makes it possible to identify the thief and to punish him. 
The methods and routes of a theft should also be investigated and the results reflected 
in the physical protection measures to prevent recurrence. Investigation and informa
tion exchange by the IAEA and the G-8 countries regarding measures to prevent 
smuggling are useful, and Japan has taken part in such activities. It is hoped that 
investigation and information exchange will be accelerated in the future.

5.2. The Aum-Shinri-kyo cult

In Japan, the Aum-Shinri-kyo cult has been responsible for several events, 
including the so-called sarin event in the subway of Tokyo, which received worldwide
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attention. The founder of the cult and most of the leaders were arrested, weapons and 
chemical substances were recovered, the religious activity of the cult was forbidden, 
and the cult has no longer any influence. Accordingly, the danger of this cult is con
sidered to have vanished. However, precautions should still be taken, since members 
of the cult have been released from prison, missionary work of the cult has been 
revived and there is some restoration activity.

5.3. Disclosure of information

The Information Disclosure Law has been enacted in Japan, and there is a 
movement to request disclosure of information to the Japanese population. 
Information on physical protection of nuclear material is not an exception. Whenever 
nuclear material is to be transported, there is an information disclosure movement. 
The Science and Technology Agency in charge of physical protection of nuclear 
material has responded positively to the disclosure of information. Recently, the items 
of transportation information to be made public, regarding domestic and international 
transportation of spent fuel and low enrichment uranium, have been increased. The 
guideline for information disclosure is as follows: consistent with the recommenda
tions of the IAEA, information having no relation to the location of nuclear 
material and information that can be protected without serious difficulties can be 
disclosed.

In the case of international transportation, information disclosure is handled 
flexibly after deliberation with the countries and facilities concerned.

6. CONCLUSION

Although safety in Japan is said to have deteriorated recently, Japan is still the 
safest country in the world. Under these circumstances, it can be said that physical 
protection of nuclear material in Japan has operated smoothly; the problems facing 
the country at present are described in Section 5.

To adequately cope with the anticipated full-scale plutonium utilization in 
Japan in the near future, it is expected that co-operation between the domestic orga
nizations will be further strengthened. Moreover, from an international point of view, 
we hope that Japan can co-operate with the developing countries in order to advance 
the peaceful uses of nuclear energy, so that physical protection measures will be taken 
according to the state of affairs in each country.
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Abstract

DEVELOPMENT OF A LEGAL AND ORGANIZATIONAL BASIS FOR PHYSICAL 
PROTECTION OF NUCLEAR MATERIAL AND NUCLEAR FACILITIES IN LITHUANIA.

The main objective of the physical protection system in Lithuania is to protect the 
Ignalina nuclear power plant against sabotage and blackmail and to avoid theft o f fresh fuel. 
The creation of the physical protection system began with an evaluation of probable threats. 
The main responsibilities o f the operator of a nuclear power plant and various State institutions 
are defined in the Law on Nuclear Energy. Detailed requirements and procedures for the system 
of physical protection are defined in other documents passed or approved by the Government, 
or the State Nuclear Power Safety Inspectorate, or created by the operator.

When the Republic of Lithuania became a Party to the Treaty on the Non
proliferation of Nuclear Weapons and the Convention on the Physical Protection of 
Nuclear Material, it pledged itself at an international level not to use nuclear material in 
its possession for nuclear weapons and to protect it at the desirable level.

In Lithuania, there is one nuclear facility — the Ignalina nuclear power plant 
(INPP), with two reactors of the RBMK-1500 type. It is located close to the borders 
of Belarus and Latvia. The cities nearest to the plant are Vilnius, 150 km to the south
west, with 600 000 inhabitants, and Daugavpils in Latvia, 30 km to the north, with 
126 000 inhabitants. At a distance of 6 km, there is the city of Visaginas with 33 000 
inhabitants — the residence of INPP personnel. A significant amount of nuclear 
material — more than 1300 t of nuclear fuel — is located at INPP. The material is 
classified as Category II (irradiated fuel) and Category III (fresh fuel). There is no 
material of Category I in Lithuania.

Since there is no material of Category I and since material of Category II is self- 
protecting (spent fuel), the main objective of the physical protection system is to 
protect the power plant against sabotage and blackmail. The second objective is to 
avoid theft of fresh fuel. The legal and organizational activities are concentrated 
mainly at INPP.
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When independence of Lithuania was regained in 1990 and INPP became the 
property of Lithuania, one of the most urgent tasks in the area of physical protection 
was the establishment of a legal and organizational basis because the old one was not 
suitable under the new circumstances. The probable threats were evaluated first. The 
assumed types of threat are as follows:

— Bringing explosives into INPP, with the goal of blackmail;
— Damaging of the main systems, equipment and devices, which may cause 

radioactive contamination or stop the work of the power plant for a long time 
when insiders are involved;

— Damaging of systems, equipment and devices of minor importance, which may 
cause a breakdown of the main systems when insiders are involved;

— Theft of fresh fuel;
— Explosion of vehicles filled with explosives and left near fences or buildings;
— Damage of the water supply system located outside the guarded area;
— Damage of the electrical transmission line or transformers located outside the 

guarded area;
— Attack by an armed terrorist group;
— Attack by a group of extremists, with the aim of occupying and stopping the 

power plant, in connection with economic, political or ecological demands;
— Breakdown of fresh fuel containers during transportation.

The State regulation on physical protection is laid down in the following 
documents:

— The Law on Nuclear Energy;
— Regulations of Physical Protection of Nuclear Facilities (passed by the State 

Nuclear Power Safety Inspectorate);
— Requirements to operators of nuclear power plants (passed by the State Nuclear 

Power Safety Inspectorate);
— Regulation of Special Protection of INPP (passed by the Government);
— The Main Regulations for Safety and Physical Protection during Nuclear 

Material Transportation (former Soviet regulations adapted for Lithuania);
— Plan for physical protection of INPP (created by INPP).

Physical protection of nuclear material and nuclear facilities is an inseparable 
part of the use, storage and transportation of nuclear material. The objectives of 
physical protection of nuclear facilities and nuclear material are:

— To protect nuclear facilities or nuclear material from all kinds of deliberate 
actions which might directly or indirectly endanger human health and safety 
owing to radioactive irradiation;
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— To prevent disruption of normal operation of nuclear facilities;
— To block the way for unauthorized seizure or theft of nuclear material and 

important nuclear equipment;
— To carry out measures outlined in plans of nuclear power plants and other 

nuclear facilities for joint actions against terrorists and other intruders.

The Law on Nuclear Energy establishes basic common requirements for the 
physical protection of nuclear facilities. Physical protection is defined as the com
plex of organizational, legal and technical measures for protecting nuclear equip
ment, nuclear material and radioactive material against illegal actions or theft and 
against unauthorized entry of persons to the territory of a nuclear facility. Physical 
protection and security are a licensing prerequisite for all nuclear activities in 
Lithuania, together with other prerequisites, such as nuclear safety, radiation pro
tection and qualification of personnel. The requirements for physical protection 
must be fulfilled at all stages, from facility design to decommissioning, and from 
transportation to storage of nuclear material.

According to the Law on Nuclear Energy, the operator of a nuclear facility, in 
connection with the Ministry of the Interior and in accordance with legislation and 
other statutory documents of Lithuania, shall organize and ensure the physical pro
tection of the nuclear facility and of the nuclear and radioactive material belonging to 
this facility. The operator must ensure that all nuclear material belonging to it, includ
ing waste, is stored in specially designed containers and facilities, which ensure phys
ical protection. The operator is obliged to establish and apply an accounting system 
for nuclear material and to exercise its control in accordance with the requirements 
laid down in the safeguards agreement. This accounting for arid control of nuclear 
material is a part of physical protection.

The implementation procedure of the requirements for physical protection of 
nuclear facilities and nuclear and radioactive material is supervised by the State 
Nuclear Power Safety Inspectorate. According to its statute and other documents, 
VATESI, the regulatory authority,

— formulates the principles and criteria of safe usage, transportation and storage 
of nuclear materials;

— approves the system of protection of nuclear facilities and issues licences for 
drafting and installing the technical systems for physical protection;

— prepares and exercises inspection programmes;
— analyses and assesses the status of nuclear facilities (including physical 

protection);
— supervises the registration of nuclear and radioactive material, its transportation 

and storage.
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Involved in the protection of the nuclear facility are the Ministry of Internal 
Affairs, the State Security Department and the State Commission for Physical 
Protection of INPP, in accordance with the corresponding laws and statutes.

According to the Law on Nuclear Energy, the Ministry of Internal Affairs

— protects the nuclear power plant;
— develops, co-ordinates and implements interdepartmental antiterrorist plans;
— investigates the crime situation in regions where nuclear facilities are located;
— investigates theft and unauthorized possession of nuclear materials;
— guards nuclear and other radioactive material during transportation within 

Lithuania (nuclear fuel transportation is guarded by the Transportation Service 
of the Ministry of Defence).

The State Security Department

— implements preventive measures in the regions where nuclear facilities are 
located and measures for nuclear material transportation;

— makes recommendations related to hiring of manpower for nuclear facilities 
and nuclear material transportation;

— inspects the preparedness for physical protection at nuclear facilities in emer
gency situations;

— assists the Ministry of Internal Affairs in the development of interdepartmental 
antiterrorist plans.

The State Commission for Physical Protection of INPP co-ordinates the activi
ties of various State institutions for the protection of INPP and of nuclear material 
(including transportation) during normal operation and in extraordinary situations, 
and organizes quality control of physical protection.

In accordance with the procedures and time limits established in statutory acts, 
the State institutions exercising control and supervision of nuclear facilities inspect 
physical protection as well as nuclear safety and radiation protection, and, in the 
framework of their competence, take all necessary measures for elimination of iden
tified shortcomings.

According to the Law on Nuclear Energy, it shall be prohibited to export 
nuclear material, equipment and technologies to countries which

— have not acceded to the 1970 Treaty on the Non-proliferation of Nuclear 
Weapons and have not assumed obligations to apply the system of safeguards 
of nuclear material approved by the IAEA;

— do not guarantee physical protection of nuclear material and equipment at the 
desirable level.
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In order to obtain a licence for transportation of nuclear material, the carrier 
must present to VATESI a plan for transportation of nuclear material, covering its 
physical protection. The Transportation Service of the Ministry of Defence, accord
ing to its statute, controls the transportation of nuclear fuel to and from the power 
plant, protects the transporation while in the territory of Lithuania, and ensures per
manent communication between the carrier and headquarters.

All types of aeroplanes and other aircraft shall be prohibited from flying over 
the nuclear power plant and its sanitary protection zone, except for flights that are 
necessary for the operation of the power plant or for the management of a nuclear 
accident or incident.

In the plan for physical protection of INPP, the following points are defined:

— the personal responsibility for the physical protection system of INPP;
— the rights of responsible persons;
— the responsibility of various organizations participating in the system of 

physical protection;
— the interaction among the above mentioned organizations.

Any information regarding the system of physical protection of power plants 
may be published if the persons responsible for security agree to it.

One of the most important steps towards strengthening the physical protection pro
gramme was the transfer of the duties of nuclear facility protection from the Ministry of 
Defence to the Ministry of Internal Affairs. Up to April 1996, INPP was guarded by the 
battalion of the Ministry of Defence. This situation was unsatisfactory in some respects:

— Incompatibility between the military statute and the guard functions: In some 
cases it was impossible to ensure the security of the power plant at the desired 
level. For example, guards could not act outside the fence of the power plant, 
even during unusual activities; soldiers could not use special equipment.

— The Ministry of Defence had no system for guarding especially important 
objects and no team for anti-sabotage action.

— There was a lack of interaction among institutions participating in the physical 
protection of INPP.

— The political aspect: a civil facility was guarded by a military unit.

A very important step in upgrading the organizational basis for the physical 
protection of INPP was the creation of a system for bomb search. Plans for search 
were made on the basis of vulnerability, threat, possibilities to introduce and ignite 
bombs, the actual mode of power plant operation, etc.
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At the creation of the legal and organizational basis for physical protection 
there was a lack of qualified specialists in this field. This was overcome by special 
workshops, organized by GRS (Germany) and SKI (Sweden), and by training 
courses, organized by the IAEA, the US Department of Energy and Sandia National 
Laboratories, and held in Albuquerque (USA), Brno (Czech Republic) and Visaginas 
(Lithuania).

The Lithuanian State authorities and the Administration of INPP, understanding 
the importance of physical protection of nuclear material and especially nuclear 
power plants, pay great attention to its legal and organizational basis. The first stage 
in the creation of this basis is finished. The next step should be the upgrading of the 
legal basis, particularly of the oldest documents, because of changes in the actual 
situation. Upgrading of technical means for physical protection is in progress.



IAEA-CN-68/57

SAFETY STRATEGY AT THE 
RACSO NUCLEAR CENTRE

J.H. MEDINA RAMOS 
General Physical Security,
Peruvian Nuclear Energy Institute,
Lima, Peru

Abstract

SAFETY STRATEGY AT THE RACSO NUCLEAR CENTRE.
The paper describes in general terms the physical security situation at the RACSO 

nuclear centre and the principal measures adopted to deal with the risk of subversive activities. 
Since 1980, Peru had to face terrorist problems; therefore, measures were adopted at RACSO 
to deal with this risk. As a result, it has been possible to keep the nuclear centre free from 
terrorist attacks.

1. GENERAL

This paper describes in general terms the physical security situation at the 
RACSO nuclear centre, and the principal measures adopted to deal with the risk of 
subversive activities which Peru has had to live with since 1980. It covers the 
following aspects:

— security situation
— situation at the RACSO nuclear centre
— existing equipment
— measures implemented.

2. SECURITY SITUATION

2.1. C urrent security situation

According to the statistics, subversive activities in Peru have dropped to levels 
which are imperceptible to the general public. Nevertheless, there are a few remain
ing terrorist cells which are mainly active outside the capital (Lima) and which are 
capable of spectacularly violent subversive action. It is significant that, as terrorism 
has decreased, criminal violence has increased, mainly against property, and most 
commonly in the capital.
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The success of the fight against subversive activities is a foregone conclusion, 
among other reasons due to the decisive and sound politics of the Government and the 
measures adopted, together with the effective support of the public. The forces of law 
and order and the intelligence systems have succeeded in capturing the main terrorist 
leaders, who are currently in prison. With regard to the increase in criminal violence, 
it is assumed that a high percentage of ex-terrorists are currently active as common 
criminals.

The drastic nature of the economic measures adopted with a view to bringing 
about substantial improvements in the economic situation in the country have, in turn, 
caused a widening of the difference between the highest and lowest income levels 
among the public during this transition period, favouring an incidental increase in 
criminality.

To convey a proper understanding of the problem, I shall describe the national 
security situation at its most critical stages which, fortunately, are past.

2.2. The terrorist threat

2.2.1. Sendero Luminoso (Shining Path)

Its main leader, Abimael Guzman Reynoso, alias comrade ‘Gonzalo’, was a 
sociologist and professor at Huamanga University (Ayacucho). He trained 12 classes 
of supporters in the Faculty of Social Sciences. In 1978, he went to the People’s 
Republic of China and, in 1980, he started the People’s War in Peru. In 1992, he was 
captured by the intelligence system.

A war was started with political aims, with a view to seizing power. Through 
terrorism and selective and collective assassinations, the rural population of the Andes 
was forced to emigrate to the capital. Those who remained were forced to limit their 
production to what they required for their own consumption or for survival.

A mass migration to the capital was enforced and, with a view to causing chaos, 
shortages were generated and terror used.

Authorities were assassinated; buildings, machinery and banks were destroyed; 
and the property of foreign firms and diplomatic missions (mainly north American), 
as well as police stations and small communities were attacked.

The group gathered around 20 000 supporters, mainly at universities, new 
towns, colleges and factories. Lima became extremely overpopulated, with six to 
eight million inhabitants.

With implicit support from the socialist government between 1985 and 1990, 
Sendero Luminoso established a powerful political and social organizational base. It 
won support from the judiciary through threats and terror, and in Congress through a 
few supporters. It controlled the Socorro Popular, a front organization whose 
activities were somewhat similar to the Red Cross. It had a powerful military wing
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equipped with weapons and explosives, and, above all, the members of the group had 
a fanatic mentality.

2.2.2. The Tupac Amaru Revolutionary Movement

This group initiated its activities in 1984. It is linked with drug trafficking and 
competes with the Sendero Luminoso for control of certain areas of the Peruvian 
forest. Its ideological outlook is that of the American Popular Revolutionary Alliance, 
a radical South American integrational movement. It demanded protection money and 
abducted businessmen in order to get money through extortion.

2.2.3. Connections with drug trafficking

The Sendero Luminoso and the Tupac Amaru Revolutionary Movement have 
fostered connections with drug trafficking in order to get money and weapons; 
demanded money to allow aeroplanes to pass with drugs, and provided a protection 
service. They are currently the largest and most efficient criminal multinational orga
nization in the world; their justification is: “drugs go to capitalist countries”.

2.2.4. Main campaigns currently under way

One of the main objectives of these terrorist groups is to obtain maximum 
publicity through their violent actions (attacking a nuclear power plant would attract 
great publicity).

3. SITUATION AT THE RACSO NUCLEAR CENTRE

3.1. L ocation

The RACSO nuclear centre is located in the Lima region, Carabayllo district, 
42 km (26 miles) from the capital city; latitude: 11°47'S, longitude: 77°0.1'W, 
altitude: 400 m above sea level.

3.2. G eograph ica l ch a rac te ris tic s

The nuclear centre is in an isolated location, 12 km from the Pan-American 
highway and a medium-sized city called Puente de Piedra. The security area is 
1450 ha in size, the facility area is 125 ha, the protected reactor area is 16 ha, the
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perimeter fence of the protected area is 2000 m long; the centre is surrounded on three 
sides by hills.

3.3. Special fea tu res

The area to be protected is very extensive. There is a water well 500 m outside 
the facility area in the agricultural zone. There are communication antennas 1500 m 
outside the facility area, on top of a hill 650 m above sea level.

A small residential settlement for around 150 inhabitants is being set up 
(Huarangal village) 1500 m outside the facility area.

The highway, which was built exclusively for the nuclear centre, is also used by 
the rural population and by people living close to the village; various industrial enter
prises have been established along it.

3.4. R eac to r type

The reactor has a power level of 10 MW and is essentially a research reactor. 
Construction started in 1983 and the reactor was commissioned in 1989.

The centre is attended by university students writing theses, interns and post
graduates. It is open and accessible to all universities and higher education centres in 
the country; it is visited by students from national colleges and universities, mainly 
from Lima.

3.5. R ela tions

The Peruvian Nuclear Energy Institute (IPEN) is run by the Ministry of Energy 
and Mining as a decentralized agency for the energy sector. It is administratively inde
pendent, but depends on the State for its budget. It maintains active links with universi
ties, research centres, hospitals, private and State enterprises, etc., inside the country.

It has international relations with some firms, mainly for the marketing of 
radioisotopes.

It has regular and very flexible relations with the IAEA and other international 
agencies, and with other countries for the purposes of scientific exchanges, fellow
ships, visits, projects, etc.

3.6. S ecurity  se t-up

For the purposes of physical security the security set-up is divided into:
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(a) Internal security

In the 16 ha protected zone, there are only IPEN personnel: the security chief, 
the security supervisor, the central control room operator and security guards.

(b) External security

Outside the 16 ha protected zone and inside the 125 ha zone.
The national police of Peru are entirely responsible for control of the access 

gates and the lookout and monitoring posts, but they are under the supervision of the 
security chief, who is in constant contact with the police. The IPEN Sanitary and 
Defence Director is in command of the security subjects.

4. EXISTING EQUIPMENT

4.1. G enera l

The physical security equipment is basically the same as that at all nuclear 
power plants.

The IAEA provisions for physical protection of nuclear material set forth in 
INFCIRC/225/Rev.3 are implemented.

The physical security system mainly comprises equipment from the USA.

4.2. B asic o rig ina l eq u ip m en t

— Perimeter defences: concrete structures with panels of iron and wire mesh, 
concertina wire and barbed wire.

— Intrusion detectors: external and internal.
— Monitoring: closed circuit television with fixed and mobile cameras; perimeter 

lighting.
— Access control system: external and in the protected area.
— Records: for persons and vehicles.
— Alarm stations: equipped with sirens and alarm systems.
— Communications: through fixed and mobile units.

4.3. C om m ents

This is a somewhat old system, which is being adequately maintained. The 
system is very robust and reliable.



5. MEASURES IMPLEMENTED

5.1. B a rr ie rs

— 1500 m fence at the borders with the Huarangal village and the agricultural 
zone;

— Walls in the valleys of the hills in the south-east zone;
— Perimeter fence at the water well;
— Fence at the radiocommunications antennas.

5.2. M on ito ring

— Construction of a monitoring post,
— Vehicle patrols.

5.3. R esponse forces

Co-ordinated with the Ministry of Defence and the Ministry of the Interior.

5.4. C oun ter-in te lligence m easures

Active and passive counter-intelligence measures have been established.

5.5. In s tru c tio n  a n d  tra in in g

Practical training and exercises are available at the RACSO nuclear centre.
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A b strac t

NATIONAL CONTROL INSPECTIONS AT FRENCH FACILITIES.
After a short overview of the French national situation, the paper describes the 

arrangements introduced for the execution of national control inspections in France: the goal 
of the inspections, the annual programme and the manpower resources employed. It then 
describes the conduct of the inspections, from their preparation to the notification of the 
decisions taken by the authorities, and including the inspection proper, the compilation of the 
inspection report and the analysis of the findings. Emphasis is placed on the checks and tests 
which may be carried out in the course of the inspections.

1. GENERAL

In France, there are approximately 280 facilities holding nuclear material classi
fied in the three categories defined in the Convention on the Physical Protection of 
Nuclear Material (INFCIRC/274), and 55 of them hold Category I nuclear material. 
The majority of these facilities are part of nuclear sites, such as research centres, 
industrial complexes and nuclear power stations. These facilities cover the entire 
nuclear fuel cycle, from mining of uranium to storage of waste and plutonium recycling 
in the manufacture of mixed oxide (MOX) fuel, and including spent fuel reprocessing.

The French regulations, in particular the Law of 25 July 1980 and the decrees 
of 12 and 15 May 1981 for its application, provide for control by the authorities of all 
nuclear material located on French soil. This control consists of: (a) evaluation of the 
measures taken by the licensees to guarantee the protection and control of nuclear 
material; these measures are described in the various files requested from the 
licensees (authorization file, physical protection system vulnerability assessment, 
etc.); and (b) regulatory inspections carried out by sworn State authorized officials.

The authority responsible for the application of these regulations is the Minister 
of Industry, represented by the Senior Defence Official to whom those powers have 
been delegated. He is assisted by the means and skills available at the Institute for 
Protection and Nuclear Safety (IPSN).

7 9
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2. GENERAL PROVISIONS CONCERNING INSPECTIONS

The purpose of inspections is to verify the correct application of the regulations, 
thus assisting in the maintenance of the quality of the measures taken to guarantee the 
containment, surveillance and physical protection of the nuclear material held in 
facilities. The inspections cover technical and organizational provisions and consist 
of on-site examination of the measures taken by the licensee and determination of 
their conformance with general or specific requirements (regulatory documents, 
authorization file, physical protection system vulnerability assessment, requests by 
the Senior Defence Official, etc.). It is a second-level control, with the licensee 
required to implement, check and maintain in a satisfactory condition his entire 
physical protection system.

A programme of inspections is drawn up every year by the IPSN, based on 
instructions given by the Senior Defence Official. Because of the large number of 
licensees, it is not possible to inspect all facilities every year. For this reason, the pro
gramme takes into account the sensitivity of the material held in the facilities, the 
requests made after previous inspections, the conclusions of the physical protection 
system vulnerability assessments, the changes introduced in the facilities and the 
foreseeable developments at the facilities. The scheduled inspections may be general 
in scope or focused on a particular subject chosen in advance. This programme may, 
however, be modified in the course of the year, with regard to the dates or goals of 
certain inspections, or by the addition or deletion of inspections, depending on special 
circumstances or events. For example, the occurrence of an incident leads to an 
immediate inspection. The licensees are notified of the inspections, defined as part of 
the annual programme, by the Senior Defence Official. This procedure does not 
exclude unforeseen inspections.

For each inspection, one or more inspectors, one of them being the team leader, 
are designated, as required by the type of facility and the subject of the inspection. 
These inspectors are State authorized officials, sworn in and bound to secrecy. They 
are engineers with training and experience in the nuclear field who have also under
gone special training in the field of physical protection. The inspector in charge of the 
facility generally joins the team. In addition, inspectors specialized in checking of 
certain physical protection systems or equipment join the team as required.

3. STAGES OF INSPECTION

3.1. P re p a ra tio n  of the  inspection

Dependent on the instructions he has received, the team leader defines the 
inspection goals. When the notification of the inspection has been sent to the licensee
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concerned, the team leader contacts him in order to make practical arrangements for the 
inspection. In the case of an unforeseen inspection, an accelerated procedure is 
followed shortly before the start of the inspection. For certain inspections, which are 
concerned with a specific phase of operation of the facility (such as the shipment of 
nuclear material), the general procedure is followed, but the exact date of the inspec
tion is adjusted at the last moment, depending on the particular situation of the facility.

The team leader and the inspectors involved then examine the documents 
relating to the facility:

(a) authorization and control file and its evaluation;
(b) licence delivered by the Senior Defence Official;
(c) physical protection system vulnerability assessment and its evaluation;
(d) requests sent by the Senior Defence Official to the licensee, and in particular 

requests made following previous inspections and the evaluation of files 
concerning the facility;

(e) other documents supplementing or amending the above mentioned files.

The team leader and the inspectors note the specific features in the above documents 
which are directly linked to the goal of the inspection.

The team leader, in agreement with the other inspectors, then defines the checks 
and tests that will be carried out during the inspection. As required, he obtains from 
the specialists the necessary information or technical comments.

Finally, the team leader, through preliminary contacts with the licensee, exam
ines and determines any possible difficulties which may arise during the course of the 
inspection, especially with regard to the checks and tests to be undertaken and any 
special procedures in place, e.g. radioprotection.

3.2. C o n d u c t o f the  inspection

3.2.1. General provisions

The team leader is responsible for the satisfactory conduct of the inspection. He 
is the main person in contact with the licensee being inspected and speaks on behalf 
of the team. At the beginning of the inspection, he summarizes its purpose and its 
programme. He introduces the team of inspectors and specifies the role of each one. 
Together with the licensee he finalizes the practical conditions for the execution of the 
inspection. In the course of the inspection, he ensures that the programme progresses 
in accordance with the fixed goals. He also takes into account any difficulties encoun
tered and makes a thorough study of particular points which appear to present a 
problem, to the possible detriment of the programme originally envisaged. Each 
inspector notes the findings, the possible faults and the explanations provided by the
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licensee. Whenever necessary, the team leader may have discussions on the cross
checking of information and the confirmation or clarification of particular points. At 
the end of the inspection, he prepares a summary of the findings for the licensee and 
advises him of the points which, in his opinion, must be mentioned in the inspection 
report. This report and the proposals for corrective actions are submitted to the Senior 
Defence Official, who alone has the authority to require the licensee to take the obser
vations into account.

Dependent on the goal of the mission, the inspectors carry out checks on:

— the conformity of the facility with the documents describing it;
— the compliance with the regulations of the arrangements made by the licensee;
— the implementation of the corrective actions requested previously by the Senior 

Defence Official;
— the satisfactory functioning of the containment, surveillance and physical pro

tection systems, carrying out where necessary on-the-spot tests of these systems;
— the existence and correct application of the procedures;
— the performance of periodic checks of the systems which contribute to the pro

tection of the nuclear material;
— the performance of exercises, etc.

The inspections also serve to allow checking of the arrangements made under 
certain specific operating conditions and to alert the licensees to the perennial nature 
of the protection measures and their control.

3.2.2. Conduct o f  the checks and tests

Three stages are needed for a credible evaluation of the protection system: a 
check of the suitability of equipment and its implementation, monitoring of the 
performance, and a check of the actual performance.

(a) Check of the suitability of equipment and its implementation

First, the inspectors must check that the equipment in use is suitable for the 
functions which it has to perform.

During the design of the facility’s protection system, the licensee should have 
decided upon the surveillance and physical protection devices to be installed, with 
reference to the clauses of the regulations and special requirements (such as the 
conditions of the nuclear environment). This equipment should be implemented 
according to the technical requirements of its designer. However, on the one hand, the 
operating conditions might have changed since the design of the system, and, on the 
other hand, some equipment might have been replaced or modified.
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It is the task of the inspectors to check the suitability of the equipment for its 
assigned function. In particular, this check must be carried out whenever there have 
been any significant modifications to the facility.

(b) Monitoring of the performance and the operating and
maintenance procedures of the equipment

Second, the inspectors must check in the files the performance of the 
equipment.

Procedures and log sheets must be associated with each piece of equipment 
contributing to the surveillance and physical protection of nuclear material and 
facilities. The security manager must maintain a record of periodic operating tests and 
maintenance operations, together with all alarms and incidents that have occurred. In 
particular, the alarm processing file can help to understand the behaviour of the equip
ment. It must be correctly completed: each alarm must be identified and processed so 
that, among other things, actions may be defined to avoid false alarms or to identify 
the cause of inadvertent alarms (for example, equipment which is unsuitable for the 
environmental conditions on the site: vibrations, temperature, topography, etc.). 
Written instructions for the persons who operate the protection system and manage 
the response forces must be associated with the processing of alarms. These instruc
tions must be available to those persons.

It is the task of the inspectors to confirm the existence and relevance of the 
various documents (procedures and log sheets for equipment; records of periodic 
operating tests, maintenance operations, alarms detected and incidents; intervention 
instructions).

(c) Check of the actual performance: checks and tests

Third, the inspectors must devise realistic tests and checks, with the aim of 
determining or predicting operating conditions which may alter the performance of 
the protection system.

The implementation of these tests may require some preparation; for example, 
for tests of nuclear material detectors the licensee must arrange for the use of nuclear 
material which is representative of that held in the facility. In other cases, the licensee 
should not be informed in advance of the tests, for example tests of the response 
forces.

It is often found that the initial operating conditions at the facility have changed 
in the course of time and that such changes may not have been taken into account by 
the protection system. The equipment ends up being used at the edge of its perfor
mance range and even beyond the designer’s technical requirements: it is indeed 
unsuitable. Also, personnel may have changed, and knowledge is not always properly



84 GRETEREand LEFEVRE

passed on. Furthermore, routine can lead to a procedure not being properly applied, 
or to an action which seems to be unimportant for operations but which may cause 
security requirements to be bypassed. The inspectors must detect any such alterations.

The operation of a facility may be disturbed during the testing of its protection 
systems. The inspectors are often obliged to ask the licensee to get his personnel to 
trigger the sensors for reasons of operating responsibility, or on account of constraints 
such as those due to radioprotection. In this case, the inspectors must describe exactly 
the actions that they wish to be taken (route to be followed, means and speed of 
motion, etc.) and check that they are correctly carried out, otherwise the test could 
take place under conditions which do not properly reflect reality.

At each stage, the inspectors keep the licensee or the security manager informed 
of how the equipment and systems in place have actually performed. These findings 
also cover the correct application of the intervention procedures and the response times.

3.3. C om pila tion  o f the  inspection  re p o r t

Each inspection is followed by an inspection report containing the observations 
made at the licensee’s facility. This report is forwarded without delay to the Senior 
Defence Official.

The team leader organizes the compilation of the report and, in particular, 
ensures that:

— the goal and the scope of the inspection are properly defined;
— all observations made, together with the specific conditions, are fully described;
— the declarations made by the licensee are clearly indicated;
— the actual performance observed during the tests and checks is correctly

indicated;
— the defects and weaknesses discovered are fully revealed.

All inspection reports are signed by at least the team leader and the compiler of 
the report. The inspectors remain responsible for the observations they have made.

3.4. A nalysis o f th e  observations

In conjunction with the inspector in charge of the facility, the team leader 
carries out an analysis of the observations, compares them with the files of the facility, 
and proposes improvements and corrective actions which he considers to be neces
sary. Where required, he obtains from the specialists the information or technical 
comments necessary.

The conclusions of the inspection are presented in the form of a letter together 
with the inspection report, in which the essential points that have arisen during the
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inspection are indicated and classified in their order of importance. In this letter, the 
team leader explains the reasons why the situation appears to be satisfactory with 
regard to certain points or why he proposes to require the licensee to take corrective 
actions in the case of other points.

The inspection report and its accompanying letter are intended for transmission 
to the Senior Defence Official and are not issued to the licensee.

3.5. R esu lt o f  th e  inspection

The Senior Defence Official notifies the licensee by letter of the decisions he 
has made on the basis of the inspection report and its accompanying letter. This letter 
has executive form.

If this letter includes requests, the licensee is required to take the appropriate 
action and to inform the Senior Defence Official of its implementation by the dates 
indicated.

The IPSN is responsible for analysing the licensee’s replies and for verifying 
the implementation of the corrective actions.
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A b strac t

STRENGTHENING OF NATIONAL PHYSICAL PROTECTION PROGRAMMES.
Until recently, work in Russia aimed at ensuring an up to date level o f physical 

protection o f nuclear material and nuclear facilities was based on departmental 
(interdepartmental) documents. There were no legally binding State regulatory instruments. 
Lately, efforts have been actively pursued to establish documents at the State level. The Law 
on the Use of Atomic Energy, which in particular contains a section on physical protection, was 
approved in November 1995. On the basis of this Law, Russia’s Minatom, in collaboration with 
other federal executive bodies, drew up Regulations for the physical protection of nuclear 
material, nuclear facilities and nuclear material storage sites, which were approved by the 
Government of the Russian Federation in March 1997. Application of the Regulations is 
obligatory for all juridical persons engaged in nuclear activities, and also for federal executive 
bodies responsible for co-ordinating and controlling nuclear activities. According to the 
requirements of the Regulations, it is prohibited to carry out nuclear activities without making 
provision for physical protection. The Regulations establish: the physical protection tasks; the 
functions of the federal executive bodies and organizations responsible for ensuring physical 
protection; the categorization of nuclear material; the physical protection requirements both for 
permanent sites and during transportation; the basic tasks entailed in State supervision and 
departmental control of physical protection; and the notification procedure for unauthorized 
actions in relation to nuclear material and facilities. The Regulations take into account the 
requirements of the Convention on the Physical Protection of Nuclear Material and the IAEA 
recommendations (document INFCIRC/225/Rev.3). Also, during preparation of the 
Regulations the experience of other countries in this sphere was examined and taken into 
consideration. The physical protection measures, the requirements for which are set forth in the 
Regulations, are more stringent than the IAEA recommendations and the recommendations for 
physical protection promulgated in several other countries, such as the United States of 
America. With a view to implementing physical protection in accordance with the requirements 
of the regulatory legal instruments at Minatom sites which pose a nuclear hazard, a request has 
been issued for appropriate sets of measures to be prepared and submitted to Russia’s Minatom. 
Guidelines on how to prepare these plans have been drawn up at Minatom and sent to the sites. 
On the basis o f the plans submitted and also on the basis of suggestions made by other federal 
executive bodies, Russia’s Minatom proposes to elaborate a designated federal programme 
aimed at improving physical protection.
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Until recently, work in the Russian Federation aimed at ensuring an up to date 
level of physical protection of nuclear material, nuclear facilities and nuclear material 
storage sites (hereinafter physical protection) was based on departmental 
(interdepartmental) regulatory and technical standards. There were no State (Federal) 
legislative or other legally binding regulatory instruments.

For 50 years, physical protection in the former Soviet Union was based on strict 
personal responsibility on the part of staff having access to nuclear material and 
facilities throughout the entire life-cycle of the material and the facilities, on 
meticulous management of the relevant documentation, on the performance of 
various checks, and on continuous maintenance of physical protection at the required 
level.

However, the approaches hitherto taken to the establishment of physical 
protection systems have failed to fully satisfy modem requirements and an analysis 
of the physical protection situation has shown the need for improvements.

The first stage in improving physical protection has been the development of a 
regulatory basis.

In recent years, active efforts have been made to establish legally binding 
regulatory instruments at the State level with respect to the use of atomic energy and, 
in particular, physical protection.

In November 1995 the Federal Law on the Use of Atomic Energy (No. 170-FZ 
dated 21 November 1995, adopted by the State Duma on 20 October 1995) was 
passed (hereinafter the Law).

In the Law, physical protection applies to various activities in relation to the use 
of atomic energy (Art. 4).

Chapter XI of the Law is devoted entirely to physical protection (Arts 49-52). 
Here, in particular, it is noted that physical protection is aimed at (Art. 49):

— The prevention of unauthorized access to sites with nuclear facilities and 
nuclear material storage facilities (hereinafter ‘storage sites’); the prevention of 
unauthorized access to nuclear material, the prevention of its misappropriation 
or damage.

— The prompt detection and curtailment of any encroachments on the integrity 
and safe storage of nuclear material, the prompt detection and curtailment of 
sabotage and terrorist acts threatening the safety of nuclear facilities and 
storage sites.

— The detection and return of lost or stolen nuclear material.

Physical protection must be implemented in accordance with the Russian 
Federation’s international obligations with respect to the use of atomic energy (Art. 50).

The Law states that individuals on sites which pose a nuclear hazard may be 
subject to a restriction of rights (Art. 51), and that the individuals authorized to work
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with nuclear material and in nuclear facilities must meet the relevant qualification 
requirements, have obtained a permit for work connected with the safeguarding of a 
State secret, and not suffer from any medical contraindications (Art. 52).

Physical protection is ensured at all stages in the design, construction, opera
tion and decommissioning of sites which pose a nuclear hazard, and also in the 
handling of nuclear material, including its transportation (Art. 49).

The Law states that physical protection is provided for by:
— The Government of the Russian Federation (Art. 9);
— The State authorities of the regional territories of the Russian Federation 

(Art. 11);
— Bodies responsible for controlling the use of atomic energy, i.e. federal execu

tive bodies especially empowered for that purpose by the President of the 
Russian Federation, or by the Government of the Russian Federation acting on 
his behaif, as laid down in the legislation (Arts 20, 49);

— The operating organizations (Art. 35).

According to the Law the operating organizations are organizations created in 
accordance with the legislation of the Russian Federation and recognized by the 
appropriate body for controlling the use of atomic energy as fit to operate a nuclear 
facility or storage site and to carry out, either on their own or with the involvement of 
other organizations, activities related to the siting, design, construction, operation and 
decommissioning of a nuclear facility or storage site, as well as activities related to 
the handling of nuclear material (Art. 34). Thus, physical protection is provided for 
at four levels:

— State
— Regional
— Departmental
— On-site

Failure to comply with the physical protection requirements is a matter of 
disciplinary, administrative or criminal liability in accordance with the legislation of 
the Russian Federation (Art. 61).

Supervision of physical protection is carried out by the State bodies for safety 
regulation with respect to the use of atomic energy (Arts 25, 49). At the present time, 
in accordance with the orders of the President of the Russian Federation dated 5 June
1992, No. 283-rp, and 26 July 1995, No. 350-rp, these bodies are: the Russian Federal 
Supervisory Body for Nuclear and Radiation Safety and the Ministry of Defence of 
the Russian Federation (Directorate for the State Supervisory Body for Nuclear and 
Radiation Safety, Russian Ministry of Defence).
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In addition, under a decree of the President to the Russian Federation dated 
21 January 1997, No. 26, it was established that the State regulatory bodies for nuclear, 
radiation, technical and fire safety in connection with the use of atomic energy are:

— The Russian Federal Supervisory Body for Nuclear and Radiation Safety;
— The Ministry of Health of the Russian Federation;
— The Russian Federal Mining and Industrial Supervisory Body;
— The Ministry of Internal Affairs of the Russian Federation.

According to the Law, the requirements for the safe use of atomic energy, and 
also physical protection, are enshrined in rules and regulations (Arts 6, 50). In addi
tion, the transport regulations for nuclear material have to include physical protection 
measures (Art. 45).

On the basis of the Law, Russia’s Minatom, in collaboration with other federal 
executive bodies, drew up regulations for the physical protection of nuclear material, 
nuclear facilities and nuclear material storage sites, which were approved by the 
Government of the Russian Federation in March 1997 (decree of the Government of 
the Russian Federation dated 17 March 1997, No. 264) (hereinafter Regulations).

The Regulations have been agreed with ten federal executive bodies and the 
Russian Academy of Sciences.

The Regulations take into account the requirements of the Convention on the 
Physical Protection of Nuclear Material (IAEA document INFCIRC/274/Rev.l, 
which was signed by the USSR on 21 May 1980 [sic], ratified by the USSR on 4 May 
1983 [sic], and which entered into force on 8 February 1987), and the IAEA recom
mendations on the physical protection of nuclear material (INFCIRC/225/Rev.3, 
adopted at the IAEA Technical Committee Meeting on Physical Protection of Nuclear 
Material on 25 June 1993).

Also, during preparation of the Regulations the experience of other countries in 
this sphere was examined and taken into account.

Application of the Regulations is obligatory for all juridicial persons engaged 
in nuclear activities, i.e. activities related to the production, use, storage, reprocessing 
and transportation of nuclear material, to the design, construction, operation and 
decommissioning of nuclear facilities and storage sites, as well as for all federal exec
utive bodies responsible for co-ordinating and controlling nuclear activities (para. 2).

It is prohibited to engage in any nuclear activity without ensuring physical 
protection in accordance with the requirements of the Regulations (para. 3).

The Regulations establish:
— The physical protection tasks;
— The functions of the federal executive bodies and organizations responsible for

ensuring physical protection;
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— The categorization of nuclear material;
— The physical protection requirements both for permanent sites and during the 

transportation;
— The basic tasks entailed in State supervision and departmental control of 

physical protection;
— The notification procedure for unauthorized actions in relation to nuclear 

material, nuclear facilities and storage sties.

The Regulations also contain requirements for the development of organiza
tional measures, requirements for the provision of perimeters for the protected areas, 
entry control points, buildings, structures, premises and modes of transport with 
engineered physical protection components, and also requirements for the subdivision 
of protection measures.

The Regulations determine the following physical protection tasks (para. 50):
— Prevention of unauthorized access;
— Prompt detection of unauthorized activity;
— Impedance (delay) of adversary penetration;
— Curtailment of unauthorized actions;
— Delay of individuals, preparing for or engaged in sabotage or theft of nuclear 

material.

The Regulations categorize nuclear material (annex to the Regulations) on the 
basis of the categorization used in the aforementioned IAEA documents.

Depending on the category of nuclear material in use, a nuclear facility and a 
storage site at a site posing a nuclear hazard should include the corresponding 
protection areas: protected areas, inner areas and vital areas (paras 4, 21).

The physical protection measures, the requirements for which are set forth in 
the Regulations, are more stringent compared with the IAEA recommendations and 
the recommendations for physical protection promulgated in several other countries, 
such as the United States of America. This is a direct consequence of the domestic 
situation in Russia at the present time.

For example, the aforementioned IAEA recommendations foresee the use 
and storage of category I nuclear material in an inner area, category II material in 
a protected area and category III material in ‘an area to which access is 
controlled’.

The Russian Regulations require the use and storage of category I and II nuclear 
material in an inner or vital area, and category III nuclear material in any protected 
area (para. 22).

For nuclear material in transit the IAEA recommendations foresee escort and 
protection only for category I material (paras 6.2.9.1, 6.3, 6.4).
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The Convention on the Physical Protection of Nuclear Material foresees similar 
physical protection measures during international transport and during storage 
incidental to international nuclear transport (paras 1 and 2 of Annex I to the Convention).

In the Russian Regulations there is a requirement for the armed protection of 
nuclear material in categories I and II (para. 35) and several types of category III 
nuclear material (para. 36). Escort by a representative of the consignor or consignee 
is obligatory for all categories of nuclear material (paras 35, 37).

In the USA, only high priority nuclear facility equipment is placed in vital 
areas, and not nuclear material, and vital areas may be located outside inner areas.

In Russia, as indicated above, material belonging to all categories may be used 
and stored in a vital area. In addition, vital areas have to be located within the bounds 
of inner areas (para. 4).

With a view to implementing physical protection in accordance with the 
requirements of the regulatory legal instruments at Minatom sites which pose a 
nuclear hazard, a request has been issued for appropriate sets of measures to be pre
pared and submitted to Russia’s Minatom. Guidelines on how to prepare these plans 
have been drawn up at Russia’s Minatom and sent to the sites.

On the basis of the plans submitted and also on the basis of suggestions made 
by other federal executive bodies, Russia’s Minatom proposes to elaborate a 
designated federal programme aimed at improving physical protection (hereinafter 
designated programme).

It is proposed that the designated programme will foresee implementation of 
the following measures.

1. Preparation and approval o f  regulatory documents

1.1. Provisions for on-site safety services.

1.2. Provisions regarding the entry regime and the authorization system for access 
to nuclear material, nuclear facilities and storage sites.

1.3. Plans for the protection and defence of sites posing a nuclear hazard, determin
ing procedures and the number of protection units for daily activities in normal 
and in emergency situations.

1.4. Plans for co-operation between the administration, safety service, protection 
units and staff at sites which pose a nuclear hazard in normal and in emergency 
situations.

1.5. Plans for co-operation between the administration, safety services and protec
tion units at sites which pose a nuclear hazard, and federal safety services of the
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Russian Federation and the Ministry of Internal Affairs of the Russian 
Federation in normal and in emergency situations.

1.6. Plans for verifying the technical status and operability of engineered physical 
protection components.

1.7. Provisions regarding the system for carrying out special verification measures 
on personnel having access to work with nuclear material, at nuclear facilities, 
with the engineered physical protection components, and also with access to 
information on the physical protection system.

1.8. Provisions regarding the system for training and testing the know-how and 
skills of personnel on physical protection to ensure that they perform then- 
physical protection tasks and functions and that they act correctly in normal and 
emergency conditions.

2. Implementation o f  research work

2.1. Categorization of nuclear material at the enterprise.

2.2. Analysis of the vulnerability of a site posing a nuclear hazard.

2.3. Evaluation of the effectiveness of the physical protection system.

2.4. Analysis of the status of the engineered physical protection components.

3. Determination o f  priorities in terms o f  time-scales and importance o f  work

4. Preparation, approval and adoption o f  draft documentation on the reconstruc
tion and modernization o f  engineered physical protection components

5. Procurement o f  equipment, construction and assembly work and commission
ing operations

6. Hand-over o f  engineered components

The designated programme should comprise the following:

— Identification of the problem and substantiation for its resolution by programme 
methods;

— Main objectives and tasks;
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— Time-scales and stages of programme implementation;
— System of programme measures, including measures for job placement, as well 

as the creation of new jobs, retraining and social protection of workers released 
from employment as a result of programme implementation;

— Programme funding (on the basis of allocations from the federal budget and 
extrabudgetary sources, allocations from the budgets of the federal territories of 
the Russian Federation and distribution of expenditure over the regions of the 
country);

— Mechanism for programme implementation;
— Organization of programme management and monitoring of its progress;
— Evaluation of the effectiveness, socio-economic and ecological consequences 

of programme implementation;
— Description of the designated programme.

The draft of the designated programme should include an explanatory note, a 
business plan with socio-economic, technical and economic justifications, a prelimi
nary budget request for the earmarking of funds from the federal budget to finance the 
programme in the coming year, and an agreement sheet with interested executive 
federal bodies.

Once approved, the draft of the designated programme will be sent to the 
Ministry for the Economy of the Russian Federation, the Ministry of Finance of the 
Russian Federation and the Ministry of Science and Technical Policy of the Russian 
Federation. These ministries will evaluate the draft, paying attention to:

— The priority of the problem;
— The substantiation for and the ecological safety of the measures, and the time- 

scales for their implementation;
— The need for extrabudgetary resources, and resources from the budgets of the 

federal territories of the Russian Federation;
— The effectiveness of the programme implementation mechanism.

On the basis of the results of the evaluation a conclusion will be drawn and, if 
necessary, the draft will undergo revision.

In the event of a positive evaluation, the draft designated programme will be 
submitted to the Government of the Russian Federation for approval.
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LEGAL AND REGULATORY CONTROL OF SUPERVISORY ACTIVITIES IN THE 
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The physical protection system for nuclear material and facilities is designed to protect 
the interests of the State with regard to the safe utilization of atomic energy and must rest upon 
a legislative and regulatory infrastructure at the national level and the State level. Under the 
Federal Law on the Utilization of Atomic Energy, Gosatomnadzor has been designated the 
State body responsible for regulating safety in the utilization of atomic energy. Provisions are 
in place for the organization o f development work, the adoption and entry into force of 
procedures and regulations for the utilization of atomic energy, the issuing of operating licences 
in the field of atomic energy, and the supervision of safety, including physical protection of 
nuclear material and facilities in the Russian Federation. The paper reviews issues relating to 
the setting up of the legal and regulatory infrastructure for the supervisory activities of 
Gosatomnadzor in the implementation of physical protection of nuclear material and facilities, 
pursuant to the adoption in 1995 of the Federal Law on the Utilization of Atomic Energy. The 
paper presents the entire system of legal and regulatory procedures for the utilization o f atomic 
energy, which has a multilevel structure: laws, regulatory decrees of the President and the 
Government o f the Russian Federation, federal regulations and procedures for the utilization of 
atomic energy, guidelines of State safety regulatory bodies, and regulations and procedures of 
State bodies responsible for control of the utilization of atomic energy. The paper analyses 
documents at each level in connection with the activities o f Gosatomnadzor in the field of 
physical protection of nuclear material and facilities, and reviews the principal trends of the 
work of Gosatomnadzor in the development and improvement of the regulatory and legal 
infrastructure for physical protection of nuclear material and facilities.
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I hope that this exchange of opinions will better allow us to explore and under
stand the problems of physical protection, to find more acceptable ways and means 
of improving it, and to strengthen mutual co-operation in this area.

The efforts to establish a peaceful world and to strengthen the nuclear non
proliferation regime, the issues of the safety of nuclear material and radioactive sub
stances and their illegal trafficking across the borders of a number of States, and the 
threats posed by nuclear terrorism and sabotage at nuclear facilities have made the 
physical protection of nuclear material and facilities a transnational problem whose 
resolution requires joint action by the world community and the strengthening of 
international co-operation in this sphere.

This was emphasized by the final declaration of the Moscow Nuclear Safety 
and Security Summit in 1996, which identified the accounting for and the control and 
physical protection of nuclear material as a major concern affecting the provision of 
nuclear safety worldwide.

In Russia, as President Yeltsin emphasized in his speech at the Moscow 
Summit, this problem has become “a task of fundamental importance for our 
Government”.

29 July 1997 marked the 40th anniversary of the entry into force of the IAEA’s 
Statute. The IAEA has played, and continues to play, a truly invaluable role in the 
accounting for and the control and physical protection of nuclear material.

Gosatomnadzor highly appreciates the IAEA’s work in the area of physical 
protection and the support it has given to all States, including Russia, in this 
context.

For Russia, the IAEA documents, The Physical Protection of Nuclear Material 
(INFCIRC/225/Rev.3) and the Convention on the Physical Protection of Nuclear 
Material (INFCIRC/274) constitute the basis of all existing documents and those in 
preparation as regards physical protection assurance and the implementation of 
related supervisory activities.

The regional training courses on physical protection being held in Brno, in the 
Czech Republic, for countries of the CIS and eastern Europe, at the IAEA’s initiative 
and with its financial support, are attracting high praise. They have been held every 
year since 1995, and around 90 specialists from a number of countries have received 
training. Twenty of these were Russian, including seven representatives of 
Gosatomnadzor. We consider that it would be highly beneficial to continue holding 
these courses.

At the same time, we feel that it is now time for the IAEA to prepare a docu
ment along the lines of INFCIRC/225 which would contain recommendations on the 
physical protection of radioactive substances and radiation sources. The reason for 
this is the danger arising from thefts of radioactive substances and the possibility of 
the perpetrators using them to construct radiation scattering devices (which is often a 
far simpler technical undertaking than building a home made nuclear explosive
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device). This now presents a serious risk in terms of creating a radiological threat to 
the population, since a considerable proportion of the theft and illegal trafficking 
involves radioactive substances.

The Federal Law on the Utilization of Atomic Energy, adopted in Russia in 
October 1995, provides for the physical protection of radioactive substances and radi
ation sources. The elaboration of such a document is therefore a pressing concern for 
us, and Gosatomnadzor is willing to assist in its preparation.

One of the objectives of the physical protection of nuclear material focuses on 
excluding the diversion of nuclear material, i.e. the provision of safeguards. In this 
regard, it is important to establish criteria that preclude the use of special nuclear 
material for weapons manufacture.

The IAEA’s existing safeguards system is aimed at the timely detection of so- 
called significant quantities of special nuclear material, which are calculated to be 
8 kg of plutonium and uranium-233 and 25 kg of uranium (enriched to 20% or more 
in uranium-235).

In view o f  the current level o f  expansion in nuclear military technologies, it 
would seem that these established ‘significant quantities’ o f  nuclear material need to 
be revised downwards.

(Studies show that the manufacture of a nuclear explosive device of 1-20 kt 
capacity requires between 1 and 6 kg of plutonium-239 and between 5 and 16 kg of 
weapons-grade uranium.)

For over 50 years following the inception of the Soviet nuclear programme in 
the former USSR, a system of physical protection was developed against a back
ground of high domestic political stability and almost total control over the popula
tion, in particular the staff of facilities posing a nuclear and radiation hazard, with 
priority funding for the nuclear industry, and a high level of staff reliability backed by 
high salaries and prestigious work.

However, the changes that occurred in Russia after the collapse of the Soviet 
Union created a situation for which the previous physical protection system was not 
designed.

The democratization of society, the enhancement of the role played by the Law 
in regulating socio-economic relations, rejection of the old totalitarian control over 
the population by particular State organizations, open CIS borders, regional conflicts, 
heightened social tension, difficulties with funding in the economic and social sphere, 
including measures to upgrade physical protection at facilities that pose a nuclear and 
radiation hazard — all this has raised the issue of the need to reconstruct the physical 
protection system of such facilities, and to develop and strengthen the legal and 
regulatory basis for federal control of the use of atomic energy.

Significant changes have occurred recently in Russia, mainly involving the 
introduction of legal and regulatory documents at the federal level concerning the use 
of atomic energy, including the area of physical protection.
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The 1995 Federal Law on the Use of Atomic Energy has become the national 
legal basis for State regulation of safety in the use of atomic energy, and for the 
development of a whole range of administrative and legal documents in this field.

In accordance with the Federal Law on the Use of Atomic Energy, 
Gosatomnadzor is the State body responsible for controlling safety in the use of atomic 
energy, which entails the organization of development activities, the approval and 
implementation of rules and regulations covering the use of atomic energy, issuing 
licences for work involving the use of atomic energy, and supervising safety.

Within its sphere of competence, Gosatomnadzor takes decisions that are bind
ing on federal executive agencies, businesses and organizations, regardless of status 
and form of ownership, and on officials and members of the public.

On 7 March 1997, by Russian Government decree No. 264 the “Regulations on 
the Physical Protection of Nuclear Material, Nuclear Facilities and Nuclear Material 
Storage Sites” were approved and came into force as the first document at federal 
level to define general physical protection requirements. Before this document 
appeared, the organization and implementation of physical protection was based 
solely on regulatory documents at institutional level.

The above-mentioned Government decree provides that by 1 January 1999 
measures must be adopted which ensure that physical protection is implemented in 
accordance with the requirements in the Regulations, and that all documents on 
physical protection issued at departmental level must be revised in line with those 
requirements.

The approval of the 1995 Law and the introduction of the Regulations mean 
that an important step has been taken in the legal and regulatory control of physical 
protection. However, this is only the first step, since in Russia a number of regulatory 
documents with federal status have yet to be prepared, namely “State Policy on the 
Physical Protection of Nuclear Material, Nuclear Facilities and Nuclear Material 
Storage Sites”, and “General Procedures for Assessing the Vulnerability of Facilities 
Posing Nuclear and Radiation Hazards” (there is also no specific federal programme 
concerned with the development and equipping of physical protection systems for 
facilities in Russia posing nuclear and radiation hazards).

With a view to implementing the Law on the Use of Atomic Energy and the 
Regulations on Physical Protection, Gosatomnadzor and other interested organiza
tions have expanded the work of setting up an appropriate legal/regulatory basis for 
the use of atomic energy, with physical protection being included as one of the 
specific activities in that sphere. This work was begun by order of the Government of 
the Russian Federation, and there are currently at least ten legal and regulatory 
documents in preparation.

Gosatomnadzor’s activities to implement State supervision of the physical pro
tection of nuclear facilities and nuclear material are based on an appropriate organi
zational structure.
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Gosatomnadzor’s operational structure comprises three elements:

— the central office in Moscow,
— the Scientific and Technical Centre in Moscow,
— seven districts centrally located in the regions with the highest concentrations

of nuclear industry, nuclear power production and nuclear related research.

All Russia’s nuclear facilities are divided on territorial lines and by category 
into seven districts, which are shown on the plan of Gosatomnadzor’s operational 
structure.

Central district: supervises the physical protection of nuclear material and 
nuclear facilities at all Russia’s research reactors, critical and sub-critical assemblies, 
training establishments and research centres. At large sites with several material 
balance areas (MBAs) and various categories of material, inspections are constantly 
being carried out, and there are premises and a complement of inspectors available at 
facilities for that purpose. In the central district, arrangements of this kind exist at the 
Institute of Physics and Power Engineering (Obninsk), the Scientific Research 
Institute for Nuclear Reactors (Dimitrovograd) and the Kurchatov Institute. The head
quarters are in Moscow. The central district also supervises nuclear and radiation 
safety and physical protection at the Bilibino nuclear power plant (EhGP-6 reactor, 
four units).

North European district: supervises physical protection at all nuclear facilities 
in the northern European part of Russia. The headquarters are in St. Petersburg. This 
district supervises nuclear power plants which all have RBMK-1000 reactors (the 
Leningrad, Kursk and Smolensk nuclear power plants).

Don district: supervises physical protection at all the nuclear facilities located 
in the centre of Russia. The headquarters are in Novovoronezh. Under its supervision 
are the Novovoronezh (two WWER-440 units, one WWER-1000 unit) and Kola (four 
WWER-440 units) nuclear power plants.

Volga district: supervises physical protection at the nuclear facilities located 
in the Volga river basin. The headquarters are in Balakovo. Under its supervision 
are the Kalinin and Balakovo nuclear power plants, which have WWER-1000 
reactors.

Urals district: supervises physical protection at all nuclear facilities located in 
the Urals territory. At major sites such as the ‘Mayak’ complex, there is a constant 
inspection presence, for which there are premises and an appropriate complement of
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inspectors. The headquarters of the Urals district are in Yekaterinburg (Beloyarsk 
nuclear power plant, with three BN-600 units).

Siberian district: supervises physical protection at all nuclear facilities in 
Siberia. At the major nuclear sites in this region there is also a constant inspection 
presence maintained by Gosatomnadzor. The headquarters are in Novosibirsk.

Far East district: supervises physical protection at all facilities located in the 
Far East region. The headquarters are in Khabarovsk.

The State supervision of physical protection constitutes a system of coherent 
and interrelated actions for verifying that facilities posing a nuclear hazard observe 
the federal rules and regulations on physical protection in implementing prescribed 
activities in the area of the use of atomic energy, that the conditions of the licences 
for the types of activity are fulfilled from the physical protection point of view, and 
that steps are taken and sanctions applied should facilities fail to meet the require
ments of the physical protection rules and regulations.

State supervision of physical protection must be implemented at all stages of 
the design, construction, operation and decommissioning of nuclear facilities, when 
nuclear material is being handled.

State supervision of physical protection involves:

— Analysis and expert appraisal of materials for ensuring the safety of facilities 
posing a nuclear hazard, having regard to the extent to which they meet physical 
protection requirements;

— Implementation of inspections with the aim of verifying that the physical 
protection arrangements of facilities comply with the established rules and 
regulations.

According to the administrative documents, three types of inspection have been 
approved under the Gosatomnadzor system:

— comprehensive inspections (once every three years),
— special-purpose inspections (once every two years),
— routine inspections (as required).

On the basis of the inspection results and of the ensuing directives issued, the 
heads of the facilities must plan measures for dealing with the deficiencies and the 
comments that have emerged; the implementation of those measures is monitored by 
the districts.
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The implementation of State supervision of physical protection requires an 
appropriate legal and regulatory basis.

The formulation of a legal and regulatory basis for ensuring the physical 
protection of nuclear material and nuclear facilities is one important aspect of con
trolling the safe use of atomic energy, and it must therefore be considered within 
the framework of the overall legal and regulatory system for controlling safety in 
this area.

T he s tru c tu re  o f the  legal an d  reg u la to ry  con tro ls on th e  use o f a tom ic energy

The system of legal and regulatory documents on the use of atomic energy is 
structured at several levels.

The system includes laws and regulatory and legal documents issued by the 
President and the Government of the Russian Federation and the constituent parts of the 
Russian Federation, federal rules and regulations on the use of atomic energy, guidelines 
issued by State bodies concerned with the safe use of atomic energy, and standards, rules 
and regulations issued by State bodies which control the use of atomic energy.

The system of legal and regulatory documents used to control activities involv
ing the use of atomic energy is as follows.

Laws

— Regulatory legal documents issued by the President and the
Government of the Russian Federation,

— Federal rules and regulations on the use of atomic energy,
— Guidelines issued by State bodies concerned with safety regulation,
— Standards, rules and regulations issued by State bodies which control

the use of atomic energy.

The first level comprises the Federal Law on the Use of Atomic Energy, 
adopted by the State Duma on 20 October 1995 and signed by the President of the 
Russian Federation on 21 November 1995; the Federal Law on Radiation Protection 
of the Population, adopted by the State Duma on 5 December 1995 and signed by the 
President of the Russian Federation on 9 January 1996; and other federal laws for 
regulating legal relations in the area of the use of atomic energy which are currently 
being elaborated and prepared for adoption in accordance with the programme of 
draft statutes approved by the Government of the Russian Federation on 12 March 
1996 for the purpose of implementing the Federal Law on the Use of Atomic Energy.

Also included are laws on radioactive waste management, nuclear weapons, 
compensation for nuclear damage and nuclear insurance, the administrative liability 
of organizations engaged in activities in the area of the use of atomic energy,
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amendments to the Russian Federation Laws on Administrative Offences to take 
account of liability for infringement of Russian Federation legislation on the use of 
atomic energy, and others, making a total of at least ten legislative documents.

Federal Law on the Use o f  Atomic Energy

This law sets out the legal basis and guiding principles concerning matters aris
ing from the use of atomic energy. The subjects to which the Law applies and the 
types of activity involving the use of atomic energy are as follows:

Subjects

— Nuclear facilities, nuclear material, radiation sources, radioactive substances, 
radioactive waste, and storage sites for nuclear material, radioactive substances 
and radioactive waste.

Types of activity

— Layout and design of nuclear facilities;
— Manufacture and testing of nuclear explosive devices for peaceful purposes;
— Handling of nuclear material and radioactive substances;
— Safe use of atomic energy;
— Implementation of scientific research and experimental design work;
— Physical protection of nuclear facilities, nuclear material, radiation sources, and 

storage sites for nuclear material and radioactive substances;
— Accounting for and control of nuclear material;
— Export and import of nuclear facilities, equipment, nuclear material, radioactive 

substances, and non-nuclear material and services.

Pursuant to the Law on the Use of Atomic Energy, under Presidential Decree No. 
26 of 21 January 1997, entided “Federal Executive Agencies with Power to Implement 
State Regulation of Safety in the Use of Atomic Energy”, Gosatomnadzor, as the agency 
o f State safety regulation, regulates nuclear and radiation safety independently of other 
State agencies and organizations whose activities involve the use of atomic energy, and 
is invested with the following basic powers in the area of physical protection:

— To draw up, approve and bring into effect federal rules and regulations on the 
use of atomic energy;

— To perform, for the purpose of ensuring safety, the licensing of activities involv
ing the use of atomic energy;

— To supervise the physical protection of nuclear facilities, nuclear material, and 
storage sites for radiation sources and radioactive substances;
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— To perform inspections in execution of its powers;
— To take administrative action in accordance with established Russian 

Federation legislation.

Under this Law, physical protection is ensured by the operating organizations, 
which bear full responsibility for doing so.

The Law does not contain detailed requirements regarding physical protection 
measures, and only gives general descriptions of the areas which a physical protection 
system must embrace. According to Article 49 of the Law, these areas are as follows:

— Prevention of unauthorized access to the territory of a facility and to the nuclear 
material and radioactive substances, and the prevention of any tampering with 
or damage to them;

— Detection and prevention of attempts on the integrity and safety of nuclear 
material and radioactive substances, detection and prevention of sabotage and 
terrorist acts;

— Location and recovery of lost or stolen nuclear material and radioactive sub
stances;

— Implementation of physical protection at all stages of the design, construction 
and operation of facilities, including the transport of nuclear material and 
radioactive substances.

The Law also regulates a number of other issues relating to physical protection:
— Restriction of the rights of individuals working in or visiting facilities that pose 

a nuclear or radiation hazard (in the sense of subjecting them to examination, 
which may include the use of special equipment) — Article 51;

— Verifying staff reliability and qualifications, and the absence of medical contra
indications — Article 52;

— Liability for breach of Russian Federation legislation in the area of the use of 
atomic energy (Article 61). Under this Law, breaches in the area of physical 
protection include a breach of the conditions of licences to carry out work, and 
a breach of the requirements regarding the physical protection of nuclear facil
ities and nuclear materials.

The operating organizations in the area of the use of atomic energy and the 
organizations which provide them with services for such purposes carry out their 
activities on the basis of authorizations and licences issued by the State safety regu
lation agencies.

The list of activities in the area of the use of atomic energy which cannot be 
performed without an authorization (licence) is stipulated in the “Licensing 
Provisions in the Area of the Use of Atomic Energy”.
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At the moment, Gosatomnadzor performs its State regulatory duties in the area 
of physical protection using an authorization process in which the appropriate physi
cal protection requirements are incorporated into the conditions of the licences to 
carry out activities which are issued to facilities under supervision. Individual autho
rization fo r  a type o f  activity relating to physical protection is not issued to the 
facilities under supervision.

Legal regulations issued by the President and 
the Government o f  the Russian Federation

These legal acts (decrees, orders, regulations) make up the second level in the 
system of legal and regulatory documents. Among the documents that apply to 
Gosatomnadzor are:

“Regulations on Gosatomnadzor RF”, approved by order of the President of the 
Russian Federation (Presidential orders Nos 283 of 5 June 1992, 636 of 
16 September 1993, and 350 of 26 July 1995), which determine the aims, 
functions and rights of Gosatomnadzor as a federal executive agency; 
“Regulations on the Licensing of Activities in the Area of the Use of Atomic 
Energy”, approved by Decision No. 865 of the Government of the Russian 
Federation of 14 July 1997.

A series of legal regulations is also being drawn up at this level for the purpose 
of implementing the Federal Law on the Use of Atomic Energy. These include 
“Amendments to the Russian Federal Criminal Code in Connection with Breaches of 
Russian Federation Legislation in the Area of the Use of Atomic Energy”, “The 
Administrative Liability of Organizations for Breaches of Legislation in the Area of 
the Use of Atomic Energy”, “Measures for the Protection of Members of the Public 
Living or Working Inside the Protected Area of Facilities Posing a Nuclear or 
Radiation Hazard”, and others, amounting to more than ten in all.

Federal rules and regulations on the 
use o f  atomic energy

The third level includes federal rules and regulations on the use of atomic 
energy.

Federal rules and regulations are drawn up in accordance with a procedure 
established by the Government of the Russian Federation, and are contained in a 
special Government-approved list.

The first document at this level is entitled “Regulations on the Physical 
Protection of Nuclear Material, Nuclear Facilities and Nuclear Material Storage Sites”.
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The Physical Protection Regulations are drawn up on the basis of IAEA 
recommendations and constitute the primary regulatory document at the federal level. 
The document lays down the general requirements relating to physical protection at 
facilities posing a nuclear and radiation hazard over the entire territory of the Russian 
Federation. They must be observed by all legal persons engaged in nuclear activities.

The introduction o f  new rules and regulations does not imply the suspension o f  
licences to carry out work. It does, however, oblige the licence holder to take the 
following action:

— Identify any deviation from the newly introduced requirements in all documents 
relating to design, construction and operation;

— Devise measures to eliminate such discrepancies, or compensatory measures, 
and clear them with Gosatomnadzor.

The structural content of these Regulations is as follows:

The Regulations determine:

— Aims of physical protection;
— Powers and functions of Ministries and Departments concerned with physical 

protection;
— Categories of nuclear material (corresponding to those in the IAEA documents 

“Convention on the Physical Protection of Nuclear Material” and “Physical 
Protection of Nuclear Material” contained in INFCIRC/225 and INFCIRC/274, 
respectively);

— Basic requirements for the physical protection of nuclear material, nuclear 
facilities and storage sites;

— Physical protection arrangements during transportation;
— State supervision, departmental and interdepartmental control.

The Regulations require that a system of physical protection must be devised 
for each type of nuclear activity, so that the failure of any one element in the system 
does not impair its overall functioning.

A system of physical protection, as defined in the Regulations, must include:

— Organizational measures, involving:
(a) Operation of a safety service;
(b) Security arrangements;
(c) Availability of regulatory documents.
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— A system of physical barriers;
— A system of technical devices.

By 1 January 1999, the administration of a facility that poses a nuclear or 
radiation hazard must prepare, on the basis of the Regulations, technical documenta
tion for the provision of physical protection at the facility. The rules and requirements 
they contain must have at least the force of the established Regulations. This level of 
documents also includes:

“Basic Safety and Physical Protection Regulations for the Transport of Nuclear 
Material” (OPBZ-83), which came into force in 1984, and “Regulations on 
Export and Import of Nuclear Material, Equipment, Special Non-Nuclear 
Material and Associated Technology”, approved by Decision No. 574 of the 
Government of the Russian Federation of 8 May 1996.

Gosatomnadzor, together with other interested Departments, is currently prepar
ing the draft of “Safety Rules for the Transport of Nuclear Material” (PBTRM-97), 
which will replace OPBZ-83. The drafting takes account of the Federal Law on the Use 
of Atomic Energy, the Regulations on Physical Protection, and IAEA regulations.

Under the terms of the “Regulations on Export and Import...”, nuclear exports 
require licences issued by the Russian Federation Ministry of Foreign Economic 
Relations, and one of the conditions for receiving this licence is the possession of a 
Gosatomnadzor licence to conduct the respective activity, covering the production, 
use and transport of the nuclear material.

Also in preparation is the “Policy on the Physical Protection of Nuclear 
Material, Nuclear Facilities, and Storage Sites for Nuclear Material in the Russian 
Federation”, which will define the aims, structure and general operational principles 
of a physical protection system, and the types of danger which necessitate the build
ing of a physical protection system at a facility posing a nuclear and radiation hazard.

Guidelines issued by State bodies concerned with safety regulation

This level covers guideline documents issued by Gosatomnadzor which may be 
divided into several groups, depending on their purpose. They are implemented by 
order of the head of Gosatomnadzor.

Main organizational guidelines

This group comprises Gosatomnadzor documents which determine the activi
ties of Gosatomnadzor’s Headquarters and regional agencies, and define 
Gosatomnadzor’s overall organizational structure.
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The first such document is “Administrative Regulations on Supervision of the 
Accounting for and Control of Nuclear Material, and of the Safeguards for Ensuring 
its Non-Proliferation and Physical Protection” (RD-08-10-93). It defines the admin
istrative structure, responsibilities and competence of Headquarters.

Headquarters are responsible for overall co-ordination of the Gosatomnadzor 
agencies’ implementation of physical protection supervision in the Russian 
Federation. Under these Regulations, the main tasks of Headquarters are:

— State regulation of the accounting for and control of nuclear material, assurance 
of the non-proliferation of nuclear technology and materials, and the physical 
protection of nuclear material and nuclear facilities;

— Supervision of nuclear material storage and accounting, and of the safeguards 
for ensuring the non-proliferation and physical protection of nuclear material.

Other documents in this group are: “Regulations Affecting Gosatomnadzor 
Districts” and “Regulations on Inspections in Gosatomnadzor Districts”.

Guidelines that regulate supervisory activities

The documents in this group include:

— “Regulations on Supervisory Arrangements for Ensuring the Physical 
Protection of Nuclear Material, Nuclear Facilities and Nuclear Material Storage 
Sites”;

— “Regulations on Carrying out a Special-purpose Inspection of the Physical 
Protection of Nuclear Material, Nuclear Facilities and Nuclear Material Storage 
Sites” (RD-08-18-97);

— “Regulations on Carrying out a Special-purpose Inspection of the Accounting 
for, Control and Physical Protection of Nuclear Material, in Connection with 
the Loss, Theft or Unauthorized Use of Nuclear Material” (RD-08-11-96).

The “Regulations on Supervisory Arrangements ...”, still in preparation, will 
contain general regulations on the supervisory arrangements for the physical protec
tion of nuclear material and nuclear facilities in all organizations and companies 
which engage in activities involving the use of atomic energy, and will be a funda
mental and binding document for Gosatomnadzor agencies in this regard.

The “Regulations on Carrying out a Special-purpose Inspection of Physical 
Protection ...” (RD-08-12-97), based mainly on IAEA physical protection regulations 
and recommendations, came into force in April 1997. They set out the main require
ments regarding the organization, implementation and content of special inspections of 
the physical protection at facilities under Gosatomnadzor’s supervision.
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The regulations stipulate that the inspection’s main objective is to verify that the 
concern in question is fulfilling the conditions of its licence to carry out activities, 
from the physical protection point of view. The regulations prescribe the procedure 
for checking the entire physical protection system, including checks on its individual 
elements:

— Organizational measures (availability of legal and regulatory documents and of 
all the necessary organizational documentation for defining physical protection 
and the responsibilities of officials and services, functioning of the safety ser
vice, security arrangements);

— Checking of the system of physical barriers;
— Checking of the system of security devices.

On the basis of the inspection results a directive is made out and issued to the 
head of the concern.

If infringements of the physical protection requirements are found, they are 
described in the directive, together with the inspection committee’s recommenda
tions.

In dealing with breaches of the requirements of the established rules and regu
lations on physical protection at facilities posing a nuclear hazard, and of the condi
tions of authorizations to carry out prescribed activities relating to physical protec
tion, Gosatomnadzor agencies may, in accordance with established procedure, 
impose administrative penalties on licence holders and individuals, suspend their 
operations and confiscate their licences.

Procedures and instructions for the implementation of licensing 
and supervisory activities in the area of physical protection

These documents are distributed to Gosatomnadzor inspectors, and are 
intended to help them with the procedures they must follow in carrying out their 
inspections.

Currently in force in the Gosatomnadzor system are the “Procedural 
Instructions on Supervising the Arrangements for and Verifying the Status of the 
Physical Protection of Nuclear Material and Nuclear Facilities” (RD-08-01-93), 
which until recently constituted virtually the only document dealing with supervisory 
activities in the area of physical protection, apart from departmental documents on 
physical protection.

A draft document is being prepared on “Procedural Recommendations for 
Drawing up the Conditions of Licences Relating to Physical Protection”.

This third level in the hierarchy of documents may contain documents prepared 
jointly by Gosatomnadzor and other departments (co-operation agreements, etc.).
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An example is the “ 1996 Co-operation Agreement between Gosatomnadzor and 
the State Customs Committee (GTK) of Russia Concerning Arrangements for the 
Transfer of Nuclear Material and Radioactive Substances across Russian Federation 
Borders”.

Pursuant to this Agreement, Gosatomnadzor provides GTK with assistance on 
matters relating to the supervision of transfers of nuclear material across Russia’s bor
ders, and also on nuclear safety matters pertaining to nuclear material being held by 
customs, and provides GTK with information on all legal persons in possession of a 
Gosatomnadzor licence to carry out activities involving the transfer of nuclear mate
rial across the border.

Rules and regulations o f  State bodies concerned with 
controlling the use o f  atomic energy

This level contains documents which may be applied for nuclear and radiation 
safety purposes by these bodies and by operating and planning organizations, as long 
as they do not contradict the federal rules and regulations, and Gosatomnadzor guide
line documents. Gosatomnadzor issues two types of approval for these regulatory 
documents:

— General approval, under which Gosatomnadzor ensures the correctness of such 
a document while it is being prepared or issues a special decree on distributing 
it as a working document across Gosatomnadzor’s sphere of operations;

— Individual approval, under which the person responsible for developing techni
cal documentation on design, construction, operation or decommissioning pre
sents an analysis of the regulatory documents used, in order to confirm that 
their use will not contradict federal rules and regulations on the use of atomic 
energy, and Gosatomnadzor guideline documents.

The availability of regulatory documents that have been examined and 
approved by Gosatomnadzor simplifies the process of conducting expert appraisals of 
materials which are submitted to Gosatomnadzor for the purpose of obtaining per
mission to carry out an activity.

International co-operation by Gosatomnadzor in the area of physical protection

Gosatomnadzor greatly appreciates the scientific and technical support it has 
received from the United States of America, Germany and the IAEA in upgrading 
physical protection at facilities and its supervisory activities.

In the framework of the Gosatomnadzor-US Department of Energy agreement 
of 30 June 1995, “Co-operation on the Protection, Accounting for and Control of
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Nuclear Material”, work is being carried out to upgrade physical protection systems 
at eight Russian facilities posing a nuclear hazard which do not come under the juris
diction of Minatom. Completion of this work will make it possible to equip these 
facilities with new physical protection devices, and to construct a physical protection 
system that meets modem requirements.

Throughout 1996 and 1997, in accordance with the Memorandum on Co
operation between Gosatomnadzor and the US Nuclear Regulatory Commission, a 
number of initiatives were taken involving exchanges of experience relating to super
visory activities in the field of physical protection. On 4 September 1997, an 
Agreement on co-operation in supervisory activities in connection with the physical 
protection of nuclear material and facilities was signed in Moscow between 
Gosatomnadzor and Germany’s Ministry of the Environment, Nature Conservation 
and Reactor Safety.

Gosatomnadzor specialists are contributing to the development of a computer
ized system for the safe transport of special nuclear material by rail (ASBT), which 
is being produced by a number of Minatom companies under contractual arrange
ments with US Department of Energy national laboratories. The objective of the 
ASBT project is to strengthen considerably the physical protection arrangements that 
currently apply to the railway rolling stock used to transport nuclear material in 
Russia.

These forms of co-operation are producing a positive effect on measures to 
upgrade the physical protection of facilities in Russia posing a nuclear hazard, and on 
the organization of supervisory activities.
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Abstract

PHYSICAL PROTECTION PHILOSOPHY AND STRENGTHENING NATIONAL 
REGULATORY PROGRAMMES FOR PHYSICAL PROTECTION.

The regulation o f nuclear activities in Turkey is under the supervision of the Turkish 
Atomic Energy Auhority. The Authority is responsible for the national security and the 
protection of peaceful uses of nuclear energy. The paper covers the physical protection 
philosophy, national legislation and strengthening of national regulatory programmes for 
physical protection.

1. INTRODUCTION

Regulatory activities regarding nuclear and radiological safety, including 
physical protection of governmental and commercial nuclear facilities in Turkey, are 
under the responsibility of the Turkish Atomic Energy Authority (TAEA). The TAEA 
ensures that licensed activities do not cause any unreasonable risk to the public and 
to environmental health and safety, and that they do not impair the common defence 
and security interests of Turkey. The TAEA protects the public against nuclear 
accidents as well as malevolent acts. These two concerns overlap each other in that 
safety measures to prevent accidents may help prevent or lessen the degree of 
malevolent acts. For this reason, the TAEA defines safety measures for all nuclear 
activities and draws up relevant regulations.

Measures necessary to protect the facilities are described in regulations that 
express in detail the goals of protective plans based on site specific details, such as 
the amounts and types of nuclear material, the location and site of the facility and the 
specific location of the item needing protection within the facility. These plans are co
ordinated and approved by the TAEA and implemented by the facilities. Periodic 
inspections are made by the TAEA.

I l l
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2. OBJECTIVES AND STRUCTURE OF THE TAEA

Nuclear activities in Turkey were officially initiated in 1956 by the establish
ment of the Turkish Atomic Energy Commission (TAEC). The TAEA was established 
by the Authority Act in 1982 and replaced the TAEC.

The general objective of the TAEA is to promote the peaceful uses of nuclear 
energy. By the 1982 Act, the TAEA was given responsibility for national security and 
the protection of public health and safety in the area of peaceful uses of nuclear 
energy, and it was authorized to license the possession of nuclear material and 
facilities for peaceful uses.

The TAEA is directly under the supervision of the Prime Minister, and is 
headed by a President and assisted by three Vice-Presidents who are responsible for 
nuclear power and safety, research and development, and administration and finance.

The three main bodies which have been set up within the TAEA for activities 
in related areas are: the Atomic Energy Commission, the Advisory Committee and the 
Specialized Departments.

The Department of Nuclear Safety, which is one of the Specialized 
Departments, carries out the duties related to nuclear safety subjects, such as site 
selection, construction, system engineering, commissioning, operation, environmen
tal safety, physical protection of nuclear material and facilities, nuclear material 
accountancy and control activities.

There are also two research centres and one institute affiliated with the TAEA. 
These are the £ekmece Nuclear Research and Training Centre (£NRTC), the Ankara 
Nuclear Research and Training Centre and the Lalahan Institute for Nuclear Research 
and Animal Health.

3. PHYSICAL PROTECTION PHILOSOPHY

The purpose of physical protection is to provide for public safety by deterrence 
or prevention of

— theft of nuclear material,
— radiological sabotage,
— hoaxes arising from threatened sabotage or from alleged thefts,

through appropriate measures designed to detect, delay and respond to such acts. 
Therefore, all special nuclear material is subject to varying degrees of physical 
protection with increasing levels of effectiveness, corresponding to the increasing 
strategic potential of the material.
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The material accounting and control measures are complementary measures of 
the physical protection system, and vice versa.

4. RELEVANT LEGISLATION

National legislation for nuclear safety, including physical protection and 
nuclear material accounting and control activities, is provided essentially at three 
levels in Turkey.

4.1. Acts and international agreements

4.1.1. TAEAAct

The legal norm for the peaceful use of nuclear energy in Turkey is the TAEA 
Act, enacted in 1982. This Act specifies the duties and responsibilities of the TAEA 
in detail. According to Article 4 of this Act, nuclear safety related duties are as 
follows:

— To determine the general principle to be complied with for all kinds of prospect
ing, exploiting, purifying, importing, exporting, trading, transporting, using and 
storing raw material, special fissionable material and other strategic material 
used in the nuclear field.

— To give permission and licence related to the siting, construction, operation and 
environmental protection of nuclear facilities; to perform the necessary controls 
and inspections.

— To implement the regulations determining the basis of nuclear material 
accounting and control, and physical protection of nuclear material and 
facilities.

— To prepare the necessary technical decrees, regulations and guides for the above 
purposes.

4.1.2. N PT and Safeguards Agreement

Turkey is a party to the Treaty on the Non-Proliferation of Nuclear Weapons 
(NPT). The NPT was signed in 1969 and ratified by the Turkish Parliament in 1979 
(Act No. 2225). Under this Treaty, Turkey negotiated and concluded a Safeguards 
Agreement (INFCIRC/153 type) with the IAEA in 1981.

According to the Safeguards Agreement, Turkey has accepted IAEA safeguards 
on all nuclear material in all peaceful nuclear activities within its territory, and has
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also agreed to establish and maintain a National Accounting and Control System for 
all nuclear material subject to safeguards under this Agreement. The two principal 
national functions of the State system of accountancy for and control of nuclear 
material (SSAC) are nuclear material accounting and control, and physical 
protection.

The objectives of the SSAC are to contribute to the deterrence, prevention and 
detection of theft or unauthorized use of nuclear material and to provide the essential 
basis for the application of IAEA safeguards.

4.1.3. Convention on the Physical Protection o f  Nuclear M aterial

The Convention on the Physical Protection of Nuclear Material was signed by 
Turkey in 1983 (INFCIRC/274) and ratified in 1984 (Act No. 3070).

4.2. Decrees

4.2.1. Decree pertaining to the issue o f  licences fo r  nuclear installations

This Decree entered into force in 1983. It sets the rules for the issue of 
licences for nuclear installations and defines the licensing procedures. The licens
ing procedures are divided into three main stages: site licensing, construction 
licensing and operating licensing. To acquire a licence for construction of nuclear 
facilities, it is necessary to ensure that the proposed operation complies with the 
following conditions:

— the facility shall not be used for non-peaceful purposes,
— the operation of the facility shall not cause any risk to public health and safety,
— the location and design of the facility shall not cause a calamity.

Therefore, to obtain a construction licence, the applicant should prepare a 
preliminary safety analysis report (PSAR), including a description of the facility and 
of the safety and protection measures.

Information pertaining to the physical protection of the facility, given together 
with the PSAR, is top secret.

Article 25 of the Decree deals with transportation of nuclear fuel to the facility. 
According to this article, it is not allowed to transport nuclear fuel to the reactor site 
before the documents pertaining to the physical protection and nuclear material 
accountancy and control programme of nuclear facilities have been presented to the 
TAEA and its approval has been obtained.

Article 35 of the Decree: If it is established by the TAEA that a facility does not 
meet the licence conditions, that the safety measures and regulations are not being
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implemented, that the special nuclear material is not being handled appropriately or 
that physical protection of the facility is not effective, then the licence of the operating 
personnel or the operating licence of the facility may be revoked temporarily or 
permanently.

4.2.2. D ecree on radiation safety

This Decree entered into force in 1983. It sets the rules for the issue of 
licences for radioactive material, fissile material and equipment emitting ionizing 
radiation.

4.3. Regulations

After acquiring the licence, the operator of the facility must comply with further 
regulations. One regulation specifies the necessity to strictly protect the nuclear 
facility (including the nuclear material within the facility) and the other specifies the 
necessity to account for and control nuclear material. The TAEA has prepared the 
necessary regulations that provide more detailed procedures.

4.3.1. Regulation on measures fo r  physical protection o f  special nuclear material

This regulation entered into force in 1979. It is based on the IAEA recommen
dation for the physical protection of nuclear material (INFCIRC/225/Rev.l). It 
specifies the basis related to the measures for physical protection of special nuclear 
material in use, transit and storage, as well as physical protection of nuclear facilities 
where the special nuclear material is in use and storage. These measures are in all 
cases additional to other measures established for safety purposes for nuclear mater
ial in use, storage and transit.

In this regulation, nuclear material is classified into three categories. 
Requirements for physical protection against the possibility of theft of nuclear 
material and sabotage of nuclear facilities are established.

At the facility level, each facility has a physical protection plan. These plans 
have been prepared in accordance with national regulation and approved by the 
TAEA.

The TAEA inspects nuclear facilities to ascertain whether the conditions laid 
down in the relevant regulations are maintained.

4.3.2. Regulation on accountancy fo r  and control o f  nuclear material

This regulation entered into force in 1997. It specifies the basis of related 
nuclear material accountancy and control.
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4.3.3. Regulation on safe transport o f  radioactive material

This regulation, which is based on the IAEA Regulations for the Safe Transport 
of Radioactive Material (Safety Series No. 6) entered into force in 1997.

5. NUCLEAR FACILITIES IN TURKEY

5.1. TR-2 research reactor

This reactor is located at the (ZNRTC in Istanbul and belongs to the TAEA. It is 
a 5 MW swimming pool type reactor, which uses Materials Test Reactor (MTR) type 
fuel elements with 93% and 20% enriched uranium. It was designed in 1974 and 
reached its first criticality in 1981. It is used for radioisotope production (mainly "T c  
and 192Ir), in-core irradiation (neutron activation analysis) and training.

5.2. Triga Mark II research reactor

This reactor is located at the Technical University Campus in Istanbul and 
belongs to the Institute for Nuclear Energy of the Technical University of Istanbul. It 
is a 250 kW Triga Mark II type research reactor which was built in 1981. It is a solid, 
homogeneous tank type research reactor with 20% enriched uranium-zirconium 
hydride fuel. It is used for isotope production, shielding studies and training.

5.3. Nuclear Fuel Pilot Plant

The Nuclear Fuel Pilot Plant was set up at the £NRTC in 1986. This facility is 
a pilot scale plant for research and development in the experimental production of 
natural uranium dioxide ceramic pellets using U3Og as feed material.

6. TRANSPORTATION OF NUCLEAR MATERIAL

Before 1997, Turkey had adopted the IAEA Regulations for the Safe Transport 
of Radioactive Material (Safety Series No. 6). In 1997, a national regulation on the 
Safe Transport of Radioactive Material entered into force.

Requirements for the physical protection of nuclear material in transit, catego
rized as I, II and III, are given in the national regulation Measures for Physical 
Protection of Nuclear Material. Also, Turkey undertakes to fulfil the obligations of the 
Convention on the Physical Protection of Nuclear Material, related to the inter
national transportation of nuclear material.
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7. ILLEGAL TRANSACTIONS INVOLVING NUCLEAR MATERIAL AND 
OTHER RADIOACTIVE SOURCES

In view of the fact that illicit trafficking and trading in nuclear material have 
increased in the past few years, it is very important to take immediate measures for 
preventing these activities. Therefore, both States and international organizations 
should take part in dealing with these illegal transactions. An important precondition 
for preventing such incidents is the existence of a strong national system for the 
control of all radioactive sources, covering nuclear and radioactive material. Further, 
governments are responsible for the enforcement of laws within their borders to 
prevent illegal trading and trafficking in such sources.

The importance of this matter was explained at an IAEA meeting held in 1994. 
At this meeting, the concern of the international community about recent cases of 
illicit trafficking in nuclear material was addressed, noting that uncontrolled move
ment of nuclear material involves both proliferation and radiation safety risks. It was 
also pointed out that the IAEA might be able to help Member States confronted with 
the problem of illegal transactions in nuclear material. Finally, resolution 
GC(XXXVIII) RES/15, requesting Member States “to take all necessary measures to 
prevent illicit trafficking in nuclear material”, was adopted.

Because of the importance of this matter, Turkey has given full support to the 
IAEA Programme on Combating Illicit Trafficking of Nuclear and other Radioactive 
Materials.

In 1996, Turkey notified the IAEA that it accepted the Database on Illicit 
Trafficking of Nuclear Materials and other Radioactive Sources, and gave the name 
of a person who could be contacted directly by the IAEA to obtain information 
concerning illicit trafficking incidents. In addition to the IAEA database system, 
Turkey has established its own database system to collect information regarding illicit 
trafficking incidents at the TAEA.

In Turkey, many incidents have occurred, but most of the materials captured 
by the security forces, when analysed in laboratories, have been found to be 
harmless chemicals without significant importance. The applied procedures are as 
follows:

— The materials captured by the police are sent to the £NRTC in Istanbul.
— At the CNRTC, suspect materials are analysed in the Neutron Activation 

Analysis Laboratory with the multichannel gamma spectroscopic analysis 
method and other methods.

— The results of the analysis include measurements of the materials (elemental 
and isotopic composition, impurities, chemical form, radiation levels, etc.), 
possible origins of the materials and any other information that may be useful 
to the TAEA.
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— All information is sent to the TAEA for evaluation. The TAEA keeps records 
and supplies information to the IAEA, together with the “Illicit Trafficking in 
Nuclear Materials and other Radioactive Sources Incident Notification Form” 
if the related material is nuclear or another radioactive source.

— The nuclear material is kept at the £NRTC, which is a temporary depository of 
the material. A final decision about the permanent location of the material is 
given by a court. This material is open to IAEA safeguards inspections.

8. CONCLUSIONS AND RECOMMENDATIONS

Turkey believes that more effective safeguards and physical protection 
measures are required. Hence, it has supported further strengthening of the effective
ness of IAEA safeguards. Turkey also believes that the Member States should 
improve their safeguards and physical protection systems in order to prevent 
malevolent acts and illegal movements of nuclear material. In view of this, Turkey is 
considering taking the following measures:

— To upgrade the available related regulations on physical protection and nuclear 
material accountancy and control;

— To revise the available physical protection plans and upgrade the physical 
protection systems of the facilities;

— To train staff from relevant authorities and facility personnel;
— To develop national legislation against unauthorized transport of nuclear 

material and other illegal acts involving nuclear material and facilities; and to 
formulate penal statutes that can provide penal liability of perpetrators;

— To establish a remote detection and analysis of low level radiation system at 
customs check-points, and to train customs staff with regard to the use of 
nuclear material, radioactive sources and equipment;

— To enhance co-operation among countries, in particular with neighbouring 
countries.
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Abstract

BALANCING PHYSICAL PROTECTION WITH CONFLICTING ISSUES SUCH AS 
NUCLEAR SAFETY AND HUMAN RIGHTS.

The State of Ukraine is continuing to create and improve State administrative bodies. 
The Nuclear Regulatory Administration (NRA) has been set up within the Ministry for 
Environmental Protection and Nuclear Safety of Ukraine. In addition to State regulation of 
nuclear and radiation safety in Ukraine, the NRA also regulates the physical protection of 
nuclear facilities and nuclear material. Steps are being taken in Ukraine to set up a State 
physical protection system and to develop legal documents regulating the physical protection 
of nuclear material and facilities. The Law on the Utilization of Nuclear Energy and Radiation 
Safety, which forms the basis of the nuclear legislation package, defines the rights of the 
population and of the personnel at nuclear facilities, as well as the limitations of those rights in 
connection with the implementation of nuclear safety and physical protection measures. 
However, this basic law cannot cover all aspects of physical protection and therefore, in 
consultation with the relevant ministries and departments, a draft law on the physical protection 
of nuclear material, nuclear facilities, radioactive waste and other ionizing radiation sources 
has been prepared and submitted to the Cabinet of Ministers for consideration. This draft has 
also been considered and approved by an international group of legal experts of the IAEA. This 
draft law covers basic State policy in the area of physical protection; means and conditions for 
ensuring physical protection; aspects of the rights, freedoms and duties of citizens, officials and 
military personnel; the powers of central and local authorities in the area of physical protection; 
aspects of the financing of physical protection; certain aspects of international relations and 
other areas. The budgetary resources of financing the costs of physical protection are allocated 
as a matter of priority and are included under a separate heading in the estimates of the running 
costs of State funded institutions or organizations.
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The recently established State of Ukraine is continuing to create and improve 
State administrative bodies. The Nuclear Regulatory Administration (NRA) has been 
set up within the Ministry for Environmental Protection and Nuclear Safety of 
Ukraine.

In addition to State regulation of nuclear and radiation safety in Ukraine, the 
NRA also regulates the physical protection of nuclear facilities and nuclear material.

Steps are currently being taken in Ukraine to set up a State physical protection 
system and to develop legal documents regulating the physical protection of nuclear 
material and facilities.

This process is very difficult because of the shortage of means for developing 
a regulatory infrastructure; it has to be created in a ‘vacuum’, since in the former 
USSR the regulatory documents on physical protection consisted generally of con
fidential ministerial instructions, which cannot be applied in Ukraine without violat
ing the Constitution. It is stated in the Constitution that the rights and freedoms of 
citizens can only be limited in cases stipulated by legislation. Many aspects of phys
ical protection limit to some extent these rights and freedoms, for example the col
lection of information (Art. 34), the holding of meetings, demonstrations (Art. 38), 
participation in political parties and holding of religious ceremonies (Arts 35, 36 and 
37), as well as the collection of confidential information about citizens, monitoring 
of postal correspondence and telephone conversations. It has therefore been con
cluded that problems of physical protection have to be solved through legislative 
channels.

The Law on the Utilization of Nuclear Energy and Radiation Safety, which 
forms the basis of the nuclear legislation package, defines the rights of the population 
and of the personnel at nuclear facilities, as well as the limitations of those rights in 
connection with the implementation of nuclear safety and physical protection 
measures. Thus, for example, such personnel do not have the right to strike (Art. 36); 
personnel and visitors and their vehicles may be inspected on the territory of nuclear 
facilities by employees of the security division, using special equipment for detecting 
weapons and explosives, and radioactive, toxic and narcotic substances and other 
objects which could be used for acts of sabotage and terrorism. The filming, photo
graphic and video recording of security systems is prohibited (Art. 46). The holding 
of meetings, demonstrations, etc. on the territory of nuclear facilities or of radioactive 
waste management facilities and in the monitored zone is forbidden. Such activities 
are also prohibited outside the monitored zone if they could disrupt the functioning 
of the nuclear facility’s systems or impede access of personnel and the transportation 
of goods to the facility or the access of fire or other special services.

The Law provides for compensation of damage caused as a result of wilful 
blocking of transport routes and other illegal acts which affect the safe operation of a 
nuclear facility; it also provides for the institution of legal proceedings against the 
guilty parties. In accordance with the established procedure, compensation for
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damage has to be paid by the guilty persons or by the organs of the local State 
authority if they did not take measures to prevent such actions (Art. 47).

The Law also states (Art. 61) that a guarantee of the physical protection of 
nuclear material and facilities is a requirement for the issuing of a licence for the 
construction and operation of nuclear facilities, and for the manufacture, use, storage 
and transfer of nuclear material.

Persons may be authorized to work with nuclear material and at nuclear 
facilities only if they have successfully passed through a special vetting procedure.

Persons wishing to work with nuclear material or at a nuclear facility have to 
provide adequate reliable information in order to obtain authorization, and they have 
to give their written agreement that this information may be verified. They do not 
have the right to participate in civilian associations which cannot be legally approved 
or which are prohibited.

Persons already authorized to work with nuclear material and at nuclear facilities 
have to comply strictly with the requirements regarding the limitation of access to 
nuclear material and facilities; they must also inform the officials who have authorized 
them to carry out such work of any circumstances that arise which impinge upon such 
authorization (Art. 65). Authorization will be withdrawn or not granted if the person:

— does not fulfil the requirements of Art. 65,
— has a conviction which is incompatible with such work,
— is under investigation,
— has been dismissed from his/her previous workplace for violating labour 

discipline,
— has been officially warned about the inadmissibility of threatening to commit a 

criminal act,
— participates in an activity that is against the law.

If authorization is withdrawn, the person concerned is dismissed without 
preliminary agreement with the trade union (Art. 66).

Article 81 foresees disciplinary, administrative or criminal proceedings in 
accordance with the prevailing legislation in the event of any violation of the Law. 
The violations listed in Article 81 also include:

— the authorization of persons to work at nuclear facilities or with nuclear 
material who have not undergone special vetting;

— violations of the requirement to guarantee the physical protection of nuclear 
material, nuclear facilities, ionizing radiation sources, etc.

However, this basic Law cannot of course cover all aspects of physical protec
tion and therefore, in consultation with the relevant ministries and departments, a
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draft law on the physical protection of nuclear material, nuclear facilities, radioactive 
waste and other ionizing radiation sources has been prepared and submitted to the 
Cabinet of Ministers for consideration. This draft has also been considered and 
approved by an international group of legal experts of the IAEA.

This draft law covers basic State policy in the area of physical protection; 
means and conditions for ensuring physical protection; aspects of the rights, freedoms 
and duties of citizens, officials and military personnel; the powers of central and local 
authorities in the area of physical protection; aspects of the financing of physical 
protection; certain aspects of international relations and other areas.

In particular, the draft law stipulates that problems which have to be solved by 
several ministries should be considered by a commission on the basis of the results of 
scientific studies. This involves, for example, determining the level of physical 
protection of facilities, taking into account the threat posed by criminal acts; criteria 
for classifying nuclear facilities, nuclear material and other ionizing radiation sources 
in terms of physical protection; the characteristics (sensitivity levels) of the technical 
security systems needed to ensure that physical protection goals are met; and a list of 
confidential information on physical protection.

Clear provisions regarding the financing of physical protection are being 
imposed on:

— State funded institutions and organizations, which have to finance physical pro
tection measures from the funds allocated for their running costs;

— private enterprises, which have to finance physical protection measures from
their own resources.

The costs of physical protection for the categories of nuclear material that pose 
the greatest risks to society are financed only through the budget.

It should be noted that the budgetary resources for financing the costs of 
physical protection are allocated as a matter of priority and are included under a 
separate heading in the estimates of the running costs of State funded institutions or 
organizations. Resources allocated for physical protection are not subject to 
reductions.

The costs of ensuring the physical protection of international transfers of 
nuclear material are determined in international agreements on the basis of the calcu
lations of the security divisions. It is stipulated that the salaries and allowances of 
those carrying out physical protection measures should not be less than those of 
nuclear power plant operating personnel.

The draft law, in accordance with the Constitution, states that all citizens or 
their associations have the right to obtain information on the physical protection of a 
facility (except confidential information) by making an order to that effect at their
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own expense. They also have the right to visit nuclear facilities, for information 
purposes, accompanied by specially selected representatives of the facility, except for 
those places where crucial work is carried out, those sites where there is information 
to which access is restricted and also those places under armed guard (i.e. freedom of 
movement is limited). The unauthorized collection, storage, use and dissemination of 
information on the physical protection system of a specific facility is forbidden.

Monitoring of telephone conversations of shift personnel and of the head of the 
nuclear facility, as well as verification of information or persons authorized to carry 
out crucial work at nuclear facilities or with nuclear material, are permitted in order 
to enforce the limitations that are necessary to ensure national security.

Finally, I should like to point out that we still have a large number of unsolved 
problems associated with physical protection. Both the Nuclear Regulatory 
Administration and the Government of Ukraine realize this. In preparing the pro
gramme of the government, headed by V. Pustovoitenko for 1997-1999, we have 
therefore endeavoured to include in it as many regulatory documents as possible so 
that in the coming years problems of physical protection in Ukraine can be settled at 
a high enough level.
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Abstract

PRELIMINARY RESEARCH WORK ON PHYSICAL PROTECTION OF NUCLEAR 
MATERIAL AND FACILITIES AT THE CHINA INSTITUTE OF ATOMIC ENERGY

The paper describes briefly the preliminary research work on physical protection of 
nuclear material and facilities at the China Institute of Atomic Energy (CIAE). The CIAE is a 
multi-disciplinary institute. It is under the dual leadership of the China National Nuclear 
Corporation and the Academia Sinica. The Chinese Government has paid great attention to the 
safety and protection of nuclear material. Many strict measures of management have been 
taken and a number of laws and regulations have been implemented. The Chinese Government 
has also adopted a licensing system for the possession and use of nuclear material, according 
to the regulations on nuclear material control o f China. Also, a Laboratory of Technical 
Research for Nuclear Safeguards has been established where some research work on physical 
protection of nuclear material has been performed.

China Institute of Atomic Energy

This paper describes briefly the preliminary research work on physical pro
tection of nuclear material and facilities at the China Institute of Atomic Energy 
(CIAE).

The CIAE is a multi-disciplinary institute. It is under the dual leadership of the 
China National Nuclear Corporation (CNNC) and the Academia Sinica. Its predeces
sor was the Institute of Modem Physics, Academia Sinica, established in 1950; it was 
renamed as the Institute of Atomic Energy in 1958 and as the China Institute of 
Atomic Energy in 1984.

For the purpose of promoting R&D work in the field of accounting for and 
control of nuclear material and physical protection of nuclear material the Laboratory 
of Technical Research for Nuclear Safeguards was founded in 1991 at the CIAE. In 
1993, this laboratory was established as one of the important laboratories of the 
CNNC. Since then, it has been recognized as the unique technical support unit for
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both the National Office of Nuclear Material Control and the Bureau of International 
Co-operation of the Chinese National Atomic Energy Authorities.

Regulations on the physical protection of nuclear material in China

The Chinese Government has paid great attention to the safety and protection 
of nuclear material. Many strict measures of management have been taken. The 
following laws and regulations have been implemented:

— The Regulations on Nuclear Material Control of the People’s Republic of China 
(promulgated by the State council on 15 June 1987).

— The Rules for the Implementation of Regulations on Nuclear Material Control 
(issued by the competent authorities on 25 September 1990).

— The Physical Protection Rules for International Transfer of Nuclear Material 
(issued by the China Atomic Energy Authority and the Ministry of Public 
Security on 15 September 1994).

— Rules of physical protection for nuclear facilities (in preparation).

China acceded to the Convention on the Physical Protection of Nuclear 
Material (INFCIRC/274 and INFCIRC/225/Rev.3, published by the IAEA in 1987 
and 1993, respectively).

These regulations and other related rules are the design basis of physical 
protection systems in China.

Licensing system for nuclear material

The Chinese Government has adopted a licensing system for the possession and 
use of nuclear material, according to the regulations on nuclear material control of 
China, to ensure lawful and safe use of nuclear material; to prevent theft, sabotage, 
loss, and unlawful diversion and use of nuclear material; to protect the security of the 
State and the public; and to promote the development of nuclear energy. Therefore, 
each enterprise intending to possess and use or store nuclear material is obliged to 
apply for a licence.

A number of ‘licence application review outlines’ for different nuclear facilities 
have been issued or are under preparation. After review of the licence application by 
the China Atomic Energy Authority and the National Nuclear Safety Administration, 
the China Atomic Energy Authority issues a licence for the legal possession and use 
of nuclear material. The enterprise is responsible for the overall safety of the nuclear 
material; inspectors designated by the competent authority check the performance of 
the physical protection system of the facility.
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Preliminary research work on physical protection of nuclear material at the CIAE

Since the establishment of the Laboratory of Technical Research for Nuclear 
Safeguards, some research work on physical protection of nuclear material has been 
performed. The following activities have been carried out recently:

— Keeping up with the new worldwide achievements on physical protection of 
nuclear material;

— Designing a physical protection system of nuclear material and facilities to 
meet the domestic needs;

— Contributing to the national efforts of formulating a series of ‘licence applica
tion review outlines’ for different nuclear facilities;

— Sending experts to join the national review activities for applications for 
licences for nuclear material;

— Dispatching experts to check the physical protection systems of nuclear facili
ties to ensure the effectiveness of these systems;

— A model physical protection system has been built in the Laboratory of 
Technical Research for Nuclear Safeguards to meet the risk requirements for 
nuclear material of Category I; this model system includes: an access control 
system, a perimeter monitoring system, a theft monitoring system, an informa
tion and communication system, a television monitoring system and a control 
centre;

— Using the model system for demonstration and for training courses on the use 
of the physical protection system.





IAEA-CN-68/54

PHYSICAL PROTECTION OF NUCLEAR 
MATERIAL AND FACILITIES IN FRANCE 
Implementation, sharing o f responsibility 
and strengthening measures

J.C. DRE VILLON, G. ROMMEVAUX 
Ministere de l ’economie, 

des finances et de l’industrie,
Service de protection et de controle 

des matieres nucleaires et sensibles,
Paris

M.G. GRETERE
Institut de protection et de surete nucleaire,
Departement de securite des matieres radioactives,
CEA, Centre d’etudes de Cadarache,
Saint-Paul-Iez-Durance

France

Abstract

PHYSICAL PROTECTION OF NUCLEAR MATERIAL AND FACILITIES IN FRANCE: 
IMPLEMENTATION, SHARING OF RESPONSIBILITY AND STRENGTHENING 
MEASURES.

Protection and control o f nuclear material in France are governed by the Act of 25 July 
1980. This Act defines the principles and provisions that must be implemented to prevent and 
detect, without delay, any disappearance, loss, theft or diversion of nuclear material. The Act is 
based on the following three principles: authorization, control and sanctions. It covers the 
activities o f import, export, storage, manufacture, use, transfer and transport of nuclear 
material. Notably, the purpose of this Act and its enabling clauses is to satisfy the provisions of 
the Convention on the Physical Protection of Nuclear Material (INFCIRC/274). The decree of 
12 May 1981 defines: the scope of the Act, the list o f the nuclear material involved and its 
classification in three categories, depending on the sensitivity of the material; the conditions for 
granting licences by the Ministry of Industry; the obligations for the operator with respect to 
control, including follow-up and accounting, containment, surveillance and physical protection 
(first level o f control); general provisions concerning the inspections performed by the 
authorities (second level o f control); and any sanctions. These clauses are supplemented by 
various orders, notably on physical protection of nuclear material during transportation. In 
support of these provisions, for storage areas containing Category I nuclear material, a 
ministerial instruction requires the operators to carry out a vulnerability study for the purpose 
of demonstrating that protection of the material has been achieved, in particular against internal 
and external threats notified by the authorities. The protection of nuclear installations against
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malevolent actions is assessed in conjunction with the safety studies, ensuring that the resulting 
accidental situations are in fact taken into account. The threats considered are notified to the 
operators by the authorities (threats o f internal and external origin). On this basis, the operators 
must carry out a vulnerability study of sensitive equipment which has been identified. This 
study is subject to an evaluation by the Institute for Protection and Nuclear Safety (IPSN) and 
then to a review by a group of experts nominated by the Ministry of Industry. The groups of 
experts issue their comments, together with adequate technical proposals. These comments are 
forwarded to the authorities responsible for taking the appropriate action. All the information 
contained in these files is classified and the persons who need to know it are authorized by the 
authorities and sworn in. As an example, the paper presents the principles on which the 
implementation o f the physical protection of Category I nuclear material is based.

1. INTRODUCTION

With 56 nuclear power units, representing a net production of 58 GW(e), 
France is in the first rank of countries in which a large share of the national electrical 
production is drawn from nuclear power (more than 75%). Therefore, France has 
been motivated to develop a complete nuclear fuel cycle, from mines to spent fuel 
reprocessing plants. This cycle is used both to serve national needs and to provide 
services to foreign countries.

Moreover, France, as a nuclear weapon State, has facilities and plants serving 
military programmes.

Given this situation and aware of its specific responsibilities, on the national 
level, concerning public safety, as well as on the international level, where nuclear 
non-proliferation is concerned, the French Government has instituted a national 
control system intended to:

— ensure the protection and control of nuclear material (against theft or
diversion);

— ensure the protection of plants and facilities against malevolent actions.

The Senior Defence Official in the Ministry of Industry bears responsibility for 
that national control system.

2. FRENCH NATIONAL CONTROL SYSTEM — REGULATIONS

2.1. Act of 25 July 1980

The Act of 25 July 1980 (the Act), concerning the protection and control of 
nuclear material, defines the principles and general guidelines that should be
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implemented to prevent and, as the case may be, immediately detect any 
disappearance, loss, theft or diversion of nuclear material. These principles or general 
guidelines apply to all nuclear material, whether it is used for activities applied to the 
civil branch or for activities applied to the defence branch.

The legislators’ intention is expressed by the keywords ‘licensing’, ‘control’ 
and ‘penalties’.

Licensing: Prior licence is required for whoever exercises nuclear material 
import, export, storage, transfer, use and/or transport activities.

Control: The administrative, technical and accounting aspects of authorized 
activities are covered by verification procedures as well as measures intended to 
prevent nuclear material theft and/or diversion. Control is initially performed by the 
operator and then by the State authorities.

Penalties: Certain actions affecting nuclear material, such as improper 
possession of nuclear material and obstruction of the performance of control by the 
State authorities, have been designated as criminal offences. These actions are to be 
associated with occasionally severe penalties.

2.2. Enforcement decree and orders

The decree of 12 May 1981 concerning protection and control of nuclear 
material specifies:

— the applicable scope of the Act and the list of nuclear material involved: 
plutonium, uranium, tritium, lithium-6, thorium and deuterium;

— the conditions prerequisite to the issue of licences;
— The obligations incumbent upon the authorized operator which are based on 

nuclear material control, including follow-up and accounting measures, 
containment, surveillance and physical protection measures in facilities, as well 
as protection measures during transport;

— general provisions concerning inspections and any penalties.

This decree also specifies the quantitative and qualitative classification of 
nuclear material and is used to determine what degree of protection should be applied 
in each storage or transport situation, comparable, except for a few features, to that of 
the Convention on the Physical Protection of Nuclear Material (INFCIRC/274) (see 
Table I).

In particular, Table I is used to determine the minimum level of protection 
required for each category of nuclear material.
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M aterial belonging to Category III: Use and storage within a zone to which 
access is controlled.

M aterial belonging to Category II: Use and storage within a protected zone, to 
which access is controlled, which is under constant monitoring by guards or elec
tronic surveillance equipment and which is surrounded by a physical barrier with a 
limited number of adequately supervised access points.

M aterial belonging to Category I: Use and storage within a highly protected 
zone, i.e. a protected zone as defined for Category II material, access to which is, in 
addition, restricted to persons who have been subject to stringent background checks, 
and which is under constant monitoring by guards who maintain close links with the 
public response forces.

3. APPLICATION OF THE REGULATIONS CONCERNING THE
PROTECTION OF NUCLEAR MATERIAL

3.1. Role and responsibilities of the operator

The French regulations define the objectives to be achieved. The design and 
implementation of the physical protection system devolve on the operator, who must 
prove that his arrangements satisfy the specified objectives by means of various files 
that he must send to the State authorities and by the first level control he carries out.

In practice, the licensee is responsible for the security of his installation and 
must take all necessary measures to ensure the control of the nuclear material which 
he holds. He must define the principles of his protection system and then put it into 
practice. He must also devise the procedures necessary for the satisfactory running of 
the system and the maintenance of the equipment.

All the activities comprising the design, manufacture, implementation, opera
tion and maintenance of the physical protection system are subject to the rules of 
quality assurance.

3.2. Authorization and control file

In support of his licence request, the importer, the exporter and/or the operator 
of a facility must draw up an ‘authorization and control file’ if the quantities of 
nuclear material concerned exceed the Category III threshold. This file must specify:

The containment measures intended to prevent the unauthorized or unjustified 
movements of material in the framework of the authorized activity(ies).

The surveillance measures intended to guarantee the integrity of the contain
ment and to check that no material is exiting via abnormal channels.
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The physical protection measures for the material, the premises and the facili
ties intended to protect them against malevolent actions, by means of security systems 
designed in accordance with the protection-in-depth principle, checking of personnel 
and possible intervention of public response forces.

The authorization and control file, which constitutes an undertaking by the 
holder, is submitted for approval to the Senior Defence Official, Ministry of Industry, 
who delivers the licence (which takes the form of an order), on the basis of the assess
ment performed by the Institute for Protection and Nuclear Safety (IPSN).

Any change shall be submitted for prior approval by the State authorities.

3.3. Physical protection system vulnerability assessment 
(theft or diversion)

The authorization and control file has a rather descriptive form. Therefore, it 
has seemed useful to assess the value of the organization which contributes to the 
protection of nuclear material against theft or diversion. Consequently, the State 
authorities also require operators holding sensitive nuclear material (plutonium, 
uranium containing more than 20% uranium-235, in quantities covered by 
Category I) to perform a physical protection system vulnerability assessment. The 
purpose of this study is to assess the efficiency and reliability of the physical protec
tion system of the facility to prevent actions — internal or external — intended to 
result in unauthorized removal of a significant amount of nuclear material and, if 
necessary, to counter them.

The threats, whose characteristics are defined by the State authorities, are 
broken down into two categories:

(1) Internal threats, based on the hypothetical action of an agent normally enjoying 
access to the nuclear material and who surreptitiously seeks to remove nuclear 
material;

(2) External threats, taking into account actions performed by intruders entering 
from outside in order to remove nuclear material. Such intruders may have the 
help of internal passive, but not active, complicity.

The functional diagram of the physical protection system vulnerability assess
ment includes:

— an identification of the targets and security areas,
— a list of the tasks of an adversary to reach the targets and then to escape from 

the facility,



IAEA-CN-68/54 137

— an analysis of the routes and determination of the critical paths (adversary 
paths),

— an analysis of the interventions of the response forces,
— improvements to be foreseen.

3.4. Authorization for the operation of storage areas 
containing sensitive Category I nuclear material

A ministerial instruction defines the technical conditions for the containment, 
surveillance and physical protection of sensitive nuclear material held in storage 
areas. It is applicable to plutonium and uranium, for the percentage contents and 
quantities which place them in Category I.

After assessment of the conclusions of the physical protection system vulnera
bility study, an authorization to operate is delivered by the State authorities.

3.5. Control by the State authorities

With regard to the State, this control is exercised by the Department for Nuclear 
and Sensitive Materials Protection and Control (SPCMNS) placed under the authority 
of the Senior Defence Official of the Ministry of Industry. For this purpose, the IPSN 
lends its technical support to the Ministry. The control is performed by agents autho
rized by the State authorities, sworn in and subject to official secrecy; it comprises the 
following points.

(a) Evaluation o f the protection and control o f  nuclear material

The IPSN evaluates the measures taken by the operator, checking in particular 
the efficiency of the proposed measures and provisions and their compliance with the 
regulations. It may propose corrective actions, if necessary.

(b) Mandatory inspections

The purpose of the inspections carried out at the request of the SPCMNS and 
specified to the operators is to check:

— the conformance of the facilities with the documents describing them;
— the compliance with the regulations of the provisions made by the operator;
— the incorporation of requests made previously;
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— the satisfactory operation of the containment, surveillance and physical 
protection devices, with the execution of on-site tests;

— the correct application of the procedures;
— the implementation of corrective actions decided upon as a result of 

incidents, etc.

Each inspection is the subject of a report signed by the inspectors and sent to 
the Senior Defence Official, who then forwards his comments or his requirements to 
the licensee.

4. PHYSICAL PROTECTION OF NUCLEAR FACILITIES 
AGAINST MALEVOLENT ACTIONS

In France, the risks of malevolent actions are taken into account in the general 
clauses relating to facilities, both nuclear and non-nuclear. Specific arrangements for 
nuclear facilities have updated, reinforced and extended these clauses. In particular, 
the State authorities require the operators of nuclear facilities to analyse the protec
tion of those facilities against malevolent actions which are liable to result in 
damaging consequences for humans and the environment, particularly:

— to determine, from the safety analyses, the sensitivity of the facility, i.e. to iden
tify the equipment or functions the failure of which might lead to a serious acci
dent; this sensitivity analysis thus allows the identification of critical areas of 
the facility, classified according to the consequences of an action on the equip
ment located in that area.

— to evaluate the vulnerability of the equipment and functions to different cate
gories of action, including internal and external threats.

The IPSN evaluates these analyses and reports to a group of experts who are 
skilled in safety and physical protection. In the course of this procedure, means for 
the detection of intruders, suitable delaying devices and means for limiting the con
sequences of malevolent actions are examined.

5. DETAILED PRINCIPLES FOR PHYSICAL PROTECTION OF 
CATEGORY I NUCLEAR MATERIAL

As an example, the practical measures on which the physical protection of 
Category I nuclear material is based are detailed below.
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5.1. S ecurity  a reas

The protection-in-depth principle is applied to the design and operation of the 
physical protection systems. This defence consists of the interposition, between the 
public and the sensitive nuclear material, of three successive barriers enclosing the 
following security areas:

— the protected area,
— the reinforced protected area,
— the storage or inner area.

These three areas must be located inside one another and must not share 
common boundaries.

A normal or reinforced protected area is enclosed by a specific and continuous 
physical barrier (fences, walls, etc.). This barrier is equipped with devices capable of 
detecting any intrusion or attempted intrusion. It is also equipped with lighting, delay
ing devices and, for the majority of reinforced protected areas, duplicated detection sys
tems and alarm assessment systems. Access points are reduced to a strict minimum and 
equipped with suitable fixed detection systems (nuclear material, metallic masses, etc.).

A storage area is a zone with extra protection in which the material is stored 
before being used. This room is designed and constructed to delay any forcible 
penetration. It is provided with systems for detection of attempted intrusion and 
devices for detection of any unauthorized presence (video surveillance system). Its 
entry is equipped with double doors.

5.2. E n try  con tro l

The access conditions become more and more restrictive the closer one 
approaches the most sensitive areas.

Access to the protected area is restricted to persons whose identity has been 
checked and who have received an identification badge. The badges are generally 
checked by a guard, but an electronic access control system may also be used. Vehicle 
access to this area may be authorized.

Access to the reinforced protected area is restricted to persons carrying out their 
duties in that area, who have been nominated in advance and whose names are 
included in a list held by the guards in charge of the protection system. Visitors are 
admitted only if they are so authorized, and must be escorted at all times. Access 
control is performed using an electronic system. The access points are scanned 
visually or remotely by guards. Access of vehicles, except for those authorized for
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operational purposes, is prohibited. The authorized vehicles are subject to search 
when entering or leaving the area.

Access to the storage area is strictly limited to persons required to enter it in the 
course of their duties, who have been nominated in advance and whose names are 
included in a list held by the guards in charge of the protection system. The ‘two-man’ 
rule is applied, i.e. a single person, even if authorized to request access to the storage 
area, may not enter unless accompanied by another person authorized to enter the 
area. Entries and exits are always to be recorded.

5.3. Security control centre

The security control centre is a reinforced protected area, staffed by at least two 
security guards at all times. All information from the sensors as well as from the video 
surveillance system involved in the physical protection of the facility is transmitted 
there by direct, automatic, protected links.

The security control centre is equipped with communication means (telephone, 
radio, etc.) for communication with the on-site response groups, the public response 
forces and the State authorities, in all circumstances.

5.4. Response force

The operator has on-site response groups which, essentially, perform the func
tions of control and surveillance of the facility and participate in the deterrence actions. 
They are responsible for the evaluation of alarms, the transmission of warnings to the 
off-site response forces and the State authorities and, in general, the countermeasures 
to be taken in the event of any malevolent action. This includes the task of delaying or 
trapping intruders, pending the arrival of the public response forces.

6. CONCLUSION

The French regulation honours the French Government’s international commit
ments concerning the peaceful use of nuclear material.

In particular, the mandatory clauses drafted on a national basis satisfy the 
London Directives (INFCIRC/254) concerning the export of nuclear material, 
equipment and technology, and the Convention on the Physical Protection of Nuclear 
Material (INFCIRC/274). Furthermore, they are compatible with the recommen
dations of the IAEA concerning the physical protection of nuclear material 
(INFCIRC/225/Rev.3).
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Abstract

EVOLUTION OF THE PHYSICAL PROTECTION OF CATEGORY I NUCLEAR 
MATERIALS.

The paper describes the initial provisions for physical protection of nuclear materials in 
France, as well as regulatory constraints and changes to old storage facilities to bring them up 
to the required standard. Modem storage facilities for nuclear materials must be designed and 
constructed so as to delay any intrusion by force. They have to be provided with means for the 
detection of attempted break-ins and with devices for detecting the presence of unauthorized 
persons. The present approach and the assessment of the physical protection system 
vulnerability are also described. The containment, surveillance and physical protection of 
nuclear materials are governed by a quality policy and a quality assurance system which 
conform to current international standards.

1. INITIAL PROVISIONS FOR PHYSICAL PROTECTION

1.1. Origin

Ever since the beginning of research and development work on the use of 
nuclear energy for military purposes, it has been clear that the basic materials 
concerned, whether they be fusible, fissionable or fertile, must be protected against 
malicious actions. Once they have been produced in laboratories or factories, these 
materials, referred to as ‘nuclear materials’, must not be left devoid of protection or 
surveillance, either in the facilities or during transit.

The premises used for research and development, the workshops for the pro
duction of these materials at the different stages of the process, the factories for the 
production and assembly of parts, and the associated analysis and inspection labora
tories constitute zones which need to be taken into consideration. It was the storage 
facilities for those finished and packaged products that contained the most sensitive 
materials in significant quantities which were the first to be protected.

141



142 CHATELET

The materials taken into consideration, if they were not in an irradiated condi
tion, were uranium strongly enriched in uranium-235 (more than 20%), plutonium, 
uranium-233 and tritium. Later on, in the 1980s, these materials were to be classified 
in France by Decree No. 81.512 of 12 May 1981; they are in Category I.

For the initial research work, in the 1950s, the measures for the protection of 
nuclear materials consisted of placing them in locked cabinets, and then in rooms 
available in the buildings which had been allocated for their storage. These original 
stores were generally built of conventional masonry, some having brick or hollow 
breeze-block partitions. Access to them was restricted to the personnel concerned by 
provision of a lock or padlock. The various existing openings in these buildings, such 
as windows, were then protected by means of wire mesh or bars. In addition, the entry 
of persons to the sites was controlled and monitored.

1.2. Evolution of the design of storage facilities around 1960

When, in the 1960s, the production of sensitive nuclear materials became more 
intensive, buildings were expressly constructed on the production sites, specifically 
designed for the storage of these nuclear materials. From then on, the design and 
manufacture of these stores provided for thick, heavily reinforced walls with at least 
two layers of reinforcement, one towards the inner face and the other towards the 
outer face. In general, there was only one means of access, namely through an airlock. 
One of the doors was armoured and the second one was also very strong.

The number of openings in all partitions, the floor, the walls and the ceiling was 
kept to a minimum. Openings were made so as to guard against the entry of persons 
with malicious intent, on one hand, and, on the other hand, the possibility of intro
ducing undesirable objects, such as explosives. In general, the sole openings which 
remained were those used for ventilation.

2. THE REGULATORY APPROACH

2.1. Regulatory constraints

An Act codifying the protection of nuclear materials was passed in 1980. Act 
No. 80.572 of 25 July 1980 was followed by two enacting decrees, one concerning 
the protection and control of nuclear materials in general and the other specifically 
covering nuclear materials used for defence. Notably, mandatory inspections are 
carried out to check the satisfactory application of this Act.

The object of these documents is to reinforce the protection of sensitive 
materials and to render them uniform. It was also necessary to bring the various 
production facilities and their storage buildings up to the required level of protection.
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Nuclear materials must be surrounded by different successive protective zones. 
The access constraints for each zone become more and more restrictive the closer one 
comes to the nuclear materials. The following minimum measures are specified for a 
site:

— a normal protection zone, generally bounded by a reinforced fence;
— a zone with enhanced protection, surrounding the production and storage areas;
— the storage area and its airlock.

With regard to the storage facilities, these documents were supplemented by a 
Ministerial Instruction of 7 March 1983, which defines the means of containment, 
surveillance and physical protection of nuclear materials which are classified as 
Category I in accordance with the above mentioned decree.

2.2. Bringing old storage facilities up to the required standard

Old buildings which have been transformed into storage facilities must be 
brought up to the standard required by the regulations. If possible within a reasonable 
budget, parts of these buildings may, of course, be rebuilt using the construction tech
niques employed for new storage facilities. More generally, work is limited to 
improvements to the existing structure using original techniques. It is necessary to 
reinforce the walls by blocking off redundant openings, using, for example, thick 
armoured sheets, or by patching the walls with reinforced concrete. It is also neces
sary to take care to weld the fixing bolts for these sheets and to ensure continuity of 
the reinforcing mesh in the concrete patching (overlapping or welding). The possibil
ity of intrusion through the ventilation shaft exhausts must also be dealt with. For 
example, bars may be fitted across the ducts or, better still, flush with the walls. To 
the bars may be added a system for detection of break-ins (pressurized gas in the bars, 
wires sensitive to being cut, etc.), or the opening may be scanned by a surveillance 
camera located inside the storage facility.

As some old storage facilities, because of their construction, could not be fitted 
with access airlocks, the operators had to use the adjoining premises to fulfil the role 
of airlocks. The various airlock functions were thus transferred to the other access 
doors or traps to the adjoining premises, with the creation of interlocks and the addi
tion of volumetric detection systems, infrared detectors, etc.

For certain storage facilities, steel cables were stretched above their access 
areas to guard against action from the air, especially during the transport of material 
by road.

For the application of Act No. 80.572, the following points were subjected to a 
particular check during the inspections:
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— the existence of detection and delaying devices in the ventilation ducts;
— the impossibility of removal of the reinforcements to the physical protection, 

such as, for example, the armoured sheets blocking off useless openings;
— the non-vulnerability of the surveillance systems, such as those for the detec

tion of the opening of the electrical boxes or the indication of the failure of 
equipment at the central security station;

— the correct functioning and the inviolable condition of the alarm transmission 
lines to the central security station, together with the warning links to the 
police.

The Ministerial Instruction of 7 March 1983 specified the design and operating 
requirements and also obliged the holder of Category I nuclear materials to carry out 
an assessment of the vulnerability of the physical protection system against theft. This 
analyses the sequence of events involved in the access to the materials and their 
removal from the facility where they are being held, evaluating at each stage the time 
required and the probability of detection of the action.

These assessments have shown, in particular, that it is desirable to reinforce the 
walls and ceilings of certain storage facilities. The installation of metal grilles in high 
tensile steel is a good example of a means for delaying any unauthorized entry. Use 
of the correct fixings, which are impossible to remove, is nevertheless necessary in 
order to maintain a high effectiveness and overall protection, despite any layout con
straints which may exist, such as the movements of an overhead crane and the main
tenance of electrical boxes and equipment fixed to the walls.

2.3. Design of new storage facilities

Modem storage facilities must be designed and constructed so as to delay any 
intrusion by force. They are to be provided with means for the detection of 
attempted break-ins and with devices for detecting the presence of any unauthorized 
persons.

New storage facilities may be constructed with very thick walls of heavily 
reinforced high-strength concrete. The layers of steel should overlap and/or be 
welded together. A very strong grille may be included in the walls or form a second 
barrier, unattached to the walls, so as not to be sheared by an initial explosion. 
Essential openings must be protected and access has to be through an airlock 
equipped with surveillance means and containing at least one armoured door. Its 
opening now always requires action by two persons, belonging to different depart
ments, each responsible for releasing one lock. In addition, the airlock principle is to 
be applied, with the introduction of permanent surveillance of the storage and its air
lock. This is generally achieved by the installation of video cameras, whose pictures 
are relayed to a central security station that is operative day and night.
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It is possible to see the changes introduced in the design of ventilation exhausts, 
which often constitute a weak point. These changes are produced by openings that are 
too small to allow the passage of persons. Chicanes have been created to guard 
against the malicious introduction of explosives in the vicinity of the storage facility 
and the materials held therein. Means of delaying penetration of the walls can be incor
porated directly into the concrete, which contains a high proportion of cement, so that 
more elaborate means of penetration will be required. The access of personnel can also 
be restricted to persons responsible for the maintenance of the handling equipment for 
nuclear materials, which can be automated and operated — with the necessary security 
devices — from an external control room. The openings for the passage of nuclear 
materials can thus be made impassable for individuals with malicious intent. The 
access for personnel, separate from the access for nuclear materials, can then be 
equipped with a detector able to discover any unauthorized removal of nuclear 
materials.

Detection of the start of an attempted intrusion into these storage facilities is also 
required. For this reason, the walls are generally equipped with seismic detectors.

3. PRESENT APPROACH AND ASSESSMENT OF THE PHYSICAL
PROTECTION SYSTEM VULNERABILITY

In the course of time, experience has in fact shown that the excessive precision 
required in the 1983 instruction has resulted in several facilities being unable to 
comply with these requirements in all respects, for reasons stemming, in particular, 
from a diversity of activities, the operating conditions, or simply the topography of 
the location.

Hence, if operators submitted to the Minister for Industry for his approval 
measures which, while different, were capable of guaranteeing the required level of 
security, they were nevertheless asked to apply for new licences, since the storage 
facilities would not have complied exactly with the design requirements specified.

Another approach was therefore required. This new approach was presented in 
a Ministry Instruction dated 1987 and defined the objective, the principles and the 
procedure for carrying out security assessments of the protection and control of 
nuclear materials, either in the process areas or in the storage facilities. It also defined 
the characteristics of the different aggressors, together with the means likely to be 
available to them for carrying out their malicious actions.

At the same time, the difficulties encountered in the application of the 1983 
instruction led to a change of approach, by placing greater emphasis on the objectives 
to be achieved than on the practical details adopted, which remained, in the end, the 
responsibility of the operators. However, the basic principles which had given rise to 
the requirements originally specified remained underlying, but the impediment
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presented by too many concessions was thereby avoided. Thus, the 1983 text was 
replaced by the Instruction of 14 April 1995. The latter allocated a central role to the 
physical protection system vulnerability assessment and also introduced the concept 
of quality assurance with respect to the containment, surveillance and physical protec
tion of nuclear materials.

The physical protection system vulnerability assessment and its analysis enable 
the effectiveness of the means employed for the protection of nuclear materials to be 
determined. The conclusions are given a predominant place in the procedure leading 
to the authorization to operate the storage facility, issued by the Minister for Industry.

The containment, surveillance and physical protection of the materials are 
henceforth to be governed by a quality policy and a quality assurance system which 
conform to current international standards. Issuance of the various documents must 
be covered by quality assurance, in particular of those items which form the autho
rization request, including the physical protection system vulnerability assessment, 
together with the operating documents, such as the various procedures, the log sheets, 
and the maintenance and test documents for the equipment.
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Abstract

DEVELOPMENT AND MAINTENANCE OF A DESIGN BASIS THREAT FOR USE IN 
DESIGNING NUCLEAR PHYSICAL PROTECTION SYSTEMS.

The paper focuses on the methodology for developing a Design Basis Threat for use in 
designing nuclear physical protection systems and for periodically revalidating the Design 
Basis Threat to ensure its continuing adequacy for physical protection system design. Related 
aspects of physical protection philosophy are provided for perspective. Not addressed are 
physical protection measures, material control and accounting, inspections and training 
aspects. The paper identifies and examines key points to developing a Design Basis Threat. 
Preliminary steps are the identification of the legal basis for its development; determining 
which facilities and materials require physical protection; defining protection objective(s); 
developing operating assumptions; and defining the purpose(s) of Design Basis Threat 
statements. The paper examines those steps specifically associated with creating the actual 
Design Basis Threat: identifying a range of potential generic adversary threats and their 
associated characteristics; identifying information sources, collecting information and 
analysing it; and, on the basis of the analysis, writing the actual Design Basis Threat statements 
to reflect operating assumptions and to meet the protection objective. The paper further 
identifies key components in the effort to revalidate the Design Basis Threat: identification of 
the legal authority for the effort, collecting threat related information, analysis of the data, and 
reporting of conclusions concerning the continuing validity of the Design Basis Threat.

A. DEVELOPMENT OF A DESIGN BASIS THREAT

1. Introduction

Although the paper focuses on the Design Basis Threat, related aspects of phys
ical protection philosophy are provided for perspective. Physical protection measures, 
material control and accounting, inspections, and training aspects are excluded from 
the following discussion. The key elements in the development of a Design Basis 
Threat are summarized in the following sections.

147



148 DAVIDSON and WARREN

2. Identification of the legal authority and context for the
physical protection programme

The legal basis for physical protection requirements should be clearly identi
fied, specifically the legal context for developing and applying a Design Basis Threat 
within a physical protection programme. A clear mandate in law will assist in estab
lishing working relationships with other government offices and commercial organi
zations. Also, an authority for international co-operation on physical protection 
related matters regarding threat should be established.

Activities that could require physical protection based on a Design Basis Threat 
include: possession and transfer of nuclear materials, export and import of nuclear 
material, operation of facilities producing or utilizing nuclear material, and research 
and development programmes.

The legal authority should define the types and quantities of nuclear material, 
and the. facilities that require physical protection.

The organization responsible for Design Basis Threat activities should be 
clearly identified, along with its authority and responsibilities.

The legal basis may provide direction for completing some of the remaining steps 
in the development methodology, particularly the steps discussed in Sections 3 and 4.

3. Determination of which facilities and materials
are to be under physical protection

All facilities and materials that will require physical protection based on a 
Design Basis Threat should be identified. Typically, those materials, facilities and 
activities that pose the most significant risk regarding nuclear proliferation or public 
health and safety, should a successful act of theft or radiological sabotage occur, 
would have to be protected against the Design Basis Threat.

4. Definition of physical protection objectives

Typically, physical protection can have one of two objectives: to defeat the 
adversary and prevent him from successfully committing an act of radiological sabo
tage or stealing nuclear material, or to delay the adversary until off-site law enforce
ment assistance can arrive to neutralize the adversary and prevent him from success
fully committing an act of radiological sabotage or stealing nuclear materials. Both 
objectives have merit and, when selecting one, several factors should be considered. 
The greater the consequences to the public health and safety of a successful adver
sarial act, the greater the physical protection required. If the target of concern is the 
protection of nuclear weapons, then it is appropriate to determine that control over a 
nuclear weapon must never be lost for any length of time. Therefore, it would be
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appropriate to design a physical protection programme to defeat the adversary. The 
theft of nuclear material does not pose as immediate a threat, and it would be 
appropriate to conclude that delaying the adversary until local law enforcement can 
arrive is a suitable protection objective. Another factor is cost. Generally, physical 
protection programmes designed to defeat the adversary are more expensive than 
programmes designed to delay the adversary.

Regardless of the primary physical protection objective chosen, it should 
include several elements. First, its use should result in a physical protection system 
that does not collapse, but rather, slowly degrades, thereby offering continuing, 
though diminishing, physical protection while the response to the adversary is under 
way. Second, the objective should clearly note that it does not address ‘worst case’ 
adversarial attack scenarios or rarely observed adversary characteristics.

5. Development of operating assumptions 
for use with a Design Basis Threat

Operating assumptions are important because they identify the conditions in 
which the Design Basis Threat is intended to operate and may provide an indicator to 
the continuing validity of the Design Basis Threat. Examples of possible operating 
assumptions are as follows.

(1) There will be no advance warning of an attack or attempt to steal nuclear 
material. This assumption says that in order to defeat the Design Basis 
Threat, physical protection systems must be installed and operating because 
there will not be time after detection of a threat to install a physical protec
tion system. (This has been found to be an important operating assumption 
because it provides a basis for a reasonable, proactive physical protection 
policy.)

(2) Physical protection systems are intended to operate in an environment of 
domestic tranquility.

(3) Defence against enemies of the State rests with the central government and not 
the licensee.

(4) Risk can be reduced, but not eliminated.

6. Definition of the purpose(s) of the Design Basis Threat

The concept of a Design Basis Threat is directly analogous to the concept of 
Design Basis Accident in the regulation of reactor safety and serves a similar purpose. 

The Design Basis Threat can be employed in three ways:
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TABLE I. SUGGESTED LIST OF ADVERSARY CHARACTERISTICS

Characteristic Comment

Equipment The NRC limits adversaries to equipment that can be 
carried by hand.

Weapons The NRC limits adversaries to weapons, including 
explosives, that can be carried by hand.

Group size On the basis o f historical data, a decision must be made 
regarding the size of the attacking force. The group size is 
a very important characteristic that has great influence on 
the Design Basis Threat and the physical protection systems 
designed against it.

Planning Thorough planning increases the likelihood o f success.

Timing Adversaries are expected to time their attacks to optimize 
their chances of success. Note that the adversary is not 
expected to ever time the attack to coincide with some 
natural disaster, e.g. a tornado or other random act.

Training An appropriate level of training by the adversary is 
necessary to successfully complete the attack.

Collusion This characteristic represents the possible threat from 
insiders acting either with another insider or with an 
external group.

Tactics A decision must be made on whether the attacking force 
can, or cannot, divide into two or more attacking units. 
This is an important characteristic that has great influence 
on the Design Basis Threat and the physical protection 
systems designed against it.

Transportation Adversaries may use transportation as a means of gaining 
access to and escape from a facility.

Motivation and dedication For planning purposes, it is assumed that the adversarial 
group will be highly motivated and dedicated —  willing 
to kill or to be killed.
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(1) providing a threat against which physical protection systems are designed;
(2) ensuring that certain nuclear facilities and materials receive a comparable level 

of protection; and
(3) serving as a baseline for evaluating changes in the threat environment.

7. Identification of the range of potential generic adversary threats

Threats can be grouped generally into insider threats and external threats. Insider 
threats are typically posed by a disgruntled or mentally ill employee, or an employee 
who has been recruited or coerced by an external group. An insider threat may involve 
a single individual or a conspiratory group. A larger range of potential external threats 
exists. Terrorists, insurgency groups, organized crime, psychotic individuals, dis
gruntled employees, paramilitary forces, and violent anti-nuclear or environmental 
extremists are some potential adversaries that could be considered.

Because of the lack of historical data on actual attacks on nuclear facilities or 
credible threats, there is no historical threat to be used in designing nuclear physical 
protection programmes. Therefore, it is necessary to rely on analogous, i.e. non
nuclear, types of criminal activity — acts of terrorism, violent crime and theft — 
when developing a Design Basis Threat.

8. Provision of an extensive list of threat characteristics 
for the range of generic threats

Having identified a realistic and reasonable range of generic threats, it is 
necessary to identify the operational characteristics for this range of threats. It is from 
an analysis of these characteristics that the Design Basis Threat will be formulated 
that will be the basis for physical protection system design.

Certain basic characteristics apply to all generic threats. For example, weapons, 
explosives, training, motivation and dedication can all be present in all threats. Other 
characteristics that should be considered are the size of the adversary group, commu
nications capabilities, equipment and tactics.

A suggested list of adversary characteristics with comments is provided for 
guidance and review in Table I.

9. Identification of sources of threat related information

Information must be collected about the characteristics identified in Section 8 
to determine the frequency and place of occurrence, and the upper and lower limits 
of adversary performance.
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Any reliable source of data should be considered. This can include verified 
media reporting, official government reporting, and other sources of classified or 
unclassified material. Industry data regarding crimes committed in analogous 
industry may be useful.

Intelligence and law enforcement sources should be used.
If there is no significant amount of credible information regarding motivation, 

a reasonable assumption about the motivation of potential adversaries may be 
necessary, e.g. the adversary is highly motivated and willing to kill or to be killed.

10. Collection and analysis of threat related information 
on each characteristic

For each characteristic, a reasonable range of adversary performance should be 
established, excluding rarely observed behaviour. This range of adversary perfor
mance should be based only on collected data on actual adversary activity that has 
occurred and on expert opinion. Data collection should be as inclusive as possible, 
given the requirement to use only demonstrable adversary behaviour. (No hearsay, 
speculation or created scenario should be used.) For each range of adversary perfor
mance, a consensus must be achieved regarding what level of adversary performance 
could reasonably be expected to occur at the facility to be protected. Expert opinion 
should also be considered in determining the ranges of adversary performance. This 
agreed upon level of performance, based on the analysis of collected data, will then 
be incorporated into the Design Basis Threat.

11. Development of a Design Basis Threat to reflect operating assumptions 
and to meet the physical protection goal

It is necessary to decide whether or not to have a single Design Basis Threat or 
two Design Basis Threats — one for theft and diversion, and one for radiological 
sabotage.

From the various ranges of demonstrated characteristics and using an agreed 
upon level of adversary performance from Section 10 for each characteristic, a Design 
Basis Threat(s) should be defined that provides a clear, reasonable characterization of 
a radiological sabotage threat and a theft or diversion threat. The NRC Design Basis 
Threat statements are provided in the Appendix.

When completed, the Design Basis Threat(s) should be reviewed for the pur
pose of validation by analysts not associated with its preparation. This peer review 
should be done by knowledgeable, independent threat analysts to ensure that it is 
reasonable and accurate for its intended purposes.
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B. REVALIDATION OF THE DESIGN BASIS THREAT

1. General discussion

The purpose of this section is to provide a methodology for revalidating the 
Design Basis Threat to ensure its adequacy for physical protection system design.

2. Identification of the legal authority

The requirement for the continuing revalidation of the Design Basis Threat 
should be clearly identified. A clear mandate in law will assist in establishing work
ing relationships with other government offices and commercial organizations that are 
necessary for the success of revalidation activities.

3. Collection of information

Formal avenues of information exchange with other governmental and non
governmental sources must be established that will ensure a continuing flow of offi
cially reported classified and unclassified threat related information and unclassified 
open source threat related information.

Liaison activities must be conducted. These activities can be of two types — 
formal and informal. The formal contacts with agencies are established through 
written agreements.

Information on incidents that occur at protected nuclear facilities should also be 
collected and analysed. Information management must be established to facilitate 
review and analysis of a large volume of data. Threat related information on events 
domestically and worldwide should be collected.

Information may be received as documents or orally at meetings. The majority 
of threat related information will be received in the form of documents, e.g. reports, 
analyses, assessments, telex traffic and news articles.

4. Types of threat related information

Information collected relating to nuclear facilities and materials, terrorism, 
significant criminal activity (including insider crime), weapons and explosives should 
be used in the revalidation effort. Other types of information that are useful include 
the concealment of explosives, large scale theft of weapons or explosives, discovery 
of weapons and explosives caches, new technology related to weapons, and the use 
of exotic or rarely used weapons or weapon systems.
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5. Analysis of threat related information

All information that is reported and received should be reviewed to ensure that 
it falls within the bounds of the existing Design Basis Threat. Databases should be 
developed for organizing, tracking and comparing threat related information. If a 
demonstrated characteristic falls outside the Design Basis Threat, it should be analysed 
to determine whether it represents a credible threat to render ineffective the imple
mented physical protection at nuclear facilities for which the State agency is 
responsible. When assessing credibility, a number of factors should be considered, 
both individually and in combination. Factors to be considered include: frequency of 
occurrence, geographical location, political stability or culture of the country or city 
where the incident occurred, motivation, and whether the incident is indicative of a 
significant trend or pattern. Finally, a determination must be made about the need to 
report the event to senior management immediately, in the periodic report, or not at all.

6. Reporting conclusions regarding the continuing validity 
of the Design Basis Threat

Conclusions of the staff, and the basis for those conclusions, regarding the 
Design Basis Threat, i.e. whether it remains valid or whether it requires modification, 
should be documented and reported periodically to the senior management level in 
the organization with authority to modify the Design Basis Threat and to establish 
new physical protection requirements. Note: any significant threat or incident that 
occurs and that represents an immediate risk to nuclear facilities should be reported 
immediately.

Appendix 

DESIGN BASIS THREAT STATEMENTS

US Code of Federal Regulation, Title 10, Part 73.1, (a)

(1) Radiological sabotage

(i) A determined violent external assault, attack by stealth, or deceptive 
actions, of several persons with the following attributes, assistance and equipment:
(a) well trained (including military training and skills) and dedicated individuals;
(b) inside assistance which may include a knowledgeable individual who attempts
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to participate in a passive role (e.g. provide information), an active role (e.g. facil
itate entrance and exit, disable alarms and communications, participate in violent 
attack), or both; (c) suitable weapons, up to and including hand-held automatic 
weapons, equipped with silencers and having effective long-range accuracy;
(d) hand-carried equipment, including incapacitating agents and explosives for use 
as tools of entry or for otherwise destroying reactor, facility, transporter or con
tainer integrity or features of the physical protection system; and (e) a four-wheel 
drive land vehicle used for transporting personnel and their hand-carried equip
ment to the proximity of vital areas.

(ii) An internal threat of an insider including an employee (in any position).
(iii) A four-wheel drive land vehicle bomb.

(2) Theft or diversion o f  formula quantities o f strategic special nuclear material

(i) A determined, violent, external assault, attack by stealth, or deceptive 
actions by a small group with the following attributes, assistance and equipment;
(a) well trained (including military training and skills) and dedicated individuals;
(b) inside assistance that may include a knowledgeable individual who attempts to
participate in a passive role (e.g. provide information), an active role (e.g. facilitate 
entrance and exit, disable alarms and communications, participate in violent attack), 
or both; (c) suitable weapons, up to and including hand-held automatic weapons, 
equipped with silencers and having effective long-range accuracy; (d) hand-carried 
equipment, including incapacitating agents and explosives for use as tools of entry or 
for otherwise destroying reactor, facility, transporter or container integrity or features 
of the physical protection system; (e) land vehicles used for transporting personnel 
and their hand-carried equipment; and (f) the ability to operate as two or more teams.

(ii) An individual, including an employee (in any position).
(iii) A conspiracy between individuals in any position who may have:

(a) access to and detailed knowledge of nuclear power plants or the facilities referred 
to in Section 73.20(a), or (b) items that could facilitate theft of special nuclear 
material (e.g. small tools, substitute material, false documents, etc.), or both.
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Abstract

P E R IO D IC  P H Y S IC A L  P R O T E C T IO N  R E V IE W  A N D  A S S E S S M E N T .

In 1996, the  G erm an  n u c lea r  reg u la to ry  au th o rities  d ec id ed  to requ ire  a perio d ic  safety  

and  physica l p ro tec tio n  rev iew  and  a ssessm en t fo r n u c lea r  p o w er p lan ts ten years  after 

co m m en cem en t o f  p o w er o p era tio n  and  every  ten  years  thereafte r, w h ich  has to be ca rried  ou t 

and d o cu m en ted  in a repo rt by the  licensee . T h is  rep o rt has to be su b m itted  to the nuclear 

regu la to ry  au th o rity  fo r ev aluation . T h e  scope and  the  necessa ry  co n ten t o f  the period ic  

p hysica l p ro tec tio n  rev iew  and a ssessm en t rep o rt have been  specified  in a set o f  g u id e lin es, 

inc lu d in g  the fo llo w in g  poin ts: (a) D escrip tion  o f  the  p resen t sta tu s o f  the  p la n t’s physical 

p ro tec tio n , inc lu d in g  the  p ro tec tio n  ob jec tiv es and co n cep t, c iv il en g in eerin g , o th e r  tech n ica l, 

personal and  ad m in istra tiv e  physica l p ro tec tio n  m easu res ; and p ro tec tio n  m easu res fo r 

im p ro v in g  the p ro tec tio n  level, cu rre n tly  b e in g  im p lem en ted  o r  in the  licen sin g  p rocess. T he 

p hysica l p ro tec tio n  sta tu s shall co n ta in  a  p resen ta tio n  o f  the  o p era tin g  ex p erien ce  w ith  physical 

p ro tec tio n  accu m u la ted  ov er the  past ten  years, (b) R eport on  the  resu lts o f  the lic e n se e ’s 

assessm en t o f  the  physical p ro tec tio n  sta tu s o f  h is p lan t to d e te rm in e  to w hat ex ten t vital 

physica l p ro tec tio n  fun c tio n s are en su red  fo r  the  delay  tim e  o f  the p o lice  resp o n se  fo rces. T h is 

assessm en t has to be ca rried  o u t fo r an tic ip a ted  m alevo len t ac tions by o u ts id e r  and  insider 

ad v ersa ries  and  fo r tak ing  o f  h o sta g es and  ex to rtio n , (c) If  the assessm en t show s that specific  

physica l p ro tec tio n  fu n c tio n s can n o t be en su red  to  an accep tab le  ex ten t, ad d itional physical 

p ro tec tio n  m easu res have to  be sp ec ified  by the licensee  to  co m p en sa te  fo r possib le  

d e fic ien c ies . T h e  licensee  has to p ro p o se  a  tim e sch ed u le  fo r im p lem en tin g  the ad d itional 

p ro tec tio n  m easu res . E x p erien ce  from  physical p ro tec tio n  rev iew  and  assessm en t repo rts 

su b m itted  up to  now  show s th a t add itio n a l physica l p ro tec tio n  m easu res have to  be 

im p lem en ted  fo r p ro tec tio n  against in ternal adversa ry  sab o tag e  and  re la ting  to  struc tu ra l 

b arriers su rro u n d in g  the inn er p ro tec ted  zone. S pecific  ex am p les are given.

1. HISTORICAL A N D  REGULATORY BACKGROUND

In its 1988 report on the results o f  a safety review o f  all nuclear power plants in 
Germany and in a subsequent recommendation issued in 1995, the German Reactor 
Safety C om m ission advised the German nuclear licensing authorities to conduct com 
prehensive periodic safety and physical protection reviews and assessm ents for these
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nuclear power plants ten years after com m encem ent o f  power operation and every ten 
years thereafter. The licensee has to prepare reports on the current safety and physi
cal protection status o f  the plant, the management for safe operation and the operat
ing experience over the past ten years, and the results o f  a deterministic safety and 
physical protection review and o f  a probabilistic safety analysis o f  his plant; these 
reports should be reviewed and assessed by the com petent authorities and by expert 
organizations contracted by these authorities.

The results o f  this review process are meant to com plem ent the findings avail
able to the competent nuclear authorities from their permanent supervisory activities; 
they provide for a com plete overview  o f  the past ten years o f  operation and for a com 
parison with the current safety and physical protection requirements at the time the 

review is carried out. The authorities thereby are able to assess whether the safety and 
physical protection level o f  the respective nuclear power plants w ill be acceptable for 
future operation or whether certain backfitting measures have to be taken.

In D ecem ber 1996, the German nuclear regulatory authorities and —  for the 
physical protection aspects —  the ministries for internal affairs, agreed on a set o f  

guidelines which specify the scope and content o f  the review and assessm ent reports 
to be prepared by the licensees. These guidelines serve as a uniform frame o f  
reference for the authorities and for the licensees.

In these guidelines it is stated that the periodic safety and physical protection 
review and assessment is not meant to repeat the licensing process for the construction 

and operation o f  the respective plant. Currently valid rules and guidelines on safety and 
physical protection issues should be taken as evaluation criteria as far as practicable, 
bearing in mind, however, that older nuclear power plants may not be able to fulfil all 
the specific requirements o f the currently valid rules. Nevertheless, the licensees’ 
reports have to show that all essential state o f  the art safety and physical protection 
objectives are met by their plants’ design and operation.

In case the report o f  a licensee or its assessm ent by the competent nuclear 
authority reveals differences between the actual safety and security status o f  the 
respective plant and the current state o f  science and technology, the authority will 
only be able to enforce major safety or physical protection upgrades upon the licensee  
within the constraints specified in the German Atom ic Energy Act. In any case, the 
enhancement o f  the safety or physical protection level achieved through additional 
measures has to be reasonably proportionate to the costs o f  these measures. The 
measures them selves have to be technically feasible. The time schedule for im plem en
ting necessary safety or physical protection backfitting measures shall reflect their 
safety significance.

There is no requirement in the German nuclear legislation that constitutes an 
obligation for the licensee to conduct periodic safety and physical protection reviews. 
Therefore, the reports are prepared by the licensees on a voluntary basis or because 
o f requirements in the licences o f  their plants.
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2. PERIODIC PH YSICAL PROTECTION REVIEW  A N D  A SSE SSM E N T

One elem ent o f  the total review and assessm ent process is the physical protec
tion review and assessm ent report to be submitted by the licensee. This report has to 
be classified in accordance with the sensitivity o f  the information contained therein; 
it w ill be assessed jointly by the State nuclear supervisory authority and by the State 

M inistry for Internal Affairs. The Federal Ministry for Reactor Safety and the Reactor 
Safety C om m ission w ill also participate in this assessm ent process.

The guidelines agreed upon by the authorities in 1996 specify three parts for the 
periodic physical protection review and assessm ent report, which are described in 
Sections 2.1 to 2.3:

—  description o f  the physical protection status,
—  review and assessm ent o f  the physical protection status,
—  proposal for additional physical protection measures for the plant.

2.1. Physical protection status

The description o f  the present status o f  the plant’s physical protection has to 
cover at least the follow ing subjects:

(a) Protection objectives and concept, including safety design features which also 
contribute to physical protection;

(b) Physical protection o f  buildings and system s located outside the external 
perimeter;

(c) External perimeter, including security fences, vehicle barriers, illumination, 
detection and verification system s, guards and entrance building, vehicle and 
railway passages, escape gates, and cable, piping and cooling water shafts;

(d) Inner protected zone, including all buildings and system s to be physically pro
tected against outsider adversary assaults; barriers surrounding the inner pro
tected zone; security control centre, including all technical control, surveillance, 
detection, alarm and comm unication system s for physical protection purposes;

(e) Protection against insider adversaries, including protection o f  computer software;
(f) Administrative and personnel physical protection measures, such as security 

screening, guard forces, physical protection com m issioner, procedures for 

adm ission and control o f  personnel, vehicles and equipment or material at the 
various entries to protected zones; testing, inspection and maintenance o f  
physical protection system s, response plans and training programmes.

(g) Measures to facilitate and support the response o f  police forces, including 
establishment o f  comm and posts, com m unication system s and joint drills with 
security forces o f  the plant.
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To the maximum extent possible, this description should make use of docu
ments available from earlier licensing processes, including those on physical pro
tection improvements. Protection measures, which are currently being implemented 
or are in the licensing process, should also be described. The status report should 
contain a comprehensive presentation of the operating experience and test results 
accumulated, with physical protection features over the past ten years, and an 
overview of the exchange of experience in physical protection with other nuclear 
installations.

2.2. Review and assessment of the physical protection status

This part of the report should contain the results of the licensee’s assessment of 
the physical protection status of his plant in order to determine whether the physical 
protection objectives — prevention of any theft or robbery of nuclear material and 
prevention of any significant release of radioactive material that could be caused by 
sabotage, malevolent assaults or other criminal acts, as specified in the German 
design basis threat — are met. The design basis threat includes malevolent acts by 
violent crowds of demonstrators, by outsider and insider adversaries, and taking of 
hostages and extortion.

In case the licensee does not want to evaluate his current physical protection 
status against the requirements of the latest set of national rules and standards, he may 
evaluate it against a set of 19 physical protection functions specified in the guidelines 
of the competent authorities. As a result of his assessment the licensee has to state in 
his report whether these physical protection functions are ensured or what kind of 
deficiencies may exist. Some examples taken from the list of 19 physical protection 
functions are:

(a) Prevention of a forceful intrusion of a truck into the external protected zone;
(b) Reliable detection, identification and localization of intrusion attempts at the 

external perimeter, even under unfavourable weather and lighting conditions;
(c) Prevention of the intrusion of outsider adversaries into the inner protected zone 

for 30 minutes;
(d) Prevention, impediment or timely detection of insider activities that might 

affect security or plant safety in an unacceptable way;
(e) Reliable search, identification, documentation and admission control of 

personnel, material and vehicles at all entries to the external protected zone and 
to the inner protected zone.

Up to now, some operating organizations oppose the idea of identifying differ
ences between the physical protection status of their plant and the 19 physical 
protection functions. They fear that the competent State authorities could utilize these
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deficiencies as a tool to require disproportionate backfitting actions or to even revoke 
the operating licence because of these differences.

2.3. Additional physical protection measures

In case the assessment results show that certain physical protection functions 
cannot be ensured to an acceptable extent, the licensee has to suggest additional phys
ical protection measures to compensate for the deficiencies found. These physical 
protection upgrades should be described in a separate section of the report, together 
with a proposed time schedule for their implementation in accordance with their secu
rity significance. The description of the additional physical protection measures 
should be sufficiently detailed in order to enable the authorities to assess the contri
bution of these measures to ensuring the physical protection functions.

3. EXPERIENCE WITH THE PHYSICAL PROTECTION
REVIEW AND ASSESSMENT

Twenty nuclear power plants are in operation in Germany, 15 of which started 
operation before 1985 and the other five plants between 1985 and 1988. Because of 
the different dates of issuance of their construction and operating licences the 
physical protection status of these 20 nuclear power plants does not in all cases fulfil 
today’s physical protection requirements completely, in spite of the fact that the 
licensees have implemented some physical protection upgrades on various occasions 
in the past. From the three physical protection review and assessment reports submit
ted up to now it can be seen that additional physical protection measures have to be 
implemented in order to meet current requirements mainly in two areas: structural 
barriers surrounding the inner protected zone and measures to protect against insider 
adversary sabotage.

Suggested additional measures against insider adversary sabotage are the two- 
person rule, compartmentalization of redundant trains of systems important to safety, 
in combination with special locking systems, and control and blocking features for 
security doors along escape routes from the inner protected zone.

Measures to compensate for deficiencies of barriers surrounding the inner pro
tected zone should be technical or structural ones rather than personnel measures; the 
police authorities want the licensee to prevent adversaries from entering the inner 
protected zone for the time span that the police response forces need to arrive on the 
site. Therefore, the following solutions are preferred: backfitting or enforcement of 
barriers around sensitive buildings, multiple barriers in sequence, down-sizing of the 
inner protected zone on the basis of a reassessment of the safety significance of 
sensitive buildings or systems, enhanced physical protection of rooms that contain
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vital systems, additional temporary barriers, unconventional physical protection 
measures, additional safety systems, and accident management measures.

If technical or civil engineering solutions cannot be implemented, for technical 
reasons, if these solutions are disproportionate in terms of costs versus benefit, or if 
technical solutions alone do not compensate sufficiently for the deficiencies, 
personnel elements may be added: increase of the mobility, the number and the firing 
capability of the operator’s security forces; security force intervention inside sensitive 
buildings; reduction of the police delay time; localization of adversaries inside 
sensitive buildings; and police response inside the inner protected zone.

During their assessment of the licensee’s report and before deciding upon addi
tional physical protection measures the competent authorities also have to take into 
account the present threat situation and its predictable trend.
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Abstract

THE USE OF A MEMORANDUM OF UNDERSTANDING TO ENHANCE INTER
AGENCY SECURITY ARRANGEMENTS.

The paper centres on the mutual benefits that can be derived from entering into 
agreements with other agencies. With regard to the Royal Canadian Mounted Police (RCMP) 
and its policy, a Memorandum of Understanding (MOU) is a signed or unsigned written record 
of understanding or agreement, other than a contract, between the RCMP and any other 
participant, whereby the participants describe arrangements to provide or receive services or 
assistance or engage in joint activities. In view of the incredible speed of technological 
developments and the high cost associated with these new developments, no country can expect 
to possess all of the information relating to a particular area. Each country possesses special 
skills, abilities and expertise that may not be available in another country. Countries should 
build upon the existing expertise and, wherever practical, share and use these resources for their 
mutual benefit. The RCMP Legal Service reviews all MOUs to ensure that they conform to 
legal principles. There are also ministerial directives which offer guidance to the RCMP when 
establishing agreements or MOUs.

1. MEMORANDUM OF UNDERSTANDING

A Memorandum of Understanding (MOU) is actually a very simple but effec
tive way of utilizing resources and expertise from a vast number of different agencies 
and locations. These resources may come from various levels of government (muni
cipal, provincial, federal) as well as national or international agencies. These 
resources can relate to anything, from mobilizing local manpower to having access to 
the newest technology available.
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2. REASONS FOR THE REQUIREMENT OF MOUs

In this day and age, with the incredible speed of technological developments 
and the high cost associated with these new developments, no country can expect to 
possess all of the information relating to a particular area. Each of our countries 
possesses special skills, abilities and expertise that may not be available in another 
country. To avoid duplication and trying to re-invent the wheel, we should build upon 
this existing expertise and, wherever practical, share these resources for our mutual 
benefit. MOUs bring about assurances that certain things will be done as required, 
and this ensures a level of reliability for both parties.

This sharing of resources does not stop at technology and equipment, but 
includes the areas of intelligence and law enforcement. In the area of intelligence 
there is often a common overlap between what is referred to as security intelligence 
(national security) and criminal intelligence for law enforcement purposes. In 
Canada, the Canadian Security Intelligence Service is responsible for the collection 
of security intelligence. The Royal Canadian Mounted Police (RCMP), the federal 
police force of Canada, has the mandate to investigate and prosecute matters that may 
affect the national security of Canada. Once security intelligence suggests criminal 
activity, it becomes the responsibility of the RCMP to investigate and prosecute the 
individuals involved. We have a very good working relationship with the Canadian 
Security Intelligence Service and we have provisions within our MOU to work out 
problems.

It is imperative to have a mechanism in place to ensure that all necessary infor
mation and intelligence can be passed on to the required agencies without delay. We 
must avoid situations in connection with intelligence that are considered mutually 
exclusive. There is an old adage saying “knowledge is power”, but when dealing with 
an ‘unforgiving’ technology, knowledge that is not shared can be deadly.

In Canada, to meet the objective of working together and the sharing of infor
mation, the RCMP and the Canadian Security Intelligence Service have entered into 
an MOU in order to avoid duplication of effort and to ensure timely sharing of this 
information between the respective organizations. This MOU deals specifically with 
what type of information is to be exchanged and how it is to be exchanged, and with 
the measures that each organization must take to safeguard the protection of this 
information. This MOU ensures that each agency works in a co-operative effort to 
protect Canada’s national security. This co-operation is not limited to security agen
cies, but it must be an integral part of all law enforcement agencies.

There are frequently instances where there is a need for timely dissemination of 
information, either within our own countries or internationally. It is essential that a 
mechanism is in place to provide for this information sharing. As indicated before, 
there is a strong requirement to develop a good working relationship between secu
rity and law enforcement agencies. By working together, we can increase the
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prospects for success and enhance each other’s programme requirements. Thus, 
building confidence promotes a better understanding and a more efficient use of 
resources, and improves training.

When dealing with nuclear matters, whether they relate to localized thefts or 
international smuggling, we cannot afford to not share this information. Failure to share 
information could possibly lead to disastrous results. The concerns related to nuclear 
thefts and smuggling are now global and are no longer localized to any single country. 
The public is frightened by the thought of nuclear proliferation or exposure to ionizing 
radiation. No single threat frightens a government or a population as much as ‘nuclear 
terrorism’. As someone once appropriately said, nuclear technology is an ‘unforgiving’ 
technology and if it falls into the wrong hands we will all pay a price.

In Canada, the licensee of a nuclear facility is not required to have an armed 
emergency response capability. However, under Canada’s nuclear security regula
tions, each licensee is required to enter into arrangements with a response force, 
defined as a police force, the military, or any other force trained and equipped with 
fire arms, to provide assistance at the nuclear facility when it is required. These 
regulations place the burden of making such arrangements on the licensee and 
prescribe that the arrangements include provisions for such important features as: 
the establishment of communications between the licensee and the response force; 
assurance that assistance can be provided forthwith after it is requested; provisions for 
annual visits by officers of the response force; and provisions for consultation among 
the licensee, the response force and the regulator regarding arrangements and how 
they will be met in terms of resources and equipment. These arrangements provide 
certainty of action; without them, the licensee would be forced to duplicate the 
specialized capability of a response force, which in the Canadian context would be an 
unnecessary administrative, financial and resource burden.

The principal governing document that cements this process is, of course, an 
MOU between the licensee and the response force. Such a document gives both the 
licensee and the regulator the assurance that appropriate arrangements are in place, 
and that armed and specialized assistance is available if and when required.

As noted, for these reasons alone we must be able to utilize all resources avail
able to combat the threat of nuclear proliferation. In Canada, the RCMP is proud to 
have a very good working relationship with all agencies concerned and in particular 
the Atomic Energy Control Board. The Atomic Energy Control Board is the federal 
body empowered to regulate all matters related to the development, application and 
use of nuclear energy and radioactive material in Canada. The RCMP, with all its 
technology and resources, could not carry out a complete and thorough investigation 
without the assistance of the Atomic Energy Control Board. The Atomic Energy 
Control Board provides the necessary expertise in all facets of the nuclear fuel cycle 
to support law enforcement in investigations, analysis of seized materials and related 
expertise.



166 LEIGHTON

3. FACTORS GOVERNING THE RCMP AND MOUs

Operational or administrative needs drive the RCMP to enter into MOUs to 
increase its effectiveness. We realize that we cannot effectively operate on our own 
and we want to enhance our abilities together with those of our partners through the 
MOUs. The RCMP Legal Service reviews all MOUs to ensure that they conform to 
legal and ethical principles. There are also Ministerial Directives which offer 
guidance to the RCMP when establishing agreements or MOUs. In all instances, the 
Solicitor General of Canada must sign an MOU if the agreement is with a foreign 
entity.

4. RCMP REQUIREMENTS

Drafting o f  an agreement: The MOUs of the RCMP must include the following 
nine points, but they are not limited to these nine points.

(1) Purpose and objective;
(2) Precise legal description, including the statutory authority governing the agree

ment;
(3) Full description of the roles and responsibilities of all parties;
(4) Measurable performance standards;
(5) Designation of the regular liaison channels and points of contact within each 

organization;
(6) Provisions for resolving any conflicts and modifying the enforcement strategy;
(7) Provisions for RCMP audit and periodic evaluation of the agreement;
(8) Provisions for the classification, designation, use and responsibility for the

disclosure of any information;
(9) Provisions for modification, cancellation and renewal of the agreement.

The last point, commonly referred to as an escape clause, allows either party an 
option to end the MOU after giving notice of termination.

5. SUMMARY

Entering into partnerships with other agencies increases the strength of an 
agency and makes it better prepared to deal with potential threats. As regards matters 
such as illicit trafficking in nuclear material and radioactive substances, complete 
assistance and co-operation is required from all countries. We must first start inter
nally, developing and maintaining good working relationships with our own agencies.
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To be truly effective, we must ensure that the lines of communication are also kept 
open for international agencies who have a vested interest, and we must develop 
mechanisms to provide for timely exchange of information with these agencies.

We must all take proactive steps in dealing with possible criminal/terrorist use 
of nuclear material. The threat is present, and we must all be cognizant of this and 
ensure that all possible countermeasures have been taken before an incident occurs. 
It is the nature of the threat that it transcends national boundaries. Incidents involving 
nuclear material cannot be treated as merely domestic incidents but require inter
national co-operation.

The amount of time and effort involved in developing an MOU is large, but the 
rewards far outweigh the effort. An MOU enhances not only the programme of one 
party but also that of the other party. It is important that all agencies develop MOUs 
to suit individual needs. It does take some time to develop a mutually agreed upon 
MOU, since each party has specific needs and concerns, but the time to develop such 
MOUs is now, before a crisis occurs.

The RCMP fully supports and endorses the role of the IAEA, and we offer our 
assistance to our fellow members of the nuclear community.
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A b strac t

PHYSICAL PROTECTION TO THE NEWLY INDEPENDENT STATES THROUGH THE 
IAEA CO-ORDINATED TECHNICAL SUPPORT PROGRAMME.

With most newly independent States (NIS) of the former Soviet Union becoming parties 
to the Non-Proliferation Treaty as non-nuclear-weapon States, there has been an acute need in 
these States for considerable assistance for the establishment of the necessary structure and 
resources to ensure that their commitments to non-proliferation are fully implemented in a 
timely manner. A number of IAEA Member States have offered and are now providing 
assistance to the NIS on a bilateral level to set up an appropriate State system of accounting for 
and control of nuclear material (SSAC) which includes import/export control and physical 
protection of nuclear material in each State. The IAEA and these Member States established 
the co-ordinated technical support programme (CTSP) to ensure that the support given to the 
NIS was done in a co-ordinated and transparent manner and to avoid duplication of effort. The 
IAEA has played a co-ordinating role for the past five years by helping to identify detailed 
needs in individual States, by providing a platform for Member States to avoid duplication of 
effort and to identify areas where they could provide the optimum support, and in developing 
and preparing the co-ordinated technical support plans. The IAEA organizes annual meetings 
in Vienna attended by all donor and recipient countries to review the focus and implementation 
status of the co-ordinated technical support activities. A position statement is made by each 
donor and recipient country, and views and experiences are exchanged. The contents of the 
CTSPs covering physical protection are reviewed in this paper. A summary comparing the 
implementation status of the physical protection tasks by each country is presented.

1. INTRODUCTION

The current decade has witnessed the emergence of the newly independent 
States (NIS) in place of the former Soviet Union. These States inherited a number of 
nuclear facilities and programmes; however, the infrastructure to support and main
tain these facilities was no longer in place. All of these States declared their intent to
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remain or become non-nuclear-weapon States. In these States the nuclear establish
ments cover a wide and complex variety of facilities: nuclear research centres for 
various purposes; different reactor types including WWER, RBMK and FBR; and 
different types of bulk handling facilities. In 1992, the IAEA, having a direct involve
ment in international safeguards and non-proliferation, embarked on a number of 
activities to support the NIS non-nuclear weapon States to meet their respective 
national and international obligations. In safeguards agreements pursuant to the Non- 
Proliferation Treaty (NPT), the State is required to establish and maintain a State 
system of accounting for and control of nuclear material (SSAC). In most States, the 
SSACs were set up to also be responsible for ensuring adequate physical protection, 
export/import control, and other regulatory matters.

The IAEA conducted fact-finding missions in most of the NIS during the 
period 1992-1994. The purpose of these fact-finding missions was to identify the 
needs for the establishment of an SSAC; to contact the individual State authorities 
as well as facility operators in order to obtain information about the States’ infra
structures and the personnel involved, facility conditions and operational status, 
nuclear material inventories and flows; to identify safeguards equipment needs; and 
to identify additional requirements covering physical protection, export/import con
trol and communication systems. Through these fact-finding missions, the needs for 
support associated with the IAEA safeguards implementation were identified. It was 
also noted that some NIS were already receiving some donor support on a bilateral 
basis.

On the basis of suggestions from a number of countries, the first meeting of 
potential donor States was organized in Vienna on 27-28 May 1993. The participants 
at that meeting expressed interest in helping the NIS in establishing and improving 
their SSACs. This had to be done in a co-ordinated manner to increase efficiency and 
to avoid duplication of effort. As a result, a number of countries made funding avail
able and became actively involved in providing support to the NIS. Today, the active 
donor States include: Australia, Finland, France, Hungary, Japan, Norway, Sweden, 
the United Kingdom and the United States of America. Additional countries have 
indicated an interest in joining the co-ordinated technical support programme.

2. CONTENT AND OBJECTIVES OF THE CO-ORDINATED TECHNICAL
SUPPORT PLANS

A co-ordinated technical support plan (CTSP) is a detailed description of the 
support activities to be provided. Individual plans were developed for each recipient 
NIS. The plans were developed to provide adequate support at both the facility level 
and the State level. The support encompasses the following: nuclear legislation, 
SSAC at State and facility levels, physical protection, export/import control, and
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other areas. The agreed CTSP represents the consensus of the donor State, the 
recipient State and the IAEA.

The objectives of each CTSP are: (1) to define the needs to be addressed, (2) to 
define the time-scale over which activities need to be undertaken, and (3) to assign a 
preliminary allocation of responsibilities between donor countries. Continuing 
discussions, co-operation and co-ordination among the donor countries, the recipient 
country and the IAEA, including the periodic exchange of detailed information, are 
recognized as conditions for successfully achieving the goals of the CTSP. The CTSP 
emphasizes the scope and linkage of activities and provides preliminary estimates for 
the required resources. The resources needed for a specific task depend upon several 
factors, such as the contributing countries and the extent to which their experience 
and technical resources are readily available. The CTSP comprises the following 
three phases:

Phase I addresses immediate requirements which would provide the legislative 
infrastructure; nuclear material accounting and control, physical protection, and 
export/import control at the facility and State level; and preparation for implementa
tion of safeguards.

Phase II addresses the near term requirements which would provide for the 
completion of the legal infrastructure, improving the operator’s nuclear material 
accountancy and control systems, and upgrading physical protection and 
export/import systems. Training is recognized as an important element in the CTSP 
and is connected with each technical activity.

Phase III addresses future needs for advanced information systems, inspection 
support measurement equipment and improved operator measurement systems.

The CTSPs have been subdivided into tasks that can be completed by one or 
more donor countries. This has resulted in a large number of tasks in States that have 
several nuclear facilities. Phase I activities are mostly covered and many tasks have 
been completed. Work is ongoing in Phase II and Phase III.

To date, CTSPs are active in the following countries: Armenia, Belarus, 
Georgia, Kazakhstan, Latvia, Lithuania, Ukraine and Uzbekistan. Implementation of 
the CTSPs are pending in Azerbaijan, Estonia, Kyrgyzstan, the Republic of Moldova 
and Turkmenistan.

3. THE IAEA’S ROLE IN THE CTSPs

The IAEA has played a key role in defining the CTSPs for each country by 
working with the individual recipient country and the donor country to identify the 
elements of support to be provided for each task. The IAEA has prepared and updated 
the CTSPs for each recipient country. The progress on each task is periodically 
reported to the IAEA by the recipient and donor countries. This progress is monitored
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using a computerized monitoring system that provides the latest status on each task. 
These data have been recently made available to the donor and recipient countries on 
CD-ROM. The data can be used by the individual donor and recipient countries to 
assess the progress of the tasks and to identify open areas for support. In addition to 
distributing the database containing the progress on the CTSPs, the IAEA also 
updates and distributes a calendar of events, announcing relevant donors and recipi
ent meetings and visits.

The IAEA also maintains a training profiles database. The purpose of this data
base is to provide the parties involved with information on the training received by 
State authority and facility personnel of the NIS in the subject areas. Thus, the data
base can help those who organize further training courses for NIS personnel to better 
direct their training and select participants who are most in need of such training. The 
aim is to include in the database the names, positions, employers and contact infor
mation of those persons who are in relevant positions in the State authority and 
facilities of their respective countries. This database has also been recently made 
available to the donor and recipient countries on CD-ROM.

From the beginning, the IAEA has recognized that voluntary funding and 
expertise from its Member States are imperative to successfully address the magni
tude of the task ahead. Thus, the IAEA has contacted various Member States to solicit 
their support. The IAEA is continuing to contact Member States for their support and 
to identify new potential donor countries.

The IAEA has organized several annual review meetings. The objectives of the 
meetings were to review the accomplishment of the agreed CTSPs; to discuss the co
ordination and exchange of information; and to identify new needs, new resources, 
interested donors and future plans. The most recent meeting was held in Vienna on 
6-7 November 1996 and was attended by 14 NIS, nine donor countries and four 
observer countries. At this meeting, IAEA senior staff made presentations on the 
status of all activities within the framework of the CTSPs. This was supplemented by 
brief accounts of related IAEA activities in the NIS in the fields of legal assistance, 
physical protection and illicit trafficking of nuclear material, and technical co
operation. Position statements were made by each donor and recipient country. 
Separate meetings were held among the donor and recipient countries to discuss 
specific topics of interest and concern. The meetings gave the opportunity for many 
bilateral contacts among donor and recipient countries.

4. PHYSICAL PROTECTION TASKS

Physical protection activities have been broken down into five distinct tasks 
under the CTSPs. The tasks are related to a specific nuclear facility in each country. 
The specific tasks provide support to cover all activities for the complete
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specification, supply and installation of the required physical protection equipment 
and facility modification. The tasks under physical protection include the following 
items.

4.1. State concept for a physical protection system

The objective of this task is to identify the needs for improved physical protec
tion systems that meet SSAC requirements for physical protection and to initiate sys
tem improvements. Under this task, donor States have identified vulnerabilities and 
potential upgrades to the physical protection at each site. Donor States have provided 
copies of their physical protection regulations and regulatory guidelines and have 
conducted technical visits.

4.2. Technical physical protection site assessment

The objective of this task is to visit each specific site to gather information in 
order to identify needed enhancements and to identify specific areas of support 
through an assessment report. Numerous site visits have been conducted and recom
mendations for physical protection have been developed. Formal reports have 
included both long term and short term recommendations because of the current 
uncertainty of the continued operation of some facilities.

4.3. Design and specification for the upgrade of
physical protection systems at facilities

The objective of this task is to provide detailed design and specification for 
the upgrade of the physical protection system at each facility. This work is often 
done jointly with the facility staff, in order to receive detailed responses to the 
physical protection questionnaire. The work may involve the co-operation of several 
donor countries. The proposed design and assessment of the facility are discussed 
in detail with the facility and State personnel to obtain acceptance of the 
recommendations.

4.4. Supply of physical protection equipment

The objective of this task is to supply the equipment for the improved physical 
protection systems as identified from the site assessment and design specifications. 
Several donor countries may supply different components or sub-systems of the over
all system. Formal contracts have been signed among donor countries to formalize the 
arrangements.
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4.5. Installation of physical protection equipment

The objective of this task is to install the equipment for the improved physical 
protection systems as identified from the site assessment and design specifications. 
Again, several donor countries may be involved in installing different components or 
sub-systems of the overall system or one country may both supply and install the 
equipment. In addition to the installation of the equipment, acceptance testing of the 
installed equipment is performed. Although not specifically mentioned, training of 
users of the installed physical protection equipment is included under this task and is 
considered essential for successful implementation.

5. PROGRESS OF THE PHYSICAL PROTECTION SUPPORT ACTIVITIES

In general, significant progress has been made in implementing the support pro
gramme tasks under physical protection. Table I indicates the implementation status, 
broken down by recipient country. On average, 27% of the tasks are completed, 50% 
are ongoing and 23% are open (i.e. no donor country has been identified). It should 
be noted that a majority of the open tasks occur at nuclear power plants.

A significant amount of time and effort has been expended by the donor coun
tries in providing support to the NIS. Most recipient States now have basic SSACs in 
place. Training courses on the basic requirements for an SSAC and on physical pro
tection have taken place in the NIS and in donor countries.

TABLE I. CTSP PHYSICAL PROTECTION IMPLEMENTATION STATUS 
AS OF SPRING 1997

Recipient
country

Total tasks Completed tasks Ongoing tasks Open tasks

Armenia 4 0 0 4
Belarus 5 2 3 0
Georgia 4 4 0 0
Kazakhstan 17 1 16 0
Latvia 5 4 1 0
Lithuania 6 1 5 0
Ukraine 33 5 14 14
Uzbekistan 4 4 0 0

TOTAL 78 21 (27%) 39 (50%) 18 (23%)
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Physical protection of nuclear material, particularly of unirradiated direct use 
material such as highly enriched uranium and plutonium, has been dramatically 
improved with the installation of advanced electronic sensors and upgrading of phys
ical protection systems. This has been done through site assessments, the develop
ment of the design and specifications for the upgrade of the physical protection of the 
facilities, and the supply and installation of the physical protection equipment.

6. FUTURE DIRECTIONS

As noted in Table I and as discussed during the annual review meeting, there 
remain a number of open tasks. Support and resources from donor countries are still 
being pursued to meet these needs. Initial efforts were directed to those recipient 
countries that had large nuclear programmes and nuclear material of strategic 
significance (unirradiated direct use material such as highly enriched uranium and 
plutonium). Clearly the first priority of the donor countries and the IAEA was placed 
on safeguarding and protecting this type of material. However, now that a majority of 
the needs have been met in this area, efforts should be focused on other types of 
nuclear material, e.g. low enriched uranium, natural uranium and thorium. Physical 
protection improvements are needed at nuclear power plants. In addition, efforts 
should be initiated in the remaining NIS that have small or negligible nuclear activi
ties. These countries need support in order to develop the legal framework and infra
structure for an SSAC and for export/import control.

Training has proved to be extremely valuable to all recipient countries. In the 
past, a large number of NIS personnel have participated in training courses organized 
and conducted by the IAEA and various donor countries. More effort should be 
directed towards developing the capability of the individual recipient countries to 
organize and conduct suitable training courses for their own State and facility staff 
members.

Referring to the previous annual review meeting, several donor countries have 
noted that the progress of the CTSP would have been better if the recipient countries 
on their side had made a stronger commitment to facilitating the implementation of 
the tasks. It was felt that in order to ensure smooth implementation of the CTSP, 
strong support particularly by high government offices and facility management is 
essential. In this context there is a need for an integrated approach to nuclear non
proliferation to include: SSAC, export/import control and physical protection. The 
establishment of an appropriate system of nuclear laws and regulations in each 
recipient country is basic to such a process.

Significant work has been carried out in the NIS over the last five years. 
However, in spite of the improvements, work is still required at the State and facility 
levels to make SSACs in some of the NIS more effective. Problems still exist in
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logistics and communications. The international community should continue to 
provide focused support for advancing the goal of adequate accounting and physical 
security of nuclear material in the NIS.

The IAEA is committed to continue its support in the implementation and mon
itoring of the progress of the CTSP. It will continue to organize annual review 
meetings to review the status of the CTSP. In such a meeting the presence of both the 
donor and recipient countries is essential. The provision of financial support by donor 
countries to enable the participation of recipient countries is vital. Several donor 
countries have provided such financial support in the past, and it is hoped that they 
will continue to do so in the future.
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Abstract

EXPERIENCE AND OPTIMIZATION OF THE SECURITY SYSTEM IN THE EMBALSE 
NUCLEAR POWER PLANT.

The paper describes in detail the changes made to the original protection system, which 
was installed in 1981. Details are given o f the development and implementation of 
improvements to software, video cameras, communications, locking control, detection of 
explosives, fire detection, intrusion simulation, radioactive material escape detectors and 
perimeter fence detectors.

Introduction

The physical protection system of the Embalse nuclear power plant was 
installed in 1981. This system (philosophy and design) was purchased from two 
companies (for hardware and software) in the United States of America. According to 
certain requirements and experiences, many changes have been made to the system 
since 1981.

Basically, the system is composed of two control rooms, one located in the secu
rity building and the other in the main control room of the plant. Each of them is oper
ated independently, with a common software and with redundant communication 
means.

The plant is enclosed by a double fence for external protection, with proximity 
and vibration detectors. Also, video cameras have been installed along the fence. The 
layout of the physical protection system and its parts is illustrated in Fig. 1.

The physical protection system is operated by plant personnel for control and 
detection. Personnel of the national police are used as a reaction force. This force can 
be placed inside the security building and in other facilities along the perimeter of the 
plant.

There is also a system for controlling entry and exit of persons and vehicles 
(use of X rays for package control, manual and body metal detectors, detectors for 
explosive materials, card readers, etc.).

179
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FIG. 1. Layout o f the physical protection system o f the Embalse nuclear pow er plant and 
its parts.
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The software and hardware of the physical protection system are also used for 
the control of personnel access to the plant buildings by means of card readers located 
at the doors of the most important buildings.

Another important means of control is a special check to prevent the escape of 
radioactive material or contamination from the plant.

In developing countries, where the funds assigned to physical protection are not 
sufficient for keeping pace with the permanently advancing technology, it is neces
sary to overcome this shortcoming by a creative attitude.

A number of changes have been made to the original physical protection 
system. Some of these changes are described in the following sections.

Software

A new control software has been developed and implemented. For the original 
software, two special computers and terminals as well as the associated peripherals 
were required. Technology changes have made these obsolete, so a new control sys
tem has been designed, using modem PCs (personal computers). For the design of an 
appropriate software, the experience gained in more than twelve years of operation 
has been applied.

The new information system has been developed by physical protection 
personnel, using the modular concept of information systems that allows easy and 
economic updating of hardware and software.

Video cameras

Changes have been made to the distribution of TV cameras, and new TV 
cameras have been installed in the service, reactor and turbine buildings.

The TV cameras (fixed and mobile ones) are used for monitoring in a redundant 
way in the physical protection control room and in the security building. Associated 
with this system is a video recorder which records alarm situations.

A special control system of the access to the reactor building has been 
implemented. Entry to and exit from the reactor building are controlled by the physical 
protection operator from the main control room. A TV camera is used for this control.

Communication system

The communication system has been improved by implementation of a new 
system, which includes high-frequency, very-high-frequency and ultra-high- 
frequency equipment and radio calls for personnel outside the plant. This system 
allows permanent and redundant communication between personnel inside and 
outside the plant.
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Locking control system

A plant key and locking control system has been implemented. The physical 
protection system maintains control of door keys through independent software; it 
ensures quick access in emergency situations.

Detection of explosives

Entry and exit of personnel are controlled by physical protection operators through 
the use of card readers, X rays for package control and metal detectors. This personnel 
are periodically retrained in detection of explosives by experts of the national police.

Fire detection

The fire detection system is an independent system, with its own software and 
hardware. Nevertheless, a link between this system and the physical protection 
system has been implemented. This ensures better and redundant alarm control. 
Physical protection personnel are integrated into the operational fire fighting brigade.

Intrusion simulation

With the help of specialists from the national police, physical protection per
sonnel perform periodically intrusion simulation. Improvements in detection and 
reaction times have been achieved. Also, weak points in the physical protection 
system have been detected.

Radioactive material detectors

Another independent system that has a link to the physical protection system is 
the one installed to prevent radioactive material or contamination from escaping from 
the plant. The physical protection personnel have been trained in radioactive material 
control. Redundant detectors have been placed at the exit of the controlled area and 
the main exit of the plant.

Perimeter fence detectors

The perimeter fence detectors are E-flex (vibration), E-field (proximity), 
microwave and infrared detectors.

It is important to mention that all improvements have been performed by 
physical protection personnel belonging to different areas: operations, electronic 
maintenance, information and administration.
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Physical protection personnel are periodically trained in different subjects, 
such as physical protection, industrial safety, radiological protection, emergency 
preparedness, fire fighting and first aid.
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P H Y S IC A L  P R O T E C T IO N  P L A N  O F  T H E  A L M IR A N T E  A LV A RO  A L B E R T O  N U C L E A R  

P O W E R  P L A N T .

The paper presents a brief discussion on how the Almirante Alvaro Alberto nuclear 
power plant (Unit 1) treats some aspects of its physical protection plan, such as personnel 
access, vigilance and organization. Some particular points, such as the interrelationship 
between security guards who belong to the company’s staff and those employed by outside 
contractors, are highlighted and the operational experience of the application of the physical 
protection plan over the years is discussed. The authors express their concern about 
demonstrations against nuclear power plants which are sometimes staged by environmentalist 
non-governmental organizations.

1. INTRODUCTION

The Almirante Alvaro Alberto nuclear complex is located on the Atlantic coast 
in a protected bay at Itaoma beach, 40 km south of Angra dos Reis, in the State of Rio 
de Janeiro, Brazil. The complex includes three nuclear power units: Angra 1 
(657 MW(e) Westinghouse pressurized water reactor), and Angra 2 and Angra 3 
(1300 MW(e) KWU pressurized water reactors).

Angra 1 has been in operation since January 1985 and Angra 2 is under con
struction, scheduled to start operation by the middle of 1999. The construction of 
Angra 3 has been postponed for several years but, according to the latest revision of 
the Brazilian national energy plan, the plant is targeted for operation by the year 2006, 
so construction should be restarted in 1999.

At the time of the construction of Angra 1, there was no specific legislation in 
Brazil regulating the physical protection of nuclear materials, so the Regulatory 
Guide 5.54, Standard Format and Content of Safeguards Contingency Plans for 
Nuclear Power Plants, was used as a basis for the Angra 1 physical protection plan.

Later, this plan was revised to comply with the requirements of the guide of 
the Brazilian nuclear regulatory body (Comissao Nacional de Energia Nuclear),

185
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CNEN-NE-2.01 — Prote$ao Ffsica de Unidades Operacionais da Area Nuclear, 
issued in 1981.

To deal with the situations identified in the plan, a set of specific procedures has 
been developed and is presently implemented by the security personnel whenever 
necessary.

2. ACCESS CONTROL

The in-depth defence concept is used and so, for security purposes, the 
surrounding plant area is divided into three areas: the vigilance area, the protected 
area and the vital area, with increasing levels of protection by barriers, access control 
and intrusion detection.

Personnel entrance to the protected area is through the main gate, which 
is controlled by security guards. At this gate, all individuals have to pass 
through a personnel radiation monitor and a metal detector, and all hand-carried 
packages are searched by security guards without exception. It is planned to 
implement a fitness for duty programme for all employees with access through 
this gate.

A card reader system connected to a computer was installed recently at 
the main gate, the performance of which is under evaluation. At that entrance 
the employees and visitors receive a key card coded for identification and 
selective area access. Every insertion of cards into the card readers is recorded, 
which can be very useful for accountability of people in case of a radiological 
emergency.

Next to the personnel gate is the vehicle gate, which is also controlled by 
security guards. Only service vehicles are permitted within the protected area and 
they are always searched when attempting to cross that gate.

All normal access doors to the vital area of the plant are locked and provided 
with an alarm system. The keys are stored in the control room and, when a door is 
opened, alarms ring in the control room and in the main gate guardhouse. The proce
dures require that, in case a door in that area stays open, for instance during plant 
outages, an extra security post should be put at that point, with at least one security 
guard present at all times.

3. VIGILANCE

The plant has safeguards capabilities to detect any intrusion into its security 
areas. For instance, the protected area is surrounded by a double fence, with an intru
sion detection system, and is continuously monitored by a closed circuit television
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camera. Information from these systems is displayed in the control room and in the 
guardhouse.

In the protected area and the vital area, surveillance is carried out by security 
guards directly employed by Eletronuclear. Selection and training of these guards is 
based mainly on the requirements of the Code of Federal Regulations, CFR-10 
Part 73, Appendix B — General Criteria for Security Personnel.

Surrounding the protected area is an area where surveillance is performed 
partly by security guards directly employed by Eletronuclear and partly by a con
tracted guard force. The perimeter of that area is completely enclosed by a fence with 
three gates, where personnel and vehicle access control are performed with lower 
requirements than in the protected area.

At the beach front the fence of the protected area covering overlays the fence 
of the vigilance area. Besides the closed circuit television camera that region, a 
fixed post is permanently installed. An agreement with the Navy was reached to 
ensure that navigation is forbidden in the area close to the plant. The plant has a 
speed boat for patrol of the area and the Navy can send additional help if 
necessary.

4. ORGANIZATION

The protective actions foreseen in the physical protection plan are under the 
responsibility of the head of the Security Division; the Eletronuclear security guards 
and also the contracted guard force report to this division. Another group, formed 
by firemen and directly employed by Eletronuclear, also belongs to this division; 
they receive training on the actions needed to respond to the situations covered by 
the plan.

Besides the training according to the requirements of CFR-10 Part 73, the 
Eletronuclear security guards also receive formal training in subjects such as radiation 
protection, emergency planning, industrial safety and first aid.

The guards from the contracted guard force receive specific training to execute 
actions in the vigilance area. Regarding physical and mental examinations, the selec
tion of these guards follows the same requirements as are used for the selection of 
guards employed by Eletronuclear.

The State military police has a company stationed near the plant. Arrangements 
have been made with the State, so that this company maintains one group of soldiers 
on shift to respond to emergency requests from the plant shift supervisor or the head 
of the Security Division.

Integration of people from different groups constituting the Angra 1 security 
force is achieved by yearly training and exercises simulating physical protection 
emergencies.
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5. COMMUNICATION

Besides the regular telephone system, including the public system, an internal 
system and a microwave system, there is a special emergency communication system, 
using ultra-high-frequency radios, which has direct lines between plant control room, 
main gate, technical support centre, site emergency co-ordination centre, military 
police station, medical support centre and Navy centre. All guards are equipped with 
portable transceivers that allow communication at two different frequencies.

6. OPERATIONAL EXPERIENCE

In the past, we had many accidental alarms from the infrared beam sensors of 
the intrusion detection system, mainly because of lack of proper grounding. The 
situation was identified and corrected, and presently there are only a few alarms due 
to small birds, mostly during springtime.

In the past ten years we have received three visits by the international organi
zation Greenpeace. The first time, they came by road and held an anti-nuclear demon
stration close to the company property entrance, 500 m from the plant. The second 
and third times they came by sea. On the second visit they left their ship in small boats 
and landed on a dan buoy in front of Angra 1. On the last visit they landed on the con
tinent and invaded the Angra 2 construction area.

In none of these situations was there a direct confrontation with the Angra 1 
security guards. We have a specific concern in this matter. In our understanding, even 
though Greenpeace is a self-proclaimed peaceful organization, its activists should not 
be allowed to cross the Angra-1 protection fence.

7. CONCLUSION

The experience with the overall performance of the physical protection plan of 
the Angra nuclear complex, since the construction phase of the Angra 1 nuclear power 
plant, has been fairly satisfactory, and no significant events resulting from possible 
failures of this plan have been identified so far.
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EXPERIENCE IN THE CONSTRUCTION, MAINTENANCE, RECONSTRUCTION AND 
MODERNIZATION OF THE SECURITY SYSTEMS OF THE KOZLODUY NUCLEAR 
POWER PLANT.

The paper describes the experience of the Kozloduy nuclear power plant in the 
implementation, maintenance and development of physical protection systems. The most 
important aspects of the concept regarding the equipment of the physical protection system as 
well as approaches to put it into effect are discussed. Obviously, the approach applied is not 
typical for countries with an advanced nuclear production; however, it could be useful for 
countries with similar conditions —  transition to market economy, serious financial problems 
and lack of appropriate experience.

1. PHYSICAL PROTECTION CONCEPT, SELECTION
AND INSTALLATION OF SECURITY SYSTEMS

The elaborated concept for the technical facilities is crucial for the overall 
physical protection concept of the Kozloduy nuclear power plant (KNPP). No physi
cal protection design was determined in the general design of the plant. Initially, these 
activities were the responsibility of particular police authorities that had specified the 
first perimeter intrusion detection system (PIDS). Certain shortcomings in project 
realization, as well as the impossibility to control all the applicable tasks made it 
necessary to search for alternative ways. For example, the Sofia Institute 
Energoprojekt was involved in several projects; however, it did not have the required 
qualifications and experience to solve more complicated problems. As distinct from 
other institutes (e.g. Electricite de France), the National Electric Company of 
Bulgaria (NEK EAD) does not have a particular group to deal with security problems 
in electricity production. The NEK EAD has requested the KNPP to implement a 
physical protection concept with its own abilities; of course, this was not an easy task 
and initially it was not free of mistakes. Two important steps supported this process.
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Two laboratories, one for ‘security systems’ and one for the ‘access control 
system’, were established and good specialists were involved, eight of them with 
education at higher institutes. We have gained good experience in physical protection 
systems during the past four years. Contacts with representatives of several west 
European companies, especially Landis & Gyr and Thomson CSF, have turned out to 
be very useful.

Employees of KNPP have taken part in courses, seminars and conferences orga
nized by the IAEA. This has brought great practical advantages, which is illustrated 
by the introduction of the computer program ‘Physical Protection Systems Analysis 
Software’ by Metagraphics Co., applied in 1996 to the security systems at KNPP, and 
the consequent measures for their enhancement.

In the realization of the adopted physical protection system concept the 
following aims are accentuated:

(a) In 1997, an integrated alarm centre for overall system monitoring and con
trol was established at KNPP. Previously, the central equipment of the systems was 
located at separate places inside or outside the protected area. The new alarm centre 
is within the protected area; it has been secured against intrusion attempts, which 
additionally reduces vulnerability, particularly of the central equipment. Thus, 
servicing of the systems is easier, since all control and alarm devices are concentrated 
and less personnel is needed.

(b) An additional PIDS, based on the fibre-optics vibration sensor ‘Sabrefonic’ 
by British Remsdaq, is being installed.

(c) The computerized monitoring and control system, based on ‘Remsdaq 
Starwatch’ software, is being installed. The programs have an easy graphic interface 
and run in Windows ’95; the system accepts data along a fibre optics cable from 
17 points around the perimeter and provides monitoring for another 312 detector 
circuits and 24 programmable relay outputs.

(d) We have started to add additional access points, involving the present 
vehicle doors of the access control system, and special new pass-cards for entering 
the restricted area.

(e) A closed circuit television (CCTV) system, initially covering the vital areas, 
will be implemented.

(f) The reconstruction and modernization of the present security systems is 
discussed in Section 3.

(g) Both the PIDS control devices and the data transfer channels are being 
duplicated (see Fig.l). The alarms from PIDS and other security systems besides the 
‘Starwatch’ are led through cables to a conventional type control panel.

(h) The staff from both laboratories is effectively involved in elaboration and 
guidance, and in evaluating, selecting and engineering the proposed systems. Staff
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FIG. 1. Consolidation and duplication o f the security systems control and communication 
functions.
1 —  External perimeter fence, 2 —  internal perimeter fence, 3 —  conventional type control 
panel, 4 —  SCADA/Remsdaq Starwatch, 5 —  Sabrefonic sensor post, 6 —  T-microwave 
transmitter and R-microwave receiver, 7 —  fibre optic cable, 8  —  cable interconnection 
between the two perimeter systems, 9 —  Racal system wiring.

members develop documentation, supervise and participate in installation and 
commissioning, and train the police and other staff involved in physical protection.

2. TECHNICAL MAINTENANCE OF PHYSICAL PROTECTION SYSTEMS

Regarding the maintenance of physical protection systems at KNPP with the 
plant’s own staff, there are some points to consider. Most of the security systems 
installed in KNPP are imported and no Bulgarian companies are able to maintain 
these types of equipment. Localization and elimination of certain hardware and soft
ware failures by a foreign manufacturer or supplier is a prolonged process, taking 
usually two to three weeks, and is excessively formalized and expensive. Should the 
personnel of KNPP accept the maintenance of these systems after a short period to 
become familiar with the problems, almost all of them might be solved promptly and 
often with considerable savings. Such an approach meets difficulties because some
times there is no comprehensive documentation. Consequently, a wide range of 
document preparation is required, such as block charts, principal charts for units and 
modules, electric installation drawings, cable line tables and failure localization 
instructions.

Periodic preventive services are crucial in our technical maintenance. 
Depending on the equipment type, these services have been performed once every six 
months or once every year, following approved guidance. The results provide a basis 
for conclusions on device and system working conditions and requirements for
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technical activities, and allow the environmental influence on the basic features and 
technical specifications of the equipment to be estimated.

Another permanent routine is elimination of incidentally occurring failures and 
ascertaining the availability of devices and systems. Normally, after localization of 
the trouble, the faulty block or module is replaced and repaired in the laboratory.

Since technical maintenance is a routine activity, specific situations occur 
sometimes, and competent and swift response is required in order to avoid leaving 
certain objects unprotected. In some cases it is more suitable to check the working 
order and to perform service on warranty units rather than waiting for help from a 
Bulgarian importer or sending the unit abroad. We had such a case, regarding metal 
detector arches, type SCDM2, made by the Italian firm ‘ET’. After installation and 
testing of the detectors we found four defects; three of them were eliminated by 
KNPP staff and only a printed circuit board, for which special equipment is needed 
for testing, was returned to the manufacturer.

In very few cases we had to refer to other companies, which we used for 
elaborating our requests and selecting the most suitable subcontractor to provide the 
desired technical and economic effect. This is illustrated by the following examples:

(a) Our experience with FG350 microwave bistatic detectors indicates that the 
most frequent causes for temporary or continuous failures are connected with their 
oscillators. Our attempts to order oscillators from the manufacturer failed and paral
lel offers by other Bulgarian firms appeared unfavourable. After we had finalized the 
assignment and after some inquiries, we selected a subcontractor to provide on-site 
repair technology. We received the proper documentation, materials and special 
equipment. Since we were able to solve some severe problems with temperature insta
bility of oscillator diodes, we obtained good results; this was confirmed by one year 
of operation for some 20 units and several months of operation for other units. We 
achieved the following advantageous results:

— The oscillator parameters were improved, by which the transmitted power was 
increased by about two or three times.

— Financial expenses were saved and it should be possible to save even more in 
the next years.

— Repairs were performed by our specialist; thus, we did not depend on other 
companies.

— A special technological equipment was developed to diagnose accurately the 
oscillators and detectors in order to avoid purchase of expensive, very high 
frequency equipment, as shown in Fig.2.

(b) Similarly, we solved the problem of ageing of the detector housing material 
which caused edge cracks and splitting. We considered different approaches to 
the problem, including replacement by new housings, since it was possible to
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FIG. 2. Equipment for test and adjustment ofFG350 detectors and oscillators.

manufacture them in Bulgaria. We chose a technology of coating the existing cover 
with a special duplex fibre/plastic layer. The first twenty recovered housings have 
been used now for more than two years without any evidence of mechanical change 
for the worse.

3. RECONSTRUCTION AND MODERNIZATION OF THE 
PHYSICAL PROTECTION SYSTEMS

Because of persistent financial problems, we had to perform all implementa
tions gradually and fractionally, for the detectors as well as for the control and alarm 
equipment. Therefore, a third important area of KNPP staff activities is its participa
tion in the extension, reconstruction and modernization of security systems. The 
following examples seem to be typical:

(a) After a sequence of observations and measurements, we found that opera
tion of some microwave detectors is unstable in zones longer than 120 m. We also 
studied the important problem of the mutual location of detector pairs; a deviation of 
up to 20 cm caused input power changes of three to five times. So we shortened some 
of the zones and relocated the detectors in other zones.

(b) We reconstructed the access control system, thus enhancing reliability and 
other functional parameters of the turnstiles. Our specialists convert data files to 
*.MDB type, which allows users to apply such a common software program as 
Access for Windows ’95.

(c) We replaced some types of volumetric detectors by detectors with other 
technologies, in order to better detect and decrease nuisance alarms. We improved the 
power supply for some of the systems and established remote alarm monitoring from 
the police centre to the local security systems.

(d) We elaborated software for our wireless security systems by adding a 
modem signal exchange link to the alarm centre 10 km away from KNPP, which has 
an identical wireless system. Thus we can reduce the vulnerability of common 
systems and improve their reliability.
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Finally, I would like to point out that technical facilities are extremely impor
tant and indispensable parts of nuclear power plants in countries with economic dif
ficulties and particularly in regions with a complicated political situation. Resource 
restrictions and lack of experience make it difficult to support and implement an 
effective technical facility concept of physical protection. The IAEA activities are 
very useful in this regard, offering alternative approaches for technical support of 
physical protection systems. It is more effective to centralize particular issues (as at 
Electricity de France) in some countries with more nuclear power plants. This 
approach seems inapplicable in Bulgaria; however, the administration of KNPP tries 
to solve all problems by its own means.

We are glad if our shared experience in implementation, maintenance and 
modernization of physical protection systems is useful for nuclear power plants in 
other countries with similar operational conditions.
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Abstract

EXPERIENCE IN THE IMPLEMENTATION OF PHYSICAL PROTECTION MEASURES 
OF NUCLEAR MATERIAL AT THE JAERI TOKAI ESTABLISHMENT.

The Japan Atomic Energy Research Institute (JAERI), established in 1956, is a special 
research organization funded by the national government with the purpose of contributing fully 
to research, development and utilization o f atomic energy. At the Tokai establishment, the largest 
research centre of JAERI, there are at present 21 facilities handling a quantity of nuclear material 
to be physically protected. The physical protection programme of nuclear material at JAERI 
started in the mid-1970s. By 1979, besides the establishment of the management system, 
improvements as well as modifications were completed at the Category I and Category II 
facilities. In 1989, JAERI enacted its own physical protection rules covering reactors and 
nuclear material handling facilities, and adopted measures needed for the Category III 
facilities, in conformity with the amended Japanese nuclear laws. At the Tokai establishment, 
because the facilities to be physically protected are scattered over a large site, a limited area 
within each facility has been designated to be physically protected; the Category I facility is 
surrounded by a peripheral area. The site is enclosed by a fence, and access to the site is 
controlled at the gates. More than twenty years have passed since the physical protection 
programme at the Tokai establishment started in the mid-1970s. Fortunately, in this period there 
have been no problems concerning physical protection and no illegal act has taken place.

1. INTRODUCTION

The Japan Atomic Energy Research Institute (JAERI), established in 1956, is a 
special research organization funded by the national government with the purpose of 
contributing fully to research, development and utilization of atomic energy. At the
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Tokai establishment, the largest research centre of JAERI, with research reactors 
included, various research facilities handling nuclear material have been constructed 
and a wide range of research and development activities are being carried out, from 
fundamental studies to safety research in the nuclear field. The site where the Tokai 
establishment is located is' approximately 2.2 million m2 in area. In addition to the 
full-time JAERI staff of around 1100 persons, about 1500 researchers, engineers and 
workers from outside organizations are currently working on a routine basis.

At the Tokai establishment, there are at present 21 facilities handling a quantity 
of nuclear material to be physically protected. The Fast Critical Assembly (FCA), 
loaded with highly enriched uranium and plutonium, is the sole Category I facility at 
the Tokai establishment. The rest are 13 Category II facilities and seven Category III 
facilities. The Category II facilities include four research reactors, two critical facili
ties, four laboratories, two storage facilities and one complex facility (the Nuclear 
Fuel Cycle Safety Engineering Research Facility (NUCEF)) (see Table I). All 
Category III facilities are laboratories.

Before all fresh fuel elements were spent, the Japan Research Reactor No. 2 
(JRR-2), operated with highly enriched uranium fuel, had been a Category I facility 
for a long time until it was changed to a Category II facility in December 1996. 
NUCEF, which is at present a Category II facility, will be a Category I facility 
handling some quantity of plutonium in the near future.

TABLE I. CATEGORY II FACILITIES

Type of facility Facilities Notes

Research reactors JRR-2
JRR-3
JRR-4
NSRR

CP-5, being decommisioned 
Beam experiments (20 MW) 
Pool type, being modified 
Pulse reactor

Critical assemblies TCA
VHTRC

Light-water type 
Graphite type

Laboratories Fuel examination facility 
Hot laboratory 
Reprocessing laboratory 
Plutonium laboratory No. 1

Large hot laboratory

Storage facilities Nuclear material storage 
Dry spent fuel storage facility

No irradiated material 
Research reactor fuel

Complex facility NUCEF Two critical assemblies and 
a laboratory



IAEA-CN-68/21 197

The FCA, designed for studying nuclear characteristics of fast reactor cores, 
has been operated since 1967. It is divided into two equal parts, which are separated 
for fuel loading and then brought together to form a cubic core (approximately 2.8 m 
long sides) for operation. A fuel element containing highly enriched uranium or 
plutonium is a square plate, 5 cm long and 1.5 mm thick, and is coated with non- 
hydrogenous resin. The experimental cores are constructed by putting the fuel 
elements or fuel plates into drawers, which are then loaded in the designed pattern 
into each half of the assembly. The enrichments of uranium to be used are 20% and 
93%, and plutonium is reactor grade. The FCA has no coolant system and its 
maximum thermal output is 2 kW.

NUCEF is constructed for research related to fuel reprocessing and waste 
management in the area of nuclear fuel recycling. NUCEF is a complex facility and 
consists of two critical facilities (the static experiment critical facility STACY and 
the transient experiment critical facility TRACY) and the back-end fuel cycle key 
elements research facility (BECKY).

STACY and TRACY are intended to be used for obtaining knowledge on the crit- 
icality behaviour of nitrate solutions containing uranium or plutonium in nuclear fuel 
reprocessing plants. STACY is operated to obtain basic criticality data on the fuel solu
tions, mainly the nitrate solutions of low enriched uranium and plutonium or a mixture 
of them, using the reactor tanks which are designed to simulate cylindrical or slab
shaped tanks in reprocessing plants. The maximum core volume is approximately 1.1m3 
and the maximum thermal output in steady state operation is 200 W. TRACY can be 
used to simulate a supercritical condition of the uranium solution in order to evaluate the 
behaviour of the fuel solutions and the released radioactive material. The maximum core 
volume is approximately 0.5 m3 and the maximum excess reactivity for transient is 3 $.

In BECKY, research on an advanced technology for reprocessing, partitioning 
and transuranic (TRU) waste management is carried out with spent fuel, high level 
liquid waste, TRU and other material in the ay  cell and glove boxes.

Both enriched uranium and plutonium are used in NUCEF. At present, some 
quantity of uranium of 3% and 10% enrichment is retained for the operation of 
STACY and TRACY, and a small quantity of plutonium for experiments in BECKY. 
Some quantity of plutonium will be brought into NUCEF for critical experiments in 
STACY in the near future.

2. GENERAL DESCRIPTION OF THE CATEGORY I FACILITIES

3. SHORT HISTORY OF PHYSICAL PROTECTION AT JAERI

The physical protection programme of nuclear material at JAERI started in the 
mid-1970s. At that time, JAERI was using and/or storing some quantity of highly
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enriched uranium and plutonium for the operation of research facilities, such as 
JRR-2 and FCA, and for experiments conducted there. Being urged to meet inter
national demands for strengthening the security of nuclear material in order to 
achieve complete non-proliferation of nuclear material, JAERI has formed various 
committees to study the ways and means to implement physical protection of nuclear 
material at JAERI. The committees concluded that JAERI should strengthen the 
protection of nuclear material, basically in line with the IAEA recommendations 
(INFCIRC/225) and the regulations of the US Nuclear Regulatory Commission 
(NRC) (CFR 10 Part 73).

Although nuclear material in Japan was under strict control according to the 
Japanese nuclear law enacted in 1957, which is still in effect, in 1976, in considera
tion of the international situation, the Japanese regulatory authority required nuclear 
operators to take measures for physical protection of nuclear material, and the 
Advisory Committee of the Japan Atomic Energy Commission (JAEC) began to 
draft national requirements using the IAEA recommendations and the NRC regula
tions for reference. After being approved by JAEC in September 1977, the drafted 
requirements were used by the regulatory authority as guidelines for nuclear 
operators in Japan.

In response to international demands and government directions, JAERI made 
great efforts to establish its physical protection measures for nuclear material. Besides 
the establishment of the management system, improvements and modifications at the 
Category I and Category II facilities were completed by the year 1979.

After approval of the Convention on the Physical Protection of Nuclear 
Material by the Japanese ‘Diet’ in 1988, the requirements drafted in Japan in 1976 
were incorporated into the relevant laws, with physical protection of nuclear material 
stipulated. Since this stipulation, the Category III facilities also have to be protected, 
so that JAERI has adopted the measures needed for such facilities. In 1989, JAERI 
enacted its own physical protection rules covering reactors and nuclear material 
handling facilities in conformity with the laws.

4. MEASURES AND SYSTEM FOR PHYSICAL PROTECTION

At the Tokai establishment, because the facilities to be physically protected 
are scattered over a large site, a limited area within each facility has been desig
nated to be physically protected; the Category I facility is surrounded by a periph
eral area. The site is enclosed by a fence, and access to the site is controlled at the 
gates.

The wall of a facility to be protected is generally the boundary of the protected 
area, and the fence is the boundary of the peripheral area. As a matter of course, 
access to the areas is limited and monitored (see Table II).
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TABLE II. EQUIPMENT FOR THE PHYSICAL PROTECTION OF THE 
CATEGORY I FACILITY FCA

Areas Equipment

Protected area Physical barrier (building wall)
Metal detector and nuclear material detector 
Surveillance device (ultrasonic detector, 

closed circuit television)
Locking system
Access control system (magnetic card reader) 
Communication system

Peripheral area Physical barrier (fence)
Lighting system
Surveillance device (infrared detector, 

closed circuit television)
Locking system 
Communication system

Security centre Alarm indicator (watch console) 
Telecommunication system

A physical protection manager, designated by the president of JAERI in con
formity with the law, manages all work related to the physical protection programme 
at the Tokai establishment; the director general of the establishment directs the work. 
The director of the operational safety administration assists the physical protection 
manager, gives advice to the people concerned and co-ordinates the work, if neces
sary, with regard to security or from the standpoint of physical protection.

The director of a facility who manages the operation of the facility is in charge 
of the work associated with physical protection. He defines the protected area and the 
peripheral area, informs those who enter the area regarding physical protection, 
controls and monitors access to the areas, controls nuclear material, and sets up and 
maintains the installations or equipment for physical protection. The director also 
patrols the areas and monitors them using monitoring equipment. The director of the 
administrative services, who is in charge of security at the site, also patrols the areas, 
together with the director of the facility. The director of the engineering services, who 
provides the technical services necessary for research activities at the Tokai estab
lishment, takes part in the maintenance service for the equipment. The areas are to be 
patrolled more than once a day, generally three times a day, in particular at the 
Category I facility.
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The director of a facility issues a permit to persons who have an adequate 
reason for accessing the protected area or the peripheral area, and requires them to 
carry it all the time. Visitors to a facility are escorted by a person qualified to access 
the facility. The visitor/escort ratio should not be more than ten. Access of vehicles to 
the areas is not permitted, except for vehicles assigned to transport nuclear material 
and research equipment.

The occurrence of illegal acts, such as intrusion into a facility, is immediately 
reported to the director of the facility, the director of administrative services, the 
director of the operational safety administration, the physical protection manager and 
the director general of the establishment, and also to the regional police station. If 
necessary, an emergency organization will be set up, the head of which is the direc
tor general of the establishment. The head of the organization takes the necessary 
measures and acts in accordance with the directions given by the police.

The general principles for emergencies are as follows:

(a) Preservation of life and health is given priority over all actions taken as counter
measures;

(b) Completion of illegal acts should be delayed or hindered through physical pro
tective measures before the police commence their actions;

(c) Alarming information or illegal acts should not be underestimated.

5. EXPERIENCE GAINED AND LESSONS LEARNED

More than twenty years have passed since the physical protection programme 
at the Tokai establishment started in the mid-1970s. Fortunately, in this period there 
have been no problems concerning physical protection and no illegal act or the like 
has taken place. The directors and managers in charge of the physical protection pro
gramme and those who access the protected areas have accumulated much experience 
in the work related to the physical protection programme; thus they have sufficient 
understanding of the aim of physical protection and perceive what they are expected 
to do. However, ageing of some equipment is apparent, to the extent that malfunction 
of it, such as false alarms, occurs sometimes, signalling that replacement of the equip
ment has to be carried out immediately.

Even though an illegal act has not been experienced so far, carelessness should 
be avoided, taking into account the large scale chemical gas attack by the religious 
cult, Aum Shinri-kyo or Aum Supreme Truth in 1995. The physical protection pro
gramme at the Tokai establishment should be securely executed in future, and we 
should not be satisfied with the clean record of our physical protection activities over 
the past two decades.
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Abstract

IMPROVEMENT OF THE PHYSICAL PROTECTION SYSTEM AT THE SOSNY  
SCIENTIFIC AND TECHNICAL CENTRE.

The Sosny Scientific and Technical Centre (STC), which is located not far from Minsk, 
the capital of Belarus, is basically a traditional national nuclear research centre with a few 
research reactors and laboratories. Highly enriched uranium has been used as fuel for the 
reactors, and the nuclear inventory at the site includes some other quantities o f material of 
strategic value. In 1994, Japan and the Swedish representatives agreed with the Authority of 
Belarus and the management of the Sosny STC that the physical protection system at Sosny 
should be upgraded to provide protection equivalent to the level described in the IAEA 
information circular INFCIRC/225. Sweden was responsible for the vulnerability assessment, 
the design of the protection system, the reconstruction work of the storage facility, the 
installation of the security system, and education and training of staff, while Japan provided the 
equipment for the protection system. The United States Department of Energy joined the 
project and was responsible for the outer part of the Sosny STC, i.e. for fencing the area around 
the storage and related instrumentation, and for funding various parts of other systems, 
including interior sensors in the fresh fuel storage (building 33), the guard force 
communication system, the Belarusian labour for construction work, as well as the criticality 
and fire alarm systems in the vault for the fresh fuel storage. The Belarusian side undertook to 
assist with labour in the construction work. The fact that four States, three donor States and 
Belarus, were involved in this project did not have adverse effects on the work of establishing
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the physical protection system at the Sosny STC. However, on several occasions it became 
clear that without clearly formulated, agreed and documented specifications and conditions for 
the implementation of the system and for the distribution of responsibility, the project would 
not have been completed as smoothly as it was. The paper discusses in detail the physical 
protection system at the Sosny STC. It also discusses some of the experiences gained from a 
project with several donor States involved.

1. INTRODUCTION

Before 1990, Belarus conducted work in the field of nuclear power, using the 
research reactor IRT-2000, critical assemblies and hot cells. A prototype model of a 
unique transportable nuclear station was created and tested.

After the Chernobyl accident and the disintegration of the USSR, exploratory 
work with nuclear fuel was reduced. All special nuclear material that had been in 
circulation was put into two storage facilities.

The spent fuel storage facility contains the nuclear fuel unloaded from the burn
out core of a power plant. In a cooling pond, 106 fuel assemblies and 58 not leaktight 
fuel elements inside metallic spent fuel canisters are stored. The fuel contains a 
significant amount of highly enriched uranium and fission products. The gamma 
radiation level near the fuel elements is 440 R/h. The fresh fuel storage facility 
contains fresh nuclear fuel. A significant amount of it has an enrichment of more than 
20% uranium-235. Nuclear material of Category I is stored in both facilities.

The Sosny Scientific and Technical Centre (STC) is located not far from Minsk 
and occupies an area of about 53 ha; it is enclosed by a fence and includes three 
research institutes, an engineering centre, a design office and a pilot production 
facility. The total number of personnel working on the site is approximately 1500.

At present, the Sosny STC carries out work in the field of power engineering, 
ecology, nuclear waste management, and transmutation of long lived fission products 
and minor actinides using high energy accelerators.

Until 1997, the physical protection system of special nuclear material at the 
Sosny STC had insufficient technical detection capabilities and the mechanical 
protection equipment did not provide sufficient delay of unauthorized access. 
According to expert assessment, the modem requirements were not satisfactory.

2. INTERNATIONAL CO-OPERATION ON PHYSICAL PROTECTION OF
NUCLEAR MATERIAL

In 1994, Japan and Sweden discussed their nuclear support programmes for the 
newly independent States (NIS) and Russia. Also involved in the discussions were
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representatives of Belarus and the upper management of the Sosny STC. There was 
agreement that the physical protection system at Sosny needed to be upgraded, in par
ticular to provide protection equivalent to the level given in the IAEA information cir
cular INFCIRC/225 for material directly usable for the manufacture of nuclear 
weapons.

The two donor States concluded a mutual agreement, indicating the responsi
bilities of each party. In brief, Sweden (the Swedish Nuclear Power Inspectorate) was 
responsible for the vulnerability assessment, the design of the protection system, the 
reconstruction work of the storage facility, the installation of the security system, and 
training of the staff. Japan (the Technical Committee on the Non-proliferation of 
Nuclear Material of the former Soviet Union countries and the Japan Atomic Energy 
Research Institute, JAERI) provided the equipment for the protection system. In prac
tical terms, the co-operation between the parties became closer than had been 
expected, which certainly played an important role in the successful outcome of the 
project. The Belarusian side undertook to assist with labour in the construction work.

The United States Department of Energy also joined the project and was 
responsible for the outer part of the Sosny STC, i.e. for fencing the area around the 
storage and related instrumentation, and for funding various parts of other systems, 
including interior sensors in the fresh fuel storage (building 33) and the spent fuel 
storage (building 40), the guard force communication system, the Belarusian labour 
for construction work, as well as the criticality and fire alarm systems in the vault for 
the fresh fuel storage.

The fact that four States, three donor States and Belarus, were involved in this 
project did not have adverse effects on the work of establishing the physical protec
tion system (PPS) at the Sosny STC. However, on several occasions it became clear 
that without clearly formulated, agreed and documented specifications and conditions 
for the implementation of other systems and for the distribution of responsibility, it 
would not be possible to complete the project smoothly.

3. TECHNICAL CONDITIONS OF THE PPS AFTER THE UPGRADE

At present, the PPS is divided into six important parts: the central alarm station 
(CAS), the main entrance, buildings 33 and 40, the perimeter fence and the old alarm 
station (see Fig. 1).

3.1. Central alarm station

The importance of a reinforced, well equipped CAS (Fig. 2) cannot be 
overrated. The CAS is the most important centre of the PPS; in the case of an attack, 
the emergency call for assistance must come from the CAS. The operators of the
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physical protection and communication systems in the CAS must be protected in 
order to ensure the communication with the outside world. The existing CAS was 
reinforced, and gates and new steel walls were added in order to provide an additional 
layer of protection. A ‘man trap’ entrance was installed. Also, video surveillance was 
provided in the outside area of the CAS. Additionally, after duty hours the doors on 
the outside of the CAS are closed.
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1. 4-  Split monitor
2. Control panel, alarm (spare 

level)
3. Video recorder (under the table.)
4. Control panel, CCTV
5. Full size monitor . .
6. Computer screen ' ^  J
7. Key pad (under or in front 

of the table)
8. Computer (towel)

9. Telephone (not included)
10. Control panel
11. Printer
12. Main operator
13. Second operator

14. UPS
15. Cabinet, electronics
16. Cabinet expansion
17. Window, bullet proof
18. Security lock
19. Window
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FIG. 2. Accommodation o f equipment in the CAS.
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Two types of radiofrequency communication from the CAS to the outside have 
been supplied. The first system is constantly monitored to ensure its state of health. 
The second system provides an assault alarm for each guard carrying a radio. In addi
tion, all sensors and video lines are supervised and will indicate a loss of signal by an 
alarm.

3.2. Building 33

The in-depth PPS is surrounded by an external perimeter, incorporating a new 
fence which is surrounded by a clear zone, intrusion sensors, lighting and camera 
equipment for video assessment of alarms received from sensors in the clear zone. 
Figures 3-5 show views of building 33.

The perimeter system consists of state of the art sensors and video equipment. 
The maximum separation of the cameras is 50 m. The active infrared sensors installed 
in building 33 have a high probability of detecting intrusions in their field of view, but 
the intruder might not be detected by these sensors if he tries to pass through the 
surveillance area, the clear zone, at extremely slow speed, or if he passes through a 
tunnel under the detection zone. However, in this case the extra time spent in the clear 
zone increases the probability that the intruder will be seen on the video monitors in 
the CAS.

FIG. 3. View of building 33 before the upgrade of the PPS.
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FIG. 4. View o f building 33 after the upgrade of the PPS.

FIG. 5. Entrance to the internal zone of building 33.
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The entry control system for building 33 is an important component of the 
perimeter because it allows only approved personnel to enter and exit, and prevents 
entry of unauthorized persons. A useful feature of this system is that no guard is 
required at the entrance. The Wiegand access control cards and card readers 
installed in the entry control system of building 33 are among the most reliable. 
They are an excellent choice for this application because they can be used in a 
much wider range of environmental conditions than other types of cards and card 
readers.

The next layers of protection of building 33 are the exterior walls, with rein
forced windows and doors for additional intrusion delay. The shed attached to the rear 
of the building has no reinforced walls or doors, but it is protected by microwave 
intrusion sensors that will function well over the wide temperature range expected in 
this area.

The final layer of protection is the fortified nuclear material vault, equipped 
with door, motion and seismic sensors and an automatic entry control. The 
construction of the vault will result in a significant delay of unauthorized intruders 
attempting to gain access to the material in the vault.

3.3. Building 40

The first layer of the detection system is provided by the walls of building 40. 
When the PPS was upgraded, the existing detection system was equipped with new 
doors, door alarms and automatic entry control. The result is a balanced and complete 
perimeter protection system at the ground level of this building. The target room for 
the neutron generator experiment is actually a nuclear material vault; the thickness of 
its walls and the reinforced doors provide a significant delay of unauthorized intru
sion attempts. The vault construction is augmented by a special gate installed at the 
opening between the generator room and the target room. Additional improvements 
include door sensors, automatic entry control enforcing the two-man rule, motion 
sensors and video surveillance.

The spent fuel area in building 40 is protected by motion sensors, door sensors 
and video surveillance; furthermore, it is inside the external physical protection 
system installed on the exterior of the building.

3.4. Main entrance

There were two reasons for the installation of an automatic entry control system 
at the main entrance to the Sosny STC. The first reason was to be able to place the 
guard on duty at a more strategic and protected position. The second reason was to 
install an additional layer of protection, which is now afforded by the reinforced iron 
walls and gates around the CAS.
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3.5. Perimeter fence and old alarm station (OAS)

The perimeter of the Sosny STC is approximately 3 km long. It is constructed 
of prefabricated concrete panels. There is a readjust inside the perimeter fence which 
is used for conducting guard patrols. In the area immediately outside the perimeter 
there are large forests.

Only one intrusion detection sensor system is located around the perimeter. For 
alarm assessment purposes, the perimeter is divided into 20 zones. The sensors create 
an electronic field between the wires.

The OAS is located inside the administration building, approximately ten 
metres away from the main entrance. All perimeter and building alarms terminate at 
the OAS. Fire alarms are also monitored at the OAS. Access to the OAS is controlled 
by the guard on duty.

4. FIRST EXPERIENCE WITH THE PPS AT THE SOSNY STC

The PPS at the Sosny STC has been working now for some time, and from 
1 July 1997, when all parts of the system were formally put into operation, a three 
months test operation was conducted. The test revealed, as could be expected, that it 
was necessary for some of the equipment to be fine-tuned and for the staff handling 
the system to be further trained.

For equipment the following malfunctions should be mentioned:

— in the CTV system — two times,
— in the fixing mechanisms of the turnstiles — ten times,
— in the access control system (card readers) — several times.

Malfunctions due to operational events were as follows (664 alarms totally were 
registered):

— fault of the staff working in the protected facilities — 339 times,
— strong wind — 98 times,
— de-energizing — two times,
— animals and birds — 11 times,
— communication infringement of the ‘computer system’ — 92 times,
— malfunction of card readers — 15 times,
— unknown reasons — 87 times.

Of the 644 alarms registered during the three months test period, 478 happened 
during the day shifts and the remaining 166 during the night shifts. The number of
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alarms seems rather high, but it can be considered as normal for a new system during 
the introductory period. After the equipment was corrected and as the staff got more 
experience from the use of the system, the number of malfunctions was gradually 
reduced.

5. CONCLUSION

Through the joint efforts of the participating countries it has been possible to 
create an effective PPS for special nuclear material in Belarus, with parameters 
coming near to the IAEA recommendations stated in INFCIRC/225/Rev.3. However, 
it should be noted that for the Sosny site as a whole, there remain some weak parts of 
the PPS, such as the perimeter fence for the site and its illumination and sensor sys
tems, which were, however, not included in the joint task that has been described.

The question of continued support from the donor States for maintaining the 
system’s operational status is so far not finally resolved. Sweden and Japan and also 
the USA have, however, undertaken to provide support for this purpose during 1997, 
and they plan to do so for 1998 to ensure that Sosny staff be properly trained in order 
to be able to take full responsibility for maintaining the PPS thereafter.
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Abstract

PHYSICAL PROTECTION AT NUCLEAR POWER STATIONS IN JAPAN.
Nuclear power stations play an important role in supplying energy in Japan. The paper 

outlines the physical protection system at nuclear power stations in Japan and discusses the 
experience of the Tokyo Electric Power Company. In response to both national and foreign 
requests, a full-scale physical protection system was introduced in nuclear power stations in 
Japan. The IAEA guideline INFCIRC/225, the United States Code of Federal Regulations 
CFR-10, Part 73-55, and similar regulations have been taken into account. The basic principles 
and characteristics o f the physical protection system are as follows: (1) Major policies and 
items: Designation of the protected area and of other areas, access control for the protected area 
and other areas, maintenance and inspection of the physical protection system and equipment, 
etc. (2) Concept of the physical protection system: The multiple protection system is a concept 
consisting of surveillance and control procedures. Nuclear power stations are divided into the 
monitoring area, the protected area, the vital area and the critical area. (3) Scientific physical 
protection system: In order to strengthen the physical protection system, scientific measures 
have been introduced such as the implementation of new high-technology electric systems and 
computers. These systems are directed by the security control centre. In the near future, it is 
intended to use mixed oxide fuel in commercial nuclear power plants; therefore, an even more 
careful application of the physical protection system will be required.

1. INTRODUCTION

At present, Japan has as many as 52 operating commercial nuclear reactors with 
a total output of about 45 000 MW (end of August 1997). Nuclear power generation 
in Japan is about 30% of the total generated energy, playing a major role in industrial 
activities and in everyday life.

The Tokyo Electric Power Company (TEPCO) has 17 operating commercial 
nuclear reactors at three nuclear power stations, with a total output of about 
17 300 MW.

On 2 July 1997, Unit No.7, an advanced BWR, of TEPCO’s Kashiwazaki-Kariwa 
nuclear power station, was commissioned for commercial operation, making it the
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power station with the largest output in the world; thus, nuclear power stations are 
playing an increasingly important role in stable energy supply.

I would like to give an outline of physical protection at nuclear power stations 
in Japan, with TEPCO’s power stations as a typical example.

TEPCO introduced a full-scale physical protection system in 1979, in response 
to both national and foreign requests for reinforcement of security and physical 
protection of nuclear power stations. In introducing the physical protection system, 
the IAEA guideline INFCIRC/225, the United States Code of Federal Regulations 
CFR-10, Part 73-55, and similar regulations, as well as the social conditions and 
power station siting in Japan have been taken into account.

The Law on the Regulations of Nuclear Source Material, Nuclear Fuel Material 
and Reactors was revised in 1988, and the Regulations on the Installation and 
Operation of Reactors of Power Generation were revised in 1989. These revisions 
have made nuclear operators responsible for implementing measures for physical 
protection of nuclear material. In compliance with the law, TEPCO has implemented 
protection measures at three nuclear power stations.

The related laws and regulations make it compulsory for TEPCO to implement 
the Category II protection measures; considering the importance of nuclear material 
protection, however, TEPCO has adopted the stricter protection measures according 
to Category I, to be absolutely certain of nuclear material protection.

2. SOCIAL CONDITIONS

To consider the basic concept of physical protection of nuclear power stations, 
it is necessary to thoroughly understand the social conditions, the history and the 
cultural background of Japan.

(a) Because of the homogeneity of the racial composition of the Japanese 
population, the society is relatively secure and safe; the stability of the society, which 
is due to the economic development, and the high standard of the police force have 
contributed to minimizing crimes and maximizing the rate of arrest of criminals.

(b) The Firearms and Swords Control Act prohibits citizens, except police offi
cers, self-defence officers, maritime safety officers, narcotics investigators and the 
like, to carry firearms, swords and other weapons. Although crimes associated with 
firearms and connected with the internationalization of crime have been sporadically 
committed recently, the Japanese society is relatively stable.

(c) The ‘family register’ system, in which personal identities are registered, and 
the ‘resident register’ system, in which personal residence is registered, have been 
completely institutionalized; these systems make it easy to confirm personal identity, 
thereby providing a deterrent to crimes.
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(d) Lifetime employment is general practice in Japan and the loyalty of 
employees to their firm is very high. In addition, since the electric power utilities are 
leading companies representing the areas they serve, power station employees are 
excellent workers with a high morale.

3. REQUIREMENT OF PHYSICAL PROTECTION FOR 
NUCLEAR POWER STATIONS

3.1. Protection measures and system required by laws and regulations

The compulsory implementation of protection measures for nuclear power sta
tions is specified in the Regulations on the Installation and Operation of Reactors of 
Power Generation, a Ministry of International Trade and Industry ordinance, which 
requires nuclear operators to draw up physical protection rules for nuclear material 
for individual nuclear power stations and to obtain the approval of the regulatory 
authority (Ministry of International Trade and Industry). In addition, nuclear 
operators are required to designate, for individual power stations, a physical 
protection manager who exercises control over nuclear material protection activities.

The major items of protection measures which the Regulations require nuclear 
power stations to implement are as follows:

— Designation of the protected area and other areas, patrolling and monitoring;
—  A ccess control for the protected area and other areas;
— Maintenance and inspection of physical protection equipment (physical protec

tion system equipment);
— Control of nuclear material;
— Maintenance of a communication system (including telecommunication 

facilities);
— Control of nuclear material protection information;
— Education and training of employees.

3.2. TEPCO’s organizations and systems for physical protection

TEPCO has created an organization which is dedicated to the supervision of 
protection management in the organization of a nuclear power station; for uniform 
supervision of nuclear material protection activities, a physical protection manager is 
designated from among those who satisfy the legal requirements (position, 
experience, etc.).
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In addition to physical protection rules, which have been drawn up by indi
vidual nuclear power stations and approved by the regulatory authority (Ministry of 
International Trade and Industry), in-house manuals have been prepared to provide 
guidelines for running the actual activities.

The actual security activities are performed as follows:

— The monitoring area and the administration building are guarded 24 hours a day 
by TEPCO employees and by ordinary security service companies.

— The protected area and the vital area are guarded 24 hours a day by TEPCO 
employees and by the security service company created exclusively for physical 
protection of nuclear facilities. This specialized security service company takes 
care of protection at a large number of nuclear power stations in Japan, and is 
well informed about nuclear facilities and manned with well educated and 
trained personnel.

Main gate

FIG. 1. Multiple protection concept o f nuclear power stations.
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4. PHYSICAL PROTECTION SYSTEM AT NUCLEAR POWER STATIONS

4.1. Multiple protection

In Japan, civilian security personnel are prohibited from carrying firearms; 
therefore, to prevent illegal transfer of nuclear material by theft and subversive 
activities, physical and mechanical protection measures are taken. However, as a 
consequence, ultimate blocking and elimination of trespassers is in the hands of the 
security authorities. In other words, when an abnormality occurs, the situation is 
detected as early as possible and reported to the security authorities; at the same time, 
the system and facilities installed to retard the access of a trespasser to the safety 
facilities as much as possible are put in operation to hinder wrongful conduct before 
arrival of the police force.

4.1.1. Adoption o f  the multiple protection concept (see F ig .l)

The basis for implementing the measures described above is formed mainly by 
the concept (policy) of multiple protection, according to which the site of a nuclear 
power station is divided into different areas according to the importance of the 
facilities installed in them to form multi-layer barriers; intrusion detection and access 
control are performed according to the relative importance of each area. It is 
TEPCO’s policy to systematize all monitoring and control activities for multiple 
protection and to automate them by mechanical or electrical means as much as 
possible in order to save labour.

A nuclear power station is divided into the monitoring area, the protected area, 
the vital area and the critical area.

4.2. Operation of the physical protection system at a nuclear power station
(setting of different areas and their management)

The access control method adopted by a nuclear power station and the physical 
barriers against trespassers are based on monitoring and control techniques in line 
with the multiple protection concept, taking the form shown in Fig.2.

(a) Monitoring area

The monitoring area is the first barrier against intrusion from the outside and is 
located approximately along the boundaries of the nuclear power station site; the 
demarcation fences are equipped with intrusion detection sensors. In addition, moni
toring cameras are installed at specially designated locations.
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Main gate
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(a) Monitoring area Gate A 
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(b) Protected area 

Gate B
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(c) Vital area Door

- 4 - h
(d) Critical area

FIG. 2. Concept o f  multiple protection.

The main gate serves as the access to the area; at the gate, entry and exit of 
persons and vehicles are checked by security personnel. Furthermore, the boundaries 
between different areas and the inside of an area are periodically patrolled to see 
whether an abnormality is present.

(b) Protected area

The protected area is located at the second barrier around the vital area. This 
barrier is located as far from the vital area as possible, with the fences on the area 
demarcation line and in their vicinity provided with two or more types of intrusion 
detection sensor (infrared sensor, electric field sensor, etc.), lighting equipment and 
monitoring cameras.

Metal detectors are installed in front of the entrance to the protected area 
(usually called gate ‘A’), which is manned by security personnel for surveillance; 
persons entering this area and their personal effects are searched by the security 
personnel. A person entering this area is identified by the identity (ID) card with the 
person’s photograph. Special ID cards are issued to those who enter the area 
temporarily and to visitors if they ask for ID cards beforehand. When an individual is 
identified as being authorized, the door is automatically unlocked; an unauthorized 
person is retained at the gate. In addition, to prevent a group of persons from passing
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the gate, it is constructed so as to allow authorized persons to pass one at a time. 
Vehicles entering this area pass a double gate; after being searched at the gate, the 
vehicle is admitted to the area. The driver is requested to get out of the vehicle and 
passes gate ‘A’ by using his ID card in the same way as others.

Furthermore, boundaries between different areas and the inside of an area are 
periodically controlled to see whether an abnormality is present.

(c) Vital area

The vital area is the third barrier, constructed around the major power station 
buildings. The doors in this area are reinforced steel structures; they are designed to 
withstand destructive activities until the police arrive.

In addition, monitoring cameras are installed at the entrances to monitor the 
movement of persons and objects, as well as opening and closing of the doors.

Access control is provided by the gate system, which is equipped with an 
automatic double door (usually called gate ‘B’); the system allows authorized persons 
to enter this area one at a time; unauthorized persons are not allowed to enter. The 
area is controlled in the same way as the other areas.

(d) Critical area

This area is the fourth barrier and specially protects the most important equip
ment for plant operations in the vital area. A reinforced door is used for access control.

Doors to the critical equipment room and the main control room are monitored 
by monitoring cameras. The ID card system is used also for access control for this 
area, permitting only authorized persons to enter.

4.3. Role of the security control centre (see Fig. 3)

The security control centre, located at the boundary of the protected area,
directs the entire physical protection system. The building housing the security
control centre is constructed to withstand assault and intrusion.

The security control centre is equipped with a central control system that uses 
computers to perform round-the-clock access control and intrusion monitoring, 
sensor function checking, and recording and displaying.

The centre is equipped with telephone and inter-phone systems as communica
tion means for personnel to maintain close contact with the individual gates and other 
related stations.

The centre is also equipped with telephones and wireless equipment to contact 
the relevant police authority round the clock. Security personnel on patrol use trans
ceivers to communicate with one another.
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FIG. 3. Role o f the security control centre (observation and control system).
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In addition to these items of equipment, a recording unit is installed which 
records threatening calls from outside and communication calls with the relevant 
police authority.
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5. FUTURE PROBLEMS

5.1. Physical protection associated with the introduction of
mixed oxide (MOX) fuel

Mixed nuclear fuel, made by mixing uranium with plutonium extracted through 
reprocessing of spent fuel, is scheduled to be put to use in reactors of commercial 
nuclear power stations within a few years.

The relevant laws and regulations require MOX fuel to be protected strictly 
according to Category I specifications. As described above, protection measures 
according to Category I specifications have been taken at TEPCO’s nuclear power 
stations.

However, many people fear that MOX fuel is a dangerous material, because it 
contains plutonium and could be diverted and used for nuclear weapons. Therefore, 
it is necessary to take all possible protection measures for its delivery to a nuclear 
power station, its storage and its loading into a reactor. In addition, it is necessary to 
obtain the agreement of the community where the power station is located.

Details of the physical protection system will have to be discussed with the 
relevant regulatory authorities and a careful application of the physical protection 
system is required in handling the introduction of MOX fuel.
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ENHANCEMENT OF PHYSICAL SECURITY AT THE IAN-R1 RESEARCH REACTOR.
The IAN-R1 research reactor has undergone continuous substantial changes involving 

modifications to the instrumentation, power and fuel. The reactor group of the Institute of 
Nuclear Science and Alternative Energy (INEA) of the Ministry of Mines and Energy has 
endeavoured to improve the physical security of the reactor installations. Colombia has 
undertaken to maintain adequate physical protection measures with respect to the installations 
and the materials supplied, as well as any special fissionable material used, including 
subsequent generations of fissionable material produced. The paper gives details of the level of 
physical protection and the implementation of physical protection measures at the IAN-R1 
research reactor and o f the new project currently being developed under which the present 
system of security installed in the reactor will be upgraded and greater security will be applied 
to other sensitive installations of INEA.

1. INTRODUCTION

Recently, the IAN-R1 research reactor has been subject to continuous substan
tial changes which have involved modifications, inter alia to the instrumentation, 
power and fuel [1-3].

Given the present conditions in the country and in the face of requirements laid 
down by the US Department of Energy (DOE) for the granting of an export licence 
for TRIG A nuclear fuel, the reactor group of INEA has undertaken actions aimed at 
improving the physical security of the reactor installations.

A first action undertaken by the reactor group was to prepare a project and to 
present it to the national Government with a view to obtaining funds which would 
make it possible inter alia to enhance the physical security of the IAN-R1 reactor [4],

Once the project presented to the Government had been approved, the reactor 
group, with the assistance of national technical personnel, elaborated a detailed phys
ical security proposal for the reactor installations which covered aspects such as the
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installation of physical barriers, armoured doors, electronic access controls, video 
monitors, alarms and intercommunications [5].

When the protection measures described in Ref. [5] had been implemented, a 
request was submitted for a visit by personnel specializing in physical security from 
the DOE for the purpose of evaluating the security status of the installations. As a 
result of this technical visit, a number of shortcomings were identified and advice was 
obtained on subjects such as emergency plans via lectures given to personnel of INEA.

2. AGREEMENTS

Through an agreement between the IAEA, the Colombian Government and the 
US Government [6], Colombia has undertaken to maintain adequate physical protec
tion measures with respect to the installations and the materials supplied, as well as 
any special fissionable material used or produced through its use, including subse
quent generations of fissionable material produced.

The parties also agreed that the levels of physical protection applicable would 
be those indicated in Annex B of the Agreement [6]. These levels can be modified, 
with mutual agreement of the parties, without having to resort to amendments to the 
Agreement. Colombia agreed to maintain adequate physical protection measures in 
accordance with the above levels.

3. LEVEL OF PHYSICAL PROTECTION

With regard to the physical protection measures to be applied, it was agreed that 
the competent national authorities should ensure the utilization, storage and transport 
of the nuclear material acquired in accordance with the relevant standards for the 
physical protection of nuclear material contained in INFCIRC/225/Rev.3 [7].

Within the three distinct levels of physical protection agreed, that designated as 
Category II was to be applicable for the fuel acquired by the Colombian Government 
from the US General Atomic Company. In this category, the fuel acquired has to 
comply with the following conditions: enrichment in 235U of 10% minimum but less 
than 20%, and less than 5 kg but more than 1 kg.

Within Category II it has to be ensured that the fuel is stored in a protected 
zone, access to which is controlled, i.e. a zone subject to constant guarding by secu
rity personnel or by electronic means, surrounded by a physical barrier and with a 
limited number of properly controlled access points, or any zone with an equivalent 
level of physical protection.

With regard to the transport of the fuel, this must be performed with special 
precautions, involving previous arrangements between the shipper, the receiver and
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the transporter. In the event of international transport there must be a previous agree
ment between the relevant authorities subject to the jurisdiction and control of the 
shipping State and the receiving State, respectively, specifying the time, place and 
arrangements for the transfer of responsibility for the shipment.

4. IMPLEMENTATION OF PHYSICAL PROTECTION MEASURES

In line with the requirements laid down for Category II, the following physical 
protection measures are currently implemented in the installations of the IAN-R1 
reactor.

Inside the reactor installations a building has been constructed to house the 
decay pool where the spent fuel elements and active structural components of the 
reactor are deposited. Transfer is done by means of a two-tonne gantry crane which 
links the two pools and a transfer container. Also, an air conditioned room has been 
equipped with cradles for storing fresh fuel. This room has a metal door and two inde
pendent locks and is protected by smoke and motion alarms as well as magnetic 
alarms. Access to the room is continuously monitored by closed circuit TV.

In the reactor pool the reactor fuel is located in a predetermined geometric con
figuration and there is also a cradle which permits the temporary positioning of the 
fuel during operations to change the configuration or for inspection purposes. The 
equipment for handling the fuel in the reactor pool is properly safeguarded, so that its 
use is restricted.

Access to the reactor installations can only be gained through three entrances 
located in the control room, the laboratories and the main entrance. These entries are 
protected by electronic monitoring systems via magnetic cards, which only autho
rized personnel possess. The doors are provided with magnetic opening sensors and 
movement sensors. The principal entries (control room and entry to the offices and 
the laboratory of the reactor group) are equipped with both magnetic locks and secu
rity locks.

The entries via magnetic locks are programmed differently, depending on the 
functions of each of the members of the operating group.

Only reactor operating personnel are authorized to enter the reactor installations, 
and personnel outside this group must have authorization from the group chief and be 
accompanied during the visit by a member of the group, and only during working hours.

Access by personnel of the reactor group to the installations is controlled by card 
readers which are located in the entries to the installation. The reading system permits 
entry if the card corresponds to the work schedule and to the data of the employee 
holding the card, and if in addition the person is in possession of the key to the secu
rity lock. The hours of entry and exit of each employee are recorded. The card is pro
grammed differently for each of the members of the group and is not transferable.
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Persons departing must do so using the internal card reader and in cases of 
emergency via a button which acts on the door opening system.

Control of issue and receipt of the magnetic cards permitting access to the con
trolled zone is the responsibility of the reactor group chief who is responsible for col
lecting and programming the information corresponding to the employee possessing 
the card, and the group chief is also responsible for ensuring return of the card when 
the person departs from the operating group. The cards are not transferable and their 
use is the responsibility of the bearer.

To gain access to the control room, in addition to the magnetic card a key is 
required, the only one being held by the reactor group chief. However, during work
ing hours access to the control room is gained purely by means of the magnetic card.

All packages are checked by the security service, which also carries out patrols 
around the installation every 15 minutes. Likewise, the police carry out random 
patrols around the installation. In addition to the above, the entrances to the reactor 
are monitored from three different points, namely the reactor control room, the alarm 
control room and the reactor group office via closed-circuit TV.

The entry of vehicles to the protected area is possible only through one access 
point, which is controlled by three guards who admit or stop vehicles in accordance 
with previous instructions from the reactor group chief.

Handling of nuclear fuel is performed by operating personnel in accordance 
with procedures drawn up by the operating personnel and approved by the security 
committee. With regard to the unirradiated fuel located in the store, its handling is 
performed at the request of the reactor group chief and with the authorization of the 
chief of the Radiological Division and the Nuclear Science Section which hold the 
keys of the locks of the fuel store.

Nuclear material may only be dispatched from the reactor installations for re
export to the country of origin, in accordance with the safeguards agreements signed 
with the US Government and the IAEA.

Recently, the need to tighten still further the present physical security of the 
reactor was examined, and in consequence a new project is currently being devel
oped under which the present system of security installed in the reactor will be 
upgraded and greater security will be applied to other sensitive installations of 
INEA [8],

An emergency plan for the reactor [9] has been elaborated as a prerequisite for 
the distribution company to obtain an export licence for the fuel. To ensure efficient 
implementation of the emergency plan by the response forces, inter-institutional 
agreements are currently being prepared for the training of the personnel that will be 
involved in such actions.

The programme for operation and maintenance of the installation provides for 
annual general revision of the entire physical security system in addition to its regular 
maintenance.
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IMPLEMENTATION OF PHYSICAL SECURITY SYSTEMS TECHNOLOGY 
NECESSITATES CHANGES TO FACILITY MANAGEMENT AND OTHER SUPPORT 
NETWORK ELEMENTS IN NUCLEAR FACILITIES OF THE FORMER SOVIET UNION.

Many nuclear facilities in the former Soviet Union (FSU) are protected by physical 
security systems which have become obsolete over time or were never adequate to protect against 
the threat of theft of nuclear material. A programme to improve nuclear material protection, 
control and accountability in the FSU is being funded by the United States of America and 
supported by scientists, engineers and technicians who are experts in high technology security 
systems. The technology introduced in the FSU nuclear facilities is on the leading edge of what 
has been developed by the world industry and represents a considerable increase in sophistication 
for the facilities being upgraded. Physical security technology is not simply the electrical systems 
that are installed to provide an indication of intrusion by or an assessment of a potential thief. Nor 
is physical security technology just the layout of these electrical systems in an integrated security 
network supported by software. Rather, physical security technology is a combination of an 
integrated hardware/software system, supported by written procedures and established work flow 
processes in a management support network that understands the reasons for the implementation 
of the technology and its effect on the total organization. In short, implementation of technology 
is as much an issue of facility management and culture as it is of electrical connections and 
software functionality. The paper shows that an effective upgrades system is only possible when 
teams assigned to work with FSU facility personnel consider all elements of technology 
implementation, including hardware, software, intellectual processes, work flow processes, 
hardware and software support networks, management support networks and elements of culture.

1. INTRODUCTION

The US Department of Energy (DOE) co-operates with certain countries of the 
former Soviet Union (FSU) to help prevent the proliferation of nuclear material
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through improvement of material protection, control and accountability (MPC&A). 
The US co-operation with Russia is carried out under the DOE MPC&A programme 
and the Co-operative Threat Reduction programme for Russia. A Presidential Directive 
(PDD-41) designated DOE as the government agency with primary responsibility for 
MPC&A efforts in Russia, among other countries. Co-operation is conducted in co
ordination with the Nuclear Regulatory Commission (NRC) for the development of a 
strong, independent national regulatory agency in Russia.

Formal US/Russian co-operation on MPC&A began on 2 September 1995 with 
an implementing agreement between the US Department of Defence and the Russian 
Ministry of Atomic Energy. In September 1995, DOE became executive agent for co
operative MPC&A efforts and was assigned formal US government responsibility for 
this area under PDD-41.1

In general, contact is first established with particular FSU sites by a team of 
diplomats from the management ranks in Washington. The technical expertise of 
these teams is varied, but the emphasis is on establishing contact and outlining the 
broad scope of MPC&A upgrades rather than on integrating specific technology. 
Following the initial contact, technical teams are established to operate under the 
broad guidance prescribed by the initial team. The fact that the diplomatic teams 
spend very little time at a new facility proves to be a challenge for many of the facil
ities in dealing with issues of top FSU facility management ‘buy-in’ and in some 
cases even regarding access to the facility.

2. ORGANIZATIONAL MANAGEMENT

The organization structure is the first and most important support element of 
an MPC&A upgrade programme that should be given attention by US teams. This 
does not simply imply obtaining an organizational chart from the facility manage
ment and understanding all of the personnel and their assignments described on the 
chart; rather, the teams must obtain information as described in the following sec
tions, with the aim of changing these organizational elements appropriately. All 
organizational elements must be studied. The formal organization, the informal 
organization and the project management organization all hold keys to long term 
success. Finally, managing the technological change is essential to effective 
MPC&A systems integration.

1 Paraphrased from the DOE Nuclear Material Task Force Handbook entitled “United 
States/Former Soviet Union Program of Cooperation on Nuclear Material Protection Control 
and Accounting”.
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2.1. Formal organization and top management

It is necessary to understand who the top managers are at a facility and to ensure 
that they support and sponsor the MPC&A upgrades. Support by the top managers 
means that they are amenable to changing the organization to allow for effective 
execution of the project plan in the short term. Sponsorship involves changes to the 
organization to support new equipment and MPC&A procedures for the long term 
operational phase. Communication is the key. It is essential that top management be 
involved in the reporting and communications activities that occur between the pro
ject team leaders on the US side and the designated facility point of contact on the 
FSU facility management side.

2.2. Informal organization

Informal organization is defined as the network of persons and their leaders 
involved in the support of the actual work flow. Since this organization is frequently 
distinct from the formal organization, it is important to understand the informal 
organization, seek out the leaders and involve them in the upgrade planning process 
from the beginning. This is probably the biggest challenge in an MPC&A upgrade 
programme. (Even in the case where a language barrier does not exist, managers have 
difficulty understanding their own informal organizations.) However, informal orga
nizations are a reality, and if their effect on the system’s success is not recognized, 
there is a risk of apathy in the workers as they approach the new system, as well as 
misunderstanding, misuse or sabotage.

2.3. Project management organization

Many of the MPC&A upgrades projects are multi-million dollar projects that 
will span a number of years from inception to completion. Because of this, it is essen
tial that the FSU project host establish a dedicated and focused project management 
organization that will follow this project to completion. Otherwise, the management 
of these projects could become sideline or ‘hobby’ type interests of individuals with 
other responsibilities and would not be as effective.

2.4. Managing the technological change

Implementation of new, foreign technology for the security of nuclear material 
at an FSU site will elicit a number of reactions from the plant population owing to the 
significant impact on its daily lives. Since the success or failure of the upgrades
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depends in the long term on a positive interface of people and technology, 
management must address the fears of employees. Some of these are fear of the 
technology itself, fear of losing a job and a perceived loss of trust.

Fear o f  the new technology is a real and understandable reaction. Even if the 
equipment being implemented is Russian, the fact that it is new will cause some 
trepidation for many employees. One anecdote from a site described the employees 
reacting with fear to a nuclear material detector because they thought that they 
would be irradiated if they were to walk through the rather ominous looking 
device.

Fear o f  losing a jo b  is another predictable reaction. Many physical security 
systems such as automated access control could actually eliminate the need for 
security forces or operators. If this reaction is ignored, lack of co-operation during the 
implementation and operations phases can be a significant problem.

Perception o f  loss o f  trust is another issue that must be carefully managed. 
Although the application of a ‘two-person rule’ and stringent security and accounting 
procedures seem obvious and accepted improvements for any facility, employees who 
have been trusted to protect material for years at a site will almost certainly view these 
new procedures as a loss of faith.

All of these factors can negatively affect the implementation of the new 
MPC&A upgrade programme elements and its long term sustainability. The key to 
managing technological change is communication and involvement. The project 
team leaders should take every opportunity to involve individuals, particularly 
first-line supervisors, in the change process as early as possible. Soliciting input 
and fostering involvement of these people will substantially reduce the negative 
reactions.

3. SITE PLANS AND PROCEDURES

A hierarchy of plans and procedures must support the MPC&A programme. 
These procedures should make up a spectrum covering the smallest level of equip
ment calibration and repair as well as the documents that describe the movement of 
material throughout the facility. Basic MPC&A assumptions must also be explicitly 
stated, such as the threat definition, the assumed response times and agreements with 
other organizations about the movement of nuclear material. All of this material 
should be compiled in a single place and administered by an MPC&A manager or 
department. When developing plans and procedures, the emphasis should be on 
integration in existing procedures. A system’s ability to sustain long term operability 
depends upon integration, rather than replacement.
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Hardware that is proposed for installation at FSU sites must also be integrated 
in a support network for it to be useful in the long term. The elements of this 
support network include managing a spare parts inventory, providing for effective 
maintenance and ensuring that the appropriate, equipment specific technical 
support is available.

4.1. Spare parts

Long term sustainability of the hardware installed relies on the availability of 
spare parts; therefore, a spare parts inventory and a method for restocking this inven
tory must be established. This implies finding local sources of spare parts for long 
term replenishment. For the short term, the joint project team must establish a pro
gramme life cycle to guide the US teams in the appropriate numbers of spare parts for 
an initial stocking. The longevity of suppliers of spare parts and the mean time 
between failure of spare parts should be considered. The physical location for spare 
parts should also be protected, in view of the realities of theft for profit and the attrac
tiveness of some of the spare parts used to support MPC&A equipment.

4.2. Maintenance

In order to support the new MPC&A equipment for the long term, new organi
zations must be established or existing organizations must be trained properly. The 
expertise of the maintenance organization is essential for ongoing operability. 
Without expertly trained maintenance technicians, equipment cannot be adequately 
maintained, and the systems will become inoperable within a short period of time. It 
is not sufficient to have the US technical team continue to visit the site to fix problems 
as they arise in an operational situation; the capability must exist with the site.

4.3. Technical support

Technical support is distinct from on-site maintenance in that it also involves 
technical representatives from the equipment manufacturer rather than members of 
the site’s organization. These representatives have intimate knowledge of the 
operation of the equipment at a component level. Maintaining software and hardware 
version changes to guard against obsolescence is another function of the technical 
support organization.

4. HARDWARE SUPPORT SYSTEMS
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5. HUMAN/SYSTEM INTERFACE

Hardware systems cannot be effective without the human operator. Security 
related systems cannot provide any deterrence without the appropriate alarm opera
tors and response forces. If the security system is to be effective in the short term and 
the long term, attention must be given to the human/system interface. The interfaces 
of the alarm system operators and the response forces to the system are certainly two 
of the most important ones to consider.

5.1. Alarm system operators

The interface of the alarm system to the operator, in systems such as central 
alarm stations, must be understandable, simple to use and ergonomically comfortable. 
Assessing an alarm must follow a logical sequence that is similar for all alarms on the 
system. For this reason, the new system must integrate well with any existing system. 
It is undesirable to have the new system be distinct in operation or geography from 
the old system because, inevitably, one system will be preferred and one will be 
ignored. Also, from a workflow perspective, changing the process for assessing an 
alarm increases the reaction time and can introduce mistakes.

5.2. Response forces

The time that it takes a response force to respond to a given alarm must be 
consistent with the delay built into the security system. Additionally, this time must 
have low variability. An average response time of ten minutes might seem adequate 
if twelve minutes of delay are built into the system; but if the ten minute mean is 
calculated from data with a five minute variance, a significant number of alarm 
events will not be responded to in time. Designing a system without solid assurance 
of the response force capability can result in wasted resources or in a system that is 
ineffective.

Response forces must also be equipped to neutralize the assumed threat. They 
must have the appropriate armaments and numbers of people as well as the 
appropriate training to be effective.

6. CONCLUSIONS

The culture of an organization is a compilation of symbols, processes, 
familiar equipment and work modes, and organizational dynamics that make up the 
particular ‘personality’ of a site. Some aspects of culture at Russian sites are quite 
different from their analogs in the United States of America. In order to be effective



IAEA-CN-68/39 235

in participating in a joint US/Russian team aiming to upgrade MPC&A systems, it is 
absolutely necessary to understand and integrate into the existing aspects of culture.

This paper has made several recommendations concerning an approach to 
upgrading MPC&A systems at FSU facilities. Specifically, it has detailed why 
MPC&A upgrades cannot be effective in the long term if one endeavours only to bolt 
equipment to the floor and plug it in. Rather, integration into the existing management 
structure and management of the human elements pertaining to system operation 
must be of primary concern.

Particularly related to security systems, issues regarding the effectiveness of the 
human/system interface are as important as or even more important than the hardware 
itself. No security system is of any use if the stimulation and subsequent reporting of 
an alarm is not first assessed by a competent alarm operator and then responded to by 
a force that is prepared to deny access to or contain the threat.

Even though the MPC&A programme is relatively young, early experiences 
show that attention to the issues presented in this paper has a positive effect on the 
outlook for long term sustainability.
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Abstract

ASSESSMENT OF PHYSICAL PROTECTION SYSTEMS OF NUCLEAR POWER 
PLANTS.

The Argentinian Nuclear Regulatory Authority has developed a computerized model 
called ‘IntruBuster’, version 2.0, to evaluate the physical protection system of nuclear 
installations. This evaluation is performed through a graphic model of the installations, 
including information about the distribution of different sectors, detection elements, delay 
elements, modality of intruder access and security force response time.

1. INTRODUCTION

The System of Physical Protection of Nuclear Material and Installations in 
Argentina started at the very beginning of nuclear activities and has been improved 
since then.

Nowadays, the Nuclear Regulatory Authority (NRA), created on the basis of 
Law No. 28.802, has a Department of Physical Protection which is responsible for the 
performance of the Basic Standard AR 10.13.1. This standard is applied to 33 instal
lations in the country.

The NRA has developed a computerized model called ‘IntruBuster’, 
version 2.0, to evaluate the physical protection system of nuclear installations. This 
evaluation is performed through a graphic model of the installations, including infor
mation about the distribution of different sectors, detection elements, delay elements, 
modality of intruder access and security force response time. An important feature of 
this software is that it includes plans of buildings in order to provide details of the 
installation to be evaluated.

The paper describes in general terms the ‘IntruBuster’, version 2.0, computer 
program as a tool for evaluating the physical protection system established in nuclear 
installations.

237
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2. THE EVALUATION METHOD

The general structure of the evaluation method is made up of several factors, 
such as detection, delay and reply of security forces. The aim of this method is to find 
the most vulnerable path, namely the path with a minimum adversary detection prob
ability and with sufficient time for a successful reply before the adversary reaches the 
target. This probability is called interruption probability (IP) and is calculated for 
each possible path, determining the critical detection point (CDP). This is the point 
on the path where the remaining time which the adversary needs to complete his 
mission exceeds the security force response time (SFRT). Thus, IP is the probability 
to detect an intruder through the CDP.

The different paths are displayed by their vulnerability probabilities. The 
most vulnerable path is the one that has the lowest value of IP. The paths with the 
same vulnerability probability are ordered by the time remaining after interruption 
(this time is the difference between the time after the CDP and the security force 
response time).

3. CONCEPTS OF THE MODEL

A program has been designed to model specific systems for each installation, 
from the external area to the target (installation), and to analyse their effectiveness. 
The following information is needed:

— a physical installation diagram,
— specification of the adversary attributes and tactics,
— a set of delay and detection system elements,
— a range of possible responses from the security force that could be either inter

ruption (entry) or blockade (entry/exit).

4. BASIC CONCEPTS

Details of the most important concepts for implementation of the security 
analysis of nuclear installations are given in the following sections.

For the security evaluation of a physical protection system, a calculation tool is 
required for estimating the vulnerability to an intruder who wants to achieve a given 
target. The distribution of physical elements to avoid intruder access has to be 
modelled in an appropriate way. It should be pointed out that it is necessary to try 
different alternatives to improve the security of nuclear facilities.
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4.1. Analysis methods

The first model of security assessment was the ‘IntruBuster’, version 1.0. The 
new version 2.0 uses two types of analysis: the analysis by levels (also used in the first 
version) and the Monte Carlo analysis.

4.1.1. Analysis by levels

The first version of IntruBuster works with the ‘analysis by levels’ method, 
which makes an abstraction of the installations where areas and accesses are basically 
the same elements. These elements connect the different levels (reduced to points 
without dimension) of the installation in a linear structure, obtaining s simpler and 
faster analysis but which is not so realistic when the installation has a high degree of 
complexity. This method is not suitable if the complexity of an installation does not 
allow a scheme of nodes and accesses to be applied.

4.1.2. Analysis by the Monte Carlo method

In version 2.0 of the IntruBuster program it is possible to build the model 
directly on the installation layout. The information related to the elements 
involved in the security of the installation (delay and detection elements) is com
mon in regions (areas, accesses, levels, etc.) which are represented on the design 
window.

With the Monte Carlo method it is possible to take into account the spatial and 
temporal information from the installation, and the user only has to put in the real 
information. The method consists of a simulation of ‘intruders’ whose appearance, 
circulation and movements ‘inside’ the diagram is completely random. In this manner, 
a number of ‘intrusions’ are automatically generated; some of them will result in 
captures of the intruder, some in his neutralization and some in his success in reach
ing the target. From all possible paths, some will be the most vulnerable ones. Finally, 
there are parameters of forward, backward and lateral movement that characterize the 
behaviour of the intruder in his activities to reach the target.

One important element is the use of a vectorial method. Through movements of 
the cursor it is possible to place it on accesses, detection and delay elements, fences, 
the guard room and the target room, to change their position on the installation lay
out and to obtain a different performance of the physical protection system. The main 
purpose of this is to get the best configuration of the physical protection system of the 
installation with the maximum interruption probability.

The Monte Carlo method is more effective than the ‘analysis by level’ 
method, because of the use of the ‘random’ feature; with this feature the analysis 
can obtain more exact results. This method shows the probability of interruption
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and the critical time; the other method only shows the probability of interruption. 
These terms are applied to the most vulnerable path.

4.2. Penetration paths to the target

A penetration path is a path that can be crossed by the intruder to reach the tar
get. From all possible routes, there are some where the intruder is intercepted, with a 
certain probability, before he reaches the target, and some routes where he probably 
cannot be intercepted; this depends on the SFRT.

4.3. Critical detection point

The CDP is the point on the path of the intruder where he must necessarily be 
detected in order for the security force to have enough time to intercept him before he 
completes the mission. Such a point does not exist if the response time to the intru
sion is shorter than the access time of the intruder to the target.

4.4. Non-detected intrusion probability

The diagram presented in Fig. 1 is composed of two types of elements: detec
tion and delay. The calculation of probabilities basically takes into account the non
detected intrusion probability (the probability that an intruder crosses the region 
where he can be detected on the computer and the probability that he is not detected) 
associated with each element of detection, and also the temporal information of the 
delay elements to evaluate the IP.

Each i-access or i-area has j elements of detection, which can be found in one 
of the k possible paths to the target. The probability that the intruder is not detected 
in a given access or area is equal to the probability that no detection elements can 
detect him. Thus,

P (i-area or i-access non-detected)
= P (no det 1 and no det 2 and ... and no det n).

4.5. Total and critical non-detected probability

Two quantities have to be evaluated for all possible paths. The first is simply the 
probability of the intruder to reach the target without detection along the path, and the 
second is the non-detected access probability until the CDP.
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FIG. 1. Diagram o f a hypothetical nuclear installation called the ‘Argentine Reactor’.

4.6. Interruption probability

From all possible paths, the most vulnerable path is the one where the critical 
probability (CP) is maximum. The IP is the complement of the maximum CP, in other 
words the probability that the intruder is detected before or in the CDP for the most 
vulnerable path:

4.7 Delay

The delay is the temporal delay along the adversary path to the target. This 
delay can be caused by any device which is specially designed for it, by any material 
element which has to be crossed (obstacles, walls, etc.) or simply by the transit time 
taken along the route. Another possibility of delay is the activities of the guards.

To evaluate the non-detected penetration probability, the total delay (from the 
CDP to the target) has to be compared with the SFRT, which gives the IP.
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4.8. Critical path

The critical path is the path which has the greatest non-detected penetration 
probability or, in other words, the path with the lowest IP.

4.9. Detection

The detection is connected with the activity of the intruder in a zone of the 
installation where specially designed devices are located to respond to the adversary 
presence. The detection elements can be complemented with additional conditions that 
do or do not validate the chosen option (e.g. presence or absence of guards).

4.10. Security force response time

The SFRT is the time that the response force takes to intercept the intruder after 
he is detected. The SFRT is often not a unique value; it depends on the location of the 
security force with respect to the different areas where the intruder can be interrupted. 
Thus, an SFRT must be associated with each area of the installation.

In this program, we use two types of value for the SFRT: (1) the ‘global’ value, 
which is entered in the ‘buildings’ window and which corresponds to the time the 
security force takes from the exterior to the installation; and (2) the ‘local’ value, 
which is entered when the different areas are added up and which corresponds to the 
time the security force takes from the exterior to the specific area.

Thus, the ‘effective’ SFRT from each area is the global value plus the local
value:

Effective SFRT = global SFRT + local SFRT

4.11. Number of intents

The number of intents is the number of iterations that the Monte Carlo analysis 
runs on the installation. We need a given number of iterations to converge to the 
critical path; they depend on the complexity of the installation and the value of the 
forward, backward and lateral displacements of the intruder.

The criteria for using this method can be as follows:

— Use a number of iterations less than or equal to 40 x N° of areas;
— Run the analysis three times with the recommended number of iterations and 

ascertain that the same result is obtained (convergence);
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FIG. 2. Analysis o f the 'Argentine Reactor’ by the Monte Carlo method.

— If no convergence exists, the number of iterations has to be increased and/or 
the probabilities of forward, backward and lateral displacements have to be 
modified.

5. MENUS

There are many menus in the software that can be used. These menus are 
related to:

— managing the files;
— setting the buildings, images and devices;
— running the analysis;
— using the results of the analysis;
— using the pictures from the installations.
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6. TECHNICAL DETAILS

The ‘IntruBuster’ version 2.0 has been developed in the Microsoft Visual Basic 
programming language. This language is oriented towards objects, making it easy to 
manage the images and information screens. An object is an entity that contains the 
data state and the processes that can be executed to modify it. To store the different 
required data, the Microsoft Access database is used.

To obtain a good performance of the software, we require:

— a Pentium 133 MHz PC,
— 16 Mbytes RAM,
— the Windows ’95 operating system.

7. EXAMPLE OF AN INSTALLATION DIAGRAM

We now present an analysis for a hypothetical nuclear installation, called the 
‘Argentine Reactor’, with the corresponding diagram of the installation (Fig. 1). This
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installation is composed of four areas which have different accesses and delay and 
detection devices. With the reverse access option, we build the reverse access of the 
original one (two-way accesses). The target is indicated by a cross on the corre
sponding area.

We set up the SFRT, the transit mode of the intruder, and the features of each 
area and each device of the installation. After that, we run the analysis (Fig. 2) with 
the forward, backward and lateral probabilities of intrusion and obtain the result 
(Fig. 3). We can see the most vulnerable path, the critical point and the higher expo
sition areas.

Finally, the report includes a graphic with the IP versus SFRT and some tables 
with values of delay and probabilities.
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A b strac t

EXPERIENCE IN THE PREPARATION AND CONDUCT OF THE IAEA 
INTERNATIONAL PHYSICAL PROTECTION ADVISORY SERVICE (IPPAS) MISSION 
DM BULGARIA.

The IAEA was invited to send an International Physical Protection Advisory Service 
(IPPAS) mission to perform an independent evaluation of the existing physical safety system 
at the Kozloduy nuclear power plant and the research reactor IRT-2000, Sofia, and to advise on 
upgrading elements of the system. The mission took place in November 1996. The three main 
areas covered by the team of experts were as follows: legal aspects and the conduct of State 
control on the physical protection of nuclear materials and nuclear facilities; physical 
protection of the Kozloduy NPP and physical protection o f the research reactor IRT-2000. 
Some aspects o f the preparation, performance, results and evaluation of the results o f the 
mission are discussed in the paper.

1. NUCLEAR ENERGY IN BULGARIA

In Bulgaria there are eight main nuclear facilities: six power reactors, one away 
from reactor storage (AFRS) facility and one research reactor. All six reactors are 
located at the site of the Kozloduy nuclear power plant (NPP), which is the only 
operating NPP.

The site is in the north-western part of the country on the Danube river. Four of 
the reactors are of the WWER-440 type and two of the WWER-1000 type. 
Commercial operation started in 1974,1975,1981 and 1983 for the four WWER-440 
type reactors, and in 1987 and 1989 for the two WWER-1000 type reactors. The 
research reactor IRT-2000 is located on the territory of Sofia city and was in operation 
from 1961 to 1987. In 1987 it was shut down for reconstruction and modernization.

2 4 7
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Because of the changes in the political and economic situation of the country during 
the last several years its future is not yet decided.

The existing AFRS facility is located at the site of the Kozloduy NPP and has 
been in operation since 1990.

2. STRUCTURE AND ROLE OF THE SAFETY AUTHORITY

State control of the safe utilization of nuclear energy is assigned to the 
Committee on the Use of Atomic Energy for Peaceful Purposes (CUAEPP). The 
section Nuclear Materials and Safeguards of the CUAEPP deals with matters of State 
control of the physical protection of nuclear materials.

3. MAIN LEGISLATIVE DOCUMENTS

The basic document is the Law on the Use of Atomic Energy for Peaceful 
Purposes, which stipulates the essential principles of the use of atomic energy and 
State control of nuclear and radiation safety. Article 8 of the Law says: “The legal and 
physical persons utilizing nuclear material, nuclear facilities and other ionizing 
sources ensure their physical protection”. On the basis of this law, nine regulations 
have been created and adopted by CUAEPP since 1985. Regulation No. 8, on the 
physical protection of nuclear material and facilities, describes the main criteria for 
the design, creation and utilization of the system for physical protection.

4. SOME SPECIAL FEATURES OF THE KOZLODUY NPP

The site is located on the bank of an international river, the Danube, with an 
extremely large volume of shipping traffic.

The power station is very close to the battlefields of the former Yugoslavia.
Because of the design of this kind of reactor and of the auxiliary facilities the 

site is very large; therefore, a very long fence, with control equipment, is required.
The service water is taken from the Danube river and returned via two huge, 

6 km long water channels, which also need to be guarded.
In the design of the WWER-440 type reactors, from 1967 to 1969, no special 

separation of the areas with nuclear materials and the areas containing vital 
equipment was considered.

The lack of national regulations in the field of physical protection before 1993 
created some difficulties in the implementation of strict control.
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A new ferryboat line crossing the Danube river close to the Kozloduy NPP is 
in operation for several months every year and the traffic of vehicles is very 
intensive.

5. CONCEPTION AND STATUTE OF THE PHYSICAL PROTECTION OF
THE KOZLODUY NPP

Taking into consideration all aspects mentioned above, the Government of 
Bulgaria issued in 1993 a special decree on the improvement of the physical protec
tion of the Kozloduy NPP, which declares a special statute of protection for the 
Kozloduy NPP.

6. STATE CONTROL

Operational control of the Kozloduy NPP is performed in the framework of the 
yearly plan of the CUAEPP and the Ministry of Interior Affairs. Sometimes, ‘ad hoc’ 
inspections have to be performed in order to advise the operator on certain matters or 
to prescribe some extra measures to be taken. For example, there was a threat to 
destroy a ship carrying crude oil upstream on the Danube. Because of the fact that the 
Kozloduy NPP has an open cooling cycle (cooling water is taken from the Danube 
and discharged back) the availability and quality of the water is of vital importance 
for normal operation of the station.

7. PRESENT SITUATION AND MAIN PROBLEMS

Under Regulation No. 8 of CUAEPP and the Concept and Statute on the 
Physical Protection of the Kozloduy NPP, special programmes have been created for 
upgrading the physical protection of the Kozloduy NPP and the research reactor 
IRT-2000 in Sofia. Many new technical and organizational measures are at different 
stages of implementation in both facilities. Some of the main problems to be 
resolved are:

— Completion of the automatic access system with personnel cards common for 
all six units;

— Completion of the assessment of the possible threats to the Kozloduy NPP;
— Separation of the areas containing nuclear materials of Categories I, II and III, 

and the vital equipment areas by technical and organizational measures;
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— Diversion of the automobile traffic passing close to the Kozloduy NPP to 
another road.

8. INTERNATIONAL PHYSICAL PROTECTION ADVISORY SERVICE
(IPPAS) MISSION IN BULGARIA

After detailed discussions with the authorities responsible for the physical 
protection of the Kozloduy NPP and the research reactor IRT-2000 it was decided to 
invite an IAEA IPPAS mission to Bulgaria. The reason for this was that we needed an 
independent evaluation of the existing system, and different opinions and advice for 
upgrading the elements of the physical protection system.

An official letter by the Chairman of the CUAEPP with an invitation to the 
IPPAS team was submitted to the IAEA in September 1996. An international team 
of experts was created by the IAEA and the mission was conducted in the period 
20-29 November 1996. The team included four experts, from Canada, France, the 
United Kingdom and the United States of America, with broad experience in the 
field of design and implementation of physical protection systems.

There were three main areas of work of the team:

— some legal aspects and the conduct of State control on the physical protection
of nuclear materials and nuclear facilities,

— physical protection of the Kozloduy NPP and
— physical protection of the research reactor IRT-2000 in Sofia.

Much preliminary work had been done by all authorities involved in the prepa
ration of the information needed for the mission.

As a result of the mission a report was prepared and sent to the CUAEPP. It 
contains a number of technical and administrative recommendations and suggestions. 
Some areas of the physical protection system are considered where improvements can 
be made according to the opinion of the team members. In addition, some topics and 
activities concerning the physical protection of the Kozloduy NPP are included in the 
report as ‘good practice’.

Some of the recommendations and suggestions are based on the practice and 
experience in the countries of the team members; others are recommended as ‘good 
practice’ of the nuclear community. Almost all of the recommendations and sugges
tions are connected in a certain way with one or more recommendations of the IAEA 
information circular INFCIRC/225/Rev.3.

The report was examined and evaluated properly by the authorities concerned. 
Copies of the report were sent to the different departments of the Ministry of the 
Interior, the National Electric Company and other institutions.
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Some of the recommendations concern problems that do not have high priority 
but that are very obvious, for example the following:

— Secure the instrument packs attached to the inner perimeter fence and the lamp 
posts against climbing;

— Maintain an area of 5 m, extending outwards from both the outer and the inner 
fences, free of obstructions, e.g. vegetation, vehicles, scrap, etc.

Other recommendations are based on the practices in other countries:

— In the absence of appropriate legislation, it is recommended that a 
Memorandum of Understanding (MOU) be developed between the Ministry of 
the Interior and the Ministry of Energy and the CUAEPP, as applicable.

The purpose of the MOU is to make certain that all parties involved, including 
the licensee, i.e. the'Kozloduy NPP, are aware of each other’s responsibilities and 
provide for exchange of information as considered necessary to ensure effective and 
efficient provision of regulatory physical protection of nuclear materials and the 
related security services at the Kozloduy NPP.

In the follow-up discussions among all authorities concerned with the physical 
protection of the NPP it was agreed that the MOU can be used to fix the areas of 
responsibility and interaction, and co-operation among them. This is due to the fact 
that almost all the newly created specialized legal documents in the field are already 
outdated. For example, the Parliament is going to adopt a new Act (Law) of the 
Ministry of the Interior. The existing one was amended and updated only a few years 
ago. It is expected that some articles will be changed significantly, so that re
consideration of the other articles will be obligatory.

After a thorough evaluation of the report, we think that no deviations of the exist
ing physical protection system of the Kozloduy NPP from the basic recommendations 
of the IAEA information circulars INFCIRC/225/Rev.3 and INFCIRC/274/Rev. 1 have 
been discovered.

The following recommendations have been evaluated and will be implemented 
very soon:

— Adjust the interior and exterior lighting in the entry hall of the NPP to enhance 
the security personnel’s view of the exterior and, at the same time, to reduce the 
view of the interior from the outside.

— Evaluate all the unattended turnstiles located next to exterior windows to deter
mine if they can be bypassed by using the adjacent windows.

— Inspect all full-height turnstiles and eliminate vulnerable gaps by the addition 
of short welded rods.



252 HARIZANOV

For implementation of other recommendations, some time and considerable 
funds are needed, e.g.:

— Amalgamate the functions of the two alarm monitoring stations into one unit and 
relocate it to a secure space in a force resistant structure inside the protected area.

It should also be mentioned that many of the recommendations and suggestions 
have been recognized as being valuable and practically implementable, but for dif
ferent reasons they cannot be implemented soon. For example, one of the reasons is 
that the management groups of the Committee of Energy, the National Electric 
Company and the Kozloduy NPP have been changed again. It will take some time for 
the new people to get acquainted with the energy problems and particularly the phys
ical protection of the NPP. Another problem, which has existed for a long time and 
which will probably create some handicaps to our efforts for upgrading the existing 
physical protection system is the lack of funds due to the economic situation in the 
country.

Finally, the findings and recommendations of the IAEA IPPAS mission can be 
graded as being very professional and applicable. A programme has been created and 
agreed to for the implementation of most of the mission recommendations and 
suggestions.

The main recommendations and suggestions given in the IPPAS report can be 
divided into groups, depending on different criteria, as follows:

(a) Technical

— Upgrading of the technical part of the existing systems;
— Delivery and installation of new systems or components.

(b) Administrative

— Reconsideration and actualization of the existing documentation;
— Training of staff;
— Actualization of the procedures;
— Financing.

(c) Kinds o f  problems

— Known by the operator;
— Discovered during the mission;
— Clarified during the mission.
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(d) Resolved or not

— Resolved during the mission or shortly after completion of the mission;
— To be resolved in a fixed period according to the programme;
— To be resolved when possible.

(e) Not resolved

— Would be difficult to resolve because of lack of funds, technical difficulties and 
not well established responsibility.

— Found not to be practically possible and valuable for implementation.

The results of the mission have met our expectations and have given us very 
valuable support. We are now in a position to say that, together with the IAEA 
OSART and ASSET missions performed previously at the Kozloduy NPP, the IPPAS 
mission performed in 1996 was a step forward to upgrade the safety and the physical 
protection of nuclear materials as part of the safety of the facility.

I would like to officially express our gratitude to the IAEA, to the persons and 
countries involved in and supporting this activity, as well as to the mission staff for 
their help in this very sensitive area. We hope that the doors are open for further, more 
practicable and fruitful co-operation and support in this field.
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GERMAN-RUSSIAN CO-OPERATION IN THE FIELD OF PHYSICAL PROTECTION OF 
NUCLEAR MATERIALS AND FACILITIES: PHYSICAL PROTECTION OF NUCLEAR 
MATERIALS AND NUCLEAR FACILITIES THROUGH A COMMON WORK EFFORT.

The paper describes the co-operative work between Germany and the Russian 
Federation that has been carried out in relation to the physical protection o f nuclear materials 
and facilities.

1. INTRODUCTION

Germany and the Russian Federation have been working closely together since 
1992 in the field of physical protection of nuclear materials and facilities. This co-oper
ative work is based on agreements between the Federal Minister for the Environment, 
Conservation of Nature and Reactor Safety (BMU) of Germany, the Ministry for 
Atomic Energy (Minatom) of the Russian Federation, and the Federal Regulatory 
Authorities of the Russian Federation for Nuclear Safety and Radiation Protection 
(Gosatomnadzor). These agreements specify the following main working points:

(a) Exchange of information and experience regarding the documents and rules as 
well as the technical resources and systems for physical protection;

(b) Assistance in the work on regulations for guaranteeing the physical protection 
of nuclear materials and facilities;

(c) Technical advice and assistance in working out the rules for licensing and 
regulatory procedures;

(d) Common analysis of the physical protection measures and common work on 
technical proposals for the purpose of enhancing the physical protection 
systems within selected Russian plants;

2 5 5
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(e) Enhancement and introduction of the systems and methods of physical protec
tion through the application of German and Russian engineering know-how in 
specific cases.

The Gesellschaft ftir Anlagen- und Reaktorsicherheit (GRS), on behalf of the 
BMU, was responsible for the German share of this undertaking.

A very important condition connected with this co-operative work effort is that 
each party shall be obliged to regard the information made available as confidential 
information and make it inaccessible to others. For this reason, all resulting presenta
tions shall only be of a general nature, and thus detailed information has to be waived.

2. HOW HAVE THE AIMS OF GERMAN-RUSSIAN CO-OPERATION 
BEEN ACHIEVED?

2.1. E xchange o f know ledge a n d  in fo rm ation

Important points were the conducting of seminars and workshops, the carrying 
out of on-site instruction and the organization of an international conference on phys
ical protection. In 1992, the GRS began with a major seminar on physical protection 
in Karlsruhe. Information and experience with physical protection were exchanged 
there. For example, the following topics were addressed:

— national philosophies of safety and security,
— rules and regulations,
— procedures of the licensing and regulatory bodies,
— security concepts of typical facilities.

Seminars of this kind with different programmes were also held in 1993 and 
1994. These seminars were of a general nature and only some of the participants were 
experts on physical protection.

A more serious exchange of information and experience began at the workshops 
on physical protection, e.g. in Cologne and St. Petersburg in 1996, and in Odessa in 
1997. The experts present discussed in considerable depth the following topics on 
national procedures:

— meeting the requirements of INFCIRC/225,
— fundamentals of physical protection,
— licensing and control of shipments of radioactive substances,
— licensing and control of stationary nuclear systems and components,
— suitability of systems of physical protection,
— methods for identifying and improving the weak points of older facilities.
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A further step in this co-operative undertaking is on-site instruction, i.e. a form 
of improvement built upon workshops carried out to date. This helps in improving

— the legal basis for and the creation of licensing and regulatory authorities,
— the procedure for licensing and regulation of nuclear facilities and
— the physical protection systems of nuclear facilities,

in both Germany and the Russian Federation. Thus, specific nuclear facilities in both 
countries were inspected by the appropriate regulatory authorities and the above 
mentioned topics were discussed.

There was on-site instruction of this sort in St. Petersburg in 1995 (at the Krylov 
plant) and in Berlin (the BER II and Hanau plants — federal nuclear fuel storage 
facilities). On-site instruction took place in 1997 near Dresden at the Rossendorf 
Nuclear Centre.

In the context of the seminars and workshops held, the following nuclear facil
ities were inspected jointly and security issues were discussed: Obninsk, Mayak and 
Sos Novi Bor in the Russian Federation, and Mulheim-Karlich and the Karlsruhe 
Reprocessing Plant in Germany.

A special event was the First International Conference on the Physical 
Protection of Nuclear Materials and Facilities 1995, held in St. Petersburg, where 
over 20 countries took part. This conference was organized and held in the framework 
of German-Russian co-operation. It was impressive to see how openly and informa
tively the hitherto very sensitive subject matter on physical protection was presented 
and discussed.

2.2. Technical u p g rad in g  o f a  specific p la n t

Another important point of this joint German-Russian effort is the upgrading 
of a Russian nuclear facility by means of technical upgrading of the system of phys
ical protection. The VNIINM facility in Moscow, referred to as the Bochvar Institute, 
was selected for this.

The Bochvar Institute is a government science centre. It it called the All- 
Russian Science Research Institute for Inorganic Substances. The site is surrounded 
by a fence approximately 1.6 km long. There are a number of buildings on the 
premises in which nuclear materials of Categories I and II are either stored or 
processed, for example a central nuclear material storage facility, as well as research 
laboratories and storage rooms.

Characteristics of the facility include the broad spectrum of nuclear materials, 
the handling of the nuclear materials at several points of the installation and their 
constant movement within the installation.
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The Bochvar Institute is about 50 years old. Even at the earlier stages of its his
tory extensive measures for the physical protection of the available nuclear materials 
were carried out. Later, these measures were found to be somewhat obsolete; they no 
longer suffice to meet the latest national and international requirements.

Since it is the task of the Bochvar Institute to guarantee that physical protection 
of nuclear materials is in accord with valid national and international requirements 
and recommendations, a working group was put together from members of Minatom, 
the Bochvar Institute and the GRS.

2.3. P ro ced u re

The security concept for upgrading the Bochvar plant was set up by Eleron — 
a Russian concern — and co-ordinated by the Bochvar Institute, Minatom and the 
GRS. For the analysis of the present systems, all relevant subjects were extensively 
reviewed and discussed with management representatives from the GRS. Upgrading 
measures were mutually agreed upon by the Bochvar Institute and the GRS.

For improving the physical protection of the Bochvar Institute, only the security 
technology from the Russian Federation is employed. The management representa
tives of the GRS have assured themselves that this technology meets all requirements. 
This evaluation was based on visits to the manufacturer of the security technology 
employed, as well as functional tests at the Bochvar Institute. The use of Russian 
technology has the following advantages:

— Russian technology is designed for the prevailing climatic conditions of the
country;

— Russian technology in the country is easy to maintain and repair;
— Russian technology is inexpensive.

After having carried out the planned measures, the Bochvar Institute and the 
GRS jointly conducted inspections and operational tests. The cost of refitting techni
cal components was paid mostly by Germany. Nevertheless, it is very welcome that 
some apparatus, e.g. fission product monitors at the exits, will be paid for by the 
Russian partners.

2.4. L im iting  cond itions fo r the  security  concept

Corresponding to the recommendations given in the IAEA information circular 
INFCIRC/225, as well as the German and Russian definitions, the following security 
objectives represent a starting point for improving physical protection at the Bochvar 
Institute.
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For radioactive materials of Categories I and II in the central depository and in 
certain rooms of the institute, it is necessary to prevent release of radioactive 
substances as a result of sabotage and acts of terror, and theft of nuclear materials.

Possible perpetrators are: strangers who intrude into the institute from the out
side (external transgressors) or fellow workers and foreign personnel, including guards 
(internal transgressors).

In establishing additional security measures, the Russian concept of securing 
nuclear facilities by using military troops has to be taken into account. Furthermore, 
specifications, e.g. by the Ministry of the Interior, for the design and performance of 
the perimeter have to be taken into account.

2.5. R esu lts  o f  th e  security  analysis

The joint analysis of the security conditions in the Bochvar Institute points to 
the necessity of upgrading, with the following basic measures for security:

— installation of modem technical detection systems around the facility, as well as 
automatic alarm checks and lighting;

— protection with regard to access control;
— installation of detectors of nuclear materials at the exits of the institute;
— forming security centres, including updated hazard alarms, computers and 

monitors;
— installation of personal monitoring systems at the entrance to the protected 

zones;
— provision of a separate enclosure, physical barriers and access control at the 

central depository for fissile materials;
— provision of physical barriers in the vicinity of the individual institutes;
— installation of entrance monitoring and surveillance systems in the vicinity of 

the individual institutes.

Most of these measures have already been taken. This project is scheduled for 
completion in 1998.

2.6. E valuation  o f  c u r re n t team w ork

Our work has run smoothly in a very co-operative and friendly atmosphere. It 
should be emphasized that both parties found stimulating ideas for their own national 
physical protection.

It is considered that through the seminars, workshops and on-site instruction, 
and the accompanying conference, the national specifications, procedures and 
measures for the physical protection of nuclear materials have been improved.
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Through the common upgrading of physical protection at the Bochvar Institute 
it has been shown that, despite the different governmental specifications and limiting 
conditions of the two countries, satisfactory physical protection against theft of 
nuclear materials has been reached in the Bochvar Institute.

3. OUTLOOK

It is anticipated that German-Russian co-operation in the coming years will 
centre on the following:

— technical documentation,
— advice regarding safety concerns in the Russian Federation,
— presentation of the implementation of physical protection in German nuclear

facilities,
— physical protection of shipments of nuclear materials across national borders.

These topics will be handled as before, i.e. in workshops and by means of on
site instruction.

In addition, it can be assumed that the German side will offer personnel 
and technical support for the improvement of physical protection in other nuclear 
facilities of the Russian Federation.
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Abstract

P H Y S IC A L  P R O T E C T IO N  O F  N U C L E A R  M A T E R IA L  IN  T H E  N U C L E A R  P O W E R E D  

IC E B R E A K E R  F L E E T  IN  M U R M A N S K .

A  to ta l o f  e ig h t n u c lea r  p o w ered  sh ip s , o w ned  b y  the  R u ssian  M in is try  o f  T ran sp o rta tio n  

(M IN T R A N ) an d  o p e ra te d  by  th e  M u rm an sk  S h ip p in g  C o m p an y  (M S C o ), co n s titu te  the  

R u ssian  n u c lea r  iceb reak e r flee t, su p p o rtin g  the  n o rth e rn  A rc tic  sh ip p in g  ro u tes. T h e  sh ip s are  

five se ag o in g  iceb reak ers, tw o  river iceb reak ers  an d  o n e  fre igh ter. T h e  reac to rs  in  th e  v esse ls 

a re  b ased  o n  th e  sa m e d es ig n  as reac to rs  in  subm arines , u sin g  h ig h ly  e n rich ed  u ran iu m  fuel. 

T h e  p resen t secu rity  s ta n d ard s fo r  th e  fu e l a re  n o t sa tisfac to ry . G iven  th e  lack  o f  p e rm a n e n t o n 

sho re  s to rag e  fac ilitie s , fre sh  an d  sp e n t fu e l is s to red  o n  tw o  sh ips ly in g  a t th e  d o ck s id e  to g e th e r  

w ith  th e  ice b re a k e r f le e t a t th e  ‘R T P  A to m flo t’, a  h a rb o u r ap p ro x im a te ly  tw o  k ilo m e tre s  n o rth  

o f  th e  c en tre  o f  M u rm an sk . W h ile  th e  fre sh  h ig h ly  en rich ed  u ran iu m  fu e l p o se s a  se rio u s 

p ro life ra tio n  risk , the  sp e n t fu e l m a in ly  rep resen ts  a  p o ten tia l p o llu tio n  risk . U p g rad in g  o f  the  

p h y sic a l p ro tec tio n  a t the  M S C o  w ill b r in g  a ll n u c lea r  m a te ria l u n d e r  h ig h  lev e l secu rity  in  the  

n ex t few  years . K ey  ta rg e ts  fo r  p h y sic a l p ro tec tio n  are  th e  p o rt area , th e  s to rag e  sh ips ‘Im a n d ra ’ 

an d  ‘L o tta ’ b ecau se  o f  th e  n u c lea r  m a te ria l co n ta in ed  o n  th ese  sh ips, an d  th e  im p ro v ed  p h y sic a l 

p ro tec tio n  o f  th e  re a c to r  se c tio n s on  th e  iceb reak ers . T h e  N o rw eg ian  R a d ia tio n  P ro te c tio n  

A u th o rity  an d  th e  S w ed ish  N u c le a r  P o w e r  In sp ec to ra te  h av e  ag reed  w ith  G o sa to m n ad zo r o f  

R u ssia  an d  th e  M S C o  to  su p p o rt the  C o m p an y  to  fu rth e r  im p ro v e  th e  p h y sic a l p ro tec tio n  

sy s tem  o n  the  sh ip s in  the  A to m ic  F lee t, as w ell as th e  system  o f  acco u n tan c y  an d  co n tro l o f  

th e ir  n u c lea r  fuel.
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The Murmansk Shipping Company (MSCo) is located in the city of Murmansk 
on the Kola Peninsula of Russia. It is a joint stock company with 6500 employees 
and operates a fleet of 40 ships, eight of which comprise the fleet of nuclear pow
ered ships owned by the Russian Ministry of Transportation (MINTRAN). These are 
five seagoing icebreakers, two river icebreakers and one freighter (see Table I). The 
icebreakers support the northern Arctic shipping routes. The reactors in the vessels 
are based on the design of reactors in submarines, using highly enriched uranium 
fuel. Protection and control of the nuclear material aboard the ships is the 
responsibility of the MSCo.

The present security standards are not satisfactory. While the fresh highly 
enriched uranium fuel poses a serious proliferation risk, the spent fuel mainly

1. BACKGROUND

TABLE I. RUSSIAN NUCLEAR POWERED CIVILIAN SHIPS
Based on Ref. [2 ] with modifications

Vessel
nam e1

Vessel type
Operating

since

Number
of

reactors

Degree of 
enrichment 

(%)

Type of 
nuclear 

unit

Effective 
propulsion 

power capacity 
(MW)

Lenin2 Icebreaker 1959 34 5 OK-150 32
19703 2 OK-900

Arctica Icebreaker 1975 2 20-90 PW R KLT-40 54

Sibir Icebreaker 1978 2 20-90 PWR KLT-40 54

Rossia Icebreaker 1985 2 20-90 PW R KLT-40 54

Sevmorput Freighter 1988 1 905 PW R KLT-10 29.5

Taimyr Icebreaker 1989 1 20-90 PW R KLT-40 32.5

Sovjetsky Icebreaker 1990 2 20-90 PW R KLT-40 54
Soyuz

Vaigach Icebreaker 1990 1 20-90 PW R KLT-40 32.5

Yamal Icebreaker 1993 2 20-90 PW R KLT-40 54

1 The icebreaker ‘50 Let Pobedy’, formerly called ‘U ral’, is still under construction at the shipyard in
St. Petersburg; it will not be completed before the turn o f the century.

2 Taken out o f operation in 1990.
3 After installation of two new reactors because o f an accident in 1966.
4 Dismantled and dumped in the Kara Sea. The OK-150 unit of ‘Lenin’ was dumped in the Tsivolko Fjord, 

Novaya Zemlya, 1967; three reactors without fuel and a screening assembly with 60% spent fuel from 

one of the reactors [3].
5 Based on Ref. [4],
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represents a potential pollution risk. Spent fuel would be less attractive for unlawful 
purposes than fresh fuel because of its high levels of radioactivity. However, the dan
ger of accidents, unintended criticality and possibly sabotage or acts of terrorism indi
cates that the possibility of radioecological consequences cannot be excluded. 
Atmospheric or marine releases can have an impact on the environment and on human 
health, primarily in local areas but also in a broader geographic range.

Given the lack of permanent on-shore storage facilities, fresh and spent fuel is 
presently stored on two ships lying at the dockside together with the icebreaker fleet 
at the ‘RTP Atomflot’, a harbour approximately two kilometres north of the centre of 
Murmansk. The harbour is the principal base for servicing and repair of nuclear 
powered icebreakers and merchant ships [1], Here, the PPU-1 nuclear reactors, which 
power the older OK-900A nuclear units in the Russian nuclear powered icebreakers, 
and the larger, more modem reactors in the KLT-10 and KLT-40M nuclear units in the 
other Russian nuclear powered vessels are defuelled and refuelled.

2. SCOPE OF WORK

The planned upgrading of physical protection in the Atomic Fleet operated by 
the MSCo will significantly improve the level of security in the next few years. Key 
targets for physical protection are the port area, the storage ships ‘Imandra’ and 
‘Lotta’ because of the nuclear material stored on them, and the reactor sections of the 
icebreakers because of the improved physical protection on these ships.

To ensure a complete material protection, control and accountancy programme 
at the MSCo, a new and well adapted nuclear material accountancy and control sys
tem will also be provided by the Norwegian Radiation Protection Authority and the 
Swedish Nuclear Power Inspectorate as part of the nuclear non-proliferation support 
to the MSCo, together with the provision of computers, training of personnel and 
assistance in the development of new administrative procedures. A test version of the 
software is currently being evaluated by the MSCo and a finalized version will be 
installed by the beginning of 1998.

During the projects and in parallel with the training, delivery and installation of 
the different components of the accountancy and physical protection systems, the 
MSCo and the Murmansk Port Authority will develop the necessary procedures for 
the implementation of the improved systems.

3. TWOFOLD APPROACHES

The approaches at MSCo are twofold and are the result of joint Russian, US and 
Norwegian/Swedish co-operation. While the joint Norwegian/Swedish-Russian
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approach seeks to forestall accidents, acts of terrorism and sabotage with subsequent 
radioactive pollution in connection with the use, handling or storage of fuel, the 
US-Russian focus is on the possible theft of fresh fuel with highly enriched uranium.

Representatives of the MSCo thus work together with representatives from 
Norway and Sweden on the physical protection of the spent fuel stored on the storage 
ship ‘Lotta’ and on the upgrading of the existing physical protection of icebreakers 
and the one freighter. Norway and Sweden will also provide the MSCo with an 
improved accountancy and control system for the nuclear material.

The enhancements on the ships are to be done in a prioritized sequential manner 
as determined by the availability of the ships in port, starting with the ‘Lotta’. The 
systems installed on the ships will be ‘stand-alone’ systems, perhaps with the capa
bility of interfacing with the port systems when the ship is in port.

This joint Norwegian/Swedish-Russian project does not include the ‘Lepse’, a 
service ship containing damaged and not reprocessible fuel from the icebreaker 
‘Lenin’, for which a separate project has been initiated; nor does the project include 
the ‘Volodarsky’, a storage ship for solid intermediate and low level waste, also 
located at the harbour RTP Atomflot.

4. THE FUEL CYCLE

The fuel cycle at the MSCo consists of fresh fuel shipments from the 
‘Elektrostal production plant’ by rail (security is the responsibility of the Ministry of 
Railways and the Ministry of Atomic Energy), transfer of fresh fuel from the rail 
coaches to ‘Imandra’ at the port, removal of spent fuel from the icebreakers, transfer 
of fresh fuel from ‘Imandra’ to the icebreakers, temporary storage (approximately 
1 year) of spent fuel on board the ‘Imandra’, transfer of spent fuel from ‘Imandra’ to 
‘Lotta’ for intermediate storage (approximately 3 years), and the supposedly final rail 
shipment of spent fuel to the ‘Mayak Production Association’ at the town of 
Chelyabinsk-65 for chemical reprocessing. These shipments occur irregularly 
because of unsteady operation at the reprocessing plant and high cost, imposing a 
significant strain on the existing storage capacity at the MSCo.

5. CONCEPT FOR PHYSICAL PROTECTION

Upgrading of physical protection will be performed in accordance with relevant 
Russian laws and regulations as well as applicable international conventions. Protection 
and control of nuclear material aboard the ships is the responsibility of the MSCo. The 
MSCo is thus responsible for obtaining the necessary approvals and licences from the 
responsible Russian authorities for the improved physical protection system.
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A concept for overall physical protection of nuclear material is being developed 
in parallel for the ships and the port. At present, the MSCo is evaluating a proposed 
draft for physical protection on the ships, expressed in general terms, intended to meet 
the defined needs. After reviewing the concept and procuring the required documen
tation, the MSCo will prepare an application to Gosatomnadzor of Russia, which is 
the responsible licensing authority, for the approval to implement the described con
cept and the physical protection systems on the icebreakers and on the ‘Lotta’. The 
licensing process is estimated to take approximately three months. If this assumption 
is correct, the installation of the equipment can start at the earliest in spring 1998.
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Abstract

P H Y S IC A L  P R O T E C T IO N  S Y S T E M  D E S IG N  A N D  EV A LU A TIO N .

T h e  d es ig n  o f  an  effec tive  p h y sic a l p ro tec tio n  sy s tem  (PP S ) inc ludes th e  dete rm in a tio n  

o f  the  P P S  o b jec tives, the  in itia l d es ig n  o f  a  P P S , th e  ev aluation  o f  the  d es ig n  and , probab ly , 

th e  red esig n  o r  re fin em en t o f  th e  system . To d evelop  th e  o b jec tives, the  d es ig n er m u st b eg in  by 

g a th e rin g  in fo rm atio n  ab o u t fac ility  opera tio n  and  co n d itio n s, such  as a  co m prehensive  

d esc rip tio n  o f  th e  facility , the  o p era tin g  co n d itio n s an d  the  phy sica l p ro tec tio n  requ irem en ts . 

T h e  d es ig n e r th en  need s to  define  the  th rea t. T h is  invo lves co n sid erin g  fac to rs  abo u t po ten tia l 

adversa ries: c lass  o f  adversary , ad v e rsa ry ’s cap ab ilitie s  an d  ran g e  o f  ad v e rsa ry ’s tac tics . N ext, 

th e  d es ig n e r sh ou ld  iden tify  targets. D e te rm in a tio n  o f  w h eth er  o r  n o t th e  m ate ria ls  be in g  

p ro tec ted  a re  a ttrac tiv e  targets is  b ased  m a in ly  on  th e  ease  o r  d ifficu lty  o f  acq u is itio n  and  the  

d es irab ility  o f  th e  m ateria l. T h e  d es ig n er now  k n ow s th e  o b jec tives o f  the  P P S , n am ely  “ w hat 

to  p ro te c t ag a in s t w h o m ” . T h e  n ex t step  is to  des ign  th e  sys tem  b y  d e te rm in in g  how  b es t to 

co m b in e  such  e lem en ts  as fen ces , vau lts, senso rs and  assessm en t dev ices, en try  con tro l devices, 

c o m m u n ica tio n  dev ices, p ro ced u res and  p ro tec tiv e  fo rce  perso n n e l to  m ee t th e  ob jec tives o f  the 

system . O n ce  a  P P S  is d es ig n ed , it m u st be  ana ly sed  an d  evaluated  to  en su re  th a t it m eets the 

P P S  ob jectives. E valu a tio n  m u st allow  fo r fea tu re s w o rk in g  to g e th er to  en su re  p ro tec tio n  ra ther 

than  reg a rd in g  each  fea tu re  separa te ly . B e cau se  o f  th e  co m p lex ity  o f  th e  p ro tec tio n  system s, an 

evalu a tio n  u su a lly  req u ires m odellin g  techn iques . I f  any vu ln erab ilitie s  are found , the  in itial 

sy s tem  m u st b e  red esig n ed  to  co rrec t the  v u ln erab ilitie s  and  a  re -evaluation  conducted . A fter 

th e  sys tem  is in sta lled , the  th rea t and  sys tem  p aram eters  m ay  ch ange w ith  tim e. I f  they  do, the 

analys is m u st be  p e rfo rm ed  perio d ica lly  to  en su re  th a t th e  sy stem  ob jectives are  still be ing  m et.

1. INTRODUCTION

Sandia National Laboratories has performed many evaluations and upgrades of 
nuclear facilities in the United States of America and abroad. A methodology for 
accomplishing these evaluations and upgrades has evolved. This methodology has 
been developed into courses used for technology transfer and training.

The transfer of physical protection technology by the US Department of Energy 
(DOE) to the international community has been an ongoing activity for many years. 
When the USA passed the Nuclear Non-Proliferation Act of 1978, it committed the
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DOE to transfer current physical protection technology to Member States of the 
IAEA. Since that time, Sandia National Laboratories — the DOE lead laboratory in 
physical protection — has provided training courses in the systematic design of phys
ical protection systems (PPS). One such course, the International Training Course 
(ITC) on the Physical Protection of Nuclear Facilities and Materials, is sponsored by 
the International Safeguards Division of the DOE, the IAEA and the Department of 
State. Since 1978,12 three- and four-week classes have been conducted by Sandia for 
these sponsors. One- and two-week adaptations of this course have been developed 
for other customers and, since 1994, more than a dozen of these abbreviated courses 
have been presented in the Russian language to participants from the Baltic States, the 
Russian Federation, and the newly independent States (NIS).

These courses have been presented in support of the DOE Nuclear Material 
Protection, Control and Accounting (MPC&A) programme. The shorter adaptation of 
the ITC is intended to inform the participants of the systematic approach to physical 
protection, analysis and system design used in the USA to guard nuclear facilities 
against the threats of radiological sabotage and theft of nuclear material.

The PPS methodology consists of three major steps:

(a) Determination o f  PPS objectives. First, study of the existing facility or facility 
plans to learn all of the operations, conditions and important physical features 
that affect the PPS. Then conduct of a detailed study of the range of adversaries 
that the PPS must successfully counter. Finally, completion of the determina
tion of objectives and identification of the most important areas or materials 
that must be protected from the adversary.

(b) Design o f  a PPS. Either identification of the existing physical protection 
elements for potential upgrading or design of a new protection system.

(c) Evaluation o f  the PPS design. Given the information about the facility, threat, 
targets and PPS, use of accepted analysis techniques to obtain a measure of the 
protection system’s effectiveness. Redesign and reanalysis may be required if 
the measure of effectiveness is not satisfactory.

This design and analysis process, emphasizing determination, design and 
evaluation, is illustrated in Fig. 1.

2. DETERMINATION OF THE PPS OBJECTIVES

The design of an effective PPS includes the determination of the PPS 
objectives, the initial design of a PPS, the evaluation of the design and, probably, a 
redesign or refinement of the system. To develop the objectives, the designer must 
begin by gathering information about facility operations and conditions, such as a
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FIG. 1. Design and analysis process.

comprehensive description of the facility, the operating states and the physical 
protection requirements. The designer then needs to define the threat. This involves 
considering factors about potential adversaries: class of adversary, adversary’s 
capabilities and range of adversary’s tactics. Next, the designer should identify 
targets. Determination of whether or not nuclear materials are attractive targets is 
based mainly on the ease or difficulty of acquisition and the desirability of the 
material. The designer now knows the objectives of the PPS, namely “what to protect 
against whom”. The next step is to design the system by determining how best to 
combine such elements as fences, vaults, sensors, entry control devices, communica
tion devices, procedures and protective force personnel to mee't the objectives of the 
system. Once a PPS is designed, it must be analysed and evaluated to ensure that it 
meets the physical protection objectives. Evaluation must allow for features working 
together to ensure protection rather than regarding each feature separately. Because 
of the complexity of protection systems, an evaluation usually requires modelling 
techniques. If any vulnerabilities are found, the initial system must be redesigned to 
correct the vulnerabilities and a re-evaluation conducted.
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2.1. Threat definition

The physical threat to a nuclear facility must be defined as part of determining 
the objectives of the PPS. A methodology for defining the threat for a specific facility 
should be developed. The first part of the methodology consists of listing the infor
mation needed to define the threat. A list of necessary information might include the 
type of adversary and possible adversary tactics, potential actions of the adversary, 
motivations of the adversary and physical capabilities of the adversary. There are 
various sources of information on threat. Intelligence sources can provide detailed 
information about groups which might pose a threat to nuclear facilities. Crime 
studies which review past and current crimes can provide useful information for 
characterizing the potential threat. Non-government networks for information 
exchange, such as meetings of various professional organizations, can provide infor
mation on the assessment of threat. With electronic databases, current published 
literature can provide extensive information concerning threat. The threat information 
can then be tabulated and summarized so that adversaries can be ranked in the order 
of their threat potential to a specific facility. The result is valuable information for the 
designer of the PPS.

2.2. Target identification

Target identification is the process of identifying specific areas or components 
to be protected to prevent undesirable consequences. Theft of special nuclear mater
ial and radiological sabotage are the undesirable consequences to be considered at 
most nuclear sites.

3. DESIGN OF A PPS

3.1. The PPS

Detection, delay and response are all required functions of an effective PPS. 
These functions must be performed in the order and within a length of time that is less 
than the time required for adversaries to complete their task. An effective PPS has 
several specific characteristics. A well designed system provides protection in depth, 
minimizes the consequence of component failures and exhibits balanced protection. 
In addition, a design process based on performance criteria rather than feature criteria 
will select elements and procedures according to the contribution they make to over
all system performance. The procedures of a PPS must be compatible with security, 
safety and operational procedures of the site.
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3.2. Exterior and interior intrusion sensors

The integration of individual sensors into a sensor system must consider 
specific design goals, the effects of physical and environmental conditions, and the 
interaction of the system with a balanced and integrated PPS. Sensor performance is 
described by the following characteristics: probability of detection, nuisance alarm 
rate and vulnerability to defeat. The methods of classification of exterior sensors 
include passive or active; covert or visible; line of sight or terrain following; volu
metric or line detection; and application — either buried line, fence associated or free 
standing for exterior sensors. The classification methods for interior sensors are 
similar to those for exterior sensors and their applications are boundary penetration, 
motion, or proximity detection. The designer of the sensor system must also consider 
its interaction with the alarm assessment and the access delay systems.

3.3. Alarm assessment

Assessment of alarms can be provided by closed-circuit television coverage of 
each sensor sector displayed at a local alarm station, by video coverage with the help 
of the protective force (guards) in towers and roving patrols, or by guards only.

3.4. Alarm communication and display

An alarm communication and display system transmits alarm signals from 
intrusion detection sensors and displays the information to a security operator for 
action. A state of the art system uses computer technology and graphics to communi
cate alarm information to the operator. Characteristics of a good alarm communica
tion system include fast reporting time, supervision of all cables, easy and quick 
discovery of single-point failures, isolation and control of sensors, and expansion 
flexibility. The designer of an alarm display system must decide what information to 
display, how to present the information, how the operator will communicate with the 
system, and how to arrange the equipment at the operator workstation.

3.5. Entry/exit control systems

Entry control systems consist of the hardware and procedures used to verify 
entry authorization and to detect contraband and special nuclear material. Methods 
of personnel entry authorization include credentials, personal identification 
numbers and automated personal identity verification. Contraband consists of items 
such as unauthorized weapons, explosives and tools. Methods of contraband 
detection include metal detectors, package searches and explosives detectors. The 
purpose of nuclear material detectors used for exit control is to detect the
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unauthorized removal of nuclear material on persons, in packages or in vehicles 
leaving a protected area.

3.6. Access delay

An access delay system integrates protective force guards, passive barriers and 
dispensable barriers to maximize the probability that adversaries will be interrupted 
before accomplishing their task. The role of barriers is simply to increase the adver
sary task time following detection by introducing impediments along any path the 
adversary may choose, thus providing the time needed for the response force to arrive 
and react. Traditional barriers are not likely to delay a group of well equipped and 
dedicated adversaries for a significant length of time (several minutes). The barrier 
penetration time is a function of the attack mode which is governed by the equipment 
required. The use of dispensable barriers offers significant potential for increasing 
adversary delay. Features of an effective access delay system include detection before 
delay, balanced design and delay in depth.

3.7. Response force and response force communication

Response has been divided into two major parts: (1) interruption, which 
includes communication and deployment; and (2) neutralization. For interruption to 
occur, the response force must arrive at the appropriate location to stop the adversary. 
In order for the response force to arrive on time, effective communication with the 
response force and successful and timely deployment must occur. The communica
tion system must be protected and a backup system should exist. Response force com
munications should provide the guard with a way to signal that he is under duress. For 
successful and timely deployment to occur, the response force must be able to follow 
a tactical plan, must have been trained in following the tactical plan and must have 
practiced specific tactics. The final part of response is neutralization. To neutralize 
adversary action, the response force must be large enough in number and have the 
appropriate weapons and equipment. Response force members must be in good 
physical condition and must be trained and tested on procedures and duties.

4. EVALUATION OF THE PPS

4.1. Analysis and evaluation techniques

Detection, delay and response elements are all important to the analysis and 
evaluation of a PPS and its effectiveness. For most analysis models, targets and adver
sary paths (series of actions against a target that result in theft or sabotage) must first
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be identified. The analyst should then consider the adversary’s goal: to complete the 
path. The delay time or the cumulative probability of detection along a specific path 
is not satisfactory for evaluating the effectiveness of a PPS along that path. Therefore, 
the combination of the two (or the principle of ‘timely detection’) should be used as 
a measure of effectiveness. Timely detection focuses on the probability of interrupt
ing the adversary, that is, detecting the adversary while there is still enough delay time 
for a response force to respond, but it does not take into account the actual neutral
ization of the adversary. To truly deduce the effectiveness of a total PPS, it is neces
sary to consider the most critical path, that is, the path with the lowest probability of 
interruption, so the protection system is really only as effective as its protection of this 
path. Some modelling programmes that use the principle of timely detection include: 
estimate of adversary sequence interruption (EASI); adversary sequence diagram 
(ASD); systematic analysis of vulnerability to intrusion (SAVI), and analytic system 
and software for evaluating safeguards and security (ASSESS).

5. REDESIGN OF THE PPS

As mentioned above, the result of the analysis phase is a system vulnerability 
assessment. If the PPS is found ineffective, vulnerabilities in the system can be iden
tified. The next step in the design and analysis cycle is to redesign or upgrade the 
initial protection system design to correct the noted vulnerabilities. It is possible that 
the PPS objectives also need to be re-evaluated as an analysis of the redesigned sys
tem is performed. This cycle continues until the results indicate that the PPS meets 
the protection objectives.

6. SUMMARY

A design and analysis procedure together with extensive physical protection 
technology provide the basis for this paper. The design and analysis procedure con
sists of three phases: determination, design and evaluation. The first phase includes 
the determination of the PPS objectives, which involve facility characterization, threat 
definition and target identification. A good PPS design provides detection, delay and 
response. Analysis of the PPS design begins with a review and an understanding of 
the objectives which the design must meet. Evaluation of the design normally requires 
the application of modelling techniques. If the evaluation reveals weaknesses, the 
system is upgraded and another analysis on the redesigned system is performed.
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Abstract

VARIATIONS ON ACHIEVING AN EFFECTIVE PHYSICAL PROTECTION SYSTEM.
Physical protection systems should be designed to counter the perceived threat. 

Regardless of the motivation and composition of adversaries, they can employ only a limited 
number of tactics, namely, deceit, stealth and/or force. To counter these tactics, physical 
protection systems employ detection, assessment and delay in several layers. The concept of 
layered or in-depth protection is incorporated in the IAEA information circular, The Physical 
Protection o f Nuclear Material (INFCIRC/225/Rev.3), which states that Category III material 
should be stored within an area to which access is controlled, Category II material within a 
protected area and Category I material in a strong room within an inner area. While the paper 
provides general guidelines for the design of physical protection systems, it does not address 
analysis of cost and operational effectiveness. When designing a physical protection system, 
planners should analyse what level of detection, assessment and delay is best incorporated into 
each protective layer to achieve the most cost effective and operationally effective integrated 
system. The paper reviews the tactics of adversaries; considers the effectiveness of detection, 
assessment, delay and response as a function of the various layers of an in-depth system; and 
suggests a comparison of the relative cost and operational effectiveness of different 
combinations of detection, assessment and/or delay in the various layers.

1. TACTICS OF ADVERSARIES

The French proverb “plus 9a change, plus c ’est la meme chose” (the more 
things change, the more things stay the same) is valid for the tactics used since time 
immemorial to take the possessions of others, namely through deceit, stealth and 
force. These tactics are countered by the protection elements of detection, assessment, 
delay and response. Deceit and stealth frustrate detection and assessment, while force 
can be applied to overcome any of the protection elements.

2 7 5



2 7 6 HIBBS and SOO HOO

1.1. Deceit

Deceit disguises the threat so that it is not correctly detected and assessed. 
Currently, physical protection at the perimeter of many nuclear facilities is suscep
tible to the use of deceit to gain entrance. Vehicles with facility stickers may be waved 
into the facility without guards checking the passengers and other contents of the 
vehicles.

1.2. Stealth

Adversaries targeting nuclear material may use stealth to avoid detection as 
long as possible to attain tactical surprise, then use force if detected.

Surprise results from striking of an adversary at a time and place and in a 
manner for which the opponent (guard force) is unprepared. It is not essential that the 
guards be taken unaware, but only that they become aware too late to react effectively. 
Stealth, as well as deceit and force can contribute to surprise.

1.3. Force

Some adversaries may not utilize deceit or stealth, counting on force to accom
plish their objective. They may use vehicles to crash gates or fences, fire-power to 
overcome guards, and explosives to breach barriers.

2. TRADITIONAL PROTECTIVE SYSTEMS

Intrusion detection (sensors and access control), assessment (closed circuit tele
vision (CCTV)), delay (barriers) and response are the traditional functional compo
nents of a physical protection system. These are normally incorporated into all the 
layers of an in-depth system, with emphasis on early detection at the outer layers and 
greater delay closer to the target. Their cumulative effect should ensure that detection 
and assessment will permit on-site and/or response forces to intervene before adver
saries can seize nuclear material or sabotage the facility.

2.1. Facility perimeter

The IAEA information circular INFCIRC/225/Rev.3 states that Category III 
material should be stored within an area to which access is controlled. Traditionally, 
and worldwide, security systems have included extensive outer protective layers. In the 
former Soviet Union, entire ‘closed cities’ were enclosed by fences and guards. Today, 
most sites containing nuclear material have a site or facility protective perimeter.
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The farther from the material to be protected an intruder is detected, the more 
time the guard and/or response forces have to intervene. However, greater distance 
from the material to be protected normally means a larger perimeter with either 
decreased probability of detection or greater cost to achieve a given level of detection. 
Access control at many facility perimeters must accommodate entry of the large num
ber of personnel with authorized access to the facility. While adversaries may be seen 
by guards at the facility entrance, they may not be assessed as adversaries because of 
the minimal level of access control.

Facility perimeters are also easily penetrated by use of stealth. In most cases, 
facility perimeters are not covered by meaningful surveillance and do not have detec
tion devices. Fences without alarm devices are easily breached or circumvented by 
climbing. For these reasons, perimeters without sensors should be regarded as pro
viding deterrence but not detection.

Detection and access control at the facility perimeter are not effective against 
an internal adversary because of the large number of personnel with authorized 
access, and the internal adversary is the type that is of growing concern in many 
areas.1

2.2. Protected area

The IAEA information circular INFCIRC/225/Rev.3 states that Category II 
nuclear material should be used or stored within a protected area. While detection at the 
boundary of the protected area is typically more effective than detection at the site 
perimeter, it can be defeated by climbing, jumping or bridging fences and sensors. 
Poorly designed systems can give the illusion of protection while in fact posing little 
obstacle to sophisticated adversaries. Some protected areas have adequate detection but 
inadequate assessment from the guards monitoring the alarms. The guards may also be 
unarmed or otherwise not capable of resisting physical attack and alerting response 
forces before being overcome.

In many cases, the protected area does not have effective barriers. Fences are 
easily breached by vehicles, as was demonstrated at Three Mile Island when a vehicle 
breached the protected area fence and the doors to the turbine room.2 When the walls 
of a building are designated as the protected area perimeter (in accordance with

1 A Russian security official stated that insider adversaries have acquired more impor
tance because of low living standards and social status of some employees at nuclear facilities.

2 On 7 February 1993, an intruder drove into the area controlled by the site owner, 
through a gate into the protected area of Three Mile Island Nuclear Generating Station, Unit 1, 
and crashed through a roll-up door on the turbine building.
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INFCIRC/225/ Rev.3, Section 5.3.12), they frequently make a more effective barrier 
than a fence.

Access control at the boundary of the protected area is significantly more effec
tive against the insider adversary than that at the facility perimeter. Security elements 
to protect against internal adversaries may include the ‘two-person rule’, seals and 
alarms on containers, CCTV surveillance, and metal and nuclear material monitors. 
Although cameras and material surveillance can also be employed at the facility 
perimeter to monitor traffic, they are less effective there because of the larger number 
of personnel and vehicles to be screened. In addition, there is a greater possibility of 
bypassing the monitors by either passing material over fences or shielding nuclear 
material from detection by placing it with other material leaving the installation.

2.3. Inner area

The IAEA information circular INFCIRC/225/Rev.3 specifies that Category I 
nuclear material be used or stored only within an inner area and specifies access 
control, search, surveillance, detection, barrier and other physical protection systems 
for inner areas.

Effective access control is easier to achieve at the inner area than at the protected 
area. Fewer persons have access to the inner area, which facilitates verification of 
access documentation and makes deceit more difficult. It is also more difficult for an 
adversary to use stealth to enter the inner area than to enter the protected area, since 
normally walls, rather than fences, form the inner area perimeter barrier. 
INFCIRC/225/Rev.3 specifies that the number of entrances to the inner area be mini
mized (ideally one entrance) and that all emergency exits be fitted with alarms.

While detection and assessment at the inner area are more likely than at the 
protected area, reliance on detection and assessment here has the disadvantage that 
the adversary will be closer to his objective when detected and assessed, so the 
response force has less time to react effectively. However, at many facilities, a sophis
ticated adversary with good knowledge of the facility can move from the protected 
area to the inner area very rapidly. Hence, earlier detection and assessment at the 
protected area may not provide significantly more time for response forces, and early 
detection and assessment can be extremely expensive. At one US site, a protected 
area fence with sensors provided 15 seconds earlier detection but cost one million 
US dollars to install.3

If properly designed, the inner area also constitutes a greater barrier to 
adversary movement than do protected area fences. INFCIRC/225/Rev.3 specifies

3 Related to the authors by a US Nuclear Regulatory Commission official.
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that all external windows of the inner area be covered with firmly embedded bars and 
that the inner area not be near public thoroughfares. The latter provision helps reduce 
the possibility of an intruder crashing into the inner area with a vehicle.

2.4. Strong room

The IAEA information circular INFCIRC/225/Rev.3 specifies that within the 
inner area, storage areas for Category I material should be of the ‘strong room’ type. 
Detection and assessment at the strong room are easier than at the inner area because 
of the smaller number of persons to be screened and because of the increased diffi
culty of unauthorized entry by using stealth. It is relatively easy to cover the strong 
room with surveillance cameras and sensors.

The most important attribute of the strong room in comparison with other 
protective layers is its greater capability to delay adversaries. While any barrier can 
be breached by some intruders, given sufficient time, a strong room can provide 
significant delay. Response to neutralize the adversary is, of course, essential and 
dependent on detection and assessment of the adversary. While detection and assess
ment at the strong room is easier than at the outer protective layers, the strong room 
is also the last layer of detection and assessment. Should detection fail, some adver
saries could have time to penetrate the best strong room undetected.

3. COMPARATIVE EFFECTIVENESS AND COST ANALYSIS

3.1. Traditional methodology

The traditional methodology for designing, or redesigning, a physical protec
tion system consists of three steps:4

(1) Determine physical protection objectives. First study the facility to be protected 
to learn all of the operations, conditions and important physical features that affect 
physical protection. Then define the adversary whom the physical protection 
system must successfully counter. Finally, to complete the determination of objec
tives, identify the most important areas or materials that must be protected.

(2) Design a physical protection system. Either identify the existing physical 
protection elements for potential upgrading or design a new protection system, 
using the elements of detection, delay and response.

4 The cited steps are taken from the Sandia National Laboratories Physical Protection 
System Design Concepts Handbook, Draft, 29 March 1996.
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(3) Evaluate the physical protection system design. Given the information about the 
facility, the targets and the physical protection system, use accepted analysis 
techniques to obtain a measure of the protection system’s effectiveness.5 
Redesign and reanalysis may be required if the measure of effectiveness is not 
satisfactory.

‘System effectiveness’ in this context means that adversaries can be detected 
and assessed in sufficient time for security forces to intervene and neutralize them 
before they can seize or sabotage nuclear material. Clearly, delay has no protective 
value until after detection and assessment have occurred. When applying this tradi
tional methodology, detection, assessment and/or delay may be improved in any layer 
to provide the desired results. The methodology does not address effectiveness and 
cost trade-offs in the context of the layer(s) in which detection, assessment and/or 
delay are most effectively applied.

3.2. Evaluating operational and cost effectiveness 
as a function of protective layers

Rarely do officials responsible for physical protection have unlimited 
resources, and they must strive to achieve maximum effectiveness with the available 
resources. They can do so by evaluating the relative effectiveness and the corre
sponding cost of various combinations of detection, assessment and delay in the 
facility perimeter, protected area, inner area and strong room. Effectiveness versus 
cost for the various combinations can then be analysed.

The choice of a combination of protective layers may be influenced by numerous 
site and cost factors. Site factors include the need to protect mission-critical equipment, 
the layout of the facilities within the site, the balance of protections at each protective 
layer, and the impact of security elements on site operations. In some cases, emphasis 
on protection at outer security layers to protect non-nuclear but valuable equipment as 
well as nuclear material may be the most reasonable configuration. The availability of 
on-site response forces is an important factor influencing choices. There is no advan
tage in installing an expensive fence and sensors to gain a few seconds of earlier 
detection if the additional time is not sufficient for response forces to prevent an 
intruder from accomplishing his objective. Cost factors to be considered include not 
only the one-time costs of acquisition and installation but also the costs of operating 
and maintaining the system over the expected life of the various components [1].

5 The ASSESS program and other computer programs as well as time-line/table-top 
analysis can be used to estimate the probability of effectiveness. A system effective against theft 
may not be effective against sabotage, and both adversary objectives should be considered.
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For example, one site that does not have on-site armed guards constructed a 
strong room that provides a one-hour delay against forced entry using explosives, 
cutting tools and other devices. The total cost of the strong room including detection 
and assessment devices was approximately two million US dollars.6 While being 
expensive, construction of a strong room was a rational decision because of the 
material to be protected, the fact that frequent access to the material is not required 
and the lack of on-site armed guards. The delay provided by the strong room permits 
off-site armed personnel to respond before an intruder can access the material.

5. CONCLUSIONS

(a) Every physical protection system should be designed to counter the adver
sary tactics of deception, stealth and force. To be effective, a physical protection 
system must detect, assess and then delay adversaries in order to provide adequate 
time for security forces to neutralize the adversary before he can achieve his objective 
of seizing or sabotaging nuclear material.

(b) The concept of layered protection is contained in the IAEA information 
circular The Physical Protection of Nuclear Material (INFCIRC/225/ Rev.3).

(c) The effectiveness and cost of detection, assessment and delay vary with the 
protective layer. As a general rule, inner layers are smaller, and a given level of 
detection, assessment or delay is, therefore, less expensive than for outer layers.

(d) Inner layers may be more effective against insiders than outer layers if 
access control is more restrictive.

(e) Inner protective layers also have some disadvantages compared with outer 
layers. They decrease the warning time and they do not protect other objects of value 
located within the facility but outside the inner layers.

(f) A trade-off analysis of cost versus effectiveness for various combinations of 
detection, assessment and delay in each protective layer should be performed (see 
Ref. [1] for a proposed cost analysis model).

(g) The final choice of a combination may be influenced by numerous site- 
specific factors.

REFERENCE

[1] HICKS, M. J., “Analysis o f cost-benefits tradeoffs of complex security systems”, paper
presented at First Annual Symposium on Emerging Technologies for Law Enforcement
and Security, Boston, MA, 18-22 Nov. 1996.

6 Information provided to the authors by security officials responsible for the site.





PROGRAMME ASSESSMENT 
AND CO-OPERATION II

(Session 6)

Chairperson

J . D R E V IL L O N
France





IAEA-CN-68/61

BILATERAL SUPPORT PROGRAMMES

A.I. KOSTKIN
Ministry of Atomic Energy of the Russian Federation,
Moscow, Russian Federation

Abstract

BILATERAL SUPPORT PROGRAMMES.
In the Russian Federation, serious consideration is being given to the safety of nuclear 

facilities and to security of nuclear material. One important factor in ensuring security of nuclear 
material and facilities is physical protection. The Ministry of Atomic Energy of the Russian 
Federation is making great efforts to improve physical protection of nuclear facilities. Some of 
the measures which are being implemented to improve physical protection are being carried out 
in the framework of international co-operation in this field. To date, the Russian Federation has 
established bilateral co-operation with the United States of America, Germany, Belgium, France 
and Finland, and has studied and taken account of the experience of foreign countries in the field 
of physical protection and nuclear material accounting and control. At present, over 20 
enterprises of the Ministry of Atomic Energy of the Russian Federation representing all the main 
branches of the nuclear activities of that Ministry are involved in international co-operation on 
physical protection and nuclear material accounting and control. The main branches of this co
operation are as follows: Scientific and technical co-operation; production o f a conceptual 
design to improve physical protection systems directly at nuclear risk facilities; swift 
improvement of physical protection (without developing design documentation for the nuclear 
risk facility as a whole); reinforcement of physical protection during the transport of nuclear 
material; and training of staff at nuclear risk facilities. During this work, many facilities were 
equipped with modem physical protection and with nuclear material accounting and control 
equipment. The Ministry of Atomic Energy of the Russian Federation is pleased with the results 
of this international co-operation and feels that it should continue.

In the Russian Federation, serious consideration is being given to the safety of 
nuclear facilities and to security of nuclear material. One important factor in ensuring 
security of nuclear material and facilities is physical protection. The Ministry of 
Atomic Energy of the Russian Federation is making constant efforts to improve 
physical protection of nuclear facilities. Some of the measures which are being imple
mented to improve physical protection are being carried out in the framework of inter
national co-operation in this field.

To date, the Russian Federation has established bilateral co-operation with the 
United States of America, Germany, Belgium, France and Finland, and has studied 
and taken account of the experience of foreign countries in the field of physical 
protection and nuclear material accounting and control.

2 85
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A. Co-operation with the USA

Co-operation with the USA began with the signing, on 2 September 1993, of 
the Agreement between the Ministry of Atomic Energy of the Russian Federation and 
the Department of Defense of the USA on nuclear material accounting, control and 
physical protection. Subsequently, work under this Agreement was transferred from 
the Department of Defense to the US Department of Energy.

In April 1996, the Russian-US Nuclear Safety and Security Summit took place 
in Moscow. The documents produced at this meeting underlined the importance of 
physical protection (paragraph 23 of the Declaration) and urged “the application of 
the IAEA recommendations on the Physical Protection of Nuclear Material” (para
graph 24 of the Declaration).

The first nuclear risk facility run by the Ministry of Atomic Energy of the 
Russian Federation to take part in this international co-operation on physical 
protection, accounting and control was the Machine Construction Plant (in 
Ehlektrostal’, Moscow region), a nuclear industry enterprise producing low 
enriched nuclear fuel.

Short term, medium term and long term deadlines were established for the 
implementation of the joint project to equip one of the more important buildings at 
this facility with physical protection equipment. At present, all the planned work has 
been successfully completed. We propose to continue this co-operation on physical 
protection at the Machine Construction Plant.

After the joint measures at the Machine Construction Plant were initiated, 
this bilateral co-operation was expanded significantly and, at present, over 20 
enterprises of the Ministry of Atomic Energy of the Russian Federation are taking 
part.

Those nuclear facilities which pose the greatest risk are involved in the 
international co-operation on physical protection; and the most highly qualified 
specialists have been recruited, many of whom previously worked in defence 
related areas.

The enterprises taking part in this international co-operation cover the main 
branches of nuclear activity of the Ministry of Atomic Energy of the Russian 
Federation:

(a) Large scale enterprises from the nuclear industry, such as the ‘Mayak’ enter
prise (in Ozersk), the Siberian Chemical Plant (in Seversk) and the Chemical 
Mining Complex (in Zheleznogorsk).

(b) Scientific institutions: Russian federal nuclear centres such as the All-Russia 
Scientific Research Institute for Experimental Physics (in Sarov) and the All- 
Russia Scientific Research Institute for Industrial Physics (in Snezhinsk); and 
Russian scientific centres such as the Power Physics Institute (in Obninsk) and
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the Scientific Research Institute for Nuclear Reactors (in Dimitrovgrad), as well 
as other scientific research centres.

(c) Nuclear power facilities: the Beloyarsk nuclear power plant.

On the US side, the following national laboratories are co-operating with vari
ous Russian facilities:

— Sandia
—  Los Alamos
— Pacific Northwest
— Lawrence Livermore
— Oak Ridge
— Brookhaven
— Argonne

The main areas where Russia and the USA are co-operating on improvement of
physical protection are as follows:

1. Scientific and technical co-operation

1.1. Exchange of scientific and technical information on the problems of ensuring 
safety and physical protection;

1.2. Scientific research work to study and test in practice hardware and software for 
modelling and evaluating the efficiency of physical protection systems for the 
transport of nuclear material;

1.3. Study of the characteristics of various types of detection equipment (sensors);
1.4. Research into the safe transport of nuclear material.

2. Production o f  conceptual designs to improve physical protection systems 
directly a t nuclear risk facilities

2.1. During the production of these conceptual designs, major consideration is given 
to analysis of the existing physical protection situation, and to accounting for 
the characteristics of nuclear material, its form, quantity, potential risk and 
technological requirements for management and storage;

2.2. Determination of vulnerable locations and sectors (zones, components) identi
fied through the analysis carried out as part of the work on the conceptual 
designs mentioned in point 2.1;
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3. Swift improvement o f  physical protection

The data obtained from the work described under point 2.2 are taken into 
account.

Note: It has been decided that work to implement swift improvements may be 
carried out without developing and having approved design documenta
tion for the nuclear risk facility as a whole. Measures to achieve swift 
improvements will be carried out by the safety services at the facilities, 
with assistance from specialized enterprises and organizations where 
necessary.

4. Reinforcement o f  physical protection during the transport o f  nuclear material

5. Training o f  staff at nuclear risk facilities

A characteristic example of participation in this bilateral co-operation is the 
Power Physics Institute in Obninsk where a large volume of work has been carried 
out to improve physical protection and nuclear material accounting and control 
systems. The work covers the following main areas:

— Fitting out of main buildings with physical protection equipment;
— Creation of a computerized accounting and control system;
— Training of specialists in physical protection, accounting and control.

At present, the following areas at the Power Physics Institute have modem 
physical protection equipment:

— The large scale physical test facilities building where two critical test facilities are 
located and a large quantity of plutonium and highly enriched uranium is stored;

— The central nuclear material store;
— The process laboratory;
— The physical laboratories building where critical test facilities are located.

As part of the effort to improve physical protection at the large scale physical 
test facilities building, the building was partially reconstructed, the physical barriers 
were reinforced, and all entries to the critical test facilities except one were removed 
(the so-called ‘stone sack’), all of which has increased the efficiency of the physical 
protection system.
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Measures were also implemented to contain nuclear material: a so-called 
‘nuclear island’ was created around the two highest-risk buildings. In addition, 
facilities were installed to detect nuclear material in the event of any attempt to move 
it without authorization (transport portals).

The installation of the radio-communications system is nearing completion. At 
present, most of the planned work is complete and co-operation is continuing.

Pursuant to contracts concluded between the USA and the Power Physics 
Institute, a training and methodology centre for training specialists in nuclear material 
accounting and control has been set up at the Power Physics Institute.

Under a contract with the Intersectoral Special Training Centre, which is also 
located in Obninsk, it is planned to set up a centre for training and advanced train
ing of specialists in physical protection at the Intersectoral Special Training Centre, 
which has many years’ experience in training specialists in the field of physical 
protection.

The USA are giving Russia financial assistance for the improvement of 
physical protection systems, nuclear material accounting and control systems, com
puterization of the equipment in these systems, and the acquisition of modem radio
communications equipment and other technology.

B. Co-operation with Germany

In December 1995, the Ministry of Atomic Energy of the Russian Federation 
and the Federal Ministry for the Environment, Nature Conservation and Reactor 
Safety of Germany concluded an agreement on co-operation in the field of physical 
protection.

On the German side, the German Reactor Safety Association is participating in 
this co-operation and, on the Russian side, the Bochvar All-Russia Research Institute 
for Inorganic Materials in Moscow. The latter institute has developed a conceptual 
design for reinforcing physical protection.

The first stage of this work included the following:

— Reconstruction of the central protection console (replacement of the fixed part 
with a modem ‘zirconium’ data collection and processing system);

— Installation of a television surveillance system;
— Reconstruction of the detection equipment at the facility perimeter;
— Installation of nuclear material detection equipment at check-points (portal 

monitors);
— Reinforcement of internal zones — nuclear material storage areas.
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The Ministry of Atomic Energy of the Russian Federation is pleased with the 
results of this work and believes that negotiations should be held on a possible exten
sion of this co-operation to other facilities.

C. Co-operation with Belgium and France

Co-operation with these countries in the field of physical protection has been 
in place since 1992 under the programme of Technical Assistance for the 
Commonwealth of Independent States (TACIS). These collaborative efforts extend to 
nuclear power facilities and it is planned to equip the Balakovo and Smolensk nuclear 
power plants with the following technical systems:

— Television surveillance,
— Access control and signalling,
— Detection of explosive substances,
— Radio communications.

We think that it would be useful to extend co-operation to other nuclear power 
plants.

D. Co-operation with Finland

In 1995, the Leningrad nuclear power plant concluded a co-operation agree
ment with the Finnish Centre for Radiation and Nuclear Safety (STUK) on physical 
protection of the plant. Under this agreement, a start was made with equipping the 
Leningrad nuclear power plant with a television surveillance system. This system is 
being installed at the plant perimeter, in buildings and enclosures.

In addition, the plant is being equipped with access control facilities. The 
equipment in question was manufactured by Finnish firms. Work on this is currently 
under way.

E. Co-operation with the European Bank 
for Reconstruction and Development

The Leningrad nuclear power plant is also working together with the European 
Bank for Reconstruction and Development, with a view to incorporating access 
control facilities in the plant’s physical protection system. To this end, competitive 
bids were invited from equipment manufacturers in various countries. Firms from
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Finland, Gennany, Russia and the USA made bids. An offer from a Finnish firm was 
successful.

During the next stage, the equipment will be delivered and installed at the plant.
The Ministry of Atomic Energy of the Russian Federation finds all the above- 

mentioned instances of bilateral co-operation to be useful and believes that they 
should continue.
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Abstract

URGENT MEASURES TO IMPROVE THE PHYSICAL PROTECTION SYSTEM OF AN 
OLDER NUCLEAR POWER PLANT.

Upgrading of older nuclear power plants to meet the current physical protection 
requirements with respect to mechanical barriers can be difficult, impossible or at least time 
consuming. As a first step, a significant upgrading of the physical protection system of an older 
plant has been achieved by optimizing the effectiveness of the security staff, based on the 
results o f a thorough analysis of the actual security status of the specific plant.

1. INTRODUCTION

The physical protection requirements for a nuclear power plant in Germany 
have been specified in a guideline for physical protection of nuclear power plants with 
light water reactors (1987, revised in 1996). These physical protection measures are 
based on the physical protection concept, which has been realized for the so-called 
Konvoi plants, which have been in operation since 1989.

In the German physical protection concept the police are regarded as the 
external response force. In the physical protection requirements the same delay time 
of the police forces has been fixed for all facilities. The police require that the 
adversary must not be able to complete intrusion into sensitive buildings within this 
fixed delay time. It is the task of the plant operator to provide efficient physical 
protection measures to ensure this objective. As a result of this requirement, buildings 
containing sensitive material or equipment generally have outer walls and doors 
constructed as physical barriers, which have to withstand forceful intrusion by 
defined means, including explosives.

Older nuclear power plants have some weak points regarding strong mechanical 
barriers against forceful intervention, since in the early 1970s the buildings 
containing vital equipment obviously were not designed and constructed to meet the 
German physical protection requirements of today [1,2]. The nuclear power plant 
I am reporting about consists of two units of pressurized water reactors of 
1300 MW(e), designed by Kraftwerks-Union (KWU). The two units have been in 
commercial operation for over twenty years.

2 9 3
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A thorough safety analysis of Unit A was started in 1987 and completed in 
1991. This analysis also included a special security analysis of the existing physical 
protection measures at the plant. The results of this analysis led to the decision to start 
an extensive upgrading programme for the site. This backfitting programme included 
the construction of a completely new emergency feedwater building, similar to the 
KWU-Konvoi-Standard, for each unit, and broad backfitting measures for safety 
reasons for Unit A. Because the existing switchgear buildings are not protected 
against an aircraft crash, the new emergency feedwater building will also include the 
complete vital safety control equipment for each of the units.

After realization of this extensive backfitting programme it seems possible for 
this plant to come close to the physical protection requirements of today.

Because of the long duration of the backfitting phase, which is assumed to last 
another five years or more, the question of immediate measures to improve the exist
ing physical protection system was discussed. As a result of this discussion the plant 
operator proposed and implemented in 1996 the following urgent measures.

2. IMPROVEMENTS

2.1. Improvement of surveillance outside the outer 
perimeter fence system for early recognition and 
prevention of preparations for an attack from outside

Until 1996 the area outside the plant perimeter fence had been surveyed from 
the security centre by special security cameras and by guards patrolling inside the 
plant area. In addition, two guards in an off-road vehicle now continuously patrol the 
area outside the plant. These guards carry the usual equipment, such as a device for 
radio-communication with the security centre, a cellular telephone, chemical mace, a 
revolver and a truncheon. Further equipment, such as bulletproof vests, helmets, 
torches and handcuffs, is carried within the vehicle. The vehicle is specially equipped 
to be used for mobile protection by the guards in action.

The guards driving this vehicle have to provide a very early alarm and infor
mation to the security centre inside the plant and to the external police forces in case 
preparations for a violent act are observed. Primarily, this patrol has to investigate 
suspicious actions outside the plant detected by the guards themselves or reported to 
them by the security centre inside the plant. In addition, the patrol has to hinder the 
actions of obvious aggressors in order to give the security and response forces inside 
the plant additional time to prepare their defence and protection measures. By these 
means as well as early and precise information of the local police, the delay time for 
an effective intervention of the external police forces will be minimized.
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2.2. Improvement of the capability and motivation of the security service
inside the plant to respond to a violent act

By means of the above measures the mobility, equipment and self-protection 
of the security guards have been improved. Furthermore, another armoured off-road 
vehicle ready for operation is parked close to the security centre inside the plant. 
The vehicle is designed to carry four security guards with special equipment includ
ing shotguns to the place of operation. The guards can also use the vehicle as a 
mobile shield.

The task of these guards is to protect weak points in the mechanical barriers of 
buildings containing vital equipment, to exercise vigilance, to prevent or delay the 
actions of the attacker and to communicate with the security centre.

2.3. Improvement of specific weak points

As a result of the security analysis, weak points of the barriers around the inner 
protected areas have been identified. To correct these deficiencies the following 
improvements have been provided:

By extending the perimeter of the inner protected area to the outer walls of 
adjacent buildings such as the generator building, it has become easier to survey the 
outer perimeter of the inner protected area; the adjacent buildings also represent an 
additional structural barrier for the inner protected area.

In case of an alarm the guards immediately occupy three special observation 
points of the plant area. From these points the streets and the outer walls of the 
reactor and the generator buildings of both units can be observed and an attack 
against these buildings can be detected and localized outside the buildings con
taining vital equipment; in this way an effective operation of the response forces is 
possible.

Furthermore, there are additional provisions within the adjacent building for 
countering the attackers. A special one-man patrol has been set up for controlling the 
comparatively weak parts of the mechanical barrier. The task of this patrol is to survey 
continuously these parts of the mechanical barrier and to check the proper closure of 
the doors and hatchways

In case of a verified alarm this patrol makes sure that all doors of the mechan
ical barrier are closed; then it proceeds to a specially prepared observation point in 
the adjacent building where it is provided with additional equipment, including shot
guns, stored in a locker. Furthermore, the patrol is reinforced by specially trained 
operating personnel from inside the inner protected area. The observation points 
provide cover for the action of the guards and enable them to survey the wall to the 
vital protected area.
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2.4. Technical improvements

Some technical improvements have also been made for safety reasons. They 
improve the physical protection system, but they are very specific to this plant and 
therefore not of common interest.

2.5. Improvement of instruction and training

Instruction and training of the security staff and operating personnel, who take 
on security tasks in the case of an alarm, have been improved and adjusted to the 
advanced concept regarding the following points:

— all security personnel of the response force have been specially trained in the 
use of the off-road vehicle;

— all operating personnel, who in the case of an alarm have a security function, 
have been specially instructed and trained for this task;

— the guards, who are allowed to use shotguns within the plant area, have been 
specially instructed and trained for this purpose;

— the complete instruction and training programme for the security personnel of 
the plant operator has been made consistent with the concept of the external 
police forces and has undergone realistic tests.

3. CONCLUSIONS

The immediate measures for the physical protection system reported here have 
been examined and tested in practice by independent experts. They have been found 
to be a significant improvement for the physical protection system of this plant.

Immediate measures have been proposed and implemented by the facility oper
ator within a few months; it has been shown that such measures can be implemented 
within a very short time.

The additional security personnel needed for these measures can be kept small 
because, in the case of a verified alarm, the operating personnel of the plant perform 
special security actions. These members of the operating staff have been specially 
trained for their security tasks and constitute an important reinforcement of the secu
rity system in case of a malevolent act. Therefore, the cost/benefit ratio of the imple
mented urgent measures is adequate.

Realistic tests including intervention of external police forces have shown the 
effectiveness of the implemented urgent measures in practice.
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Abstract

FRANCO-GERMAN CO-OPERATION IN THE FIELD OF PHYSICAL PROTECTION AS 
APPLIED TO THE EPR PROJECT.

The paper describes the co-operation in the field of physical protection concerning the 
common Franco-German project European Pressurized Water Reactor (EPR). Also described 
is the protection of the EPR against malevolent acts, the French and German approaches in the 
field of security, the Franco-German joint working approach, the activities performed and 
future work.

1. OBJECTIVE AND CONTEXT OF EPR ACTIVITIES

The aim of the work on the Franco-German project EPR (European Pressurized 
Water Reactor) in the field of physical protection is to elaborate a common approach, 
endorsed by the French and German authorities, concerning protection against 
possible malevolent acts against EPR type power reactors.

In the framework of a Franco-German project, various partners are involved in 
the design of such a reactor. Table I summarizes the respective positions of the orga
nizations involved. This table shows that there is rather good conformity between the 
French and the German organizations and that the DFD and the NPI are structures 
which are common to both the French and the German organizations. This structure, 
initially established in the field of safety, should be supplemented or adapted so that 
it covers malevolent acts.

299
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TABLE I. POSITIONS OF THE ORGANIZATIONS INVOLVED

France
Franco-German

organizations
Germany

Competent Nuclear Installations Deutsch-Franzosische BMU
authority Safety Directorate 

(DSIN) and the Senior 
Defence Official of the 
French Ministry of 
Industry (HFD)

Direktion (DFD) RS1.1 and RS1.3

Consultancy
organization

Reactor Expert Group Reactor Safety 
Commission (RSK)

Technical
support

IPSN GRS

Industrial
companies

Framatome Nuclear Power 
International (NPI)

Siemens

Utilities Electricity de France Energieversorgungs-
untemehmen

2. PROTECTION AGAINST MALEVOLENT ACTS

Even though, according to international convention, each State holds exclusive 
responsibility for the security of nuclear facilities, it seems desirable to ensure, before 
the nuclear island design of a new reactor is finalized, that this design allows, with
out major difficulties, physical protection measures to be taken in order to comply 
with the regulations of each of the participating countries. This was put forward by 
the DFD at its meeting on 13 December 1994.

Following this meeting, the Senior Defence Official (French acronym HFD) of 
the French Ministry of Industry requested in February 1995 to establish common 
Franco-German philosophies for protection against malevolent acts for the future 
EPR project. With this aim, an IPSN/GRS working group was set up. This group, 
consisting of people cleared to exchange classified information, met in 1995 and 1996 
and produced a document entitled “Common Requirements for the Physical 
Protection of Future PWR Plants in France and in Germany”.
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The purpose of the work undertaken by IPSN and GRS on the EPR project is 
to produce recommendations, approved by the French and German authorities, 
concerning protection from possible malevolent acts against EPR type power 
reactors. This objective leads to defining and setting up an ad hoc structure for a 
dialogue between the French authorities including the HFD and the French Nuclear 
Installations Safety Directorate (French acronym DSIN) on the one hand and the 
various sections of the German Federal Ministry for the Environment, Nature 
Preservation and Reactor Safety (German acronym BMU) on the other hand, in order 
to validate these recommendations and, if necessary, to broaden the common consen
sual regulatory basis.

This work and, in fact, the creation of this group, were initiated by a request 
from the DFD, which wished to specify the security requirements (physical 
protection against malicious acts) and to distinguish them from safety requirements 
(particularly protection against outside hazards) for the design and layout of the 
buildings.

3. BRINGING THE FRENCH AND GERMAN APPROACHES
IN THE FIELD OF SECURITY INTO ALIGNMENT

To be able to develop a common position for the French and German authori
ties on the EPR project it is necessary, on the one hand, to be familiar with and to 
understand the practices currently in force in each of the two countries and, on the 
other hand, to try to harmonize the designs.

This will involve maintaining close contact between IPSN and GRS, theoreti
cally through the IPSN/GRS working group which has already been set up. This need 
was identified by the French and German members of the working group, and a 
request was made by the EPR project team at a meeting on 20 March 1996, so that 
harmonization of the security approaches could be undertaken and applied to the 
project.

It should be kept in mind that, in accordance with the mission assigned to the 
working group, the aforementioned joint document maintains the current practices of 
the two countries without making any changes. Furthermore, this document reveals 
differences in the approach which deserve to be explained, in particular as regards the 
so-called ‘barrier’ method used in Germany and the ‘defence in depth’ concept used 
in France. In addition, the consensual wording used in this text sometimes covers 
important construction differences between the existing installations. This is not the 
aim of the authorities of the EPR project for which the design and construction 
provisions to be adopted may differ significantly, if necessary, from the practices 
currently in force in France or in Germany. This rule is in fact also applicable to the 
physical protection initiative and the associated regulations.
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4. FRANCO-GERMAN JOINT WORKING APPROACH

Safety related work on the Franco-German project has been organized as men
tioned below. A similar organizational structure, after some arrangements, should 
enable security problems to be dealt with.

— The EPR project management, with the support of industrial companies 
(Nuclear Power International), prepares and submits to the authorities files on 
the different technical topics considered. These files are analysed jointly by 
IPSN and GRS.

— The IPSN/GRS working group ensures that these files are processed and 
assessed. This assessment is supported by a joint IPSN/GRS report, accompa
nied by draft recommendations. This report and the draft recommendations are 
presented jointly by IPSN and GRS to a commission consisting of the French 
Standing Group (GPR) in charge of reactors and the German Reactor Safety 
Commission (RSK). The joint IPSN/GRS presentation implies that a consensus 
has been reached on a certain number of subjects. However, the positions may 
differ on specific points, which will be clearly identified.

— The presentation to the GPR and the RSK is preceded by a meeting of the GPR 
during which the French position is explained, as are difficulties in agreeing 
with the German position. A similar meeting is organized by the GRS and the 
RSK. In addition, it is often necessary to hold a meeting of a GPR/RSK sub
group before the plenary GPR/RSK meeting, in order to identify any difficult 
points and to prepare the GPR/RSK recommendations on the basis of the 
project drawn up by IPSN and GRS. The GPR/RSK commission then issues 
advice and recommendations, which are sent to the DFD in a letter signed by 
the presidents of the two groups.

— Following any modifications, the DFD will pass on recommendations to the 
project management, to be taken into account.

As far as physical protection is concerned, IPSN/GRS work could be presented 
to an ad hoc commission of Franco-German authorities. This ad hoc commission 
could consist of the French Reactor Expert Group associated with its German coun
terpart. On the French side, this commission should at least include representatives 
from DSIN and the HFD.

Furthermore, the ad hoc commission could, on the basis of the work carried out 
by IPSN and GRS, send its opinions and recommendations to a Franco-German body 
such as the DFD, with competence extended to the field of physical protection.

It should be noted that this initiative must allow for the need for confidentiality 
as well as for the existence of a field reserved for each nation in the physical 
protection area.
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5. ACTIVITIES PERFORMED AND FUTURE WORK

The main activities already carried out in this field consist of:

— general information exchanges between IPSN and GRS in the context of the 
existing relationship between the two ministries concerned (BMU in Germany 
and the Ministry of Industry in France),

— a follow-up of the main design options for the EPR project,
— meetings of the IPSN/GRS working group, leading to drawing up the above 

mentioned document, the Common Requirements.

A text was submitted to the EPR project management in March 1996 and to the 
utilities; it was approved jointly by DSIN, the HFD and BMU in October 1996. It is 
based on the similarity of the physical protection objectives specified by the two 
countries, but it takes into account the differences regarding implementation of phys
ical protection measures.

The joint positions are sufficiently general to be easily applicable without ques
tioning the different practices of the respective countries. They constitute a common 
basis, offering the opportunity to add the supplementary physical protection provisions 
demanded by national requirements without revision of the basic design of the facilities.

Naturally, this document will later have to be clarified and finalized in the light 
of needs arising as the project progresses and with a harmonization of the French and 
German practices in this field. It is worth noting that, besides the prevention of 
malevolent acts which could lead to a release of a significant amount of radioactive 
substances to the environment, the physical protection measures must also contribute 
to preventing the risk of theft of nuclear material that could be used to manufacture 
nuclear weapons.

The project team has also produced a file describing the physical protection 
provisions adopted for the future EPR project. This document was submitted to the 
relevant authorities for comment in July 1996.

In a joint letter, dated 9 July 1997, the relevant authorities of the two countries 
(DSIN/HFD and BMU) asked their technical supports IPSN and GRS to carry out a 
joint assessment of this document. Notably, they asked that the following items be 
assessed from a physical protection point of view:

— selection criteria of damaged equipment,
— exhaustiveness of the selected targets,
— relevance of the presented conclusions.

In a first step, considering the state of development of the EPR project and 
current practices in France and in Germany, the assessment will have to focus on the
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topics that may influence the basic design of the plant (balance of plant, layout, 
segregation and separation rules for equipment, etc.).

The IPSN/GRS working group will then have to carry out a joint assessment of 
the provisions proposed by the designer. This will obviously involve discussions and 
meetings with the EPR project team. This assessment will have to be consolidated by 
a joint IPSN/GRS report, accompanied, if necessary, by draft recommendations.

This work will involve, in particular, a preliminary meeting with the project 
team; at this meeting the conclusions of the IPSN/GRS analysis will be presented.
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Abstract

TRUSTWORTHINESS TEST OF OF NUCLEAR POWER STATION EMPLOYEES.
The trustworthiness test is an important part o f securing nuclear facilities against internal 

offenders. For performing such a test the supervisory authority, which is the State’s physical 
protection authority, contacts the security offices or authorities regarding persons who work 
inside the sensitive areas of nuclear power stations —  areas containing nuclear material. The 
trustworthiness test covers the present activities of the employees and gives a prediction for the 
following five years; after this time the test must be repeated. The trustworthiness test is a 
prerequisite for a facility to obtain a licence for the use of nuclear material, to hire persons for 
work in the inner area of a nuclear facility or to hire persons for leading positions. In Germany 
the content and form of the test as well as the evaluation of the results are regulated in a 
guideline of the Federal Ministry for the Environment, Nature Conservation and Reactor Safety 
(BMU) (latest edition in June 1996). The test is performed by the licensing authority or the 
supervisory authority. The basis of the test is a declaration by the employee concerned, 
containing personal data and the agreement of the person to the use of the data files by the 
safety authorities. If the results o f the test are positive, the person tested has the possibility to 
comment on differences or to explain certain facts. The paper presents details o f the BMU 
guideline.

1. INTRODUCTION

Employees of nuclear facilities are authorized and obliged to cross the outside 
physical protection barriers of nuclear power stations. They do their work in direct 
contact with nuclear and other radioactive material or in sensitive security areas con
taining radioactive material. These employees are qualified and have the necessary 
knowledge of the use of radioactive material. They have to lead and supervise the 
operation of the nuclear power stations. Therefore, these employees have to accept the 
great responsibility for undisturbed energy production in a nuclear power plant 
(NPP); they also have to ensure that all conditions of environmental and working 
protection are met. These employees must be very trustworthy.
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On the other hand, such employees can become internal offenders with respect 
to physical protection because of their knowledge of the sensitive key points of the 
operation. Also they possess the tools to manipulate sensitive systems to initiate dis
turbances. Therefore, the trustworthiness test is an important part of the selection of 
employees for nuclear power stations. Usually, the results of the tests must be such 
that there are no reservations concerning the trustworthiness of the employee and this 
must be done before the start of work in security areas.

The performance of trustworthiness tests of employees in certain positions or 
with certain tasks in the NPP is a condition for obtaining a licence. A licence for 
construction or operation of an NPP is granted only if, inter alia, the test on the trust
worthiness of employees has not revealed any reservations. The aim of these tests is 
protection against theft or release of radioactive materials.

The Atomic Energy Act (AEA), Section 12b, para. 1, gives the legal conditions 
for carrying out trustworthiness tests by the authority responsible under the atomic 
energy legislation, the licensing authority or the supervisory authority. The test 
includes inquiries to the security offices of the authority responsible under the atomic 
energy legislation and an evaluation of the available information about the persons 
concerned. A negative result of the test means that there is no information, for 
example, about criminal proceedings, contacts with foreign news services, extremist 
groups or anti-nuclear protesters, unauthorized operation of a nuclear facility or 
handling of radioactive substances or other hazardous goods. Therefore, there is no 
doubt about the trustworthiness in the sense of § 12b of the AEA.

When there are changes of personnel and structures in an NPP the supervisory 
authority (supervision of nuclear facilities is the task of the ‘Lander’ in Germany) has 
to perform trustworthiness tests.

The procedures for the test and the criteria of the evaluation of the information 
were laid down in June 1996 in a guideline of the Federal Ministry for the 
Environment, Nature Conservation and Reactor Safety (BMU), the “Guideline for the 
Test of the Trustworthiness of Persons Employed in Nuclear Facilities and in the 
Transport and Use of Nuclear Fuels and Large Sources” (edited by BMU; latest 
edition 4 June 1996). According to this guideline the test results will allow the 
authority to forecast that the tested person will not intentionally violate the protection 
aims in connection with handling or transportation of radioactive material. The test is 
to be repeated every five years.

As a result of these inquiries, the authority responsible under the atomic 
energy legislation informs the applicant that there is no doubt about his/her trust
worthiness.

The results of the trustworthiness test in the sense of § 12b of the AEA are valid 
for all ‘Lander’ of Germany. The entrance of visitors into nuclear facilities, for whom 
usually no trustworthiness test has been done, is regulated in a different manner for 
each facility.
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Trustworthiness tests must be performed for all persons who work (supervision 
of energy production or repair of facilities) inside security areas in nuclear facilities 
or who have a responsible position in the organization of the facility. Usually, the test 
has to be performed before the person begins work and before he or she is allowed to 
enter the security areas. The application for testing is sent by the responsible depart
ment of the facility as the applicant or the holder of a licence, but not by the person 
concerned, to the authority responsible under the atomic energy legislation. The trust
worthiness test for members of an authority and for specialists nominated by the 
authority is not included in the BMU guideline. Together with the application, a form, 
which is included in the guideline, has to be filled in and signed by the person con
cerned. Besides the staff members of the facility, the members of the security organi
zation have to be checked. The degree of checking depends on the position or the task 
of the person concerned. For example, for members with a regular working place 
inside the outer security area of the facility, the trustworthiness test is much less 
severe than that for a reactor operator.

The following persons belong to category 1:

— management and the technical head of the facility;
— officers responsible for nuclear safety, radiation protection and security and

their representatives;
— shift manager and reactor operator;
— other managers;
— staff performing unsupervised work in sensitive and security areas;
— members of the installation security service.

The form to be filled in at the beginning of the trustworthiness test is a 
declaration sheet which contains the name of the holder of the atomic licence as the 
applicant and the data of the person concerned, including his/her name, the domiciles 
in the last ten years (for category 1) or the last five years (for category 2 or 3), and the 
position or the envisaged use in the facility. The person tested confirms with his/her 
signature that the details given are true and complete to his/her best knowledge; 
he/she also gives his or her consent to the check in the sense of the guideline. 
Furthermore, he/she agrees to passing on the results to another facility if it is intended 
that he/she will be employed there and if the results are without reservations. On the 
basis of this declaration, the atomic authority performs inquiries according to the 
category of the person tested (see Table I).

The inquiries concern knowledge and facts that may endanger the nuclear 
safety and security of the facility. Information from the consulted security authorities

2. PROCEDURES OF THE TEST
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TABLE I. CONTENT OF THE TESTS3

Category 1

(a) Federal or land criminal authority for the last ten years
(b) Missing persons data file in the INPOL system
(c) State protection policy information system (APIS)
(d) Intelligence service
(e) Federal central register
(f) Federal representative for the documentation of the Ministry of the State Security

Service (MfS) o f the former German Democratic Republic (GDR)
(in case o f suspicion)

Category 2

(a) As point (a) in category 1, but only for the last five years
(b) to (e) As points (b) to (e) in category 1

Category 3

(a) to (d) As points (a) to (d) in category 2 

a Including inquiries into the data files of the security authorities.

on the use of force and on possible contact with foreign or extremist groups or pro
testers is also included, as well as information on the dependence of the person on 
alcohol or drugs. Information from the Federal Representative for Documentation of 
the State Security of the former GDR may be important with regard to possible 
blackmail of the person to be tested. The above mentioned guideline contains in the 
appendix criteria for the evaluation of the information. If the information produces 
only indications of doubts about the trustworthiness of the person, the responsible 
atomic authority may obtain additional information for clarification from other 
public bodies. The person concerned is informed about open points and he/she can 
comment on the check results in writing or orally. If the reservations concerning 
his/her trustworthiness are not dispelled, the responsible atomic authority passes on 
the test results — doubt or no doubt — without further comment to the holder of the 
atomic licence or the facility. The person concerned is informed at his/her home 
address of the results in writing, giving the reasons for the decisions.

3. TRUSTWORTHINESS TESTS IN THE GREIFSWALD NPP

The Greifswald NPP, with Soviet design WWER-440 units, started commer
cial operation in 1973. All units had to be shut down in 1990 for economic reasons. 
Physical protection was and is realized by building physical barriers and walls, by 
providing a 24 hour guard service and by monitoring of the employees. In the
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former GDR, physical protection was regulated by the “Order of Physical 
Protection”. Trustworthiness tests of employees working permanently in controlled 
areas containing nuclear material were performed by the personnel department of 
the NPP in connection with the person responsible for physical protection — a 
special representative of the station and of the MfS.

After the peaceful revolution in the former GDR the Atomic Energy Act of the 
Federal Republic of Germany (FRG) came into force. The trustworthiness of the plant 
staff had to be checked by the supervisory authority in accordance with the guidelines 
of the BMU.

The trustworthiness test at Greifswald now includes inquiries to the security 
authorities of Germany, as well as a screening for activities of persons in connection 
with the MfS of the former GDR. This screening is important because of the high 
number of official and unofficial collaborators of the MfS in the former GDR. Their 
collaboration with the MfS caused harm to other citizens. In general, persons respon
sible for the safety and security of a nuclear facility do not want to employ in sensi
tive areas containing nuclear material people who were in contact with the MfS 
because of the possibility of blackmail by victims, which could lead to sabotage or 
subversive actions.

A precondition for inquiries to the security authorities is the agreement of the 
person to be tested, including a special declaration concerning his/her connection 
with the MfS of the former GDR. If there are differences in the results of the inquiries 
according to the signed special declaration, for example if the person was registered 
as an official or unofficial collaborator of the MfS, he/she has the right to explain the 
situation in writing or orally to the supervisory authority.

Usually, a trustworthiness test is a precondition for employment of a person in 
an NPP. After the collapse of the GDR, the staff of the Greifswald NPP was needed 
for keeping the plant in operation; therefore, only limited tests could be performed. 
This procedure is in agreement with the BMU guideline according to a special regu
lation by the supervisory authority. For the tests of staff members of the Greifswald 
NPP, no knowledge was available regarding crimes or infringement of the constitu
tion by anti-nuclear protesters. Inquiries regarding collaboration with the MfS 
showed that plant related reports had been passed on by some staff members. The 
supervisory authority did not regard this kind of information as an obstacle to 
employment of a person in a sensitive area.

Doubts about the trustworthiness of a person with regard to blackmail existed 
only in a few cases. The political orientations of former GDR citizens were not 
considered in the test.

In the new edition of the BMU guideline, inquiries to the Federal Representative 
for Documentation of the State Security Service of the former GDR are taken only as 
evidence of such an activity and only for staff members of category 1 .
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Abstract

ASSESSMENT AND EVALUATION OF COMPLEX MATERIAL PROTECTION, 
CONTROL AND ACCOUNTABILITY SYSTEMS IN THE FORMER SOVIET UNION.

A need exists for a repeatable, well established process for evaluating all aspects of the 
current and planned material protection, control and accountability (MPC&A) systems 
implemented in the former Soviet Union (FSU) to protect weapons grade nuclear materials. The 
process must identify key elements of the MPC&A systems, determine their interrelationships 
and evaluate the contribution of each individual element to the overall programme. The overall 
system effectiveness is determined by how well each element performs its function and reports 
back to a centralized point. Evaluating the protective strategy for a facility using a systems 
analysis approach ensures that all elements that may impact or influence the strategy are 
considered. This approach can also assist in defining functions and requirements, establishing 
the baseline definition for the MPC&A system and providing interface and configuration 
management for the system. Once a baseline has been established, ‘what if ’ or proposed 
modifications to selected elements, which may comprise the safeguards and security system, 
can be evaluated to determine the effects on system performance and reliability. Systems 
analysis provides a tool that can be used by the FSU to evaluate the total range of MPC&A 
programmes. It enables integration and analysis of a wide range of MPC&A information.

1. INTRODUCTION

This paper explores the possibility of applying a systems analysis approach to 
the assessment and evaluation of complex material protection, control and account
ability (MPC&A) systems in the former Soviet Union (FSU). The ultimate objective 
is to identify and describe a framework or systems model applicable to the design and 
assessment of complicated MPC&A systems. This approach is intended to augment 
other analytical tools used in material protection.
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Since the dissolution of the FSU and the subsequent disbanding of protective 
systems that were provided by internal security organizations, the potential for steal
ing and smuggling nuclear materials has become a great concern. Trafficking in illicit 
nuclear materials is not a new threat to the security of nations; however, the scope of 
this threat and its potential for affecting international security and relationships 
have expanded. Earlier trafficking attempts frequently were scams involving small 
amounts of nuclear associated materials. The dissolution of the FSU made much 
larger quantities of weapons usable materials susceptible to theft or diversion while 
the security of facilities at risk was diminished [1],

Based on this situation, subject matter experts in the United States of America 
have identified the need for a repeatable, well established process for evaluating all 
aspects of the current and planned MPC&A systems implemented in the FSU to 
protect weapons grade nuclear materials. The process must identify key elements of 
the MPC&A systems, determine their interrelationships and evaluate each individual 
element’s contribution to the overall programme [2].

2. SCOPE

The information in this section is designed to help the reader understand the need 
for integrating all aspects of an MPC&A system. We briefly define the systems analysis 
process, current MPC&A activities and the US approach to analysing MPC&A systems.

2.1. Defining the systems analysis process

Systems analysis is an analytical method for systematically defining complex 
processes or systems at multiple levels of detail. This analysis provides an integrated 
characterization of the process or system being examined and can be performed to 
whatever level of detail is required. By evaluating each element, interrelationships are 
noted and inputs/outputs are analysed. The systems analysis process provides the 
capability to specify relationships between discreet elements in a complex network. 
This capability allows an analysis of a complete ‘system’ of activity, such as physical 
protection measures at a given site.

Systems analysis is an integrated and formal approach to permit more effective 
and efficient definition, planning, execution, control and review of missions, pro
grammes and projects.

2.2. Current MPC&A in the FSU

Currently, the US Government is actively involved in two major programmes 
aimed at the protection of nuclear material within the FSU. The first programme is



IAEA-CN-68/35 313

the Laboratory-to-Laboratory MPC&A programme. The second programme is the 
Govemment-to-Govemment co-operation on the nuclear MPC&A programme. The 
purpose of these programmes is to accelerate progress towards a goal considered vital 
to the national security of both the USA and the FSU — reducing the risk of nuclear 
weapons proliferation by strengthening all MPC&A systems [3].

2.3. The US approach to analysing MPC&A systems

The traditional method for analysing MPC&A systems at US facilities has been 
to separate these systems into two independent programmes — the physical protec
tion and material control and accounting (MC&A) systems and their individual sub
systems. This approach works well when the purpose of the analysis is to identify 
problems within the specific programme. In addition, this approach allows the indi
vidual subsystems (i.e. response forces and material accounting) to be put through a 
comprehensive evaluation. However, the vulnerability assessment (VA) process used 
in the USA is the only real attempt to integrate information in the evaluation pro
gramme associated with physical protection and MC&A.

The VA process is a comprehensive approach that identifies the threat and tests 
the complete system’s performance to ultimately determine the accepted risk. This 
approach also reviews the planning process to ensure that the adversary has been 
appropriately identified and can be neutralized. Finally, this VA validation process 
allows for in-depth testing of the systems and their subsystems to quantitatively and 
qualitatively evaluate the protection measures in place at a given facility.

The basic problem with the VA process is its inherent difficulty in adequately 
assessing the components of physical protection and MC&A as a complete system. 
This VA process fails to identify overlaps at either the system level or the subsystem 
level, allowing the potential benefit and cost savings to be realized by employing 
systems outside of the traditional MPC&A strategies.

3. METHODOLOGY

We acquired the information used in this paper through a systematic review of 
the most current technical literature and through interviews and correspondence with 
recognized subject matter experts.

We then compared and analysed this information to identify where problems in 
the MPC&A programme may exist and the extent to which they could be reconciled. 
In the analysis we took a critical look at current methods to identify these weak areas. 
Next, we conducted an analysis of this information to understand where and if the 
systems process could mitigate these weak areas.
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Based on these results, we assessed how the systems analysis process could 
assist in the integration of information to solve problems. The results are an assess
ment of how systems analysis can be applied to the design and to an evaluation of 
MPC&A systems in the FSU.

4. ANALYSIS

Experience regarding design, construction, assessment and operation of 
MPC&A programmes indicates a shortfall in the analysis and integration of informa
tion acquired through traditional assessment methodologies. To overcome these 
shortfalls, it is best to apply a systems approach when evaluating a comprehensive 
programme to obtain a total understanding of how the system and its subsystems all 
fit together, and the interrelationships and contributions of each element of the pro
gramme. In systems analysis, it is essential to evaluate needs and establish the per
formance baseline and configuration controls once the system is operational. The 
needs evaluation ensures that the protection programme requirements are identified 
and understood by all individuals involved in the process. Establishing a performance 
baseline introduces basic criteria necessary to ensure that the system will satisfy the 
requirements.

Systems analysis provides an integrated, iterative and systematic method to 
ensure effective and efficient definition, planning, execution, control and review of 
missions, programmes and projects. This analysis uses a formal structured approach 
to specify and analyse problems by partitioning the larger problem into smaller 
elements, which are more easily analysed. Additionally, the systems analysis 
methodology:

— provides a graphical and narrative description of each element 
making up the system,

— identifies the contribution of each element,
— identifies the inputs and/or outputs,
— identifies system constraints,
— identifies resources needed to ensure successful operation of the system.

Systems analysis provides a structured approach that is flexible and has demon
strated results in many contexts. Several advantages of systems analysis are as follows:

— Systems analysis can be applied to existing systems as well as planned systems.
— A variety of software tools are available to support systems analysis.
— Systems analysis can be conducted at various levels of detail, depending on 

specific needs.
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The concept of systems analysis is predicated on a holistic approach to evalu
ating processes, activities, organizational structures and practices. The following are 
major results of a systems analysis. Systems analysis

— clearly identifies and describes the system;
— clearly identifies lines of responsibility and authority for making decisions at all 

levels;
— clearly identifies management controls, decision analysis and other attributes 

of the management and analysis methodologies required for system 
efficiency;

— provides documentation for the system or process baseline, integrating cost, 
scope and schedule elements;

— establishes a baseline for the system validation process;
— identifies products or elements that meet the system’s needs;
— clearly identifies and manages interfaces between various levels of authority 

and among the participants;
— provides a clear and simple process to identify, evaluate and manage change by 

providing a practical configuration management plan.

Systems analysis can facilitate the improvement of an existing or planned 
system by identifying and evaluating the system’s ability to meet specified goals.

Systems analysis can integrate across diverse management and technical disci
plines, focusing on increasing levels of detail and accommodating change over a span 
of time. This approach can also assimilate, correlate and/or distil available 
information in a timely manner, allowing managers to integrate information and make 
effective decisions.

5. CONCLUSIONS

This type of systems analysis enhances the traditional MPC&A programme in 
several significant ways. First, the process establishes an integrated risk management 
methodology as an umbrella programme to initiate a realistic assessment and mitiga
tion approach. Risk management is the integrated process of assessing the threat, the 
vulnerabilities and the value of the asset, and of applying cost-effective counter
measures. Risks exist in the areas of changing environments, threats, counter
measures and technologies. This changing risk translates into modified requirements 
that affect dollars and schedules [4]. The proposed process is designed to be used as 
a management tool, allowing the facility to better manage these changes by accepting 
credit for those areas of detection, delay and response associated with all aspects of 
the MPC&A system as well as the safety and operations systems. In addition, as a risk
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management tool in the context of an all-inclusive MPC&A programme, the process 
will facilitate comprehensive cost/risk or cost/benefit analyses.

An MPC&A system consists specifically of three main elements or subsystems 
— protective personnel (e.g. protective forces), intrusion detection and assessment 
systems, and material control and accounting systems. These subsystems are sup
ported by information provided by the following additional MPC&A components 
included in the systems evaluation:

— physical protection measures,
— personnel security,
— information security,
— event mitigation,
— emergency preparedness and response,
— maintenance of physical security systems,
— performance testing,
— plant operating procedures.

The overall systems effectiveness is determined by how well each element per
forms its function and reports back to a centralized point. This system effectiveness 
in turn establishes the probability that the protection system will defeat an adversary 
event. The systems effectiveness is determined by the probability that an adversary 
will be detected or interrupted, and the probability that the adversary will subse
quently be neutralized. Typically, systems effectiveness values are determined by 
computer modelling, field testing, force-on-force exercises and/or expert opinion.

Evaluating the protective strategy for a facility using a systems analysis 
approach ensures that all elements that may impact or influence the MPC&A 
strategy are considered. Systems analysis can also assist in defining functions and 
requirements, establishing the baseline definition for the MPC&A system and pro
viding interface and configuration management for the system or process being 
evaluated.

Once a baseline has been established or proposed, modifications to selected 
elements comprising the safeguards and security system can be evaluated to deter
mine the effects on system performance and reliability.

Systems analysis provides a tool to evaluate the total range of MPC&A, safety 
and operational programmes. The analysis enables integration and analysis of a wide 
range of information.

— Systems analysis is a demonstrated process and methodology used extensively 
by government and industry.

— Systems analysis is a flexible process and methodology applicable at any level 
of the process or system.
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— Systems analysis provides an ability to evaluate standard and non-standard 
MPC&A elements not currently quantifiable with existing MPC&A evaluation 
tools.

6. RECOMMENDATIONS

It is recommended that the USA, in concert with a selected FSU site, develop 
the specific methodology for conducting a systems analysis of an MPC&A system.

It is further recommended that the approach developed above be tested and 
evaluated as a tool for use in the FSU.
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A b strac t

P H Y S IC A L  P R O T E C T IO N  O F  H A R D W A R E  A N D  S O F T W A R E : L IN K IN G  A C C E S S  

C O N T R O L  S Y S T E M S  W IT H  O P E R A T IO N A L  C O M P U T E R  S Y S T E M S .

T h e  ex is te n ce  an d  u se  o f  so ftw are  an d  n e tw o rk s hav e  g en e ra ted  an o th e r  p o ss ib ility  fo r  

p e rp e tra to rs  to  in flu e n ce  sy s tem s in  n u c lea r  fac ilitie s  o r  to  p rep a re  m a lev o len t acts . D a ta  

secu rity  h as b eco m e  an  e lem en t o f  p h y sic a l p ro tec tio n  p lan s , n o t as an  en d  in  its e lf  b u t as a  

m ean s  to  ach iev e  p h y sic a l p ro tec tio n  o b jec tives . P h y sica l p ro tec tio n  m easu res  a re  add itio n a l 

m e a su re s , w h ich  b e c o m e  n ecessa ry  w h e n  o th er m e a su re s  th a t h av e  to  b e  ta k e n  (e .g . in 

co m p lian ce  w ith  in te rn a tio n a l s tan d ard s) a re  in su ffic ien t to  p rev en t a  h aza rd  to  th e  p ro tec tio n  

g oa ls  th ro u g h  d a ta  m an ip u la tio n  b y  so ftw are  and  h ard w are . In  p la n n in g  o r  a ssessin g  da ta  

p ro te c tio n  m easu res  fo r  th e  p u rp o se  o f  phy sica l p ro tec tio n , it is n ecessa ry  to  d iffe ren tia te  

b e tw een  ap p lica tio n s  w h ich  can , i f  m an ip u la ted , d irec tly  e n d a n g e r  th e  p ro tec tio n  g o a ls , e .g . 

sa fe ty  co n tro l sy s tem s, an d  th o se  ap p lica tio n s  w h ich  on ly  hav e  an  in d ire c t e ffec t, e .g . m ate ria l 

acco u n tan c y  an d  acce ss co n tro l sy s tem s. T h e  fo llo w in g  q u es tio n s  have  to  be  co n sid ered : W h ich  

p o ss ib ilitie s  o f  in flu e n c in g  sy s tem s v ia  so ftw are  and  d a ta  m an ip u la tio n  n eed  to  b e  co n s id ered ?  

W h a t e ffec ts  can  so ftw are  an d  d a ta  m an ip u la tio n  hav e  o n  th e  p ro tec tio n  g o a ls?  W ill th e  

o p e ra tin g  p e rso n n e l ac t ap p ro p ria te ly , e .g . b y  u sin g  co n v en tio n a l g au g es?  T h e  p ro b lem  ran g es 

fro m  co n v en tio n a l d a ta  secu rity  to  th e  h u m an  fac to r  an d  c lassica l sa fe ty  re la ted  an a ly ses. T h e  

im p o rtan c e  o f  so ftw are  p ro te c tio n  is g row ing . In  p a rticu la r, b ecau se  o f  ag e in g  o f  co m p o n en ts , 

th e  ex is tin g  in s tru m en ta tio n  an d  co n tro l sys tem s w ith  th e ir  fix ed  w irin g  an d  d isc re te  e lem en ts  

w ill hav e  to  b e  u p d a ted . C o m p u te rized  access co n tro l sy s tem s p lay  an  e m in e n t ro le  in  the  

p h y sic a l p ro tec tio n  o f  a  n u c le a r  facility . T h ere fo re , m o st sy s tem s a re  o p e ra ted  as islands. T h e  

p a p e r  show s th a t lin k in g  o f  ce rta in  sy s tem s w ith  o th e r  c o m p u te r  sy s tem s is p o ss ib le  w ith o u t 

in a d m iss ib le  d raw b ack s  fo r  th e  p h y sic a l p ro tec tio n  level. I t is  show n  by  m ean s o f  the  ex am p le  

o f  lin k in g  to g e th e r  th e  co m p u te r  n e tw o rk s o f  acce ss co n tro l, h ea lth  p h y sic s , th e  flex itim e
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sy stem , th e  k ey  ad m in is tra tio n  an d  th e  o p era tio n a l m an ag em en t sy s tem  th a t su ch  lin k in g  o f  

sy s tem s in  n u c le a r  fac ilitie s  h as h id d en  ad v an tag es fo r  a ll pa rtic ip an ts .

1. INTRODUCTION

The German physical protection system is based, among other things, on an 
assessment of the national threat which assumes the existence of perpetrators who 
intend either to steal nuclear material or to initiate a considerable release of radioac
tive material by trying to influence systems by certain means. The assumed perpe
trators can come from outside or can be a single person with authorized access from 
inside.

An analysis has to be made of whether the use of computer hardware and soft
ware, networks and linking networks in the safety and security field will offer useful 
means for the influence of perpetrators.

The classical measures in physical protection are intrusion detection, access 
control and delay by physical barriers. In the world of data and data networks the 
measures are similar. The efficiency of protection is also similar: it can be broken or 
outwitted. Only the absence of any connection guarantees no unauthorized access.

For a better understanding why it is useful to link a physical protection device 
with certain other data services within a facility, a short description of the systems 
concerned and the tasks is given.

2. ACCESS CONTROL SYSTEMS

Access control in German nuclear facilities includes control of access autho
rization via a card reader and control of the identity of every single person.

All controlled entrances are equipped with a device for controlling and identi
fying persons and for locking or unlocking doors and turnstiles. The access to inside 
equipment rooms is controlled by key administration.

Previously, an access control system (ACS) was a star shaped system with 
central data input and processing. Only personnel of the physical protection depart
ment had access to this system. The data needed for other purposes had to be copied 
on disks.

The fixed, wired configuration of the ACS was advantageous for security but 
disadvantageous for an operating facility and became unsatisfactory with the increas
ing capacity of computers.

One way to achieve a more effective use of the data in the ACS was realized 
very early in the nuclear power plant (NPP) Philippsburg (KKP) by the PERSEUS 
system. This system separated the tasks of administration and technical control:
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— The administration subsystem combined security information with health 
physics data and other necessary data in an authorization code which was 
checked by the control part of the system;

— The technical control subsystem compared the code of a person with the data 
from an entrance card reader and controlled the entrance control equipment, 
including the portrait comparison system.

The separation performed by the system and its star shaped configuration, 
which enabled it to assign certain dialogues to every terminal in order to limit access 
to data in the administration subsystem, were prerequisites for permitting other 
departments access to the data, such as flexitime administration, the assigned key 
administration, the health physics department and the department which checked the 
regular proof of required education.

3. THREAT FROM INSIDERS

The following requirement is the basis of protection measures against a 
suspected insider. It must be possible to achieve the physical protection objectives 
also in the case where an assumed single perpetrator inside a facility, with access 
authorization, tampers effectively, trying to commit a theft or to produce a significant 
release of radioactive substances.

An NPP has to be analysed with respect to the protection goals in order to 
identify vulnerable systems and components. Defence in depth measures have to be 
adopted to prevent, to impede or to detect tampering in time.

The protection measures are in general the access control and the access admin
istration. This means that free and unescorted access of a single person to redundant 
trains of vital systems is allowed only to such a degree of redundancy that the defined 
vital functions are still ensured by the remaining redundancy of a system. The person 
must have a work permit. The control of access is mainly realized by locks and key 
administration. Considering the very complex access administration, this is not a very 
satisfactory solution.

4. INTEGRATED PLANT MANAGEMENT SYSTEM

The integrated plant management system (IBFS) is a system that is used to per
form all administrative tasks of plant operation. The power plant, with all systems, 
components, buildings and rooms, the personnel, the processes and the tasks, is trans
lated into a data model. The aim of this is to achieve more transparency and more 
quality, control of progress and better economy.
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One application of the IBFS is BASY, a work order/permit system, which orga
nizes, in accordance with the valid maintenance procedures and regulations, the 
planned and preventive maintenance, regular tests, changes of systems, scheduled 
outages, defect and fault reports, as well as administration tasks (Fig. 1).

Planning covers the technical specification, including isolation of components 
and other safety requirements, personnel deployment, reservation of material, tools 
and aids. BASY also produces the timetable and defines priorities. It creates docu
ments containing all the necessary information also for the executing personnel. 
BASY tracks every single order from the beginning to the final report.

The quality of this management system strongly depends on the feedback of 
information and its topicality. Topical information on the state of work and the avail
ability of personnel is needed. This is achieved by an increasing number of IBFS 
terminals, which allow the personnel to call for and to enter relevant information 
close to the components concerned. All necessary steps are performed by several pre
defined screen masks. KKP now has about 250 terminals and 400 PCs distributed in 
offices and equipment compartments.

FIG. 1. Description o f the IBFS at KKP.
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Information on the movement of personnel inside the plant is required for 
employment planning. For economic and safety reasons, access control is needed to 
allow access only for persons with an individual work permit.

This shows that reliable access control is not only in the interest of physical 
protection; health physics, economy and technical management also need access con
trol. Because of this, additional card readers have been installed inside the buildings 
and sufficient data exchange has been provided by linking the separate networks.

5. IMPROVED ACCESS CONTROL

Before linking the systems at KKP, every person had a fixed access authoriza
tion and was allowed to move inside the plant within the limits of the authorization. 
What sometimes happened, however, was that persons with an order to work in a cer
tain compartment had the key for the compartment but did not have the required 
access authorization for the building; they therefore could not enter the building.

Now, the access authorization is organized as follows: After the security check, 
every person is assigned an authorization class, which contains a minimum and a max
imum authorization, ranging, for example, from the outer area to the emergency control 
room. The requirements of the health physics department also have to be fulfilled.

With the minimum authorization the person is allowed to enter the protected 
area in order to reach his or her office or workshop. If he or she decides to go, for 
example, into the emergency control room, which lies in the emergency feedwater 
building, he or she will be turned down at the building’s entrance unless he or she has 
a work permit.

As mentioned above, the whole plant with all systems, buildings and compart
ments is translated into a data model. If, for example, a maintenance order has to be 
generated for the emergency feedwater pump, the code of the identification system 
for power plants has to be entered in addition to other data. On the basis of this infor
mation, the system searches for the building, the room number and the way to the 
room. Then the system checks which class of access authorization is necessary.

The work order is sent automatically through the inherent work flow system of 
the IBFS via the KKP network to the competent department for further processing. 
Here the names of the executing and responsible persons are entered. Only names of 
authorized personnel are accepted by the system. The ACS then gets the information 
to activate the access authorization for the emergency feedwater building and the 
pump compartment, but not for the control room, for example. After reporting the end 
of work via the IBFS terminal on the site the ACS cancels the authorization when the 
person leaves the building.

The advantages of this method of organization for all the linked departments are 
obvious.
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6. DATA SECURITY PLAN

In the meantime, the administration part of the ACS has changed, from a sys
tem with one powerful central computer with terminals in a star shaped configuration 
to a network with two powerful central computers and PC terminals with the ability 
to work with the ACS and the IBFS.

The security problem generated by changing from simple computer terminals 
to PC terminals was solved by a set of measures: assigning every PC to an individual 
address, filtering data exchange by a firewall, placing the equipment table in the 
central computer, using a remote configuration defining an individual terminal autho
rization, and employing inactivity timers, user identification codes, card readers, 
passwords, electronic signing via a card reader, single log in and protocol of every 
activity.

To secure the PERSEUS network against illegal access of users and to protect 
all applications running in the global KKP network, the best way of linking these net
works was to prevent direct communication. A program-to-program communication 
or transfer of files between applications was chosen. Therefore, the firewall functions 
are very compact and simple (Fig. 2).

The limits of the access authorization are entered via certain PC terminals in the 
entrance office by persons with the authorization to do so. Within these defined lim
its, the access authorization can be changed via the communication database.

The data for the flexitime control system, for statistical purposes and for the 
health physics department are handled via the communication database, as shown in 
Fig. 2.

FIREWALL

FIG. 2. Secured data exchange between two separate networks.
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7. OPERATING EXPERIENCE

About 800 access stations, 120 CCD cameras for identification, together with 
ten image comparing operator positions are managed by one access control centre for 
the entire double plant. The operators allow about 5 500 000 admissions per year and 
in times of plant revision a maximum of 43 000 admissions per day, with a random 
access method used for the choice of persons to be controlled.

To fulfil the official health physics surveillance, about 1 500 000 accesses per 
year are managed at about 50 access stations. During a scheduled outage of KKP, up 
to 2500 outside workers of different facilities have to be controlled when entering the 
plant, special areas or rooms. For control of so many people, a high performance 
access control system is required. This is guaranteed by a redundant computer system 
(Digital VAX-Cluster 4100) and the ADABAS C database. There are no time delays 
(<1 s per release) when opening the control stations for the staff. With a uniform iden
tity card, every employee will be allowed to enter the released areas.

The identity card does not contain intelligence and is used for all identifying 
and authorizing processes (e.g. parking, subscribing work permits, time control, log
in, etc.) in the entire plant.

The access control system PERSEUS manages many personal data necessary 
for entering special areas, as well as for connection with other computer systems such 
as IBFS and the time control system; in future, PERSEUS will also be used for 
accounting of foreign staff.

During a scheduled outage (about 15-20 days) there are up to 5000 work permit 
sheets which contain the name of the staff member, the time interval and the allowed 
area of work. Depending on these parameters, the IBFS will transfer the data via the 
communication database to PERSEUS in order to achieve controlled and optimized 
admission to working areas.

So far, there have been no time and admission problems which could have 
delayed entering working areas. All of these measures contribute to avoiding high 
dose rates and minimizing the number of staff entering high radiation areas and 
staying there.
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A b strac t

P R A C T IC A L  E X P E R IE N C E  W IT H  F IN G E R P R IN T  V E R IF IE R S  U S E D  F O R  P H Y S IC A L  

A C C E S S  C O N T R O L .

O n e  p o ss ib le  se cu re  so lu tio n  fo r  p h y sic a l acce ss co n tro l is th e  u se  o f  a  f in g erp rin t 

ve rifica tio n  system . T h e  n u c le a r  p o w er p la n t B ru n sb u tte l in s ta lled  su ch  a  se lf-ac tin g  b io m etric  

acce ss co n tro l sy s tem  to  sa tis fy  th e  req u irem en ts  o f  th e  au th o rities . D u rin g  o p e ra tio n  o f  the  

fin g e rp rin t v e rifica tio n  sy s tem , m an y  d ifficu lties  h av e  o ccu rred . In ten siv e  investiga tions , 

im p ro v e m e n ts  in  o p e ra tio n , an  ex ten s io n  o f  th e  n u m b e r  o f  rev o lv in g  d o o rs a t sp ec ia l en tran ces , 

as w ell as in s tru c tio n  o f  th e  s ta ff  hav e  le d  to  a  to le rab le  re jec tio n  rate.

1. HISTORY

In 1983, the nuclear power plant (NPP) Brunsbuttel, located in northern Germany, 
received permanent authorization for operation. One of the conditions was installation 
of identity verification at the entrances of the inner perimeter.

At that time a picture comparison system had been installed as a standard 
identity verification system in German NPPs. With this system, a security officer can 
make a comparison between a live picture, taken by a TV set installed at each 
entrance, and a picture that is stored in the system memory. The security officer will 
allow access when he/she is certain of the identity of the person at the entrance.

For such an additional installation, as well as for the necessary working areas 
for security officers there was no space at the NPP Brunsbuttel. So, what had to be 
done was as follows. There was no space for a tested and reliable system such as that 
used at other NNPs in Germany, but the authorities demanded the installation of an 
identity verification system. We had to take an unusual decision: we decided to 
install a self-acting biometric access control system to satisfy the requirements of the 
authorities.

First we envisaged an eye retinal pattern verification system, called EyDentify, 
manufactured by a company called EyDentify in Portland. The operating principle of 
the EyDentify machine is based on the assessment of the location, size and light 
reflectivity of blood vessels in the retina of the user’s eye. The user has to peer into a
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pair of binocular microscope type eyepieces and attains proper eye alignment by 
slightly adjusting the head such as to eliminate the red colour in a visible back-lit 
target.

This is rather complicated and we considered the EyDentify system to be not 
practical for ‘domestic use’. The NPP Brunsbiittel is a boiling water reactor, so the 
turbine hall belongs to the inner perimeter for construction reasons. At the annual 
refuelling outages, nearly one thousand people per day have to enter this area.

We then consulted the test report “Personnel Identity Verifiers, Sandia Test 
1987”, by Sandia National Laboratories, Albuquerque, NM. They had tested: a hand 
geometry verifier, two voice verifiers, a retinal scan verifier and a fingerprint verifier. 
As a result of this evaluation we finally decided to use the fingerprint verifier for our 
plant. The fingerprint verification device evaluated in the Sandia test series was a 
model IDX-10, made by Identix Inc., Palo Alto, CA.

The operating principle of this verifier is based on the automatic comparison of 
a newly acquired fingerprint with the digital profile of a previously acquired finger
print. The fingerprint is created by placing the finger on a semi-cylindrical, 
transparent ‘platen’ (lens). The print is then optically scanned from below through the 
‘platen’ and the pattern is converted to a digital profile.

The analysis and comparison algorithms used are proprietary. The Identix 
terminal is electronically supported by a microcomputer host for system management 
and fingerprint display.

Our decision was supported by colleagues from Swiss NPPs; they had the same 
problems and came to the same final solution, namely to use the fingerprint verifier.

On the basis of these findings we presented the fingerprint reader, manufactured 
by Identix, in the summer of 1988 to our authorities and to the Gesellschaft fur 
Anlagen- und Reaktorsicherheit (GRS) in Cologne — the German expert organiza
tion for physical protection of NPPs — to fulfil the requirement of identity verifica
tion at the entrances of the inner perimeter.

2. PROJECT DESCRIPTION

Since at that time the access control computers installed in the NPP Brunsbuttel 
had reached their capacity limits, it was decided to install besides the fingerprint 
verifiers also new microcomputers.

After a call for tenders, the whole project was transferred to a company in 
Aachen, called MICOS. This company had at that time already installed access control 
systems at numerous NPPs in Germany. Part of the tender from MICOS was the imple
mentation of the Identix fingerprint verifier software into the software of the access 
control system. This solution had already been put into effect, as it was part of the 
tender of Identix, the manufacturer of the fingerprint verifier.
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Nevertheless, this decision had consequences that we could not possibly see at 
that time (this is discussed in Section 3).

At the entrances of the inner perimeter of the reactor building, the switchgear 
building and the emergency building the existing card readers were supplemented by 
fingerprint readers. The fingerprint reader is activated by putting a personal key card 
into the card reader. The access control computer verifies the right of entrance of the 
owner of the key card. After this verification and after positive biometrical identifica
tion, the access control computer gives the order for opening of the door at the card 
reader control.

The principle of the fingerprint verifier function is explained in Section 1. The 
threshold (degree of pattern match required for verification) can be adjusted by the 
system operator. The adjustment of the threshold affects the false accept and the false 
reject error rates:

Threshold 0: No false rejection but also no rejection of unauthorized persons;
this means that everybody can get in.
Threshold infinite: Rejection of all unauthorized persons, but unfortunately also
rejection of all authorized persons; this means that nobody can get in.

The Sandia test report indicates that the efficient adjustment level of the thresh
old is 100, and for the false finger threshold is 80. These adjustments were reported 
to our authorities and experts, who declared them to be acceptable. However, these 
thresholds had been obtained in a laboratory. The Sandia Test Report states: “The test 
users in this evaluation series were Sandia employees engaged in security develop
ment activities. In general these users were technically trained, co-operative and 
curious about the new verifiers.” This seems not exactly to be the characterization of 
persons who normally work at power plants.

Live finger detection: The fingerprint verifier tests whether the fingerprint is 
that of a real live finger and not, for example, a rubber image of the finger or even a 
chopped-off finger.

The new access control devices were installed in 1990. At the beginning of 
1991 we started field tests for putting the fingerprint verifiers into operation. But then 
came the Gulf War and the international threat to NPPs, and so we were advised by 
our authorities to put the fingerprint verifiers into operation immediately.

3. EXPERIENCE WITH THE TECHNICAL SYSTEM

We soon had an unfortunate experience with the fingerprint verifiers: some of 
them could not verify particular persons; other people had no difficulties with these
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verifiers, but did have problems with verifiers of a different type. This could have led 
to a disaster.

After switching off the live finger detection, we had no longer a problem. The 
reason for the problem was obviously the adjustment of the various verifiers. Identix 
claimed that this was not possible.

Testing and adjustment of the supposedly not adjustable LEDs which deliver a 
flash of light for the colour recognition solved this problem.

Although the live finger detection was still switched off, the false rejection rate 
was still more than 10%. Error rates here means ‘three try error’ rates: with biometric 
identifiers it is common to allow three attempts before a claimed identity is rejected. 
The search for this error was rather difficult because a rejection can be reported in the 
access control computer as “false finger, no admittance”, for various reasons:

(a) Misoperation caused by the user:
— using the incorrect finger,
— incorrect positioning of the finger,
— positioning at the wrong time,
— positioning without pressing the microswitch, etc.

(b) Misoperation because o f  a wrong function o f  the software:
For example, the complicated handshaking of data messages between the 

devices failed to work, which led to a breakdown of the whole equipment. This defect 
could only be corrected by a reset. Until this was done, the answer of the system to 
each verification attempt was, of course, “false finger, no admittance”!

At that time we were the only plant, at least in Europe, that ran the Identix soft
ware not on the original Identix computers but on the hardware of our own access 
control computers. Although this feature was guaranteed by the contract and had even 
been supplied to other customers, the interfaces obviously were not sufficiently 
quality assured by the manufacturer of the fingerprint verifiers. Our contractor, 
MICOS, recognized many of the faults. Unfortunately, the support of the firm Identix 
and their Swiss agents was not what we had expected. The company offered solutions 
that we engineers had already found out ourselves, e.g. to allow three tries before 
rejection. Besides, Identix said that in the whole USA they had never ever heard of 
such high rejection rates.

Eventually, in December 1992, Identix decided to send one of their software 
specialists. He understood our problems and is now working on a new version that 
will solve the problem connected with the excessive time between operation of the 
key card reader and operation of the fingerprint verifier.

Another problem is connected with persons who have a dry, scaly skin. Identix 
developed lenses with silicone coating so that this soft material could press into the
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cracks of chappy skin to give a better light connection. However, the disadvantage of 
this material is that dirt particles from the fingers can get into the silicone and darken 
the lens. Thus, if the ‘platens’ are not changed from time to time, things become even 
worse.

Another weak point was the number of entrances at places with fingerprint 
verifiers. During normal operation time, the entrance to the controlled area, the reac
tor building and the turbine hall is passed by about 300 people per day. Because of 
this we planned and installed two revolving doors at the entrance and another two 
revolving doors at the exit. Experience has shown this solution to be good enough for 
normal operation periods. However, at the next annual outage we had great 
difficulties: during the outage, 1000 individuals entered the controlled area through a 
single entrance and they went in and out up to 6000 times per day. Particularly after 
breakfast and at lunch time this rush caused long lines of people in front of the 
entrance — not in front of the exits, since, of course, no fingerprint verification is 
installed there.

To solve this problem, we increased the number of entrance revolving doors to 
four. Experience at refuelling outages then showed that this number of entrance doors 
is sufficient, even if one of them breaks down.

4. EXPERIENCE WITH THE USE OF THE
FINGERPRINT VERIFIER SYSTEM

The acceptance of the fingerprint verifier system by employees — especially 
members of the trade-union — and companies is very important. We found that the 
early supply of information, before installing such a system, minimizes the 
problems.

Since December 1992, we have been running the system on the threshold rate 
that is determined by an order of our authorities. The average false rejection rate in 
the following period was about 11%. This rate seems to be rather high; in fact, 90% 
of the users have absolutely no problems with the fingerprint verifiers, 6-7% have 
only minor difficulties (e.g. they have to repeat the procedure a few times), and only 
3-4% have severe difficulties. These persons usually stand in front of the revolving 
doors and put their fingers with admirable patience again and again on the verifier, 
with the only result of raising the rejection rates.

Tests in the summer of 1995 led to the result that halving the live finger thresh
old meant halving the false rejection rate. At that time we received a letter from 
Identix in which they promised to try and achieve better results. Unfortunately, we 
never heard again from Identix concerning this matter.

They later told us that the company in California was no longer responsible for 
this system, but another company in Australia.
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At present, we are running the system on a verification threshold of 100 and 
with a live finger threshold of 40, with the result that the rejection rate has settled at 
about 6%, which is still not acceptable.

Right now we are in dicussions with the authorities and expert organizations 
about lowering the live finger threshold to 20. Tests have shown that this could lead 
to acceptable rejection rates.

5. OUTLOOK

After all our experiences, we are sure that the fingerprint verifier will be useful 
for facilities with the highest safety standards, i.e. at entrances to computing centres 
or strictly confidential military areas. However, it seems that this system does not 
represent the final solution for NPPs.

For the future, we consider using verifiers which do not need the support of the 
user; it should be sufficient for a person to look into a TV camera for an automatic 
picture identity verification.

In summary, it can be said that, at present, our fingerprint verifier system is 
quite useful, even though a lot of attention is needed to run it.
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C O M B A T IN G  L O G IC A L  B A C K  D O O R S  IN T O  P H Y S IC A L L Y  P R O T E C T E D  A R E A S : T H E  

R O L E  O F  C O M P U T E R  S E C U R IT Y  IN  M O D E R N  A C C E S S  C O N T R O L  S Y S T E M S .

A s lo n g  as n u c le a r  f iss io n  h as  b een  used  fo r  en erg y  p ro d u c tio n , su b stan tia l e ffo rts  have 

b een  m ad e  to  p ro te c t th e  c ritic a l p ro c e ss  an d  n u c le a r  m ate ria ls  fro m  u n au th o rized  access. 

E le c tro n ic  sy s tem s hav e  b een  d es ig n e d  to  a ssis t se cu rity  s ta ff  in  acce ss co n tro l and  have 

b eco m e  in c reas in g ly  so p h is tica ted  as tech n o lo g y  has advan ced . W ith  th e  la te s t acce ss co n tro l 

sy s tem s b e in g  fu lly  co m p u te rized , new  q u es tio n s o f  co m p u te r  secu rity  have  arisen . T h e  p ap e r 

o u tlin es  th e  la te s t tren d s in  c o m p u te r  b ased  access co n tro l sy s tem s, d em o n s tra te s  w h ere  these  

sy s tem s are  v u ln e rab le  to  h a ck in g  a ttack s , an d  p ro v id es g u id an ce  o n  w h a t can  b e  d o n e  to  avo id  

th e  in tro d u c tio n  o f  n ew  co m p u te r  tech n o lo g ie s  c rea tin g  b a c k  d o o rs to  b y p ass  p h y sic a l p la n t and  

m a te ria l p ro tec tio n .

1. INTRODUCTION

It is a well known fact that the nuclear fission process is one of the most critical 
technical processes that humans have to control because of its huge potential of haz
ardous consequences in case it runs out of control. Furthermore, the nuclear fuel itself 
is dangerous and needs to be kept under strict access control. Besides safe operation, 
the security of nuclear power plants (NPPs) therefore is a major public concern, and 
operators of NPPs have done a lot to protect their facilities. Physical and administra
tive protection at different levels has been introduced and refined over time.
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2. PHYSICAL PLANT PROTECTION CONCEPTS

Through a complex process of analysing criminal activities in related areas, 
some typical scenarios have been defined to describe perpetrator profiles, attacking 
strategies and equipment likely to be used in an attack on an NPP. Details about these 
generic assumptions cannot be disclosed, but both brute force attacks from outside a 
plant and attacks from people who have managed to get inside the plant have been 
taken into account.

In order to achieve physical protection of NPPs, a wall, in most cases made of 
concrete, is built around the entire plant. This encloses the outer protected zone (OPZ) 
of the plant. The entire plant area is further subdivided into different protection zones, 
taking into account several different safety, security and radiation protection require
ments. In terms of security, the inner protected zone (IPZ) includes, depending on the 
reactor type, the primary loop systems, the auxiliary systems, the plant control room 
and, of course, the central security control room. Access to both areas is strictly con
trolled using electronic camera systems, motion detectors, radar equipment, etc., to 
detect possible intruders, and using turnstiles to facilitate sequencing and to assist in 
identifying people either accessing the plant from outside or passing doors between 
different protection areas inside the plant. Specially trained and armed security staff 
handle security checks, supervise access control and guarantee that only persons who 
have successfully passed an official security investigation, including a proof of 
personal integrity, are granted access.

3. COMPUTERIZED ACCESS CONTROL SYSTEMS

For many years computers have been used in access control systems of NPPs. 
These are centralized systems called access control computers (ACC) and are kept in 
a physically well protected computer room; they are used to store personal data of 
anyone who is granted access to the plant, and they assist security staff in access 
control and keep records of individual plant access. Access control implies the 
authentication of people’s identity. This task is accomplished mainly through visual 
identification with reference pictures already stored in the centralized ACC. Because 
of the many checkpoints within the plant, in most of the plants access control is 
centralized. A security officer in the central security control room compares the live 
camera image from an access point with the reference picture from the ACC and 
issues a command to open the door after completing authentication. With the excep
tion of the main gate of the plant, most of the checkpoints at doors inside the plant 
are thus automated, without any security staff in place. It is important to realize that 
with traditional systems the ACC is used to assist identification and authentication 
only, and door control is handled by independent door controllers based on various
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technologies. Signals to the turnstiles for granting access and signals for opening 
doors are transmitted along dedicated wires. Other systems related to access control, 
such as the intrusion alarm system, the video supervision system or the communi
cation system, are separated from the access control system and the door controllers.

4. INTEGRATED ACCESS CONTROL SYSTEMS

The evolution of computer and communication technologies has changed this 
situation. The latest access control systems have been built as integrated systems 
featuring a highly complex distributed computer system integrating the functions of 
identification and authentication of persons, turnstile and door control, intrusion 
alarm, video supervision and audio communication. Such fully computerized inte
grated access control systems (LACSs) still consist of different computer systems. 
These systems closely interact with each other, forming a distributed computer sys
tem based on a shared, plant wide data communication infrastructure — the access 
control network (ACN). Figure 1 shows a generic model of such an IACS.

The system covers the entire plant. Its architecture is a hierarchical one, with its 
central units being attached directly to a high speed data highway forming the com
munication backbone (CB) of the ACN. The ACC is the heart of the entire system; it 
runs databases holding static and dynamic data. Personal data of persons registered 
for entering the plant, including a digitized copy of their photograph, are considered 
static data. The ACC also includes the personal access rights, indicating individually 
granted security zones, access times and modes. The dynamic data are all the data 
acquired during the actual stay of a person in the plant. The ACC tracks a person’s 
current location and records the chronology of accessed areas and passed check
points. Dynamic data are logged and kept in each person’s file.

In contrast to former types of peripheral components for access control sys
tems, such as sensors and actuators which were rather simple and directly hard
wired to the corresponding central controller, their modem counterparts are often 
intelligent, feature different configuration modes or provide local multiplexing, 
addressing more than one actual sensor or actuator in the field. As such intelligent 
peripheral components communicate through shared physical media, with drastically 
reduced cabling costs compared to directly hardwired systems, they can be rapidly 
adapted for retrofit of old systems. Therefore, a modem IACS has several underlying 
special purpose networks (SPN) — either a local area network (LAN) or a field bus 
system (FBS) — connected to the backbone data highway through hubs (BH). 
Subsystems such as the door control system (DCS), the intrusion alarm system (IAS), 
the video control system (VCS) and the audio control system (ACS) control activities 
and communication within their associated SPN, and form the interface to the central
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ACC from which they receive commands or to which they deliver field data. With the 
ACS or VCS, either all the video or voice data are transmitted digitally across the 
network, or at least the channel routing switches are computer controlled.

The main security control room still remains the main co-ordination centre for 
security control in an IACS, but annunciator windows and push-button panels have 
been replaced by computer workstations. This requires careful design and evaluation 
of the person-machine interface to reach an adequate level of operator situation 
awareness [1], The most important workstations are the access control workstation 
(ACW) where the security officer authenticates persons wishing to pass automated 
checkpoints by comparing the actual video image from checkpoint cameras with the 
person’s stored picture and issues the door control commands; the alarm display 
workstation (ADW) that displays intrusion alarms as well as sabotage alarms; and the 
status control workstation (SCW) which provides an overview of the entire IACS, 
provides information concerning the state of subsystems and allows deliberate 
shielding of some inner plant areas in case of external attacks. Other workstations 
control video supervision (VSW) and allow data entry for security data (DEW). 
Because of the distributed nature of the IACS, all of these functions may also be 
carried out by workstations remote from the central security control room as long as 
they can establish a connection to the ACN. From the overview of the system it can 
be seen that local ACWs and DEWs are installed at the main entrance building, and 
another ACW is installed at one of the doors to the IPZ. It should also be mentioned 
that because of the extended demand for data transfer from the IACS to other opera
tional data processing systems of an NPP the IACS is connected via gateway GW1 to 
operational computer networks (OCN) in the plant which are most often linked to the 
world outside the plant through public network gateways (PNG) or which feature 
dial-up connections for remote system maintenance.

5. COMPUTER SECURITY — A NEW DIMENSION OF THREATS

With the IACS, which relies heavily on computers and data communication net
works, a new dimension of threats has emerged that has not been of great importance 
with traditional systems — the possibility to weaken or even bypass access control 
system functions using computer hacking techniques. Now, the range of attacks 
known from commercial and other industrial areas has to be considered also in com
puterized access control systems of NPPs. Physical separation and protection is still 
a valuable weapon in fighting such threats, but system designers and users must be 
aware of the fact that such systems no longer reside exclusively inside well protected 
computer rooms and operate as stand-alone units that do not communicate with 
others. The effect of increased complexity also needs to be considered.
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5.1. S ecurity  th re a ts  associa ted  w ith  m o d ern  ACSs fo r N PPs

Two facts are the main contributors to the increased vulnerability of IACS. The 
system depends on network communication for nearly all of its functions, and the 
data on the network are in general transferred using open protocols, i.e. any computer 
that has access to the network may monitor or even change the data transmitted.

The first kind of attack is called denial-of-service attack. This term encom
passes all possible forms of manipulation that block either certain functions or the 
entire system. Blocking of selected functions could be used, for example, to block 
intrusion alarm messages from certain areas of the plant or to block the internal or 
external emergency communication systems. When the entire system is blocked, 
access control has to be carried out manually. Particularly at times with increased 
access frequency this decreases strongly the quality of the security check, since 
manual authentication and access rights checks can never reach the same accuracy 
because of the large volume of data that have to be processed.

Closely related to this kind of attack are attacks which aim at security staff 
members by distracting their attention from real intrusion scenarios or simply over
loading their perception capabilities by flooding workstation screens with false 
alarms, creating confusion from which intruders can benefit.

Modification of static data in databases, e.g. access rights granted to a person, 
as well as dynamic data packets used to initiate move commands for doors, may be 
used to open the way for intruders so that they can reach restricted areas without 
causing suspicion.

By monitoring network communication data, passwords used by computer 
experts performing maintenance of the computer systems can be collected easily. 
With these highly privileged passwords, any modification of data or programs may be 
carried out. A special problem arises from the fact that because of the ever more com
plex operating and communication systems, utilities have to rely on external experts 
to solve maintenance problems. To reduce travel expenses, remote diagnosis is often 
used; with such a policy there is no protection against malicious modifications. The 
local system administrator has no chance to trace the modifications carried out by 
experts using their intimate system knowledge, nor does he or she have control over 
the personal integrity or reliability of the staff at a remote site.

The above mentioned threats can be initiated in different ways, and more and 
more threats are being detected as technology advances. The most important threats 
are direct local access to computer systems, local access to the network (ACN), 
remote access to the network through gateways, and implementation of a malicious 
code during software development or maintenance. Attacks can be launched from 
peripheral areas inside a plant, e.g. by short term employees such as graduate 
students, as well as from outside by persons working through other commercial com
puters with external connections. Describing the technical methods used to carry out
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such attacks would be far beyond the scope of this paper. The references point to 
additional material on this subject.

There are several facts that characterize attacks on computer systems in a way 
quite different from conventional intrusion attacks using brute force. The required 
level of criminal commitment to attack a computer or to write malicious code is much 
lower than the one associated with a brute force attack. The resources are easy to 
obtain, cheap and by no means inherently related to criminal activities. Planning and 
realization of the attack can be accomplished with almost no risk of detection, and 
there is a comfortable way to retreat in case of unforeseen trouble; there is even no 
distinct demarcation between playing games and committing a crime. This fact, asso
ciated with the experience that mentally deranged or ideologically fanatic persons are 
often intelligent, indicates that an approach quite different from the traditional one is 
required to fight this kind of attack.

6. COUNTERMEASURES — HOW TO FIGHT COMPUTER HACKING

A careful system design following certain principles, some of which have been 
applied successfully to safety systems, together with a computer security policy [2] 
especially developed for the entire plant, but at least the IACS, is considered a solid 
basis for protection against computer security threats. One of the major principles is 
to limit access to critical data as far as possible, granting access only when needed 
and for a distinct purpose. This applies to humans as well as to computers in a net
work environment. Access to humans should be restricted to working hours and 
machine access should at least be restricted to the required services.

Another principle is to establish logical access barriers that adjust to physical 
access barriers. However, it has to be realized that physical barriers protect against 
unauthorized local access only and, since physical access to a network carrying non
encrypted data — including cabling and wall outlets — in general implies full logi
cal access to the data on the network, physical protection is rendered useless if it is 
not completely in line with logical barriers.

A defence in depth strategy should protect the most sensible data and commu
nication links by means of multiple lines of defence against potential hacking. This 
means that links between a public network or a large corporate network and the 
plant’s operational computer network (OCN) as well as between the OCN and the 
ACN should be protected using fire wall systems. These are gateway systems, highly 
resistant to attack, which forward data in either direction according to carefully 
defined rules only [3]. Furthermore, any kind of remote interactive access to systems 
of the IACS, including access for maintenance, should be forbidden. There is always 
a way to replace interactive access by application specific data exchange, the best 
being a proprietary high level protocol.
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Modem operating systems include at least one or more fully featured commu
nication stacks, not only with the associated client but also quite often with the server 
programs, to provide a full range of remote access functions. For ease of installation 
these systems are pre-configured to allow plug and play operation out of the box and 
to avoid complex configuration of hundreds of parameters that require expert know
ledge. For secure system operation it is mandatory to revise all the default settings for 
these parameters manually and to adjust them very restrictively. Also, instead of using 
general purpose protocols with a variety of functions, proprietary protocols should be 
preferred or the general protocols should be restricted to the minimum set of func
tions needed. Since many attacks exploit bugs in complex software components to 
gain full control over a system, the operating system should be tailored to a minimum 
of functionality, and only the application programs definitely required should be 
installed. Networking components such as hubs, bridges and routers should also be 
configured restrictively, blocking any traffic except for that explicitly allowed [4],

Concerning efficiency, state of the art practice is to use centralized network and 
system management, which is, however, a drawback to system security since no man
agement protocols are available that provide encrypted management data transfer. 
Except for networks already well protected by other means, central network and sys
tem management should be avoided and management by local consoles should be used 
instead.

With more and more new algorithms being available as well as the computing 
power to effectively realize them, cryptographic methods are very effective counter
measures against security threats. Encryption ensures both data integrity and confi
dentiality, and may be applied to data stored in databases, files and entire communi
cation channels. The strength of encryption is that, to decipher encrypted data, a 
potential attacker needs dramatically increased resources in computing power and 
therefore in time. When encryption keys are changed regularly (strong encryption 
protocols do this for every transmitted data packet) it is beyond the capabilities of 
non-professional espionage staff to decipher data and to read or modify them without 
the correct key. Driven by a strong demand from the commercial use of the Internet, 
cryptographic protocols, encryption programs and libraries with cryptographic algo
rithms are widely available and may be easily integrated in customized application 
software [5].

Encrypted communication reduces dramatically the necessity of expensive 
physical protection and supervision for otherwise unprotected networks by allowing 
secure data transfer through insecure channels. Under certain conditions — which are 
mostly defined by terms of legal liability for safe plant operation — this may allow 
remote maintenance if the level of security at the remote site is adequate to the local 
level of security and strong user authentication is applied.

Strong user identification and authentication is another prerequisite for com
puter security and also a vital aspect of effective plant access control. With state of
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the art smart card technology, identification may be based on two entities — a 
physical, non-duplicable token and a PIN number, password or pass phrase as know
ledge entity. If required, this could be enhanced using biometric identification [6]. In 
combination with encryption, a secure channel may be established between a user and 
a target system despite a weak transport channel.

Once an IACS has been designed, built and configured to achieve maximum 
computer security, the entire system with all its components must be supervised. 
This supervision is strongly supported by various logging and auditing features in 
modem operating systems and networking components, and ensures conformity 
with the plant’s computer security policy during the entire system operation [7].

7. CONCLUSION

The new technology of integrated, fully computerized access control systems 
gives rise to a new way of attacking NPPs to get unauthorized access to the critical 
process or nuclear material — intelligent computer hacking. Commercial pressure to 
use off-the-shelf computer and network components, technological evolution and an 
increased level of automation introduce threats to computer security that are already 
known from other application domains. Successful attacks on the computers of the 
integrated access control system could effectively eliminate access control. We have 
shown a way to cope with the problems, despite this threatening scenario, through 
careful computer security planning, use of the latest protection techniques and a con
servative mode of operation. Nevertheless, with the introduction of this new technol
ogy it has become necessary for the nuclear industry to join other industries in the 
fight between the intelligent hacker and the required protective counter-intelligence. 
This ongoing challenge will require continuous attention in order to keep the high 
standard required to protect one of the most critical technical processes — the nuclear 
fission process.
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A b strac t

P R E -A L A R M  C L O S E D  C IR C U IT  T E L E V IS IO N  V E R IF IC A T IO N  T O  R E D U C E  F A L S E  

A L A R M  IM PA C T.

C lo se d  c ircu it te lev isio n  (C C T V ) p la y s  an  im p o rtan t ro le  in  m o d e m  se cu rity  sy s tem s fo r 

p ro te c tio n  o f  n u c le a r  m a te ria l. T h e  fu n c tio n s  o f  v id eo  are  fo r  d e tec tio n  a n d  to  a s s is t in 

c la ss if ica tio n  o r  assessm en t o f  a la rm s fro m  o th e r  senso rs. A  n u c le a r  fac ility  w ith  an  ex ten siv e  

se cu rity  sy s tem  can  e x p e rien ce  a  very  h ig h  a la rm  ra te , in c lu d in g  fa lse , n u isa n ce  an d  a larm s 

o c c u rr in g  as p a r t o f  ro u tin e  o p e ra tio n s. V ideo  sy s tem s w h ich  in c lu d e  th e  P re -A la rm  Im age 

R eca ll fe a tu re  co n tin u o u sly  c ap tu re  an d  sto re  a  n u m b er o f  im ag es fro m  each  cam era . T h e  

im ag es  lead in g  u p  to , a t th e  in s ta n t o f, an d  im m ed ia te ly  a f te r  an  a la rm , can  b e  d isp lay e d  as a  

v e ry  v a lu ab le  a id  in  assessm en t. T h e  tech n o lo g y  an d  o p era tio n  o f  th is fe a tu re  is d escrib ed , 

to g e th e r w ith  ac tual o p e ra tin g  ex p e rie n c e  an d  a  su m m ary  o f  th e  b en e fits  w h ich  hav e  been  

o b ta in ed  fro m  its use.

Alarm and surveillance systems are key elements in providing protection for 
nuclear materials and other high value, critical assets. These systems provide vital 
inputs to security forces as alerting and classification mechanisms for triggering 
responses. Alarm sensors consist of many types, but because of their nature and 
numbers in large installations, they may provide high levels of false or nuisance 
alarms. Surveillance using closed circuit television (CCTV) is a valuable adjunct not 
only for detection but also for to classifying alarms from other sensors.

It is not unusual for a major facility to record thousands of alarms annually, of 
which few, if any are actual emergencies. The overwhelming preponderance are false 
or nuisance alarms. False alarms may occur with natural light changes on infrared 
sensors; rain, sleet or snow triggering motion detectors; wind blowing against fence 
shakers, or failure of sensor elements due to corrosion, malfunctioning of compo
nents, etc. Nuisance alarms can be caused by birds or animals, maintenance tests, 
accidental triggers by authorized personnel, or other spurious causes, as well as 
routine events that are part of normal operations. Without effective means for classi
fying and assessing alarms, security forces would quickly lose their effectiveness to 
respond to real emergencies without significant increases in force size.

345



3 4 6 GOLLOBIN and SAUNDERS

CCTV has been very helpful in this respect. For example, in a typical perimeter 
system with primary microwave detectors, one or more video cameras are automati
cally displayed at the central station when an alarm is triggered in that perimeter seg
ment, as an input towards evaluating the alarm. Unfortunately, there are time delays 
in the system, so that the operator’s first real-time view can be several seconds after 
the triggering event itself. This is sufficient time for a person or vehicle to transit from 
one zone to another, or for a natural creature to exit the field of view. In the absence 
of positive information to the contrary (e.g. scheduled maintenance with radio con
tact), security forces may have to be dispatched for what might be a false or nuisance 
alarm.

Video systems have been developed that continuously capture and digitally 
store a number of frames of the output of each camera, so that events leading up to, 
during and immediately after an alarm can be viewed on command. This feature, 
called Pre-Alarm Image Recall, allows the operator to sequence through stored 
images on one or more cameras and examine the captured, stored images closely. 
Recall is available for large, fixed (i.e. hard wired) CCTV systems, and also for 
smaller, remote installations with transmission over commercial standard, high speed, 
cellular or other leased telephone lines, microwave or satellite communications. An 
interesting combination allows images from the larger on-site systems to be trans
mitted off-site via these phone line video transmission systems under control of the 
internal security force, to an external police or other security force. These systems are 
designed to easily interface with existing surveillance and alarm systems and can con
trol pan, tilt and zoom for cameras so equipped. Digital images once captured may 
also be enhanced electronically in several ways to aid in the classification and assess
ment process.

The technologies typically employed in these systems include digital image 
capture, high-speed processing and, for phone line transmission, compression/de
compression. The process used to capture pre-alarm is a four-step process. Step 1 
consists of taking an analog video input and representing this analog signal in its dig
ital form. This is done through the use of high-speed A to D converters. This process 
happens so fast that a high-speed buffering area is needed to temporarily hold the 
data. Steps 2-3 take place when the data are read out of this buffering area (stored in 
Video Random Access Memory) and then stored in some type of ‘data matrix’ so that 
they can be retrieved at a later time. Step 4 occurs when an alarm event ‘triggers’ the 
captured pre-alarm frames to be displayed to the end user.

The technology to accomplish this task effectively has been made possible by 
the advent of very high-speed digital circuitry. Even with a modest number of 
cameras to support, the amount of data to be captured, moved, stored and displayed 
is very large. For example, a typical camera resolution of 512 pixels by 480 pixels 
(NTSC) for each analog image once digitized is approximately 2 MBits in size. For 
most applications, a minimum of five to several images is required to perform the
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classification, assuming images spaced 0.5 second apart. Thus, the data transport and 
storage requirements for a single camera for each event are about 12 MBits uncom
pressed. Expanding the system to a typical size for perimeter defence of a small 
protected area may require 40 cameras. The amount of space required to capture one 
set of pre-alarm frames for 40 cameras is approximately 473 MBits. The background 
process of grabbing frames requires the A to D conversion of approximately 
32 MBits/s.

These numbers can be scaled to any size system. The sum of all of these 
requirements, including normal overhead for processing, results in a requirement for 
175 MIPS (million instructions per second) of raw processing power for the sample 
40 camera system. Usually, this must be accomplished in a distributed architecture 
requiring co-ordination between multiple processors. This is approximately the power 
of four high-end Pentiums today. As processors increase in speed and capability, the 
number of processors required as well as the associated cost will decrease in the 
future.

For remote systems utilizing telephone lines, the limiting factor is the available 
information throughput. For standard lines this is up to 33 kbaud/s in two directions, 
or 56 kbaud/s in one direction; for high-speed ISDN lines this is as much as 
115 kbaud/s (two ways). Special leased lines offer more bandwidth, but at added cost. 
Compression of the video signal at the transmission end and decompression at the 
receiver site reduce the information rate needed to update each frame, allowing a 
higher refresh rate and/or a higher quality image.

This equipment satisfies requirements for safeguarding nuclear materials under 
rules and regulations of the United States Nuclear Regulatory Commission, CFR-10 
Part 73 — Physical Protection of Plants and Materials. These rules state that fixed- 
site physical protection systems and the security organization shall include detection 
and monitoring systems and procedures to determine whether or not a threat exists, 
and be capable of assessing the extent of the threat, if any. Likewise, the IAEA in its 
information circular “The Physical Protection of Nuclear Material” calls for intrusion 
protection and assessment.

The real value of Pre-Alarm Image Recall is to facilitate the assessment process 
on an accurate, timely basis. Field data from six operating nuclear power stations 
show an average annual aggregate in excess of 15 000 alarms per year, of which 41% 
are caused by environmental, animal or bird actuations. Maintenance tests account for 
another 47% of alarms. The ability to assess the cause of a given alarm is clearly 
evident. A survey of operators in fourteen nuclear power stations has shown that this 
capability has significantly assisted in threat classification, but has also reduced the 
need for manual response, reducing manpower needs, while at the same time facili
tating regulatory compliance.

The role of the operator begins when an alarm is triggered by a sensor in a zone 
of the security system, and stored images from each of the cameras in that zone
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appear on the monitor. The operator reviews the images stored in the system, at the 
instant of the alarm, before the alarm and just after the alarm, to assess the cause. With 
this knowledge, the operator determines what action to take, if necessary; for exam
ple, documenting a nuisance alarm by saving the images on a hard disc drive. Using 
the control panel the operator can validate and assess the alarm sequence of events; 
sequence through the frames; zoom and pan within an image; adjust the contrast to 
pick out objects in shadows; annotate the images; and store or print them. Finally, by 
monitoring the stored alarm information, he can view and prioritize multiple alarms 
in rapid sequence.

Some specific comments from operators include:

— Video capture has changed the way response is conducted, and changed the 
industry;

— Video systems ensure that all areas are covered with a reasonable number of 
cameras;

— Individuals are prevented from crossing into another zone without being 
observed;

— The event is captured for observation at the moment the zone is triggered, 
bypassing system time delays.

The technology described is and has been commercially available for several 
years at reasonable costs, typically well under US $100 000 for a 40 camera system 
and under US $150 000 for a 100 camera system; as technology progresses, these 
costs will decrease. This equipment integrates easily into existing CCTV alarm 
systems, is rugged and easy to operate, and training requirements are minimal.

Based upon the security enhancement attainable and operating cost savings, 
Pre-Alarm Image Recall capability provides the only classification and assessment 
technique that approaches real time — a very valuable addition to existing or new 
construction nuclear or other high-risk, high-value installations.
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S T U D Y  O F  A N  IN T E G R A T E D  S Y S T E M  F O R  T H E  C O N T R O L  A N D  S U R V E IL L A N C E  O F  

N U C L E A R  M A T E R IA L S .

A n  in teg ra ted  sy s tem  fo r  th e  co n tro l and  su rv e illan ce  o f  n u c lea r  m a te ria ls  h as been  

d ev e lo p ed . Its  o b jec tiv e  is to  in teg ra te  d a ta  fro m  v ario u s  senso rs in  a  co m p reh en siv e  

a rch itec tu re . S en so rs  th a t are  n o rm a lly  u se d  to  e n su re  th e  secu rity  o f  rad io ac tiv e  m ate ria ls  are  

co n s id ered : m o tio n  d e tec tio n  sen so rs , a  rad ia tio n  d ev ice  an d  a  cam era . C o rre la tin g  d a ta  fro m  

th ese  sen so rs  m ay  im p ro v e  th e  g lo b a l e ffic iency  o f  th e  sa feg u a rd s system . T h e  sy s tem  is b ased  

o n  ‘sm a rt se n so rs ’ (i.e . sen so rs  ab le  to  ach ieve  a  lo ca l a lg o rith m  to  an a ly se  da ta , to  se n d  and  

re a d  d a ta  f ro m  o th e r  senso rs, to  send  a  s ta te  o f  h ea lth  sta tu s , an d  to  in teg ra te  o th e r  in fo rm atio n  

such  as se ria l n u m b e r  an d  n am e  o f  th e  m an u fac tu re r) an d  a  n e tw o rk  o f  sensors. A  firs t 

ap p lica tio n  w ith  a  cam era , o n /o ff  sen so rs  an d  a rad ia tio n  se n so r h as b een  d ev e lo p ed  u sin g  such  

a  fie ld  n e tw o rk  b ased  on  fac to ry  in stru m en ta tio n  p ro to co l (F IP ) techno logy . F IP  is a  n o rm aliz ed  

an d  o p en ed  p ro to co l, d ed ica ted  to  an  in d u stria l en v iro n m en t, th a t en ab le s  co m m u n ica tio n  

b e tw een  sm a rt sen so rs an d  ac tu a to rs  o n  a  netw ork .

1. INTRODUCTION

A physical protection system must enable an alarm to be detected and evalu
ated, and intruders to be delayed long enough for the response force to respond.

Nuclear installations are equipped with several physical protection systems. 
Central alarm stations are normally used within a building to centralize the differ
ent intrusion detectors. Hence, security companies must be chosen, and there are 
some constraints to be taken into account, especially regarding their reliability. 
Their products must be compatible with other products already used. Furthermore, 
companies very often have proprietary systems and it may be difficult to obtain a 
specific design.

This paper presents studies carried out by the Department for the Security of 
Radioactive Materials (DSMR) of the Institute for Nuclear Protection and Safety

3 49
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(IPSN) for the design of an integrated system to improve control and surveillance of 
nuclear material. The system is based on a network of ‘smart sensors’. The network 
used is opened and normalized, and the goal is to provide a very flexible and effi
cient physical protection system. It is mainly concerned with the detection and the 
evaluation of alarms. Technical problems are addressed and a possible solution is 
described.

2. UTILIZATION OF SMART SENSORS AND FIELD NETWORKS

2.1. Smart sensors

The detection of abnormal events such as intrusions in nuclear power plants 
depends on sensors which make use of a very wide range of physical phenomena: 
microwave sensors, passive infrared detectors, video sensors, seismic sensors, portal 
radiation monitors, etc. These sensors are manufactured by different companies. 
There is no compatibility between the various systems.

In order to integrate these detectors in a single, coherent system, we have 
chosen to consider these detectors as ‘smart sensors’.

The study by IPSN/DSMR consisted of considering these detectors as ‘smart 
sensors’, i.e. capable of processing the data locally by means of a programmable 
microprocessor and of transmitting state of health signals and the validity of the 
measurements.

In addition to the transducer for measuring physical values, a smart sensor 
comprises :

— an intelligent device for the local processing and production of a digital signal;
— an internal identification for the sensor (serial number of the sensor, manufac

turer, version numbers, etc.);
— a state of health status for the sensor to warn of any fault;
— a communication interface for mutual exchange of information.

2.2. Field networks

Once smart sensors are available, it seems natural to wish to connect them to 
one another in order to enable them to share and exchange information. A local net
work of smart sensors (or ‘field  network’) is thus obtained. Networks of smart sensors 
have the following advantages :

— Interoperability: sensors of different types and manufacturers are used in the 
same network.
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— Interchangeability, this property makes it possible to change a sensor without 
any modification of the rest of the system. The local processing may be 
different, but this has no effect, provided that the data exchanged on the net
work are not altered.

— Use of both simple and complex sensors in the same network.

This system architecture allows correlation of the data from the different 
sensors so as to improve the overall performance of the control system. The tech
nology of the factory instrumentation protocol (FIP) field network forms the basis 
for establishing communications between the different sensors. The principal 
characteristics of this network are summarized in Section 4. The majority of the FIP 
communications principles were incorporated: periodic exchanges for the motion 
detection sensors, aperiodic exchanges for the station identification variables, and 
messages for the transmission of the digitized images over the field network.

3. DESCRIPTION OF THE ARCHITECTURE OF THE SYSTEM

3.1. Diagrammatic representation of the system

Figure 1 shows the proposed architecture of the system. It consists of a site that 
may have several buildings to protect. Each building has its own physical protection 
system that is based on a local fie ld  network: different sensors are used, depending on 
the configuration. All buildings are then connected to a central station using a local 
area network.

3.2. Sensors used

The sensors used in the field network are basically on/off detectors, analog 
sensors such as radioactivity detectors, and cameras.

The radioactivity (neutron or gamma) detectors may be considered as complex 
systems. A measurement system for gamma spectrometry, for example, comprises the 
detector proper and its electronics for shaping the signal. A computer with a program 
is generally used to process and store the gamma spectra. This type of system is 
marketed by various manufacturers, sometimes with specific developments to satisfy 
precise applications.

A video acquisition system also comprises a detector, electronics and a 
processing and storage system. In this it is similar to a radioactivity detector: a camera 
detects photons, but in the visible energy radiation field. There is, however, no com
patibility between a camera and a detector intended for nuclear measurements.
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FIG. 1. Diagrammatic representation of the system.

The on/off detectors are much simpler sensors than the radioactivity detectors 
and the cameras. They are motion detectors (microwave sensors, passive infrared 
detectors) or radiation passage monitors (door contact, infrared barrier).

Analog detectors such as temperature sensors or pressure sensors can also be
used.

3.3. Supervision of the system

The man/network interface is provided by means of a SC ADA software: 
PANORAMA. With this software tool a high performance graphics interface can be 
easily obtained on a PC running in the Windows NT environment.

4. TECHNICAL SOLUTION

The technical solution that we have used is based on the technology of the FIP 
field network.
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4.1. Standardization — technical characteristics

FIP is a field network, open and standardized (EN50170), which enables sen
sors and actuators to be connected to the same bus under industrial conditions. An 
interesting point concerns the consideration of electromagnetic interference, neces
sary for industrial environments and obligatory in current European legislation, which 
was incorporated from the start in the specification of the FIP network.

The communications are entirely digital, via twisted pairs or fibre optics. Three 
exchange rates are defined: 31.25 Kbits/s, 1 Mbit/s, 2.5 Mbits/s, on a bus type 
topology (no loop). The maximum bus distances are of the order of 2000 m, with a 
maximum number of stations of 256. The exchanges between the stations are of the 
producer/consumer type with a deterministic protocol. The protocol assumes message 
services, periodic synchronous exchanges, aperiodic exchanges, as well as all the 
network control variables to perform the varied diagnostics on the state of the 
network. The power supplies to the sensors connected to the network can be provided 
via the bus cable.

The basic components are obtainable from several manufacturers; there are 
low-cost components for the simple sensors. Components which incorporate all the 
functions of the network are more costly. Several development tools are available on 
the market.

4.2. A simple example

The basic principles of the FIP field network will be explained by considering 
a network of two sensors and one actuator.

We will assume that sensor 1 and sensor 2 measure two values, a f and a2. The
state of the actuator E is a function of the values a1 and a2.

4.3. Producer, distributor, consumer model

In the FIP model, three stations are thus defined, as well as a database of three 
variables (a15 a2 and E) shared between the three stations.

aj is produced  by sensor 1 , a2 is produced  by sensor 2, a, and a2 are
consumed by the actuator, which produces a variable E, which is a function of a, 
and a2, E = f  (a,, a2). The algorithm introduced at the actuator represents what is 
called the sensor’s intelligence.

All the exchanges on the network are organized by a specific station, the bus 
arbitrator. It is the veritable conductor of the network orchestra that organizes the 
distribution of variables on the network.
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4.4 Periodic exchanges; deterministic protocol

Figure 2 illustrates the functioning of a periodic exchange, which is the net
work’s principal communication, for the variable In this example, the role of bus 
arbitrator is played by station 1. An identifier of the variable a2 is diffused by the bus 
arbitrator (2a). This identifier is interpreted by the producer and the consumer(s) of 
a2 (2b). The producer then diffuses the variable to the whole bus and it is consumed 
by the stations concerned (2c).

The bus arbitrator thus outputs periodically  the identifier of each variable at a 
frequency which may be different from one variable to another, hence the concept of 
periodic variable. The minimum time necessary for the output of all identifiers of the 
network by the bus arbitrator and for the achievement of all communications is cal
culated. This duration is fixed and known: the FIP protocol is deterministic.

4.5. Presence and identification variables

Each FIP station is the producer of at least two variables. The first is a peri
odic variable indicating the presence of the station on the network. The second is an 
aperiodic variable for the identification of the station. The latter contains 
information specific to the sensor. In the case of applications of the containment and 
surveillance of nuclear materials, the periodic interrogation of the variable of the 
presence of each sensor is a first source of information to be used to monitor the 
network operation.

There are two statuses, those of promptitude and refreshment, which may be 
associated with all variables circulating on the network and which may be used to 
guarantee the validity of the information. The promptitude status is an indicator 
which guarantees that, when a station consumes a variable, the latter has been 
diffused by the network sufficiently rapidly.

Figure 2 shows the way in which this status is manipulated at the station 
which consumes the variable a2. A time base is started when the consumer of the 
variable reads the identifier of the variable (2b). This time base is stopped when the

Station 1 
(Bus Arbitrator) Station 2

(d(a2) 1
ciuaior

~<b d)"
2a

Producer of a2 Consumer of a2

2b

a2i on time ?

2c

FIG. 2. Periodic variable exchange.
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consumer receives the variable (2c). In our example, the actuator thus knows if the 
variable has arrived ‘in time’. The refreshment status further guarantees that this 
value had been updated by the sensor. This status is elaborated at the producer of 
the variable.

5. INTEREST OF THIS APPROACH

(a) Detection and evaluation of alarms

By using smart sensors it is possible to detect and to evaluate alarms at the level 
of the sensors. The diffusion of an alarm over the network can then be known by other 
sensors that may confirm the alarm. This kind of scenario is very useful for a better 
understanding of the alarm and for reducing the false alarm rate.

(b) Reliability

Another advantage of this approach is the reliability of the proposed system: 
redundancy transmission media, resistance to electromagnetic interference, no possi
bility of saturation of the network, which is deterministic, a state of health status for 
each data transmitted — all being conceived to satisfy this need for reliability.

(c) Interoperability, normalization

Another important concept is the interoperability, i.e. the possibility of 
exchanging the sensors with no modification of the system, provided that such sen
sors have the same local database. The use of a standardized, open network is essen
tial to ensure the interoperability of the sensors.

(d) Cost effectiveness

One main idea of the use of a network of smart sensors is to reduce the cost 
of implementation: only one cable is installed for all sensors. The standardization 
and openness is also a factor in reducing costs because it ensures a competitive 
market.

(e) Simplicity

Finally, the ease of operation of such a system, as well as the flexibility allowed 
to the designer should be pointed out. Although all the communications are governed
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by FlP-based components, the designer retains total control over the configuration of 
the network and can devote himself to the development of specific detectors to suit 
his own needs.

6. CONCLUSIONS

The paper has described a technical solution for the development of an inte
grated system to ensure the security of nuclear material. This solution, which incor
porates various commonly used detectors, is formed around the FIP field network. It 
enables the designer to integrate easily, in a coherent application, various detectors, 
simple or complex. It is possible either to use commercially available equipment or 
to develop specific detectors with special local processing.

For the user, the FIP network is an open, standardized solution, compatible with 
the constraints of the industrial environments encountered in the nuclear industry.
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ELECTRONIC METHODS TO DETECT PERSONS 
HIDDEN WITHIN CARGO CONTAINERS

G.M. FULLER
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Abstract

ELECTRONIC METHODS TO DETECT PERSONS HIDDEN WITHIN CARGO 
CONTAINERS.

Physical security technologies have been unable to address most ‘Trojan Horse’ 
scenarios at vehicle portals which provide access through the perimeter of a secure area. 
Thorough visual searches of vehicle cargo containers are time consuming, involve a number of 
security personnel and are cursory at best. Vehicles entering or exiting a protected site provide 
an adversary with an easy pathway across secure boundaries. A method to detect the presence 
of persons hiding within a vehicle’s enclosed cargo container has been developed by Lockheed 
Martin Energy Systems. The system measures vibrations coupled to the container and 
generated by the human heart. Each time the human heart beats, it generates a small but 
measurable shock wave. This shock wave is propagated through the body and transmitted to 
anything with which the body has contact. This wave is referred to as a ballistocardiogram and 
is the mechanical equivalent to an electrocardiogram. Systems have been installed in several 
State prisons and have been independently tested and evaluated. The effectiveness of the 
system has been determined by the Thunder Mountain Evaluation Center at Fort Huachuca, 
Arizona. Sympathetic vibrations of the cargo container’s surface can be collected using any of 
several detection methods, i.e. infrared, Doppler microwave, Doppler ultrasonic wave and 
geophones. The analog signal delivered by the sensors is passed through an amplifier and a low 
pass filter and then fed to a microprocessor via an analog to digital converter. When initiated 
by the operator, analog signals are recorded for a specific interval of time and rate. At the end 
of the recording interval, the data are analysed using wavelet transform techniques and 
compared with a ballistocardiographic template. If the collected data are similar, the system 
informs the operator that there is a high degree of probability that a person is within the vehicle. 
The paper describes in depth the development of the system, system operation, and system 
software and hardware, and discusses the algorithm, current development activities, testing, 
and actual usage of the system for the protection of nuclear facilities and State prisons. It 
focuses on technologies being evaluated for future iterations of the system and applications 
other than the protection of perimeters.

3 5 7
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1. THE HUMAN BALLISTOCARDIOGRAM

Each time the human heart beats, it generates a small but measurable hydraulic 
shock wave which is propagated throughout the body. This wave, called a ballisto
cardiogram [1], is the mechanical equivalent of an electrocardiogram (Fig. 1) 
routinely used for medical diagnosis. This shock wave is coupled to any surface or 
object with which the body has contact [2], If the body is located within a vehicle’s 
or cargo container’s enclosed space, theoretically detectable deflections of the surface 
of the vehicle or container will result. The coupled shock wave can be detected by a 
number of sensor technologies, either by the use of geophones or by the use of 
microwave, infrared or ultrasonic detectors using the Doppler effect. These sensors 
produce an analog signal proportional to the movement of the vehicle or container. 
The analog signal is amplified and passed through a low pass filter before being fed 
to an analog to digital converter. When the operator initiates the start of the search 
program, a microprocessor collects analog data from the sensors at a predetermined 
rate and for a predetermined period of time. The collected data are then converted 
from time to frequency domain using a fast Fourier transform (FFT) and analysed 
using wavelet transform techniques to determine if a person is in the vehicle. The 
frequencies of interest range from 1 to 12 Hz.

2. SYSTEM OPERATION

The system collects analog data from the sensors and performs an analysis to 
determine if a person is within the vehicle or container. The system has been designed

(a)

FIG. 1. Human ballistocardiogram (a) and electrocardiogram (b).
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FIG. 2. Operator interface display screen.

to interface with a number of sensor technologies to detect surface vibrations. Each 
type of sensor used has positive and negative operating characteristics.

Microwave sensors may be mounted above or below the vehicle or container to 
be searched. If they are mounted below the vehicle, numerous false and nuisance 
alarms may result. This is due to the construction of vehicle undercarriages. The 
undercarriages of most vehicles do not present a smooth surface perpendicular to the 
field of view of the sensors. Microwave energy can then be reflected to the surround
ing area and the sensor will detect persons standing near or around the vehicle or con
tainer. If the sensors are used in this manner, range gating becomes necessary to elim
inate data collected from beyond the area of interest. If the sensors are mounted above 
the vehicle, reflection is minimized. However, the platform used to mount the sensors 
must be extremely stable in the 1-12 Hz range, otherwise, vibration of the sensor 
mount can be detected and interpreted as an alarm. Geophones, although immune 
from the reflection problem, must be placed on the vehicle before the beginning of a 
search and removed immediately afterwards to allow the vehicle to depart. This 
involves the movement of the geophone detectors for each search. Geophones are 
fragile and damage to the sensor can occur through operator carelessness. Infrared



3 6 0 FULLER

detectors require flat perpendicular surfaces in order for the infrared beam to be 
reflected back to the detector. Ultrasonic detectors are currently being evaluated and 
show some promise. Because of technology limitations and the numerous negative 
characteristics of most other sensors, the current fixed systems use geophones to 
collect data. Geophones are also the recommended sensors for all portable systems.

The operator interface consists of a cathode ray tube (CRT) screen (Fig. 2) and 
a standard computer keyboard and mouse (Figs 3 and 4). The operator selects one of 
four vehicle types (automobile, double-axle small van, triple-axle cargo truck, or 
large four-axle over-the-road transport) that best matches the vehicle or container 
being searched. Because of differing vehicle weights and lengths, each of the four 
vehicle types has its own unique analysis parameters. These parameters tell the 
system how many sensors to engage in the collection of data and what detection limits 
are to be used in the analysis routine. Because detection can also be influenced by 
wind induced vibration, the operator also tells the system if wind conditions are calm 
or rough. The system then adjusts the detection limits used in the analysis routine to 
correspond to wind conditions. The data collected are displayed on the CRT screen in 
the form of two graphs. The first graph is a plot of amplitude versus time for each

FIG. 3. Block diagram o f enclosed space detection system.
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FIG. 4. System components o f the AVIAN security system.

sensor. The second graph is a plot of the FFT for the data from each sensor. The result 
of the analysis (search, pass, and no decision) is displayed on the top right-hand 
comer of the CRT screen. From the operator’s screen the system engineer can con
figure the system to meet the needs of the site. By entering the proper user name and 
password, one can, by means of submenus, gain access to the configuration 
parameters that govern data collection and analysis by the system.

3. DETECTION ALGORITHM

The wavelet approach to analysing data from the detectors is appropriate, for 
two reasons. First, the signal-to-noise ratio of the collected signal is very 
unfavourable for positive identification of a ballistocardiogram and the rejection of 
data that do not represent a ballistocardiographic signal (Fig. 5). Second, the 
ballistocardiographic signal is itself quasi-periodic (occurring approximately once 
per second) and shows a particular spectral pattern with few harmonic components. 
Wavelet methods are well known for their ability to analyse impulse-type signals,
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FIG. 5. Continuous wavelet transform; extraction o f heartbeats.

even of an irregular period. These methods can also be made to function as high- 
quality low-pass filters.

With these properties in mind, we proceeded to analyse a particular canonical 
ballistocardiogram signal taken from open literature. The main spectral peaks show a 
clear harmonic pattern. Of course, the ballistocardiogram of any particular individual 
would not have frequency or spacing identical with those of other individuals, and the 
repetition rate can vary from 50 to 150 beats per minute from individual to individual, 
or the rates can be different for the same individual. These constraints led to the deci
sion to choose a wavelet in the Fourier space construct having both variable scale 
(spacing) and variable location (main frequency). Thus, the wavelet transform resulted 
in a two-dimensional plot of intensity versus both scale and position and has increased 
the probability of detection to more than 95% with a 20 second sampling time.

4. SYSTEM HARDWARE AND SOFTWARE 

The current system consists of the following:

— an industrial personal computer with a 486, 33 MHz processor and 16 Mbytes 
of memory;

— a 12-bit, 16-channel analog to digital converter with 32 bits of digital input/ 
output;

— an eight-channel anti-aliasing filter;
— signal conditioning amplifiers;
— microwave or geophone motion detectors.
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The software is written in VISUAL BASIC, version 4.0 and C. It is designed to 
operate under the Windows operating system, version 3.1 or later, for an IBM- 
compatible personal computer. Most of the input and output parameters, detection 
parameters and display parameters can be modified by means of menu and submenu 
selections.

A portable unit has been designed that can use 115 V AC or 12 V DC power. 
Either microwave or geophone detectors can be used on fixed units. Geophones are 
the sensors of choice for portable units.

5. TESTING

Independent testing of the unit was performed by the Thunder Mountain 
Evaluation Center at Fort Huachuca, Arizona [3].

6. CONCLUSION

This paper shows the effectiveness of the enclosed space detection system in 
addressing the ‘Trojan Horse’ threat, the ease of operation, and the ability to raise the 
probability of detection of that threat to greater than 90% in a cost effective manner.
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Abstract

P R E V E N T IN G  A N D  C O M B A T IN G  IL L IC IT  N U C L E A R  T R A F F IC K IN G : U S  A N D  

M U L T IL A T E R A L  E F F O R T S .

S ig n ifican t im p ro v e m e n ts  hav e  b een  m ad e  in  secu rity  an d  a cco u n tin g  fo r  w eap o n s 

u sa b le  n u c le a r  m ate ria ls  in  the  n ew ly  in d e p e n d e n t S ta tes  (N IS ), h e lp e d  b y  sizab le  a ssis tan ce  

fro m  th e  U n ited  S ta tes o f  A m e ric a  an d  o th ers . A lth o u g h  th e re  is n o  d irec t ev id en ce  th a t k now n  

te rro ris t g ro u p s o r  o rg an ized  c rim e  a re  ac tive ly  se ek in g  to  p ro cu re  n u c lea r  m a te ria ls , the  

in te rn a tio n a l co m m u n ity  c a n n o t b e  co m p lacen t. I t sh o u ld  a lso  n o t b e  a ssu m ed  th a t th e  illic it 

tra ff ick in g  p ro b le m  is ex c lu s iv e ly  re la te d  to  R u ssia  o r  to  eas te rn /ce n tra l E u ro p e . T h e  U S 

ap p ro ach  to  n u c lea r  m a te ria ls  se cu rity  in  R u ssia  an d  th e  N IS , an d  to  red u c in g  th e  r isk  o f  illic it 

tran sfe r  o f  n u c lea r  m ate ria ls  is  c o d if ied  in  a  1995 P re s id en tia l D ec is io n  D irec tive . T h e  p a p e r 

d esc rib es  th e  U S  p ro g ram m e o f  b ila te ra l c o n su lta tio n s  o n  p h y sic a l p ro tec tio n , th e  C o-o p era tiv e  

T h rea t R e d u c tio n  P ro g ram m e o f  th e  D e p artm en t o f  D efen se , an d  th e  e ffo rts  o f  th e  U S 

D e p a rtm e n t o f  E n erg y  an d  its  n a tio n a l lab o ra to rie s  to  im p ro v e  n u c le a r  m a te ria ls  security . 

Severa l ex p o rt co n tro l a ssis ta n ce  p ro g ram m es , w h ich  a lso  co n tr ib u te  to  co m b atin g  illic it 

n u c le a r  tra ffick in g  an d  to  th e  p ro v is io n  o f  new  o p p o rtu n itie s  fo r  sc ien tis ts  fo rm erly  en g ag ed  in 

re sea rch  on  w eap o n s o f  m ass d es tru c tio n , are  a lso  d escrib ed . T h e  U S A  also  reco g n izes the  

im p o rtan c e  o f  b u ild in g  b ro ad  in te rn a tio n a l c o -o p e ra tio n  to  co m b a t a n d  p rev en t illic it n u c lea r  

traffick ing . T h e  P -8  S u m m it p ro cess , w h ich  h as b eco m e  a  p rim a ry  v eh ic le  fo r  d ev e lo p in g  a 

p o litica l fram ew o rk  fo r  c o -o p e ra tio n  ag a in s t illic it n u c le a r  traffick ing , is d e lin ea ted . In  th is 

P ro g ram m e, th e  e ig h t S ta tes  hav e  co m m itted  th em se lv e s to  stren g th en in g  th e ir  co llec tiv e  ac tion  

ag a in s t illic it n u c lea r  traffick in g . T h e  IA E A  also  h as a  fu n d am en ta l ro le  to  p lay  in  c o 

o rd in a tin g  th e  in te rn a tio n a l re sp o n se  to  illic it tra ffick ing . A  p rio rity  e ffo rt is th e  need  to 

m a in ta in  effec tiv e  c o n tac ts  an d  in fo rm a tio n  sha ring , n o t o n ly  w ith in  th e  P -8  g ro u p  b u t a lso  w ith  

ad d itio n a l co u n tr ie s  co -o p e ra tin g  w ith  th is  g roup . In  th is  re sp ec t, co n s id e ra tio n  sh ou ld  b e  g iven 

to  e x p an d in g  in te rn a tio n a l co n tac ts  an d  co -o p e ra tio n , p e rh ap s  th ro u g h  a  fu rth e r  ex p an s io n  o f  

th e  P ro g ram m e.

1. SCOPE OF THE PROBLEM

Early in the nuclear age, it was recognized that strict security measures needed 
to be provided for nuclear materials. Countries took different approaches, but the
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potentially disastrous consequences of nuclear theft were seen by authorities every
where.

The United States of America developed a system that emphasized both 
physical security for facilities holding nuclear materials and procedures to ensure 
accurate accounting for such materials. Through exchanges with its nuclear co
operation partners, the USA also sought to ensure that exports of US nuclear 
materials were subject to appropriate physical security measures and procedures in 
the recipient States.

The former Soviet Union (FSU) relied on a pervasive security apparatus that 
prevented access by outsiders to locations where nuclear materials were handled. But 
with the collapse of the FSU, the previous security system could no longer be sustained, 
giving rise to the fear that large inventories of nuclear materials remaining in the newly 
emerging states — particularly Russia — would be at risk. This concern was increased 
by reports of numerous smuggling incidents allegedly involving fissile materials. While 
most of these cases turned out to be frauds, two incidents in 1994, involving more signif
icant quantities of weapons usable materials, galvanized international awareness of 
the problem; the Aum-Shinri-kyo attack on the Tokyo subway system in 1995 demon
strated the potential for the use of weapons of mass destruction by terrorist groups.

All of these events drove governments to respond, at first only bilaterally, but 
then more and more collectively and multilaterally, as they realized the need to share 
information and to pool resources to combat this global, multidisciplinary threat. 
Presidents and Heads of State discussed illicit nuclear trafficking in summit meetings. 
Substantial programmes of assistance for nuclear materials security were put into 
place. Additional efforts have been made to strengthen domestic law enforcement 
capabilities to deal with nuclear smuggling and terrorism, and to increase inter
national co-operation among law enforcement, intelligence and customs agencies. So 
where do things now stand?

Political leaders have spoken out strongly about the dangers of illicit nuclear 
trafficking, and co-ordination mechanisms have been established among the inter
national community and among agencies within individual governments.

Significant improvements have been made in security and accounting for 
weapons usable nuclear materials in the newly independent States (NIS), helped by 
sizable assistance from the USA and others.

Although it is impossible to perform a rigorous statistical analysis, the 
frequency of cases of illicit nuclear trafficking appears to have evened out in 
1995-1997 after having increased significantly in 1993-1994. On the other hand, the 
number of seizures and arrests has been rising since 1995. Again, most cases appear 
to be scams, or opportunistic thefts of radioactive sources, low enriched uranium or 
other materials lacking weapons usability.

There is no direct evidence that known terrorist groups or their State sponsors 
are contemplating attacks using nuclear devices, nor are there indications that these
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groups are actively seeking to procure nuclear materials. We have not seen conclusive 
evidence of the involvement of organized crime in nuclear smuggling.

However, we cannot be complacent. The leakage of even small amounts of low 
enriched uranium (LEU) points to a deficiency in the system of control that could be 
exploited. Certainly, the likely involvement of ‘insiders’ at nuclear facilities is 
disquieting, and the acquisition of hundreds of kilograms of LEU would be very 
useful to Saddam Hussein, even if this material could not directly be used for a 
bomb.

We should not assume that the illicit trafficking problem is exclusively related 
to Russia or to eastern/central Europe. We need to be concerned both about other 
geographical routes of transit from Russia and the NIS and about the potential for 
theft of nuclear materials from other countries. For example, there have been thefts of 
uranium residue in South Africa, and seizures of other nuclear and radioactive 
materials in other countries far removed from the FSU, including theft of LEU by an 
insider at a US nuclear fuel fabrication plant.

2. US POLICY

The US approach to nuclear materials security in Russia and the NIS, and to 
reducing the risk of illicit transfer of nuclear materials is codified in a 1995 
Presidential Decision Directive. Its key elements are as follows:

— A successful strategy will involve the full range of governmental capabilities, 
including intelligence, diplomatic, law enforcement, military and technical 
resources.

— We must co-operate internationally against illicit nuclear trafficking, both bilat
erally and in multilateral forums.

— The highest probability of success will derive from efforts to secure the nuclear 
material at its source.

— We also need a layered defence. This includes strengthened laws and national 
control systems, tools to detect and retrieve smuggled materials, international 
co-operation to apprehend traffickers, and a co-ordinated response capability to 
smuggling incidents.

— We need to closely co-ordinate and better integrate efforts to counter illicit 
trafficking with counter-terrorism co-operation, export control assistance and 
other similar activities. Given the sensitivities involved in counter-terrorism 
activities, the most prudent means of achieving this remains through bilateral 
channels whenever possible.
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Furthermore, the US programme of bilateral consultations on physical 
protection is pursuant to requirements by the US Atomic Energy Act to ensure the 
security of US nuclear material abroad.

3. US EFFORTS REGARDING BILATERAL CO-OPERATION

One of our most immediate goals since the breakup of the FSU has been to 
reduce the risk that Russian fissile material is stolen or diverted to would-be prolifer- 
ators. To address this, the Co-operative Threat Reduction (CTR) programme of the 
US Department of Defense (DOD) provides assistance to protect nuclear weapons in 
transport or before dismantlement. The CTR programme also helps Russia to build a 
secure storage facility at Mayak to protect materials from dismantled nuclear 
weapons.

Since 1994, the US Department of Energy (DOE) and its national laboratories 
have been working together with their counterparts in Russia, Ukraine, Kazakhstan, 
Belarus, Latvia, Georgia, Uzbekistan and Lithuania to improve nuclear materials 
security. Co-operation is under way at over 50 sites. Our emphasis is on securing 
weapons usable nuclear material (~650 t) in non-weapons forms. The specific work 
focuses on installing comprehensive, technology based material protection, control 
and accounting (MPC&A) systems comparable to those in use in the USA, and 
effective against both insider and outsider threats.

In addition to facility upgrades, the DOE programme encourages the develop
ment of a safeguards and security culture, and seeks to strengthen national systems 
for MPC&A, including ongoing training, technical support and independent 
regulatory agencies.

Co-operation extends beyond Russia and the Minatom laboratories; 
Gosatomnadzor of Russia, the Russian Navy, and other NIS are also being included.

Several export control assistance programmes also contribute to combating 
illicit nuclear trafficking:

— The US assistance programmes aim at improving the legal and regulatory 
foundation for export controls, including controls on nuclear material exports. 
They also work to develop professionalism in law enforcement and customs 
organizations, and to provide equipment for border controls and for information 
management and communications among officials.

— In addition to work in Russia, Kazakhstan, Ukraine and Belarus, these 
programmes are giving increased emphasis to the Caucasus, Central Asia, the 
Baltics and other transit points, including some at a distance from the FSU. For 
example, these programmes have provided X ray vans to facilitate customs 
inspections and similar equipment to facilitate enforcement.
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— New efforts involving programmes co-managed by the US DOD, the Federal 
Bureau of Investigation (FBI) and the US Customs Service similarly aim at 
training law enforcement personnel, border guards and customs officers, and at 
providing basic radiation detection equipment. Particular emphasis is being put 
on assisting Kazakhstan, Uzbekistan and Kyrgyzstan, as well as the States of 
eastern and south/central Europe.

Finally, we continue to co-operate with, and to help fund, the International 
Science and Technology Centre in Moscow and the Science and Technology Centre 
in Kiev, providing opportunities for peaceful research to over 19 000 scientists 
formerly engaged in research on weapons of mass destruction. The programme now 
includes projects developed and funded by private industry partners under the 
umbrella of the science centres. A related initiative, the DOE’s Initiatives for 
Proliferation Prevention programme, teams US weapons laboratories with their NIS 
counterparts to identify and validate technologies with commercial potential, thereby 
reducing the incentive for weapons scientists from the NIS to emigrate to countries of 
proliferation concern.

4. MULTILATERAL CO-OPERATION — THE PROGRAMME 
OF THE P-8 GROUP

Beyond our own bilateral programmes the USA clearly recognized the impor
tance of building broad international co-operation to combat and prevent illicit 
nuclear trafficking. As a dedicated supporter of all agreements and arrangements of 
the international non-proliferation regime related to nuclear materials and nuclear 
security, including the Non-Proliferation Treaty and the Zangger Committee, the 
Nuclear Suppliers Group and the Convention on the Physical Protection of Nuclear 
Material, the USA believes strongly in the efficacy of multilateral commitments for 
co-operation and information sharing in these areas.

As a natural next step, the P-8 Summit process has become a primary vehicle 
for developing a political framework for co-operation against illicit nuclear 
trafficking. The P-8 group is manageable in size, includes the major holders of 
nuclear materials, and enjoys the active and productive participation of the Russian 
Federation. At the April 1996 Nuclear Safety and Security Summit held in Moscow, 
the leaders of the P-8 group adopted a Programme for Preventing and Combating the 
Illicit Trafficking of Nuclear Materials.

— In this Programme, the eight States have committed themselves to strength
ening their collective action against illicit nuclear trafficking, and agreed to 
establish among themselves an information exchange mechanism.
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— The eight States have also called for enhanced co-operation and information 
sharing, as appropriate, on illicit nuclear trafficking issues bilaterally between 
the intelligence, customs and law enforcement agencies of the P-8 group, and 
have defined specific categories of information whose exchange is to be encour
aged. This gives a political mandate to domestic agencies to provide such 
information.

— A progress report on actions against illicit nuclear trafficking was included in 
the report of the foreign ministers issued at the 1997 Denver Summit of the 
eight States.

— Finally, the eight States have endorsed co-operation among their laboratories to 
strengthen forensic analysis of materials seized in nuclear smuggling cases. 
This is one of the most promising areas for practical international co-operation.

— Expansion of participation in such information sharing and crisis response is 
clearly desirable. The eight States have indicated their desire to have additional 
countries associate themselves with the objectives and political commitments 
of the 1996 Programme. The next meeting of these States, co-hosted by the 
Non-Proliferation Experts Group (NPEG) of the eight States and the IAEA, 
will discuss future activities and contacts to be undertaken under the auspices 
of the Programme.

The IAEA also has a fundamental role to play in co-ordinating the international 
response to illicit trafficking, as evidenced in its recent report (GOV/INF/818) on 
measures it is taking, and is proposing to help Member States combat illicit nuclear 
trafficking. The IAEA already manages a database of all trafficking incidents 
confirmed by participating States and, through its technical co-operation and physical 
protection programmes and expertise, has assisted Member States in improving 
physical protection measures at their nuclear facilities. The IAEA will also play a 
more critical role in helping the NPEG manage the future multilateral activities 
undertaken under the auspices of the Programme, including facilitating communica
tions and contacts made under the auspices of the Programme, and possibly helping 
to co-ordinate illicit trafficking related assistance of Member States to other Member 
States in need.

The IAEA is keeping in close contact with the NPEG as it develops its own 
views about where it can make the greatest contribution to combating illicit nuclear 
trafficking.

5. RESULTS

Finally, I would like to point out some key results from international co
operation against illicit trafficking.
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Through the P-8 process, we have secured a high level political mandate for 
further co-operation to prevent smuggling. It is particularly welcome that Russia has 
been willing to associate itself with this effort and has indeed played an active role in 
discussions of this issue among the eight States.

Multilateral discussions of the issue and the creation of a point-of-contact 
system have continued and should continue to compel each of the participating 
governments to address its own internal co-ordination mechanism for responding to 
nuclear smuggling cases and for exchanging information.

Not surprisingly, we have found that illicit trafficking crosses many depart
mental jurisdictions and disciplines, and has implications for a wide range of 
domestic bureaucratic interests. In the USA, we have been able to improve inter
agency co-ordination by creating a Response Group chaired by our White House 
National Security Council, which includes the Departments of State, Defense, 
Energy, Commerce and Customs, the FBI, the intelligence community, and others. 
This has greatly facilitated communication among the agencies and improved the 
coherence and speed of responses to requests for help from foreign governments.

Practical co-operation and assistance programmes are also having an effect, 
most notably on MPC&A, but also in training law enforcement and customs personnel.

6. NEXT STEPS

Once we have expanded participation in the P-8 Programme, there will be no 
need for additional political declarations. Implementation of already existing 
programmes and arrangements is now the most important priority. (This view does 
not preclude the need, if appropriate, for periodic reviews of agreements and arrange
ments, such as the Convention on the Physical Protection of Nuclear Material, to 
update and better focus their applicability to current circumstances.)

Among the priority implementation efforts are the need to maintain effective 
contacts and information sharing, not only within the eight countries but also with 
additional countries co-operating with the P-8 group, and to sustain support for 
MPC&A, law enforcement, customs and other assistance efforts.

As already suggested, an increased role for the IAEA seems advisable, both to 
facilitate communications and contacts undertaken under the auspices of the P-8 
Programme, and to help co-ordinate certain types of illicit trafficking related assis
tance programmes which are not currently co-ordinated among donor States.

Finally, we should consider expanding international contacts and co-operation, 
perhaps through a further expansion of the P-8 Programme, and begin looking at the 
dangers of illicit nuclear trafficking in areas of the world other than the countries of 
the FSU. Certainly, a more active dialogue with China, India and other countries with 
stocks of fissile materials would be useful.
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IAEA ACTIVITIES FOR ASSISTING STATES IN COMBATING ILLICIT TRAFFICKING 
IN RADIOACTIVE MATERIALS.

Numerous incidents in recent years have involved illegal movement of nuclear materials 
and other radioactive sources across State borders. This has given rise to the threat of nuclear 
proliferation, terrorist actions and potential serious hazards to public health. In general, small 
quantities o f radioactive materials have been detected —  over 90% radioactive sources and 
non-sensitive nuclear materials (natural, depleted and low enriched uranium). Apart from the 
proliferation aspect, misuse and diversion of radioactive sources may result in deaths and 
serious injuries, as long as there is no adequate control mechanism in the radiation safety 
infrastructure, including appropriate measures to detect and respond to illicit trafficking in 
Member States. The purpose of the IAEA programme on combating illicit trafficking is to 
assist Member States in gradually reducing the potential threats of these criminal activities by 
improving measures for prevention, detection, response, training and exchange of information. 
Prevention mainly requires enhancement of the regulatory infrastructure and physical 
protection. Guidance on detection and response will be provided in a Safety Guide on 
Prevention of, Detection of and Response to Illicit Trafficking, with supporting technical 
documents in the form of manuals, co-sponsored by the World Customs Organization. 
Technical details are being derived in an extensive pilot study on border monitoring systems. 
Further activities include provision of special training programmes and fostering the exchange 
of information through regular technical committee and interagency meetings, as well as 
providing information from the IAEA illicit trafficking database.

1. INTRODUCTION

Illicit trafficking in nuclear and other radioactive materials is not a new 
phenomenon. However, perhaps initiated by several well publicized incidents with 
weapons usable materials in 1994 in Europe, concern about the nuclear ‘black 
market’ has increased remarkably. Although the number of illicit trafficking cases has 
risen substantially since the collapse of the former Soviet Union (FSU), the overall
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extent of the problem is not restricted to Europe and nuclear proliferation. As a matter 
of fact, the frequency of incidents involving weapons usable material is by far (over 
90%) exceeded by incidents involving radioactive sources, low enriched, natural and 
even depleted uranium. This adds an additional threat, i.e. the potential radiological 
hazard to workers, the general public and the environment.

The consequences of uncontrolled trafficking in radioactive materials have been 
clearly demonstrated by a number of particularly serious events. Examples range 
from the well known Goiania accident in Brazil in 1987 [1], which caused multiple 
deaths and contamination of large parts of a city, to the recent discovery of a French 
radiation source of 200 GBq of 137Cs on the scrap yard of a metal foundry in 
Hettstedt, Germany. This very intensive source, producing a dose rate of 2.5 Sv/h in 
its environment, had passed the German sea border undetected at first. It must be 
expected that such cases, where radiation sources used for industrial gauging, non
destructive testing or radiation therapy have crossed borders and ended up uncon
trolled and unprotected because of theft, or careless or fraudulent disposal, will 
increase in frequency. In the hands of terrorists, radioactive materials could be used 
as simple and crude but highly dangerous radiological weapons. This kind of threat 
has already been demonstrated by Chechen rebels in Moscow. It has therefore to be 
realized that unauthorized movements of radioactive materials are a serious matter of 
concern, even outside of proliferation.

1.1. Cases of smuggling of radioactive materials

Figure 1 shows the annual occurrence of illicit trafficking cases which have 
been reported to the Office of Non-proliferation and National Security of the 
US Department of Energy (US DOE) [2], According to these data, the total number 
of reported cases has increased in the period from 1992 to 1995, with a particularly 
strong increase of incidents involving radioactive sources. In 1994, an unprecedented 
situation of four seizures of weapons usable special nuclear materials occurred in 
Europe, while in 1995 no such materials were detected.

Figure 2 shows the annual number of incidents of illicit trafficking confirmed 
by States, contained in the IAEA Database on Illicit Trafficking of Nuclear Materials 
and other Radioactive Sources, and their distribution among the different types of 
material. Here we observe a continuous decrease in the frequency of verified cases 
from 1993 to 1996. It should be noted, however, that remarkably few verifications 
have been received during this period from Russia and the other States of the FSU, 
perhaps for administrative reasons. This might lead to some distortion of the total 
picture.

Concerning the different types of nuclear and other radioactive material seized, 
the IAEA database of verified cases between 1993 and 1996 gives the distribution 
shown in Table I.
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TABLE I. VERIFIED INCIDENTS OF SEIZURE OF NUCLEAR AND 
RADIOACTIVE MATERIALS INCLUDED IN THE IAEA DATABASE 
(JULY 1997)

Pu HEUa LEUb Una,C +
u depd

Radioactive
sources

Total

1993 — 1 8 26 16 51
1994 5 3 15 16 12 51
1995 — 2 7 9 9 27
1996 1 — 9 6 7 23

Total 6 6 39 57 44 152

Percentage 4% 4% 26% 37% 29%

Pu + HEU: Pu + HEU LEU + Unat: Sources:
8% + LEU: 34% 63% 29%

a HEU = highly enriched uranium; 
b LEU = low enriched uranium; 
c Unat = natural uranium; 
d Udep = depleted uranium.

It can be seen that the majority (63%) of the cases involve low enriched, natural 
and depleted uranium, followed by radioactive sources (29%). In only 8% of the 
seizures have weapons usable materials, i.e. plutonium and highly enriched uranium 
(>20%), been found.

2. HISTORY OF THE IAEA PROGRAMME

In September 1994 a resolution by the General Conference called upon 
Member States “to take all necessary measures to prevent illicit trafficking in nuclear 
material” and invited the Director General “to intensify the activities through which 
the Agency is currently supporting Member States in this field”. Since then, the IAEA 
has proceeded to carry out these activities within the framework of its programme on 
Security of Material, performed jointly by the Departments of Safeguards, Nuclear 
Safety and Technical Co-operation, and the Legal Division.

In April 1996 the Nuclear Safety and Security Summit in Moscow reaffirmed 
the need for strong and co-ordinated actions in this field and recognized the impor
tance of international co-operation, in particular through the IAEA, and co-operative 
intelligence involving customs and law enforcement agencies.
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Milestones in the history of the programme are the first experts’ meeting in 
1994, with representatives of 46 States, two succeeding experts meetings in 1995, and 
the start-up of the IAEA illicit trafficking in the same year. Further important events 
include two technical committee meetings in 1996 and 1997, and one meeting each 
in 1995,1996 and 1997, with intergovernmental agencies such as the World Customs 
Organization (WCO), the International Criminal Police Organization (INTERPOL), 
EUROPOL, the International Civil Aviation Organization (ICAO), the International 
Marine Organization (IMO), the International Air Transport Organization (IATA), the 
International Road Transport Organization (IRTU), the United Nations (New York), 
the European Commission, EURATOM, the Universal Postal Union, the International 
Federation of Air Pilots’ Associations (IFALPA) and the International Railway Union.

3. MAIN ACTIVITIES OF THE PROGRAMME

The essential activities of the IAEA to assist Member States in this programme 
comprise measures for prevention, detection, response, training and exchange of 
information. An essential part of the programme, covering the most important aspects 
of measures against illicit trafficking, is the establishment of a Safety Guide with 
supporting technical documents.

3.1. Safety Guide on Prevention of, Detection of and Response to
Illicit Trafficking in Radioactive Materials

The International Basic Safety Standards (BSS) for Protection against Ionizing 
Radiation and for the Safety of Radiation Sources [3] provide the background and the 
scientific foundations for Safety Guides that serve as direct input into national legis
lation. Both the safety and the security of radiation sources and radioactive materials 
are covered in the BSS. Such materials must be kept secure, with close control and 
immediate reporting to the regulatory authorities in case of decontrolled, lost or stolen 
sources, and for periodic taking of inventories of movable sources and materials.

This publication is primarily aimed at enabling Member States to establish a 
new system or to enhance an existing system for preventing, detecting or responding 
to illicit trafficking in radioactive materials. This includes the national radiation 
protection and nuclear safety infrastructure as well as the regulations concerning law 
enforcement and/or border control activities. The technical information provided in 
the Safety Guide on Prevention of, Detection of and Response to Illicit Trafficking (to 
be published) will give guidance for those responsible for the development, construc
tion or selection of measuring and detection equipment, for the training and 
qualification of personnel as well as for other elements of dealing with illicit 
trafficking in radioactive materials. This Safety Guide addresses all radioactive
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materials, such as sources, waste and nuclear materials. It will be supported by several 
technical manuals for customs officials, postal officials, law enforcement officers and 
procurement agencies on customs inspection techniques, instrumentation specifica
tions, test and calibration protocols, etc.

3.2. Prevention

Illicit trafficking should primarily be countered through prevention. This 
requires a well established national regulatory infrastructure control mechanism for 
the safety and security of radioactive sources, as identified in the BSS and in related 
IAEA documents, which must be founded upon national legislation. The relevant 
features of the infrastructure which pertain most directly to illicit trafficking are those 
aimed at preventing the loss of control, including unauthorized receipt, theft, posses
sion, use, transfer, import/export and disposal of radioactive materials. This includes 
requirements regarding periodic inventories of radioactive materials and adequate 
records of accountability, to ensure that the materials are in their assigned locations 
and are secure, as well as prompt notification of the regulatory authority of lost 
radioactive materials, or loss of control over radioactive materials. The IAEA 
programme is focused on assisting Member States in the establishment and/or 
enhancement of national control systems based on legislation and regulations for 
implementation. An interregional model project for technical co-operation in 
upgrading the radiation protection infrastructure started in 1993 and currently covers 
53 States. In addition, legislative assistance is provided to support a number of newly 
independent States in their national efforts to establish and/or strengthen the 
necessary legal infrastructure, with the help of an international group of legal experts.

Physical protection against theft or unauthorized diversion of nuclear materials 
is another focal point of prevention. This subject is covered in detail in other papers 
of this conference (e.g. papers Nos IAEA-CN-68/3, 32, 40, 43). An essential part of 
this programme is the ongoing co-ordinated technical support programmes (CTSPs) 
as well as the international physical protection advisory service (IPPAS).

3.3. Detection of illicit trafficking

Radiation monitoring for detection of illicit trafficking is an essential part of the 
control of radioactive materials. It is a useful method to provide non-invasive interro
gation of flows of people and transport vehicles crossing checkpoints, for which rapid 
monitoring procedures are required. Radiation monitoring is particularly important in 
instances where control over or security of radioactive materials has been lost and as 
an adjunct to response. Monitoring should be performed at control points which have 
the greatest potential for identifying illicit trafficking, i.e. boundaries of nuclear and 
radiological facilities, customs checkpoints, etc. In general, gamma radiation
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monitoring should be applied. For the purpose of detection of nuclear materials, 
especially with higher sensitivity (small amounts or shielded materials), neutron 
detection systems may be required. Two categories of measurement are to be 
distinguished:

(a) gamma and/or neutron detection, to detect the presence of radioactive materials;
(b) dosimetry, to inform the investigator about the level of radiation and to protect 

persons and the environment.

Instruments to detect illicit trafficking in radioactive materials can be divided 
into three basic categories:

(a) Hand-held instruments, for alerting and protection of the investigator, also for 
location of a source in a vehicle. These types of instrument should be small and 
easy to use, even by untrained staff, and allow for quick, qualitative control of 
suspect materials.

(b) Portable and mobile instruments, which are more sophisticated but also bulkier. 
The associated electronics may include multichannel analysers for gamma 
spectroscopy to determine the identity of radioactive materials. However, these 
instruments need trained staff, are less rugged and more expensive. They are 
typically used when radioactive materials have been located by hand-held 
instruments and they can be mounted on vehicles or helicopters to examine 
large areas or to detect small amounts of, or shielded, radioactive materials at a 
larger distance.

(c) Fixed installed instruments, designed to be located at border control stations, 
airports, ports of entry, conveyor belts, scrap metal plants, etc. Alarms and 
display instruments are usually installed in an area away from the detector 
system. These instruments do not require highly specialized training of staff 
and allow a continuous flow of persons, luggage or vehicles with reasonable 
speed.

At present, various instrumentation is available in the different categories, some 
of it used already for detection of illicit trafficking. Fixed installed systems, mostly 
‘portal monitors’, are generally optimized for monitoring of scrap metal contamina
tion. They are very sensitive to gamma radiation, rather insensitive to neutrons, quite 
expensive and not optimized for large scale use at borders.

In order to assist Member States in the selection of suitable and cost effective 
instrumentation, the IAEA — together with the Austrian and Hungarian customs 
authorities — is organizing a large scale study for testing and possibly development 
and/or optimization of border monitoring systems. This study is funded by the 
Austrian Government and will be performed by the Austrian Research Centre
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Seibersdorf. Following laboratory evaluation under realistic scenarios, test installa
tions of selected equipment are planned at the Austrian-Hungarian border and at 
Vienna airport. The study will cover automatic vehicle monitors for use at road and 
rail border crossings, pedestrian and cargo monitors at the airport as well as portable 
and hand-held instruments for the location of hidden radioactive materials, and 
personal monitors for the protection of the investigators.

3.4. Response

Response refers to all necessary actions upon detection of an incident. It is 
required wherever information, or suspicion, exists about radioactive materials not 
being under appropriate control. Member States should have a pre-established plan to 
respond to illicit trafficking and/or loss of control of radioactive materials, which 
should be implemented upon notification of loss of control or when the regulatory 
authority otherwise becomes aware of a possible incident. The type of response 
depends very much on the particular circumstances, e.g. the type of radioactive 
materials, the place where they are located and potential pathways of exposure.

Measures of response include evaluation of the threat, application of adequate 
radiation safety procedures based on dose rate measurements, and identification of 
the material based on specific lists of materials (see Ref. [4]). The next steps are 
isolation of the seized material, notification of the relevant radiation protection 
authority for assistance, and safe transport to an adequate intermediate storage 
facility. Response measures have to be tailoured to the particular logistics of the 
border inspection agencies involved.

3.5. Training

Training programmes on security of sources, physical protection, implementa
tion of the BSS and transport safety are directed at members of national health 
authorities, radiation /environmental protection authorities, nuclear energy authorities 
and transport authorities. Specialized training modules for field personnel (customs 
officials, postal officials and law enforcement officers) have been designed in co
operation with the the WCO and will cover the necessary detection and response 
activities. As experience shows, these training initiatives also help to establish and 
improve links and closer co-operation between the authorities concerned in the 
individual countries. A major training activity was the “Joint IAEA/WCO Train-the- 
Trainers Course in Nuclear Smuggling”, which took place in Vienna and Seibersdorf 
on 2-6 June 1997. It was attended by 38 participants from 16 countries of eastern and 
central Europe. This was the first course based on the WCO training module and 
combined with field exercises. Special trainers from organizations and customs 
authorities in Austria, Germany, the United Kingdom and the United States of
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America presented lectures, together with experts from the IAEA and WCO. Further 
such training activities are planned on a regular basis in the future.

3.6. Exchange of information

These activities mainly comprise the operation of the IAEA Database on Illicit 
Trafficking of Nuclear Materials and other Radioactive Sources, and the conduct of 
technical meetings on this topic. The Database was started in August 1995, and 54 
States are currently participating. The Database contains a summary and detailed 
information on reported incidents in chronological order, types and levels of radiation 
detected, results of sample analysis, information on persons involved and law 
enforcement actions. Basic, non-classified information is periodically distributed in 
summary reports to the participating States. The primary information sources are the 
points of contact in the USA, but information from the media and other open sources 
is also entered. Such incidents will only be maintained in the Database if they are 
officially confirmed by the States involved.

Technical meetings convened within this programme comprise two technical 
committee meetings in 1996 and 1997, and three interagency meetings in 1995, 1996 
and 1997, with participation of WCO, INTERPOL, ICAO, IOM, IATA, IRTU, UN, 
EURATOM, IFALPA and others. An upcoming major event within this programme 
will be the “International Conference on the Safety of Radiation Sources and the 
Security of Radioactive Materials” in France, on 14—18 September 1998, co
sponsored by EC, INTERPOL and WCO.
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Abstract

DEMAND SIDE ANALYSIS OF THEFT OF NUCLEAR MATERIALS: SOME INSIGHTS 
FROM THE STUDY OF COMPLEX CRIME.

Some new insights into ways to augment existing physical security and safeguards 
procedures for nuclear materials can be gained by examining lessons learned from the study of 
complex criminal activities. This is intended to augment existing safeguards and security 
procedures by aiding in planning and integration of off-site activities. The approach described 
in the paper has been in use in law enforcement investigations of sophisticated property crimes 
for over twenty years. The approach involves developing a process model based on formal 
systems analysis methods. The model depicts all activities that perpetrators would have to carry 
out, from initial specification of desired materials and targets through escape and covering up 
of the operation. The basic model covers eight generic task steps: specification of the need, 
identification of the potential sources, establishment o f contacts at the site, establishment of 
the means to execute an ‘acquisition’, execution of the acquisition, management of the 
collaborators, escape and transportation of items to their destination. Analysis of complex 
criminal activities indicates that in order to succeed, five basic requirements will have to be 
met: establishment o f an organization to execute the crime; detailed planning and logistical 
support; covering up the existence of a crime before, during and after execution; focusing on 
the ‘weakest link’ in a system; and ensuring that everything appears ‘normal’ at all times. The 
paper presents two examples of the detailed tasks that would face a perpetrator at a hypothetical 
site. One conclusion which can be drawn is that the degree of complexity required for a 
successful theft and cover-up is formidable. By understanding what the perpetrators will have 
to do to succeed, security personnel can make the undertaking even more risky and difficult for 
them.
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1. OVERVIEW

In this paper we present an analytic methodology based on systems analysis 
which can be used to identify diversion strategies of adversaries and to devise 
countermeasures. This is intended to provide safeguards and security personnel with 
an additional analytic tool to augment those commonly used. The approach is based 
on methods that were developed to combat sophisticated criminal activities such as 
embezzling or fraud. In essence, the procedure consists of defining the set of adver
sary needs and then ‘reverse engineering’ the process that would be required to actu
ally obtain either the materials or the technology. By doing this, it is possible to devise 
strategies to counter potential adversaries.

2. NUCLEAR THEFT AS A COMPLEX CRIME

Thefts of nuclear materials or illegal acquisition of ‘trigger list’ items are inher
ently difficult undertakings. Because of national security programmes and the inter
national community’s active involvement in preventing proliferation, the illegal 
acquisition of nuclear weapons materials or technology is very difficult. Thus, if a 
determined adversary intends to obtain such commodities, this must be done illegally.

Illegal acquisition is a very difficult challenge. Perpetrators face huge risks if 
their activities are discovered. Thus, concealment is essential to success. Also, the 
adversary must obtain the desired items inside other countries’ territories. This means 
that not only is concealment essential but a dependable organization is also needed to 
carry out the work. In short, a successful criminal operation will be very complex and 
will require considerable resources to function over time.

The same demanding circumstances have faced criminal organizations for 
many years. For this reason, law enforcement analysts working to counter criminals 
developed investigative procedures that recognize that many complex crimes require 
significant infrastructures both to carry out the crimes and to cover the fact that crimes 
have been committed. Over twenty years ago, Edelhertz [1] developed methods for 
investigating concealed property crimes by defining and then examining all the 
activities which would have been necessary to support such crimes.

These investigative procedures were devised to counter increasingly complex 
fraud schemes. These include sophisticated activities of organized crime, such as 
large scale disposal of stolen property, bank fraud, money laundering, tax evasion and 
other embezzling schemes. The authors have used these ideas as the point of 
departure for developing a system analysis based model of the process by which 
adversaries would seek to obtain nuclear materials or technology [2]. The 
methodology developed provides a means to ‘reverse engineer’ potential theft 
situations from the perspective of the criminal adversary. This approach can provide
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security personnel with a new tool to thwart thefts before the fact or to use in inves
tigations. It is intended to supplement many approaches already in use, such as 
vulnerability analysis, material accounting or analysis of physical security systems.

3. A PROCESS MODELLING APPROACH TO THEFT OR DIVERSION:
THE DEMAND SIDE

The point of departure is a generic process model of illegal acquisition. When 
formulating an application for a specific installation or a specific commodity, a very 
detailed model is built which is based on the generic processes. More detailed exam
ples will be given later in this paper.

The eight generic process steps are:

(1) Specification of the need,
(2) Identification of the potential sources,
(3) Establishment of contacts at a target site,
(4) Establishment of the means to execute an ‘acquisition’,
(5) Execution of the acquisition,
(6) Management of the collaborators,
(7) Escape,
(8) Transportation of the items to their destination.

Specification of the need involves identifying what materials, knowledge or 
technology would be of value to an adversary’s weapons programme, and then deter
mining whether obtaining them by theft is a viable option. This list will not include 
everything necessary to build a nuclear weapon, but only those things that the adver
sary does not possess in adequate quantity or number. The requirements will be based 
on the technology being used in the adversaries’ programme. Thus, an adversary may 
or may not be interested in obtaining nuclear grade graphite, heavy water or other 
specialized materials.

The second step in the process is identification of the potential sources for the 
items desired. Given the vast scope of the world’s nuclear weapons complex, these 
items may be available at several locations. The key is that the adversary will have to 
select specific sites where the desired items may be obtained and then develop a 
strategy to obtain them.

The third step is establishment of contacts at a target site. The objective is to 
recruit some collaborators who either knowingly or unknowingly will assist the 
adversary in obtaining the desired items.
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The fourth step is establishment of the means for carrying out the acquisition. 
In essence, this is the point at which the adversaries conduct a feasibility evaluation 
to see which strategy may work best. There are the overt purchase options that involve 
buying materials or technology through legitimate ‘front’ organizations. There are 
also covert purchases, diversions involving insiders and, perhaps least likely, a direct 
theft by the adversaries.

Execution of the theft or diversion will occur after all the planning and prepa
ration has been completed. Depending on the option selected, the adversary will 
obtain the desired goods and then try to bring them to their final destination without 
detection.

Management of the collaborators is another task that must be carried out if the 
diversion is to be successful. For willing collaborators, the adversary must either pay 
them or arrange for their security after the diversion has taken place.

Finally, the adversaries must execute their escape from the area and bring the 
goods obtained to their final destination. These tasks obviously involve transporting 
the goods, but also involve maintaining the cover of the operation long enough to 
make a complete escape.

4. REQUIREMENTS FOR SUCCESS

With the generic process of activities defined, information gathered in the study 
of complex criminal operations can now be used to indicate what the adversaries will 
have to do to succeed. These points can be considered as the requirements for 
success. They can also be developed in very great detail when applied to a specific 
case or situation. However, in this paper, we will only discuss the most general 
requirements:

— Establishment of a complex organization to execute the crime;
— Detailed planning and logistical support;
— Need to cover the existence of a crime before, during and after execution;
— Focusing on the ‘weakest link’ in a system;
— Ensuring that everything appears ‘normal’ at all times.

Because the theft problems are themselves quite complicated, complex organi
zations must be established to steal and deliver the desired commodities. In the 
nuclear context this would include such things as front companies that procure the 
needed items, operatives inside target countries, finance arrangements to pay for 
needed work, secure transportation links and communications networks. All of these 
operations must be put in place covertly and in a manner ensuring that they will 
function when needed.



IAEA-CN-68/28 3 8 9

The planning and logistics needs for a significant operation are likely to be for
midable. An example is the sizable array of organizations and front companies put 
together by the Islamic Republic of Iran to support its arms buildup [3], Even more 
ominous are the highly sophisticated and huge organizations that support inter
national traffic in cocaine [4].

Misrepresentation, disguise and other forms of ‘cover’ are absolutely critical to 
the success of most property crimes and especially to nuclear thefts or diversions. 
There are many reasons for maintaining cover during an operation. One is that sev
eral of the perpetrators operate ‘inside’ the target organization. Discovery generally 
means that the fraud is quickly terminated. Thus, cover is essential for the criminals’ 
personal survival during the period when the thefts are in progress.

In the case of nuclear materials, maintaining cover is of special concern to the 
client. Successful diversions must be covered indefinitely in order to maintain a posi
tion of plausible denial. Discovery of one part of the supply chain can mean that the 
international community is given grounds to aggressively investigate the client’s 
secret.

Another feature of successful complex crimes was that the persons who 
planned the crimes appeared to adopt a strategy of searching for the weakest link in 
a target system. In the case of property crimes or bank frauds, the weakest links were 
the points where custody was being transferred from one place to another. At the 
points where money is being legitimately transferred from one account to another 
there is the opportunity for diversion, simply because there may be uncertainty about 
what is being sent and what is being received. Another favoured point to divert 
material was in shipping. Often, records were altered during the transit process to 
indicate that the amount received was consistent with what was sent. In reality, some 
portion of the shipments had been diverted [5].

One final requirement for success in these types of crime is that the perpetra
tors will go to great lengths to make it appear that everything is normal. This is 
critical to avoid alerting unwitting accomplices or provoke security probes. The 
approach taken will vary with the situation; it can include organized dissemination 
of misleading information, impeding investigation of records, using legitimate oper
ations to bury the fraud in a mountain of detail, modifying records, or several other 
tactics.

4.1. Examples

Having set out the basic methodology for portraying the theft process and the 
unique requirement based on the criminal nature of the process, we will now give two 
examples to show how the methods are applied. These are entirely hypothetical cases 
and are intended only to illustrate how the methods are used.
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TABLE I. TASKS FOR ESTABLISHING CONTACT AT A SITE

Establish a presence at a site near a ‘closed city’

Develop a legitimate reason for being in the area
—  Business relationship under government auspices
—  Environmental cleanup programmes
—  Other

Obtain official invitation
—  From target site
—  From different sites in the area

Establish contact person in the facility
—  Foreign visitors department
—  Contact in targeted department
—  Any contact person who may be useful

Establish a credible and legitimate rationale for establishing a presence in the area
—  Front company
—  Joint government programme
—  Joint venture

Company business activities
—  Cover activities (e.g. business) must be credible
—  Facilitate collection of data on target facility
—  Facilitate identification of key personnel in facility

Attempt recruiting key personnel
—  Hire former facility employees: managers and staff
—  Use intermediaries to make contact

Assess potential for recruiting political dissidents
—  Evaluate incentives and disincentives for collaborators 

(economic/political)

Avoid security and surveillance
—  Maintain operational cover
—  Avoid counterintelligence operations at site
—  Avoid ‘traps’ set to detect foreign operations
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4.1.1. Example 1: Establishing contact a t a potential provider’s location

Establishing contact with insiders at a facility within a weapons complex is a 
critical step for adversaries trying to obtain either material or technology. Table I 
gives a sample of the detailed tasks that will have to be carried out in order to estab
lish contact at a target site. It is readily apparent that, even in the most favourable 
situation, this is a difficult undertaking. The difficulty in simply getting to some loca
tions can be formidable.

For example, in the States of the former Soviet Union, the weapons complex 
has many major facilities distributed across Russia, Ukraine and Kazakhstan; many 
are in Siberia and central Asia. Most of the production facilities are in remote loca
tions that are far from the major population centres. In 1996, the ‘closed cities’ were 
opened to foreign visitors, but only for persons with an official invitation. It is very 
difficult to ‘drop in’ on one of these areas (e.g. Tomsk, Arzamas-16) or to set up a 
‘business’ without local officials being aware of the presence of an outsider.

Access to the US weapons complex is somewhat easier in one way, in that there 
are no built-in restrictions on visiting cities near the facilities or taking up residence. 
However, once an outsider attempts to establish contact with personnel in key posi
tions within the weapons complex, there is an excellent chance that security officials 
will quickly become aware of the presence of ‘visitors’ in the region.

Besides setting up a business, there are other ways for foreigners to establish 
contact with people at weapons sites. These include official visits, conferences and 
technical exchanges. However, the simple act of contact does not provide any assur
ance that such a contact will lead to assistance in a theft or diversion venture. Such 
contacts may have entirely the opposite effect, i.e. the individual who initiates the 
contact may become the object of suspicion.

In Russia, even if an adversary is successful in gaining access to an area near a 
target site, the process of recruiting collaborators is extremely difficult. It does not 
seem likely that persons in the weapons complex would quickly trust a stranger who 
is seeking a deal that was highly illegal under the former system. During the Cold 
War, individuals who occupied critical positions in the weapons complex were those 
considered trustworthy. It is from these people that an adversary is attempting to 
recruit collaborators. While this is not a guarantee that personnel who deal with 
foreigners will be trustworthy, it indicates that many of the most knowledgeable staff 
members and key technical personnel may also be among the least likely to compro
mise their country’s secrets.

4.1.2. Example 2: Establishing the means fo r  a theft

Establishing the means for a theft involves gathering all the information needed 
to carry out the theft, as well as planning, logistics, personnel recruitment and other
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Information gathering Storage locations/security
Sensors/detectors 
Access routes 
Egress routes
Inventory methods and procedures
Material identification methods used
Methods used for resolution of inventory variances
Seals and tags used
Weight of target container

Planning Identification of target container 
Procedure to avoid or defeat alarms 
Specification of tools and equipment for theft 
Specification of ‘dummy’ material 
Access routes 
Egress routes
Means to defeat locks and sensors

Entry Access to storage area 
Access to target container

Removal from storage Suspend or disable alarms 
Remove material from target container 
Place ‘dummy’ material in container 
Replace container

Concealment of target material Option (1): concealment in building 
Option (2): removal of small quantities 

from site each day

Concealment of theft Option (1): use of ‘dummy’ material 
Option (2): change of records

Egress of building Conceal stolen material 
Defeat or avoid sensors and guards 
Replace locks or seals

Egress of site Avoid sensors or guards 
Pass through or around gates
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preparations. The summary example in Table II shows the high level tasks that would 
have to be accomplished to obtain material from a secure facility.

As in example 1, the details of what must be accomplished show the obstacles 
facing an adversary. Furthermore, all of the tasks must be accomplished in sequence 
and without revealing that an operation is under way.

5. CONCLUSION

The methodology described here can be used to augment current safeguards 
and security systems by providing a means for developing a detailed specification of 
what adversaries would have to do to carry out a variety of illegal acquisitions. The 
approach involves systems analysis to develop detailed process models of adversary 
activities. Applying the knowledge obtained about the methods used to carry out 
complex property crimes facilitates building these process models.
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Abstract

THE MODERN SPECTRUM OF NUCLEAR TERRORISM.
The modem spectrum of nuclear terrorism includes the types of nuclear terrorism that 

are actually observed in the world today and the types of terrorism that are postulated or 
anticipated on the basis of highly publicized and disseminated information sources. The ease 
of obtaining information on nuclear weapon design and nuclear material is pointed out in order 
to raise the awareness that nuclear terrorism is possible. The information and the material 
required to produce a sophisticated nuclear weapon are usually very well protected, but some 
of the less attractive material is often not as well protected. The world community can protect 
itself against nuclear terrorism by significantly increasing the physical protection of all types 
of material that can be potentially used by terrorists.

1. INTRODUCTION

The paper discusses the modem spectrum of nuclear terrorism. This spectrum 
includes the types of nuclear terrorism that are actually observed in the world today 
and the types of terrorism that are postulated or anticipated on the basis of highly 
publicized and disseminated information sources. The relative consequences of these 
terrorist acts, the relative ease of acquisition of materials needed to construct nuclear 
terrorism devices, as well as the relative ease of construction of nuclear terrorism 
devices and the technology required are discussed. A short discussion of the 
information that is available on the construction of nuclear terrorism devices is also 
included. The conclusion of this paper is that there are plenty of high quality sources 
that describe in detail the construction of nuclear terrorism devices, the technology 
required is relatively simple in most cases, and use of these devices can have cata
strophic consequences. Therefore, the world community can only protect itself 
against nuclear terrorism by significantly increasing the physical protection of all 
types of material that can be potentially used by terrorists.
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2. BALANCED PROTECTION

Protection against loss of nuclear material to terrorists can only be accom
plished by a balanced physical protection system (PPS) that incorporates the use of 
four key components. These four components are detection, assessment, delay and 
response. The PPS must provide for detection and assessment at the start of a theft or 
sabotage attempt, and delay of the adversary long enough to allow guards to interrupt 
and defeat the adversary prior to completion of the sabotage act on the site or removal 
of nuclear material from the site. If material is allowed to be removed from the site, 
there is no guarantee that it will be recovered prior to its use in a nuclear terrorism 
device. The failure or absence of any one of these four key components will cause the 
entire protection system to fail. There are certain locations in the world where all four 
key components are not present. These locations are therefore at increased risk of 
theft or sabotage.

3. NUCLEAR TERRORISM

The types and relative consequences of nuclear terrorism are shown in Table I.

TABLE I. TYPES AND RELATIVE CONSEQUENCES OF NUCLEAR 
TERRORISM OR ACCIDENTS AS ANALOGS

Type Definition Example Consequence

Prompt dose Exposure of people to extremely 
high levels of radiation

137Cs in dump Low

Scatter Spreading of nuclear material 
in the environment

Palomares, Spain Extremely high

Criticality Creating nuclear criticality to 
cause spread of contamination

Production
accidents

Low

Reactor sabotage Causing core disruption and 
release into the environment

TMI, Chernobyl Extremely high

Improvised 
nuclear device 
(IND)

Creating and detonating an IND Postulated Catastrophic

Nuclear weapon Detonating a nuclear weapon 
to create a nuclear blast or 
plutonium scatter

Manhattan project Catastrophic
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The relative ease of construction of nuclear terrorism devices is shown in Table II. 

TABLE II. RELATIVE EASE OF CONSTRUCTION OF TERRORISM DEVICES

Simple Easy Moderate Difficult Very difficult

Prompt dose Criticality Reactor sabotage Sophisticated 

IND detonation

Nuclear weapon 

detonation

Nuclear material 

scatter

Nuclear weapon 

plutonium scatter

Crude IND 

detonation

The relative ease of acquiring nuclear material is shown in Table III.

TABLE III. EASE OF NUCLEAR MATERIAL ACQUISITION

Simple Easy Moderate Difficult Very difficult

Criticality

Prompt dose

Nuclear material 

scatter

Plutonium scatter Crude IND 

Reactor sabotage

Nuclear weapon 

plutonium scatter

Sophisticated IND

Nuclear weapon

There are many Internet sites and publications that discuss nuclear terrorism 
and provide design information for nuclear terrorism devices. In some of these there 
is much discussion of the use of less than weapons grade nuclear material to create 
small nuclear explosions. A terrorist can cause an extremely high consequence scatter 
in such an attempt even if no nuclear yield is achieved. There is broad media cover
age of any nuclear theft, however small. This coverage unwittingly spreads the 
perception that there is a ‘black market’ for nuclear material. If individuals with 
access to nuclear material believe a market exists, thefts are more likely to occur.

4. CONCLUSIONS

The conclusions of this paper are:

— Open source information for all types of nuclear terrorism is plentiful;
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— Because of media reports there is increased awareness of potential nuclear 
terrorism and a nuclear ‘black market’;

— Because of changes in nuclear industries in nuclear weapon States there is an 
increase in the chances of insider sabotage;

— Protection of some nuclear material is not balanced;
— Detonation of IND can cause extremely high consequence plutonium scatter 

even if no nuclear yield is achieved.

Highly effective, balanced physical protection systems are the only defence 
against nuclear terrorism.
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Abstract

IMPLEMENTATION OF MEASURES TO PREVENT ILLICIT TRAFFICKING IN 
NUCLEAR MATERIAL.

Illicit trafficking in nuclear material and/or radioactive sources continues to be an 
increasing world proliferation problem and a potential danger for public health and security. To 
counter this, fast channels of communication and exchange of information have been created 
with the various organizations which, directly or indirectly, have jurisdiction (and/or 
competence) with respect to criminal acts involving such material (theft, diversion or 
distribution). Such organizations include those concerned with frontier control (Argentine 
national customs), security forces (Argentine Federal Police, national gendarmerie, aerial 
police), the information sections of the various intelligence services, import/export control 
offices, etc. In Argentina the Nuclear Regulatory Authority (NRA) is equipped to engage in the 
detection and investigation of incidents involving illicit trafficking in nuclear material and/or 
radioactive sources. The NRA is performing this work through the sector responsible for both 
operational control and analysis of the design of physical protection systems at all the nuclear 
facilities in the country. In line with the efforts made by the IAEA via the Consultant Services 
Meetings, the NRA has conducted since 1996 various training courses at various levels. For 
example: training of frontier control officers o f the national customs (approximately 
150 persons will have been trained by the end of 1997); specific courses on detecting 
radioactive material for customs and security personnel at airports; and regional courses for 
Latin America and the Caribbean on physical protection of nuclear material and facilities (this 
project will be implemented in 1998 through the ARCAL technical co-operation programme). 
In addition, in accordance with a co-operation agreement which the NRA and the Argentine 
Federal Police signed 18 years ago, a large number of police officers have been trained to date 
on radiological protection and nuclear safety, which will facilitate interaction with the 
emergency response group of the NRA. As a result o f the experience acquired and taking into 
account the increasing problems of illicit trafficking, the two organizations organized, with the 
assistance and active participation of Interpol, an initial training course for officers of the 
Argentine Federal Police. In addition to this course, conducted several months ago, it is 
intended to hold an international seminar on ‘Nuclear Crime’ in Buenos Aires in April 1998 
with the aim of familiarizing the different federal police forces of other States with the problem

3 9 9
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of illicit trafficking in nuclear material and radioactive sources and the corresponding 
prevention and response measures. The paper outlines the efforts o f the national institutions to 
deal with the problem of illicit trafficking in nuclear material and to ensure that, should any 
such criminal acts occur, their consequences will be minimized.

1. INTRODUCTION

In recent years, Argentina, through its competent authority in nuclear matters, 
has undertaken numerous measures in the area of prevention, training and response to 
illicit trafficking in nuclear material and radioactive sources, and more measures are 
being planned for the immediate future. This paper summarizes the situation.

Training courses on illicit trafficking in nuclear material for members of the 
national customs are part of the routine training programmes of the Argentine Nuclear 
Regulatory Authority (NRA). Additionally, a projected training course on physical 
protection has been put forward by the NRA within the framework of the ‘ARCAL 
training projects’ (ARCAL = Regional Co-operative Arrangements for the Promotion 
of Nuclear Science and Technology in Latin America), in order to disseminate the 
topic of physical protection of nuclear material and facilities in the Latin American 
region in the period 1998-2000. This project has recently been approved by the co
ordinating group of ARCAL, and the initiative has been well received by the nuclear 
regulatory bodies of various countries in Central and South America.

Contacts have been established with the aerial police and the air squadron of the 
Argentine army to have planes and helicopters made available for dual use in the 
event of any radiological emergencies and for routine physical protection work.

2. CLASSIFICATION OF NUCLEAR MATERIAL

The NRA has established rules for classifying nuclear material into various 
categories to ensure a corresponding relation between the material and the measures 
adopted to protect it. This classification is based on the potential risk of the nuclear 
material, depending on various factors, such as type of material (e.g. plutonium, 
uranium or thorium), isotopic composition (e.g. content of fissionable isotopes), 
chemical and physical form, degree of dilution, degree of irradiation and quantity.

For physical protection measures during the storage and transport of nuclear 
and/or radioactive material, the NRA has adopted the classification proposed in 
INFCIRC/225/Rev.3 for its standard AR 10.13.1, “Physical Protection of Nuclear 
Material and Facilities”.
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3. PREVENTION OF ILLICIT TRAFFICKING IN NUCLEAR MATERIAL
AND OTHER RADIOACTIVE SOURCES

Many incidents have occurred in past years as a result of the movement and 
transfer of nuclear material and other radioactive sources between States without the 
proper knowledge and controls required in view of the fact that this type of material 
is accessible and there are individuals wishing to buy and sell such material. 
Examples of good quality nuclear material have been confiscated from individuals, 
demonstrating that they had access to sufficient quantities of material to construct a 
variety of nuclear weapons, or to commit specific acts of terrorism. In other cases, 
hazardous radioactive material such as cobalt-60 or caesium-137 has been offered for 
sale. The IAEA General Conference at its September 1994 session adopted a resolu
tion calling on States “to take all necessary measures to prevent illicit trafficking in 
nuclear material”. The Conference confirmed that the main responsibility in this field 
rested with national governments and authorities and stressed the importance of close 
co-operation among Member States.

Although it is not considered that there is a high probability of illicit trafficking 
in nuclear material occurring in the region, Argentina is carrying out an intensive 
programme to cater for situations involving illicit trafficking in nuclear material and 
radioactive sources. To this end, the NRA is conducting various activities in each of 
the above mentioned fields.

4. PREVENTION

The NRA has created an effective national system for the control of nuclear 
material and radioactive sources. A number of decisions have been taken to 
strengthen the present system, and firm measures have been introduced to forestall or 
stop the illicit handling or use of such material. The system of control is based on 
specific regulations and standards.

On the one hand, the NRA has issued specific safety standards and procedures 
for physical protection and accountability and control of nuclear material, and it has 
in addition its own infrastructure for the notification, registration, licensing and 
inspection of radioactive sources.

On the other hand, the NRA is an active member of the National Commission 
for the Control of Exports of Military and Sensitive Material, through which the 
Argentine Government maintains full control of the export/import of so-called 
‘sensitive technologies’.
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In addition to its physical protection systems, Argentina has established through 
the NRA a State system of accounting for and control of nuclear material. The 
establishment of a strong national system of control of nuclear material is closely 
linked to appropriate legislation and regulations, always bearing in mind international 
obligations with regard to non-proliferation and IAEA safeguards agreements.

In this context, the “Bilateral Agreement between the Argentine Republic and 
the Federative Republic of Brazil for the Exclusively Peaceful Use of Nuclear 
Energy”, signed in 1991 in Guadalajara, Mexico, is an important contribution to 
strengthening the safeguards system. This agreement established an organization 
called the Brazilian-Argentine Agency for Accounting and Control of Nuclear 
Materials (ABACC), whose fundamental objective is the application of the “common 
system of accountability and control of nuclear materials”, designed to ensure that no 
nuclear material in any nuclear activity is diverted for the manufacture of nuclear 
weapons or any other nuclear explosive device.

Immediately after the entry into force of this bilateral agreement, a compre
hensive safeguards agreement between ABACC, the IAEA, Argentina and Brazil for 
the application of full-scope safeguards (Quadripartite Agreement) was signed. Under 
this agreement the IAEA is empowered to apply safeguards in both countries to all 
nuclear material being used in all nuclear activities in Brazil and Argentina, taking 
into account the “Common System of Accountability and Control of Nuclear 
Materials”. This means that both international organizations have to avoid duplicat
ing efforts, whilst drawing their own independent conclusions as to the non-diversion 
of nuclear material.

5. LEGISLATION AND REGULATION

6. CONTROL AND SAFETY OF RADIOACTIVE SOURCES

On the international plane, the most recent revision of the Basic Safety 
Standards for radiological safety has been approved by the Board of Governors of the 
IAEA and by the other five sponsoring organizations.

In Argentina, activities involving the use of radioactive material (including 
nuclear material) are inspected by the NRA. In addition, the Basic Safety Standards 
recommend that the transport of radioactive sources be conducted in accordance with 
the IAEA Regulations for the Safe Transport of Radioactive Material. These 
Regulations have been adopted by Argentine law for application in the country.

There are 1500 facilities in Argentina, controlled by the NRA, using radioactive 
material or sources and systems generating radiation. Each of these facilities has a 
different function, such as the production of radioisotopes, basic or applied research,
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or the medical or industrial use of ionizing radiation. The complexity of the facilities 
as well as the radioactive inventory adds up to a wide range of material and their 
geographical distribution covers the whole country. The total number of sources in the 
country is around 5500.

7. ILLICIT TRAFFICKING

The relevant requirements of the NRA in connection with illicit trafficking are 
those concerned with notification, receipt and authorization or licensing, as well as 
those related to the safety of radioactive sources. It is a necessary condition that 
sources be kept in an authorized safe place to prevent theft or damage of any kind 
resulting from unauthorized use. Finally, an independent verification is performed by 
the NRA.

8. RESPONSE

The responsibility for detecting and investigating any incident of illicit 
trafficking lies with each State. However, it has to be stressed that the establishment 
of a proper system of physical protection to counteract illicit trafficking also concerns 
the international community.

By following IAEA guidelines, Argentina has made significant progress in 
developing a guide for national authorities, and in particular border officials, on the 
procedures to follow for detecting illicit movements of radioactive material and the 
corresponding response when such acts are detected.

9. ANALYSIS OF CONFISCATED MATERIAL

In the case of illicit trafficking of nuclear material or radioactive sources, or 
merely suspicion of an incident of that type, the NRA has its own laboratories 
available for analysing the material confiscated. Such analysis can also be employed 
to identify this material, to evaluate the radiological risk resulting from illicit 
handling and to provide clues as to the origin of the confiscated material.

It should be mentioned that in Argentina the laboratories of the NRA on the site 
of the Ezeiza Atomic Centre are very well equipped to carry out the above type of 
investigation work.
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10. DATABASE ON ILLICIT TRAFFICKING

In August 1995 the IAEA informed Member States on the progress of its efforts 
to establish an Illicit Trafficking Database summarizing all incidents occurring. At the 
same time the IAEA invited governments to indicate their interest in participating in 
this programme and to identify a point of contact. Argentina joined this programme.

The principal function of the Illicit Trafficking Database is to provide reliable, 
rapid and secure information on every type of trafficking incident at its three levels of 
use: the Member State, the IAEA and the public.

Using the excellent communications system of the IAEA and the present 
recording system for illicit trafficking, Argentina is collaborating closely in this area 
with the IAEA and with other international organizations (e.g. Interpol).

11. TRAINING

One of the objectives set by the NRA is continuous improvement of the control 
systems. Among current work in progress, we should highlight the training courses 
being organized — not just for operators but, in view of the particular problems 
involved, also for the various control and security organizations concerned with the 
National System of Control of Nuclear Material and Radioactive Sources.

In November 1996 and in February and August 1997, the NRA organized 
training courses on physical protection and prevention of illicit trafficking for 
National Customs Administration personnel. The original programme included two 
further courses for 1997, involving the training of around 100 people. Each course 
consists of 35 hours and comprises subjects such as: interaction of radiation with 
material, radiological protection, transport of radioactive material, physical protec
tion, prevention of illicit trafficking of nuclear material, emergency response, 
detectors of radioactive material (theory and practice), etc.

In the last week of March 1997 and the first week of April 1997 a seminar was 
held in Buenos Aires on “Investigation of Nuclear Crime, the Physical Protection of 
Nuclear Material and the Prevention of Illicit Trafficking” for 40 people, including 
members of the senior personnel of the Argentine Federal Police (AFP), the National 
Customs Administration, State Intelligence Services and the National Intelligence 
Centre. This seminar was co-organized by the NRA, Interpol and the AFP. It was 
conducted by lecturers from the three above-mentioned institutions and covered 
themes similar to those already mentioned, together with lectures on nuclear crime 
organizations, Interpol communications, nuclear weapons, safeguards, and export and 
import controls.

During the seminar there was an exchange of information on so-called ‘nuclear 
crime’, which covers the production of and illicit trafficking in nuclear and/or
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radioactive material (involving terrorism and extortion, and countries wishing to 
acquire nuclear weapons), fraud with phoney nuclear materials and illicit trafficking 
in radioactive waste.

In conclusion, it was considered necessary to combine efforts to train specialist 
police investigators, to press for international police co-operation and to establish a 
system of secure global communications at an international level, with the aim of 
counter acting the advance of organized crime in this field, particularly that of 
Eurasian origin, which is a growing and imminent menace, since it is anticipated that 
such groups will increase their size and activity to a world scale (‘Go West’ project).

As a result of the success of this seminar, the first international course on the 
subject will take place in Buenos Aires, during the first two weeks of April 1998. The 
AFP and security force organizations of the 178 Member States of Interpol as well as 
other frontier control bodies are invited to attend this course. The course will be aimed 
essentially at expounding all the problems involved and will be conducted simultane
ously in English and Spanish, with an expected participation of around 100 States.

Also, in the second half of 1997, the NRA has commenced similar training 
courses for frontier security forces such as the aerial police, the Argentine naval 
prefecture and the Argentine national gendarmerie, and such courses will be 
continued in the years to come. Additional courses on physical protection are 
currently under consideration.

12. EXCHANGE OF INFORMATION

In June 1995 the IAEA organized in Vienna a meeting of the Technical 
Committee concerned with the safe transport of radioactive material. This meeting 
assembled representatives from 20 Member States such as Europol (European Police) 
and the World Customs Organization. The participants considered actions to be taken 
to counter illicit dealings in nuclear material. Argentina participated in the meeting 
through representatives of the NRA and the National Customs Administration.

In addition, in September 1995, the IAEA held an inter-agency co-ordination 
meeting, with the participation of international organizations concerned with the 
trafficking in radioactive material, including nuclear material, across frontiers. Those 
attending included the United Nations, Euratom, the European Union, Europol, the 
International Maritime Organization and the International Civil Aviation 
Organization. This initial meeting served in principle for the exchange of information 
on the activities of each organization in this area.

Following this line of action, the NRA is maintaining continuous contact for 
exchange of information with Interpol, the World Customs Organization (through the 
National Customs Administration) and various national and regional intelligence 
organizations.
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Abstract

PREVENTION AND COMBATING OF ILLICIT TRAFFICKING IN NUCLEAR 
MATERIAL IN THE CZECH REPUBLIC.

The paper describes the efforts and the co-ordination of the State Office for Nuclear 
Safety in prevention and combating o f illicit trafficking in nuclear materials in the Czech 
Republic.

1. INTRODUCTION

The new phenomenon of ‘illicit trafficking’ in nuclear material has been 
observed in the 1990s. Following the increase in reports on illicit trafficking 
incidents, the resolution on “Measures against Illicit Trafficking in Nuclear Material” 
(GC(XXXVIII)/RES/15) was adopted on 23 September 1994 during the ninth 
General Conference of the IAEA. The General Conference requested Member States 
to take all necessary measures to prevent illicit trafficking in nuclear material. This 
resolution accelerated the IAEA’s activities that are described in the document 
“Measures against Illicit Trafficking in Nuclear Materials and other Radioactive 
Sources” (GOV/2773, dated 24 November 1994). International support in this matter 
also was expressed in the Moscow Nuclear Safety and Security Summit Declaration 
(20 April 1996), as stated in the IAEA information circular INFCIRC/509, dated 
4 June 1996.

The new phenomenon of illicit trafficking in nuclear material has also been 
observed in the Czech Republic. Referring to the IAEA Secretariat’s circular letter 
N4.11.42 Circ., dated 2 August 1995, the Czech Republic decided to participate in the 
IAEA Illicit Trafficking Database Programme. The State Office for Nuclear Safety 
(SONS) represents the governmental ‘point of contact’ with regard to the Convention 
on the Physical Protection of Nuclear Material [1] and the Illicit Trafficking Database 
programme. SONS also plays a crucial role in establishing the co-operation of 
different national authorities involved in this matter.
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2.1. Improving the State system of accounting for
and control of nuclear material

The prevention of illicit trafficking in nuclear material can be realized by 
improvements in the State system of accounting for and control of nuclear material 
(SSAC).

Focusing on strengthening the national regulatory programme, a new compre
hensive Atomic Law [2] was approved by the Parliament of the Czech Republic on 
24 January 1997; this law came into force on 1 July 1997. The Atomic Law defines 
basic provisions for accounting for and control of nuclear material and export/import 
of nuclear material. To follow these provisions, the new national regulation Decree 
No. 145/1997 [3] was prepared and issued on 19 June 1997.

The Czech Republic is a Member State of the IAEA. All nuclear material is 
under ‘full-scope safeguards’, in accordance with the agreement in INFCIRC/541 [4], 
A very effective SSAC support has been established through extensive IAEA 
inspections as well as national control by SONS inspectors. For this purpose, SONS 
has co-ordinated and sponsored technical projects. The projects in the field of non
destructive analysis of nuclear material using a portable gamma spectrometric system 
and the development of destructive methods of nuclear material analysis were carried 
out by the Faculty of Nuclear Science and Physical Engineering of the Czech 
Technical University, Prague, and the Nuclear Research Institute (NRI), Rez.

2.2. Strengthening the State system of physical protection

Prevention of illicit trafficking in nuclear material can also be established very 
effectively by strengthening the State system of physical protection of nuclear material. 
Following the requirements on the physical protection of nuclear material and nuclear 
facilities as given in the Atomic Law [2], the new basic national regulation Decree 
No. 144/1997 [5] was prepared and issued on 19 June 1997. The increase in the relia
bility and complexity of the physical protection system effectively reduces the poten
tial of illicit trafficking in nuclear material under the jurisdiction of the Czech Republic.

At nuclear installations in the Czech Republic the provisions to ensure the 
physical protection of nuclear material are very strictly followed, in accordance with 
INFCIRC/225/Rev.3 [6], in addition to the national regulation [5] and the SONS 
decision to protect all nuclear material of Categories I, II and III by using technical 
alarm systems. There is still a potential for seizure of depleted and natural uranium, 
and small samples of enriched uranium and plutonium in quantities lower than the 
limit for Category III, as given in the Table on Categorisation of Nuclear Material in 
Ref. [6], for which there are no strictly defined measures for physical protection.

2. PREVENTION OF ILLICIT TRAFFICKING
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The necessity of providing proper measures on physical protection of seized 
nuclear material in the course of investigations is pointed out. The material should be 
protected according to the level of nuclear material categorization. In the NRI, there 
are suitable facilities to handle and store nuclear material of even Category I.

3. COMBATING ILLICIT TRAFFICKING

Combating illicit trafficking in nuclear material is ensured through extensive 
co-operation of the State authorities focusing on investigation of illegal activities 
concerning illicit trafficking in nuclear material from other countries into or through 
the territory of the Czech Republic. This also includes provisions to disclose the 
possibility of illegal dealing in nuclear material at the national level. The police of the 
Czech Republic and the Security Information Service play a principal role in this 
matter. SONS has an important role in the co-ordination of the activities performed 
in this field.

A standing working group of experts has been established at SONS, with rep
resentatives of SONS, the Ministry of the Interior of the Czech Republic, the police 
of the Czech Republic, the Ministry of Foreign Affairs of the Czech Republic and the 
Directorate of Customs.

To combat illicit trafficking, following the provisions of the Convention [1], the 
amendment to Law No. 140/1961, Criminal Code, by § 186 “Illegal Production and 
Handling of Radioactive Materials” of Law No. 290/1993, has been prepared. SONS, 
as the responsible national authority to the Convention, has been appointed as a 
contact point to the Convention and also as a contact point to the illicit trafficking 
database, participating in the programme described in the IAEA document 
N4.ll.42. Circ., dated 2 August 1995.

4. RESEARCH AND DEVELOPMENT PROGRAMMES

SONS also supports R&D programmes on the development of analytical 
methods suitable for precise and forensic analysis of nuclear material of unknown 
origin. These programmes are carried out by the Central Analytical Laboratory of 
NRI, in close co-operation with the European Commission Joint Research Centre, the 
Institute for Transuranium Elements (Karlsruhe, Germany), under the project 
PHARE/CZ/PH5.01/95. This laboratory also takes part in activities of the Nuclear 
Smuggling International Technical Working Group.

The NRI is the only laboratory in the Czech Republic which provides, on the 
request of SONS and the police of the Czech Republic, destructive analysis of nuclear 
material for safeguards and illicit trafficking purposes. After the seizure of highly
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enriched uranium (HEU) in December 1994, analytical data on the uranium concen
tration and the isotopic composition of 234U, 235U, 236U and 238U (Table I) and 
detailed information on other physical-chemical characterization of seized samples 
have been provided to the IAEA within one week.

SONS has also supported the development of procedures and manuals for the 
police and customs on how to handle seized samples. The NRI has developed a com
prehensive database, including all available data on the analysis of seized nuclear 
material (pictures of samples and containers, as well as results of the determination 
of the composition, isotopic analysis, impurities, radioactive nuclides, porosity, den
sity, granulometric analysis, etc.). This database also contains data on the analysis of 
samples taken under ‘Programme 93+2’ at selected nuclear installations and in the 
vicinity of these installations (environmental samples). The software developed for 
this purpose also allowed the database to be used for generating the report to the 
IAEA illicit trafficking database office.

5. REPORTING SCHEME

In the case of illicit trafficking in nuclear material, SONS is informed by the 
police of the Czech Republic and/or the customs. The seized samples are transferred 
to the Central Analytical Laboratory of the NRI, and SONS requests this institution 
to perform a preliminary analysis. This analysis obviously covers determination of the 
quantity of the seized material, the concentration and the isotopic composition. The 
NRI transmits the results to SONS, and SONS informs the police of the Czech 
Republic.

On the basis of these results the NRI is obliged to follow the requirements of 
the national regulation on the accounting for and control of nuclear material [3] and 
on the physical protection of nuclear material [5]. The data on accounting for nuclear 
material are reported by SONS to the IAEA under the provisions of the safeguards 
agreement [4]. Data on illicit trafficking incidents are reported by SONS to the IAEA 
illicit trafficking database office, in accordance with the agreed form described in the 
IAEA Circular Letter N4.11.42 Circ., dated 21 August 1996.

6. CONCLUSIONS

The efficient State physical protection system of nuclear material and the SSAC 
play a crucial role in preventing illicit trafficking in nuclear material from nuclear 
installations in the Czech Republic.
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Abstract

NORWEGIAN ACTIVITIES TO PREVENT SMUGGLING OF FISSILE AND OTHER 
RADIOACTIVE MATERIAL.

The issue of illicit trafficking of nuclear material has arisen during recent years. The 
Norwegian authorities have set up a contact group to deal with the problem. Training of 
relevant personnel in the police, customs and coast guard has also been implemented.

1. INTRODUCTION

Previously, Norway did not maintain any defensive capability against illicit 
trafficking of nuclear material. Little attention was given to possible proliferation 
with regard to civil and military nuclear installations and the associated nuclear 
material. The Report to the Parliament (No. 34/1993-1994) [1] on nuclear and other 
activities in areas adjacent to Norway did, however, include the risk of smuggling 
of nuclear material in the context of non-proliferation. As a consequence of this 
enhanced awareness of the proliferation issue, some counter-measures have been 
initiated.

2. ESTABLISHMENT OF A CONTACT GROUP

In 1995, the Contact Group on Illicit Trafficking of Fissile and other Radio
active Material was set up, with representatives from the Directorate of customs and 
excise, the defence headquarters (security and intelligence staff), the security police 
and the Norwegian Radiation Protection Authority (NRPA), which provides the 
secretariat. The contact group is a forum for contact and exchange of information 
between the participating authorities. It has helped to arrange a few seminars, 
particularly for employees of the participating authorities, and to bring the issue of

4 1 3
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illicit trafficking of nuclear material into the education programme for police, 
customs and coast guard officers. The Contact Group has also issued a manual for 
officers who may encounter such illicit activity.

3. DETECTION STRATEGY TO COMBAT ILLICIT TRAFFICKING OF
NUCLEAR MATERIAL

The detection strategy is based on three lines of defence. The first line is repre
sented typically by customs officers, police officers or coast guard officers. The 
second line is represented by more specialized staff, to be deployed following warn
ings or other indications of attempts of illicit trafficking (i.e. staff from the NRPA). 
The third line consists of laboratory examination of seized specimens and is carried 
out either in Norway or abroad.

(a) First line o f  defence

For several years, the customs authority has been using a few Geiger-Miiller 
counters; these are easy to use and give a good indication of whether radiation in 
excess of the background level is present. However, the measurement of levels close 
to the background level is slow and uncertain. Plutonium and uranium could possibly 
be detected if unshielded; it is, however, unlikely that smuggling of these materials in 
such a condition will be attempted, passing openly through the controls. Strong 
gamma emitters such as 60Co and 137Cs would be detected easily because of their 
penetrating radiation.

In addition to this equipment, other instrumentation is currently in use at other 
places, and the NRPA has completed the process of evaluating these options. They 
include various types of scintillation detectors, and a small ‘radiation pager’ has been 
recommended for use by both the customs and the coast guard. This pager has a much 
shorter time of response to low levels of gamma radiation than the Geiger-Miiller 
counter. It is very easy to use during ordinary control work. A large stationary 
detector portal has also been recommended for the only border control point between 
Russia and Norway at Storskog in Finnmark.

(b) Second line o f  defence

The NRPA has two measurement and verification units, one at its headquarters 
in 0ster&s near Oslo and one at the district office in Svanhovd, close to the northern 
border to Russia. Both offices have the necessary expertise to undertake activities 
against proliferation. Two 35% coaxial p-type germanium detectors and two Nal 
detectors with a 4 in x 4 in crystal and associated electronics have been purchased.
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The software has partly been developed at the NRPA. The equipment is portable, can 
be operated by a single person and will improve the capability for identification of the 
radionuclides present in seized specimens before these are transported to a laboratory 
for final analyses.

(c) Third line o f  defence

The possible origin of the material can be determined by means of isotope 
analysis and the use of the IAEA collection of ‘fingerprints’ from various producers. 
This line could be included in NRPA’s general laboratory procedures for analysis of 
radioactive material, but this would be a very costly procedure. There are interna
tional laboratories which are much more experienced in such verification analyses, 
and it would be much more cost effective to ask for their services if needed.

4. MANUAL

A manual has been prepared for distribution to the coast guard, the police and 
the customs authority to allow an effective network of personnel to be built up that is 
capable of detecting any attempted smuggling. The manual is intended as an aid for 
co-ordinated action to counter what is internationally recognized as a growing threat: 
smuggling and illicit use of fissile material. The main aim is to prevent proliferation 
of nuclear weapons and nuclear explosives on the territory of Norway.

The manual is divided into two parts. The first part contains specific instruc
tions on the procedure to be followed upon the receipt of tips or the discovery or 
seizure of the material concerned. The second part contains background information 
which makes it easier for the user to understand and evaluate the importance of the 
difficult problems which the manual addresses.

5. TRAINING

Customs, coast guard and police officers are given training as an effective way 
of sharpening their awareness and building up expertise as regards radioactivity in 
general and smuggling of nuclear material in particular. This is done by lectures in 
relevant in-service and induction courses and is specially geared to persons working 
on the Norwegian/Russian frontier. With increased awareness of the possibility of 
finding radioactive material even in ordinary passenger’s goods, the interest among 
the officers has increased. This has led to an inclusion of the item ‘radiation protec
tion and nuclear smuggling’ in the basic education of officers as well as in relevant 
retraining courses.
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Abstract

EXPERIENCE WITH ILLICIT TRAFFICKING IN NUCLEAR MATERIALS IN 
GERMANY: SITUATION REPORT AND CO-OPERATION BETWEEN LAW
ENFORCEMENT AND RADIATION PROTECTION AUTHORITIES.

Illegal activities involving radioactive materials have been decreasing since 1994. While 
267 cases were recorded in 1994, only 163 criminal offences were connected with the field of 
nuclear crime in 1995 and only 77 in 1996. Following three seizures of highly enriched 
uranium and/or plutonium in the year 1994, a growing number of other radioactive substances 
were confiscated during the past years. In one case alone, 2785 g of slightly enriched uranium 
were seized in 1996. An explanation for the downward trend is probably the fact that offenders 
have realized that there is no market in Germany, that any related activity is prosecuted 
resolutely, and that intensive enquiries in the countries of origin and in transit countries result 
in the material being confiscated there. The danger presented by radioactive materials calls for 
close co-operation of law enforcement agencies and radiation protection authorities as well as 
rapid and full exchange of information at the international level. According to the federal 
structure of Germany, the States are generally responsible for prosecution and for warding off 
danger as a matter of principle. The prerequisites for successful prevention and prosecution of 
these criminal offences are clearly defined tasks, a well working information system, 
equipment with the necessary measurement technology and comprehensive and advanced 
training.
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1. NUCLEAR CRIME

Illicit trafficking in nuclear materials is part of nuclear crime in Germany. 
According to the German definition, nuclear crime means: “illegal activities involving 
radioactive materials or materials which the perpetrator claims to be radioactive”. The 
term therefore includes more than just the smuggling of radioactive materials. All 
illegal activities which involve the special risks inherent in radioactive substances 
shall therefore be considered in context so that specific trends can be identified and 
measures taken to prepare for the handling of dangerous situations. This need for a 
complex approach to nuclear crime is a result of numerous discussions with police 
experts on an international level.

Furthermore, we also have to deal with non-radioactive materials, provided 
there is a criminalistic/criminologic link to the area of radioactive materials. Since 
certain isotopes of these materials have radioactive properties, every reference to pre
sumably non-radioactive materials must also be assessed against this background, for 
reasons of averting danger.

Nuclear crime cases mainly belong to the following categories:

(1) fraudulent offers of radioactive substances and dealing (sometimes fraudulently) 
in non-radioactive substances (often rare earths);

(2) illegal trading in, or handling of, radioactive substances.

A. SITUATION REPORT

Trafficking in / handlin 
of radioactive substan

Included: 
Seizures of 
radioactive subst

Fraudulent 
trading in / handling 
of radioactive or 
non-radioactive 
substances

FIG. I. Nuclear crime: total number o f cases in 1996.
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Seizure of radioactive substances is part of the second category. Seizures are 
particularly important when dealing with this phenomenon because they enable the 
authorities to prove what material is actually available illegally (see Fig. 1).

In the field of fraudulent offers, investigators believe that the offenders do not 
really have access to the materials offered or that they falsely claim that the sub
stances offered are radioactive. This also applies to the case of ‘red mercury’, which 
is frequently offered. From the law enforcement point of view, this complex is impor
tant because the same offenders are also dealing with non-radioactive and radioactive 
substances.

By contrast, in the field of illegal trading in, or handling of, radioactive sub
stances there are indications that the offenders actually have access to the materials in 
question. Such indications may be that the offenders are very knowledgeable about 
the subject matter or can provide consistent laboratory analysis documents and 
photographs.

2. THE CRIME SITUATION IN GERMANY

This paper discusses the developments in the area of nuclear crime in Germany 
during the last five years. It has been co-ordinated with the data of the Customs Crime 
Office (ZKA).

2.1. Development of case numbers

Statistical developments are illustrated in Fig. 2. Following a considerable 
increase in nuclear crime cases in Germany in 1992 and 1993, the total number of 
cases reported in 1994 has increased by another 10.8% in comparison with the

Year

FIG. 2. Total number o f cases o f nuclear crime in the period 1992-1996.
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previous year, reaching 267. After that increase the total number of cases reported in 
Germany in 1995 dropped by 39% compared to 1994. In 1996 there was another 
decrease compared to 1995: the Federal Office of Criminal Investigation learned of a 
total of 77 cases related to the area of nuclear crime.

2.2. Seizures

The following radioactive substances were seized in 1994: natural uranium, 
uranium ore, uranium powder, uranium pellets (level of enrichment 1.6—4. 4% ura- 
nium-235), ionization sources containing plutonium, americium-241, caesium-137, 
krypton-85, cobalt-60 and californium-252. Furthermore, there were three cases in 
which, as far as the isotope composition is concerned, basically weapons 
usable material was seized:

— On 10 May 1994, a powder mixture with a plutonium content of 5.6 g (99.7% 
of plutonium-239) was seized in Tengen.

— On 13 June 1994, 0.8 g of highly enriched uranium powder was seized in 
Landshut, Bavaria (level of enrichment 87.7% of uranium-235). Subsequent 
enquiries by the authorities in Prague led to the seizure of 2.37 kg of uranium 
dioxide of the same level of enrichment in December 1994, as well as the dis
covery of persons who had previously been active in this field and the identifi
cation of expert reports previously used by the perpetrators.

— On 10 August 1994, 560 g of a plutonium/uranium mixture were seized at the 
Munich-Erding airport; the material had been brought from Moscow to 
Germany on a regular flight. Approximately 350 g of plutonium were present 
in the total mixture, with 87.58% of plutonium-239.

TABLE I. PERSONS INVOLVED IN OFFENCES

1993 1994 1995 1996

Total 545 Total 494 Total 198 Total 117

Germans 286 Germans 227 Germans 58 Germans 49

Non-Germans 259 Non-Germans 267 Non-Germans 140 Non-Germans 68

Percentage o f non-Germans involved 1993 1994 1995 1996

Total crime 
Nuclear crime

33.6
47.6

30.1
54.0

29.6
70.0

28.3
50.8
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The seizures in 1995 consist almost exclusively of radioactive gauges and 
sources used for training purposes.

In 1996, there was only one case where low enriched uranium was seized, 
besides a small number of seizures of radioactive materials. As a result of a tip-off 
and subsequent strategic measures, a total quantity of approximately 2785 g of low 
enriched uranium was confiscated.

It should be noted that, regardless of the question of weapons usable fission
able material being seized, the police must also take an interest in other radioactive 
substances. Caesium-137, for instance, can be very dangerous when handled or 
transported without appropriate safety measures, as was shown in an actual case in 
the past.

2.3. Perpetrators

In order to fight against crime it is necessary to find out who the suspects are, 
where they come from and how they operate.

2.3.1. Proportion o f  foreigners

During the past several years we have learned that the percentage of non- 
German suspects is higher in the area of nuclear crime than in the area of crime in 
general (see Table I). From the police statistics of crime, in general 30% of the sus
pects were foreigners. In the area of nuclear crime, more than 50% of the offenders 
in Germany came from abroad; they are mostly from east European countries, 
which shows the need for co-operation with the countries of origin and the transit 
countries.

2.3.2. Profiles

Only in some of the cases does the Bundeskriminalamt (BKA) have fairly 
detailed information about the individual suspects. An evaluation of the crimes 
committed in 1996 shows that there is no uniform profile.

As in previous years, however, it is interesting to note that in this crime cate
gory a disproportionate number of the persons involved are males. The majority of the 
involved persons are between 40 and 49 years of age. The parties to the crime often 
claim to be managers or owners of distribution and/or import/export companies; engi
neers, business people and/or employees or workers in garbage disposal companies; 
43 companies were involved in these cases. The suspects try to gain access to the 
business world by offering or negotiating the sale of radioactive materials and 
particularly of non-radioactive materials.
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2.4. ‘Illegal market’

In the cases known, the suspected persons or companies acted as

— dealers/sellers,
— agents/contact persons,
— ‘prospective buyers’,
— ‘buyers’.

The list of substances in which buyers were most interested is headed by 
osmium-187, followed by caesium, plutonium and red mercury.

In spite of information about alleged ‘prospective buyers,’ the Bundes- 
kriminalamt knows of no confirmed sale of radioactive material to individuals.

The view held so far, that apart from a ‘broker’s and seller’s market’ there is no 
market for nuclear trafficking in Germany, has essentially been confirmed.

3. EVALUATION

On the basis of a summarizing evaluation of the information available within 
Germany, it is possible to draw the following conclusions:

Since 1995, the number of cases has been decreasing; a possible explanation for 
this tendency may be as follows:

— the perpetrators have realized that there are no buyers and that it is therefore 
highly unlikely that a profit can be made;

— because of the publicity that this subject has drawn, perpetrators are aware that 
for offences of this type the judicial authorities impose severe penalties;

— intensive investigations in the countries of origin as well as in the transit 
countries have led to an early identification of the suppliers so that it has been 
possible to confiscate the materials, thus ensuring that less material could reach 
Germany.

Information within Germany and from abroad about crimes involving nuclear 
materials confirms the actual availability of higher quality radioactive materials. In 
this context, one should take into account the fact that, in statistical terms, the pro
portion of cases in which the ‘weapons usability’ of a material offered is claimed has 
not significantly changed in comparison with the numbers compiled for 1995. The 
‘quality’ of the material offered is the same.

As in the preceding years, there is no concrete proof that organized crime has 
become involved in nuclear crime.
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The conclusion that there is a market for radioactive materials because there are 
alleged ‘buyers’ or ‘prospective buyers’ is not tenable unqualifiedly.

The phenomenon of nuclear crime in its present form has been brought about 
by the profound social, political and economic changes in east European countries 
and the partial destabilization there. The materials offered/seized are likely to origi
nate in most cases from east European countries.

Illegal activities involving radioactive substances constitute a crime category 
that serves as an indicator with regard to nuclear extortion and nuclear terrorism. In 
addition, information in the field of nuclear crime has a certain significance for issues 
involving public security and health.

4. POLICY GUIDELINES FOR COMBATING NUCLEAR CRIME

Nuclear crime is a comparatively new phenomenon for the police authorities. 
Any action taken by the law enforcement authorities must take into account that 
improper handling of radioactive materials may bring about major hazards. Another 
factor is that, as a rule, nuclear crime has international ramifications. These two 
main considerations have led to the development of the following policy guidelines 
for law enforcement action:

(a) In all phases of an incident or operation, the potential danger posed by 
ionizing radiation must be kept in mind. Therefore, protection from danger must take 
priority whenever law enforcement interests and the interests of public security 
cannot be attended to simultaneously. This also means that the radiation protection 
authorities must be contacted and called in by the police authorities in time.

(b) Keeping in mind that only sellers and go-betweens, but not potential buyers, 
have been found to be present in the nuclear black market, it is also the responsibil
ity of the police not to allow a contrary impression to emerge. This means that nothing 
must be done which could make thieves and sellers believe that there is a chance of 
finding buyers for radioactive substances in Germany. Instead, international co
operation must ensure that any material available is seized where it is found, without 
being moved further. It should be clear that if compensatory measures of international 
co-operation in law enforcement operations fail, the risk is that control of radioactive 
material illegally available will be lost. The consequence could be that the material is 
obtained by the wrong people, who will use it for criminal purposes.

(c) The phenomenon of nuclear crime is characterized by the fact that the 
materials that are offered illegally originate almost always from east European 
countries. To combat such offences effectively, all countries involved must co-operate 
systematically, regardless of the circumstances of the individual case; this applies in 
particular to the countries of origin and the transit countries.
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It is characteristic for this field of crime that the efforts of the countries involved 
to enhance security must go hand in hand with efforts to prevent and prosecute the 
relevant offences. This means that international co-operation measures must be co
ordinated and must complement each other wherever possible. Crime prevention 
through improved security measures (physical protection) with regard to the storage 
of radioactive materials is a prime concern in this context.

B. CO-OPERATION OF LAW ENFORCEMENT AUTHORITIES
WITH RADIATION PROTECTION AUTHORITIES

In 1992, the number of illicit trafficking events in which radioactive substances 
were confiscated rose drastically to 21. Therefore, the German law enforcement 
authorities (police, criminal investigation, customs) and radiation protection 
authorities increased their efforts to improve co-ordination and co-operation between 
the various federal and State agencies involved in dealing with cases of unlawful 
possession or use of radioactive substances, in particular illicit trafficking and threats 
concerning the release or dispersion of radioactive materials.

Germany is a federation of sixteen States; as a consequence of this federal 
structure, each State has its own police, including criminal investigation and public 
prosecution authorities, as well as radiation protection authorities; these State author
ities are primarily responsible for law enforcement and danger prevention in most of 
the cases mentioned before.

In addition to these State authorities, several federal authorities with specific 
responsibilities may be involved, depending on the specific nature of the case: the 
Federal Criminal Investigation Office (Bundeskriminalamt), the Federal Border 
Police, the Customs Border Control and Customs Investigation Services, the Federal 
Intelligence Services, the Federal Ministry for the Environment, Conservation of 
Nature and Reactor Safety, and the Federal Office for Radiation Protection.

When special technical or scientific support pertaining to radiation detec
tion and analysis, criticality safety, radiation protection or risk assessment is 
needed, the State authorities and the federal authorities can also draw from the 
experience and the resources available at the nuclear research centres in Jiilich 
and Karlsruhe, at the European Institute for Transuranium Elements and at 
university institutes.

From the large number of agencies that can be involved, and the need to inte
grate every institution whose competence, experience or resources might be needed 
into the national systems for combating the illegal use of radioactive substances, it 
becomes evident that certain principles have to be observed in order to achieve 
effective and timely reactions of that system:
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(1) The responsibilities and tasks assigned to each agency or authority shall be 
clearly specified.

(2) Rapid reporting of events of illegal use or handling of radioactive materials and 
distribution of all relevant information to the State and federal authorities shall 
be ensured.

(3) It shall beensured that law enforcement and radiation protection authorities and 
their experts can be reached 24 hours a day, if necessary.

(4) Law enforcement authorities and radiation protection authorities shall have 
radiation detection and analysis equipment at their disposal in conformity with 
their tasks.

(5) Inter-agency co-ordinating bodies and threat assessment teams shall be formed 
for severe cases.

(6) Training and exchange of experience from actual cases shall be provided for.

The national German system for combating the illegal use of radioactive 
substances (including illicit trafficking) has taken these principles into account. This 
is discussed in the following sections.

1. ASSIGNMENT OF RESPONSIBILITIES AND TASKS

The tasks of the various federal and State authorities have been specified in 
additional regulations or administrative guidelines, taking into account what had been 
laid down already in a more general way in existing federal or State legislation.

The tasks assigned to law enforcement authorities (police, customs border con
trol and investigation services) are:

— collection of indications, information or evidence for cases of illegal use of 
radioactive substances and information of other authorities possibly 
affected;

— assessment of the credibility and feasibility of threats;
— criminal investigation and criminalistic assessment of the situations;
— support of search activities by police officers;
— urgent measures such as measurements of radioactivity for self-protection, 

isolation or access control of target areas; confiscation and transport of radio
active substances, as long as radiation protection authorities have not yet 
arrived on the scene;

— control of vehicle and personnel traffic crossing borders or entering the country 
through airports or seaports;

— confiscation of radioactive materials;
— arrest of perpetrators, collection of evidence, forensic measures.
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The radiation protection authorities and their experts have been assigned the 
tasks listed below:

— expert advice to and support of the law enforcement authorities from the very 
beginning of a specific case, regarding radiological or nuclear criticality risk 
assessment, detection, radiation protection, analysis or safe handling;

— assessment of the technical feasibility of threats involving radioactive or 
nuclear materials, and of potential radiological consequences;

— search for radioactive materials with technical means;
— radiation measurements on the scene (local radiation fields, contamination of 

people or vehicles, isotope analysis);
— specification of isolation or access control areas and of permissible radiation 

exposure limits for law enforcement personnel;
— radiation protection measures, including measurements of incorporated 

material and decontamination;
— decisions regarding emergency measures;
— safe handling, packaging and transport of confiscated radioactive materials to 

secure storage places;
— detailed laboratory analysis of the physical, chemical and nuclear characteris

tics of confiscated radioactive materials, including isotopic composition, 
enrichment factor, impurities, etc., and nuclear forensic measures.

As far as possible, actions to be taken are specified and agreed upon join tly by 
law enforcement and radiation protection authorities; the advice and participation of 
the protection authorities are sought as early as possible.

For constitutional reasons, danger prevention and -  in most cases -  criminal 
prosecution pertaining to the illegal use of radioactive substances are the responsibil
ity of the 16 German States; therefore, all law enforcement authorities will first turn 
to the respective State radiation protection authorities for assistance; the Federal 
Office fo r  Radiation Protection  will only be called upon for support if a State radia
tion protection authority is not capable of solving a specific problem because of 
limited resources or lack of expertise.

Detailed analysis of all confiscated nuclear materials for determining their iso
topic composition and chemical characteristic as well as their possible origin is done 
by the European Institute fo r  Transuranium Elements in Karlsruhe; the framework for 
this support to German authorities has been specified by an exchange of notes 
between the European Commission in Brussels and the German Federal Government.

The federa l authorities (Federal Ministry for Internal Affairs; Federal Ministry 
for the Environment, Conservation of Nature and Reactor Safety) are responsible for 
co-ordinating the response to cases of illegal use of radioactive substances if such 
cases affect several States or if a case cannot be localized within the territory of one
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specific State. The Federal Ministry fo r  the Environment, Conservation o f  Nature and 
Reactor Safety also has the task to maintain liaison with the IAEA, Euratom 
Safeguards and foreign countries with regard to nuclear or radiological aspects. This 
ministry is the point of contact under Article 5 of the Convention on the Physical 
Protection of Nuclear Material, the point of contact of the Eight’s Non-Proliferation 
Experts Group (NPEG) programme for combating illicit trafficking and the point of 
contact for the IAEA databank on illicit trafficking. If necessary, contacts with 
foreign law enforcement authorities regarding transborder criminal investigation 
aspects are made by the Federal Office fo r  Criminal Investigations and the Customs 
Office fo r  Criminal Investigations.

2. RAPID REPORTING AND DISTRIBUTION OF INFORMATION

All relevant information on a new case of illegal use or trafficking of radio
active substances will be quickly distributed via a rapid reporting system in the form 
of telex messages to all State and federal authorities which may contribute to risk 
assessment or which may have to take action. The initial report will be filed by the 
institution which first receives the information or evidence, regardless of whether it is 
the police, customs services, intelligence services or nuclear regulators. Subsequent 
complementary reports will be fed into the system by each institution that can add 
something to what is already available; these subsequent reports will also cover new 
developments in the respective case.

The rapid reporting system connects the lower level police authorities of each 
State with the criminal investigation offices of another State and with the State 
ministries for internal affairs and for radiation protection and nuclear subjects. The 
system on the State level is connected with its counterpart on the federal level via the 
alarm and operations centres run by the States and the federal ministries for internal 
affairs. State police forces have an additional special reporting system to the federal 
authority (Bundeskriminalamt) concerning all cases of nuclear crime. On the federal 
level, several ministries and other authorities participate: the federal chancellery, the 
ministries of foreign affairs, internal affairs and environmental protection and reactor 
safety; as well as the criminal investigation office and the customs criminal investi
gation office. The rapid reporting system is operable 24 hours a day.

3. AVAILABILITY OF AUTHORITIES

All German authorities on the State level and the federal level participating 
actively in dealing with cases of illicit trafficking or other illegal use of radioactive 
materials -  be it in law enforcement or in danger prevention actions -  can be reached
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24 hours a day. Many authorities provide for special officers who are on duty around 
the clock; other authorities make use of on-call systems linked to the alarm and oper
ations centres of the responsible ministry for internal affairs. The communication 
links (telephone, telefax) through which these authorities can be reached have been 
compiled in a catalogue which is continuously being updated and has been widely 
distributed.

4. DETECTION AND ANALYSIS EQUIPMENT

In 1992, German law enforcement authorities were not equipped with radiation 
detection equipment. This kind of equipment could only be provided by some special 
fire brigades, radiation protection authorities, nuclear installations and nuclear institutes.

Meanwhile, more than 400 portable gamma radiation detectors have been dis
tributed among customs border control officers on duty at the German eastern and 
southern borders, at sea ports and at major airports. In addition, fixed radiation detec
tion portals for surveillance of the moving vehicle traffic have been installed at some 
border crossings. Another 50 high sensitivity gamma radiation detection units have 
been mounted in cars for mobile radiation monitoring of wider areas behind the border.

Police forces, including the federal border police, have been equipped with 
dosimeters and simple radiation detectors for self-protection purposes; these detectors 
will also help to detect gamma and intensive beta radiation. The Federal Office fo r  
Criminal Investigation has recently improved its radiation detection capabilities by 
purchasing gamma dosimeters, neutron dosimeters, high sensitivity gamma radiation 
detectors and contamination detectors.

The equipment available to law enforcement authorities is not capable of deter
mining the kinds of radioisotopes present, the isotopic composition of the material 
and whether it is nuclear material or not.

More sophisticated radiation detection and analysis equipment (for instance 
contamination detectors, neutron detectors, mobile gamma spectrometers) is provided 
in sufficient quantities by the radiation protection and nuclear regulatory authorities, 
in addition to personal radiation protection dosimeters. Detailed analysis of confis
cated nuclear m aterial is performed by the European Institute for Transuranium 
Elements in Karlsruhe and in a few cases also by university institutes. Other radio
active substances will be analysed by State radiation protection authorities.

The Federal Office fo r  Radiation Protection has been equipped with about 200 
portable gamma radiation detectors, which can be used by search teams during a 
mobile search action for radioactive materials; high sensitivity Nal crystals and the 
necessary electronic equipment for an airborne search using helicopters is also avail
able. Several high sensitivity 3He neutron detector modules can also be used in 
mobile search activities for nuclear materials and neutron sources. The Federal Office
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has been equipped with mobile analysis equipment applying different physical 
principles, which enables experts to analyse containers with unknown radioactive 
material regarding its isotopic composition, quantity and spatial distribution without 
opening or moving the containers.

5. INTER-AGENCY CO-ORDINATION

For more severe cases of illegal use of radioactive substances, which may 
include situations with radiological dispersion devices (i.e. radioactive material in 
combination with conventional explosives), participation of an even greater number 
of authorities than in illicit trafficking cases will be required. For instance, in 
Germany, emergency management authorities and disablement experts will have to be 
integrated into the system.

Therefore, inter-agency emergency co-ordination groups have been created at 
the level of State and federal governments. They will be assisted by special assess
ment teams representing all expertise needed to assess the situation, the risk and the 
possible consequences involved, and to advise on appropriate actions to be taken.

6. TRAINING AND EXCHANGE OF EXPERIENCE

At first, training focused on making police and customs officers familiar with 
fundamental points of radiation protection and radiation detection and with the use of 
relevant technical equipment. Appropriate training courses are being organized on a 
regular basis. Experience from actual cases is being fed into these courses, especially 
regarding the types of radioactive material confiscated, the kind of packaging used 
and other characteristic features of the specific cases.

Reports and other supporting documents, for instance on search strategies, on 
the characteristics of the various radioactive substances in use, on criticality safety 
and radiation protection, are prepared by the Federal Office for Criminal Investigation 

, and by the Federal Office for Radiation Protection and are used to assist in training 
and in everyday work.

Joint seminars and joint exercises for law enforcement officers, experts on dis
ablement and radiation detection and protection specialists have created a better 
understanding of the fields of work of the respective partners.

There were some minor problems at the beginning, but the national system is 
now working smoothly and effectively. A standing working group of the States and 
federal experts on combating illegal use of radioactive substances, involved in the 
creation of the system described above, is closely observing its operation and is 
discussing improvements and further evolution of the system.
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Abstract

COUNTERMEASURES AGAINST ILLICIT TRAFFICKING IN NUCLEAR MATERIAL.
At the Moscow Nuclear Safety and Security Summit, which was held in April 1996, a 

Programme for Preventing and Combating Illicit Trafficking in Nuclear Material was adopted. 
For the implementation of this programme, it is important to provide scientific and technical 
support for protective, control, investigatory, customs and law enforcement measures, based on 
a knowledge of those specific characteristics of nuclear material and special non-nuclear 
material which would enable it to be identified. The organizations of the Ministry of Atomic 
Energy of the Russian Federation are attempting to create the following: (a) equipment for 
operational detection o f nuclear, special non-nuclear and radioactive material (law enforcement 
bodies responsible for preventing illicit trafficking in nuclear material will be equipped with 
these facilities); (b) equipment for identifying material found in illicit trafficking; and
(c) information systems to determine the probable sources of illicit trafficking. With a view to 
solving the scientific and technical problems of preventing illicit trafficking, collaborative 
efforts are being developed in the organizations of the Ministry of Atomic Energy of the 
Russian Federation, the US Department of Energy, and the Joint Research Institute of the 
European Commission, with the involvement of scientific organizations from other interested 
countries. A start has been made with setting up an international scientific programme for 
preventing illicit trafficking in which the scientific research institutes of the Ministry of Atomic 
Energy of the Russian Federation, the Lawrence Livermore National Laboratory in the United 
States of America, and the Institute for Transuranium Elements of the Joint Research Institute 
of the European Commission are taking part. The State Committee for Nuclear Weapons has 
been entrusted with the overall co-ordination of the implementation of the programme to 
prevent illicit trafficking by a decree of the Government of the Russian Federation. The 
Ministry o f Foreign Affairs of the Russian Federation has been given the task of organizing the 
international negotiations. The Ministry of Atomic Energy of the Russian Federation sees its 
role in this programme as that of the only competent body capable o f solving the technical 
problems of detecting, identifying and determining the probable sources of nuclear material 
found in illicit trafficking.

1. INTRODUCTION

At the Moscow Nuclear Safety and Security Summit, which was held in 
April 1996, a Programme for Preventing and Combating Illicit Trafficking in Nuclear
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Material was adopted which lays down basic guidelines for international efforts to 
prevent such activities. These guidelines cover the following three main elements:

— Reliable and safe storage of nuclear material, and effective physical protection, 
accounting and control measures to prevent illegal spread;

— Concerted investigatory, customs and law enforcement measures to prevent 
international movement and sale of stolen material;

— Joint efforts to identify and eliminate illegal supply of and demand for nuclear 
material in order to combat criminal elements.

With a view to increasing the effectiveness of collective efforts to prevent illicit 
trafficking, the programme envisages the following points:

— Regular information exchange and dissemination of information on instances of 
theft and smuggling of nuclear material, in accordance with the Convention on 
the Physical Protection of Nuclear Material;

— Exchange of information on significant incidents in this field, and setting up of 
the necessary national contact points for this purpose;

— Efforts to reinforce co-operation and co-ordination between national 
investigatory, customs and law enforcement authorities in different countries, in 
order to ensure swift detection and punishment of those involved in illicit 
trafficking;

— Implementation of national commitments to ensure effective storage, physical 
protection, accounting and control of nuclear material inside national 
boundaries;

— Exchange of experience, and provision of assistance with safe and effective 
storage, physical protection, accounting and control of nuclear material;

— Development of effective national systems of export licensing and control, 
which are important factors in preventing illicit trafficking;

— Provision of support for staff training on the detection of illicit trafficking, 
radiation protection, and safe management and transport of nuclear material;

— Promotion of the exchange of scientific information and data, with a view to 
identifying the origin, history and movement routes of intercepted nuclear 
material;

— Other important tasks relating to the implementation of nuclear non
proliferation safeguards, as defined by international agreements, conventions 
and the Treaty on the Non-Proliferation of Nuclear Weapons.

In the Russian Federation, the State Committee for Nuclear Weapons has been 
entrusted with the overall co-ordination of the implementation of the programme to 
prevent illicit trafficking in nuclear material.



IAEA-CN-68/fiO 433

The Ministry of Foreign Affairs of the Russian Federation has been given the 
task of co-ordinating international negotiations on the implementation of the 
programme to prevent illicit trafficking via the above mentioned decree.

Under the existing legislation of the Russian Federation, the Ministry of 
Atomic Energy of the Russian Federation is the competent, federal, executive body 
responsible for managing federal holdings of nuclear material, nuclear facilities and 
storage areas, and for organizing and implementing physical protection, accounting 
and control of nuclear material.

The Federal Security Service of the Russian Federation, the Ministry of Internal 
Affairs, the General Public Prosecutor’s Office, and the State Customs Committee 
are, by law, the competent, federal, executive bodies responsible for implementing 
law enforcement and customs measures to prevent illicit trafficking.

All the above mentioned federal executive bodies must make joint efforts to 
identify and eliminate illegal supply of and demand for nuclear material.

Supervision or, in other words, independent monitoring of compliance with 
established standards and regulations in the field of physical protection, accounting, 
control and nuclear and radiation safety during the production, storage and transport 
of nuclear material is, under the legislation of the Russian Federation, the respon
sibility of the Federal Nuclear and Radiation Safety Authority of Russia 
(Gosatomnadzor).

2. MEANING OF THE TERM ILLICIT TRAFFICKING IN
NUCLEAR MATERIAL

Clearly, illicit trafficking means actions with respect to nuclear material which 
contravene existing national and international law. Attempts to contravene legislation 
and to substitute existing legislation with inappropriate regulatory decrees and 
decisions must be classed as illicit trafficking in nuclear material.

The basic provisions of the Federal Law on the Utilization of Atomic Energy 
stipulate that all nuclear material, nuclear facilities and storage areas are federal 
property. As indicated above, the Ministry of Atomic Energy of the Russian 
Federation is responsible, and accountable to the President of the Russian Federation, 
for the management of this federal property.

It is no secret that a difficult battle is being waged at present in the Russian 
Federation to denationalize and privatize the most profitable industrial sectors. 
Nuclear material is the last material resource managed by a federal executive 
authority — the Ministry of Atomic Energy of the Russian Federation, which bears 
the responsibility vis-a-vis the Russian Federation and the international community 
for the non-proliferation of nuclear weapons.
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Accounting, control and physical protection of nuclear material from interfer
ence are key functions in the management of federal property. Obviously, in the 
fight over the redistribution of property, nuclear material accounting data are of 
fundamental importance. Protection and security of nuclear material accounting 
data in the competent bodies is an important factor in combating illicit trafficking. 
When corruption is widespread, the most important precondition for combating 
illicit trafficking is the availability of a management system for nuclear material, 
nuclear facilities and storage areas, and a State system of nuclear material account
ing and control in which the functions to be carried out are as insusceptible of 
corruption as possible.

3. ACTIVITIES OF THE MINISTRY OF ATOMIC ENERGY OF THE 
RUSSIAN FEDERATION IN THE FIELD OF NUCLEAR MATERIAL 
ACCOUNTING, CONTROL AND PHYSICAL PROTECTION

Under the Federal Law on the Utilization of Atomic Energy, which was passed 
in November 1995, and in accordance with the plan for the State system of nuclear 
material accounting and control, which was approved by decree No. 1205 of the 
Government of the Russian Federation on 14 October 1996, the Ministry of Atomic 
Energy of the Russian Federation is responsible for organizing the State system of 
accounting and control. In accordance with Russian law on the safety of nuclear 
activities, and taking into account Russia’s international obligations and the recom
mendations of the IAEA on physical protection of nuclear material and facilities, the 
Government of the Russian Federation approved the Regulations for the Physical 
Protection of Nuclear Material, Nuclear Facilities and Nuclear Material Storage Areas 
by decree No. 264 of 7 March 1997. These regulations were developed by the 
Ministry of Atomic Energy of the Russian Federation in collaboration with other 
federal executive bodies.

The Ministry of Atomic Energy of the Russian Federation has now submitted 
the “Procedure for the Organization of the State System of Nuclear Material 
Accounting and Control” to the Government of the Russian Federation.

Scientific and technical collaboration is being developed in the field of nuclear 
material accounting, control and physical protection between Russian and foreign 
nuclear organizations.

Prevention of illicit trafficking will be facilitated by the concerted creation and 
installation of new, highly accurate nuclear material measurement facilities, computer 
systems for monitoring nuclear material security and movement, radiation monitor
ing resources, surveillance and tamper detection facilities, and by improvements in 
the regulatory infrastructure.
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4. ACTIVITIES OF THE MINISTRY OF ATOMIC ENERGY OF THE 
RUSSIAN FEDERATION RELATING TO THE PROVISION OF 
TECHNICAL SUPPORT FOR INVESTIGATIVE, CUSTOMS AND 
LAW ENFORCEMENT MEASURES

The bases for strengthening co-operation and information exchange in this field 
were discussed and approved by the delegations of the “Group of eight” at the 
meeting held in Washington on 12-13 May 1997. The “Group of eight” looked into 
the possibilities of reinforcing co-operation and information exchange between the 
special services and law enforcement and customs authorities with a view to prevent
ing illicit trafficking in nuclear material, and agreed on the following co-operation 
goals:

— Detection, prevention and suppression of any attempts at illegal spread of 
nuclear material;

— Detection, prevention and suppression of the activities of organizations, groups 
and individuals involved in the theft, resale and smuggling of nuclear material;

— Detection of illegal movements of nuclear material through the reinforcement 
of monitoring systems at border checkpoints.

With regard to the elaboration of requirements for organizational measures and 
technologies for combating illicit trafficking, three lines of defence may be 
delineated.

The first is physical protection, which may be taken to mean “all organizational 
measures, engineering and technical resources, and actions of security services aimed 
at preventing diversions or thefts of nuclear material”. As stated in the physical 
protection regulations, physical protection resources must include facilities to detect 
movements of nuclear material.

The second comprises organizational measures and technology for detecting 
nuclear material in supply channels, i.e. at customs points, at transport nodes, in 
transit and within territories.

The third comprises organizational measures and technology for the identifica
tion and criminological analysis of nuclear material detected in and removed from 
illicit trafficking.

The Ministry of Atomic Energy of the Russian Federation provides scientific 
and technical assistance to the special services and the law enforcement and customs 
authorities with the performance of their activities to prevent illicit trafficking, i.e. as 
part of the second and third lines of defence for protection of nuclear material.

Recently, collaborative work among a series of organizations run by the 
Ministry of Atomic Energy of the Russian Federation was initiated. The Kurchatov 
Institute, with the assistance of experts from the special services and law enforcement
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and customs authorities in Russia, and scientists from the Argonne National 
Laboratory in the United States of America, is working on a system project to develop 
a scientific and technical plan for the second line of defence. The goals of this project 
include the creation of a special information system for combating illicit trafficking 
in nuclear material and other dangerous substances, the elaboration of a development 
plan for detection and identification equipment, staff training programmes on the 
prevention of illicit trafficking in dangerous substances, and the solution of a series 
of applied technical problems.

The enterprises of the Ministry of Atomic Energy of the Russian Federation are 
carrying out development work, and producing nuclear material detection and 
identification equipment for the special services and law enforcement and customs 
authorities. One telling example here is the comparison of different nuclear material 
identifiers carried out in 1997 at the European Metrology Institute in Belgium. In this 
comparison, the Russian device developed for the customs authorities proved to have 
the best characteristics.

The Ministry of Atomic Energy of the Russian Federation is the national link 
point for the collection and analysis of factual data on illicit trafficking. An illicit 
trafficking database is being set up. Information exchange on illicit trafficking has 
been initiated between the IAEA and the Ministry of Atomic Energy of the Russian 
Federation.

5. ACTIVITIES OF THE MINISTRY OF ATOMIC ENERGY OF THE 
RUSSIAN FEDERATION RELATING TO THE PROVISION OF 
TECHNICAL SUPPORT FOR THE IDENTIFICATION AND 
ELIMINATION OF ILLEGAL SUPPLY OF AND DEMAND FOR 
NUCLEAR MATERIAL

With a view to providing technical support for the identification and elimina
tion of illegal supply of and demand for nuclear material, three scientific laboratories 
were set up in 1996 at the All-Russia Scientific Research Institute for Inorganic 
Materials by order of the Ministry of Atomic Energy of the Russian Federation which 
runs this institute:

— a laboratory for identifying nuclear material of unknown origin,
— a nuclear analytical laboratory,
— a nuclear metrology laboratory.

Their work is intersectoral, State related and international in nature. The 
purpose of these laboratories is to identify nuclear material of unknown origin and to 
issue expert opinions on its origin and on the characteristics of nuclear material.
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As part of the collaboration between the Institute for Transuranium Elements 
(Karlsruhe, Germany), which forms part of the Joint Research Institute of the 
European Commission, and the All-Russia Scientific Research Institute for Inorganic 
Materials, an international database on nuclear material and articles manufactured 
from it is being set up for the purposes of criminological analysis.

In 1996, at the initiative of the Lawrence Livermore National Laboratory in the 
USA, an international technical working group on illicit trafficking was set up which 
set itself the task of developing a scientific programme for the combating of illicit 
trafficking, concentrating its efforts in particular on the third line of defence.

This group includes technical specialists from scientific organizations and 
special services in various countries. In 1996-1997, three meetings of this working 
group were held (in Germany, Russia and Italy), and a series of technical issues 
relating to detection, identification and criminological analysis of nuclear material 
were discussed. The Ministry of Atomic Energy of the Russian Federation feels that 
support should be given to the activities of this working group at an intergovernmen
tal level and that this work should be granted official status. At present, the group is 
working on an ad hoc basis and, from the organizational point of view, via inter
laboratory collaboration between the organizations of the Ministry of Atomic Energy 
of the Russian Federation, the Lawrence Livermore National Laboratory in the USA 
and the Institute for Transuranium Elements in Germany.
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A b strac t

P L A N N IN G , A P P R O V A L  A N D  E X E C U T IO N  O F  N U C L E A R  M A T E R IA L  

T R A N S P O R T A T IO N .

T h e  p a p e r  p u ts  in a  ch ro n o lo g ica l se q u en ce  th e  fac to rs  w h ich  n eed  to  b e  ad d ressed  by  

S ta tes, th e ir  c o m p e te n t p h y sic a l p ro te c tio n  au th o ritie s  an d  sh ip p e rs /rece iv e rs  w h en  u n d e rtak in g  

an  in te rn a tio n a l sh ip m en t o f  n u c lea r  m a te ria l, tak in g  acco u n t o f  th e  re c o m m en d a tio n s  m ad e  in 

th e  IA E A  in fo rm a tio n  c ircu la r  IN F C IR C /2 2 5 /R ev .3  an d  th e  p ro v is io n s  o f  the  C o n ven tion  on  

th e  P h y sica l P ro te c tio n  o f  N u c le a r  M a teria l. A  sh ip m en t lo g ica lly  fa lls  in to  th ree  parts: its 

p lan n in g , th e  o b ta in in g  o f  n ecessa ry  app ro v a ls  fro m  S ta te  au th o rities , an d  its execu tio n , w ith  

co m p e te n t au th o ritie s  h av in g  an  ad v iso ry  o r  reg u la to ry  ro le  th ro u g h o u t. A  k ey  a sp ec t d u rin g  

th e  p la n n in g  stag e  is to  d ec id e  o n  a  su itab le  p o in t fo r  th e  h an d o v e r o f  p h y sic a l p ro tec tio n  

resp o n s ib ility  fro m  sh ip p e r to  rece iv e r  an d  h en ce  fro m  o n e  S ta te  to  ano ther. F o llo w in g  fro m  

th is  d ec is io n , S ta tes w ill n e e d  to  co n s id e r a  n u m b e r  o f  p h y sic a l p ro tec tio n  issues b e fo re  

g ran tin g  app ro v a l fo r  th e  sh ip m en t. F inally , th e  sh ip m en t n e e d s  to  b e  ca rr ie d  o u t in  acco rd an ce  

w ith  a  p lan  w h ich  tak es a c co u n t o f  reg u la to ry  req u irem en ts  an d  any  ad d itio n a l cond itio n s 

stip u la ted  b y  th e  co m p e te n t au th o ritie s  co n cern ed .

1. INTRODUCTION

The recommendations made in Chapter 6 of INFCIRC/225/Rev.3 [1] for the 
physical protection of nuclear material in transit are not listed in the sequence in 
which they have to be implemented when planning, approving and executing a 
shipment of material. Parts of Chapter 3 of this document are also relevant where 
transportation is concerned insofar as the State’s system of physical protection is 
involved.

Additionally, States Party to the Convention on the Physical Protection of 
Nuclear Material [2] have certain obligations to ensure that nuclear material in inter
national transportation is appropriately protected, which include obtaining the 
necessary assurances from other States that may be involved in the shipment. It is 
worth noting also that a number of States have made commitments to act in 
accordance with the Nuclear Suppliers Group Guidelines (INFCIRC/254/Rev.2) [3]
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when exporting nuclear material. These Guidelines include provisions on the physical 
protection of nuclear material being transported which are similar to those contained 
in the aforementioned Convention. Various nuclear co-operation or supply 
agreements concluded in recent years by States include physical protection clauses 
relating to transfers of nuclear material which refer expressly to this Convention, to 
INFCIRC/225 and/or to INFCIRC/254, or reproduce their key provisions in the form 
of an annex.

The purpose of this paper is to put in chronological order the physical 
protection factors which should be taken into account by States, their competent 
authorities and shippers when planning, approving and executing an international 
shipment of nuclear material, based on the recommendations of INFCIRC/225/Rev.3 
and the contents of the Convention on the Physical Protection of Nuclear Material.

2. REGULATORY REQUIREMENTS

The State, or the competent authority acting on its behalf, should define the 
requirements for the physical protection of nuclear material in transit, taking into 
account the particular circumstances prevailing in the State. This is necessary in order 
that those involved in planning the transportation of nuclear material may know, at 
least in broad terms, the physical protection requirements that will need to be incor
porated into a shipment plan. In defining these requirements the State or competent 
authority will not only wish to take account of the recommendations in 
INFCIRC/225/Rev.3 but should also take account of the State’s obligations to comply 
with the requirements of the Convention on the Physical Protection of Nuclear 
Material and any commitments made by the State (either as a supplier or as a 
recipient, under the terms of a nuclear supply or co-operation agreement) to protect 
nuclear material in accordance with INFCIRC/254. In addition, the competent 
authority should consider defining in these requirements what steps need to be taken 
from the outset to ensure appropriate protection of detailed information concerning 
the proposed transport operations and the predetermination of trustworthiness of 
individuals involved in these operations.

3. PLANNING OF SHIPMENT

Responsibility for planning the shipment rests with the owner of the nuclear 
material (or his designated agent), acting in conjunction with the shipping facility, any 
transport company to be used and the receiving facility. In doing so, the owner 
should take account of the principles listed at the beginning of Chapter 6 of 
INFCIRC/225/Rev.3, according to which the objectives of sound physical protection
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may be assisted through careful planning of the movement schedule. The plan will 
need to comply with regulations of the sending State and the requirements of its 
competent authority, and with the regulations and requirements of the receiving State 
and of other States which are transited.

In drawing up contracts or agreements for the shipment, it is important to state 
clearly the point at which responsibility for physical protection is transferred from 
one transport authority to another. This will not necessarily coincide with the point at 
which legal ownership of the material is transferred, but it will determine whether the 
shipper or the receiver (or even a third party) and its State has the responsibility for 
the physical protection of the material, the maintenance of communications, the 
arrangements for dealing with an emergency and the arrangements for recovery if 
needed. Under the terms of the Convention on the Physical Protection of Nuclear 
Material, each State Party to it is required to ensure as far as practicable that nuclear 
material within its territory, or on board a ship or aircraft under its jurisdiction is 
protected to prescribed levels. This indicates that the point of handover of responsi
bility for air and sea shipments will be dictated by the flag of the carrier, as a State 
will assume or have continuing responsibilities in international waters or airspace for 
nuclear material carried on its ships or aircraft. Contracts or agreements should 
contain provisions for the appropriate degree of advance notice of shipments to be 
provided, so that physical protection arrangements may be made by the parties 
involved.

4. APPROVAL BY THE COMPETENT AUTHORITY

Although in cases where physical protection is adequately covered by 
regulations, advance authorization for routine shipments is not required, it would be 
prudent for the competent authority to require physical protection plans for all 
Category I and II shipments (or series of identical shipments) to be submitted for 
approval in advance. Experience suggests that it is rarely possible for existing 
regulations to cover every contingency, and liaison will be necessary with other State 
bodies and relevant overseas competent authorities. The competent authority may 
wish to undertake a security survey on part of the route or the mode of transport to be 
used for more sensitive shipments. Additionally, the competent authority or the 
relevant State body should consider whether (or, if a State Party to the Convention on 
the Physical Protection of Nuclear Material will require assurances that) the material 
will be adequately protected during international nuclear transportation, perhaps 
before granting an import or export licence. Examples of what could constitute a 
satisfactory assurance are contained in paragraph 3.2.1.4 of INFCIRC/225/Rev.3.

In reviewing plans for proposed shipments, the competent authority should 
consider whether the package to be used needs to be assessed for its resistance to acts
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of sabotage. The competent authority should also consider the implications of the 
proposed point of handover of physical protection responsibility from its State to that 
of the recipient (or third party) State. For road and rail movements, this may involve 
reaching agreement with the State whose frontier is to be crossed concerning the 
exact point at which handover will take place, e.g. at which State’s frontier control 
post. For air movements, advance arrangements may need to be made with States en 
route in whose territory emergency diversion airports have been identified for co
operation in protecting the nuclear material if the diversion airport is used. For sea 
shipments through international waters, the competent authority will have to be 
satisfied that adequate arrangements have been made regarding maintenance of 
communications throughout the voyage and that response forces have been 
designated for both international and foreign territorial waters. Where those escorting 
the shipment are armed, legal requirements concerning the carriage of their weapons 
into the territory of another State may need to be satisfied. Therefore, close liaison 
with relevant overseas competent authorities will be necessary before the shipment, 
and specific communication links will have to be established for use immediately 
prior to and during the shipment.

In granting consent to the proposed shipment, the competent authority may lay 
down specific limitations and conditions related to the particular circumstances. It is 
the responsibility of the licensee/operator to whom approval or a licence for the 
shipment has been given by the competent authority to issue in advance written 
instructions to those persons responsible for physical protection during the shipment. 
The competent authority should co-ordinate the issue of satisfactory written 
instructions by other external bodies involved in protecting the nuclear material in 
transit (such as police escorts).

5. EXECUTION OF THE SHIPMENT

Shortly prior to commencement of the shipment, the shipper should confirm 
details and timings of the proposed shipment with the receiving facility and obtain 
prior confirmation of its readiness to accept delivery at the designated point of 
handover. The competent authorities of the States involved and designated response 
forces should also be informed of the timetable of the shipment by the shipper 
directly or through the competent authority. (The Convention on the Physical 
Protection of Nuclear Material requires the responsible State Party to it to inform 
States in advance if nuclear material is expected to transit through their territory other 
than through their territorial waters or airspace.)

Physical protection of the shipment should be undertaken in accordance with 
the approved shipment plan and the associated written instructions, which take into 
account relevant regulations and any specific conditions stipulated by the competent
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authorities of the State through whose territory the shipment is transported. 
Competent authorities are encouraged to carry out periodic security audits of 
shipments in order to confirm that physical protection arrangements conform to 
applicable requirements.

If road movements cannot be completed without overnight stops, or if there is 
a requirement to place nuclear material in temporary storage en route (for instance at 
a transfer point), then the material should be protected in a manner consistent with 
that employed to protect it in use and storage at a facility. For Category I and II 
shipments this involves the establishment of a temporary protected area (or the use of 
an existing protected area at a nuclear facility) to which access is restricted and which, 
in the case of Category I shipments, is under surveillance by guards who are in close 
communication with response forces. If the material is to remain on the load vehicle, 
then the vehicle should be immobilized. Temporary storage arrangements should be 
approved in advance by the competent authority as part of the shipment plan 
approval.

Finally, the receiver should check the integrity of the packages at the point of 
handover and notify the shipper/owner immediately of their safe arrival. At the same 
time, any escort provided for the shipment should notify the communications centre 
monitoring the movement of the handover of the packages to the receiver. If there 
have been any incidents or unscheduled delays during transit, a review of physical 
protection arrangements should be carried out in order to evaluate their effectiveness 
and identify any necessary improvements which may be made to optimize their effec
tiveness during future shipments.
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A b strac t

P H Y S IC A L  P R O T E C T IO N  D U R IN G  S H IP M E N T S  O F  N U C L E A R  M A T E R IA L  IN  

G E R M A N Y

T h e  p ro tec tio n  o b jec tiv es a re  to  p rev en t a  s ig n if ican t re le a se  o f  rad io ac tiv e  su b stan ces to  

th e  en v iro n m en t, an d  to  p rev en t s in g le  o r  rep ea ted  th e ft o r  ro b b e ry  o f  n u c lea r  fuel, on  th e  basis 

o f  d iffe ren t leg a l req u irem en ts  in  th e  A to m ic  E n e rg y  A c t an d  fu rth e r  spec ified  in  th ree  

g u id e lin es. T h e  g u id e lin es  d esc rib e  th e  secu rity  sc ree n in g  fo r  tru stw o rth in e ss o f  pe rso n n e l, th e  

p e rso n a l an d  q u a lif ic a tio n  req u irem en ts  fo r  p e rso n n e l invo lved  in  th e  tran sp o rt o f  n u c le a r  

m ate ria l, an d  th e  tech n ica l an d  o rg an iza tio n a l p h y sic a l p ro tec tio n  m easu res , d e p en d in g  o n  the  

c a teg o riza tio n  o f  n u c lea r  m a te ria l an d  th e  k in d  o f  tran sp o rt. T h e  ca teg o riza tio n  o f  n u c lea r  

m a te ria l in  G erm an y  is in  acco rd an ce  w ith  the  IA E A  in fo rm a tio n  c ircu la r  IN F C IR C /2 7 4 . In 

ad d itio n , re q u irem en t lev e ls  fo r  p h y sic a l p ro tec tio n  m easu res  w ith in  each  ca teg o ry  are  

e s tab lish ed , tak in g  in to  acco u n t th e  d iffe ren t ph y sica l an d  ch em ica l ty p es o f  n u c le a r  m ate ria l 

(p o w d er o r  fu e l assem b lies). T h e  b as ic  phy sica l p ro tec tio n  m easu res  by  th e  licen see  p ro v id e  fo r 

a d eq u a te  p ro te c tio n  o f  n u c le a r  m a te ria l u n til th e  p o lice  fo rce s can  tak e  o v e r th e  p ro tec tiv e  

d u tie s  on  a  site  a f te r  a  ce rta in  delay  tim e. F o r tran sp o rt o f  n u c lea r  fu e l th is in te rac tio n  req u ires  

c lo se  c o -o p e ra tio n  b e tw een  th e  licen see  an d  the law  en fo rc em en t agencies.

1. LEGAL FRAMEWORK

1.1. P ro tec tion  objectives

Adequate physical protection measures are required by law as a licensing 
prerequisite for all shipments of nuclear material in Germany. The objectives of these 
measures (in accordance with the objectives of the German Atomic Energy Act, 
Section 1) are:

— to prevent any risk to the health and safety of the public that might be caused 
by direct radiation exposure or by significant release of radioactive substances 
through sabotage or other criminal acts, and

— to prevent any single or repeated theft or robbery of nuclear material in 
quantities sufficient for the construction of a critical assembly.

4 4 7
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1.2. L egal req u irem en ts  an d  guidelines

For every shipment of nuclear material in Germany a licence by the Federal 
Office for Radiation Protection is required. The legal basis for this licence for trans
portation is laid down in Section 4 of the Atomic Energy Act, which states that a 
licence for transportation will be granted

— if there are no known facts giving rise to doubts as to the reliability of the 
applicant, the carrier and the persons actually carrying out the transport,

— if it is ensured that this transport will be carried out by persons who possess the 
requisite knowledge of the possible radiation hazards and the safety measures 
to be applied during the transport of nuclear fuel,

— if the necessary protection has been provided against criminal acts or other 
interference by third parties.

The licensing requirements of the Atomic Energy Act are specified further in 
three guidelines:

(1) The “Guideline for the Security Screening for Trustworthiness of Personnel in 
Nuclear Facilities, during Shipment and Use of Nuclear Material” specifies the 
procedure to be followed and the criteria to be applied for checking the relia
bility of the personnel of the carrier.

(2) The “Requirements Related to the Physical Protection Personnel during 
Shipment of Radioactive Substances” outlines the personal and qualification 
requirements for the guards escorting the shipment, the personnel at the 
transport control centre and the responsible personnel of the carrier.

(3) The “Guideline for the Protection against Malevolent Acts or other Interference 
by Third Parties during Shipments of Radioactive Substances” describes the 
monitoring (including communication), the technical and organizational 
physical protection measures depending on the categorization of nuclear 
material, and the kind of transport (road and rail; chapters for transport by air 
and sea are under preparation).

1.3. C atego riza tion  o f  n u c lea r  m a te ria l

The categorization of nuclear material in Germany is in accordance with the 
categorization scheme given in Annex II of the “Convention on the Physical 
Protection of Nuclear Material” (INFCIRC/274) and in “The Physical Protection of 
Nuclear Material” (INFCIRC/225/Rev.3). In addition to Categories I, II and III, a 
category for “Radioactive Waste and High Level Radiation Sources” has been estab
lished in Germany.
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Within the categories, there are different requirement levels for the physical 
protection measures, depending on the hazard potential of the radioactive material, 
and depending on its accessibility and the possibility of a significant release of radio
active substances within the delay time of the police. The hazard potential with regard 
to a possible significant radiation release depends on the physical and chemical type 
of radioactive material, including its packaging; its potential radiological impact on 
the environment as a result of disruptive actions or other interferences by third parties 
is assessed against the protection objectives. The hazard potential with regard to 
accessibility depends on the time required to divert the radioactive material. The 
assessment with regard to the diversion of relevant quantities of radioactive material 
is carried out against the protection objectives in conjunction with the categorization 
of nuclear material in INFCIRC/225/Rev.3 or in INFCIRC/274. Radioactive material 
which has been allocated to a specific requirement level may also be transported if 
security measures of a higher category or requirement level have been taken.

2. INTEGRATED PHYSICAL PROTECTION CONCEPT

The basis for meeting the protection objectives and the legal requirement is the 
integrated physical protection concept, which includes the basic physical protection 
by the licensee and the measures by the federal and State law enforcement agencies 
(police forces).

Basic protection includes all technical, personnel and administrative measures 
which the licensee has to provide in order to ensure an adequate level of physical 
protection. ‘Adequate level’ means that these basic physical protection measures 
alone shall be able to prevent potential aggressors from gaining access to nuclear 
material until police forces arrive on the site (delay time); furthermore, these 
measures shall be able to prevent transport situations from leading to a significant 
radiation release to the environment and to the public. The measures taken by the law 
enforcement agencies comprise all police activities necessary to terminate the assault 
as quickly and effectively as possible. Elements of these activities are: general 
surveillance measures, adequate response forces and sufficient equipment reserves, 
including transportation and communication capabilities for the different transport 
routes. In addition, police activities include detailed response procedures and central
ized alerting systems for announcing certain security risk levels for transportation, 
mutual drills of police forces and the guards accompanying the transportation, and 
transport escorts for special fissile material (Category I, requirement level 1).

During transport of nuclear material the carrier shall ensure by his own physical 
protection measures that the protection objectives are met until the police forces 
which have been alerted take up their protective duties on the site. The carrier’s 
measures consist of those which are required for reasons of safety, in accordance with
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the applicable statutory requirements for the transportation of dangerous goods (e.g. 
packaging of radioactive material), and his security measures supplement the safety 
measures. These measures must ensure:

— that the carrier knows as accurately as possible where his transport vehicle is 
located at any time,

— that the carrier and the transport escort can communicate with each other,
— that the carrier can notify the police in the event of an assault and can maintain 

reliable communication with the police until it takes over the protection of the 
transport,

— that the protection objectives are not violated for the duration of the delay time.

The neccessary security measures are subdivided into monitoring measures, 
structural measures and other technical measures, as well as organizational and 
personnel measures.

2.1. M o n ito ring  m easures

The carrier shall monitor the progress of each transport from a centralized 
office (transport control centre) and shall alert the police and maintain communica
tion links with them, if necessary.

It is the task of the transport escort to secure the site, to report on the condition 
of the vehicle and its location, and to maintain communication with the transport 
control centre and the police in case of an alarm.

The outer layer of the packaging must be checked for its integrity. This may be 
done by technical systems or by the accompanying staff.

2.2. S tru c tu ra l a n d  o th e r  techn ical m easures

The transport control centre shall be protected in such a manner that it can fulfil 
its function even in the event of disruptive actions or interference by third parties. It 
must be equipped with the technical systems necessary for continuous monitoring of 
the transport and for communication with those participating in the transport and with 
the police. Furthermore, equipment for recording of abnormal events during the 
transport shall be provided.

Secure areas shall be installed for all escort personnel accompanying the 
transport convoy so that these persons can carry out their duties even in the event of 
an attack. Technical provisions shall be made to prevent or to impede forceful 
intrusion into these areas from the outside.

An immobilization system must be installed if theft of the transport vehicle and 
violation of the protection objectives are possible within the delay time. Its
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deactivation and removal by disruptive actions or other interference by third parties 
shall be rendered difficult.

If the packaging of the radioactive material does not represent an adequate 
barrier against release and diversion within the delay time, it is necessary to use 
additional enclosures acting as effective barriers and ensuring the required resistance 
time. The packaging may also be fastened securely to the vehicle.

The resistance time corresponds at least to the duration of the delay time. The 
barriers necessary for ensuring the resistance time will depend on the kind of 
offensive devices anticipated and on the categorization and requirement levels of the 
nuclear material.

It must be possible to detect radioactive releases to the environment by means 
of mobile radiation measuring devices which shall be carried in the transport vehicle.

2.3. O rg an iza tio n a l a n d  personne l m easures

The carrier shall provide for the staffing and the technical security measures for 
the transport. He shall draw up the schedule, the alarm plan and the contingency plan.

The transport shall be planned in such a way that stops and trans-shipments are 
avoided. However, if these are absolutely necessary, they shall take place in protected 
areas.

Prior to the commencement of a transport the appropriate authorities shall be 
advised in due time, using the notification procedures specified by the licensing 
authority.

The transport control centre shall be appropriately staffed. The duties of the staff 
include: continuous monitoring of the progress of the transport, communication with 
the transport escort and staff, alerting and communicating with the police in the event 
of disruptive actions or other interferences by third parties, and recording of incidents.

The transport shall be accompanied by escorts and staff. The number of escort 
personnel and their equipment shall be in accordance with the duties to be carried out; 
for certain types of nuclear material, the use of firearms may be part of these duties. 
One member of the accompanying staff shall be appointed to act as authorized 
transport supervisor responsible for the adherence to the security measures and shall 
also be authorized to give instructions to the other escort personnel. The training of 
the transport supervisor and his or her deputy must comprise, in particular (Category I 
movements):

— transportation specific examination;
— practical knowledge of nuclear fuel transports;
— knowledge of confidentiality procedures;
— knowledge of self-defence and emergency assistance legislation;
— knowledge of transport related aspects of radiation protection;
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— knowledge of rules and regulations relevant for these transports (Atomic 
Energy Act, law concerning the transport of hazardous goods including inter
national regulations in case of cross-border transports);

— adequate linguistic proficiency in German (for communication with the police);
— knowledge and skills in unarmed self-defence;
— knowledge and experience in the use of weapons;
— knowledge of alarm and contingency plans (evaluation and transmission of 

hazardous situations, conduct in case of attacks, co-operation with the police).

The accompanying escort and staff for Category I movements shall be contrac
tually obliged to execute retarding resistance against adversaries in the framework of 
reasonable personal risk until the police can intervene effectively. In the case of an 
extreme emergency it may also be necessary to use force based on the right of self- 
defence and emergency assistance to which everyone is entitled (including the use of 
firearms). This may be the case:

— if the life or health of third parties is at risk;
— if it seems highly probable that there will be a forced entry of an intruder into 

the secured areas of the transport vehicle and if the transport barriers will be 
breached;

— if there is a risk of the shipping packages being destroyed, with the possible 
consequence of a significant release of radioactive material;

— if there is a risk of nuclear fuels being misappropriated;

unless it is possible to rule out these risks in any other way.
The carrier’s staff involved in the preparation and execution of the security 

measures for transports — including the authorized transport supervisor, guards and 
transport control centre personnel — must be security screened for trustworthiness 
according to their duties and must possess the necessary professional skills.

2.4. M easu res fo r co -opera tion  betw een the  c a r r ie r  an d  th e  police

The following measures shall be taken by the carrier to support the targeted and 
timely deployment of the police and their close co-operation with the staff accompa
nying the transport:

— use of walkie-talkies for communication with the police escorts if necessary;
— regular testing of the communication links with the police;
— comprehensive information on the characteristics of the goods being trans

ported in each case, as well as the security measures taken upon the request of 
the police;
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— co-operation in the preparation and continuous updating of the response files of 
the police;

— adjustment to the alarm criteria, the contingency plan and the alarm plan, and 
planning of additional measures for periods of increased risk for nuclear 
transports;

— participation in the exchange of knowledge and in joint training drills, if 
necessary.
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A b strac t

P H Y S IC A L  P R O T E C T IO N  O F  T H E  T R A N S P O R T  O F  N U C L E A R  M A T E R IA L S  IN  

F R A N C E : O R G A N IZ A T IO N  O F  T H E  T R A N S P O R T  S Y S T E M  C O N T R O L .

F re n c h  reg u la tio n s  g o v e rn in g  th e  p ro tec tio n  an d  co n tro l o f  n u c lea r  m a te ria ls  sp ecifica lly  

p ro v id e  th a t th e  ro ad  tran sp o rt o f  n o n -irrad ia ted  n u c lea r  m a te ria ls  o f  C a te g o rie s  I an d  II is to 

b e  e ffe c ted  u s in g  v eh ic les p rev io u sly  app ro v ed  b y  th e  M in is try  o f  In d u stry  an d  is to  be  

p e rm a n e n tly  m o n ito red  fro m  se cu re  n o n -m o b ile  fac ilitie s  app ro v ed  by  the  sam e m inistry . 

T h e re fo re , th e  S erv ice  fo r  N u c le a r  an d  S ensitive  M a teria l P ro te c tio n  and  C o n tro l (S P C M N S ), 

w h ich  is in  ch arg e  o f  th e  im p lem en ta tio n  o f  these  reg u la tio n s w ith in  th e  M in is try  o f  In d u stry  

(H ig h  C iv il S erv an t), has la id  d o w n  a  se ries  o f  p ro v isio n s, in  c lo se  co llab o ra tio n  w ith  the  

D e p a rtm e n t o f  R a d io a c tiv e  M a te ria l S ecu rity  (D S M R ) o f  th e  In s titu te  o f  P ro te c tio n  and  

N u c le a r  S afe ty  (IP S N ), th e  tec h n ic a l su p p o rt bod y  o f  th e  S P C M N S  in  th e  a cco m p lish m e n t o f  

its  task . T h e se  p ro v is io n s  fa ll in to  tw o  m a in  ca tegories: (1 ) th e  tech n ica l req u irem en ts  w ith  

w h ich  th e  eq u ip m e n t m u st co m p ly  in  o rd e r  to  b e  app ro v ed , th e  c o n d itio n s  o f  its m an u fac tu re  

an d  th e  tec h n ic a l co n tro l o f  its  co m p lian ce  w ith  th e  tech n ica l req u irem en ts  d u rin g  the  tim e  it  is 

u se d  b y  th e  ca rrie rs ; an d  (2 ) th e  co n tin u o u s , d ire c t an d  re a l-tim e  co n tro l o f  th e  convoys, 

su p p le m e n te d  b y  th e ir  ‘in -se rv ic e ’ in sp ec tio n ; th ese  ta sk s a re  p e rfo rm ed  b y  th e  O p era tio n a l 

T ran sp o rt U n it o f  IP S N /D S M R , a c tin g  u n d e r  th e  au th o rity  o f  th e  M in is try  o f  In d u stry  and 

ap p ro v ed  b y  it  as req u ired  b y  th e  law . T h e  go a l is  to  g ive to  th e  M in is try  o f  In d u stry  th e  m ean s 

fo r  co n tro l o f  th e  s tru c tu re  o f  the  tra n sp o rt o f  th e  m o st sensitive  n u c lea r  m a te ria ls . T h e  

effic ien cy  an d  re liab ility  o f  co n tro l l ie  in  th e  fac t th a t it is p e rfo rm ed  c o n tin u o u sly  o n  the 

d iffe ren t a sp ec ts  o f  n u c lea r  tran sp o rta tio n : co n cep t, m an u fac tu re , u se  an d  m a in ten an ce  o f  the  

eq u ip m e n t as w ell as its  tran sp o rt.
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French regulations governing the protection and control of nuclear materials 
specifically provide that the road transport of non-irradiated nuclear materials of 
Categories I and II:

— is to be effected using vehicles previously approved by the Ministry of Industry,
— is to be permanently monitored from secure non-mobile facilities approved by 

the same ministry.

Therefore, the Service for Nuclear and Sensitive Material Protection and 
Control (SPCMNS), which is in charge of the implementation of these regulations 
within the Ministry of Industry (High Civil Servant), has laid down a series of provi
sions, in close collaboration with the Department of Radioactive Material Security 
(DSMR) of the Institute of Protection and Nuclear Safety (IPSN), the technical 
support body of the SPCMNS in the accomplishment of its task.

The provisions fall into two main categories:

(1) Three directives relating to the technical specifications with which the equip
ment must comply to be approved, the conditions of its manufacture and, 
finally, the technical control of its conformity with the specifications through
out its utilization by the carriers;

(2) A number of different orders and enforcement instructions instituting a system 
of direct permanent monitoring of convoys, supplemented by field inspections 
of the conditions under which transport is taking place; these tasks are 
performed by the IPSN control centre (EOT) acting under the authority of the 
Ministry of Industry.

The underlying purpose of the arrangements is to provide the government 
authorities with a means of checking the transport system for the most sensitive 
nuclear materials. The effectiveness and reliability of this checking results from its 
being exercised in a continuous manner for all the different aspects of transport, 
including the design, manufacture, operation and maintenance of the transport sys
tem, as well as for the conditions under which journeys are carried out.

The first of the above-mentioned directives comprises a set of technical speci
fications with which equipment must comply to be approved. These specifications 
reflect the security objectives to be met. This being the case, it is the carriers’ respon
sibility to propose the technical solutions necessary for meeting these objectives and 
to justify the specifications in terms of these solutions.

In this context, the IPSN technical support mission implies that it must perma
nently monitor security technology and conduct research in this area. The IPSN must 
therefore participate actively in the work performed in this field by the carriers.
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These technical specifications, as well as the exact nature of the threats that they 
are to counter, must of course be kept strictly confidential. It is therefore not possible 
to describe them in detail. It is possible, however, to state that their basic objective is 
threefold:

— providing protection of the consignments against attempted theft or diversion, 
offering resistance for a length of time compatible with the response time of 
the law enforcement officers;

— protecting the crew of the vehicle;
— allowing monitoring of convoys by the EOT and, if required, alerting the latter 

so that it can warn the authorities and take the action planned to deal with inci
dent and accident situations.

This, however, means that the technical specifications must be correctly imple
mented by the carrier company at the time of manufacture of the vehicle and that the 
company must be able to justify itself to the Government authorities when it seeks 
their approval. This is the subject of the second directive, which provides for three 
successive phases.

First of all, the carrier sends a preliminary study to the SPCMNS before pro
ceeding with a production project, which must specifically include:

— for each technical specification a detailed description (characteristics, draw
ings, provisions with which the supplier must comply, etc.) of the equipment 
that the carrier suggests to meet the specifications, as well as the results of qual
ification tests on equipment;

— a list of manufacturers, suppliers and builders, so that the SPCMNS can, in 
particular, ascertain that the companies and their staff involved in manufacture 
have security clearance and that the work will be carried out in protected 
facilities;

— a list of the manufacturing stages and the corresponding inspections.

The SPCMNS analyses the file with the support of the DSMR and issues the 
approval for initiating equipment manufacture, possibly with accompanying remarks 
to be taken into account during the production.

Production then commences, subject to the applicable quality assurance rules, 
under the sole responsibility of the carrier. The DSMR is authorized by the SPCMNS 
to carry out surveillance during manufacture. These are mandatory hold-points in the 
manufacturing cycle for this task, as well as for the checks the carrier makes on the 
basis of the list of manufacturing stages and the corresponding inspections. This sur
veillance essentially relates to phases of high technical complexity or to equipment 
that has been designed and developed in collaboration with the DSMR at the carrier’s
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request. The surveillance also relates to the stages of manufacture and, above all, the 
assembly of components, after which subsequent inspection becomes virtually 
impossible. For its part, the SPCMNS can, at any time, elect to attend manufacture 
inspection operations of the carrier and DSMR surveillance actions.

When production is completed, the DSMR also conducts its own final accep
tance formalities on the proper operation of all protective features, independently of 
the carrier’s acceptance procedures under its contracts with its suppliers and builders. 
This is, for instance, the case with alerting and communication systems linking the 
vehicle to the EOT.

After production of the equipment, the carrier seeks SPCMNS approval of it. In 
support of the application, the carrier supplies an as-built design file. The DSMR pro
vides the SPCMNS with a report summarizing all surveillance actions and the final 
acceptance formalities and their results.

The carrier’s as-built design file must specifically contain:

— the as-built drawings;
— justification for the planned use of the materials and the origins of

preassembled equipment supplied to the manufacturer;
— the manufacturer’s signed internal inspection reports;
— a complete list of the manufacturing stages and the corresponding inspections;
— the modifications relative to the original design made during manufacture and

approved by the SPCMNS, reiterating their justifications.

If, after joint examination with the DSMR, the file is found acceptable, the 
SPCMNS prepares the acceptance certificate of the vehicle built and forwards it to the 
High Civil Servant for signature.

It must, however, be stressed that this approval only means that, at the time of 
its issuance, the vehicle complies with all regulatory requirements. It is therefore nec
essary for the SPCMNS to ascertain that compliance is preserved as long as the vehi
cle is part of the carrier’s operational fleet.

For this purpose, the SPCMNS has laid down in a third directive a system of 
technical inspections of the means of transport, and the carriers have organized the 
maintenance of their equipment accordingly.

The technical inspections relate not only to the vehicles and their special 
equipment for protecting materials, but also to all documents covering maintenance 
(procedures for checking and repair, log cards, deviation sheets, fault correction 
sheets, etc.), drafted by the carriers in accordance with the quality assurance rules.

It is possible to retrace the operational life of a vehicle to assess the quality 
of its maintenance and, above all, to benefit from experience feedback, which is 
particularly precious for improving maintenance and creating new designs.
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The technical inspection of one or more vehicles, which is announced by the 
SPCMNS to the carrier concerned, is conducted by the DSMR. The SPCMNS attends 
if necessary. For reasons of confidentiality, this is carried out in the carrier’s mainte
nance bases, which are protected facilities with staff having appropriate security 
clearance.

DSMR intervention is recorded in a report, together with any recommended 
action; this report is sent to the SPCMNS, which in turn informs the carrier of the 
conclucions. Should the conclusions indicate the need of bringing the security system 
up to standard, the SPCMNS declares the approval suspended.

In such cases, the carrier must obtain prior agreement from the SPCMNS con
cerning the proposed arrangements for correcting the shortcoming discovered. 
Whatever the case, the corresponding repairs that the carrier makes or has made by 
the supplier or the accredited manufacturer are the subject of a technical inspection 
conducted by the DSMR before the suspension of the approval can be lifted.

The same process of prior agreement and subsequent inspection may apply in 
two other cases:

— failure of a security system, discovered by the carrier company during its own 
maintenance and routine checking of empty vehicles before they leave the base 
for being loaded in a facility;

— the wish of the carrier to modify one or more of the security systems.

Finally, it is necessary to stress the strategic position of the EOT in the system, 
resulting from its duties of permanent real-time monitoring of convoys and field 
inspection of transport operations.

In this context, it must be pointed out that the departure of a laden convoy from 
a nuclear installation (or a base approved as stop-over point if the transport operation 
lasts a number of days) is subject to prior authorization by the EOT. Granting of such 
an authorization depends on the results of a certain number of tests of the vehicle by 
the EOT, particularly as regards alerting and communication equipment. Discovery of 
any failures may result in delay or rescheduling of the trip, pending action by the 
carrier (repair or replacement of the faulty system, replacement of the vehicle, etc.).

If a fault develops while the vehicle is on the road, the EOT applies pre- 
established procedures for such situations. The measures planned do, of course, vary 
according to the nature of the fault discovered. They can, for instance, result in rein
forcement of the escort, more frequent communication between the vehicle crew and 
the EOT, or even rerouting of the convoy to a protected base, guarded and approved 
by the Ministry of Industry.
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Abstract

THE PHYSICAL PROTECTION OF NUCLEAR MATERIALS DURING TRANSPORT: 
THE POINT OF VIEW OF TRANSNUCLEAIRE (CONTROL AND MAINTENANCE OF 
EQUIPMENT).

Transnucl6aire, the authorized carrier of the COGEMA Group, transports nuclear 
materials o f Categories I and II. It also performs the maintenance of transport equipment in 
compliance with the legal and regulatory rules. It closely collaborates with the Government 
authorities when carrying out these operations. Maintenance and control o f protected vehicles 
is organized by the competent authority (the Service for the Protection and Control o f Nuclear 
and Sensitive Materials of the Ministry of Economy, Finance and Industry) and by 
Transnucl6aire, the prime contractor, which delegates the contracting to its two specialized 
subsidiaries. The operations are essentially carried out in two specialized transport bases and 
meet security, reliability and quality assurance standards. There are several categories of 
maintenance: (1) First-level maintenance is performed prior to each transport or each 
campaign. At the end o f the transport, a synopsis o f the events is drawn up and the park 
manager immediately implements the necessary corrective action, be it in mechanics, physical 
protection, radio communication or radio localization. (2) Preventive maintenance is carried 
out periodically as scheduled. The procedures for organizing this maintenance are submitted 
for approval to the Government authority which oversees its effective performance.
(3) Corrective maintenance: The events requiring corrective maintenance are classified in three 
categories. These are incidents (minor events), non-conformities (events requiring repair on the 
premises of the maintenance service provider) and anomalies (defective physical protection 
system). For the last two categories, a deviation sheet is issued under quality assurance and 
repair by the maintenance service provider, with or without informing the authority, depending 
on the severity of the anomaly. (4) Overhaul, modification improvement of the park: These 
operations are performed when a physical protection component becomes obsolete or 
defective, in compliance with the Transnucl6aire specifications drawn up at the design stage. 
The manufacturer’s file is modified, and approval from the supervisory authority is required.
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In France, nuclear materials of Categories I and II are transported in accordance 
with the regulations defined under the following legal and regulatory framework:

— The Convention on the Physical Protection of Nuclear Material (INFCIRC/274, 
published in the official journal of the French Republic in Decree 92-110 of 
3 February 1992).

— French regulations concerning the protection and control of nuclear materials 
such as described by the Service for the Protection and Control of Nuclear and 
Sensitive Materials (SPCMNS) of the Ministry of Economy, Finance and 
Industry.

— The French orders and law enforcement decrees concerning the physical 
protection of nuclear materials transported by road, air, rail and sea.

Transnucleaire, the COGEMA Group’s authorized transport company, closely 
collaborates with the public authority (SPCMNS) in implementing these transports. 
Implementation of these transports requires considerable material and human invest
ments, on the part of Transnucleaire, for the operations of planning, implementation, 
operation and maintenance, which have to comply with safety, reliability and quality 
standards.

The evolution of techniques, both for localization and protection, as well as the 
related maintenance, must allow these transports to be carried out in complete 
security, in full compliance with the regulations concerning the physical protection 
and transport of dangerous materials.

The paper describes the procedures applied by Transnucleaire with regard to 
the maintenance of transport systems for nuclear materials of Categories I and II in 
France.

1. INTRODUCTION

2. ORGANIZATION OF THE MAINTENANCE AND CONTROL 
OF PROTECTED TRANSPORT VEHICLES

2.1. General organization

The general organization of the maintenance and control of the ability of 
protected vehicles to fulfil their purpose concerning physical protection, radio 
communication and radio localization is as follows:

— The SPCMNS is responsible for checking the conformity of the operations.
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— The SPCMNS authorizes Transnucleaire to operate the vehicles for transporting 
Category I and II materials, and to manage and carry out the maintenance 
operations.

— Transnucleaire, the authorized transport company, delegates, with the 
authorization of the SPCMNS, the carrying out or the management of the 
maintenance operations to other companies. All these companies are holders of 
a special accreditation.

The role of each participant is defined in the following sections.

2.2. Competent authority

The Ministry of Economy, Finance and Industry (Service for the Protection and 
Control of Nuclear and Sensitive Materials, Senior Defence Official) is the body 
responsible for applying French regulations with regard to transportation by road of 
non-irradiated Category I and II nuclear materials.

2.3. Authorized transport company

Transnucleaire is the holder of the authorization to transport material and to 
operate vehicles approved by the Ministry of Industry. It is responsible for arranging 
transports and for contracting out vehicle maintenance to companies approved for that 
purpose. Transnucleaire is the interlocutor of the authorities.

Transnucleaire, the holder of security clearances, has a company quality 
assurance manual.

2.4. Providers of maintenance services

Contractor: Transnucleaire, as holder of the authorization to operate special 
vehicles, acts as the principal contractor for maintenance and contracts out the 
maintenance to its subsidiaries.

Subcontractor and/or constructor: Transnucleaire has two subsidiaries 
specialized in the control and maintenance of transport vehicles, but assumes sole 
responsibility for physical protection vis-a-vis the public authorities.

These companies carry out first-level maintenance and place second-level 
maintenance and large scale jobs with third-party companies, approved by the respon
sible authority, and more often than not the companies which have installed the 
equipment in situ and/or are developing new equipment.

All these companies have security clearances, and hold quality assurance 
manuals and quality assurance schedules for vehicle maintenance operations.
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2.5. Transport bases

To carry out maintenance operations, Transnucleaire has two transport bases 
which are protected, approved, under permanent surveillance and with controlled 
access. Transnucleaire gives the responsibility for operating these bases to the two 
specialized subsidiaries. These bases are located in the vicinity of the two main 
operating centres of the COGEMA Group.

When not in use, the vehicles are parked in these bases. First-level maintenance 
operations are carried out on these sites and it is here that classified equipment, for 
which maintenance or upgrading work has been carried out by the designers, is 
installed.

2.6. Procedures

All these operations are carried out in stringent compliance with the quality 
assurance standards. To ensure traceability, each operation is subject to a written 
order called workshop job request (DTA).

The maintenance policy and the frequency of the operations are laid down in 
the maintenance procedure file (DTM), and a maintenance report (CRM) is prepared 
after each operation.

The procedures used are approved and controlled by the responsible authority 
prior to their application. These procedures are established by Transnucleaire, which 
places responsibility for their implementation with its subsidiaries.

3. FIRST-LEVEL MAINTENANCE

First-level maintenance consists of checking that, prior to each transport and/or 
each campaign, the vehicle is fully operational and safe from the point of view of both 
haulage safety and passive and active physical protection. During this maintenance 
check the radio telephone link with the transport supervisory organization, EOT (the 
transport operational element) at the Institute for Radiation Protection and Nuclear 
Safety (IPSN), and the radio localization system are verified.

The implementing procedures established for these operations are approved by 
the SPCMNS.

3.1. Putting at disposal check (CMAD)

This service, which is carried out before every transport campaign and at least 
once every fourth transport, comprises:
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—  a check of the vehicle’s operability by the driver,
— a check of the operability of the physical protection systems,
— a check of the operability of the system of radio communication with the EOT,
— a check of the operability of the radio localization system.

These tests are monitored and their traceability is ensured under quality 
assurance.

3.2. Pre-departure check

Before every departure, the driver carries out specific checks according to a list, 
in order to verify:

— the status of the towing vehicle, its semitrailer and the security components,
— the tool kit of the vehicle,
— the transport dossier containing the specific transport instructions.

The driver also has:

— the instructions for using the physical protection systems and the pre-departure 
test procedures: energization and operability test;

— the procedures for telecommunication with the EOT, which is responsible for the 
monitoring, and with the transport company, which is in charge of the logistics 
(radio localization system, material monitoring system, telephone links);

— instructions in the event of an accident: in accordance with the recommenda
tions of the IAEA Safety Series No. 87, Transnucleaire has prepared a transport 
emergency plan which lays down the procedures to be followed in the event of 
an incident or accident.

A report of the pre-departure check has to be made before a transport autho
rization can be issued.

3.3. Vehicle departure

Once the vehicle is loaded, has been started up and is ready to set off, the driver 
once again checks:

— the operability of the vehicle;
— radio communication with the EOT to confirm that the links are in good 

working order, and the operability of the radio localization system and the 
monitoring system;
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— at the moment of departure, arrangements are also made for the radio commu
nication sessions and any specific instructions;

— authorization for the departure is given by the EOT when it has received the 
report confirming that all the systems are in good working order.

3.4. Job report

Upon completion of the transport, the driver prepares a job report containing 
the following points:

— possible mechanical incidents,
— physical protection incidents,
— Radio communication and radio localization incidents.

This document is forwarded to the responsible manager who organizes, if 
necessary, corrective maintenance operations.

4. PREVENTIVE MAINTENANCE

A maintenance programme is conducted periodically, regardless of how many 
transports have been carried out between two maintenance dates.

The maintenance procedures are submitted for the approval of the govern
mental authority which supervises their execution and their quality.

The responsible authority can request to be present at some of these operations 
in situ.

The scope and technical procedures for these operations are laid down in the
DTM.

4.1. Standard mechanical maintenance

The standard maintenance operations for the vehicle are carried out in compli
ance with the manufacturer’s design specifications.

4.2. Maintenance of physical protection

These maintenance operations include all the checks carried out periodically on 
the equipment and ensure the good working order of the physical protection systems 
in accordance with the maintenance policy defined in the DTM. In the course of this 
maintenance, components may be replaced.

Once every three months comprehensive operating checks are performed.
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At regular intervals, the frequency of which is established by the sub-assembly 
manufacturers in accordance with the design specifications and the specifications of 
the Department for the Security of Radioactive Materials (DSMR), components are 
replaced.

The manufacturers and the operator work in close co-operation to perform the 
operations either on the premises of the manufacturer or on the premises of a 
specialized maintenance agent, or at the transport bases. Some complex components 
are replaced directly by the manufacturers under the supervision of responsible 
maintenance officers.

The operations are performed under quality assurance. They are recorded in a 
maintenance report and monitored by the responsible authority.

4.3. Maintenance of the radio communication systems

The radio communication systems are complex and their maintenance, like that 
of the physical protection systems, is prescribed in a DTM. Maintenance of the radio 
communication systems is essentially based on the recalibration of the subassemblies 
and their periodic replacement. Maintenance of these assemblies is generally based 
on replacement of computer cards or complete electronic valves.

4.4. Maintenance of the radio localization system

The maintenance of the radio localization system is also described in a DTM. 
Annual preventive maintenance essentially comprises checking of the cabling and 
connections.

4.5. Regulatory controls

Security checks are carried out periodically:

— The French government vehicle testing service of the Ministry of Transport is 
responsible for an annual check of the vehicles’ roadworthiness.

— The radiation protection service of the transport company carries out a radiation 
contamination check once a year.

5. CORRECTIVE MAINTENANCE

This service includes all the operations carried out to return equipment to 
operability following the detection of a fault during a maintenance operation or
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during transport. The resulting repairs may be carried out immediately or deferred. 
Events giving rise to corrective maintenance operations are categorized in three 
classes: incidents, non-conformities and anomalies.

If an event occurs during transport, the driver or the head of the convoy alerts 
the operational transport unit (EOT) whatever the severity of the event. The 
EOT informs Transnucleaire, which in turn contacts the maintenance service 
provider.

5.1. Incident

An incident is a minor event which does not place the security of the equipment 
or the transport at risk. It does not give rise to major repairs; these are generally 
carried out on the carrier’s premises. If this incident involves physical protection 
during the transport, the necessary safeguards measures are taken and corrective 
actions performed at the next scheduled stopping place.

The carrier keeps a record of such work; this record is accessible and included 
in a monthly summary.

5.2. Non-conformity

A non-conformity is a major event, placing at risk the security of the equipment 
and the feasibility of the transport; it has to be rectified on the premises of the mainte
nance service provider.

— A deviation sheet under quality assurance is issued. It records the operation 
concerned, the type of non-conformity, the protective measures taken and 
actions foreseen. With regard to the last element, the deviation sheet enables 
verification that corrective actions have indeed been taken.

— Repair by the maintenance service provider is carried out following authoriza
tion by Transnucleaire, the general park manager.

5.3. Anomaly

An anomaly is a major event which places at risk safety and security 
requirements.

— A deviation sheet containing the same data as for a non-conformity is issued 
under quality assurance.

— Repairs are carried out by the maintenance service provider after authorization 
has been given by Transnucleaire, the general park manager; the SPCMNS is 
informed.
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6. OVERHAUL, MODIFICATION/IMPROVEMENT OF THE PARK

Overhaul operations are carried out when a component of the physical protec
tion system becomes obsolete or defective. The overhaul is carried out in accordance 
with the Transnucleaire specifications drawn up at the design stage. It results in a 
modification of the manufacturer’s file.

There are three possible reasons for the fitting of new equipment or modifica
tion aimed at upgrading existing equipment:

— technical fault,
—  technical progress,
— breakdown in the supply of spare parts.

These operations are included in a similar procedure under quality assurance. 
This procedure involves the following operations:

— preparation of a technical file by Transnucleaire and its submission to
SPCMNS;

— examination of the file by DSMR acting as technical support of SPCMNS;
— authorization from SPCMNS to carry out improvements;
— implementation of the modifications and their follow-up by DSMR, including

final acceptance and possible testing;
— validation of the modifications through approval of the ‘as constructed file’.

7. CONCLUSION

Maintenance of the physical protection systems for Category I and II nuclear 
materials is carried out by Transnucleaire, the principal contractor and authorized 
transport company, which subcontracts the management and the implementation of 
the work to the maintenance service providers, which may be either its subsidiaries 
or specialized maintenance agents.

This maintenance is carried out in strict compliance with quality assurance 
rules and confidentiality requirements.

The effectiveness of the maintenance process, responsibility for which essen
tially rests with Transnucleaire, can only be ensured if there is complete synergy 
between the authorities, the principal maintenance contractor and the maintenance 
service providers, while respecting the necessary independence of each of the public 
and private organizations participating in the chain of operations.





FU TU R E CONSIDERATIONS 
A N D SUM M ARY O F SESSIO NS





CONCLUDING STATEMENT

H. Blix
Director General, 

International Atomic Energy Agency, 
Vienna

I am glad to have the opportunity to talk to you on this occasion. The subject 
that has been discussed at this conference is becoming of increasing importance. 
There is, of course, a link to the safeguards system. The IAEA safeguards system is 
meant to verify that no nuclear material is diverted for military purposes. A State can 
never testify with as much credibility that there is no diversion of nuclear material as 
an outside party can do. The IAEA has greater credibility because it is impartial. If a 
State says that there is no diversion, it may or may not be believed. But an inspec
torate charged with examining the situation will have a much greater credibility — 
not 100%, since there is never 100% certainty, but we can do verification work much 
more credibly than a State. The more penetrating and thorough the safeguards system 
is, the greater its credibility. The demands of States on the IAEA have increased in 
this regard. I think that the fewer nuclear weapons there are and the more far reach
ing nuclear disarmament becomes, the more the nuclear weapon States will demand 
thoroughness in the verification process so that they can rely upon it. I think it will be 
a very long time before the nuclear weapon States accept the zero option that is being 
talked about. The IAEA is not presently looking at what its role might be in such a 
situation. The zero option is an attractive aim for the future, but it is of greater 
practical importance to look at the role of the IAEA in the intermediate period leading 
up to the zero nuclear weapon world.

It should be noted that, just as there are differences between safeguards and 
physical protection measures, there are also differences between the IAEA role in 
safeguards and its role in the field of the safety of nuclear power. Under the safe
guards agreements we have very clear cut and important rights; the right of verifica
tion is specified and under the 93+2 regime it will be much stronger than under the 
INFCIRC/153 system. I am sometimes asked the question “Why is it that the IAEA 
cannot inspect safety with the same rights as under safeguards? Is the IAEA less 
engaged in nuclear safety than in safeguards?” Until a couple of years ago, we did not 
have a convention on nuclear safety and on the operation of nuclear power plants. 
Now we have a convention on operation safety; we also have a convention on the safe 
disposal and management of radioactive waste and the safe handling of spent fuel. 
But why is it that the organization has had stronger rights under safeguards agree
ments than even under conventions on safety and under physical protection? As you
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know, the Convention on the Physical Protection of Radioactive Material deals with 
nuclear material in international transportation. The answer is simple. It was always 
felt that when it comes to diversion and non-proliferation the countries have to be 
watched through safeguards, since governments might want to divert nuclear 
material; outsiders want to have a guarantee that the governments and their institu
tions are not involved in any deceptions. Regarding safety, on the other hand, it was 
always assumed that governments themselves had a strong interest in looking after 
safety. They are the regulators. It has been assumed that no international institution is 
needed to verify safety because the governments themselves are so interested in it. 
Now, that assumption was a bit undermined by the Chernobyl accident and later 
developments. It was felt that, of course, governments had to be interested in 
protecting their own people and that therefore it can be assumed that they will be 
active in the field of safety as regulators and supervisors. However, the world is 
diverse, different safety standards may be applied, and, as Senator Cochran said after 
the Chernobyl accident: “an accident anywhere is an accident everywhere”. There
fore, there was beginning to be a feeling that we need also within the IAEA legally 
binding basic safety standards. The International Safety Advisory Group (INSAG) 
was created and the Convention on Nuclear Safety was adopted and came into force. 
In this Convention, basic rules are laid down, as well as a mechanism to induce full 
implementation; that mechanism is ‘peer review’, not IAEA verification.

Governments did not want to have a supranational regulator — they don’t want 
to have a ‘big brother’ watching them. They want their own regulators to be in com
mand; nothing should be done to relieve them of their responsibility. However, peer 
review is acceptable to them. They commit themselves to making reports on their 
safety periodically; they can thus study each other’s reports, and they can ask ques
tions of each other: peer review. This system of peer review is not unique for the 
Nuclear Safety Convention. It has been used widely in the OECD. I think it is a smart 
mechanism to ensure that there is a certain pressure on everyone to live up to basic 
standards. So this is what we have obtained — an international regulation on and 
verification of nuclear safety. It is catching up somewhat with safeguards, but not at 
all fully, since, in safeguards, it is the IAEA that concludes safeguards agreements and 
performs inspections. Also, under safeguards, the IAEA reports any case of insuffi
cient co-operation of governments or cases of diversion; this does not happen often, 
thank God, but there can be anomalies that have to be cleared up. So the State 
community is beginning to set reasonably uniform standards of safety in the operation 
of nuclear installations and to verify nuclear safety, but not with as advanced 
mechanisms of verification as safeguards.

The situation with physical protection of nuclear materials is similar. It has been 
assumed that governments will be strongly interested in preventing criminal groups 
from seizing nuclear material of any kind. Therefore, since such an interest and 
the corresponding efforts can be assumed, there would be no need for international
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supervision. Governments did not want the IAEA to become involved at all, but left 
it to themselves. Now, in the post-Soviet era, the situation has changed somewhat and 
so has the attitude of governments. There have been many reports about trafficking 
and smuggling, etc., of nuclear material; we have examined them — we follow up 
every newspaper article through contacts with governments to see what is really 
behind them; much of it is what we term ‘nuclear entertainment’. However, there are 
enough real cases, not only for governments but also for the IAEA, to look seriously 
at this problem. We have a programme for strengthening the protection of nuclear 
material, which should be in the interest of governments, and we try to move towards 
uniform and effective standards. The more the Treaty on the Non-Proliferation of 
Nuclear Weapons (NPT) is adhered to by Member States and the more we move 
towards universal acceptance of this treaty by governments, the more attention will 
turn to a possible black market and possible thefts of nuclear material. There have 
been many cases, usually on a very small scale, sometimes involving thugs or crooks. 
As you know, red mercury has been a favourite subject, and very frequently individ
uals have got hold of small samples with which they try to make a big business. What 
they get is perhaps money for the samples. Nevertheless, this has been worrying from 
the point of view of proliferation. For obvious reasons, we have not contacted any 
consumer or buyer; in any case, they will probably try to hide as much as they can. 
This problem also has health aspects and radiation protection aspects; radiation 
exposure has occurred on some occasions. The net result has been increased 
awareness of such thefts and the wish for more uniform international standards.

The IAEA has been dealing with these problems over the years, but in a low key 
fashion, notably by running periodical courses in physical protection. There are also 
some sensitive aspects. Governments are often reluctant to discuss the practical meth
ods they use to ensure physical protection of nuclear material. However, our activities 
have much increased in the last two years. I am sure many of you have been involved 
in this, both in your own country and internationally.

So — as in the field of safety — the IAEA is moving towards greater interna
tional involvement in the protection of nuclear material to prevent its diversion into 
unauthorized channels. This is also the background for this conference, to which you 
have been invited as experts to give advice and to report about activities, techniques, 
etc. I think there will still remain a certain sensitivity with regard to revealing facts 
about different protection methods and techniques. There are limitations to how far 
governments will want to go, but we are moving forward. The extent of IAEA 
involvement is a matter for the Secretariat and for my successor Mr. ElBaradei to dis
cuss with governments. The points discussed by you during this conference will be a 
useful input. I assume that the discussions during this week have also increased your 
understanding of the global need to maintain the highest standards of security and to 
protect nuclear material, and of state of the art means to achieve that goal. Many ideas 
have come up. I have read some of the papers presented; there will be a lot for the
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IAEA to digest regarding what it should do next and what you may be doing your
selves. I have explained how I see the possibility to fit physical protection into the 
broader efforts against proliferation. The NPT, nuclear weapon-free zones, the safe
guards system and, indeed, the protection of nuclear material are part of these efforts. 
It is a part that has become more important. Material that has been stolen because of 
insufficient protection could indeed be accumulated by somebody somewhere, either 
a government or a country that is cheating regarding the NPT or that is not a part of 
the NPT, or by a subnational group of terrorists.

We have often discussed the role of nuclear power in the world; some people 
say they are against nuclear power because of the risk of proliferation and diversion 
of nuclear material and because of terrorists and subnational groups that might get 
hold of it. In this connection, I sometimes point out the incident in the Tokyo subway, 
which showed that although the Japanese cult had been interested in nuclear tech
niques, it settled for the use of chemicals. I think it is likely that terrorist groups, too, 
might prefer to deal with chemicals, which are easier to handle; after all, nuclear 
material is not easy to handle. However, one could also imagine a situation where 
terrorist groups will be looking for nuclear material; it cannot be excluded.

There are two starting points for our discussion — one is health and radiation 
protection and the other is non-proliferation, i.e. non-diversion, of radioactive 
material.

The broader issue of non-proliferation has not been discussed here in detail. Let 
me say that I am optimistic about the outlook for non-proliferation in the world. The 
main reason is that I see the political incentives for going nuclear diminishing. The 
IAEA is sometimes — in my view erroneously — pointed out as a sort of prime 
barrier against proliferation in the world. We have sometimes been described as a 
police dog. I don’t underestimate the IAEA’s role, but I must point out that the 
description of the IAEA as a police dog is not fitting. If the IAEA is a dog, it is a 
watchdog. We are to bark if we see something suspicious. It is sometimes said that 
the IAEA is weak, it has no teeth, it cannot bite. My answer is, yes, we don’t bite, we 
bark and it is the Security Council’s job to bite — if it can. Executive action, enforce
ment action, bite, lie with the Security Council in the United Nations system. 
However, in some cases, the Council may not want to take enforcement action. It 
might perhaps prefer inducement. In the case of the Democratic People’s Republic of 
Korea (DPRK), the Council did not bite: it bought.

So, the IAEA is not a police dog, but a watchdog. This brings me to rejecting 
the idea that the IAEA is the fundamental barrier against proliferation. It is not. Do 
not think that I am belittling our role; we are quite important, but the fundamental 
barrier against proliferation is the political one. Mostly, the dominant incentive for 
States to go for nuclear weapons lies in perceived security interests. I am not saying 
security, but perceived  security. The security consideration may in fact be wrong, but 
a country or a government which perceives that there is a potential threat against itself
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may be tempted to develop a nuclear weapon. The first efforts to prevent this lie in 
the fields of politics, alliances, reassurances, detente. Perhaps I should point out that 
in the past, a few people have suggested that it was better for security if everybody 
had nuclear weapons. This would raise the threshold for armed conflict, even prevent 
conflict. However, the majority of analysts believe that the world would be a much 
more dangerous place if many States had nuclear weapons. The first line, then, is to 
try to help remove the incentive and to create a feeling of security that there is no 
threat. If no threat is perceived, then there is no incentive to go for weapons.

There are many different ways in which an incentive can be neutralized. Of 
course, one way — the most frequent — is alliances. NATO gives an assurance to its 
Member States that if anyone is attacked, all members will consider themselves to be 
attacked. There is a collective security. Within this alliance there is also a nuclear 
capability in the hands of some governments; so there are enough deterrents, and indi
vidual members, such as Belgium, Denmark, Germany, the Netherlands and Norway, 
did not perceive the need for themselves to develop nuclear weapons. They are pro
tected by a ‘nuclear umbrella’; Japan is presumably in the same situation. For many 
developing countries there has been no possibility of developing nuclear weapons 
because they did not have the technical know-how. This is still true for, perhaps, most 
of the developing countries, but what has changed since the creation of the NPT is, of 
course, that many of these countries have acquired much more technical know-how. 
We have now seen that Iraq had considerable capability in nuclear science and tech
nology; it could have had a weapon a year after the Gulf War. The DPRK, too, would 
have the capability. I want to be precise: the IAEA has never said that the DPRK has 
a nuclear weapon; we have said that it has more plutonium than it has declared.

So, there are now more developing countries that have the capacity to build 
nuclear weapons. At the time when the NPT was concluded, very few countries — 
perhaps Argentina and Brazil — could have built such weapons; also, today the 
insufficient technical capability remains a barrier for most of these countries. In 
1970, countries such as Sweden, Austria or Switzerland had the technical know-how 
and capacity; they could have produced nuclear weapons. In Sweden, there was a 
very extensive discussion about this issue before the NPT was signed and ratified. 
It was concluded that it was probably more dangerous to have nuclear weapons than 
it was to have no such weapons. During the Cold War, Sweden, as one of the neigh
bours of the Soviet Union, was in a dangerous situation. But it was considered that 
it would be even more dangerous to have nuclear weapons because if the country 
had been suspected of having such weapons it could have risked pre-emptive strikes 
with nuclear weapons. A snake is often killed because it is suspected of being poi
sonous, even if it is not in an attacking mode. It might not be aggressive, but people 
kill snakes because they suspect them of doing some harm; thus, a State with a 
nuclear weapon situated near a State having nuclear weapons could have run the 
same risk.
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We have three areas in the world which are still posing risks of nuclear pro
liferation. In the Middle East, Israel is assumed to have a nuclear weapon capa
city. Saddam Hussein of Iraq was trying to build a nuclear weapon. India and 
Pakistan are also assumed to have the capacity of building nuclear weapons; they 
have not accepted the NPT or full-scope safeguards. For these two countries it is 
the tension between them that gives the incentive. Moreover, India also had a con
flict with China years ago. Fortunately, it has cooled down considerably. I am sure 
that in Indian and Pakistani public opinion, Kashmere is an important reason for 
keeping the nuclear weapon option open. In my view, both India and Pakistan 
would be well advised to accept a cut-off agreement to stop producing fissionable 
material for weapon purposes. Otherwise they might both risk a race to produce 
more fissile material for such purposes. The third area is the Korean peninsula, 
where there is still tension. The DPRK and the Republic of Korea are both parties 
to the NPT, but the latter did not respect its safeguards obligations and, as I said, 
the IAEA conclusion is that the country has more plutonium than has been 
declared.

It is perceived security problems that induce one or the other country to move 
towards a nuclear weapons capacity. Therefore, the first effort to prevent further 
spread of nuclear weapons lies in the area of foreign affairs, of creating detente and 
confidence between the countries. The Middle East looks pretty gloomy at the present 
time and I don’t see much movement on the Indian peninsula. The Korean situation 
is unpredictable. These are the areas where the major powers and their foreign mini
stries will have to work. In Israel, India and Pakistan the role of the IAEA is limited 
to inspection of individual installations which were once purchased on the condition 
that they be subject to safeguards. In the Republic of Korea we inspect quite a lot and 
we have no particular problems. In the DPRK there is a problem and — hopefully — 
there will be a solution in due course.

Of course, the fundamental change helping non-proliferation has been the 
detente between East and West and the collapse of the Communist ideology and of its 
crusading mission. These events have had a tremendous impact on attitudes to 
security. South Africa was the first country to give up its nuclear weapon status. There 
was a new feeling of security and a democratic government. Earlier, there had been 
the fear that there could be a threat from Mozambique or Angola and outside powers 
supporting these countries.

Another area which has to be looked at are export restrictions. If a country has 
an interest in obtaining nuclear weapons, then one can try to make it more difficult 
for it by export restrictions. Such restrictions are handled by the so-called nuclear 
suppliers group; its guidelines have been updated and it has been strengthened lately. 
We have seen how Iraq circumvented export restrictions by all kinds of subterfuge. 
However, export restrictions remain important and can retard building of nuclear 
weapons in a country that is bent on it.
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Safeguards as a verification tool is in third place, or second, but certainly not 
first. Safeguards will sound a warning if there is any indication of diversion of nuclear 
material. Physical protection is also an important factor, because theft and accumula
tion of nuclear material could be quite dangerous. Even if it were not attempted to 
accumulate enough nuclear material for a bomb, the material itself, especially pluto
nium, could also be used for terrorism.

Non-proliferation commitments are based upon the determination of countries 
not to build nuclear weapons. These commitmants are mostly laid down in 
agreements, but it is possible for a State to make a unilateral commitment to non
proliferation without signing an agreement. However, the NPT is, of course, funda
mental. I think there are now more parties to the NPT than there are members of the 
United Nations. Although five of the parties are nuclear weapon States, the NPT has 
had tremendous success, particularly in comparison with the situation that President 
Kennedy once talked about; he expected that within 20 years there would be, I think, 
several dozen nuclear weapon States.

The NPT is thus the central pillar of a wider non-proliferation regime. I am 
sometimes asked what the particular value is of having States sign it. As a lawyer, I 
might say it is the fact that it is legally binding. There is a psychological barrier — a 
threshold. Countries do not like to violate legally binding treaties and agreements. 
They sometimes do, but, on the whole, States want to respect their obligations. The 
acceptance of the NPT constitutes a threshold and also a clarification of a State’s 
attitude.

There are a number of regional zones. The Tlatelolco Treaty for Latin America 
was concluded before the NPT for that part of the world. It has not formally entered 
into force because it requires that all parties — all States — have ratified their 
obligations and that everybody has a safeguards agreement with the IAEA. The IAEA 
and I personally have been trying very hard in the last few years to help get the 
Tlatelolco Treaty into force. Not because it mattered so much from the point of view 
of proliferation. In practical terms, the clause saying that it will enter into force only 
when everybody has ratified it has been waived. Cuba has signed the Tlatelolco 
Treaty but has not yet ratified it; evidently, there are political reasons for this. Nor 
does the IAEA yet have a safeguards agreement with Cuba. However, I don’t think it 
will be difficult to reach such an agreement. Haiti has ratified the Tlatelolco Treaty, 
but it does not have a safeguards agreement. We have been trying hard to get such an 
agreement because it would be paradoxical if Cuba one day ratified the Treaty and 
had a safeguards agreement, and the whole Tlatelolco Treaty did not enter into force 
because Haiti does not have a safeguards agreement.

Getting back to the function of regional treaties for the nuclear weapon-free 
zones. You might ask “What additional value does the Tlatelolco Treaty have? Why 
can States not just have the NPT?” Well, as you know, there are some ‘allergies’ to 
the NPT. It was felt by some that under the NPT nuclear weapon States were not
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treated in the same way as non-nuclear weapon States. The nuclear weapon States 
were authorized to have the weapons, while the others were asked to make a ‘sacri
fice’. I do not, myself, think there was a sacrifice because, as I see it, it was in the 
interest of these States to renounce nuclear weapons, but, nevertheless, in the past 
there was a certain aversion to the NPT by many countries. Argentina was one of the 
first States to criticize the NPT, but it has joined it, and Brazil is also going to join it, 
so there is a change.

To get back to the question of what additional value there is in having nuclear 
weapon-free zones if States are already parties to the NPT. Well, there can be some 
additional advantages. The NPT, for example, does not prohibit enrichment nor does 
it prohibit reprocessing of nuclear fuel, provided that it is declared openly and that it 
is under safeguards. But between the Republic of Korea and the DPRK there was an 
agreement that there would be no enrichment or reprocessing on the peninsula. The 
DPRK labelled its plant a ‘radioisotope laboratory’ and not a reprocessing plant.

In Europe there has been a feeling that there would be a certain guarantee in 
having several countries together running sensitive installations because this would 
give the possibility of an insight into their handling and that would be a guarantee 
against diversion of nuclear material. Added value clauses could be of importance in 
different zones of the world. Such clauses vary somewhat. In the Treaty of Bangkok, 
for instance, the IAEA has also been asked to look after safety and, I think, waste as 
well. Of course, the most interesting regional agreement would be one for the Middle 
East. A regional verification system for that area would not be patterned simply on 
what we have in INFCIRC/153 to verify compliance with the NPT. There would 
likely be a combination of an international system of verification and bilateral verifi
cation arrangements within the group, so that it would be possible for the countries to 
perform challenge inspections between themselves.

As I mentioned previously, I think physical protection of nuclear material fits 
into the larger picture of a regime seeking to prevent the spread of nuclear weapons 
to other countries, although, in its operative clauses, the Convention on the Physical 
Protection of Nuclear Material is limited to nuclear material in international transit. 
The preamble of the Convention is somewhat broader in scope and there are, of 
course, in addition, IAEA regulations.

Let me revert to my optimism about future developments; I do not assume that 
there will be a possibility of zero nuclear weapons in the world in the medium term, 
but it seems likely to me that because of the continued relaxation of tensions between 
Russia and other States the nuclear disarmament process will continue. The invitation 
by NATO to three central European States certainly has made the situation a litte 
more complex and has led to concern among law makers and politicians in Russia, 
but it has not basically changed the process. Relaxation of tensions continues and 
reduction in armament continues. The START Treaties in particular lead to very sub
stantial reductions in the nuclear weapons arsenals of Russia and the United States of
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America, and I am sure this will continue. Maybe in some countries the military does 
not want to go so far, but I think, if there should be a need for encouragement, the 
Ministers of Finance will help them to reduce their weapons arsenals further. Then 
there will be a lot of fissile material, which I hope will be transformed into electricity 
if it is not vitrified and destroyed. I can see nothing better than having nuclear bomb 
material being turned into electricity. I am really an exponent of the view that we 
should come out of the nuclear weapons era and enter the nuclear power era.

In a few weeks’ time we will have one of the world’s most important con
ferences — the Kyoto conference of the parties to the climate change convention. We 
are told by United Nations organs, in particular the UNDP, that the response to the 
increase in C 02 and other greenhouse gas emissions should be to promote conser
vation of energy and the greater use of renewable sources of energy — solar power, 
wind power and biomass. The IAEA is about the only organization in the United 
Nations system to say that, while we favour this, we don’t think that it would take us 
very far. If we were to close down the nuclear plants in the world (at present some 
440) and if we were to use coal to generate the electricity that is now produced in 
nuclear power plants, the C 0 2 emissions from energy use would increase by 9-10%, 
which is a significant amount.

Therefore it is my conviction that the nuclear power option will be redis
covered, although it may take some time before this happens. I certainly hope that 
there will be a re-launch of nuclear power generation and I think that the reduction in 
the belligerent use of the atom will also help to reduce people’s association of nuclear 
power with weapons. That association will be somewhat undermined by the pro
gressing nuclear disarmament which is taking place and in which the IAEA will 
hopefully have a role, verifying both in Russia and the USA that the material from 
bombs is not going back into new bombs. And if, indeed, we were to have a cut-off 
treaty, i.e. a treaty under which States commit themselves not to produce any pluto
nium or highly enriched uranium for weapons purposes, which would entail verifica
tion of all reprocessing plants and enrichment plants in the countries parties to the 
treaty, and if this treaty were universal, then we could be sure that the amount of 
plutonium and highly enriched uranium available worldwide for weapons purposes 
would be reduced everywhere, including the nuclear weapon States.

The START treaties and the Complete Test Ban Agreement (CTBT), which was 
concluded recently and whose own verification organization is in this building, repre
sent positive steps in the worldwide movement towards zero nuclear weapons. There 
have been other very important agreements that go back a little further, for example, 
the agreement by which South Africa joined the NPT and renounced nuclear 
weapons. Before that there was the agreement between Argentina and Brazil to 
inspect each other’s installations. Once they had done that, they were also open to 
accept international verification. I still remember the meeting of the Presidents of 
Argentina and Brazil in this building. The Secretary General of ABACC (the
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Argentine and Brazil organization), the two Presidents and the IAEA signed a quadri
partite agreement on verification in Argentina and Brazil. That was a great achieve
ment. When I started here in 1981, Argentina and Brazil were both very negative 
towards the NPT and there was no talk about them abandoning the military option. 
Of course, since then the governments of Argentina and Brazil have changed from 
military to civilian, which may have had something to do with the change of attitudes. 
But basically I think it was mainly the worldwide detente — the drift away from 
nuclear weapons.

When the former Soviet Union was dissolved, there were suddenly three addi
tional nuclear weapon States — Ukraine, Belarus and Kazakhstan. They have subse
quently all joined the NPT as non-nuclear weapon States and accepted full-scope 
IAEA safeguards. Of course, that has led to much more work for the IAEA because 
Ukraine has a lot of nuclear material. Kazakhstan had previously carried out all 
nuclear testing for Russia and contained many nuclear installations. Belarus did not 
have as much nuclear material. Both Ukraine and Kazakhstan adhered to the NPT; 
this meant a lot of additional work by the IAEA. So, here were three States that did 
have nuclear weapons on their territories, but they did not retain the nuclear weapon 
option.

In 1995, the NPT was extended. There was a large conference in New York and 
the NPT was extended indefinitely, which means an extension to an unlimited future. 
I think this has given an assurance of some importance for the nuclear weapon States 
that the countries that have adhered to the NPT have declared that they are ready to 
continue to forego nuclear weapons. There were also some difficulties — it was not 
a self-evident conclusion at all. The Arab States, for instance, could have said — and 
some of them did say — that they have joined the NPT for a limited period and that 
they hoped that Israel would also join within that period, which was not the case. Now 
they are asked to prolong their commitment for an indefinite period, and Israel is still 
not doing anything. It is a different matter to be bound forever rather than for a 
specific period of time. However, the Arab States felt in the end that it was wiser to 
forego the nuclear option for an indefinite time and to continue to work on detente in 
the Middle East and hopefully a nuclear weapon-free zone. So the prolongation of the 
NPT without any time limit was a very important event leading towards the 
denuclearization of the world.

I have talked about the usefulness of nuclear weapon-free zones. I should also 
say something about the cases which have not been quite so successful, and these are, 
of course, Iraq and the DPRK. The first inspection team sent to Iraq in 1992 after the 
Gulf War came back with photographs, which were studied by experts; they could see 
that the Iraq was dealing with enrichment of uranium. The installation had rather old- 
fashioned types of machinery, but they could certainly have produced highly enriched 
uranium in the long run. The very first evidence that Iraq was dealing with enriched 
uranium was based on the following: Before the Gulf War, Iraq had taken hostages.
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As you might remember, some US citizens were placed in the Tuwaitha Nuclear 
Research Centre. Then, before the war broke out, all hostages were released, in
cluding the US citizens. When they arrived home, their clothes were analysed in 
laboratories; tiny particles were found which indicated that Iraq was dealing with 
enrichment of uranium. So, these new means of identification are very powerful.

Many other lessons can be learned from Iraq. Unfortunately, there seem to be 
even more new ones coming. One lesson is how difficult verification with 100% cer
tainty is. Our safeguards inspectors in Iraq had not found indications of diversion of 
nuclear material when they went to Tuwaitha before 1992. The fuel for research reac
tors was under safeguards and was verified twice a year or so. Iraq was able to build 
a large infrastructure of enrichment plants and plants for weapons production about 
which we did not know anything. We did not have any satellite pictures. Others had 
such pictures, but this had not led them to identify the nuclear related plants that had 
been built.

After all these revelations, everybody said that safeguards must also have the 
capacity to detect any hiddent installations. At the IAEA, we asked ourselves what it 
was that could have told us that the Iraqis were moving towards building nuclear 
weapons. We identified a number of things. Newspapers sometimes offer clues. There 
had occasionally been articles about the Iraqis buying interesting material, for 
example maraging steel and other things in Germany (the Frankfurter Allgemeine 
Zeitung had some articles about it). One of the few things that hit the media in a 
bigger way was when the British seized a number of krytrons at Heathrow in 1990. 
I remember that I discussed that with the Iraqi Ambassador — who promised to give 
me copies of the invoices to show me that it was the University of Bagdad which was 
to receive the krytrons, etc.

There are journalists all over the world and they report a lot. Much of what they 
write about is unclear, but it is worth scanning. We scan the media and try to soak up 
all relevant information. Another possibility we identified was to reassert the right to 
perform so-called special inspections. We used that right in one case, in the DPRK. 
Before that we had only done it for declared installations. Learning lessons from Iraq, 
we also requested Member States to give us information about exports. If you see that 
one thing is exported from Germany, another one from Sweden, a third one from 
Switzerland and a fourth one from Japan, you may put things together. There may be 
a pattern. If certain types of exports from different countries all go to one country, you 
can again perhaps draw some conclusions. I suppose that in the future proliferators 
will be more cautious because they know about the more effective means of tracing 
imports that we now have and they will try to circumvent them. Further, as you know, 
we have made a tremendous effort to systematically go through our safeguards 
system to strengthen it, and the government experts in our Safeguards Advisory 
Group helped all along with advice.
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So Iraq provoked the IAEA to work out a stronger safeguards system. Even 
more importantly, Member States realized that the verification system we had in place 
was not enough. If we had tried to strengthen the system before the Iraq crisis, States 
would not have agreed to it, even though the new measures are not going to be much 
more intrusive nor, in the long run, going to cost more money. States realized that if 
we are to have safeguards, they must also be capable of detecting hidden material. 
Otherwise they may be counterproductive and dangerous. They might lull people into 
the belief that everything is well when in reality someone is cheating. So the attitude 
among governments changed after the Iraqi affair; they were all in favour of changes 
to the safeguards system. In particular the European Union urged that we should take 
steps to strengthen the system. That does not mean that it was easy to get support for 
all measures. Everybody wants others to be inspected but not themselves.

IAEA inspectors had been in Iraq for six years before the Iraqis recently 
decided that they would reject some inspectors. This is not accepted by the United 
Nations or by us. That is why we have currently left Iraq. The inspection, verification 
and mapping of Iraq’s nuclear capacity has probably gone further than inspection in 
other areas. There are also United Nations inspections for missiles, chemical weapons 
and biological weapons, but we are the ones who are responsible for the nuclear 
sector. In some of the early inspections of ministries we were fortunate to seize a lot 
of documentation. That was very important. Normally, safeguards verification on site 
means examination of hardware and installations. We examine accounts, but we do 
not raid ministries for documents. In the case of Iraq we could do so and we had 
tremendous success in finding incriminating documents, including the so-called 
smoking gun document, which told us that Iraq was working on nuclear weapons pro
duction. In one situation, when we seized documents it came to a stand-off. You might 
remember the incident in a parking lot in 1991. We had our inspection team sitting 
there for several days. So, extensive documentation was a very great help in the map
ping of the Iraqi nuclear programme. One feature facilitating inspection in the nuclear 
field is that nuclear activities often leave fingerprints. For instance, techniques for 
environmental sampling were developed for Iraq. They are now a prominent feature 
in safeguards generally. In Iraq we take water samples from some 60 points in water
ways; if there is nuclear activity within some distance from the sampling point, then 
it will be discovered. This procedure is similar to taking periodic urine tests of drug 
addicts to see if they are taking drugs. In spite of the great experience from the six 
years of inspection in Iraq, with inspection rights which go very much beyond what 
we have under the non-proliferation treaty and INFCIRC/153, we are still not saying 
that there could not still be something undiscovered. Proving the total absence of 
something is very difficult. In Resolution 687 in 1991 the Security Council requested 
us to map and destroy, remove or render harmless even subsystems and components 
of the nuclear programme. Then in the autumn of 1991 the Council requested Iraq to 
provide a full final and complete declaration of its clandestine nuclear programme.



CONCLUDING STATEMENT 485

After six years of work, the scanning of millions of documents, many, many 
inspections on site and much analysis, we have asked ourselves if we can assure 
the Security Council that there is not one single component left. Can we say that 
the declaration made by the Iraqis and into which they have put a lot of work is 
complete? Maybe not even the Iraqis would know. We certainly have no reason to 
act on trust. Everything indicates that Iraq would conceal something if it were pos
sible. Are they still doing this in the nuclear sphere? I cannot tell you. Certainly 
we are not supposed to act upon faith. So, even after six years, we could not go to 
the Security Council and say, “our investigation is complete, we have seen and 
neutralized every smallest component”. In fact, there are probably differences in 
the interpretation of expressions such as ‘full, final and complete’ and ‘compo
nents’ which we utilize. Some of the members of the Council will say ‘full’ means 
absolutely full and ‘component’ means every component. Other members will say 
that you have to be reasonable in your interpretation or the IAEA will never be 
able to report that an investigation is finished. In fact, even in ordinary safeguards, 
we will say that we see no indication  of any diversion. This is not exactly the same 
thing as saying that there is no diversion. It will be for Member States who have 
representatives on the Security Council and on our Board to decide whether a ‘no 
indication’ reported by the IAEA will lead them to the conclusion that there is 
nothing and lead them to act accordingly. The decision to lift sanctions on Iraq lies 
with the Security Council when it decides that Iraq has been fully investigated and 
found to have no weapons of mass destruction, subsystems and components. That 
is an important assessment for the Council to make. It is not for the IAEA as a 
technical organization to make such an assessment. This might disappoint Iraq, but 
safeguards reports, whether regarding the Libyan Arab Jamahiriya or Sweden or 
any other country, have a similar effect. The IAEA Secretariat reports that this is 
what we have done by way of inspection and we see no indication of any diver
sion. The governments will know how extensive these investigations are. They will 
look at other evidence available to them and assess whether the Secretariat report 
of ‘no indication’ should be taken by them as meaning that, for example, the 
Libyan Arab Jamahiriya and Sweden have made no diversion. It is for the govern
ments to make this assessment — and to act on it.

Now let me go back to Iraq and the possibility of detection of nuclear activities. 
It is important, and it is also relevant for members of the physical protection team to 
be aware that there are limitations to our capacities. We will never reach 100% cer
tainty. We can create more fine meshed systems than we have now; they would be 
more costly and intrusive. What we have in the new additional safeguards protocol 
goes beyond what we had before, but it is not going be a system that can provide 
100% certainty. Governments will have to decide how much they are willing to pay. 
To some extent, you get what you pay for. Furthermore, how much are governments 
willing to open up and how many commercial secrets do they have that they would
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feel are in jeopardy if they allowed sufficiently intrusive mechanisms to be applied? 
So, it is always important to know that there is never 100% certainty.

The case of the DPRK — the second case with a lot of drama — did not suggest 
that there was any weakness in the safeguards system. On the contrary, it was the 
safeguards operations that showed that there had been reprocessing of nuclear 
material in more than one campaign. We could conclude this from some of the waste 
solutions analysed. So, the unpleasant finding was really a victory for the verification 
system. However, while in the case of Iraq, operation Desert Storm had been autho
rized by the Security Council and there was a war which liberated Kuwait and even
tually revealed efforts by Iraq for weapons production, in the case of the DPRK the 
Security Council endorsed a deal under which two light water nuclear reactors were 
to be given to the country. The DPRK agreed to freeze the nuclear programme which 
it had pursued and which was prone to proliferation. In addition, the IAEA was asked 
to verify that freeze, and this is being done.

Now, let me tell you about the main elements of the additional safeguards 
protocol. We had concluded that there were three main areas that needed to be 
improved. One was the area giving additional information. The States should be 
obliged to give the IAEA more information about their programmes and about where 
they are pursued. The second area concerned the IAEA’s access to the sites. The 
inspectors should no longer be confined to so-called strategic points; they should also 
be able to visit outside installations. The third area of measures concerned rational
ization and administrative streamlining. We think, for instance, it is unacceptable that 
inspectors should have to have a visa for each visit. You cannot perform a surprise 
inspection or an unannounced inspection if you have to ask for a visa every time you 
go. The Chemical Weapons Convention (CWC) has gone further in this area than we 
have. Under the CWC, inspectors must be given visas for two years of multiple visits. 
The IAEA Secretariat was not able to persuade Member Governments to apply the 
same regulation. So, the visas for our inspectors are valid only for one year.

Cost effectiveness is certainly important. At the present time, the total IAEA 
expenses for safeguards are something like 70 million dollars per year. Many 
governments think that that is terrible. Indeed, they might think all contributions to 
international organizations are too high. I, for one, certainly favour streamlining pro
cedures. We do not want to take from taxpayers more than is necessary, but being 
overly stingy on the budgets of international organizations may not be in the interest 
of taxpayers.

After having given you some background information regarding our activities 
in the non-proliferation area, let me return to physical protection. It is, indeed, impor
tant to try to ensure that States do not divert fissile or other dangerous material. Since 
the same type of material could be used as a means of terror or as something to be 
accumulated by someone to make a weapon, it is important to prevent diversion by 
individuals through theft and other unauthorized means. When the trafficking



CONCLUDING STATEMENT 4 8 7

business began to attract more attention by governments, we were asked before the 
Moscow Nuclear Summit what we could do. We replied that we are not an interna
tional police force and we should not want to do things that governments can do 
themselves, but we think we can supplement some government actions and we can 
provide some co-ordination. We also noted that the IAEA efforts would focus on the 
preventative side, for example the strengthening of State systems of accounting and 
control and measures of physical protection. Therefore, in the past years we have had 
a good deal of work assisting in the drafting of States’ legislation and regulations, and 
we have also given a good deal of advice to governments and for training courses.

At the Moscow Summit on Nuclear Safety, the participating governments 
reaffirmed their support for the IAEA safeguards regime. They recognized the impor
tance of effective nuclear material accounting and control and physical protection. 
They urged all States to ratify the Convention on the Physical Protection of Nuclear 
Material and they welcomed the work that the IAEA had done already. At the Denver 
Summit in June 1997, the G-8 group confirmed its commitment to combat illicit 
nuclear trafficking and to establish a programme for preventing and combating illicit 
trafficking in nuclear materials.

What further task might be laid upon the IAEA? The various suggestions that have 
been made at this conference will be carefully analysed. The Secretariat will consider 
which points should be taken up. Proposals may not be made immediately; we may want 
first to examine the views and wishes of governments. We have played a role under the 
physical protection convention since 1970. We have had a programme for physical 
protection for a long time; it was relatively modest but is now getting into higher gear.

We help with legislation, we give advice and we are running courses, for 
example in Brno in the Czech Republic, in Ukraine, Kazakhstan and Russia; courses 
are also planned for China and Argentina. So there is a considerable revving up of this 
activity; courses are given not only in English but also in other languages, and we also 
have fellowships and scientific visits.

We are responsible for the physical protection convention and, of course, for 
organizing review conferences after the first five years of implementation and, 
thereafter, when requested by a majority of the States Parties. This first review was 
held in 1992; nothing much happened and there were no changes at all. 
Governments are now taking renewed interest in this convention. I do not think that 
their analysis is really finished. We have said that we are ready on our part to con
vene a conference for an expansion of this convention if they want, but we are not 
pushing the idea. I think that national discussions will need to be pursued further. 
This applies also to a number of the interesting suggestions that have been made 
here, regarding strengthening of advice and observation of any weaknesses in phy
sical protection. Concerning IAEA inspectors, it is true, of course, that they will 
have some ideas about the adequacy of physical protection measures in the plants 
and facilities which they visit. However, going further and suggesting that our
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inspectors should play a distinct role in the field of physical protection — well, I 
think that would need a fair amount of consideration.

Finally, a philosphical note about the role of international organizations. There 
is sometimes a tendency in the secretariats of international organizations to believe 
that they are the centre of the world and that they are the ones that do all the jobs. I 
have always tried to make clear in the IAEA Secretariat that the IAEA is an inter
governmental mechanism. The governments own this organization as they own 
UNESCO or the United Nations. We are a forum where governments discuss prob
lems and co-operate; they agree upon some things and our Secretariat provides the 
basis for discussion. In the final report, however, it is the States on the Board of 
Governors who agree between themselves what they want the IAEA to do and what 
they will ask the Secretariat to execute.

It is popular these days to suggest that States are fading away. There is 
privatization everywhere and the market takes care of everything, so governments do 
less and less. Thus, the market and the non-governmental organizations (NGOs) are 
really important, whether they represent big business or whether they are groups such 
as Greenpeace, or Friends of the Earth, or Amnesty International. These, it is sug
gested, are the real actors and international organizations should conclude that they 
should work closely with business groups and the NGOs. I beg to dissent from these 
theories — I think the governments of States are still the fundamental building 
blocks; the market does quite a lot and has increasing influence, but it is the govern
ments who decide on taxes. For example, the market may say that gas is the fuel of 
today, but if governments put a carbon dioxide tax on gas the price of gas will go up 
and gas might not be the fuel of today. In my view, governments are still fundamen
tal to our work. Indeed, they own the IAEA. We may listen to NGOs, but we shall 
deal with government experts who will tell us what the views and wishes of their 
governments are. We should try by diplomacy to reconcile their sometimes differing 
views; we get ideas from them and we suggest ideas to them, and we will also help 
in putting forward new activities and mechanisms for physical protection that may be 
needed, whether in the form of recommendations or regulations, or of a strengthen
ing convention or some technical assistance. All these things I think will have to be 
digested.

I would like to end, having talked too long as usual, by thanking you for the 
expertise and advice that you have brought with you, as well as your discussions of 
concerns and problems. These will be analysed here and we will also consult with 
governments and try to submit to them ideas voiced here.

Whether we are in the IAEA Secretariat or serving a government, we are all 
seeking an international system that protects people against dangerous nuclear mate
rial and prevents a further spread of nuclear weapons and, indeed, helps us to move 
towards the somewhat distant zero nuclear weapon option. We have substantial tasks 
ahead of us.
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SUMMARY OF SESSION 1: CONTEMPORARY AND EMERGING ISSUES 

Chairperson: B. Pellaud (IAEA)

This session was designed to be an introduction to the major issues related to 
ensuring the security of nuclear materials throughout the world. The four speakers in 
this session represented different interests and constituencies, focusing on contrasting 
aspects of the field concerned with the physical protection of nuclear materials and 
facilities. The basic theme of this session was that physical protection can no longer 
be considered solely a national concern: the extent to which one State protects nuclear 
material is of concern to other States.

H. Kurihara of Japan provided a thoughtful paper which described the basis and 
history of physical protection, particularly the international regime. Although recog
nizing the exclusive national responsibility for the oversight of physical protection 
measures in States, he suggested a number of measures for improving the design, 
structure and implementation of State physical protection systems. In particular, he 
noted the need to expand the scope of the Convention on the Physical Protection of 
Nuclear Material, to strengthen IAEA programmes and to consider the use of IAEA 
peer review services to assist in this effort. Further, he called for continued inter
national conferences on this subject and further training.

G. Bunn of the United States of America expanded on H. Kurihara’s basic 
theme. He also saw the clear need for expanded work in this area. He supported the 
call for expanding the scope of the Convention, as well as making the IAEA stan
dards, in some way, mandatory for all States which authorize nuclear material activ
ities. He called upon all States, particularly the P-8 group, to co-operate with the 
IAEA in upgrading the international regime for physical protection.

Y. Dupont de Dinechin, the Senior Defence Official in France, described the 
French system for ensuring that adequate measures are taken to protect the extensive 
use of nuclear materials in France and suggested possible directions for international 
co-operation in the future. In that respect, he emphasized the need for an extensive 
exchange of information together with enhanced training to meet the needs of the 
countries now developing physical protection programmes. He further expressed the 
view that the Convention has proved to be a very useful document for international 
shipments between France and Japan.

Finally, B. Weiss of the IAEA focused on the IAEA’s physical protection rec
ommendations which have become, de facto, ‘the international standards’. Although 
well accepted, they are not mandatory for any State, except for limited activities. He 
described the history of these standards and the changes from the various reviews 
beginning in 1975. He described the process going on to prepare for another review
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in 1998 to develop Revision 4 of INFCIRC/225, which may be considered as a 
possible reference for an expanded Convention.

Overall, these speakers welcomed the new initiative of the IAEA in the field of 
physical protection and recommended further initiatives for the IAEA and the need to 
consider a possible review of the Convention.
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Chairperson: J.B. Fechner

In Session 2, eight papers were presented on the experience in regulation 
accumulated in the Czech Republic, France, Japan, Lithuania, Peru, the Russian 
Federation and Turkey. The papers deal with the historical evolution since the late 
1980s and with the current status in the following areas:

— the organizational structure and the assignment of responsibilities and tasks in 
licensing and supervision/inspection to competent national authorities;

— the legal system and the additional regulatory framework;
— the responsibilities of the applicant/licensee, the operator or the transporting 

agency;
— the physical protection concepts and programmes for upgrade systems during 

the next years, and the role of security services and public response forces.

The papers give examples of physical protection concepts for Category I facil
ities, nuclear power plants, research reactors and spent fuel storage facilities, and for 
transportation of nuclear materials; also the importance of measures against illicit 
trafficking in radioactive material is emphasized.

In papers from Lithuania, Japan, the Russian Federation and Peru, some differ
ences with regard to specific physical protection measures applied become visible; 
these differences result from a different cultural background, differences in the legal 
framework, different threat situations or a different economic situation.

From all papers presented in this session it became evident that the 
Convention on the Physical Protection of Nuclear Material (INFCIRC/274) and 
the IAEA recommendations on the Physical Protection of Nuclear Material 
(INFCIRC/225) have been widely accepted and are serving as a common basis for 
setting up national systems, especially with regard to the categorization scheme, the 
protection objectives and the defence-in-depth principle. Considerable progress has 
been made since the first Conference on Physical Protection (St. Petersburg, April 
1995) in setting up appropriate organizational structures by the authorities for 
licensing and supervising nuclear activities, installing or improving the legal and 
regulatory system, making physical protection a licensing condition for all nuclear 
undertakings, and further developing the various physical protection systems to 
meet present requirements.

In some countries there is a tendency to modify their former physical protection 
systems from mainly personnel oriented systems with profound involvement of mili
tary forces to systems applying more technical and administrational measures and 
providing operator security services wherever possible.

SUMMARY OF SESSION 2: EXPERIENCE IN REGULATION I
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In spite of the progress made, additional technical upgrade measures need to be 
implemented for the physical protection systems in place, and much needs to be done 
with respect to completing the basis of detailed regulations in some countries. 
Therefore, further support through expertise and technical or financial contributions 
by more advanced countries and by the IAEA will be needed for those countries 
which are currently modifying or optimizing their physical protection systems and 
which suffer from a lack of resources.
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SUMMARY OF SESSION 3: EXPERIENCE IN REGULATION II 

Chairperson: L. Ten Eyck (United States of America)

In Session 3, seven papers were presented which addressed various aspects of 
developing and refining a regulatory programme for physical protection of nuclear 
material and facilities by countries with varying degrees of nuclear regulatory expe
rience. A representative from Ukraine discussed the challenges of developing a regu
latory infrastructure for the first time, while a representative from China focused on 
activities carried out to implement physical protection regulations. Representatives 
from France, Germany and the United States of America, which have well established 
regulatory programmes, presented ongoing activities to refine or upgrade existing 
physical protection programmes, to include designing and maintaining design basis 
threats in the light of changing threat environments, and conducting effective inspec
tion programmes and periodic physical protection reviews and assessment of licensee 
programmes. A representative from Canada concluded the session by explaining how 
they use a Memorandum of Understanding as a formal means of defining and en
hancing State interagency support and response for protection of nuclear activities.

All of the above activities are very important elements, necessary for develop
ing, implementing and maintaining an effective regulatory programme.
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SUMMARY OF SESSION 4: IMPLEMENTATION AT FACILITIES 

Chairperson: Y. Nakagome, Japan

Ten papers were scheduled for presentation in Session 4; however, two papers 
were withdrawn. Eight papers were presented, one paper each from the IAEA, 
Argentina, Brazil, Bulgaria, Belarus and Colombia, and two papers from Japan. 
Actual and upgraded or renewed physical protection systems, implemented by a 
typical facility of each State, were discussed in detail. These facilities include nuclear 
power stations and research reactors or laboratories which use highly enriched 
uranium. The level of the physical protection systems, including the organization, 
installation, equipment, communication, etc., of each facility, seems to satisfy the 
requirements of IAEA information circular INFCIRC/225.

Also, there was a report on the IAEA programme for technical support of the 
physical protection systems of the newly independent States. Through this 
programme and the many kinds of support of some donor States, a practical physical 
protection system at a research reactor facility in Belarus was upgraded to the level 
described in INFCIRC/225.

The response time of the response force and the armament grade of the police 
were discussed. It was pointed out that the armament grade reflects the social, cul
tural and political background of each country.

In summary, it can be said that appropriate physical protection systems are 
constructed and implemented in nuclear facilities in many countries and that these 
systems should be changed in response to the changing national and international 
circumstances.
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SUMMARY OF SESSION 5: PROGRAMME ASSESSMENT
AND CO-OPERATION I

Chairperson: N. Redin (Russian Federation)

Design risk assessment is an important element of designing physical protec
tion systems. A risk based evaluation of physical protection systems is an essential 
stage in the improvement of these systems.

General and specific parameters can be identified for assessment purposes and 
are determined by the circumstances, the requirements and the situation prevailing in 
a given country.

The general parameters should first and foremost identify the approaches 
established by the Convention on the Physical Protection of Nuclear Material 
(INFCIRC/274) and the IAEA recommendations on The Physical Protection of 
Nuclear Material (INFCIRC/225/Rev.3). These documents have been adopted by a 
large number of countries and are widely used, both in the establishment of national 
regulatory documents and when setting up physical protection systems. There is little 
point in changing this basis. Efforts should focus on extending the application of the 
recommendations by countries and, as has been said on numerous occasions, on 
increasing the number of States party to the Convention.

At the same time, progress is being made in further development and specifi
cation of the approaches to physical protection assessment. One should mention here 
the zonal approach to assessment and the cost/benefit based approach. Another 
extremely interesting approach is the use of the Monte Carlo method — a further 
development of the zonal model. It should be pointed out that the corresponding 
programming requirements can be set up on a standard personal computer.

With respect to co-operation in the field of physical protection, it is important 
to point out the following: (1) physical protection falls within the sphere of national 
responsibility; (2) physical protection information is sensitive; the need to take into 
account the local circumstances, situations and traditions, and the rules and regula
tions in a given State.

With this in mind, it can be said that co-operation in the sphere of physical pro
tection is more rewarding and intensive when carried out bilaterally. This is confirmed 
by the experience gained in this regard. Russia, in particular, is undertaking a number 
of projects in conjunction with the United States of America and Germany. This has 
resulted in improved physical protection systems at a number of Russian nuclear 
sites. There is also useful co-operation between Russia, Norway and Sweden, aimed 
at improving the physical protection for the nuclear powered ice-breaker fleet.

Of course, co-operation with the IAEA is of major interest. Key areas here are 
the elaboration of appropriate recommendations, information exchange, the supply of 
special equipment, and training of professional staff. In this context, it is particularly
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important to note the international and regional training courses being held on 
physical protection, facilitating dissemination of the main approaches and mutual 
understanding.

The IAEA is acquiring useful and new experience in the provision of services 
through missions by the International Physical Protection Advisory Service. In some 
cases, the provision of such a service is clearly justified.
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SUMMARY OF SESSION 6: PROGRAMME ASSESSMENT
AND CO-OPERATION II

Chairperson: J. Drevillon (France)

In Session 6, five papers were presented.
Bilateral support programmes are discussed in the first paper. In the Russian 

Federation, serious consideration is being given to the safety of nuclear facilities and 
to security of nuclear material. One important factor in ensuring security of nuclear 
material and facilities is physical protection. The Ministry of Atomic Energy of the 
Russian Federation is making great efforts to improve physical protection of nuclear 
facilities. Some of the measures which are being implemented to improve physical 
protection are being carried out in the framework of international co-operation in this 
field. To date, the Russian Federation has established bilateral co-operation with the 
United States of America, Germany, Belgium, France and Finland, and has studied 
and taken account of the experience of foreign countries in the field of physical 
protection and nuclear material accounting and control.

Urgent measures to improve the physical protection system of an older nuclear 
power plant in Germany are discussed in the second paper. Upgrading of older 
nuclear power plants to meet the current physical protection requirements with 
respect to mechanical barriers can be difficult, impossible or at least time consuming. 
As a first step, a significant upgrading of the physical protection system of an older 
plant has been achieved by optimizing the effectiveness of the security staff, based on 
the results of a thorough analysis of the actual security status of the specific plant.

The third paper describes the co-operation in the field of physical protection 
concerning the common Franco-German project European Pressurized Water 
Reactor (EPR). Also described is the protection of the EPR against malevolent acts, 
the French and German approaches in the field of security, the Franco-German joint 
working approach, the activities performed and future work.

A trustworthiness test of nuclear power station employees in Germany is 
discussed in the fourth paper. The trustworthiness test is an important part of securing 
nuclear facilities against internal offenders. For performing such a test the supervi
sory authority, which is the State’s physical protection authority, contacts the security 
offices or authorities regarding persons who work inside the sensitive areas of nuclear 
power stations — areas containing nuclear material. The trustworthiness test covers 
the present activities of the employees and gives a prediction for the following five 
years; after this time the test must be repeated.

The fifth paper discusses the assessment and evaluation of complex material 
protection, control and accountability systems in the former Soviet Union (FSU). 
This paper explores the possibility of applying a systems analysis approach to the 
assessment and evaluation of complex material protection, control and accountability
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(MPC&A) systems in the FSU. The ultimate objective is to identify and describe a 
framework or systems model applicable to the design and assessment of complicated 
MPC&A systems. This approach is intended to augment other analytical tools used 
in material protection.
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SUMMARY OF SESSION 7: HARDWARE/SOFTWARE 

Chairperson: E. Drage (United Kingdom)

The papers presented in this session highlight the technological advances in this 
field and note problems in implementing new technology.

The increasing role of data security in the physical protection of nuclear instal
lations is pointed out in one paper. Software protection is of growing importance, as 
computerized access control systems play an increasingly important role in the pro
tection of nuclear facilities. Linked computer networks could also be used for access 
control, health physics, key administration and operational management systems. A 
major advantage of the systems in use at the Philippsburg nuclear power plant is the 
ability to track individuals around the plant through the use of cards to grant autho
rization at various levels across the site, even when the numbers are substantial — 
43 000 per day during an outage, without unduly delaying entry of individuals.

Another paper discusses a relatively new technology — the enclosed space 
detection system — for detecting people hidden inside cargo containers. Sympathetic 
vibrations of the cargo container’s surface can be collected using any of several 
detection methods, i.e. infrared, Doppler microwave, Doppler ultrasonic wave and 
geophones. Once suitable adjustments are made, the probability of detection could be 
as high as 95%.

Another paper notes that closed circuit television plays an increasingly impor
tant role in modem security systems for the protection of nuclear material. The 
functions of video systems are applied for both detection and assistance in clarifica
tion or assessment of alarms from other sensors. Nuisance alarms can run to many 
thousands a year at a major facility; so, without effective means for classifying and 
assessing alarms, security forces would quickly lose their effectiveness in responding 
to real emergencies without significant increases in their size. The paper dscribes a 
system that continuously captures and digitally stores a number of frames of output 
of each camera so that events leading up to, during and immediately after an alarm 
can be viewed on command. This has become feasible because of high speed digital 
circuitry and allows a much improved assessment process.

A possible secure solution for physical access control — the use of a fingerprint 
verification system — is discussed in another paper. The nuclear power plant 
BrunsbUttel has installed such a self-acting biometric access control system to satisfy 
the requirements of the authorities. During operation of the fingerprint verification 
system, many difficulties occurred. Intensive investigations, improvements in opera
tion, an extension of the number of revolving doors at special entrances, as well as 
instruction of the staff led to a tolerable rejection rate.

Another paper provides guidance on how to avoid the intelligent computer hack
— a new type of threat — getting unauthorized access to the critical process or to
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nuclear material. Commercial pressure to use off-the-shelf computer and network 
components, technological evolution and an increased level of automation introduce 
threats to computer security already known in other areas. To avoid successful attacks 
that might eliminate access control, there needs to be an effective computer security 
policy, a defence in depth strategy using firewalls and no remote interactive access to 
systems, management by local consoles and strong encryption protocols.

A study of an integrated system for the control and surveillance of nuclear 
materials is presented in another paper. The objective of this system is to integrate 
data from various sensors in a comprehensive architecture. Sensors that are normally 
used to ensure the security of radioactive materials are considered: motion detection 
sensors, a radiation device and a camera. Correlating data from these sensors may 
improve the global efficiency of the safeguards system. The system is based on ‘smart 
sensors’ (i.e. sensors able to achieve a local algorithm to analyse data, to send and 
read data from other sensors, to send a state of health status, and to integrate other 
information such as serial number and name of the manufacturer) and a network of 
sensors.

The session aroused considerable interest among participants, leading to many 
questions after each presentation. Common themes to emerge revolved around the 
cost of the equipment, the amount of staff training required to operate it, and the effi
ciency with which it operates in terms of speed of use and practical performance. 
Some technologies are, as yet, unproven and operators would therefore be reluctant 
to be guinea pigs.
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SUMMARY OF SESSION 8: ILLICIT TRAFFICKING IN
NUCLEAR MATERIALS

Chairperson: A. Nilsson (IAEA)

Nine interesting papers were presented in this session.
The risk assessment of illicit trafficking in nuclear material was discussed in 

one paper. It was pointed out that illicit trafficking is a phenomenon which deserves 
attention — a subject which cannot be met by complacency.

The illegal use of nuclear material was the subject of several analyses. It was 
pointed out that the theft of weapons usable material was very resource demanding 
and could not easily be accomplished.

The spectrum of the use of weapons usable material and radioactive soures in 
nuclear terrorism was also covered, and it was concluded that all material and sources 
need protection, although at different levels.

All papers on preventing illicit trafficking covered the following important 
elements: The first line of defence includes an effective State system of accounting 
for and control of nuclear material (SSAC), as well as adequate physical protection 
systems. These systems need to be supplemented by monitoring systems, for example 
at borders. Illicit trafficking in nuclear materials is, without doubt, a national respon
sibility and, at the State level, a subject of concern for several national authorities, 
including those concerned with the fuel cycle and the radiological safety to law and 
customs enforcement and intelligence.

One presentation discussed illicit trafficking incidents and gave some interest
ing statistics on the number of events in Germany. One possible reason for the small 
number of such incidents was that there is no market for illegal nuclear material or 
radioactive sources in Germany. It was also pointed out that the positive trend in sta
tistics is due to increased political attention and to the significant investments that 
have been made at facilities and various locations during the past five years.

Statistics on illicit trafficking: The negative trend in Europe is most welcome. 
However, to some extent, illicit trafficking is balanced, more cases being reported 
from other parts of the world. The IAEA database shows that illicit trafficking is a 
global phenomenon.

There is no likely market for the substances that appear in the illicit trafficking 
database. However, the proliferation threat does not come from a widely recognized 
market, but from a few potential buyers with considerable resources. In the worst 
case, an adequate amount of material could be purchased by only one buyer.

The overall conclusion of the session and possibly also of the conference is that, 
in the long term, emphasis must be put on the ‘security of material’, i.e. adequate
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protection of nuclear material at its source, which can only be obtained through strong 
SSACs and physical protection systems.

It should be appreciated that the more harmless illicit trafficking events have 
helped us to realize the need of improved material protection and increased inter
national co-operation before the one case happens which is not allowed to happen. 
This is an issue of national responsibility and legitimate international concern.
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SUMMARY OF SESSION 9: TRANSPORTATION 

Chairperson: P. Ek (Sweden)

The papers presented in this session clearly show that the transport of nuclear 
material is a complex operation. Not only is it necessary to provide general protection 
measures but it is equally important to ensure protection of nuclear material to be 
transported, from the time of dispatch from the shipper’s facility to its arrival at the 
final destination. Unlike in the case of the use and storage of nuclear material in an 
installation where working procedures are fixed and where few, if any, surprise situ
ations occur, during transport it is to be expected that unforeseen events might occur. 
Consequently, in preparing for transport of nuclear material, it will be necessary not 
only to provide protection measures but also, perhaps more importantly, to carry out 
very extensive planning in order to ensure adequate protection of the material during 
the entire transport. This is pointed out in all presentations.

It is interesting to note that the papers do not discuss in great detail the techni
cal measures needed to provide the desired protection level; rather, they refer to the 
IAEA information circular INFCIRC/225/Rev.3 and to the Convention on the 
Physical Protection of Nuclear Material (INFCIRC/274/Rev.l). This seems to indi
cate that the authors, who represent both regulatory bodies and operators, are of the 
opinion that these documents currently provide sufficient guidance regarding such 
protection measures. It may also indicate that the authors, all of whom have long and 
qualified experience in this field, are of the opinion that it is much easier to provide 
the desired protection level at an installation than to maintain it during transport. This 
refers to the different conditions that nuclear material may be subjected to during 
transport, particularly international shipments, and the potential for unexpected 
events that might occur during such shipments.

The papers give valuable and very comprehensive information on most issues 
that should be dealt with when preparing for domestic or international transport of 
nuclear material. Thus, they can serve as good examples of checklists for persons 
involved in such transports.

It may be appropriate to return briefly to the documents mostly referred to in 
the papers, namely INFCIRC/225/Rev.3 and INFCIRC/274/Rev.l. It was pointed out 
repeatedly that INFCIRC/274/Rev. 1 is only valid for international transport, and a 
number of reasons for this were given by various speakers. Maybe it is not so impor-' 
tant to know the reasons for the limited scope of the Convention, which was drafted 
about twenty years ago. It may be more appropriate to ask ourselves whether the 
international community is now ready to revisit the Convention, with the purpose of 
considering an expansion of its scope. Important elements for a revision of the 
Convention seem to be the initiatives of the IAEA to provide guidance for a better 
understanding of INFCIRC/225/Rev.3, and the offer of International Physical
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Protection Advisory Service (IPPAS) missions to Member States wanting a qualified 
and independent review of their physical protection situation. I also believe that it is 
very timely to reconsider INFCIRC/225/Rev.l in order to ensure that this document 
is ready to serve its role when the Convention will be revisited.

One of my conclusions of this Conference is that there is a general feeling 
among the participants that it is timely to take a new look at both INFCIRC/225/Rev.3 
and INFCIRC/274/Rev.l — not because there is a need for revolutionary changes but 
because the instructions need to be updated in order to better reflect the state of the 
art and to meet the future needs of the protection of nuclear material.
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