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INTRODUCTION

Y2K was an example of a worldwide infrastructure threat. Actions to understand infrastructure risks and mitigate
infrastructure threats are a continuing and increasing part of the worlds corporate, government, and international
organizations activities. The increasing complexity of critical infrastructures, dependence on computers and
communications systems, and the severe implications of infrastructure failures to the health, safety, and financial
well being of people and organizations are the driving force.

The IAEA conducted a number of Y2K related activities in nuclear power and fuel cycle activities. A set of these
activities address the interface between electric power generation facilities and electric power grids in the region of
Eastern Europe and the countries of the former Soviet Union. This addressed a continuing infrastructure risks and
actions to mitigate these risk. The results were shown by events to have made positive contributions.

The potential loss of nuclear power plant generation is a significant risk to electric power grids, an important
critical infrastructure. Not only does the threat constitute a problem with the potential loss of the grid, loss of the
electric power grid increases the probability of accidents in nuclear power plants.

Recognizing that these activities addressed only one area of infrastructure risk in one region, there are some key
lessons that were learned that could have general applicability.

ACTIONS TAKEN

Y2K and other date conversion problems were recognized as a potential cause of grid instability. Although loss of
off site power is considered in the design of nuclear power plants the probability of this event during the period of
the roll over was much higher than normal. Probabilistic risk assessments have made it clear that a 'Station
Blackout' at a nuclear power plant is the major contributor to core damage frequency. (Station Blackout refers to
an event in which a loss of off-site power is coupled with the inability of the onsite emergency power supply, e.g.,
diesel generators, to provide vital power to plant safety equipment.) External grid instabilities could cause this loss
of off site power by forcing nuclear power plants to disconnect from the grid. Conversely, the nuclear power plant's
protective system's response to grid instabilities could cause the grid to disconnect from the unit. This could be a
source of grid instabilities

The actions taken to respond to this concern included information collection and detailed reviews of activities
being conducted by nuclear power plant operators and electric power grids to prepare for Y2K and date conversion
computer problems, as well as the status of these preparations. These preparations normally involved intensive
diagnostic arid corrective ("find and fix") activities, training and drills, and contingency planning.

Actions were started in September 1998 to address the specific problems associated with interfaces between the
electric power grid and nuclear power plants in Eastern Europe and the countries of the Former Soviet Union.
These actions were focused on this region for a number of reasons. Recent restructuring of some of the electric
systems and their interconnections, together with political changes had created a need for increased
communication and coordination. The countries in the region have similar electricity grid systems, national and
regional dispatch centers^equipment, and power plants (that differed from those in other regions). The financial
capabilities that could be devoted to date conversion related problems were limited. Actions to prepare were not as
extensive as those in other regions and had not been started as early as in other regions.

REGIONAL CONSIDERATIONS
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There was concern with the scheduling and extent of activities in the region to address the Y2K problem. These
concerns were based on the size, complexity, and electric grid interconnections, the relatively small amount of
money being spent on the problem (for example compared to North America), and the potential for large-scale
problems, such as sequential failures in Russia's integrated power system (IPS) grid.

UCPTE (the Union for the Coordination of Transmission of Electricity - the organization responsible for the
reliable operation of the interconnected electricity network in Europe) participated in the activity.

To give an understanding of the complexity involved, Russia's IPS has seven territorial power systems are for the
Northwest Russia, Central Russia, the North Caucasus, .the Middle Volga, the Urals, Siberia, and the Far East.
The IPS's regional power systems are interconnected through a transmission network with lines rated at 330 kV or
higher. The IPS has more than 220,000 miles of transmission lines with a capacity of 110 kV and higher,
including about 275 miles of 1,150 kV lines and about 1500 miles of 750 kV lines. It covers about 5,000 miles
from east to west and is in six time zones.

The electric grids in the region are the Balkan Grid, the Baltic States Power System, CENTREL,), The Belarus
Energy System, the Integrated Power System of Russia (IPS), and in addition two systems, in Armenia and
Ukraine, that normally operates as island grids.

The Balkan Grid involves of the electric systems in Albania, Bulgaria, Greece, Macedonia, Romania, Turkey, and
Yugoslavia. It has interconnections with Croatia, Bosnia-Herzegovina, CENTREL (through Hungary), and
potentially, Ukraine.

The Baltic States Power System is the Estonian, Latvian, Lithuanian, and the Kaliningrad power systems. It has
interconnections with the IPS and the Belarus Energy System.

CENTREL includes Poland, the Czech Republic, Hungary, and Slovakia. It is part of the UCPTE and has
interconnections with the Balkans Grid, and potentially with the IPS and Ukraine.

RESULTS

Work with these regional grids and nuclear power plant operators provided them with detailed information on
preparations being made outside and within the region, facilitated the exchange of information on actions being
taken in the region, and initiated coordination between interfacing systems in the region.

This work showed that the region's problems were different from those in regions such as North America and
Western Europe, where the first line-of-defense was "find and fix" activities. While required for systems that are
heavily dependent on computers, this is very time consuming and expensive.

There are significant differences in the grids in regions such as North America and Western Europe and the region
addressed. The electric power grids in Russia and other countries in the region used mainly analog equipment, and
did not make extensive use of computer/digital equipment. As an example, Russia's IPS has extremely robust grid
and uses operational methods that require load and generation shedding to what ever degree is required to preserve
the overall integrity of the grid. Manual operation and shedding have allowed Russia (and the Soviet Union) to
respond to many severe challenges without loss of the grid for over 50 years. The operational priority is to protect
the grid, accepting the local blackouts that result from manual or automatic disconnects.

There was awareness that work to prepare for Y2K and other date conversion problems was necessary even though
these differences changed the nature and focus of the preparations.

Extensive activities were conducted by all countries in the region to:

• inventory digital equipment and software;
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• test PCs and servers using specialize testing programs such as TEST2000.EXE;
• test equipment by simulating the rollover to the year 2000;
• conduct Y2K simulation tests, both system and specialized bench test.

The time consuming and costly "find and fix" work was not needed to the same degree as in other regions.

The interactions involved increased regional understanding of the Y2K issue, of the need for coordinated action by
electric systems in the region, and clarified the actions required. A consensus was reached on the importance of
regional cooperation.

Integrated systems Y2K simulation tests were performed in some systems. For example, the Bulgarian power
system conducted a series of such tests. The initial system test on October 8, 1998 was successful, except for some
archive systems. These difficulties were shown to have been fixed by subsequent testing. The results of such tests
were shared with others in the region. This sharing of results assisted others in identifying problems and
conducting their own tests.

It was recognized that these tests might not identify all problems. The region's key lines-of-defense were training
and drills, contingency planning, and emergency preparedness. Work on contingency" planning, included
coordination of contingency plans between power plants and grid operators, coordination of contingency plans with
interconnected grids, preparedness training and drills in these plans, and related response preparations by electric
power grids, operators of power generation facilities, and national and regional organizations.

Training and drills for possible abnormal events, as well as the contingency plans were conducted to assure that the
training was current and that procedures were appropriate. Recognizing that the probability of grid instabilities
would be higher than normal during date conversion rollover periods (such as 31December 1999 to 1 January
2000) measures were taken to assure that adequate numbers of trained people were available.

Contingency Plans considered factors and guidelines suggested by organizations in other regions, such as the
North American Electric Reliability Council. The CENTREL Y2K ad hoc Committee provided an elaborating on
interfacing contingency plans. Regular reports about the state of readiness were made to UNIPEDE and
Euroelectric (the Association of the European Union Electricity Supply Industry).

Events occurred unrelated to the Y2K rollover that demonstrated the appropriateness of the priority given these
efforts and the effectiveness of the actions that were being taken. These were:

• a series of major earthquake in Turkey caused no regional power disruptions.
• a major earthquake in Greece on 7 September 1999 caused an 800Mwe power plant to shutdown.

This caused regional grid instabilities. However the contingency and preparedness measures that were
in place in Bulgaria handled the problem and normal grid operation was restored in 30 minutes with
no failures in the system. This earthquake also resulted in grid disturbances in Romania that were
handled such that there was no ill impact.

• On June 16, 1999 a power line between Serbia and Bulgaria tripped resulting in a load rejection in
Serbia of about 580 MWe. This incident resulted in grid disturbances in Bulgaria and Romania, but
normal operation was quickly restored in both countries with no adverse results.

The IAEA's efforts included conducting a Regional Workshop 13-15 September 1999 to exchange information
assist coordination concerning activities to prepare national and regional grids for Y2K and date conversion
problems.

Armenia, Belarus, Bulgaria, Hungary, Lithuania, Romania, the Russian Federation, Slovenia, and Ukraine
exchanged information on the status of their preparations and background information. Experts from UNIPEDE
(the Association of the European Electricity Supply Industry) and the European Community provided information
concerning (he status of relevant activities. This resulted in a consensus on the measures to be completed in the
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period before the end of the year that emphasized the priority for sharing information and coordinating
contingency plans with neighbors, and contributed to regional preparations and contingency planning.

The result was that the electric grids in the region had adequate contingency plans, the people had been trained
and drilled in the relevant plans and procedures, and had completed the needed emergency preparations (such as
assuring an adequate supply of diesel fuel for emergencies and trained people).

The electricity supply industry in the region worked through the year 2000 transition period in a business as usual
mode and with zero or minimum effect from the year 2000 transition. The completion and implementation of
contingency plans, coordination of contingency plans across interfaces, training, drills, and public information
were shown to be adequate when the Y2K rollover occurred.

There were no Y2K rollover related problems impacting nuclear power plants or electric power grids in the region
addressed by these activities. There was one Leap Year date related problem at a power plant in Ukraine that
occurred on February 29, 2000. The Contingency Planning and preparations were adequate to deal with this
problem.

LESSONS LEARNED

These activities led to creation of a new level of depth and effectiveness in the preparation of Contingency and
Emergency Response Plans, coordination of these Plans across national boundaries, and regional cooperation in
addressing external events. These Plans, while prepared to respond to the Y2K problem, will be of lasting and
continuing value and usefulness in responding to external interface events affecting electric power grids and
nuclear power plants. Y2K was an external event that could have affected electric power grids and nuclear power
plants through interfaces. Tliis external event did, in fact have some impacts on other regions. There were a few
minor events in some countries in other regions, but these had no impact on safety and any interruptions of electric
supplies were short.

Problems and the needed solutions differ among regions and within regions

Actions to understand and address infrastructure risks must be system specific and based upon the real existing
situation. The idea that one size fits all in understanding and addressing infrastructure risk is simply wrong. The
needs in North America and some other regions required extensive and expensive "find and fix" efforts. However,
it was obvious from the initial stages the electric grids in the region did not require the same type of "find and fix"
efforts. This resulted from fundamental differences in the use of digital equipment and operating approaches.
While inventorying and limited "find and fix" efforts were beneficial some selected areas, in most cases tests were
an effective approach.

There are benefits to periodically inventorying digital equipment and software being used

These benefits are not just related to this date conversion problem, but for efficient normal operations. The rapid
growth of use of digital equipment and new software results in an ever-changing environment. Inventorying
provides management current information that is required for effective routine management actions, as well as
understanding infrastructure risks. The use of incompatible systems and software creates management problems
and is an infrastructure risk.

There is considerable benefit to having effective contingency plans prepared and ready to implement

Contingency plans, focused on as a method to respond to Y2K related infrastructure risk aid in responding to all
external events, such as those resulting from earthquake, floods, weather, or human actions (acts of war, terrorism,
etc.) The Contingency Plans and Emergency Preparations that were in effect in a timely manner to respond to Y2K
concerns were extremely beneficial in handling grid problems that resulted from earthquakes and as a result of
major unexpected grid disturbances originating in Serbia. The lack of effective preparedness could have resulted in
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major regional power outages with significant economic and population impacts. In the event, however, these
potentially major problems had no impact. These preparations should be a continuing activity and will be required
to respond to infrastructure risks. Again, they must be based upon the current situation in the specific systems and
consider up to date information on interfaces.

Regional coordination and exchange of information is essential in preparing an effective response to external
events

Electric power systems and the associated communications systems are very widespread. There are many interfaces
with neighbors and other regions. While action within a system or region is the first step, these actions
(contingency planning, emergency preparations, etc.) must be coordinated and integrated with the actions of not
only those with direct interfaces, but on a larger scale with other regions. Actions must be coordinated and
integrated to be fully effective. While it may be simpler to address only considerations within the system and make
assumptions as to external interfaces, contingency plans and emergency preparations must be shared and
coordinated with others to be truly effective.

Electric grids and nuclear power plants required appropriate actions to prepare for external events. The activities of
others, while serving as valuable sources of information did not necessarily represent the best approach for all.

Conclusions

The activities resulted in a new awareness of the importance of external events and interfaces, in particular those
between the electric power grid and nuclear power plants.

These interface risk reduction activities will have a longer term and broader benefits than addressing the date
conversion problem. This results from sharing of information, fostering increased cooperation between
interconnected electric grids in contingency planning and preparations, and help with preparations related to
electric power grids interfaces with NPPs. Date related problems with digital equipment are not over, as shown by
the Leap Year problem. Results of these preparations will provide benefits well into the future through the
increased understanding of the importance of external events and interfaces and an improved ability to respond to
weather related events and natural events such as earthquakes.

Other regions have had other experiences and benefits, but Y2K efforts throughout the world resulted in increased
cooperation and communications, improved planning for contingencies, and an enhanced understanding of the
importance of infrastructure, such as electric power grids to operation of complex systems.

An examination of the results of these efforts in the broader context or infrastructure risk reduction and continuing
needs can be of continuing worldwide importance.
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