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ABSTRACT

Over the past decade, large-scale digital
I&C systems have been installed on nuclear
power plants as the original systems for
plant operations. Examples of these include
Sizewell B in the United Kingdom and
Temelin NPP in the Czech Republic. Now,
this digital technology is being used for
replacement and upgrade systems such as
those for Ringhals Unit 2 in Sweden and the
Kewaunee plant in the United States. Such
a digital upgrade is being planned for the
Dukovany NPP in the Czech Republic. As
the experience base grows with this digital
technology on nuclear power plants, certain
trends are developing in the application
practices and licensing of these systems.
This paper discusses these trends and
suggests adaptations that may become
necessary in the classical roles of vendors,
regulators and plant operators.

INTRODUCTION

Unit 1 of the Temelin Nuclear Power Plant
has just completed its hot functional testing
in preparation for the loading of fuel. The
instrumentation and control systems for this
plant represent the largest integrated digital
system in the nuclear industry worldwide.
This I&C system provides the bridge
between the technological design of the
plant based on Russian design principles of
high degrees of redundancy and
automation, and the Western practices of
design optimization and thoughtful
consideration of the role of the operator in
the normal and abnormal operations of the
plant equipment.

At the Sizewell B nuclear power station in
the United Kingdom, modern digital I&C
systems have been providing the plant
safety, control and monitoring functions
since it went into operation in 1994.

Now, several operating nuclear plants are
either implementing or planning the upgrade
of a portion of or the entire I&C systems.
Among these is the four unit, WER-440
nuclear power plant at Dukovany in the
Czech Republic. Other upgrading plants
include Mohovce in Slovakia, Paks in
Hungary, Oskarsham and Ringhals in
Sweden, and the Sequoyah, Zion and
Diablo Canyon plants in the United States.
In addition, several plants are modernizing
their plant computer systems.

With this wealth of experience being gained,
not only by the vendors, regulators and
plant owners directly involved in the
modernizing programs, but also by the
observers in other countries, it is an
appropriate time to assess the directions
being taken by the industry for digital
instrumentation and control systems.

APPLICATION OF COMMERCIAL
GRADE EQUIPMENT

Recent consolidations within the nuclear
industry vendors have had the side effect of
separating the nuclear I&C applications
engineering organizations from the
electronic manufacturing functions of the
companies who have been the long term
suppliers of I&C for the nuclear industry. A
prime example of this was the sale of the
Westinghouse Process Control Division to
Emerson Electric Corporation in 1998.

- 8 7 -



Such separation of I&C manufacturing from
the nuclear vendors wilt mean that in the
future, the I&C product offerings will
increasingly be the application of
"commercial products" rather than custom
solutions for the nuclear industry. This
carries both positive and negative
ramifications for the nuclear industry. On
the positive side, broader application of the
technology means that a larger experience
base, hence proven design status, is
provided for the systems applied in the
nuclear industry. Also, an electronics
manufacturer that serves a wider market is
more able to keep up with the' latest
technology developments. This is certainly
a significant factor considering the rapid
pace of evolution in digital I&C, driven
primarily by the office personal computer
market, and the comparatively long cycle
time of a typical nuclear upgrade project,
which can be several years. On the
negative side, the nuclear vendors are
losing their control over the specification of
design features once thought to be essential
for the requirements unique to the nuclear
industry.

This commercialization of the nuclear I&C
industry goes beyond the offerings of the
various vendors. It extends into the industry
standards writing organizations as well. At
one time, nuclear regulation was done to a
set of codes and standards that were
prepared by the industry itself. Now,
however, increasing application of other
industry's standards is being made. As an
example, the IEC standard 61508 on the
use of digital computers in safety critical
applications has a significant overlap in
scope and objective with the IEC 61513,
60987 and 60880 series produce by the
nuclear industry. While it may seem
harmless to have overlapping standards,
the certain confusion that will exist when the
I&C manufacturers become accustomed to
the more general industrial standards is
sure to cost the nuclear industry significant
resources. For instance, if the I&C
manufacturers use the terminology from the
general industry standards (safety critical,

level of assurance, etc.) that are in conflict
with the concepts that form the foundation
of the nuclear industry standards,
misunderstanding of the system
requirements could result. Another example
of overlapping standards is the relatively
new ISO-9000 quality assurance standard.
While it establishes quality practices very
similar to those already in place in the
nuclear industry, the slight differences in
terminology and roles of the various
organizations is a source of confusion.

In this environment of applied commercial
I&C to nuclear applications, the roles of the
owners, regulators and vendors must adapt.
With less chance to customize the
technology applied to their I&C upgrades,
owners will increasingly need to weigh the
benefits offered by one vendor's system
against the negative impacts of not having
exacting requirements met in all areas.
Regulators will need to determine the
minimum necessarily design and
qualification review to accept existing
products, designed to non-nuclear specific
requirements, rather than follow the strict
requirement to design feature trail as they
have done in the past. Nuclear I&C vendors
will become system integrators. In this role,
they will need an even broader knowledge
of the array of technologies available for
application solutions. Modifying both the
requirement and the application to arrive at
the optimum licensable solution will be a
skill that requires development.

CLASSIFICATION OF I&C SYSTEMS

The classification of I&C systems as to their
role in plant safety is becoming a more
definitive process. Previously, the black
and white approach of safety or non-safety
equipment was followed. However, this left
a middle ground of equipment for normal
operation that is nevertheless important to
the safety of the plant. Emerging standards,
based on IAEA 50-SG-D8 and IEC 61226,
are proposing requirements for this category
of safety related equipment. Furthermore,



the application of probabilistic methods to
the determination of equipment category is
being considered in many countries. In the
United States, the Nuclear Regulatory
Commission has proposed rule making that
would divide the systems into four
categories. In addition to the traditional
designation of safety or non-safety, a
classification of safety significance would be
added based on the risk associated with the
equipment's failure to function. Under this
proposed classification scheme, major plant
controls will receive an increased scrutiny
while some equipment previously classified
as safety system may have its safety
clasification reduced. This is similar to the
classifications provided by IEC-61226.

When combined with the trend towards
increased use of commercial grade
equipment and practices, this change in the
classification process and the determination
of the fundamental requirements for the I&C
equipment will place an additional
dimension on the design and licensing of
nuclear I&C applications.

APPLICATION OF DIVERSITY

While the potential for common mode failure
of safety system equipment predates the
application of digital I&C, the element of
software design has intensified this concern
in these modern systems. Various
applications of principles of diversity have
been applied in different countries. These
requirements for diversity have ranged from
complete backup protection systems, such
as those at Sizewell B, Temelin and
Oskarsham to a minimal, non-safety grade
system to provide an alternate means of
actuating key safety functions such as
reactor trip. In many cases, the requirement
for diversity has arisen from non-specific
fears over the potential for common mode
failure of computer software simply for the
reason that this "new" technology is not well
understood. But if the likelihood of the
common failure itself cannot be quantified,
then too the benefit of the diversity is

unknown. It would not be unreasonable to
see that the actual safety of a combined
system including diversity of hardware and
software is actually less than that of a single
system due to the increased complexity
involved.

When diversity is added to the plant through
the provision of a separate system,
integration problems can exist. Establishing
the correct priority of the non-failed system
over that which is assumed to be failed is
difficult when both start and stop actions are
needed depending on plant state. Having
the diverse system being provided by a
separate manufacturer to maximize the
differences can aggravate this integration
issues. Integration of the diverse functions
into a single system architecture will allow
conflicts over actuation priority to be better
addressed.

As regulators become more familiar with
digital technology, the approach to the
application of diversity will likely become
more rational. The role of functional
diversity may become more prominent than
that of hardware or software diversity
because of its potential to address a
broader range of design and operational
issues. This trend is evident in the bid
specification for the Dukovany I&C upgrade
program. However, the role of hardware
and software diversity should not be
trivialized. While the probability of the
common mode failure of microcomputers of
a given electronics manufacturer may be
acceptably small, having the application
design team implement some of the
protection functions on a different
applications platform has merit. Just as
functional diversity avoids CMF by relying
on different process measurement
principles, application diversity forces a
different thought process to be followed
which eliminates the chance for the same
defects to be included in the design.
Also, by taking a broader view of common
mode failure, along the lines of "defense-in-
depth" principles, a more systematic
assessment of the overall safety of the plant
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may be achieved. While common mode
failure of a particular safety function may be
possible, the compensating effects of other
systems, such as the plant control systems,
can contribute to the maintenance of plant
safety margins. Furthermore, the inherent
functional and application diversity of these
other systems has definite merit against
common mode failure. Rather than
excluding such systems from the safety
analysis because they are not part of the
safety system, the analysis should be
expanded to include the entire plant. This
has ramifications in the l&C classification
topic already discussed.

A more rational treatment of software
common mode failure will include analysis
of the potential sources of failure so that the
effectiveness of design features to deal with
these failure, whether those features be
diverse or not, can be assessed. Just as
EMI, seismic and temperature have been
dealt with for safety system hardware,
software design issues that pose potential
sources of common cause failure will be
identified, designed against and proven to
be non-existent through the digital
equivalent of "qualification" testing. The net
effect of this more rational treatment of
common mode failure will be simpler system
designs with a better chance to optimize the
cost/safety benefit ratio.

DESIGN VERIFICATION AND
VALIDATION

One requirement for digital l&C systems is
that a structured approach be taken for
design verification and validation. This was
recognized in the early standards, such as
IEC-60880, but is becoming refined through
experience. In some cases, notably
Sizewell B and Temelin, the respective
regulators have been so focused on the
independence of the review that they
required the licensees to contract separate
organizations (from that of the l&C vendor)
to conduct third party analysis and testing of
the safety system software. This

independent testing went to the' extent, in
both cases, of dynamic simulation of plant
accidents and presentation of the process
variable trajectories to prototypical safety
system equipment to confirm its proper
response. Such validation of the system
design is unquestionably expensive and,
considering the lack of significant findings in
either case, of questionable value. Placing
undue emphasis on independence leads to
necessarily shallow understanding of the
software design, which could in turn cause
design defects to be overlooked.

The trend towards application of commercial
grade product to nuclear systems important
to safety places a new burden on design
verification. As the nuclear vendors loose
control of the l&C product designs, they will
also loose the detailed knowledge of the
lowest working levels of the products.
Proprietary information rights will interfere
with the ability to examine the software at
the source code level. Also, the operating
system level software will in general not
have been developed to nuclear specific
V&V standards. While the quality may be
superb, the customary documentation trail
may become difficult to establish.
Regulatory and quality assurance controls
that can be passed on to the equipment
manufacturers need to be established.

Within the organizations that produce the
software, the verification processes are
becoming better tuned to suit the actual
need. Functional testing is receiving
increased attention while placing emphasis
on execution of every line or branch of code
is becoming less important. Experience has
consistently shown that incomplete or
incorrect requirements specifications
constitute a significant portion of design
defects in safety systems. Incorrect
implementation of the requirements is a rare
event. Therefore, placing a greater focus
on the "up-front" portions of the design
process can provide a higher payback in
quality and lesser rework costs. Finally, a
large fraction of verification findings have
consistently been on the documentation
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rather than on the software code itself. By
following more "application oriented"
processes and minimizing the design
documentation produced, the quality of the
final product can be enhanced.

PHYSICAL SEPARATION

Separation is a critical issue for upgrade
I&C systems. From the highest-level design
criteria down through the various industry
standards, the need to maintain
independence between the redundant
portions of the safety system, and between
the safety system and other plant systems,
is clearly required. The practices applied by
the industry in this area have evolved over
the years, generally as a result of the
consideration of fire hazards. This can
present a particular problem for the
operating plant that chooses to upgrade
their I&C systems.

It is not uncommon in the course of any
upgrade program to attempt to apply the
latest design standards, particularly in areas
directly involved in plant safety. However,
in operating plants, the level of separation
that can be achieved is limited by the
existing structures. This is particularly true
in the area of cabling. The cost of
improving the separation to fully meet
modern standards in the course of an
upgrade program could be so great that it
would mean that the upgrade program
would be canceled. In such a case, the
opportunity to improve the safety of the
plant in other areas not related to the
separation issue would be denied. For I&C
upgrades, it may be necessary to accept
some design conditions as they are and
only make improvements where they would
be cost beneficial.

In the area of cabling, the application of IEC
standards (or others) in the areas of flame
retardance and fire resistance has become
a normal practice. While improving the fire
qualification pedigree of the cabling has
some obvious benefits, care should be

taken to not misapply or over-apply these
standards. In many cases, the design
measures taken to make a cable fire
resistant are contrary to the necessary
electrical properties for system
performance. Also, costly fire protection of
a cable in a room where there is no fire
hazard, or worse where the I&C equipment
depending on the cable is not itself
protected, is not the best utilization of the
plant operator's upgrade budget.

On the positive side, some developments in
digital I&C, such as the use of fiber optic
cables for equipment interconnections, may
help to alleviate these separation problems.
By reducing the overall volume of cabling,
and by allowing the encoding of information
so that fire induced failures can be
discriminated from false actuations, a
system design that complies with fire hazard
requirements can be achieved.

SURVEILLANCE TESTING

Digital I&C technology offers new features
in the area of self diagnostics that could
change the view on surveillance testing in
the plant. These diagnostics improved the
reliability of the I&C system by reducing the
mean time to detect failures to the absolute
minimum. Furthermore, the mean time to
repair the failure can be reduced by provide
the I&C maintenance staff with advance
information as to the nature of the fault and
the module replacement necessary to clear
it. As more of the equipment becomes
covered by such diagnostics, the need for
period testing of that equipment diminishes
to the point that I&C testing only during
plant shutdown may become achievable.
Even that testing may become more
focused on the hardware and its potential
failures rather than on the safety function
itself. Since the function is becoming more
a property of the software of the system, the
function itself is not prone to failure.
Efficient testing will be targeted at the
specific failure modes of the hardware that
could disrupt needed features. To allow this

-91 -



change in the philosophy of surveillance
testing, some changes in the design
standards that govern surveillance testing,
and the regulations based on them, may be
necessary.

INFORMATION INTEGRATION

A key advantage of digital I&C systems is
that they can make a considerable amount
of data available to the plant information
system without requiring additional
hardware to input this data to the computer.
In addition to the signal from a process
sensor, additional information on the
instantaneous calibration of that sensor
channel, process noise indicating sensor
response time and various other data
relating to the health of the overall system
providing the measurement, can be sent to
the operation staff over plant networks with
increasingly higher bandwidths. If not
properly integrated into the information
display to the operator, this overload of data
can be a disadvantage rather than an
advantage. Integration of this data into the
plant operations raises design concerns on
the human factors and the operator's ability
to process so much information to arrive at
meaningful conclusions. Equipment
diagnostic alarms need to be discriminated
from those alarms that require more urgent
operator actions.

Beyond the concerns of human factors,
connection of the various operational I&C
computers into a broader plant-wide
communications network can also introduce
security issues. Providing access to system
diagnostic data to the engineering staff
could be useful, but restricting access to
affect the state of plant equipment over the
same networks could be problematical.
When connection to offsite wide area
networks is considered, the problems are
compounded. News broadcasts of
computer hacker invasions of various
companies are frequent. Even if the plant
systems ensured the ultimate safety, the

potential for an outside person to disrupt the
operation of the plant cannot be allowed.

CONCLUSIONS

In the 1970's, the invention of the micro-
processor introduced the instrumentation
and control industry to a new era. In the
1980's, the nuclear industry and regulators
had to be convinced that this new
technology could be applied in a safe
manner. Industry standards were written
more from an academic point of view than
from an application of experience. Through
the 1990's the experience in the application
of digital I&C technology to nuclear power
plants has grown. Now, in the new
millennium, digital technology is the only
one available for new plants and plant
upgrades.

The increasing reliance on the application of
commercially available equipment will place
new burdens on the vendors, plant
operators and regulators in establishing that
an appropriate level of design quality has
been achieved. Furthermore, where the
nuclear design process has been to
establish a requirement and then design a
custom I&C equipment to meet that
requirement, the new process will be to
adapt a commercial design to perform
adequately against a requirement, but in
some cases that requirement must itself be
adapted.

Finally, thus far, nuclear I&C upgrades have
to a large extent been function for function
replacements of the analog system
predecessors. New capabilities will
undoubtedly result from the digital
technology itself. The ability to encode
communications to do fault detection allows
a higher degree of "fail-safe" design to be
followed. Closer matching of the algorithm
to the plant process will allow higher
accuracy and reduced design margins to be
realized. Integration of more information on
the state of the plant will permit a higher
degree of automation to be achieved.

- 9 2 -



However, each new benefit will come at the
cost of some long held design philosophy.
What seemed to be the best practices and
engineering judgements of the past will be
questioned in the future. Industry standards
and practices that were written from the
viewpoint of analog systems, and which did
not even consider the possibility of digital
technology, will need to be revisited and
interpreted in a new light.

Throughout this process the industry, plant
owners, regulators and nuclear vendors
alike, must keep their focus on the common
shared objective of producing power in the
most economical and safest way possible.
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