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Foreword

Nuclear Energy and Security
Immediately after the terror attacks in the United States on September 11, 2001, the issue of
security of nuclear power plants was raised. Since then members of national regulatory
agencies, international organisations, and research institutions have engaged in the
assessment of the security threats to nuclear facilities and the potential risks to man and the
environment in case of a successful terror attack. The risks range from the theft of nuclear
material leading to illicit trafficking, to sabotage of nuclear power plants, and attacks on spent
fuel transport resulting in an uncontrolled release of radioactivity.
The adequacy of current physical protection systems is subject to critical review worldwide.
In particular, the potential of nuclear power reactors and spent fuel storage facilities to
sustain military-style attacks, such as intentional crash of a large fully fuelled plane, or
deployment of a convoy of truck bombs, is subject to international debate.
The process of transnationalisation has made terrorism a credible force to be reckoned with
in the 21 s t century. In the current security situation the energy sector also faces the terrorism
threat from international terror networks. The Nuclear Energy and Security (NUSEC)
conference is the first one in the ENERSEC Conference Series to address these issues. The
remaining three events will focus on security-related risks in the oil- and gas sector
(PETROSEC), the energy distribution networks (NETSEC), and the renewable energy sector
(RENEWSEC). The objective is to provide an overview of the currently available terrorism
risk assessment methodology and international security approaches in the energy sector.
ENERSEC brings together international experts specialising in energy security and offers an
opportunity for researchers and regulators all over the world to update their knowledge in this
rapidly growing field.
It is hoped that the results obtained in the NUSEC Conference will assist decision makers
worldwide in their choices concerning the security of the nuclear fuel cycle, since the
resilience of nuclear energy to terror attacks is of paramount importance to the global
community.

F. Steinhäusler
ENERSEC Convener

NUSEC PROGRAMME COMMITTEE
Wolfgang BIRKHOLZ
Ministry for Environmental Protection, Division for Reactor Safety and Radiation
Protection, Mecklenburg-Vorpommern, Schwerin (Germany)
Morten BREMER MAERLI
Norwegian Institute of International Affairs, Oslo (Norway)
Dori ELLIS
International Security Center, Sandia National Laboratories, Albuquerque (USA)
Andres GARCIA
EUROPOL, Counter-Terrorism Unit, The Hague (The Netherlands)
Volker HOLUBETZ
Division for Nuclear Coordination, Lebensministerium, Vienna (Austria)
John LEWIS
Center for International Security and Cooperation, Stanford University, Stanford (USA)
Gendrutis MORKUNAS
Radiation Protection Centre of Lithuania, Vilnius (Lithuania)
Ri Hong SOP
Nuclear Scientific Research Center, Nyongbyon (D.P.R. Korea)
Stan RYDELL
Environmental Protection Agency, Boston (USA)
Jor-Shan CHOI
Lawrence Livermore National Laboratory, Livermore (USA)
Jiashu SONG
China Nuclear Material Society, Beijing, China (PR.)
Friedrich STEINHÄUSLER
Division of Physics and Biophysics, University of Salzburg, Salzburg (Austria)
Ingo WIESER
Austrian Technologies, Vienna (Austria)
TimurZHANTIKIN
Kazakhstan Atomic Energy Committee, Almaty (Kazakhstan)
Jane WALES
World Affairs Council of Northern California®; San Francisco (USA)
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General Information

Conference Venue
University of Salzburg, Natural Sciences Faculty, Lecture room 403
Hellbrunnerstr. 34, A 5020 Salzburg (Austria)
Tel: +43-662-8044-5700
Fax: +43-662-8044-150
E-mail: claudia.heissl@sbg.ac.at
Website: http://www.enersec.at

Registration Desk, Travel Desk, Help Desk
The Conference Registration Desk will be open on July 19, 16:00-19:00 and July 20,
08:00-12.00 for participants to register and to obtain their conference material.
The Travel Desk (Vorderegger Travel Agency) will be open on July 19, 16:00-19:00 and on
July 20, 08:00-12.00 for bookings (social program and travel).
During the rest of the week a Conference Help Desk will be open from 08:30 to 18.30 to
assist the participants.

Oral Presentations
Speakers are kindly requested to contact the technician at the "Speaker Room" prior to
their presentation in order to test their Power Point presentation on the audio-visual
equipment provided. This room is located on the first floor at the right side (lecture room
411).

Conference Proceedings
Invited speakers and those whose abstracts have been accepted by the Program Committee
have the opportunity to submit full papers (total length: 7000 words, including references and
excluding figures). For Author Guidelines, see ENERSEC website http://www.enersec.at button "Proceedings". Deadline for submission: Upon registration in Salzburg (20 July 2005).
Papers will be submitted to the International Journal of Nuclear Knowledge Management for
review.

Internet Access
All registered participants have access to the internet in the guest computer room (first floor,
left side of library).
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NUSEC Scientific Programme

Tuesday, July 19, 2005
Registration: 16:00 to 19:00 hr

DAY 1: Wednesday, July 20, 2005
MORNING
Registration: 8:00-12:00

OPENING SESSION
Chair: D. Ellis; Co-Chair: K.-G. Andersson
08:45-09:30

Opening ceremony

09:30-10:15

KIRCHSTEIGER, Christian
Safety & security of energy infrastructures in Europe The EC-DG JRC energy risk monitor (ERMON) project
European Union, DG JRC, The Netherlands

10:15-10:45

Coffee Break

10:45-11:15

HIBBS, Russell
Reducing the risk of nuclear terrorism
US Dept. of Energy, National Nuclear Security Administration
USA
BACIU, Adrian
Response to nuclear and radiological terrorism The viewpoint from the security forces
INTERPOL, France
VARMA, Ram
Terrorism in Indo-Pak nuclear energy sector
Dept. of Defence, Government of India, India
ZAIDI, Mohammed
Religious cover to terrorist movement
US Dept. of Energy, Idaho Radiological and

11:15-11:45

11:45-12:15
12:15-12:45

F. STEINHÄUSLER
A. DUSCHL
D. ELLIS
V. HOLUBETZ
B. KAPPEL

Environmental Sciences Lab, USA
12:45-14:00

Lunch Break

AFTERNOON

SESSION 2: SECURITY OF NUCLEAR MATERIAL
Chair: A. Baciu; Co-Chair: J.D. Ballard
14:00-14:30

14:30-15:00

STEINHÄUSLER, Friedrich
Uranium and thorium mining and milling: Material security
and risk assessment
Div. of Physics and Biophysics, University of Salzburg, Austria
ZAITSEVA, Lyudmila
Illicit trafficking of nuclear and other radioactive material:
The "net" security threat
Div. of Physics and Biophysics, University of Salzburg, Austria

15:00-15:30

Coffee Break

15:30-16:00

16:30-17:00

KINGSHOTT, Brian
Terrorism: The threat of a radiological device
Grand Valley State University, USA
BALLARD, James, D.
TRANSWEB and trafficking in illicit nuclear
materials: Beyond the borders of physical security
California State University, USA

17:00

End of Day 1

DAY 2: Thursday, July 21, 2005
MORNING

SESSION 3: SECURITY OF NUCLEAR
POWER PLANTS
Chair: C. Kirchsteiger; Co-Chair: J. Matter
08:30-09:00

09:00-09:30

09:30-10:00

SANDERS, Robert / RYDELL, Stan
Calculating nuclear power plant vulnerability to
terrorism using the VISAC program
Oak Ridge National Lab. and US EPA, USA
RYDELL, Stan
Sabotage vulnerability of nuclear power plants
US Environmental Protection Agency (EPA), USA
SDOUZ, Gert
Radioactive release from WER-1000 reactors
after a terror attack
Austrian Research Centre, Austria

10:00-10:30

Coffee Break

10:30-11:00

SULLIVAN, Randolph
Emergency preparedness post-9111 enhancements at
US nuclear plants
US Nuclear Regulatory Commission, USA
HIRSCH, Helmut
Vulnerability of nuclear power plants to terror attacks:
An overview
Member of the Nuclear Advisory Board of the
Austrian Federal Ministry for the Environment, Austria
OPPENHEIMER, David
Applications of Advanced Sensors on Unmanned Aerial
Vehicles (UAV's) for the protection of high value targets and
support of response forces
National Sensor Corp., USA

11:00-11:30

11:30-12:00

12:00-13:30

Lunch Break

XVlll

AFTERNOON

SESSION 4: SECURITY OF THE TRANSPORT OF
NUCLEAR MATERIAL
Chair: M. Schwaiger; Co-Chair: H. Schulz
13:30-14:00

14:00-14:30

14:30-15:00

15:00-15:30

BALLARD, James D.
Transporting nuclear wastes from energy production sites:
What can terrorists do and how?
College of the Canyons, USA
DILGER, Fred
TRANSWEB- real time transportation threat assessment
analysis tool: Look what the future may bring for energy
related infrastructure?
Black Mountain Research, USA
WOLFF, Dietmar
Safety analysis of spent fuel transport and storage casks
under extreme impact conditions
Bundesanstalt für Materialforschung und -prüfung (BAM),
Germany
Coffee Break

SESSION 5: SECURITY OF NUCLEAR WASTE
Chair: Y. Nakagome; Co-Chair: E. Sensintaffar
15:30-16:00

16:30-17:00

17:00-17:30

17:30

SENSINTAFFAR, Ed
Environmental impact resulting from an explosion of a spent
nuclear fuel storage facility
Sanford Cohen & Assoc, USA
WEIL, Leopold
German physical protection concept for the storage of spent
fuel elements in transport and storage casks
Federal Office for Radiation Protection, Germany
BIRKHOLZ, Wolfgang
Physical protection of a nuclear waste interim storage against
interference by third parties
Division for Radiation Protection, Ministry for Environment,
State Mecklenburg-Vorpommern, Germany

End of Day 2

Conference Dinner: 20:00
Stiftskeller St. Peter, St. Peter Bezirk 114,
(City-Centre, behind Cathedral - see map)
Tel: +43-662 848 481 30

XIX

DAY 3: Friday July 22, 2005
MORNING

SESSION 6: NATIONAL APPROACHES TO NUCLEAR
SECURITY
Chair: G. Morkunas; Co-Chair: R. Sullivan
08:40-09:00

09:00-09:20

09:20-09;

09:40-10:00
10:00-10:20

LIU, Ying
System of medical response to radiation emergency
after a terror attack in China
Nat. Institute for Radiological Protection, China
PSHAKIN, Gennady
Technical obstacles to nuclear security:
Russian perspective
Analytical Centre for Non-Proliferation, Russia
PAULI, Gisbert
Upgrade of physical protection systems in the Russian
Federation to protect fissile and radioactive material
within the scope of the programme G8GP Physical Protection
Ges. für Anlagen- und Reaktorsicherheit (GRS), Germany
KONDRATOV, Sergiy
Why there is a need to revise the Design BasisThreat Concept
Institute of National Security Problems, Ukraine
NABAKHTIANI, Giorgi
The problems of nuclear security in Georgia
Nuclear & Radiation Safety Service, Ministry of Environmental
Protection and Natural Resources, Georgia

10:20-10:50

Coffee Break

10:50-11:10

MORKUNAS, Gendrutis
National system for prevention of nuclear and radiological
terrorism in Lithuania
Radiation Protection Centre, Lithuania
SHIM, Hye-Won
Strengthened implementation of physical protection
of nuclear material and nuclear facilities in the Republic of
Korea
National Nuclear Control and Management Agency
(NNCA), Korea
GABULOV, Ibrahim
Preventing radiological threat in the Republic of Azerbaijan
Azerbaijan National Academy of Sciences, Azerbaijan
CHETVERGOV, Sergey
Evolution of nuclear security in the Republic of Kazakhstan
Kazakhstan Atomic Energy Committee, Kazakhstan
KONDRATOV, Sergiy
' The main findings of the Third Russian International
Conference on Nuclear Material Protection,
Control and Accounting, Obninsk, RF, 16-20 May, 2005
Institute of National Security Problems, Ukraine
PASCHOA, Anselmo
Evolution of the physical protection and control of nuclear
materials in Brazil
Depto de Fisica, Pontificia Universidade Catolica de
(PUC), Brazil

11:10-11:30

11:30-11:50
11:50-12:10
12:10-12:30

12:30-12:50

12:50-14:00

Lunch Break

XX

AFTERNOON

SESSION 7: FUTURE OUTLOOK
Chair: A. Paschoa; Co-Chair: Z. Wang
14:00-14:30

14:30-15:00

ELLIS, Dori
Training programs for the systems approach
to nuclear security
Int. Security Center, Sandia National Laboratories, USA
KHRIPUNOV, Igor
Nuclear security culture: A generic model
for universal application
Centre for International Trade and Security,
University of Georgia, USA

15:00-15:30

Coffee Break

15:30-16:00

STREIL, Thomas
Individual protection against inhalation of long
living radioactive dust due to an uncontrolled release
SARAD GmbH, Germany
SETTLE, Frank
The Alsos Library for Nuclear Issues
Washington & Lee University, USA
VAN DASSEN, Lars
"For good and for bad:" The relations between universal
obligations and particular efforts in the field of nuclear nonproliferation
Swedish Nuclear Power Inspectorate (SKI), Sweden

16:00-16:30
16:30-17:00

CLOSING SESSION
Chair: F. Steinhäusler
17:00-18:00
18:00-18:15

Plenary Discussion with Panel
Closing Statements

18:15

End of Day 3

DAY 4: Saturday, July 23, 2005
MORNING
NUSEC Confidential Discussion Forum {by invitation only; restricted admittance)
09:00-11:00
11:00-12:00

Discussion of security-sensitive topics
Conclusions and recommendations

12:00

End of Day 4
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Response to nuclear and radiological terrorism
The viewpoint from the security forces
A. Baciu
Coordinator
Bioterrorism Prevention Program, INTERPOL
Lyon, France
a. baciu&jnterpol. int

A threat of a malevolent act may be deemed to exist when information has been received
that terrorists, criminals or other persons intend to:
>
>
>
>
>
>

Manufacture, use, transport, dispose radioactive materials in order to hide the nature
of material;
Perpetrate a deliberate act to irradiate a person or persons;
Perpetrate a deliberate act to contaminate food or water supplies with radioactive
materials;
Create and deploy a radiation dispersal device;
Perpetrate a deliberate act to contaminate a site or the environment with radioactive
materials; or
Mount a sabotage attack upon a nuclear facility aimed at causing an uncontrolled
release of radioactive materials.

Security forces will be involved in all aspects of the response:
>
>

At the scene, to lead, to control the crime scene and preserve evidence;
At the hospitals, to identify and manage witnesses who may assist in the ensuing
investigation, and to protect emergency medical personnel if perpetrators are part of
the casualties; and
> At the regional and national coordination level, to manage the overall criminal
investigation.
> To take under physical protection the seized materials.
Law Enforcement Response:
Key considerations to all police (security and investigating) personnel at the scene of a
terrorist act will include the following:
>
>
>

Do not approach the scene without proper radiological support.
Be aware of the possible presence of other radiological hazards.
The radiological team will seek the removal of safety hazards. Work with that team to
minimize hazards while not compromising the investigation.
> Minimize traffic through the scene; this will help reduce the spread of radioactive
contamination, if present.
> People present at the scene need to be held for questioning. However, they will also
have fears due to the presence of radiation.
Work with the radiological team to minimize radiological hazards and fears while not
compromising the investigation procedure.

AT0600009

TRANSWEB and trafficking in illicit nuclear materials:
Beyond the borders of physical security

J. D. Ballard* and F. Dilger**
'California State University Northridge, Department of Sociology
Northridge, California, USA
ballard&.csun.edu
**Black Mountain Research
Henderson, Nevada, USA

Transweb is a developing threat assessment analytical protocol that uses real time GIS
based assessments (a.k.a., GTA for GIS Threat Assessment) to better understand potential
trafficking in illicit nuclear materials that may come from energy related sites and/or weapons
production facilities. This is not a physical security protocol nor is this program a border
check format like the DOE's Second Line of Defense which is designed to detect special
nuclear fuels.
Transweb is a tool that allows the user to look at surreptitious transportation pathways that
may be used to move illicit nuclear materials after they have already breached traditional
physical security barriers and allows for movement prediction and potential
mitigation/intervention if they are not traveling on the highways or railways, traversing the
waterways, or entering ports equipped with detecting equipment like that deployed in Second
Line of Defense program.
Transweb is for the real world, a world where physical security may be breached and the
smugglers that capture these materials do not follow the most traveled highways, railways, or
waterways in a given society. Transweb focuses on the less obvious transportation routes
that may be the most likely ways that illicit nuclear materials will be transported. Thus this
program offers an additional layer of security analysis not currently in use as physical
protection or as border mitigation.

AT0600010

Physical protection of a nuclear waste interim storage
against interference by third parties

W. Birkholz
Ministry for the Environment
Schwerin, State Mecklenburg-Vorpommern, Germany
wolfpanq. birkholz&.um.mv-reQierunp. de

The nuclear power plant (NPP) Lubmin / Greifswald was shut down in 1990. As there exists
no final storage for radioactive waste in Germany it is necessary to store the spent nuclear
fuel elements and the radioactive waste of the decommissioning on the NPP site. Therefore
the Interim Storage North (ISN) was erected. The spent fuel elements are dry stored in
massive iron casks from type CASTOR®-440/84.
The physical protection of the ISN is determined by the storage of spent nuclear fuel. It must
realise the prevention of danger to life and health due to release of a substantial amount of
radioactive material and of stealing nuclear fuels in such amounts that critical accumulations
can be produced.
The concept of physical protection against interference by third parties consists of three
barriers. The first is the CASTOR® cask itself, the second is the storage building and the
third the fence around the storage site.
In the paper the systems of physical protection of the Interim Storage North are presented.

AT0600011

Evolution of nuclear security in the Republic of Kazakhstan

S. Chetvergov
Atomic Energy Committee, Almaty, Republic of Kazakhstan
S. Tchetveraov(S).atom.almatv.kz

The measures for development of physical protection of nuclear materials and
nuclear facilities in countries, which have peace use atomic energy factories, need to have
very important meaning against actions of nuclear terrorism. Using of international
experience for creature of effectiveness of physical protection measures create insuperable
obstacles for theft of nuclear materials or actions of sabotage at nuclear facilities. This
presentation show a condition of physical protection at nuclear subjects of the Republic of
Kazakhstan after destruction of former Soviet Union and show a consecutive measures for
improvement of protection of nuclear materials and nuclear facilities for prevention of
unauthorized actions of potential nuclear terrorists.
In the frame of implementing measures the Republic of Kazakhstan has
working for decisions making for refusing from nuclear weapons, integration to
society for peace use of atomic energy, development of co-operation with
Atomic Energy Agency and donors-countries for development of assistant
physical protection and account and control of nuclear materials.

made active
international
International
program for

The focus of this activity was included assistance such as an implementation of
vulnerability assessment of existing physical protection system at nuclear subjects,
designing of new and improvement of old physical protection system, technical assistance
by supply
of needing equipment for physical protection systems, trainings of nuclear
facilities personal.
According to IAEA recommendations (INFCIRC225/Rev.4) significant attention was
devoted to the establishment of a Design Basis Threat (DBT) at a state level and for each
nuclear facilities separately. Measures for establishing of DBT were performed with
coordinating role and support of International Atomic Energy Agency. Also it was used
international experience and practice results of research NATO Mission, which was carried
out Salzburg (Austria) and Stanford (USA) Universities.
After implemented measures for improvement of physical security at nuclear facilities
Kazakhstan has an effective system for protection of nuclear materials and nuclear facilities
against unauthorized actions of nuclear terrorists.

AT0600012

TRANSWEB - real time transportation
threat assessment analysis tool:
Look what the future may bring
for energy related infrastructure?

F. Dilger* and J.D. Ballard*
*Black Mountain Research
Henderson, Nevada, USA
'California State University Northridge
Department of Sociology
Northridge, California, USA
ballard(p).csun.edu

Transweb is envisioned as a transportation threat assessment program and this real time
GIS based web assessment tool (a.k.a., GTA for GIS Threat Assessment) can be used to
plan railroad or highway shipments of hazardous waste (e.g., toxic industrial chemicals TIC's) and high-level nuclear waste materials (e.g., like those destined for Yucca Mountain HLW) that may be used in energy production facilities. Transweb will become a vulnerability
mapping and analysis tool that can be used by transportation planners, emergency response
personnel, security/safety managers, and law enforcement to route such shipments, make
contingency plans in the event of altered road or rail conditions, and/or to assist in the
response to an accident or human initiated event like terrorism.
The initial phase of the project will seek to establish the protocol on highway shipments and
follow up phases will focus on rail GTA's. This paper will report on the initial development of
this analytical technique, define the problems associated with such analysis, and offer
examples of its analytical possibilities for threat assessment relative to energy related
facilities like nuclear power generation stations.
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Training programs for the systems approach
to nuclear security

D. Ellis
Sandia National Laboratories, International Security Center
Albuquerque, New Mexico, USA
deellis&.sandia. QOV

In support of United States Government (USG) and International Atomic Energy Agency
(IAEA) nuclear security programs, Sandia National Laboratories (SNL) has advocated and
practiced a risk-based, systematic approach to nuclear security. The risk equation has been
developed and implemented as the basis for a performance-based methodology for the
design and evaluation of physical protection systems against a design basis threat (DBT) for
theft and sabotage of nuclear and/or radiological materials. Integrated systems must include
technology, people, and the man-machine interface. A critical aspect of the human element
is training on the systems-approach for all the stakeholders in nuclear security. Current
training courses and workshops have been very beneficial but are still rather limited in scope.
SNL has developed two primary international classes - the International Training Course on
the Physical Protection of Nuclear Facilities and Materials, and the Design Basis Threat
Methodology Workshop. SNL is also completing the development of three new courses that
will be offered and presented in the near term. They are (1) Vital Area Identification
Methodology focused on nuclear power plants to aid in their protection against radiological
sabotage, (2) Insider Threat Analysis Methodology and Protection Schemes, and (3) Security
Foundations for competent authority and facility operator stakeholders who are not security
professionals. In the long term, we envision a comprehensive nuclear security curriculum
that spans policy and technology, regulators and operators, introductory and expert levels,
classroom and laboratory/field, and local and offsite training options. This training curriculum
will be developed in concert with a Nuclear Security Series of guidance documents that is
expected to be forthcoming from the IAEA. It is important to note that while appropriate
implementation of systems based on such training and documentation can improve the risk
reduction, such a systematic approach may also identify technology gaps or limitations and
may also guide policy and procedure decisions.
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Preventing radiological threat in the Republic of Azerbaijan

I. A. Gabulov
Institute of Radiation Problems of Azerbaijan National Academy of Sciences
Baku, Azerbaijan
aabulov(3).azdata.net

Azerbaijan is a developing and transit country in the Caucasus, connecting East and
West. In addition, Azerbaijan is neighboring countries with pronounced political instability,
some of which have extensive nuclear infrastructure or try to develop nuclear infrastructure.
Furthermore, in the recent past fundamentalist religious terrorism has taken roots in some of
these countries. Therefore, in spite of the fact that the Republic of Azerbaijan has no nuclear
facilities or nuclear materials in its own territory, it could be interested for terrorist groups
trying to develop a crude radiological dispersal device using radioactive sources that widely
used in every day life especially in such areas as oil industry, medicine, agriculture and
scientific researches.
The issues of reduction and prevention of both radiological and nuclear terrorism
threat are one of the main global challenges around the world. The Republic of Azerbaijan is
a part of world community and so we are concerned that radioactive sources used for
peaceful applications could be stolen by the terrorist groups and used in the development of
radiological dispersal devices sometimes referred to as a "dirty bomb". It is obvious that
using highly radioactive materials in radiological dispersal devices could be very disruptive to
society, causing panic, environmental contamination, and large financial loses.
One of the ways for reduction and prevention of radiological threat for the countries
like Azerbaijan with underdeveloped nuclear security and radiation safety infrastructure is
closely participation in the international cooperation programs. As an example of such
cooperation, I would like to present the United States Department of Energy's International
Radiological Threat Reduction (IRTR) Program. Good progress has made in the field of
radiological security within the framework of this programme that was started 2003. Actually,
in comparison with any IAEA programs, the progress reached by this programme is more
fruitful and visible.
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Reducing the risk of nuclear terrorism

R. Hibbs
US Dept. of Energy, National Nuclear Security Administration
Washington, D.C., USA
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The March 2005 "International Conference on Nuclear Security, Global Directions for the
Future" noted that nuclear terrorism is one of the greatest threats to society. Eminent
members of a multi-national panel stated that there is no one principal activity to reduce the
risk of nuclear terrorism and that a combination of activities is required. This paper seeks to
identify those activities by analyzing the elements that comprise the Risk of nuclear terrorism.
For the purpose of the analysis, Risk is the product of the probability of a terrorist attack (A"),
the success of a terrorist act (S1*) and the consequence (C) of the attack:
R=AP * Sp * C.
The paper examines each of these three elements of Risk with the objective of identifying
what we are doing and what else we could be doing to reduce Risk. It takes into
consideration some historic catastrophes, examines how they might have been prevented or
their consequences reduced, and if there are lessons that are applicable to reducing the Risk
of nuclear terrorism.
The paper demonstrates that we have concentrated on only one of the three elements of
Risk and offers suggestions for diminishing the Risk of nuclear terrorism by addressing all
the elements.
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Vulnerability of nuclear power plants to terror attacks:
An overview

H. Hirsch and O. Becker
Scientific Consultants, Hannover, Germany
cervusO).oniinehome.de

This presentation falls under the topical issue Terrorism Threats to Nuclear Power Plants"
addressed by NUSEC. The main goal is to provide an overview of potential hazards, thereby
demonstrating that the threat is extremely varied regarding possible targets and modes of
attack. Furthermore, it will be shown that consequences can be grave, and the effects of
conceivable countermeasures are limited.
Targets:
The vulnerability of the various buildings on an NPP site will be discussed. Focus will be on
reactor building and spent fuel store. Other possible targets on the site (for example
switchgear building, emergency power building, cooling water intake) will be mentioned.
Attack Scenarios:
The broad scope of the threat will be illustrated by discussing various categories of attack
scenarios, mainly:
• Attack from the air
• Attack from water
• Firing on plant from a distance
• Intrusion of attackers on plant site
• Scenarios involving insiders
Consequences of an Attack:
For a selected, representative scenario, possible consequences of an attack in terms of
radioactive releases and land contamination will be discussed.
Countermeasures:
Possible countermeasures and their limits will be discussed, mainly:
• Preventive shut-down
• Structural backfitting
• Use of smoke screen against air attacks
• Strengthening support personnel at the site
• Strengthening the guard force
Note concerning Acts of War:
The discussion of terror attacks also provides insight into the vulnerability of nuclear power
plants to acts of war. This issue will be briefly discussed.
In the presentation utmost care will be taken to avoid any information which could constitute
new, "useful" instruction to potential attackers.
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Sabotage vulnerability of nuclear power plants

A. L. Honnellio and S. Rydell
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There are many recent studies of nuclear security focused on terrorist assault, truck bombs
using large amounts of explosive or 9/11 style aircraft attack of the power plant containment
building. This paper will discuss methods equal in catastrophic potential: sabotage by one
or more individuals with a detailed knowledge of the security procedures, the plant layout,
and functional nature of the critical components that constitute a nuclear power plant.
We note that there have been by various means 120 sabotage attempts of U.S. reactors
documented. In this paper we will look only at sabotage using very small amounts (2 to 5 kg)
of explosives deployed as shaped charges to maximize their effect In order for damage to
be done small amounts of explosive material must be gotten into secure areas in spite of the
security procedures in place. We will speculate on how explosives might be brought into
secure areas and also point out that in spite of post-9/11 increases in security and use of
metal and explosive detection equipment, banned items continue to appear in secured areas
of airports.
Most importantly, using the VISAC computer code in the component damage mode, we will
analyze the placement of shaped charges to produce a high probability large radiological
release. Similarly, facility kills with downtime is of months to years can be obtained through
selection of the critical component to attack. The use of small shaped charges, whether
smuggled clandestinely into the facility by saboteurs, or brought openly to the facility by
terrorists in a paramilitary attack, the results is the same. However, it is the destruction of
critical components by whatever means that causes the disaster.
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Nuclear security culture:
A generic model for universal application

I. Khripunov
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Nuclear security culture found its way into professional parlance several years ago,
but still lacks an agreed-upon definition and description. The February 2005 U.S.-Russian
Joint Statement, issued at the presidential summit meeting in Bratislava, referred specifically
to security culture, focusing renewed attention on the concept. Numerous speakers at the
March 2005 International Atomic Energy Agency's (IAEA) International Conference on
Nuclear Security referred to security culture, but their visions and interpretations were often
at odds with one another. Clearly, there is a need for a generic model of nuclear security
culture with universal applicability. Internationally acceptable standards in this area would be
invaluable for evaluation, comparison, cooperation, and assistance. They would also help
international bodies better manage their relations with the nuclear sectors in various
countries.
This paper will develop such a model. It will use the IAEA definition of nuclear
security, and then apply Edgar Schein's model of organizational culture to security culture at
a generic nuclear facility. A cultural approach to physical protection involves determining
what attitudes and beliefs need to be established in an organization, how these attitudes and
beliefs manifest themselves in the behavior of assigned personnel, and how desirable
attitudes and beliefs can be transcribed into formal working methods to produce good
outcomes, i.e., effective protection. The security-culture mechanism I will propose is broken
into four major units: facility leadership, proactive policies and procedures, personnel
performance, and learning and professional improvement. The paper will amplify on the
specific traits characteristic of each of these units.
Security culture is not a panacea. In a time of mounting terrorist threats, it should
nonetheless be looked upon as a necessary organizational tool that enhances the skills of
nuclear personnel and ensures that security hardware is used to its full capacity. In addition
to its other benefits, an efficacious security culture expects employees to take a proactive
and innovative stance in a threat milieu where risks are too numerous to predict. And
managers should be receptive to security culture: Some, if not most, of the traits associated
with security culture are not confined to security but constitute a mainstay of healthy
management practices. Managers can advance security while advancing the self-interests of
their organizations. The paper thus will show how the international community can benefit
from a model of security culture while also helping the international community frame its
appeals to management throughout the nuclear complex.
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Terrorism:
The threat of a radiological device

B. F. Kingshott
Grand Valley State University
Grand Rapids, Ml, USA
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This paper will discuss terrorism from the perspective of a terrorist organization
building and detonating a 'dirty bomb' with a radiological component. The paper will
discuss how such devices are made and how security of radiological material world
wide will minimize the risk of such devices being used. It will discuss the threat
assessments against nuclear waste processing and storage sites, threats to nuclear
plants and other sites and the adequacy of current security. It will also discuss the
phenomenon of suicide attacks by the bomb carriers and the role of the media in
informing and educating the general public of the consequences should such a
device be detonated.
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Safety & security of energy infrastructures in Europe The EC - DG JRC's Energy Risks Monitor (ERMON) Project

C. Kirchsteiger
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Institute for Energy, Petten, The Netherlands
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Technological progress is directed towards fulfilling human needs for development and
progress. At the same time, the detriments or risks arising from specific technologies can not
be avoided. The potential public health, environmental and economic risk impact of
technologies is therefore a topic of considerable public and professional debate across all
different industry sectors, - from energy production to transport and process industries. This
demonstrates the need for all different types of risks to be systematically assessed and
managed in order to protect public health and safety, and to limit the environmental and
economic impacts of potential accidents.
Risk-based methods provide various qualitative and quantitative measures that can
significantly support consistent decision-making on managing accidental risks related to a
specific technology across its entire lifecycle, both for harmful effects inside the installation
and off-site (for fixed installations). However, these methods rarely consider the requirements
of individuals who suddenly find themselves in need of information on the "risk dimension" of
a certain technology compared to alternatives with similar benefits. Therefore, there is a
necessity that risk assessment methods and modeling data are consistent within a specific
technology sector or across technological divides so that they can produce results that are,
at least in principle, dependable and comparable.
The paper starts with mapping of current regulation on managing the risks related to the
operation of fixed industrial installations for energy production and chemical process industry
in different Member States of the Enlarged European Union (EU) with regard to
• consistency in the risk assessment approaches, methods and data as used by industry
and as required or recommended by the regulators, and
• the specific requirements related to damage compensation.
The review shows that technological risks are dealt with quite differently in different
applications (industries) and in different circumstances (regulatory regimes / countries). The
differences are mainly due to historical and risk perception related causes and are not so
much related to actual technical reasons.
Decision-makers are therefore confronted with a variety of approaches and formats to
evaluate and present a specific risk, a fact that makes the comparison of risk studies
performed by different analysts or for different end-users usually a difficult task. Nonuniformity and inconsistencies in methods, data, and applications have significantly
hampered the widespread use of risk assessment for decision-making purposes. Technical
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harmonisation increases with the pressure from concerned parties and regulatory demands,
and is therefore, for example, much stronger in the nuclear than in the non-nuclear energy
sector. Additional factors are the tradition in the use of the risk concept in a specific type of
industry and the level of competitiveness within a specific sector (e.g. energy versus process
industry sectors). Further, the awareness of the fact that a major accident in one industry
sector gives no market advantage to a competitor if it leads to a general loss in confidence
by the public in the industry has recently led to a healthy openness and exchange of
information regarding safety issues amongst operators, regulators and the general public.
Together with the knowledge that the consequences of major accidents are no respecters of
national boundaries, all this has resulted in a number of research initiatives on both national
and European levels to harmonise technological risk assessment.
The first part of the paper discusses the results and main insights from various such
benchmark exercises and standardisation efforts and gives a European view on the status
and future directions of this issue. The review is based on extensive material collected and
evaluated by the author and colleagues from the European Commission from various past
benchmark exercises on methods currently used for purposes of risk assessment in the
nuclear and chemical industries, from state-of-the-art reviews in EU Member States as well
as from insights gained from several international conferences and workshops on the issue
organised in the last few years by the European Commission's Joint Research Centre (JRC).
In the second part of the paper, specifically, the use of different systems for the generation
and distribution of energy is discussed. Different types of energy systems provide the basic
resources for industrial production, transport and domestic needs. On the other hand, they
involve the management of hazardous activities that pose a threat to public health and
environment. During the last years, regulators, utilities, environmental groups and the
general public have paid significant attention,, to risk issues related to the entire life cycle of
energy systems. This paper will describe a methodology to compare different risk
assessments results carried out in the various types of energy systems. A practical webbased decision support tool is being developed by the JRC to map available end results of
any energy risk assessment or incident / accident statistics into common metrics in order to
allow fair results comparison and detect possible trends.
There are two main problems that need to be addressed when comparing risks associated to
different energy systems: Firstly, there is the large variety of available types of Risk Figures,
which may be either numerical, or more qualitative, thus making the performance of
comparisons difficult for non-experts and results not easy to communicate. Another obstacle
to overcome is the heterogeneity of the assessment background of Risk Figures, as the data
underlying these estimates can originate from various sources.
The main innovative aspect of this project is at the same time its main objective, i.e. to
provide a common ground for Risk Figures obtained through quite different methodologies
for different energy systems, to detect the weak points in the generation of such figures and
their impact in the final aggregated risk measures, and to map any new or old risk
assessment result on the common multi-dimensional scoring space of risk relevance and
assessment quality. After completion, the project is likely to generate significant interest in
the risk management community and its results could in the long run become standard tools
for the dialogue among stakeholders about energy risks on a more international level.
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Why there is a need to revise the
Design Basis Threat Concept

S. Kondratov* and F. Steinhäusler**
'institute of National Security Problems, Kyiv, Ukraine
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"University of Salzburg, Division of Physics and Biophysics, Salzburg, Austria
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The coordinated terrorist attacks in the United States on September 11, 2001, necessitated
the review of the proven concept of the Design Basis Threat (DBT) for nuclear installations. It
is safe to assume that revised and upgraded DBT will result in costly technical solutions.
Since infrastructure deficits and financial limitations in many countries have already limited
the practical application of the DBT in many instances, the revised threat assessment is likely
to worsen the current dissatisfactory situation further. Therefore, a new realism in the use of
the DBT concept is proposed, based on a three-level approach. This will enable countries to
tailor the design of their physical protection systems in accordance with their means by
implementing either a minimum required security level protecting only against the most
probable threat or aiming for an intermediate protection level reflecting the newly introduced
AHARA - As High As Reasonably Achieveable - principle, or providing the optimum
protection level based on an externally reviewed, fully comprehensive DBT.
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The main findings of the Third Russian International Conference
on Nuclear Material Protection, Control and Accounting,
Obninsk, RF, 16-20 May, 2005

S. Kondratov
Institute of National Security Problems, Kiyv, Ukraine
sergivkondratov(8).ukr. net

The First and the Second Russian International Conferences on MPC&A held in 1997
and 2000 correspondingly, under the Russian-American program of the MPC&A cooperation
proved to be a useful tool for Russian, American specialists and experts from a number for
sharing their opinions and exchanging achievements in this sensitive area.
The recommendation to hold the next Third MPC&A Conference in Russia was
formulated in the final document of the Second conference in 2000. The results of the
Russian-American cooperation are especially valuable since they demonstrate how much
can be done due to the joint efforts of even previously adversarial countries. This paper gives
a summary of the main findings of the Third Russian Conference on the MPC&A with a
specific emphasis on physical protection of the Russian nuclear materials and nuclear
facilities. Besides the physical protection, Materials Accounting, Education and Training of
Personnel, Security Culture and some other associated topics of the Conference are also
addressed.
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System of medical response to radiation emergency
after a terror attack in China
Y. Liu* and Z. Wang*
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Nuclear or radiological accident is an unintended or unexpected event occurring with a
radiation source or during a practice involving ionizing radiation, which may result in
significant human exposure and/or material damage. Recent events involving terrorist
activities have focused attention on the radiological threats. The full spectrum of radiological
threats from terrorist spans the deliberate dispersal of radioactive material to the detonation
of a nuclear weapon. While the most likely threat is the dispersal of radioactive materials, the
use of a crude nuclear weapon against a major city cannot be dismissed. Radiological
incident response requires functions similar to non-radiological incident response.
Radiation emergency system in China has been established for radiological emergency
preparedness and response. National Coordination Committee of Radiation Emergency has
been setup in 1994, which consist of 17 ministries. The Ministry is responsible for the
medical assistance for radiation emergency. Chinese Center for Medical Response to
Radiation Emergency (CCMRRE) was established in 1992, based on the National Institute
for Radiological Protection, China CDC (NIRP, China CDC). The CCMRRE has been as one
liaison institutes of WHO/REMPAN and functions as a national and professional institute for
medical assistance in radiation accidents and terrorist events involving radioactive material.
Under Provincial Committee of Radiation Emergency, there are local organizations of
medical assistance in radiation emergency. The organizations carry out the first aid, regional
clinic treatment, radiation protection and radiation monitory in nuclear accidents and
radiological accidents.
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National system for prevention of nuclear and
radiological terrorism in Lithuania

G. Morkünas and G. Klevinskas
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Minimization of the threat posed by nuclear and radiological terrorism and mitigation of its
impact is one of the most important tasks for any state. Prevention of the diversion of nuclear
and radioactive material is related with a number of measures, which include physical
protection of nuclear industry, preparedness for investigation of the appropriate incidents and
accidents, emergency preparedness. All these issues are closely related with radiation
protection.
Physical protection of nuclear facility is defined by Lithuanian legislation as a system of
organizational, legal and technical measures aimed at protecting nuclear equipment, nuclear
and radioactive material from their illegal possession or seizure and from an unauthorized
entry into the area of a nuclear facility. Responsibilities and organizational measures in this
respect are clearly stated by the legislation, which is the basis for protection related
procedures. Requirements for physical protection of nuclear facilities were developed shortly
after the Vienna Convention was ratified. They are permanently improved taking into account
all the related recent developments.
Though the most important object for physical protection in Lithuanian is Ignalina NPP, the
physical protection measures were also introduced at the Maisiagala radioactive waste
repository.
Experience shows that physical protection should be used in connection with other
measures. One of them is capability for detection and analysis of radioactive and nuclear
material. All the detected sources in Lithuanian are analyzed in situ, some of them - in
laboratory.
Consequences on society of a terrorist attack might be mitigated by emergency
preparedness. One of the most important elements of it is the raising of public awareness.
The paper discusses both the system of physical protection and provides other issues
related with prevention of nuclear and radiological terrorism in Lithuania with emphasis of
radiation protection aspects.
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to terrorism using the VISAC program
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The Visual Interactive Site Analysis Code (VISAC) is an expert system program that allows
facility personnel to analyze and predict the outcomes of terrorist or accidental explosive
incidents at nuclear facilities. The scenarios can range from simple individual equipment
sabotage to a variety of threats, including satchel-type charges, truck bombs, and military
weapons. Threat contour maps can be supplied by VISAC for this range of incidents at
hundreds of points in and around the entire facility in a manner of minutes. This allows
facility personnel to quickly identify areas that require additional safeguard measures.
VISAC can be run stand alone or under the Hazard Prediction and Assessment Capability
(HPAC) code. The VISAC event/fault tree methodology provides the probability of detailed
facility damage, probability of undesirable collateral effects (radiological releases), and an
estimate of facility repair time. HPAC provides plume plots showing estimated environmental
impacts and health hazards from the atmospheric releases.
This paper will describe the methods used by the VISAC program to integrate the coupling of
geometric modelling of the facility with an event/fault tree model of the facility systems.
Several HPAC plots of VISAC derived source terms will show the estimated environmental
and health consequences of an attack.
Emphasis will be placed on presenting several detailed examples of terrorist attack
scenarios, where various explosives are detonated in and around a facility and critical
components damage evaluated. Results of these attacks will be presented as threat contour
maps showing the probably of facility kill, core melt or other radioactive release.
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The problems of nuclear security in Georgia

G. Nabakhtiani
Nuclear and Radiation Safety Service,
Ministry of Environmental Protection and Natural Resources of Georgia
Tbilisi, Georgia
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The cornerstone of all activities related to nuclear and radiation safety in the country is the
frame law On Nuclear and Radiation Safety, according to what Nuclear and Radiation
Safety Service (RB) was established within the Ministry of Environmental Protection and
Natural Resources. All nuclear and radiation activity in Georgia shall be carried out in
accordance with a license granted by the Ministry. To increase the level of nuclear security
Georgia signed the CSA (SQP) with IAEA. At the same time the Additional Protocol entered
into force on 3 June 2003. Georgia had only one research nuclear reactor IRT-M. The
operation of the reactor was topped at 1988. Taking into account lack of finances and
necessity to carry out satisfactory conditions for nuclear security was issued decision to
concrete to low part (including the core) of the reactor tank. All activities were conducted into
the frame of IAEA TC project GEO/4/002. It is proposed to install a new law power (~50kW)
reactor into the free space of reactor tank. Theoretical calculations for design of new reactor
were carried out also. Georgia is transit country and many goods crossed our territory every
day. There were collected nearby 4 Kg of illegal uranium at the borders of Georgia. Based
on IAEA support equipping of Georgian borders with update detectors is going. The other
great problem is s.c. orphan radioactive sources. There were collected 263 sources. The last
great accidents were occurred in Tsalendjikha district where two thermo generators (based
on Sr^with activity 35 000 Ci of each of them) were found.
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Applications of advanced sensors on Unmanned Aerial Vehicles
(UAV's) for the protection of high value targets
and support of response forces
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Fixed imaging systems using visible light cameras typically meet the security needs of
conventional facilities that are concerned primarily with asset protection. Facilities where
enhanced security needs are both to protect the facility and the theft of valuable assets may
choose to use thermal imaging Forward Looking Infrared (FLIR) cameras in addition to
visible light cameras. These FLIR cameras provide a "hot" target in very low light conditions
or when camouflaged as well as the heat signatures of people and vehicles. These imagers
are usually in fixed points of view and can scan areas of a scene. The cost of thermal
cameras often means that a few selected points have this capability and the majority of
cameras are visible light only.
Non-conventional facilities managing nuclear power, processing, or storage of nuclear
materials may find fixed camera systems inadequate. Attackers have evaluated camera
locations and often understand the limitations of such systems. In addition using these two
imaging options does not provide the Command and Control structure or the response force
with adequate situational awareness of the threats they face. The presence of chemicals
not observable using the visible or thermal IR cameras such as nerve agents or other
dangerous gases could be used as a mechanism to disable reaction forces and as a force
multiplier for the attackers.
These same visible, thermal infrared cameras with the addition of a hyperspectral sensor on
an Unmanned Aerial Vehicle (UAV) such as a General Atomics Predator (RQ-1) can provide
significant standoff capabilities with an unpredictability of camera view by the attackers and
close the gap between visible and thermal imaging systems. Such a system could be flown
at a particular altitude to avoid detection by the attackers and conflict with response force
aircraft entering the area. This enhanced spectral information will allow better command
decisions as well as providing real-time fused imaging to tactical response teams. A
Predator class UAV will enable ~ assuming suitable resources ~ remote counter actions by
the response force.
In conclusion, the use of UAV's having a sensor package that includes hyperspectral sensors
in addition to visible and thermal imagers for both general security and response mode
operations can provide significant enhancement of situational awareness for the response
force as well as routine security operations.
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Evolution of the physical protection and
control of nuclear materials in Brazil
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Brazil started protecting its nuclear materials soon after the end of the World War II, when
the Combined Development Trust intended to control the world supply of uranium and
thorium. This happened in 1944, but on December 27, 1946, an amendment to the report
of Committee II of the United Nations established that the international ownership of the
unexplored uranium and thorium would not be mandatory. Brazil nationalized its thorium
and uranium reserves in 1951. The Brazil-Germany agreement signed in 1975 enhanced
the need for Brazilian nuclear safeguards and security. The physical protection (PP) and
control of nuclear materials (CNM) became activities under the supervision of the
Brazilian Military Forces. The System for Protection of the Brazilian Nuclear Program
(SIPRON), established on 7 October 1980, took over the responsibilities for PP and other
aspects of the Brazilian nuclear program. The central organ of SIPRON was the Brazilian
National Security Council (CSN). The Brazilian Nuclear Energy Commission (CNEN) was
in charge of coordinating, among others, the PP sector. Earlier that year - on 3 March
1980 - the Convention on the Physical Protection of Nuclear Material (CPPNM) was
signed simultaneously in New York and Vienna. The Brazilian Congress approved the
CPPNM on 27 November 1984, and the Brazilian government deposited the ratification
letter on 17 October 1985. On 16 April 1991 the Brazilian government issued a decree to
enforce the CPPNM in the Brazilian territory. CNEN published the regulatory documents
NE - 2.01 on 19 April 1996, and NN - 2.02 on 21 September 1999 for PP, and CNM,
respectively. CNEN has the ultimate responsibility to enforce these regulations. The
operational aspects of PP and CNM in Brazil are still improving. Potential nuclear
terrorism for example needs to be examined. Activities concerning training personnel
and implementing PP and CNM will be described in the paper.
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Transporting nuclear wastes from energy production sites:
What can terrorists do and how?
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Recent discussions in the United States and among NATO allies have debated the
vulnerability of nuclear waste shipments, their transports, and the engineered packaging they
transport within to terrorist attack. These debates generally focus on the regulatory and
engineered controls necessary to protect such shipments, but in the post-September 11,
2001 reality of a potential mass suicide attack using asymmetrical weapons and tactics, can
the underlying "safe" assumptions of regulators and security personnel be questioned? This
paper will offer a history of the debates surrounding how safe such shipments from energy
faculties are to dedicated terrorist attack and then focus on recent research that looks at
several transportation related scenarios that may bring into question heretofore un-assessed
vulnerabilities for highway and railway transports, routes, and cargoes of highly radioactive
wastes that come from such energy production sites.
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Upgrade of physical protection systems in the Russian Federation
to protect fissile and radioactive material within the scope of the
Programme G8GP Physical Protection

G. Pauli
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Gesellschaft für Anlagen- und Reaktorsicherheit
(GRS)mbH, Germany
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Since the end of Soviet Union Germany supported the New Independent States including the
Russian Federation in their efforts to enforce the security of nuclear material and facilities
and to establish a physical protection regime to meet the international recommended
requirements as formulated in the IAEA document INFCIRC 225. A number of nuclear
reactors used in soviet times for plutonium production have been decommissioned or
converted to isotope production for non-military use. Some of the storages of weapon grade
nuclear material and some of the reactors were subject of German support for physical
protection upgrades.
Working reactors and weapons-grade nuclear material are stored under conditions that do
not entirely meet all increased security criteria after 11 September 2001. Russia is aware of
this situation and cooperates with Germany in the field of physical protection of nuclear
material and nuclear facilities against theft or sabotage by terrorists.
GRS is participating in 17 projects by order of the German Foreign Office. These 17 projects
result from the G8 action plan agreed on in Kananaskis in the year 2002. The main goal of
the G8 action plan is to reduce the risk of nuclear, chemical and radiological proliferation.
GRS is the German federal expert organisation in physical protection of nuclear material and
facilities in order to comply with Russian regulations on physical protection, to meet
international recommendations and taking into account also the German experiences on the
level physical protection measures. The bilateral cooperation is limited through confidentiality
needs which have to be respected as a principle.
One part of this presentation follows from one document published in the year 2002 by the
minister of atomic energy of the Russian Federation. This document contains concrete
requirements on systems of physical protection of hazardous nuclear facilities of the atomic
ministry of the Russian Federation.

47

AT0600031

24

Technical obstacles to nuclear security Russian perspective

G. Pshakin
Analytical Centre for Non-proliferation, Obninsk, Russia
DshakinfeöjDpe. obninsk. ru

Present political, economical and social development the world - wide and in particular
countries and regions facilitate number of serious and dangerous challenges for people
responsible for security of materials and facilities, which could be used as a threat to the
humankind in case of unauthorized approach. A number of factors have impact on the
security including political, social, financial and technical nature. The security of nuclear
materials and facilities where nuclear materials located and under processing is facing
number of problems such as control of the personnel who handling the materials, access to
the materials and the facilities, accounting and control of the materials storage,
transportation, transactions, processing, physical protection of the materials. Each aspect of
those problems must be taken into account for establishing most efficient way to keep the
nuclear materials out of hands of the terrorists.
Technical aspects which require serious and intent relation from political and technical
communities in Russia (as example) are the following:
•
•
•
•
•
•

Legal base for nuclear materials protection, control and accounting and export
control.
Personnel for nuclear materials control and accounting - skill, reliability, responsibility,
training and new generation education.
Personnel for physical protection - skill, reliability, responsibility, training.
Structure of the system and equipment for materials control, verification,
accountability.
Structure of the system and equipment for physical protection.
Regulatory supervision of the MPC&A system effectiveness.
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Radioactive release from WER-1000 reactors
after a terror attack

G. Sdouz
ARC Seibersdorf Research, Seibersdorf, Austria
pert. sdouz(<3).arcs. ac. at

One of the terror scenarios for nuclear power plants is a severe damage of the reactor
containment caused by a plane crash or a missile. Due to the loss of electric power the
cooling of the core is not maintained leading to a core melt accident. Normally in the course
of severe accidents an intact containment has the ability to retain a large part of the
radioactive inventory. The goal of this work is the investigation of the behavior of the
radioactive release from a WER-1000-type reactor during a severe accident with a large
containment leak from the beginning of the accident. The results are compared with the
release in a severe accident via a very small leakage due to the untightness of the
containment.
This work supplements a series of studies investigating the behavior of a WER-1000type reactor during severe accidents under different accident management strategies. The
focus in this study is on the „Station Blackouf'-sequence (or TMLB' in the WASH-1400
nomenclature). The calculations were performed using the Source Term Code Package
(STCP), hydrogen explosions are not considered. Up to the melt-through of the cavity bottom
the thermal-hydraulics phenomena are almost identical to the TMLB'-case with an intact
containment from the beginning. The phenomena occur slightly delayed due to the large
containment leak. When the core-concrete-interaction begins the resulting gases leave the
containment through the large leak and do not cause a pressure increase. The containment
pressure remains at ambient pressure. Due to the different behavior and to the different
release times of the nuclides the deviations to the scenario with an intact containment show
a great variety. From this comparison it can be shown that the intact containment retains the
nuclides up to a factor of 6000.
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Environmental impact resulting from an explosion
of a spent nuclear fuel storage facility

E. L. Sensintaffar and C. R. Phillips
' Sanford Cohen & Associates, Montgomery, USA
edsen 1 ©.charter, net
CDhiHips(a).scainc. com

Nuclear Power Reactors have been operational for decades and have created a significant
quantity of used or spent nuclear fuel elements that contain some remaining nuclear fuel and
byproducts of the fission process that are highly radioactive. Lack of a secure central
repository for spent nuclear fuel elements or other permanent disposal process has resulted
in long term storage of these elements at a number of storage sites throughout the world.
Much of the spent fuel is stored in spent fuel pools at operating nuclear power plants. A
recent U.S. National Research Council review of the safety and security of commercial spent
nuclear fuel concluded that the likelihood of terrorist obtaining spent fuel elements for use in
a dirty bomb was low due to the high level of security at the storage sites. However, the
report does express concern that terrorist activity at a spent nuclear fuel storage pool could
result in a zirconium cladding fire that could create widespread radioactive contamination that
would have a dramatic impact on both the public and the environment. A scenario based on
such an event is utilized in this presentation to demonstrate the potential impact on the public
and the environment resulting from the release and dispersion of spent fuel products.
Nuclear dispersion models and estimated source terms are used to predict the extent and
magnitude of radioactive contaminants and the resulting impacts.
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The Alsos Library for Nuclear Issues

F. A. Settle, T. Whaley and E. Blackmer
Dept. of Chemistry, Washington & Lee University, Lexington, USA
FSettle&.wlu.edu

This presentation will describe the content and features of the Alsos Digital Library for
Nuclear Issues (http://alsos.wlu.edu). The Library, funded by the U. S. National Science
Foundation, provides a broad, balanced collection of indexed, annotated references for the
study of nuclear issues ranging from nuclear reactors to Japanese poetry. All annotations
have been reviewed by members of the Library's prestigious National Advisory Board. The
searchable collection includes books, articles, films, CD-ROMs, and websites. It currently
contains approximately 1600 references and receives over 15,000 visits per month. The
mission of the Library is to make the history and current status of nuclear issues more
accessible and comprehensible to the general public as well as to students, educators, and
other professionals in the many fields influenced by the forces of the nuclear age.
References may be accessed by conventional keyword, creator, and title searches or by
browsing topics under one of five categories; issues, warfare, science, people, and places.
Of particular interest to conference participants are topics in the issues category that include
nuclear power, terrorism, and nuclear waste. The Library can also provide bibliographies for
specific topics which can be embedded as hyperlinks on other websites which address of
nuclear issues.
Finally the Alsos Library is the bibliographical component of Nuclear Pathways
(nuclearpathways.org), a composite site which is attempting to integrate websites dedicated
to nuclear issues.
The initial partner sites are:
Atomic Archive (http://atomicarchive.com).
Nuclear Chemistry in the Community
(http://www.chemcases.com/2003version/nuclear/index2.htm),
and Nuclear Files (http://nuclearfiles.org).
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Strengthened implementation of physical protection
of nuclear material and nuclear facilities
in the Republic of Korea

H.-W. Shim and J.-U. Lee
National Nuclear Control and Management Agency (NNCA)
Daejeon, Republic of Korea
h wshim-nnca(8>.kins. re.kr

Since the 9.11 terror, strengthening physical protection has been an accelerated trend
internationally. IAEA has been requesting that Member States implement a strengthened
physical protection of nuclear facilities on the basis of threat assessments. In order to cope
with this demand, the Korean government promulgated the "Law for Physical Protection and
Radiological Emergency Preparedness (LPPRE) as a substantial countermeasure against
possible threats.
Pursuant to LPPRE, which entered into force on February 16, 2004, nuclear enterprisers are
obliged to implement an effective physical protection of nuclear materials, get approval for its
physical protection system, and be constantly inspected on. The Ministry of Science and
Technology (MOST) approved physical protection regulations of 24 domestic facilities
operated by 14 enterprisers. National Nuclear management and Control Agency (NNCA) is
entrusted with physical protection related duty and has been conducting physical protection
inspection on nuclear materials in use, storage and transport.
In addition, NNCA has established the methodology of threat assessment that entails
organizing the threat assessment working group to develop a design basis threat (DBT).
Korea is putting its best efforts to construct the threat assessment system and strengthen
domestic physical protection regime in cooperation with competent authorities.
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Uranium and thorium mining and milling:
Material security and risk assessment
F. Steinhäusler and L. Zaitseva
Division of Physics and Biophysics, University of Salzburg,
Salzburg, Austria
friedridch. steinhaeuslerf&sbQ. ac. at
Ivudmila. zaitse va&.sbp. ac.at
At present physical protection for the front end of the nuclear fuel cycle is typically at a
significantly lower level than at any other part of the nuclear fuel cycle. In view of past
experiences (Israel, South Africa, Pakistan, India) it is feasible to take into consideration
some generic threat scenarios, potentially resulting in loss of control over uranium or thorium,
respectively their concentrates, such as:
•

Illegal mining of an officially closed uranium- or thorium mine;

•

Covert diversion of uranium- or thorium ore whilst officially mining another ore;

•

Covert transport of radioactive ore or product, using means of public rail, road,
ship, or air transport;

•

Covert en route diversion of an authorized uranium- or thorium transport;

•

Covert removal of uranium- or thorium ore or concentrate from an abandoned
facility.

The Stanford-Salzburg Database on Nuclear Smuggling, Theft, and Orphan Radiation
Sources (DSTO) contains information on trafficking incidents involving mostly uranium, but
also some thorium, from 30 countries in five continents with altogether 113 incidents in the
period 1991 to 2004. These activities range from uranium transported in backpacks by
couriers in Afghanistan, to a terrorist organisation purchasing land in order to mine covertly
for uranium in Australia, and the clandestine shipment of almost two tons of uranium
hexafluoride from Asia to Africa, using the services of a national airline. Potential participants
in such illegal operations range from entrepeneurs to members of organized crime,
depending on the level of sophistication of the operation. End-users and "customers" of such
illegal operations are suspected to be non-state actors, organisations or governments
involved in a covert operation with the ultimate aim to acquire a sufficient amount of nuclear
material for a nuclear device. The actual risk for these activities to succeed in the acquisition
of an adequate amount of suitable radioactive material depends on one or several of the
following pre-requisites in order to breach the current level of security at mining and milling
facilities: covert political support; covert support by members of the security forces and/or
intelligence community; adequate transport capability for bulk shipments of material by rail,
road, ship, or air; corruption at the level of Government officials, such as export control
agencies, customs officers, and border guards. The number of illicit trafficking cases
involving uranium and thorium that are known to have occurred shows that the current
system of physical protection and accounting is in need of improvement. In order to reduce
this risk in the future a series of practically applicable actions are recommended.
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Individual protection against inhalation
of long living radioactive dust due to an uncontrolled release

T. Streil*. V. Oeser*. R. Rambousky" and F.W. Buchholz*
*SARAD GmbH, Dresden, Germany
info&.sarad.de
*Armed Forces Scientific Institute for Protection Technologies - NBC Protection
Munster, Germany
RonaldRam bouskvdSjbwb. om

Individual protection against inhalation of long living radioactive dust (LLRD) saves human
life and health. LLRD may occur in natural environment as well as in case of nuclear
accidence or military (DU- munitions) and terrorist attacks (dirty bombs). MyRIAM is the
acronym for My Radioactivity In Air Monitor and points out that the device was designed for
personal use to detect any radioactivity in the air at the place and at the moment of the
danger. Therefore, it is the unique way to detect dangerous exposures in time to warn the
public. The active air sampling process enables a detection limit several orders of magnitude
below that of Gamma detectors. But in any case, the immediate warning of the population is
from major meaning. Keep in mind: it is very easy to avoid LLRD inhalation - but you have to
recognise the imminent danger. The second requirement of gap-less documentation and
reliable assessment of any derived LLRD exposure is building the bridge to dosimetry
applications.
The paper demonstrates the possibility to design small and low cost air samplers, which can
be used as personal, alarm dosimeters and fulfil the requirements mentioned above. The
system is able to warn with a time resolution of 1 min in the order of 10 % of the yearly
radiation limit of 20 mSv/y.
Several test measurements taken by a mobile phone sized MyRIAM, shall be used to
demonstrate the correctness of this statement.
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Emergency preparedness post-9/11 enhancements
at US nuclear plants

R. L. Sullivan
Senior Emergency Preparedness Specialist
US Nuclear Regulatory Commission
RXS3<a).nrc.aov

In the wake of the terrorist attacks of 9-11, the US Nuclear Regulatory Commission
(NRC) took several actions to improve the security profile and emergency response
of its licensees. In early 2002 the Commission issued orders to its nuclear power
plant licensees which included changes to emergency plans, the performance of
staffing adequacy reviews, changes to augmentation practices and the establishment
of alternative facilities. Since that time, NRC has implemented a force-on-force
exercise program that includes emergency response. This program has helped
licensees improve their response by testing procedures under simulated attack
conditions. More recently, licensees have begun a program to enhance drills and
exercises through the use of security event based scenarios. These drills will
enhance previous practice and focus on two emerging issues: improving the interface
between emergency response, security response and operations during security
events and recovery from the loss of plant equipment due to terrorist acts. Additional
areas of enhancement such as protective actions for plant personnel will also be
discussed and the status of actions to date will be provided.
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"For good and for bad":
The relations between universal obligations and particular
efforts in the field of nuclear non-proliferation

L. Van Dassen
Swedish Nuclear Non-Proliferation Assistance Programme, SNNAP
Office of Non-Proliferation, Swedish Nuclear Power Inspectorate, SKI
lars. van, dassent&ski. se

The world has "nuclear non-proliferation" on its lips. Presidents, politicians, journalists and
others refer to it as the number one peril in our times. This may be right or wrong but
irrespective of the real salience of "nuclear dangers" it has a grip on our minds and wallets. A
long range of states now make active investments in the improvement of nuclear security;
not only at home as they used to do, but even abroad in other places and countries where
there is concern with regard to how safe nuclear and materials are kept and stored.
This development is surely an expression of a shared broadening of our sense of
responsibility beyond the narrow confines of statehood and borders, and therefore this
development should please us. On the other hand, the truly universal measures and
instruments of the NPT and the regime round it are in trouble. It is being stated in some
quarters that the NPT is inadequate in a new era with new threats from sub-state actors.
Nevertheless, the NPT is the only legal instrument that is a framework that either by itself or
as a starting-point can serve as a tool box for long-term storage of the proliferation risks. The
reason for this is that the NPT is an expression of fairness in terms of rights and balances for
all states committed to non-proliferation. And its foundations are those of international law.
To the extent the NPT is being questioned will there also be a risk that non-proliferation
efforts in the framework of cooperative threat reduction and for instance Global Partnership
will lose legitimacy; simply for the reason that only a small number of the non-proliferation
concerns are given attention. This relationship between cooperative threat reduction efforts
on the one hand and universal legal instruments for non-proliferation on the other is a
double-edged sword. While the two can reinvigorate and strengthen each other, there is also
a risk that the one - cooperative threat reduction - when given preference over the NPT
system may undermine the system of universal obligations and rights. This will if worst
comes to worst backfire on all efforts to reduce proliferation risks as created by states and
sub-state actors.
It is thus the crucial but complex relationship between cooperative threat reduction
and NPT mechanisms that will be scrutinized with respect to their uses of language and
concepts, their practices, policies and consequences.

65

AT060004Ö

33

Terrorism in Indo-Pak nuclear energy sector

R. Varma
Government of India, Department of Defence, Mumbay, India
ramvrfcb.vsnl.com

Issue of terrorism, militancy and nuclear security of South Asia evokes a lot of
concern not only to South-Asians but also to the larger world. Most difficult problem in
relations between India and Pakistan since partition in August 1947 has been their dispute
over Kashmir. A summary of root cause analysis has been presented in the paper.
Nuclear terrorism, should it emerge, could prove the final destruction of sanity in
South Asia. Widespread availability of radioactive materials worldwide makes threat of
radiological terrorism plausible. Terrorist groups are trying to strangulate and Talibanize
Pakistan, sucking it into vortex of failed states, nuclear banana republics with their praetorian
culture, and a whole new category of "North Koreas" in the central Asian region. This would
be highly unstable, as these rabid adventurous states would pose extreme risks to the
neighboring states in the future.
Two case studies have been presented in the paper, estimating horrifying future of
the unfolding story, with visions of a nuclear attack on energy sectors at Mumbai in India, and
Karachi in Pakistan; may be a crude bomb or a radiological dispersal devices. The statistical
consequences of the strike are horrifying to say the least. Methodology of preventing such a
happening has been worked out with deep analysis of society and bringing out remidial
measures. Methodology of conflict management has been discussed at length. With
suggestive organization, its relevance modus operandi, role and limitations. There is a great
need to think rationally, indeed, compassionately and charitably. The resumption of serious,
high-level dialogue provides an opening for Indian and Pakistani leaders to depart from
scripts that reduce room for diplomatic manoeuvre. Given the multiplicity of targets and
terrorist scenarios. India and Pakistan need to be persuaded that nuclear weapons make the
world a more dangerous, not a safer, place and to take a step back and realise that peaceful
resolutions to conflict are the best way forward. India has a greater role in developing such a
policy and will have to face number of psychological problems internal and external.
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German physical protection concept for the storage
of spent fuel elements in transport and storage casks

L. Weil and R. Maier
Federal Office for Radiation Protection
Salzgitter, Germany
lweil(d).bfs.de

In Germany, the legal regulations and requirements derived from rules and guidelines for the
protection of storage facilities for spent fuel elements from disruptive action or other
inference by third parties are structured hierarchically. The Atomic Energy Act constitutes the
top level. It is supported by federal ordinances. The next level down is formed by the rules
and guidelines.
The storage of nuclear fuels may only be authorised, according to the provisions of the
Atomic Energy Act if the required protection from disruptive action or other interference by
third parties can be guaranteed as following:
It must be possible to prevent any danger to life and health due to a substantial amount
of direct radiation or due to the release of a substantial amount of radioactive material;
It must be possible to prevent singular or repeated acts of stealing nuclear fuels in such
amounts that a critical accumulation can be produced directly without reprocessing and
enrichment.
Knowing that Nuclear installations cannot be protected from every possible interference,
physical protection is focused on basic security standards, the so-called design basic threat
(DBT), departing from the assumed interference.
DBT is regularly reviewed by the competent federal authorities and authorities of the states
and are revised on the basis of newly gained knowledge, if necessary, such as in the wake of
the terrorist attacks in the U.S. on September 11, 2001.
The operator must guarantee and give proof of a sufficient level of physical protection of the
plant. The sole physical protection measures implemented by the operator cannot ensure the
required protection from other interference by third parties for an unlimited time span. The
concept therefore requires additional physical protection measures by the police.
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Safety analysis of spent fuel transport and storage casks'
under extreme impact conditions

D. Wolff, G. Wieser, V. Ballheimer, H. Völzke and B. Droste
Bundesanstalt für Materialforschung und -prüfung (BAM)
Berlin, Germany
dietmar. wolff&bam. de

Worldwide the security of transport and storage of spent fuel with respect to terrorism threats
is a matter of concern.
In Germany a spent nuclear fuel management program was developed by the government
including a new concept of dry on-site interim storage instead of centralized interim storage.
In order to minimize transports of spent fuel casks between nuclear power plants,
reprocessing plants and central storage facilities, the operators of NPPs have to erect and to
use interim storage facilities for spent nuclear fuel on the site or in the vicinity of nuclear
power plants. Up to now, 11 on-site interim storage buildings, one storage tunnel and 4 onsite interim storage areas (preliminary cask storage till the on-site interim storage building is
completed) have been licensed at 12 nuclear power plant sites. Inside the interim storage
buildings the casks are kept in upright position, whereas at the preliminary interim storage
areas horizontal storage of the casks on concrete slabs is used and each cask is covered by
concrete elements. Storage buildings and concrete elements are designed only for gamma
and neutron radiation shielding reasons and as weather protection. Therefore the security of
spent fuel inside a dual purpose transport and storage cask depends on the inherent safety
of the cask itself.
For nearly three decades BAM has been investigating cask safety under severe accident
conditions like drop tests from more than 9 m onto different targets and without impact
limiters as well as artificially damaged prototype casks. Since the terror attacks of 11
September 2001 the determination of casks' inherent safety also under extreme impact
conditions due to terrorist attacks has been of our increasing interest.
With respect to spent fuel storage one of the most critical scenarios of a terrorist attack for a
cask is the centric impact of a dynamic load onto the lid-seal-system caused e.g. by direct
aircraft crash or its engine as well as by a following impact of building structures of a nuclear
storage facility. In this context we present methods to calculate the deformation of cask
components and relative displacements between the metallic seals and their counterparts
with respect to the preservation of the leak tightness.
In this paper we also discuss examples of potential explosion impacts from dangerous goods
on CASTOR® spent fuel casks during transportation: experimental investigation of an LPG
rail tank explosion next to a cask and numerical simulation of a detonation blast wave due to
21 Mg explosives in a distance of 25 m to a cask.
The presented examples demonstrate the wide safety margins of the investigated monolithic
cast iron transport and storage casks.
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Religious cover to terrorist movement

M. K. Zaidi
US Dept. of Energy
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Terrorism is the use of force or the threat of force against civilian populations to achieve
political objectives. The terrorists create fear, response and disruption. People fighting for
freedom who have no bombs - no airplanes would resort to such atrocities as beheading
even though killing of innocent people is strictly prohibited in all the religions practiced on this
earth. It is done out of political madness and not religious fervor so it was said that the fight
against terrorism is not a military problem, nor is it a diplomatic one, but a cultural one.
Terrorism is not associated to any particular faith or discipline but it is rooted deeply in poor
education and resource system. Some frustrated individuals with no employment seek easy
ways to form groups and cause harassment in neighborhoods and it expands to the local and
national level. The scientific community must now resolve to confront the dangers facing
civilized countries through employing the scientific culture, which means scientific excellence
and solidarity, to overcome ignorance in the face of global terrorism. The developed nations
have adopted to collect information, do research, have tools to act and take action. States
must improve the timely cross-border sharing of national security intelligence information,
under appropriate circumstances, between intelligence and law enforcement agencies to
better prevent and disrupt terrorist activities and to prosecute terrorists. Some world's leaders
have agreed to use the National Security Intelligence Information in investigation and
prosecution process as a vital component in the battle against terrorism. Political leaders,
rulers, administrator, school counselors and teachers should think of how the problems could
be solved if they meet the needs and hopes of their inhabitants, provide proper education to
build good moral values and also address their concerns.
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Illicit trafficking of nuclear and other radioactive material:
The "net" security threat

L. Zaitseva and F. Steinhäusler
Division of Physics and Biophysics
University of Salzburg, Salzburg, Austria
Lvudmila.zaitseva(d).sba.ac.at
fn'edrich. steinhaeusler&.sbg.ac. at

Illicit trafficking in nuclear and other radioactive material, which could lead to the creation of a
nuclear device or a radiological dispersal device (RDD), has been a subject of concern for
more than a decade now. This concern became even more pronounced after the September
11 th attacks in the United States, which demonstrated that modern day terrorists are willing
and capable of inflicting mass casualties among civilian population in target countries in
order to further their goals.
The problem of illicit trafficking - intentional diversion and smuggling of nuclear fissile
material and radioactive sources - has been closely watched and studied by several national
institutions and international organizations. This resulted in the establishment of several
nuclear smuggling databases, tracking illicit trafficking incidents. The number of such
incidents for a given period varies widely between the different databases, reflecting the
different sources of information used, the different geographical regions covered, as well as
the different methodologies applied to data mining and data analysis.
One major obstacle to assessing the actual security threat due to illicit trafficking is the
inclusion of incidents in the analysis, which do not represent a security threat in the sense of
being the pre-stage of a terrorist operation or a malevolent act. Such incidents mainly involve
inadvertent movement of illegally disposed of radioactive sources in scrap metal or
contaminated goods across international borders and discoveries of so called "orphan"
radiation sources.
This paper analyzes the global data contained in the Database on Nuclear Smuggling, Theft
and Orphan Radiation Sources (DSTO) operated by the University of Salzburg, using special
filters to discriminate between illicit trafficking incidents involving a criminal intent and those
that do not. Thereby, the net security threat of illicit trafficking will be determined to help
provide a realistic assessment of the actual need for countermeasures.
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