Unclassified

NEA/CSNI/R(2002)3

Organisation de Coopération et de Développement Economiques
Organisation for Economic Co-operation and Development

13-Jan-2003
___________________________________________________________________________________________
English text only

NUCLEAR ENERGY AGENCY

COMMITTEE ON THE SAFETY OF NUCLEAR INSTALLATIONS

NEA/CSNI/R(2002)3
Unclassified
PROCEEDINGS OF THE INTERNATIONAL WORKSHOP
BUILDING THE NEW HRA: ERRORS OF COMMISSION FROM RESEARCH TO APPLICATION

Held at the Headquarters of the U.S. Nuclear Regulatory Commission
Rockville, Maryland, USA, 7-9 May 2001

English text only

JT00137534

Document complet disponible sur OLIS dans son format d’origine
Complete document available on OLIS in its original format

NEA/CSNI/R(2002)3
ORGANISATION FOR ECONOMIC CO-OPERATION AND DEVELOPMENT
Pursuant to Article 1 of the Convention signed in Paris on 14th December 1960, and which came into force on 30th
September 1961, the Organisation for Economic Co-operation and Development (OECD) shall promote policies designed:
−

to achieve the highest sustainable economic growth and employment and a rising standard of living in Member
countries, while maintaining financial stability, and thus to contribute to the development of the world economy;
− to contribute to sound economic expansion in Member as well as non-member countries in the process of economic
development; and
− to contribute to the expansion of world trade on a multilateral, non-discriminatory basis in accordance with
international obligations.
The original Member countries of the OECD are Austria, Belgium, Canada, Denmark, France, Germany, Greece,
Iceland, Ireland, Italy, Luxembourg, the Netherlands, Norway, Portugal, Spain, Sweden, Switzerland, Turkey, the United Kingdom
and the United States. The following countries became Members subsequently through accession at the dates indicated hereafter:
Japan (28th April 1964), Finland (28th January 1969), Australia (7th June 1971), New Zealand (29th May 1973), Mexico (18th
May 1994), the Czech Republic (21st December 1995), Hungary (7th May 1996), Poland (22nd November 1996), Korea (12th
December 1996) and the Slovak Republic (14 December 2000). The Commission of the European Communities takes part in the
work of the OECD (Article 13 of the OECD Convention).

NUCLEAR ENERGY AGENCY
The OECD Nuclear Energy Agency (NEA) was established on 1st February 1958 under the name of the OEEC
European Nuclear Energy Agency. It received its present designation on 20th April 1972, when Japan became its first
non-European full Member. NEA membership today consists of 28 OECD Member countries: Australia, Austria, Belgium,
Canada, Czech Republic, Denmark, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Japan, Luxembourg,
Mexico, the Netherlands, Norway, Portugal, Republic of Korea, Slovak Republic, Spain, Sweden, Switzerland, Turkey, the United
Kingdom and the United States. The Commission of the European Communities also takes part in the work of the Agency.
The mission of the NEA is:
−

to assist its Member countries in maintaining and further developing, through international co-operation, the
scientific, technological and legal bases required for a safe, environmentally friendly and economical use of nuclear
energy for peaceful purposes, as well as
− to provide authoritative assessments and to forge common understandings on key issues, as input to government
decisions on nuclear energy policy and to broader OECD policy analyses in areas such as energy and sustainable
development.
Specific areas of competence of the NEA include safety and regulation of nuclear activities, radioactive waste
management, radiological protection, nuclear science, economic and technical analyses of the nuclear fuel cycle, nuclear law and
liability, and public information. The NEA Data Bank provides nuclear data and computer program services for participating
countries.
In these and related tasks, the NEA works in close collaboration with the International Atomic Energy Agency in
Vienna, with which it has a Co-operation Agreement, as well as with other international organisations in the nuclear field.
© OECD 2002
Permission to reproduce a portion of this work for non-commercial purposes or classroom use should be obtained through the Centre français
d’exploitation du droit de copie (CCF), 20, rue des Grands-Augustins, 75006 Paris, France, Tel. (33-1) 44 07 47 70, Fax (33-1) 46 34 67 19, for
every country except the United States. In the United States permission should be obtained through the Copyright Clearance Center, Customer
Service, (508)750-8400, 222 Rosewood Drive, Danvers, MA 01923, USA, or CCC Online: http://www.copyright.com/. All other applications for
permission to reproduce or translate all or part of this book should be made to OECD Publications, 2, rue André-Pascal, 75775 Paris Cedex 16,
France.

2

NEA/CSNI/R(2002)3

COMMITTEE ON THE SAFETY OF NUCLEAR INSTALLATIONS
The Committee on the Safety of Nuclear Installations (CSNI) of the OECD Nuclear Energy
Agency (NEA) is an international committee made up of senior scientists and engineers. It was set up in
1973 to develop, and co-ordinate the activities of the Nuclear Energy Agency concerning the technical
aspects of the design, construction and operation of nuclear installations insofar as they affect the safety of
such installations. The Committee’s purpose is to foster international co-operation in nuclear safety among
the OECD Member countries.
The CSNI constitutes a forum for the exchange of technical information and for collaboration
between organisations, which can contribute, from their respective backgrounds in research, development,
engineering or regulation, to these activities and to the definition of the programme of work. It also reviews
the state of knowledge on selected topics on nuclear safety technology and safety assessment, including
operating experience. It initiates and conducts programmes identified by these reviews and assessments in
order to overcome discrepancies, develop improvements and reach international consensus on technical
issues of common interest. It promotes the co-ordination of work in different Member countries including
the establishment of co-operative research projects and assists in the feedback of the results to participating
organisations. Full use is also made of traditional methods of co-operation, such as information exchanges,
establishment of working groups, and organisation of conferences and specialist meetings.
The greater part of the CSNI’s current programme is concerned with the technology of water
reactors. The principal areas covered are operating experience and the human factor, reactor coolant system
behaviour, various aspects of reactor component integrity, the phenomenology of radioactive releases in
reactor accidents and their confinement, containment performance, risk assessment, and severe accidents.
The Committee also studies the safety of the nuclear fuel cycle, conducts periodic surveys of the reactor
safety research programmes and operates an international mechanism for exchanging reports on safety
related nuclear power plant accidents.
In implementing its programme, the CSNI establishes co-operative mechanisms with NEA’s
Committee on Nuclear Regulatory Activities (CNRA), responsible for the activities of the Agency
concerning the regulation, licensing and inspection of nuclear installations with regard to safety. It also cooperates with NEA’s Committee on Radiation Protection and Public Health and NEA’s Radioactive Waste
Management Committee on matters of common interest.

************
The opinions expressed and the arguments employed in this document are the responsibility of
the authors and do not necessarily represent those of the OECD.
Requests for additional copies of this report should be addressed to:
Nuclear Safety Division
OECD Nuclear Energy Agency
Le Seine St-Germain
12 blvd. des Iles
92130 Issy-les-Moulineaux
France
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ABSTRACT

This report documents the international workshop, Building the New HRA: Errors of Commission – From
Research to Application, that was co-sponsored by the OECD Nuclear Energy Agency Committee on the
Safety of Nuclear Installations and by the World Association of Nuclear Operators. The workshop was
hosted by the U.S. Nuclear Regulatory Commission and held at its headquarters in Rockville,
Maryland/USA on May 7 – 9, 2001.
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FOREWORD

The main mission of the Working Group on Risk Assessment (RISK) is to advance the understanding and
utilisation of probabilistic safety analysis (PSA) in ensuring continued safety of nuclear installations in
Member countries. In pursuing this goal, the Working Group recognises the different methodologies for
identifying contributors to risk and assessing their importance. While the working group continues to focus
on the more mature PSA methodologies for Level 1, Level 2, internal, external, shutdown, etc., it also
considers the applicability and maturity of PSA methods for considering evolving issues such as human
reliability, software reliability, and ageing issues as appropriate.
NEA/CSNI/R(98)1 discusses the importance of the issue of errors of commission in PSA, “ One of the
major criticisms of current PSAs is that they do not adequately address an important class of human system
interactions, namely inappropriate actions, particularly those that might occur during the response to a
transient or accident, that place the plant in a situation of higher risk. This class of inappropriate actions is
often referred to as errors of commission.” The principal characteristic of an error of commission in a PSA
context is that its consequence is a state of unavailability of a component, system or function. This is in
contrast to an error of omission, which is characterised by a lack of action and, therefore, preserves the
status quo of a system, component, or function. In the PSA context, the most significant errors of
commission are those that, in addition to resulting in failure to perform some function, also fail or make
unavailable other equipment or functions needed to mitigate the accident scenario, or otherwise exacerbate
the situation.
The workshop reported herein is an extension of the work of the Working Group on Risk Assessment
(RISK) performed to review errors of commission in probabilistic safety analysis (NEA/CSNI/R(2000)17).
The main purpose of the meeting was to provide a forum for exchange of information including lessons
learned, identification of gaps in our current understanding and knowledge, data needs, and research needs.
This workshop also provides a perspective for another workshop, Building the New HRA: Strengthening
the Link Between Experience and HRA, to be held in Munich in January of 2002. Individual speakers
present a broad international perspective that summarises technical issues, lessons learned, and experiences
gained through applying second-generation human reliability assessment (HRA) methods to identify
contributors to risk and assessing their importance. Second-generation HRA methods refer to the common
practice by HRA analysts to enhance the characterisation and realism in HRA modelling and quantification
by including context as part of the HRA approach. These HRA methods covered in Workshop sessions
included CREAM, FACE, ATHEANA, MERMOS, CAHR and CESA. Specialised applications covered
pressurised thermal shock, fire analysis, maintenance, and benchmarking predicted error modes against
simulator studies.
The Secretariat offer thanks to the WGRisk task group on Human Reliability members listed below, who
provided valuable time and considerable knowledge towards the development of these papers and who as
experts in their respective fields, provided the much of the basis for the in-depth technical analysis
provided in the papers as well as many man-hours in editing and finalising them.. The NEA Secretariat
also wishes to acknowledge the specific services of several key persons. Ms. Ann Ramey-Smith, task
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leader who provided overall leadership, clear insights on the objectives and overall co-ordination in
completing the tasks.
The members of the WGRisk Task Group on Human reliability include:
Ms. Anne D’eer, Tractebel, Belgium, Dr. Oliver Straeter, Eurocontrol, Belgium, Dr. Jan-Erik Holmberg
and Dr. Pekka Pyy, VTT Automation, Finland; Dr. Jeanne-Marie Lanore and M. Manuel LAMBERT,
IRSN, France; M. Pierre LE BOT, Pierre and Ms. Helene Pesme, EdF, France; Dr. Johannes Mertens,
Research Centre Jülich, Germany, Mr. Attila Bareith, VEIKI Institute, Hungary, Mr. Mamoru Fukuda
Nuclear Power Engineering Corporation, Japan; Dr. Joon-eon Yang, Korea Atomic Energy Research
Institute, Republic of Korea; Mr. Magiel F. Versteeg, Ministry of VROM, The Netherlands; Mr. Bo
Liwång, SKI, Sweden; Dr. Stefan Hirschberg and Dr. Vinh Dang, PSI, Switzerland; Dr. David Gertman,
INEEL Lockheed Martin Idaho, United States, Mr. Steven Collier, Institut for Energiteknikk, Halden,
Norway and Ms. Ardelia Daniels, WANO Paris Centre, France.
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1.

1.1

INTRODUCTION

Organisation of this Report

This report is organised by Workshop Session with individual papers are organised by session appearing in
the order in which they were given. The first session presented experiences from the application of three
HRA contemporary methods to predict errors of commission for three different scenarios. Alan
Kolasckowski, SAIC/USA, summarised recent experience and findings regarding the application of
ATHEANA to pressurised thermal shock (PTS). Steven Collier, Halden Reactor Project/Norway,
discussed recent experience in the application of the CREAM HRA method to predict error modes during
crew simulator trials. Pekka Pyy, VTT Automation/Finland, reviewed the use of the FACE method to
characterise and quantify crew response including commission errors to a spurious signal detection
process.
Pierre Le Bot of Electricite de France presented insights from the method validation of MERMOS. Recent
experience from analysing errors of commission using the CESA HRA method were reported by Vinh
Dang, Paul Scherrer Institute/Switzerland. Oliver Straeter of the GRS and Munich Technical
University/Germany discussed the CAHR HRA method and its benchmark against first-generation
methods, and commented upon its application in assessing errors of commission.
An after-hours INEEL presentation included a demonstration of a maritime virtual reality workstation
based on human factors principles. Donald Wakefield presented the confusion matrix approach to
identifying errors of commission resulting from inaccurate plant instrumentation and , subsequently,
operator entry into incorrect procedures. Harold Blackman of INEEL/USA provided an update to the
SPAR HRA screening method under development at the US NRC. David Gertman, INEEL/USA,
discussed the role of latent maintenance errors in plant events. J. W. Kim of KAERI/Korea showed the
development of a new human error analysis procedure for emergency tasks.
Leopold Antolin, WANO Paris Centre, provided analysis of the effects of the fidelity of the training
simulator on HRA. John Forester, Sandia National Laboratory/USA, reviewed HRA for fire assessments
and highlighted needed improvements in HRA quantification of errors of commission. Bruce Hallbert,
INEEL/USA, presented profiles of human performance identified through the analysis of operating events.
David Gertman, INEEL/USA, provided technical basis and considerations for considering management
and organisation factors in PSA. Ali Mosleh, University of Maryland/USA, discussed the topics of modelinformed data collection and commission errors in the telephone industry.
John Wreathall, John Wreathall & Co./USA, presented a timely overview of the issues involved in
selecting a satisfactory HRA method. Gareth Parry, US NRC, discussed needed developments in HRA
from a regulatory perspective. Erik Hollnagel, University of Linkoping/Sweden, discussed errors, error
mechanisms, and the relationship to systemic performance.
US industry and regulatory research plans were discussed as well. George Loignon from the V.C. Summer
Power Station discussed the Electric Power Research Institute (EPRI) program for the HRA/PRA Tools
Users Group, and Nathan Siu, US NRC, reviewed the NRC Program in Human Reliability Analysis.
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1.2

Overview of Workshop Insights, Challenges, and Issues

During panel discussions and through questions posed to presenters during the workshop, a number of
insights, challenges, and issues for HRA were identified. The thoughts shared by workshop participants
have been paraphrased below within the context of 1) directions for next-generation HRA and 2) HRA
method considerations.
1.2.1

Directions for Next-Generation HRA
− The increased richness in the description of what is being modelled is a benefit and applies to
most of the models that we are hearing about. That really is the change with so called secondgeneration methods. They are much more context-specific and say why the probabilities are
appropriate.
− An advanced HRA method needs to identify human response errors in PSA context response probability, error probability, and success probability. It also needs to have a
systematic procedure for generating reproducible qualitative and quantitative results.
− There is a need to treat variability appropriately given the context of the PRA model; then
there needs to be discussion and consideration of the uncertainty in our measures of
variability.
− We have more knowledge with studies of errors of commission than we have ever had before.
− An enduring difficult issue is the nature of organisational factors and their influence on safety
culture and how to model culture and organisational factors within HRA/PSA.
− It is less and less likely that we will continue to see full PRAs being done for plants. Rather,
you will see analyses focused on specific issues. Different HRA methods are relevant to
different sets of issues.
− HRA efforts, in the US at least, are likely to be directed toward specific issues such as fire,
PTS, and tube rupture. Ex-control room activities and actions during low power and
shutdown are also likely to be emphasised.
− The changing set of needs really means that methods and models are unlikely to be
satisfactory tools for the long term without any kind of updating. As we know more and more
about the psychology of error and the effects of teams, the models and methods we use are
going to need to grow to absorb that new knowledge.
− We now have a number of different methods that can be applied for a number of different
reasons to a number of different problems. General consensus by experts on when and for
what reasons to use each would be helpful to regulators and industry.
− Accidents and perhaps near misses may feed back into systems and create additional latent
failures in systems. This is a complex non-linear model that should be evaluated to see if it
matches operating experience. One approach to this is to research accidents and events in
terms of common conditions and unusual dependencies.
− It is unclear how to model in PRA the impact of fire-induced shorts, their effects on crews,
and the resulting potential for errors of commission.
10
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− There is a need to take into account the reliability of personnel outside of the control room.
− Improvements within the field of HRA need to be clearly articulated and made readily
available to industry through forums such as workshops like this and through proper
documentation and dissemination of findings.
1.2.2

HRA Method Considerations
− Some issues may necessarily drive to more complex modelling.
− Simplicity of implementation should not be the primary criterion, the driving force for
developers. We need to work and do what is necessary to have a credible model or method.
Simplicity can then follow.
− In deciding the adequacy of the model or method that we are using, we should ask, “Does it
generate results that are consistent with and follow the experience of the real world?”
− From a regulatory perspective, there is a difference between generic issues and plant-specific
issues (such as license amendments). Thought should be given to whether the same HRA
methods should apply.
− I think that in many cases, we try to use the simplest method from the point of view of the
budget and convenience of the analyst, and completely miss the scale and scope of the
question.
− The method should be simple, consistent with the needs of the analysis. Let’s find the
simplest method that answers the question of the end user. The results that you get should
make sense to somebody who is not an HRA technician or a mathematician.
− Without any question, the qualitative assessment of human actions has improved significantly
by doing more analyses, by systematic analyses, learning from events and by bringing those
events into researcher strategies. However, I do not have evidence that the numbers that we
are putting at the end of the analyses on these actions are of substantially higher quality than
what we had 10 or 15 years ago.
− There is not enough detail of a mapping approach from context to probabilities using implicit
rules and mapping methods. The missing box (for generating better probabilities or consistent
probabilities) is more explicit rules.
− When we do research we need to collect HRA data, and somebody needs to be collecting it
and storing it.
− There is an interactive role of data and models. You do not collect data without having a
model, and a model that is not rooted in data is also not very credible.
− Dependencies among latent errors could be important and the issue of dependency needs to
be addressed.
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− I would like to see the confusion-matrix approach be automated and generalised, perhaps
interfaced with thermal hydraulic information to investigate more accidents, more sequences,
and more times during the sequence process.
− Looking at how fire effects have been modelled, some improvements may be needed,
particularly in how smoke might propagate through the plant and what levels of it would be
necessary to influence operators.
− Communication as a linkage for dependency should be studied.
1.3

Future Activities

The perspectives gained during this workshop suggest topics for discussion during the next NEA/CSNI
workshop, Building the New HRA: Strengthening the Link Between Experience and HRA, to be held in
Munich in January 2002. The emphasis of that upcoming workshop on HRA data is particularly helpful to
answering questions regarding the quantification of human reliability. The insights from the present
workshop and the upcoming Munich workshop will be considered in defining the future direction of the
Working Group on Risk Assessment relative to human reliability analysis.

12

NEA/CSNI/R(2002)3

2.

WORKSHOP PARTICIPANTS

BELGIUM
STRAETER, Oliver
Eurocontrol
Human Factors and Manpower
rue de la Fussee 96
B-1130 Bruxelles

Tel: +32 2 729 5054
Fax: +32 2 729 9149
Eml: oliver.straeter@eurocontrol.int

TOMBUYSES, Beatrice
Engineer,
AVN
Avenue du Roi,157
1190 Bruxelles

Tel: +32 2 536 83 51
Fax: +32 2 536 85 85
Eml: bto@avn.be

CANADA
VECCHIARELLE, Dominic
Senior Design Engineer - Risk Assessment
Probabilistic Risk Assessment Department
Ontario Power Generation
700 University Avenue
Toronto, Ontario M5G 1X6

Tel: +1 416 592 4641
Fax: +1 416 592 4949
Eml: dominic.vecchiarelli@opg.com

FRANCE
LAMBERT, Manuel
Safety Engineer
IPSN/SECCA
B.P. N°6
92265 FONTENAY AUX ROSES CEDEX

Tel: +33 (0)1 46 54 81 68
Fax: +33 (0)1 46 54 86 76
Eml: manuel.lambert@ipsn.fr

LANORE, Jeanne-Marie
Chairperson - WGRisk
PSA Project Manager
IRSN/DES
B.P. N°17
92265 FONTENAY AUX ROSES CEDEX

Tel: +33 (0) 1 58 35 7648
Fax: +33 (0) 1 58 35 8385
Eml: jeanne-marie.lanore@irsn.fr

13

NEA/CSNI/R(2002)3
LE BOT, Pierre
EDF R&D Clamart
MRI - Bâtiment J2
1 avenue du Général de Gaulle
92141 Clamart CEDEX

Tel: +33 1 47 65 45 46
Fax:
Eml: pierre.le-bot@edf.fr

HUNGARY
BAREITH, Attila
Nuclear Engineering Division
VEIKI Institute for Electric
Gellérthegy utca., 17
1016 BUDAPEST

Tel: +36 1 457 8250
Fax: +36 1 457 8253
Eml: bareith@aed.veiki.hu

ITALY
BURGAZZI, Luciano
ERG-SIEC-ENEA
Via Martiri di Montesole, 4
40129 Bologna

Tel: +39 051 609 8556
Fax: +39 051 609 8279
Eml: burgazzi@bologna.enea.it

KOREA (REPUBLIC OF)
KIM, Jae Whan
Senior Researcher
Korea Energy Research Institute (KAERI)
P.O. Box 105
Yusong, Taejon

Tel: +82 42 868 8886
Fax:
Eml: jhkim4@kaeri.re.kr

NETHERLANDS
VERSTEEG, Magiel F.
(Vice-Chairperson - WGRisk)
NPP Safety Inspector
Ministry of VROM
DGM/IMH/KFD (IPC 682)
P.O. Box 30945

Tel: +31 (0)70 339 3888
Fax: +31 (0)70 339 1887
Eml: magiel.versteeg@minvrom.nl

SPAIN
BARRIENTOS MONTERO, Marta
PSA and Human Factors Division
CSN
Justo Dorado 11
28040 Madrid

Tel: +34 91 346 0258
Fax:
Eml: mbmro@csn.es

MU?OZ, Juan
Safety Engineering
Empresarios Agrupdos
Magallames, 3
28015 Madrid

Tel: +34 91 309 8000
Fax: +34 91 591 2655
Eml: mbj@empre.es

14

NEA/CSNI/R(2002)3

TORRALBA, Belen
Researcher
CIEMAT
Avenida Complutense, 22
28040 Madrid

Tel: +34 91 346 6357
Fax: +34 91 346 6005
Eml: belen.torralba@ciemat.es

SWEDEN
HOLLNAGEL, Erik
CSELAB
Dept. of Computer and Information Science
University of Linköping
SE-58183 Linköping

Tel: +46 13284043
Fax:
Eml: erik.hollnagel@ida.liu.se

LIWANG, Bo
Deputy Head, Dept of Plant
Safety Assessment
Swedish Nuclear Power Insp.
S-106 58 STOCKHOLM

Tel: +46 (0)8 698 84 92
Fax: +46 (0)8 661 90 86
Eml: bo.liwang@ski.se

SWITZERLAND
DANG, Vinh
Paul Scherrer Institute
CH-5232 Villigen PSI

Tel: +41 56 310 29 67
Fax: +41 56 310 2199
Eml: vinh.dang@psi.ch

UNITED STATES OF AMERICA
BLACKMAN, Harold S.
Director, Human Sciences & Environmental
Idaho National Engineering & Environmental
EROB Bldg.
PO Box 1625
Idaho Falls, ID 83415

Tel: +1 208 526 0245
Fax:
Eml: hsb@inel.gov

BONGARRA, JR., James P.
Engineering Psychologist
US NRC
m/s O - 6D17
Washington, DC 20555

Tel: +1 301 415 1046
Fax:
Eml: jxb@nrc.gov

CARNES, William E.
Management Systems & Standards Specialist
US Department of Energy
20300 Century Road
Germantown, MD 20874

Tel: +1 301 903 5255
Fax:
Eml: earl.carnes@eh.doe.gov

15

NEA/CSNI/R(2002)3
CUNNINGHAM, Mark
Chief, Probabilistic Risk Analysis Branch
M/S T10E50
US Nuclear Regulatory Comm.
WASHINGTON, DC 20555-0001

Tel: +1 301-415-6189
Fax: +1 301-415-5602
Eml: mac3@nrc.gov

DANNA, James G.
US Nuclear Regulatory Commission
Mail Stop T8-A23
Washington, DC 20555

Tel: +1 301 415 6253
Fax:
Eml: jgd@nrc.gov

DESAULNIERS, David R.
Human Factors Analyst
US Nuclear Regulatory Comm.
MS 09 E15
20555 Washington DC

Tel: +1 +301 415 1043
Fax: +1 +301 415 2222
Eml: drd@nrc.gov

ECKENRODE, Richard J.
Senior Human Factors Engineer
US Nuclear Regulatory Commission
MS 0-9H15
20555 Washington DC

Tel: +1 301 415 3172
Fax: +1 301 415 2222
Eml: rje1@nrc.gov

ELAWAR, Zouhair
Senior PRA Engineer
Arizona Public Service
PVNGS 5801 West Wintersburg Rd.
Station 7527
Tonopah, AZ

Tel: +1 623 393 5328
Fax:
Eml: zelawar@apsc.com

FENG, Theo-dric
Research Analyst
United States Army Research Labs
Attn: AMSRL-HR-MB, Bldg. 459
Aberdeen Proving Grounds, MD 21005-5425

Tel: +1 410 278 5962
Fax:
Eml: tfeng@arl.army.mil

FORESTER, John
Sandia National Laboratories
Dept. 6412
P.O. Box 5800
Albuquerque, NM, 8747

Tel: +1 +505 844 0578
Fax: +1 +505 844 3321
Eml: jafores@sandia.gov

GALLETTI, Greg
Human Factors Engineer
US Nuclear Regulatory Comm.
MS PH15 OWFN
Washington DC 20555

Tel: +1 +301 415 1831
Fax: +1 +301 415 2222
Eml:

16

NEA/CSNI/R(2002)3
GERTMAN, David I.
INEEL Lockheed Martin Idaho
Applied Eng. Devpt. Lab. AEDL
ERDB Bldg. MS 3855
2525 Flemont
Idaho Falls, ID, 83415

Tel: +1 +208 526 1756
Fax: +1 +208 526 2930
Eml: gertdi@inel.gov

HABER, Sonja B.
President
Human Performance Analysis Corporation
180 Riverside Blvd.
New York, NY 10069

Tel: +1 212 874 6520
Fax:
Eml: sbhaber@erols.com

HALLBERT, Bruce P.
Manager, Human Systems Sciences
Idaho National Engineering & Environmental
PO Box 1625 - MS 3605
Idaho Falls, ID 83415

Tel: +1 208 526 9867
Fax:
Eml: hallbp@inel.gov

JULIUS, Jeff
Technical Manager, Risk Informed Applicat
Scientech, Inc.
400 West Grove, Suite 406
Kent, WA 98032

Tel: +1 253 852 9070
Fax: +1 2543 852 3869
Eml: jjulius@scientech.com

KIM, Inn Seock
Senior Scientist
Energy Research Inc.
6167 Executive Boulevard
Rockville, MD 20852

Tel: +1 301 881 0866
Fax:
Eml: isk@eri-world.com

KOLACZKOWSKI, Alan
Vice President/Senior Staff
SAIC
1081 Hitchrack Road
Bailey, CO 80421

Tel: +1 303 816 0779
Fax:
Eml: alan.m.kolaczkowski@saic.com

KRAMER, Joel J.
US Nuclear Regulatory Commission
Rockville MD 20852

Tel: +1 301 415 5891
Fax:
Eml: jjk1@nrc.gov

LOIGNON, JR., Gerald A.
Senior Engineer, PRA
South Carolina Electric & Gas Company
V. C. Summer Nuclear Station
P.O. Box 88
Jenkinsville, SC 29065

Tel: +1 803 345 4508
Fax:
Eml: gloignon@scana.com

17

NEA/CSNI/R(2002)3
MASTERLARK, James
Senior Engineer - PRA
NMC
6590 Nuclear Road
Two Rivers, WI 54241

Tel: +1 920 755 7420
Fax:
Eml: james.masterlark@wepco.com

MURPHY, Joseph A.
10 Falsa Court
Rockville, Maryland 20850

Tel: +1 301 762 2418
Fax:
Eml: Josephamurphyjam@aol.com

PERSENSKY, Jay. J.
T10F13A
U.S. Nuclear Regulatory Commission
Washington DC-20555-0001

Tel: +1 310 415 6759
Fax: +1 310 415 5160
Eml: jjp2@nrc.gov

RAHN, Frank
Manager, PSA Applications
Electric Power Reseach.Inst. (EPRI)
PO.Box 10412
3412 Hillview Avenue
94301 Palo Alto CA

Tel: +1 (415) 855 2037
Fax:
Eml: frahn@epri.com

RAMEY SMITH, Ann
Human Performance &
Reliability Team
US NRC
MS T10E33
Washington DC 20555

Tel: +1 +301 415 6877
Fax: +1 +301 415 5062
Eml: ars@nrc.gov

SCHULTE, Christine
US NRC
11545 Rockville Pike
m/s T 10E50
Rockville, MD 20852

Tel: +1 301 415 6698
Fax:
Eml: cls1@nrc.gov

SHANE, Raeann
Health Physicist
US Nuclear Regulatory Commission
Mailstop T-8-A-23
Washington, DC 20555

Tel: +1 301 415 7832
Fax:
Eml: rms@nrc.gov

SIU, Nathan
Office of Nuclear Regulatory Research
Probabilistic Risk Analysis Branch
U.S. Nuclear Regulatory Commission
MST-10 E50
Washington, D.C. 20555

Tel: +1-301-415-6925
Fax: +1-301-415-5062
Eml: nos@nrc.gov

18

NEA/CSNI/R(2002)3
SMITH, James
Health Physicist
US Nuclear Regulatory Commission
MS-T8A23
Washington, DC 20555

Tel: +1 301 415 6459
Fax:
Eml: jas4@nrc.gov

STURDIVANT, Maggie
Senior Management Systems & Procedures Ex
US Departmento of Energy
20300 Century Road
Germantown, MD 20874

Tel: +1 301 903 0078
Fax:
Eml: maggie.sturdivant@eh.doe.gov

THORNSBURY, Eric
Reliability & Risk Engineer
m/s T-10E50
Washington, DC 20555

Tel: +1 301 415 6216
Fax: +1 301 415 5062
Eml: eat2@nrc.gov

TRIMBLE, David
Chief, Oper. Lic. & Human Perf.
US NRC
m/s OWFN O-6D17
Washington, DC 20555

Tel: +1 301 45 2942
Fax:
Eml: dct@nrc.gov

TUGEL, Max E.
PRA SPecialist
NMC
PBNP
6590 Nuclear Road
Two Rivers, WI 54241

Tel: +1 920 755 7785
Fax:
Eml: max.tugel@wepco.com

WATERS, Robert M.
Human Factors Scientist
US Department of Energy
EH-52
19901 Germantown Road
Germantown, MD 20874

Tel: +1 301 903 5755
Fax:
Eml: robert.waters@eh.doe.gov

WOODS, Roy
US NRC
m/s T 10 E 50
Washington, DC 20555

Tel: +1 301 415 6622
Fax:
Eml: hww@nrc.gov

WREATHALL, John
John Wreathall & Company Inc.
4157 MacDuff Way
Dublin, OH 43016

Tel: +1 614 791 9264
Fax: +1 614 791 9264
Eml: jwreatha@columbus.rr.com

19

NEA/CSNI/R(2002)3

YODER, John
Training and Simulator Program Manager
U. S. Department of Energy
EH-53, CC270
19901 Germantown Road
Germantown, MD 20874

Tel: +1 301-903-5650
Fax:
Eml: john.yoder@eh.doe.gov

International Organisations
ANTOLIN, Leopoldo
WANO Paris Centre
43, rue Vineuse
75116 PARIS

Tel: +33 1 53 70 35 82
Fax: +33 1 53 70 35 53
Eml: leopoldo.antolin@wanopc.org

DANIELS, Ardela
WANO Paris Centre
43, rue Vineuse
75116 PARIS

Tel: +33 1 53 70 35 86
Fax: +33 1 53 70 35 53
Eml: ardela.daniels@wanopc.org

KAUFER, Barry
OECD/NEA
"Le Seine St. Germain"
12, Boulevard des Iles
92130 Issy-les-Moulineaux

Tel: +33 1 45 24 10 55
Fax: +33 1 45 24 11 10
Eml: barry.kaufer@oecd.org

COLLIER, Steve
Institut for Energiteknikk
Postboks 173
N-1751 Halden

Tel: +4792840669
Fax: +4769212460
Eml: steve.collier@earthling.net

SKRAANING, Gyrd
Human Factors
Institut fur Energiteknik
OECD Halden Reactor Project
P.O. Box 173
N-1751 Halden

Tel:
Fax:
Eml: gyrd.skraaning@hrp.no

20

NEA/CSNI/R(2002)3

3.

WORKSHOP PRESENTATIONS
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NEA Committee on the Safety of Nuclear Installations (CSNI) and the Working Group on
Risk Assessment (WGRisk), presented by Barry Kaufer

NEA Committee on the Safety of
Nuclear Installations (CSNI) and the
Working Group on
Risk Assessment (WGRISK)
International Workshop on Building The New HRA: Errors of Commission from
Research to Application
Co-sponsored by
Organization for Economic Cooperation and Development Nuclear Energy Agency
Committee on Safety of Nuclear Installations Working Group on Risk Analysis and
World Association of Nuclear Operators
Hosted by
U. S. Nuclear Regulatory Commission
May 7-9th 2001
Barry Kaufer, NEA
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Committee on the Safety of Nuclear Installations (CSNI)
n

The NEA Committee on the Safety of Nuclear Installations (CSNI) is an international
committee made up of scientists and engineers. It was set up in 1973 to develop and coordinate the activities of the Nuclear Energy Agency concerning the technical aspects of
the design, construction and operation of nuclear installations insofar as they affect the
safety of such installations. The Committee’s purpose is to foster international cooperation in nuclear safety amongst the OECD Member countries.

n

CSNI constitutes a forum for the exchange of technical information and for collaboration
between organisations which can contribute, from their respective backgrounds in
research, development, engineering or regulation, to these activities and to the definition of
its programme of work. It also reviews the state of knowledge on selected topics of nuclear
safety technology and safety assessment, including operating experience. It initiates and
conducts programmes identified by these reviews and assessments in order to overcome
discrepancies, develop improvements and reach international consensus in different
projects and International Standard Problems, and assists in the feedback of the results to
participating organisations. Full use is also made of traditional methods of co-operation,
such as information exchanges, establishment of working groups and organisation of
conferences and specialist meeting

6
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Background
n The Committee on the Safety of Nuclear Installations (CSNI) set up
Principal Working Group No. 5 on Risk Assessment, composing a
group of experts in PSA in 1981. In general terms, the mandate given
to PWG5 was to deal with practices and methods of PSA, exchange
information on national efforts to develop safety goals and to assess
the role they play in licensing and to exchange information on
national programmes and current research. Under the CSNI restructuring carried out in 2000, the work of PWG5 was transferred to
the newly created Working Group on Risk Assessment (WGRISK).
The general mandate and programme of work remained unchanged.
n Over the past 20 years, PWG5 and now WGRISK have looked at the
technology and methods used for identifying contributors to risk and
assessing their importance. Work during much of this period was
concentrated on Level 1 PSA methodology, but in recent years, the
focus has shifted into more specific PSA methodologies and risk
informed applications.
7

Mandate
n The main mission of the Working Group on Risk Assessment
(WGRISK) is to advance the understanding and utilisation of
Probabilistic Safety Assessment (PSA) in ensuring continued
safety of nuclear installations in Member countries. In pursuing
this goal, the Working Group shall recognise the different
methodologies for identifying contributors to risk and assessing
their importance. While the Working Group shall continue to focus
on the more mature PSA methodologies for Level 1, Level 2,
internal, external, shutdown, etc. It shall also consider the
applicability and maturity of PSA methods for considering
evolving issues such as human reliability, software reliability,
ageing issues, etc., as appropriate

8
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Human Reliability Analysis
n

Two SOARS have been issued:
u Critical Operator Actions - Human Reliability Modeling and Data

Issues, 1998
u Errors of Commission in Probabilistic Safety Assessment, 2000
n

Two Workshop being held this year:
u Building the New HRA: Errors of Commission – From research to

Application
t 7-9 May, 2001, Washington, DC, USA
u Building the new HRA: Strengthening the Link between
Experience and HRA
t 8-10 October, 2001, Munich, Germany
n

Information on Registration available at:
www.nea.fr/html/nsd/hra/index.html
9

The Development and Use of Risk
Monitors in NPPs
n

State-of-the-Art Report on the development and use of
Risk Monitors and related technical issues.
u The section of the report on the state of the art addresses issues
such as current developments in Risk Monitors, experience with
the use of Risk Monitors at NPPs, software packages available,
acceptability by regulators,etc.

u The section of the report on technical issues addresses PSA
requirements for a Risk Monitor, development of the Living PSA
into a Risk Monitor model, modelling of common cause failure,
modelling of human error, dynamic events (where, for example,
the initiating event frequency changes with time), etc.
n

Workshop planned - Spring 2002 hosted by CSN in Spain
10
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Safety Assessment of
Programmable Systems
n
n

Task Group preparing an SOAR on Software Reliability
Two part questionnaire issued in December 2000.
u The first part contains introductory questions about
experience, activities and plans for safety assessment of
programmable systems.
u The second part concerns the use of PSA/PRA on such
systems, as this methodology is the main topic of
WGRISK.
11

Improving LPSD PSA Methods and Data
to Permit Better Risk Comparison and Tradeoff
Decision Making
n

Task Group set up to:
u Identify differences between methods and assumptions

used in full power and LP/SD PSAs that may limit
meaningful comparisons between the two.
u Define needed methods development or data collection
needed.
u Workshop to be held following completion of report
(2002).

n

Products:
u State-of-the-Art Report
u Workshop
12
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Passive Systems Reliability
n

State-of-the Art Report being prepared.

u Response to questionnaire showed limited
activity at present but significant interest.
n

Workshop in Fall 2001/Spring 2002
(Italy).

13

Fire Risk Analysis Data Collection
n

Recommendation from SOAR Report on
Fire Risk Analysis, Fire Simulation, Fire
Spreading and Impact of Smoke and Heat
on Instrumentation Electronics, 1997.

u Report identified that weaknesses in data is one
of leading causes for uncertainty in Fire PSAs.

n

Data base to be set up and operated similar
to ICDE.
n First meeting scheduled 26-27 March 2001
14
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Use of PSA in Member Countries
n

Status report on the use of PSA in
WGRISK Member countries.
n Last version issued in 1994.
n Topic is a routine part of WGRISK
round-table discussions at annual
meeting.
n Next report to be issued end of 2001.
15

Technical Opinion Papers
n

Short high level papers developed for the
use of decision makers.
n Papers currently being developed
include:

u Fire Risk Assessment
u Seismic Risk assessment
u Human Reliability
u Living PSA.
16
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Other Discussion Topics
n

Probabilistic Treatment of Risk in Nuclear Activities and
Installations Different from Nuclear Reactors
u Considerable interest by WGRISK members.
u Holding development of task until after IAEA TECDOC is issued.

WGRISK proposal will be based on IAEA report and done cooperatively.
u A revised proposal to be discussed at next WGRISK meeting.
n

Containment Response and Level 2 PSA
u Significant severe accident research performed in last 10 years.
u Surveying member countries and make proposal based on findings.
findings.

n
n
n

Risk-informed Decision Making
PSA Event Analysis/ Precursor Analysis
Systemic Risk - Societal Risk
17

Co-operation and Co-ordination
n

Within Nuclear Energy Agency
u Committee on Nuclear Regulatory Activities (CNRA)
t Risk Informed Decision-Making

u CSNI Working Group on Operating Experience
t ICDE, COMPSIS, Precursor Analysis, HRA. etc.

u CSNI Working Group on Analysis & Management of Accidents
t Level 2 PSA and Severe Accident Management

u CSNI Working Group on Integrity of Components & Structures
t Piping Reliability, Seismic Risk. etc.

u CSNI Special Expert Group on Human & Organisational Factors
t HRA
18

30

NEA/CSNI/R(2002)3

Co-operation and Co-ordination
International
n Work in all areas is co-ordinated closely with other
international organisations working on PSA topics,
including:
u International Atomic Energy Agency (IAEA)
u European Commission (EC) / JRC Ispra
u International Co-operative PRA Research Programme (COOPRA)
u PSA Based Event Analysis (PSAEA)

n

Examples:
u Fire Risk
HRA
u Living PSA
Low Power.Shutdown
u Software Reliability
19

Conclusions
n

n

For almost twenty years WGRISK has been advancing the
understanding and utilisation of Probabilistic Safety
Assessment (PSA) to ensure continued safety of nuclear
installations in Member countries. WGRISK has been and
will continue to be active in maintaining a current
perspective by collaborating with and assisting other
working groups within CSNI as well as keeping close coordination with other international organisations.
WGRISK constitutes a forum for exchange of information
and experience of activities related to risk assessment in
Member countries which entails identifying and
prioritising important regulatory issues requiring additional
research.
20
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Nuclear Power Plants and WANO: A Partnership for Safety presented by Ardela Daniels

Nuclear Plants and WANO:
A Partnership for Safety
Ardela Daniels
World Association of Nuclear Operators

WANO Background
■ October 1987

UNIPEDE and INPO cosponsor a meeting, in which
the world s nuclear
operators plan a worldwide
association
30 of the world’s 32
countries with nuclear
plants are present.
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WANO Background
May 1989
WANO Inaugural Meeting in Moscow. WANO Charter
signed by 144 companies
August 1989
The first WANO Exchange Visit between Ukraine and
USA
April 1990
Performance Indicator Program approved by WANO
Governing Board
February 1992
The first pilot Peer Review begins at Paks NPP in
Hungary

WANO Mission
To maximise the safety
and reliability of the
operation of nuclear
power plants by
exchanging information
and encouraging
communication,
comparison and
emulation amongst its
members
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WANO Organization
London
Paris

Moscow

Atlanta

Tokyo

Coordinating Centre

Regional Centres

WANO Structure
General Assembly

Governing Board
Coordinating Centre
LONDON

Regional Centre
ATLANTA

Regional Centre
MOSCOW

Regional Centre
PARIS

34
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Members of WANO
ATLANTA
CENTRE

MOSCOW
CENTRE

PARIS
CENTRE

TOKYO
CENTRE

Brazil*
Canada
India*
Mexico
Pakistan*
Romania
Slovenia
USA

Armenia
Bulgaria
Czech Republic
Cuba
Finland*
Hungary
Iran
Kazakhstan
Lithuania
Poland
Russia
Slovak Republic
Ukraine

Argentina
Belgium
Brazil*
China*
Finland*
France
Germany
Netherlands
South Africa
Spain
Sweden
Switzerland
UK

China*
India*
Japan
Korea
Pakistan*
Taiwan

* Members in multiple regions.

WANO Programmes
Peer
Reviews

Operating
Experience

Professional
and Technical
Development

Technical Support
and Exchange
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Peer Reviews
■ Voluntary
■ Team of about 15 experts from other

plants around the world
■ Two week duration
■ Review of how work is performed
■ Strengths and areas for improvement
in a confidential report

Cumulative Peer Review History
164

175
150

137

125

112

100

84

75

62
38

50
25

4

8

15

24

0
1992 1993 1994 1995 1996 1997 1998 1999 2000 2001
Projected
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Hosted or Scheduled
a Peer Review
■ Argentina

■ India

■ Spain

■ Armenia

■ Japan

■ Sweden

■ Belgium

■ Korea

■ Taiwan

■ Brazil

■ Lithuania

■ Ukraine

■ Bulgaria

■ Mexico

■ U.K.

■ Canada

■ Netherlands

■ U.S.

■ Czech Republic

■ Pakistan

■ China

■ Romania

■ Finland

■ Russia

■ France

■ Slovak Republic

■ Germany

■ Slovenia

■ Hungary

■ South Africa

Operating Experience
■ Operating Experience Central Team
■ Event analysis indicates common areas of

weakness:
– Events Caused by Severe Environmental Conditions
– Plant Transients And Lost Production Due to Main
Transformer Failures
– Unplanned Radiation Exposure of Personnel
– Reactor Coolant System Nozzle Cracking
– Safety System Degradation Due to Latent
Construction Errors
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Significant Events in the U.S.
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Percent

Unit Capability Factor
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Unplanned Automatic Scrams
per 7,000 Hours Critical
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Volume of Solid
Radioactive Waste
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Workshops and Seminars
■ Forty-nine technical and professional

development courses, seminars and
workshops were conducted in 2000 on
such topics as:
– Assessment on Plant Lifetime and Countermeasures
against Aging
– Conservative Decision Making
– Human Performance
– Advanced Simulator Instructor Training
– VVER - Technical Innovations for the Next Century
– Planned Maintenance Outage Management
– Senior Executive Seminar
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Cumulative Reactor Years
of Operation
1,730

Reactor years by TMI in 1979.

4,020

Reactor years by Chernobyl in 1986.

9,932

Reactor years by March 2001.

Giving up the nuclear option would make
it impossible to achieve the objectives of
combating climate change.
For the long term, nuclear must remain
an option. It is obvious to me that
nuclear energy is facing the challenge to
convince our citizens of its positive role.
One condition is therefore to remain
irreproachable in terms of safety…
Loyola de Palacio
Vice President of the European Commission
Commissioner for Transport and Energy
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“…recognize that competition is increasing and
that pressures to achieve high levels of
electricity generation are great, and
…reconfirm that nuclear safety is of paramount
importance to the Company’
Company’s success and shall
have the absolute highest priority in the
Company’
Company’s nuclear program; and
…the officers of the Company are hereby
directed to convey the above resolutions to all
nuclear program employees in an appropriate
manner.”
manner.”

WANO Challenges
■ Encouraging and achieving a greater level of

participation by some members --- especially
for the very small number of members whose
participation is minimal;
■ Continuing to improve the resources for
some regional centres,
centres, as well as the
experience level of some regional staff
positions; and
■ Continuing to improve the quality of our
programmes.
programmes.
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Field Test of ATHEANA (A Technique for Human Event Analysis) in Pressurised Thermal Shock
Probabilistic Risk Assessments1, presented by Alan Kolaczkowski, SAIC
Dennis Bley – Buttonwood Consulting
Susan Cooper – SAIC
John Forester – Sandia National Laboratories
Nathan Siu, Eric Thornsbury, and Hugh Woods – USNRC
John Wreathall – John Wreathall and Co.
1.

Introduction

The U.S. Nuclear Regulatory Commission (USNRC) is currently developing the technical basis for
potentially modifying the Pressurised Thermal Shock (PTS) screening criteria specified in Title 10 Part
50.61 of the U.S. Code of Federal Regulations. As part of this effort, PTS probabilistic risk assessments
(PRAs) are being performed by the USNRC and its contractors, for two U.S. nuclear power plants, with
assistance by the respective utilities. Two other plant analyses will also be performed as part of the PTS
work, but are not the subject of this paper. These latter two analyses are being performed by industry and
will be reviewed by the USNRC for inclusion into the entire effort. The ATHEANA methodology is being
applied to address the human reliability portion of the two USNRC analyses in a way that is also
significantly interactive with the accident sequence and system modelling portions of the work. This paper
discusses the results to date of the application of ATHEANA in these PTS analyses, including
consideration of possible relevant errors of commission.
2.

What is ATHEANA?

The human reliability analysis (HRA) method called “A Technique for Human Event Analysis”
(ATHEANA) is the result of development efforts sponsored by the Probabilistic Risk Analysis Branch in
the USNRC, Office of Nuclear Regulatory Research (RES). It was developed to increase the degree to
which an HRA can represent the kinds of human behaviours seen in serious accidents and near-miss events
at nuclear power plants and at facilities in other industries with broadly similar kinds of human/system
interactions. In particular, ATHEANA:
− provides tools and guidelines for searches specifically tailored to identify the kinds of
human/system interactions that have played important roles in accident responses, including
the identification and modelling of potentially important errors of commission, and
− provides a multidisciplinary approach that integrates advances in psychology, engineering,
plant operations, human factors, and PRA disciplines in its modelling with an emphasis on
scenario context for identifying human actions of interest and quantifying the likelihood of
each action
A significant portion of carrying out the ATHEANA process is devoted to understanding and defining
elements of a scenario context whereby undesirable human actions (either errors of omission or errors of
commission) are more likely to occur. Examination of past serious events has found that such events
usually have one or more of the following general characteristics:

1

This work was supported by the U.S. Nuclear Regulatory Commission and was performed at Sandia
National Laboratories. Sandia is a multiprogram laboratory operated by Sandia Corporation, a Lockheed
Martin Company, for the United States Department of Energy under Contract DE-AC04-94AL85000.
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− the plant behaviour is outside the humans’ expectations,
− the plant behaviour is not understood,
− indications of the actual plant state and behaviour are not recognised, or
− prepared plans or procedures are not applicable or not helpful.
Use of ATHEANA involves a series of steps designed so that the analysts can describe a number of factors
that collectively express the plant conditions and human influences (i.e., the context) under which the
potential for performing an undesirable action is being examined. These factors include descriptions of the
human-machine interface design, the content and format of relevant plant procedures and related training,
the conditions of the plant equipment, indicators and alarms at the time certain human actions of interest
are being examined, knowledge of crew behaviour traits, and other factors at a level of detail heretofore not
normally considered in past HRA methods. Furthermore, variations of a given scenario context (called
scenario deviations) are also researched to determine if reasonable variability in a given context could
increase the likelihood of certain undesirable human actions. The more the descriptions of these factors
collectively align the context with one or more of the general characteristics listed above, the greater the
potential for the particular undesirable human action. More detail on the ATHEANA method is provided
in reference [1].
3.

What is Pressurised Thermal Shock?

Pressurised Thermal Shock (PTS) is the name for a condition whereby the inner wall of the nuclear reactor
vessel is rapidly cooled down to a low temperature, while simultaneously, the vessel is either maintained
under high pressure conditions or the vessel is re-pressurised before significant vessel outer wall cooling
occurs. Under such a condition of combined temperature and pressure stresses, small flaws within the
reactor vessel wall, especially in certain welds, could grow. Under sufficiently high pressure, this flaw
growth could result in a crack that propagates through the entire wall thus causing vessel failure or an
otherwise significant leak of reactor coolant. Damage to the reactor core and subsequent release of
radioactive material could ultimately result. The potential for flaw/crack growth is a function of the degree
of vessel embrittlement that worsens over time because of neutron bombardment of the reactor vessel.
Because of this concern, the USNRC has established criteria regarding reactor vessel performance that
limit the useful life of the vessel so as to maintain the risk of PTS at a very low level. These criteria were
established over a decade ago using available technical methods and data applied in a conservative manner.
Since then, more has been learned about material flaw characteristics and advancements have occurred in
methods and data relevant to studying PTS. This new knowledge suggests that the current criteria may
present an overly conservative vessel life constraint that could be relaxed pending reanalysis of the PTS
issue.
The USNRC, Office of Nuclear Regulatory Research, and its contractors, are conducting a series of
analyses to determine if there is a justifiable technical basis for relaxing the current criteria. These
analyses include PRAs of two U.S. nuclear power plants to investigate the types of scenarios that could
over-cool the reactor vessel and possibly cause PTS, and estimate the frequencies of these scenarios. As
this is primarily a Pressurised Water Reactor (PWR) concern, the analyses cover two PWRs potentially
affected by the current useful life limit. Past analyses and the current work demonstrate that human actions
play a pivotal role in (a) the types of scenarios that might occur, (b) the severity of these scenarios with
regard to PTS potential, and (c) the frequencies of the scenarios. Hence, human reliability analysis is an
integral part of these analyses.
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4.

Identification of the Human Actions to be Analysed

4.1

Candidate Human Actions of Concern

As with any HRA method, one of the initial steps in the process is to identify the human actions to be
analysed. This is a function of many variables, including the objectives of the study, the scope of the
analysis, the availability and review of any previous similar studies, the functions whose success or failure
is relevant to the analysis, and the potential for human interaction to affect these successes and failures
(through interaction with the equipment that perform the necessary functions). For the PTS work, the
characteristics of these variables pointed to the need to:
1. include human actions that can contribute to the occurrence of a potential PTS scenario as
well as exacerbate or fail to mitigate the start of an event that could result in PTS,
2. include potential human interactions for as complete a range of initiating events and
functional successes and failures as may be relevant (i.e., cover a broad spectrum of possible
scenarios), and
3. include the list of human actions in previous similar work (if warranted) and expand this list
if possible (e.g., consider possible errors of commission).
As part of this identification process, the ATHEANA team, working closely with the PRA modelling
analysts, expended considerable effort to ensure that the range of relevant scenarios included in the
analyses was as complete as possible. This was done so that the plant functions of interest, and how the
operator may interact with these functions, could be identified and understood by both the PRA and HRA
analysts. Examination of these functions and possible human interactions, including consideration of
previous similar work and review of procedures and training, resulted in the identification of generally
possible human actions of interest to the analyses as shown in Table 1. Since the event tree and fault tree
models in the PRA use a failure-oriented modelling approach, the human actions of interest are listed in the
form of possible human failure events. The events are listed on the basis of the function most affected by
the action of concern.
From the perspective of being an error of omission (EOO) or error of commission (EOC), all the actions
listed could be of either type depending on the reason(s) behind the action. However, the non-asterisked
items would most often be classified as EOOs, while the asterisked items are more characteristic of EOCs.
This list of identified human failures of concern to PTS was used as a candidate list of human actions to be
included in the PRA models. However, before the final decision to model these actions was made,
scenario contexts were investigated to determine if plausible situations could occur that would provide an
expectation that the human failure event of interest may be somewhat likely, including the EOCs.
4.2

Search for Vulnerabilities

In the ATHEANA process, four investigations are conducted for potential vulnerabilities and related
situations that may make a candidate human failure event plausible. These four vulnerability
investigations include:
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Table 1. Possible Human Failure Events of Concern to PTS

Relevant
Human
Failure
Events

Primary
Integrity
Control
Operators fail to
isolate an
isolable loss of
coolant accident
(LOCA) in a
timely manner
(cooldown
continues)
Operators cause
a LOCA that
induces or adds
to cooldown*

Secondary
Pressure Control
Operators fail to
isolate secondary
breach in a timely
manner allowing
continued cooldown
Operators isolate
inadvertently (may
cause other source/
need for
depressurisation)
including isolation
of wrong path/steam
generator (SG)
Operators create an
excess steam
demand or
depressurisation
event inducing a
cooldown*

Secondary Feed
(& temperature)
Control
Operators fail to
stop/throttle/or
align feed in a
timely manner
inducing a
cooldown
Operators feed
wrong (affected)
SG thus
continuing an
unnecessary
cooldown*
Operators stop or
throttle feed
inappropriately
(may cause other
demands for
cooling and
potential
subsequent
overcooling)*

Primary Flow/Pressure
Control
Operators fail to properly
throttle injection so as to
control primary pressure
Operators trip reactor coolant
pumps (RCPs) when not
suppose to allowing possible
stagnation*
Operators fail to restore RCPs
when desirable thus preventing
efficient mixing
Operators fail to trip RCPs
when desirable (actually helps
mixing – no credit for such a
failure)
Operators do not provide
sufficient injection when
required (more relevant to core
damage)

* Indicates a potential EOC
a) a review of relevant procedures and training for directed actions, potential ambiguities, or
potential misinterpretations that could lead to one of the human failure events;
b) a review of scenario characteristics, including plant thermal hydraulic response and potential
equipment successes and failures, that present potentially challenging situations for the crew
since the actual scenario characteristics are judged to be somewhat beyond crew
“expectations” based on simulator and other training as well as knowledge of design basis
accidents;
c) a review of scenario timing considerations for possible timing issues that may make the
situation more prone to committing one of the human failure events; and
d) a review of operator tendencies and informal rules or practices that may make it more likely
to commit one of the human failure events.
These four investigations were facilitated by discussions with plant personnel during plant visits, including
observations of crew dynamics, protocols, communication practices, and use of the procedures during
simulator exercises, and by subsequent exchanges of questions and answers to obtain clarifications or
additional input. Examples of vulnerabilities (from a PTS perspective) identified during each of the four
investigations for vulnerabilities include the following:
− The procedural and training direction exists to purposely depressurise one or both steam
generators via a crew-induced excessive steam demand when a loss of heat sink is otherwise
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indicated in order to use condensate as a feed source (example of the EOC listed under
secondary pressure control in Table 1).
− At one plant, loss of instrument air pressure, either as the initiating event or as a subsequent
failure during the scenario, could significantly challenge the crew response (i.e., be beyond
“normal” expectations). This is because it is a low likelihood event and yet if it occurs, a
tendency to pressurise the primary system is caused by isolation of letdown and increase in
seal injection. Additionally, main feedwater control valves fail “as is” potentially causing
overfeeding concurrent with a plant trip. Also, the steam dump (turbine bypass) valves fail
closed causing a higher likelihood of a stuck-open main steam safety relief valve and
resulting depressurisation. The component cooling water return valve isolates requiring the
need for the crew to shutdown reactor coolant pumps (RCPs), promoting stagnation. A
possible overfeeding with emergency/auxiliary feedwater is also more likely to occur pending
other faults. Thus several of the actions relevant to PTS are simultaneously challenged as a
result of such an event.
− At one plant, the timing associated with anticipated plant thermal-hydraulic responses in
some scenarios, coupled with the fact that the steps to direct/check the termination of safety
injection appear “late” in the procedures, potentially result in a timing mismatch that could
delay safety injection control until after primary repressurisation has occurred.
− Reluctance exists to restart RCPs, especially when they have been shutdown for an extended
period of time, due to sensitivity to possible reactivity insertion during restart as well as a
perception of little benefit to restarting the pumps. Crews may likely wait for Technical
Support Centre staff involvement in such a decision.
4.3

Search for Relevant Scenario Deviations

Having identified vulnerabilities that in certain scenario contexts may set-up, trigger, or otherwise increase
the likelihood of one or more of the candidate human failure events, the next step in the ATHEANA
process involves four searches for scenario “deviations” that may provide contexts that further increase the
chances for one or more of the human failure events. These four searches include:
− consideration of variability (i.e., deviations) in how the initiator and/or scenario could
actually progress in ways that might trigger a vulnerability and thus increase the likelihood of
a candidate human failure event (performed with the use of a HAZOP [Hazard and
Operability] approach utilising guide words such as “no,” “more,” “less,” “late,” “early,”
“slower,” “quicker,” “as well as,” “reverse,” etc. to examine possible ways initiators and
scenarios could occur differently and thus set-up a context more prone for a human failure
event),
− consideration of scenario deviations that may particularly trigger formal or informal
rules/procedures/practices more inclined to cause a relevant human failure event,
− consideration of support system failures as deviations of scenarios that may induce a higher
likelihood for relevant human failure events, and
− consideration of operator tendencies and related error mechanisms (e.g., tunnel vision) to
identify any scenario contexts that might particularly trigger such tendencies or error
mechanisms so as to increase the likelihood of a human failure event.
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In other words, the searches attempt to identify ways scenarios and their context could be different (i.e.,
deviate from expectations) so as to set-up or otherwise increase the chances of one or more of the human
failure events. When conducting these searches, consideration must be given to the expected frequency of
any resulting deviation scenario so that extremely unlikely sequences of events and their context are not
further evaluated even though the human failure event probability is anticipated to be very high (e.g.,
>0.1). As illustrated in the examples of the ATHEANA process in reference [1], these searches are
typically expected to identify such deviations as different timing or sequencing of events, critical
instrumentation/indication or other equipment failures, coincident support system failures of particular
concern, distractions or workload issues of potential concern, etc.
In the case of PTS, the previous investigation of potential vulnerabilities had already identified a number of
scenarios and related contexts with potentially sufficient frequencies that would set-up or increase the
likelihood of some of the relevant human failure events (even drive the probability to nearly 1.0). For
example, a scenario involving a loss of heat sink drives the crew to a directed depressurisation and
cooldown in an attempt to feed with condensate. Hence, the human failure event (illustrative of an error of
commission) “crew creates an excess steam demand or depressurisation” has an estimated probability of
virtually 1.0 in such a context. Of course, in such a situation, the crew action to depressurise the plant is
not really an “error” or “failure” at all. The crew is faced with a conflict or dilemma, as the more important
consequence of potential core damage also needs to be eliminated. Nevertheless, the action likely to be
taken is detrimental from an overcooling and potential PTS point of view and thus included in the analysis
of potential PTS risk.
Since a significant number of situations/contexts of concern were identified during the vulnerability
investigation, scenario deviations (such as with concurrent instrument failures) with lower frequencies
were not expected to significantly impact the overall risk of PTS. Thus, a less detailed search was
conducted for relevant deviation scenarios than might otherwise have been performed. Nevertheless, the
less detailed deviation searches did result in a few additional general types of scenarios/contexts being
identified as worthy of treatment in the analysis. Yet, additional resources were not spent to further identify
specific scenarios making up these general types for the reasons mentioned above. Note that for other
issues and related actions where vulnerabilities are less prevalent, generally the more detailed scenario
deviations and related context definitions would be required in order to show that the human failure events
of interest may be set-up or are more likely. The deviation searches did demonstrate the potential for the
human actions of interest to be of more concern especially when (a) multiple PTS-relevant functional
anomalies are present in the same event, (b) certain support system failures concurrently occur (e.g., loss of
an instrument bus supporting indications key to understanding the rate/degree of cooling, etc.), (c)
insufficient primary injection exists calling for plant depressurisation and cooldown, and (d) additional
hardware faults associated with the controlling equipment hamper the crew’s ability to control the scenario
and possibly delay their actions. In some cases, these general definitions of context only advanced
scenarios/context of concern already uncovered during the vulnerability investigation. However item (d) is
an example of a new scenario/context not specifically identified earlier. Note that it is not important
whether scenarios/contexts of potential concern (because they could set-up or otherwise increase the
chances of the human failures of interest) are identified as a result of the vulnerability investigations or the
deviation searches. What is important is that either or both processes uncover scenarios/contexts of
concern that are not estimated to have extremely low frequencies, and yet produce conditions causing
operators to be susceptible to the relevant errors of omission or commission.
It should be noted that an additional search for deviation scenarios might be useful after the probabilistic
fracture mechanics analysis is complete. Once the key factors affecting the likelihood of through-wall
cracks are identified, a search for unexpected ways to reach those conditions may be important.
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4.4

The Human Actions to be Modelled and Other Implications for the Analysis

On the basis of the above investigations and searches, the list of candidate human actions of concern was
transformed into a list of specific human actions to be modelled in the PRA. This specificity was based on
those actions and associated contexts that appeared to have relevancy to the results (e.g., neither the
frequency of the context nor the resulting human failure probability would be so low as to be an
insignificant contributor). While some variations of the specific human actions to be modelled exist
between the two plants because of procedure or other differences, the lists of human actions to be modelled
are similar. In order to implement incorporation of the specific human actions into the PRA, it meant that
the associated scenarios/contexts had to also be included in the event tree and fault tree modelling, so that
the success or failure of the human action was addressed for the proper sequence of events. Working
closely with the other PRA analysts, this information was provided in the form of a table that will be
presented below, and was discussed with the other PRA analysts for proper interpretation.
Because of the nature of the PTS phenomenon, one additional complication in specifying the human
actions to be modelled had to be included. For many overcooling scenarios, the extent of the cooling, the
rate of cooling, and the simultaneous control of primary/secondary pressure (and thus the potential for
PTS) is a direct function of the time these actions occur (or fail to occur). For instance, if a faulted steam
generator that is overcooling the plant is not isolated until either 5 minutes or 15 minutes following the
faulted condition, the extent of the cooldown could be significantly different. This could have a
meaningful impact on the likelihood of vessel flaw/crack growth and thus the risk of PTS. This meant that
the human actions to be modelled, where warranted, had to be identified in terms of relevant timing, such
as “failure to throttle feed by 10 minutes” vs. “failure to throttle feed by 20 minutes (assuming it was not
done in the first 10 minutes).” Hence an additional effort was spent reviewing available thermal-hydraulic
analyses for various cooling transients to determine which actions would influence the resulting
cooldown/pressure effects of the event if the action were performed at various times in the scenario and
where possible timing delays could be envisioned based on the scenario/context. Additionally, what
ranges of times were most relevant for the human action also had to be determined based on these same
reviews. For example, if most of the cooldown for a scenario would occur in the first 15 minutes of the
event, modelling success/failure of the human action for 5, 10, and 15 minutes has more relevancy than
modelling the success/failure of the human action by 30 and 60 minutes.
Accounting for this additional complication, Table 2 provides a sampling of the human actions that were
specified to be modelled in the two PRAs, and Table 3 breaks out acts of commission that were modelled
(additional actions and plant-specific variations of those listed are not provided here for brevity). These
human actions were to be modelled for both high and low decay heat conditions, as applicable. It should
be noted that this list is subject to some change since the work is still ongoing. As already indicated, this
list had additional implications in the modelling process since the PRA had to ensure it was also modelling
the scenario/context conditions for which each human action is relevant. Additionally, the need to
understand the thermal hydraulics for at least a sampling of these same scenarios/contexts provided some
of the input as to which thermal hydraulic analyses should be made. As might be expected, these
implications shared among the human reliability, PRA, and thermal hydraulic portions of the PTS study
were identified and explored in an iterative fashion; each discipline “learning” from the others work and
thus also impacting each others work. While difficult, this aspect of the PTS analysis provided a rewarding
facet to the studies since it forced a more interactive relationship among these disciplines than is typically
realised in many PRA-type studies.
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5.

Estimating the Human Action Probabilities

The current process for estimating the human action probabilities when using ATHEANA consists of two
parts: assessing the frequency of the plant and human conditions, and assessing the probability of the
human action, given those conditions. This separation often simplifies the quantification, allowing the use
of systems analysis techniques to quantify the frequency of the plant conditions. The human conditions and
the performance shaping factors generally follow directly from the plant conditions and existing practices.
Table 2. Sampling of Human Events to be Modelled
Human Action
Operators trip RCPs when not required
Operators fail to restart RCPs when suppose to
Operators fail to throttle high pressure injection
(HPI) and perform controlled depressurisation
when suppose to
Such as for:
Within 1 minute
Within 5 minutes
And longer for certain circumstances

Operators fail to throttle emergency feedwater
(EFW) [or auxiliary feedwater (AFW)] within
the timeframes noted, given main feedwater
(MFW) is gone and EFW/AFW is overfeeding
1 or both SG(s)
Such as for:
Within 5 min of start of overfeed (normal
control level begins to be exceeded)
Within 10 minutes of start of overfeed
Within 20 minutes of start of overfeed
Within 30 minutes of start of overfeed

Operators fail to isolate a secondary
depressurisation event
Generally for:
Within 5 minutes of start of depressurisation
Within 10 minutes of start of depressurisation
Within 30 minutes of start of depressurisation
Operators fail to control cooldown during steam
generator tube rupture (SGTR) and thus lose
subcooling and need to shutdown RCPs

Applicable Conditions
Applies for all events under all circumstances
Applies for all events under all circumstances
Applies to the following cases:
(a) HPI has occurred or loss of subcooling is the only anomaly (no
other significant problems with SG feed, depressurisation...)
(b) Same as case (a) above except there is also a concurrent
secondary anomaly such as a problem with SG feed or a problem
with secondary pressure
(c) Special case where HPI is needed for whatever reason (LOCA,
power operated relief valve open, shrinkage...) and there is
insufficient flow. Operator tries to depressurise to core flood tanks
and low pressure injection, but on the way down sufficient HPI is
recovered; then fails to throttle.
(d) Special case – where HPI is to be throttled after sudden reclosure
of a LOCA path (e.g., reclosure of stuck-open safety relief valve )
Applies to all initiators except the more complicating support system
failure cases like loss of air, loss of cooling water, LOSP - no other
functional anomalies.
(a): System will successfully respond if/when operator puts into
manual and attempts to regain control of the feed
(b): Same as case (a) except manual control will not respond (e.g.,
control valve stuck-open) so eventually must choose to stop pump,
then restart; or perhaps isolate that SG
(c): Same as case (a) except there is a concurrent other serious
functional problem (e.g., small LOCA, depressurisation in another
SG...)
(d): Same as case (b) except there is a concurrent other serious
functional problem (small LOCA, depressurisation...)
(e): Involves a concurrent support system problem like loss of air,
loss of component cooling water (CCW), or loss of offsite power
(LOSP), regardless of actual status of other functions
Applies to all conditions except the more complex support system
failures like loss of air, loss of CCW, LOSP.
(a): There is no other serious functional anomaly such as a small
LOCA, overfeed in another SG...)
(b): Same as case (a) except concurrent anomaly in other function
(e.g., small LOCA, overfeed in another SG...)
(c): Involves a concurrent support system problem like loss of air,
loss of CCW, LOSP...regardless of actual status of other functions
Applies to SGTR event
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Table 3. Acts of Commission
Acts of Commission Included in the
Analysis
Operators trip RCPs when not suppose to
Operators purposely initiates a
depressurisation/ cooldown (e.g., in loss of
heat sink situations to be able to feed with
condensate).
Operators purposely initiates a LOCA by
opening the power operated relief valve
(PORV) to induce a depressurisation/
cooldown or allow direct reactor coolant
system cooling.
Operators fails to properly throttle primary
system injection.

Comments
A classic EOC
The operators are attempting to avoid a greater concern,
such as core damage or a release in a SGTR. Nevertheless,
this does induce additional cooling, albeit in a controlled
manner, relevant to the study of PTS.
The operators are attempting to avoid a greater concern,
core damage. This type of action is used to initiate “feed &
bleed” or is used as a last resort to cool the core using low
pressure injection systems. However, this does induce
additional cooling, albeit in a controlled manner, relevant
to the study of PTS.
Has characteristics of both an EOO and an EOC if the
operators are purposely not throttling at the minimum
allowed conditions to meet other desirable plant
parameters.

Currently, the assessment of the probability of human action given the conditions, is an expert elicitation
process. This process relies on an understanding of the developed contextual information pertaining to a
specific human action by all the experts whose judgements are elicited. The experts then work toward a
consensus of the likelihood of the human action given the context.
Work is currently ongoing to formalise the quantification process and provide a step-by-step procedure. In
the interim, and to meet constraints for the project, the quantification of the human action probabilities for
PTS was performed using an approach that was not ideal in two important ways. First, analysts among the
USNRC contractors who are the authors of ATHEANA and who are responsible for the HRA aspects of
the PTS project were used as the experts. As described in reference [1], the ideal situation would have
been to use members of the operations, training, and engineering staffs from the respective utilities in
addition to the HRA analysts. However, this was not possible. To bring plant-specific operations expertise
into the process, human action probability estimates are being reviewed by the utility staffs, and their input
is being considered in any refinement of these estimates. Second, as a resource saving measure and since
the ATHEANA team is already familiar with the context as it is generated and has experience in estimating
human error probabilities, a less formal approach to the elicitation process was conducted. In particular, a
less formal effort went into testing for biases, testing the probability values provided, etc.
As is often done in PRA to control costs, the first cut in the probability estimating process avoids
optimistic estimates, being realistic when easily achievable and conservative for the scenario under
consideration otherwise. Human actions that are found to be sufficiently important to the initial PRA and
probabilistic fracture mechanics results will warrant a more rigorous estimation to achieve a realistic result.
In deriving this first cut, after a thorough discussion of the identified context for each human action, the
experts provided their estimates of the human action failure probability (a point estimate). The failure
probability estimates were limited to the following four values:
− 0.5 - likely to occur
− infrequently occurring
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− unlikely to occur
− extremely unlikely to occur
If significant variability existed among the obtained estimates, further discussion was required, with the
experts asked to defend the basis for their estimates. Then an opportunity was given the experts to provide
revised estimates. Consensus was not forced. The highest of the final point estimates was provided to the
PRA for the first cut sequence analysis (thus a conservative bias). Upon viewing the initial results of
subsequent PRA and fracture mechanics analyses (in progress as of the writing of this paper), the PTS
team will soon know which human actions will really matter to the results and must be re-examined more
realistically.
This is the point at which the project currently stands (as of the writing of this paper). With the knowledge
of the important human actions to be quantified, and with input from the utility reviews of the estimates,
the elicitation process will be revisited. At that time, the quantification process will be carried out in a
more formalised way for the actions that matter to the results. The elicitation will be carried out with more
documentation regarding the rationale behind the estimates, and these estimates will include each expert’s
opinion as to the uncertainty in their point estimate (range and shape of their belief described by a
distribution). A consensus distribution specifying the uncertainty in each estimate will be reached for each
important human action and, along with the rationale for the assigned distribution, will be provided to the
rest of the PTS team as the HRA discipline’s final product to the quantified results.
With the quantification currently in progress and, for one of the plants, still subject to review by the utility,
specific values are not presented herein. The reason for providing conservatively biased estimates is to
allow an efficient initial identification of potentially significant scenarios that have the potential for
contributing to the PTS risk. Additionally, a few human action probabilities for certain times are ~1.0
because of the way the procedures are implemented and the minimum time it is likely to take to implement
certain steps in the procedures in some circumstances. In going through this process, the bases behind the
values become apparent because of the contextual understanding that goes along with each value. For
instance, as would be expected, those actions and associated contexts where discovered vulnerabilities are
likely to be triggered, or for those types of scenario deviations that make the crew response more
demanding, complex, or particularly time sensitive, the resulting estimates are in the high end of the above
range. Knowledge of these vulnerabilities and challenging contexts makes the probability estimates more
understandable and defensible. For the one plant that has reviewed our initial values, comments were
provided with regard to the proper characterisation of these conservatively biased estimates, as well as on
some specific estimates. In some cases, the plant staff recommended changes in human error probabilities
based on additional information about their operators’ understanding of the event. Their comments are
currently being addressed and in most instances they are significantly enhancing the detailed analysis.
Providing the most relevant contextual factors used to arrive at each estimate has helped this
comment/review process.
6.

The Field Test of ATHEANA – What Have We Learned?

The field test of ATHEANA on this project has served two purposes. One is to use it in developing
technical analyses to address and solve a particular issue; i.e., the risk of PTS. The results of these
analyses will be used by the USNRC to decide whether or not the PTS screening criteria should be
modified. The second purpose is to test the use of ATHEANA in a real application to determine strengths
and weaknesses of the method, and how it might be improved.
With regard to the first purpose, the PTS project is one where a current screening criteria may be relaxed.
Before that can be done, the NRC must be sure that it is safe to do so, and to the extent the specific risk
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values affect that decision, those values must be able to withstand public scrutiny. Since the ATHEANA
process requires the analysts to identify potential vulnerabilities and challenging scenario deviations
associated with a human action, and to uncover any particularly error-forcing or challenging contexts under
which a human action may need to be performed, the ability to understand and defend the human action
probabilities is enhanced. In this work, ATHEANA has addressed many actions, whether acts of
commission or omission, potentially detrimental from the PTS point of view and has provided careful
descriptions of the context under which the events might occur.
Because of the emphasis on understanding context as an integral part of the ATHEANA process, interfaces
with the PRA modelling and thermal-hydraulic aspects of the overall analyses have been stronger than has
been typically performed in other PRAs. This benefits the PTS study since these aspects of the analyses
(i.e., HRA, PRA, thermal-hydraulic) are forced to be more integrated and cohesive.
With regard to the second purpose, as a test of ATHEANA, the following observations are made:
− We have determined that the search process and the resulting quantification of human actions
can be made more efficient by being performed iteratively and in a more integrated manner.
− To provide a formal structure for the quantification process, we are working on a framework
to accomplish this goal. In the improved process, the specific elements of the context most
affecting the probabilities will be made even more explicit and guidance will be provided for
how to include these specific elements in determining the probability estimates.
− The “heart” of ATHEANA involves understanding the plant conditions and human
performance factors that seemingly affect a specific human action. Therefore, application of
ATHEANA may be more resource-intensive than first generation HRA methods. Use of the
full power of the method is especially important for those problems where many factors or
their complex integration are likely to be important; particularly when these factors include
the plant physical response (such as thermodynamic behaviour) as well as the more typical
HRA issues such as operator training, the time available, and human-system interface issues.
However, application of ATHEANA for the PTS work has been less demanding than the analysts initially
expected. Furthermore, as with any newly developed method (e.g., compare the effort to do the first PRA
versus what it takes to do one today), it is believed that repeated applications, such as those performed for
the PTS analyses, will allow identification of additional ways to make it work more efficiently.
7.
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A Simulator Study of CREAM to Predict Cognitive Errors presented by Steve Collier, OECD
Halden Reactor Project
SUMMARY
Some human errors, such as errors of commission and knowledge-based errors, are not adequately
modelled in probabilistic safety assessments. Even qualitative methods for handling these sorts of errors
are comparatively underdeveloped. The ‘Cognitive Reliability and Error Analysis Method’ (CREAM) was
developed for prediction of cognitive error modes. It has not yet been comprehensively established how
reliable, valid and generally useful it could be to researchers and practitioners. A previous study of
CREAM at Halden was promising, showing a relationship between errors predicted in advance and those
that actually occurred in simulated fault scenarios. The present study continues this work.
CREAM was used to make predictions of cognitive error modes throughout two rather difficult fault
scenarios. Predictions were made of the most likely cognitive error mode, were one to occur at all, at
several points throughout the expected scenarios, based upon the scenario design and description. Each
scenario was then run 15 times with different operators. Error modes occurring during simulations were
later scored using the task description for the scenario, videotapes of operator actions, eye-track recording,
operators’ verbal protocols and an expert’s concurrent commentary. The scoring team had no previous
substantive knowledge of the experiment or the techniques used, to provide a more stringent test of the
data and knowledge needed for scoring. The scored error modes were then compared with the CREAM
predictions to assess the degree of agreement.
Some cognitive error modes were predicted successfully, but the results were generally not so encouraging
as the previous study. Several problems were found with both the CREAM technique and the data needed
to complete the analysis. It was felt that further development was needed before this kind of analysis can
be reliable and valid, either in a research setting or as a practitioner’s tool in a safety assessment.
1.

INTRODUCTION

Halden’s human error analysis project (HEAP) began in 1994. Much of the work is summarised in Braarud
et al. (1998). The general objective of the project as expressed at that time was to gain a better
understanding of how and why cognitive errors occur. This was felt to be important because such errors
can lead to erroneous actions. The improved knowledge would allow existing models and classifications of
errors and their causes to be verified and validated. If necessary, new models could be provided. The
project would provide the technical basis for improved modelling of human errors in safety reviews, such
as probabilistic safety assessments (PSAs). In addition, it would allow design guidance for control rooms
to be improved. Advanced control rooms might be better designed to avoid or compensate for cognitive
errors. Existing control rooms might be upgraded with similar objectives.
One important aspect of a level 1 PSA and purpose of a safety review is to show the accident sequences
making the largest contributions to core damage frequency (IAEA, 1992, p.9). Corrective action can then
be focused on these areas until the total reliability approaches an acceptable figure and the safety case
becomes good enough. This applies equally to human errors that are included in the modelling. PSAs can
guide the prioritisation of regulatory requirements, plant alterations and safety research, to reduce the
probability of human error.
In such situations, the modelling of human error can be seen as a predictive activity — there is an attempt
to show in which sequences a fault (or faults) due to human action is likely to lead to unacceptably high
core damage frequency. The more diagnostic, less-anticipated forms of human error (if they are modelled)
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tend to be assigned relatively high probabilities in the PSA by existing techniques for human reliability
assessment (HRA) and can dominate the analysis, leading to unacceptably high modelled core damage
frequency (Swain, 1990). Unfortunately, human error prediction and modelling have often been criticised
for lack of proved precision and validity, especially for these cognitive activities that are assigned high
error probabilities by HRA analysts. There is a need for tools that deal with these kinds of errors in a more
convincing way.
IAEA (1995) distinguishes several steps in the process of incorporating HRA into PSA:
1. Definition: to ensure that all relevant human actions are considered.
2. Screening: to identify significant human actions and to make efficient resource allocations for
analysis.
3. Qualitative analysis: to develop a detailed description of important human actions.
4. Representation: to select and apply techniques for depicting human actions in logic
structures.
5. Model Integration: to describe how significant human actions are built into plant and system
models.
6. Quantification: to apply appropriate methods to assign probabilities to the actions examined.
7. Documentation: to include information for the assessment to be traceable, understandable and
reproducible.
The present study applies to the earlier steps in this process. It was based on the principles of the
“Cognitive Reliability and Error Analysis Method,” CREAM (Hollnagel, 1998). In the CREAM technique,
attention is directed not so much to whether an action fails, but to what type of failed human action there is,
or is likely to be. This thinking and terminology can be compared with other failure analysis techniques,
such as failure mode and effect analysis (FMEA). The CREAM technique refers to the ‘failure mode’ of
human actions, or simply the ‘error mode’. The experiment reported here tests one part of CREAM: its
classification of human failures into modes and the degree to which predicted error modes matched the
error modes that were found in simulator studies.
2.

AIMS

The overall objective was to continue testing a method for predicting performance failures. Specifically, it
was to answer the question: given that a performance failure occurs, how well does the CREAM method
predict that category of performance failure? Subsidiary aims were to test experimental procedures and to
gain practical experience with the use of CREAM. Since CREAM needs other information to be used
successfully, we also wanted to collect experience with CREAM as used with supporting information, such
as task descriptions, scenario videotapes and expert commentaries of simulated fault scenarios. The results
and recommendations of the work were anticipated to show how CREAM could be improved in further
experimental work, and to indicate whether CREAM has been developed sufficiently to be useful in a
practitioner- or PSA-oriented setting.
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3.

METHOD

A ‘background’ experiment was used to generate material for CREAM error mode predictions and scoring
of actual error modes. Before the experiment was run, a task analysis or predicted scenario evolution was
needed as the basis for making error predictions. This was provided by a task description using the
‘operator performance assessment system’ or OPAS. (See section 3.1.1 below and Skraaning, 1998, for a
description of OPAS.)
The background experiment itself was run using 15 operators from the Halden reactor. It should be pointed
out that this experiment itself is not the subject of the present study — it was merely a means to generate
performance data that could be compared with the predicted error modes. Thus, the ‘subjects’ for the
present study were actually the error-mode prediction team and the error-mode scoring team.
Different researchers performed an OPAS task description for each scenario and made the CREAM error
predictions. For CREAM error prediction, the team (hereafter called the ‘prediction team’) comprised four
members: a process expert, a member of the simulator staff, and two human factors staff. Another team
(the ‘scoring team’) scored the actual error modes. The team comprised two human factors staff (the
present authors). They had had no prior involvement with the OPAS analyses, the error predictions or the
background experiment.
Two scenarios (described in Appendix A) were used:
− A reactor coolant pump trip AND a leakage in containment; and
− A spurious trip of a seawater pump AND a leakage in primary circuit.
These were intended to be rather difficult to diagnose correctly, to generate material for CREAM to be
tested on. Both scenarios contained a fault in the first few minutes of the scenario, followed a few minutes
later by an independent fault whilst the operator was attempting to diagnose and correct the first fault.
3.1

Measurement Methods and Apparatus

3.1.1

Task Description

Before the background experiment was run, each of the scenarios was analysed to prepare for the
prediction of error modes. The basis for prediction was a detailed task description, which was produced
using OPAS. (Other task analysis methods could in principle be used.)
OPAS was designed to facilitate expert ratings of operator performance during simulator-based scenarios.
Before a study, optimal or ‘ideal’ solutions to the scenarios are developed through discussion with process
experts, according to the procedure given in Skraaning (1998). This results in a scenario description broken
down to several stages, each containing several items called ‘critical operator activities’. For the present
purposes, the OPAS analysis was used no further than this.

58

NEA/CSNI/R(2002)3
3.1.2

Performance Prediction

The predictions of probable errors were made for each item of the OPAS analysis. The following sections
outline the method for performance prediction, in which the predicted error mode for each critical operator
activity from OPAS is made. CREAM requires the following activities:
− Selection of ‘ performance segments’ — parts of a scenario divided in the time dimension.
− Characterisation of actions within each segment — for example, a task description.
− Assignment of predicted error mode to each identified performance segment.
3.1.2.1

Selection of Performance Segments

It made sense to consider the scenario part by part rather than as a whole. The reason is simply that the
performance conditions and the most likely erroneous actions are likely to vary throughout the scenario.
Not all common performance conditions (CPCs) are expected to change throughout a scenario; some of the
performance conditions used in a full CREAM analysis — such as ‘adequacy of organisation’ — will
remain the same throughout the scenario, while others — such as ‘available time’ — are likely to change
over time in the scenario. Therefore, in a full application of CREAM there needs to be some kind of
scenario segmentation so that CPCs can be assigned. In the present case, the scenarios were segmented by
the OPAS task description method, and therefore the performance segments needed for CREAM analysis
corresponded to the critical operator activities provided by the OPAS description.
3.1.2.2

Characterisation of Actions within a Performance Segment

The actions within a performance segment can be described in several ways. In a task analysis, the
description would normally be a fully written and tabulated characterisation of the actions. The same goes
for procedures. Ideal path descriptions and event trees are sparser in their descriptions, sometimes only
providing a label or a short identifier such as “Stop SI.” For the purpose of the performance prediction, it
must be ensured that a rather detailed description of each task step or action is provided, so that informed
and reasonable predictions can be made. In the present case, the action characterisation was provided by
OPAS task descriptions for each scenario.
3.1.2.3

Assignment of Cognitive Function and Most Probable Error Mode

Both the prediction team and the scoring team used the guidance material given in Table 1 to decide on the
assignment of an error mode to each critical operator activity.
The scoring proceeds for a critical operator activity by selecting an error mode code (Table 1, column 2)
from one of the broader categories of cognitive function (Table 1, column 1). The code is noted on an
OPAS task description sheet. The process is repeated for all critical operator activities.
In the case of prediction, the result of assessment is a list of predicted error modes for each critical operator
activity in each scenario under study. In the case of error mode scoring after the simulator runs, a task
description sheet is marked up with scored error modes for every experimental participant in each scenario
(without sight of the predictions).
Table 1 is quoted exactly from the material given to the prediction team and the scoring team. This is
slightly different from published versions in Hollnagel (1998) and Kaarstad et al. (1998). For instance,
Hollnagel (1998) in Table 8, p.250, has three observation error modes, and the coding and descriptions for
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error modes are different (and the categories are described as ‘potential cognitive function failures’.)
Kaarstad et al. (1998, p.30) used only three interpretation error modes.
Note also that CREAM requires that only one error mode is selected — the one that is judged to be most
likely. The method takes credit in the subsequent analysis only for a scored error mode that exactly
matched the predicted error mode. An observed error mode that did not perfectly match the predicted error
mode was scored as a ‘miss’.
Table 1. Guidance Table for Assigning Error Mode
Cognitive
Function
Observation

Interpretation

Error
Mode
Code
O1

Error Mode

Example

Definition/Explanation

Observation
missed

Overlook cue/signal or
measurement

O2

False
observation

False reaction/false
recognition

I1

Faulty
diagnosis
Wrong
reasoning
Decision error
Delayed
interpretation
Incorrect
prediction

Wrong/incomplete
diagnosis
Wrong priorities

A signal or event that should have been the start
of an action is missed; a measurement or other
information is missed, usually during a
sequence of actions
A response is given to the wrong signal or
event, or an event is incorrectly recognised or
mistaken for something else
The diagnosis of the situation or system state is
incorrect or incomplete
The selection among alternatives using incorrect
criteria, hence leading to invalid results
Making the wrong decision
An identification is not made in time (for action
to be taken)
The speed of development (of the system) has
been misjudged, so that things happen either too
slowly or too fast
The plan is wrong and will not achieve its
purpose

I2
I3
I4
I5

4.

Wrong decision
No identification
Process speed
misjudged

Planning

P1

Inadequate plan

Wrong plan

Execution

P2
E1

Wrong priority
Timing

Too early/too late

E2

Duration

Too long/too short

E3
E4

Speed
Wrong Object

Too fast/too slow
Neighbour or similar
object/unrelated object

E5

Sequence

Omission. Reversal.
Wrong action

An action started too early or too late, before the
required condition had been established or after
they have ended.
An action was not done within the time window
allowed can also be classified as an omission
An action that continued after it should have
stopped, or which stopped too early
Action performed too quickly or too slowly
An object that is in physical proximity to or
looks like the object that should have been used.
An object that is used by mistake, without any
obvious relation to the proper object.
An action that is not carried out, in particular the
last action(s) of a series.
The order of two neighbouring actions is
reversed.
An extraneous or irrelevant action is carried out.

RESULTS

The experimental data were analysed quite some time after 1) the OPAS descriptions had been created, 2)
initial error mode predictions had been made and 3) the simulation trials had been run. For practical
reasons, different staff from the data generation activities carried out the scoring and present reporting.
This is by chance an advantage for the evaluation, since the scoring team and present authors had no prior
commitment or expectation for the results. Any weaknesses in the techniques used for scoring are more
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readily exposed because the analysis does not depend on privileged information from those who designed
the experiment and generated the data. To avoid possible biases or preconditioning of our scoring, the
scoring team did not examine the error mode predictions until the scoring was complete.
Upon examination of the overall rate of scored errors, the background experiment seems to have been
successful, in that it succeeded in generating data to analyse in most cases. This allowed us to compare
predicted error modes and scored error modes, and to analyse confusions between scored and predicted
error modes.
4.1

Determination of Predicted Error Mode

The prediction team made predictions once for each expected scenario evolution. (A detailed analysis of
the predictions and raw scores for each error mode is given in Collier and Andresen, 2000.) The prediction
team initially had difficulty in applying CREAM to the OPAS descriptions they were given. To start with,
the team members analysed scenarios independently and came together to review the results. They found
that the agreement between individual assessors was not high. Accordingly, they went through a joint
assignment process for each predicted error, involving considerable discussion and use of time. In many
cases, it was difficult for the assessors to agree on the error mode to be assigned to an OPAS task segment.
4.2

Determination of Scored Error Mode

The same overall method for scoring errors was used as for failure prediction. (See section 3.1.2.3) The
scoring team made assignments on the basis of:
− The OPAS task description;
− The simulator event log;
− A video recording of each operator’s performance during the scenario covering the whole
control room;
− A video recording from a head-mounted camera and eye-track recordings for each operator;
− Concurrent verbal protocol from a subject-matter expert in the experimenter’s gallery; and
− Concurrent comments from each control room operator whilst performing during the
scenario.
Data relating to several participants had to be dropped from the scenario 1 analysis, mainly because of
procedural and interface difficulties. (Videotapes are available of all experimental runs.) Nine of 15 scored
participants were retained for scenario 1. All data were retained for scenario 2.
The scoring team scored error modes in order of descending OPAS scores. This was to make the analysis
process easier by familiarising the scoring team a relatively good evolution and performance of the
scenarios before they needed to score the relatively larger departures from expected performance in
operators with lower OPAS scores.
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4.3

Comparison of Scored Error Mode with Predicted Error Mode

4.3.1

Scenario 1 Predicted and Scored Error Modes

Table 2 shows a comparison of predicted error modes and scored error modes for scenario 1. The method
succeeded in predicting 78 of 133 scored error modes in scenario 1, a hit rate of 59%.
A number in a cell indicates how many matches there were between predicted and scored error modes. For
example, at OPAS stage AD2, the second line of results in the table, errors were scored in 2 of 9
participants retained for the analysis (column 2). Both these scored error modes matched the predicted
error mode (column 3). These two scored error modes were of the CREAM category O1 (column 4) and
O1 was the predicted error mode, indicated by the cell shading. The absence of a number in a cell indicates
that there were no scored error modes. Finally, the presence of shading in a cell containing no number
consequently indicates the predicted most likely error mode when none were actually scored as occurring.
These results can be shown more compactly (Table 3) by summarising the scores for each OPAS phase (D,
I, P, O) at each main stage of the scenario (A, B, C).
The scenario stages (A, B, C) relate to the introduction of faults or are major points of development in the
scenario and were not objects of study in themselves. The scenarios and stages were intended simply to
cause situations in which error modes would be provoked. There is therefore no special reason to keep the
three scenario stages separate. We can gain a better overall view of the prediction success in Scenario 1 by
merging together OPAS stages A and B and C as shown in Table 4.
There is a large degree of variation in the hit rate. Detection, with only two CREAM categories, reached
100% hit rate. OPAS ‘Operation’ has 5 apparently corresponding CREAM error modes and reached 59%
hit rate. Planning, with two categories in OPAS, achieved an assumedly near chance level of 50%. OPAS
‘Interpretation’ corresponded to CREAM interpretation with five categories. The hit rate was 48%.
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Table 2. Scenario 1, Predicted Error Modes and Frequency of Scored Error Modes
CREAM category
OPAS
stage

Total
Scored
Error Modes

Correctly predicted
errors (hits)

O1

AD1

0

0

AD2

2

2

2

AD3

4

4

4

AO1

0

0

AO2

7

4

4
1

O2

I1

I2

I3

I4

I5

P1

P2

E1

E2

E3

E4

E5

3

AO3

4

0

AI1

2

2

3

AI2

2

0

AI3

4

0

AP1

3

3

3

AP2

8

8

8

2
2

1

1

1

1

AP3

2

0

BD1

2

2

2

BO1

0

0

BO2

0

0

BO3

0

0

BO4

5

5

5

BO5

7

6

6

BI1

3

2

BP1

6

0

BP2

0

0

BP3

1

1

1

BP4

6

0

6

CD1

0

0

CD2

2

2

CD3

0

0

CD4

4

4

4

CO1

2

0

2

CO2

7

5

5

CO3

2

1

1

1

CO4

5

2

2

3

CO5

5

3

2

3

CI1

4

3

CI2

5

0

CI3

0

0

CI4

4

3

CP1

3

3

3

CP2

8

7

7

CP3

3

0

CP4

6

3

3

3

CP5

5

3

3

2

Totals

133

78

2

1
2

1
6

2

2

3
1

1

4
3

1
1
3
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Table 3. Scenario 1, Predicted Errors and Frequency of Scored Errors by Scenario Stage
Scenario
stage
A

B

C

OPAS stage
Detection

Total
Errors
6

Operation

11

4

36

Interpretation

8

2

25

Planning

13

11

85

Detection

2

2

100

Operation

12

11

92

Interpretation

3

2

67

Planning

13

1

8

Detection

6

6

100

Operation

21

11

52

Interpretation

16

9

56

Planning

22

13

59

133

78

59

Totals

Scored

Correctly predicted errors
(hits)
6

Hit
(%)
100

rate

Table 4. Scenario 1, Predicted Error Modes and Frequency of Scored Error Modes
OPAS stage

Total Scored Errors

Correctly predicted errors (hits)

Hit rate (%)

Detection

14

14

100

Operation

44

26

59

Interpretation

27

13

48

Planning

48

25

52

Mean

59

The prediction team took the view not to be restricted by the correspondence between category labelling in
CREAM and OPAS, and felt free to use any apparently suitable error modes. The scoring team, on the
other hand, appeared to restrict their choice of scores more usually to those giving a better match between
OPAS and CREAM category-names. Accordingly, it is a moot point which expected and observed
frequencies should be used in any statistical analysis. We have therefore not calculated any statistical tests.
(See a discussion of this point in section 0.) However, many of the predictions appear to score around
chance level. The most notable exception is for ‘Detection’: it consists of fewer error modes to choose
from, the ‘detection’ label and ‘observation’ code (i.e., O1, O2) is less confusable with others, and scored
errors can most easily be seen from video/eye-track evidence.
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4.3.2

Scenario 2 Predicted and Scored Error Modes

Table 5 shows a comparison of predicted errors and scored errors for each OPAS stage and each error
mode in scenario 2. The method succeeded in predicting 130 of 262 scored errors (50%) in scenario 2.
Table 5. Scenario 2, Predicted Error Modes and Frequency of Scored Error Modes
CREAM category
OPAS
stage

Total
Scored
Error Modes

Correctly predicted
errors (hits)

O1

O2

I1

I2

I3

I4

I5

P1

P2

E1

E2

E3

E4

E5

AD1

0

0

AD2

8

8

8

AD3

3

3

3

AO1

9

0

9

AO2

13

0

13

AO3

6

0

6

AO4

8

0

AI1

2

0

8

AI2

9

7

7

AI3

7

0

7

AP1

9

9

9

AP2

11

0

11

AP3

9

9

9

AP4

13

0

13

BD1

1

1

1

BD2

9

9

9

BD3

7

7

7

BD4

7

7

7

BO1

11

3

3

8

BO2

7

2

2

5

BO3

11

7

4

7

BI1

6

1

3

1

BI2

12

9

9

1

BI3

14

13

13

1

BI4

9

8

8

1

BI5

12

0

11

1

BP1

10

6

2
2

2
1

1

6

4

BP2

15

2

13

2

BP3

14

11

11

3

BP4

10

8

8

2

Totals

262

130

These results can be shown more compactly by summarising the scores for each OPAS phase (D, I, P, O)
at each main stage of the scenario (A, B) as shown in Table 6.
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Table 6. Scenario 2, Predicted Errors and Frequency of Scored Errors by Scenario Stage
Scenario
stage
A

B

OPAS stage
Detection

Total
Errors
11

Scored

Correctly predicted errors
(hits)
11

Hit
(%)
100

Operation

36

0

0

Interpretation

18

7

39

Planning

42

18

43

Detection

24

24

100

Operation

29

12

41

Interpretation

53

21

40

Planning

49

27

55

rate

The scenario stages A and B relate to the introduction of faults or are main evolution points in the
scenarios and were not objects of the present study in themselves. Following the same argument as for
scenario 1, they were intended simply to cause situations in which errors would be provoked. There is
therefore no special reason to keep the two scenario stages separate. We can gain a better overall view of
the prediction success in Scenario 2 by merging together OPAS stages A and B in a similar way as for
scenario 1, as shown in Table 7.
Table 7. Scenario 2, Predicted Errors and Frequency of Scored Errors
OPAS stage

Total Scored Errors

Correctly predicted errors (hits)

Hit rate (%)

Detection

35

35

100

Operation

65

12

18

Interpretation

71

28

39

Planning

91

45

49

Mean

50

Like scenario 1, there is again considerable variation in the hit rate. The OPAS stage ‘Detection’ has two
apparently corresponding CREAM modes labelled ‘observation’ available for prediction and scoring;
OPAS ‘Detection’ again reached 100% hit rate. OPAS ‘Operation’ has 5 apparently corresponding error
modes under the CREAM heading ‘execution’ but the prediction team also used modes from the CREAM
categories for observation, interpretation and planning. The hit rate reached 18%. OPAS ‘Interpretation’
also has 5 corresponding error modes under the CREAM heading ‘interpretation’ and reached 39%. OPAS
‘Planning’ has two corresponding CREAM error modes and reached 50% hit rate.
4.3.3

Overall Predicted and Scored Error Modes

If we merge the results of scenario 1 and scenario 2 together, we can show the overall frequency of error
modes and the correspondence between predicted error modes and scored error modes. Since we are
interested in the techniques themselves (CREAM and OPAS) rather than scenario details, this approach is
justified. The result is shown in Table 8.
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If we use the data behind this merging in a different way, it is possible to construct a ‘confusion matrix’ of
the correspondence between the error modes used for prediction and the error modes used for scoring
(named after the terminology for analysis of perceptually confusable objects, e.g., in Cunningham and
Shepard, 1974). Such an analysis in Table 9 can indicate where category-definitions need clarifying, where
borders between categories are not distinct, and similar things. It is not necessary to decide whether
uncertainties lie in the prediction of error modes or in the scoring of error modes (or both) for this analysis
to be useful. (We have no ‘gold standard’ by which we can know whether either the predictions or the
scores were ‘correct’.)
Table 8. Scenarios Combined, Predicted Error Modes and Scored Error Modes
OPAS stage

Total Scored Errors

Correctly predicted errors (hits)

Hit rate (%)

Detection

49

49

100

Operation

110

38

35

Interpretation

71

28

39

Planning

91

45

49

If, in Table 9 there were a 1:1 correspondence between predictions and scored error modes, all figures
would lie along the shaded diagonal. Examination of figures off the diagonal gives us information about
which categories were confused with one another. The absolute frequencies of scored error modes bring
into question the usefulness of the categories if they are low or if a few categories are used very heavily.
Table 9. Confusion Matrix for Predicted Error Modes and Scored Error Modes
Successfull
Predicte
y
scored d mode
error mode
(p)2
0.62
O1
0.0
O2
0.69
I1
0.03
I2
I3
0.0
I4
0.0
I5
0.76
P1
0.13
P2
0.22
E1
E2
E3
0.0
E4
0.63
E5
Successfully predicted
error mode3 (p)

Scored CREAM error mode
O1
O2 I1
I2

I3

I4

I5

P1

P2

E1

E2

E3

E4

E5

69
5
3
2
0.87

4
1
0.0

2
4
0.0

-

23
2
13
71
13
0.58

15
2
3
0.1

2
8
6
0.5

-

-

-

19
6
8
26
10
0.14

-

48
20
2
0.69

1
1
0.5

If, for example, we take the first row of data in Table 9 - predicted error mode O1 — we see that 69 of the
scored error modes were also O1, but that a further 23 of the predicted O1s were scored as P1 and 19 as
2

‘Successfully scored error mode’ is defined as the fraction of scored error modes that corresponded with
the prediction

3

‘Successfully predicted error mode’ is defined as the fraction of predicted error modes that corresponded
with the scored error modes.
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E5. If we calculate 69/(69+23+19) = 0.62 we arrive at the figure in the first column, called ‘successfully
scored error mode’. This indicates the fraction of occasions on which a scored category was in agreement
with the prediction made earlier, or in other words, how often the scoring team is successful. The
remainder of the column shows the results of similar calculations.
If we take the first column of data — O1 scored error mode — we see again that on 69 occasions the
scored error mode matched the prediction, but that on several other occasions the scored mode
corresponded to a different prediction category (O2, I2, E4). If we calculate 69/(69+5+3+2) = 0.87 we have
a figure shown in the bottom cell of the first data column, which represents the probability of making a
successful error mode prediction for each category, in other words, how often the predicting team is
successful. The remainder of the bottom row shows the results of similar calculations.
We have to think in both directions (along rows and down columns) because neither the predicted nor the
scored error modes can be referenced to a known set of correct measurements, and so neither can be said to
be the ‘correct’ set against which the other set is judged. A discussion of category confusability, error
mode scoring and error mode prediction is given in section 5.3.
5.

DISCUSSION

The results have several interesting implications for the use of OPAS, the use of CREAM and for the use
of the two techniques together. The interest lies in the conclusions that can be drawn for the further
development and practical use of the two techniques, especially when used together, rather than in the
actual errors that operators might make. (For a variety of reasons, the performance in the simulator should
not be taken as an indication of the types or frequencies of human error that might occur in reality.) On the
basis of the results and this discussion, we make several recommendations in section 6.
5.1

Prediction of Error Mode

The difficulties experienced by the prediction team suggest that the documentation and training for
practical use of CREAM (as opposed to the research basis of it) are not yet adequate. (A completed book
on CREAM [Hollnagel, 1998] was not available at the time of prediction.) It also suggests that the validity
of the error modes needs to be studied further. Even if they are valid, the descriptions of them, and the
guidance for making assignments, may not be adequate for practitioners to use them.
The fact that predictors tended to make different assessments when working individually raises the issue of
the reliability of the technique. One must also make allowance for the fact that the materials available to
the prediction team (only a brief scenario description) were rather limited. The scoring team also
experienced the same difficulties.
We felt that the prediction method does not capture the following potentially useful information:
− Predicted performance — other possible errors ranked second most likely or below are not
included in the analysis. Only the prediction judged most probable is used.
− Actual performance — errors performed that do not count as a task completed in the OPAS
analysis (e.g., errors of commission, time wasted on false diagnoses or explorations) are not
always captured. In practice, many errors, or at least inefficiencies and confusions, are not
recorded because of this. This problem is particularly acute when the control room operator
moves some way away from the expected development of the scenario given in the OPAS
analysis.
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The CREAM scoring categories are often inadequate in two ways:
− The error descriptions were experiences as ambiguous, sometimes self-contradictory, fuzzy
and overlapping, thereby lowering scorer reliability and introducing variation between
scorers.
− The error types do not capture the reality of the errors that we see on videotape. To take just
one example, it is not clear what CREAM error to use if an operator fails to complete an
action because another occurrence takes his attention in a scenario.
5.2

Determination of Actual Error Mode

The scoring team had broadly the same difficulties with CREAM and OPAS as the prediction team. There
were practical difficulties in determining whether the operator had successfully completed the task
elements as described by the OPAS segments, despite the richness of the data sources. For instance,
operators’ verbal protocols tended to be rather sparse, slight eye-track mis-calibrations made it difficult to
know whether a new alarm had been looked at, and it was sometimes difficult to correlate the simulator log
with the events seen on videotape. These are not problems in principle, and can be reduced by better
instructions to the subjects, better calibration procedures and integration of video and simulator time
stamping.
A visual examination of the scoring shows a tendency to use certain categories very often and others
rarely. For instance, we often used O1 (observation missed) I1 (faulty diagnosis) P1 (inadequate plan) and
E1 (timing too early/late). This could be because the CREAM error-mode table (Table 1) contains some
valid categories for the errors that operators actually make, but it could also be because the other categories
were not clearly enough defined for confident use. (See the comment in the first paragraph of section 5.3)
The more that single categories are used for each main processing stage (detection, interpretation,
planning, execution) the less discriminatory the technique becomes.
5.3

Error Mode Confusions

Table 9 shows us the ‘confusability’ of error mode predictions and error mode scoring. First, it can be
noted that the matrix is not symmetrical. The confusions made are different, depending on whether
predictions or scores are being judged. If we first look at the successfully predicted error modes in the
bottom row of Table 9, we see a large variation in success rate. The most ‘usable’ or accessible categories
were O1, I1 and to a lesser extent I2, P1 and E1. For successfully scored error modes, the column leftmost
in Table 9, we see a similar pattern of O1, I1, P1 and E5. In general, a part of the apparent reliability of the
method could be considered an artefact, due to the heavy use of the categories O1, I1, P1 and to a lesser
extent E5. Such considerations lead to the following suggestions:
− All definitions of the ‘observation’ modes should be reconsidered, since one category O1 was
used overwhelmingly in scoring.
− All definitions of the ‘interpretation’ modes should be reconsidered, since one category I1
was used overwhelmingly. Most prediction rates were poor.
− All ‘planning’ error modes should be reconsidered, because there are very few of them and
one was not used reliably. Also, they are sometimes difficult to distinguish from
interpretation modes.
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− All ‘execution’ categories should be reconsidered, because all scored error modes were in the
E1 and E5 categories, and prediction rates were poor.
Detailed redefinition of some individual categories such be undertaken, based on a critical examination of
the confusion matrix and the word formulations in Table 1; for example:
− O1 needs to be made more distinct from P1 and E5. For example, it should be made clear
whether an operator’s ‘action’ or decision to collect an observation counts as an action or an
observation.
− The presence of the categories O2, I3, I4, E2, E3 and E4 should be questioned or the
definitions improved, since the predictions of their occurrence never resulted in a scored
error-mode.
− The presence of the categories O2, I5, E2, E3 and E4 should be questioned or the definitions
improved, since they were never used in the error-mode scoring.
− P1 ‘inadequate plan’ should be made distinct from I1 ‘faulty diagnosis’.
− P1 and P2 need revision, since these were often symmetrically confused.
− E1 ‘timing’ needs defining better, since this prediction was usually scored as E5 ‘sequence’.
− When scoring, I1 is often taken for I2, indicating that the categories need revision.
The remaining sections in the discussion related to the labour-intensiveness of the techniques chosen
(section 5.4) the suitability of OPAS as a task description method for CREAM (section 5.5) and suggested
improvements to experimental procedures (section 5.6). These subjects will be of interest mainly to
researchers studying CREAM in an experimental setting. Other readers may wish to move forward to the
Recommendations in section 6.
5.4

Labour-Intensiveness

From a point of view of general usefulness, this experiment and others like it have generated a large data
bank of scenario designs and videotaped operator performances. These are a valuable resource for the
future. For instance, the videotapes and simulator records could be used in any future work to improve the
classification scheme within CREAM. These materials could also be used to test future versions of
CREAM (or other tools) without requiring new live trials in the simulator. This could prove a useful way
to save costs, and to continue work during the transition to the new Halden simulators. Simulator tapes of
the better-performing operators could be used as training materials for HRA practitioners or for
prospective experimental participants themselves.
From the point of view of generating data for our study, the background experiment appeared to run
relatively smoothly. However, we did notice some behaviours and actions from the operators that are
probably not typical of fully trained PWR operators. (These are discussed further in section 0.) We support
earlier findings that we at HRP should pay more attention to cross-training the operators and that we
should use practising operators who match the simulator type whenever possible.
We purposely made an effort to make sure that the scoring team did not have privileged knowledge and
that it used as little information as possible that would not be available in a practitioner setting. Even so,
we needed quite a large amount of information before we could score any kind of error mode in
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simulations. We found the superimposed eye-track recordings on the videotape particularly useful. Even
then, we were rarely very confident of our scoring. The degree of labour involved and access to
simulations may be unrealistic for practical HRA work.
5.5

Use of OPAS for Task Description

We found that the quality of the results depends partly on the quality of the OPAS analysis. This means
that the OPAS analyst or other task analyst in similar work should preferably be someone familiar with the
other techniques used here as well as with OPAS itself. OPAS is not so likely to be familiar to other
practitioners. A more commonly used method could be preferred, or one which is less labour-intensive.
We observed during scoring that the headings used in OPAS are suggestive of the CREAM ‘cognitive
functions’ (although not identical). Therefore, the headings under which tasks are placed in OPAS tend to
suggest or cue (correctly or incorrectly) the main categories used in CREAM. This was not anticipated in
the experimental design. For example, OPAS has a main category called ‘planning’. CREAM also has a
category for planning errors, consisting of two possible error modes. So, some scorers using OPAS and
CREAM together might be strongly cued to use one or other of the planning errors, both for prediction and
for scoring of error modes. (In the absence of user instructions for the two techniques together, it is not
clear whether this is the right course of action.) In this example, an apparently encouraging level of
agreement of 50% between prediction and actual scoring could be argued to be a chance level of agreement
(because the scorer only has 2 categories in mind to choose from, P1 or P2). On the other hand, if one took
the view that the scorer (or the predictor) allowed potentially all categories to be used, then a 50%
agreement would be highly significant (because the scorer has in mind 14 categories). This made us decide
against a quantitative statistical analysis based on frequencies.
We noted in section 3.1.2.2. that, in order to make the best assignment of an error mode, one needs a rather
detailed description of each task step. We found in practice that the descriptions given were not detailed
enough in some instances. It took some time before the scoring team developed a full understanding of the
actions by watching videotapes of scenarios. (This was the reason for analysing the data in order from best
to worst operator OPAS score.)
5.6

Experimental Procedures

We made several observations that should prove useful for experimental procedures in the future, and
reduce the need to drop participants from analysis:
− Cross-training of participants — unfamiliarity with equipment or interface details was
evident with some participants, such as valve interlocks with pumps making a manual start
more difficult.
− Interface — some participants clearly found some interface characteristics difficult to use,
such as how to open a valve to a desired percentage or start a pump (corroborating the
findings of Sebok et al., 1999). This meant that required actions were delayed unrealistically
and their completion interfered with the perception and diagnosis of subsequent independent
faults, or were not completed at all.
− Procedures — many participants were either not immediately able to find the correct
procedure, or were not aware that a procedure applied, even in apparently straightforward
situations.
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6.

RECOMMENDATIONS

Based on the current analysis and the previous study (Kaarstad et al., 1998), we can draw some
recommendations for any future work on CREAM, OPAS and in HAMMLAB:
Improvements to CREAM/OPAS:
− The usability of CREAM should be improved. Documentation and training for users of
CREAM (predictors and scorers) should be provided. The users should not be assumed to
know the full research background behind CREAM.
− There should be formal training in the use of CREAM both for a prediction team and a
scoring team. This presupposes the provision of a user manual and associated documentation.
− The reliability of scoring should be studied, both in predicting error modes and scoring error
modes. Test-retest reliability and inter-scorer reliability are not yet known.
− The validity of CREAM should be studied. Resources such as our store of experimental data
and videotapes could be used.
− The interactions between the task description tool (in this case, OPAS) and CREAM should
be taken into account. Preferably, a task description tool and CREAM should be integrated so
that the results obtained with the one do not interfere with the results obtained with the other.
− There should be efforts to define and reduce the background information needed for a
CREAM assessment. We should aim towards the data that a practitioner would have a
reasonable chance of gathering for a PSA.
Improvements to experimental procedures:
− There should be procedural and practical improvements in experiments where possible, such
as
− better calibration procedures; and
− integration of video and simulator time-stamping.
− There should be improvements to the HAMMLAB operator interfaces to reduce the
occurrence of observed problems. The archives of simulation tapes should be used to help
target areas for improvement.
− There should be better training of participants who are not PWR operators and/or who are not
accustomed to the HAMMLAB operator interface.
− There should be set standards and improved performance-testing of participants before they
are used in experiments.
− Experimental participants should receive more training in the production of concurrent verbal
protocols before experimental trials.
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− It should be defined beforehand under which conditions the experimenters are allowed to
prompt participants to verbalise and explain what they are thinking and doing.
− Producers of concurrent expert commentaries should have clearer goals and requirements.
For instance, they could be instructed to try to relate their comments to the task description.
Concurrent (or immediate post-scenario) CREAM scoring by the expert commentator (if
necessary as part of a scoring team) should be considered.
7.
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APPENDIX A SCENARIO DESCRIPTIONS
SCENARIO 1 Reactor Coolant Pump trip and leakage inside containment
Brief description
Trip of reactor coolant pump YD13D001, reactor power will go down to about 45 % and under a period of
5 min. increase to 72%.Operator will be ordered to start it again but pump will trip again, this transient will
initiate a leakage in steam line from steam gen. YB13W001 inside containment.
Full description
− Initial condition: The plant is at full power operation and a Reactor Coolant Pump (RCP)
trips.
− A spurious RCP trip generates a transient of power decreasing in the reactor to 46%. The
control systems will actuate to take the plant at a final stable power of 72% in 5 min
approximately. 2% of power is the correspondent to three RCP instead of four.
− The operator should verify the causes of the trip and start the pump again. In the scenario the
operator will be asked to do it.
− When the operator starts the RCP the power increases to 100% and a leakage in the
secondary occurs at the same time as the RCP trips again in the primary. The operator should
trip the reactor.
− Process parameter to consider in PPM
− Manifold steam pressure RA00P901
− pressuriser Pressure YA13P902
− Pressuriser level YP10L001
− Boiling margin YA10T817
− Neutron flux YX13X801
− Last four parameters will be considered before the reactor scram.
− Specific parameters
− Temperature in the primary side at the end of the scenario. YA10T801
Variables log and trends
− Standard variables log
− Group 20 page 8, group 20 page 9. Note: verify that trends parameters are also included in
standard variable logs
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SCENARIO 2 Spurious trip of a seawater pump and leakage in primary circuit
Brief scenario description
Seawater pump VC51D201 trip and power go down at turbine 2 to 130 MW, under the transient there will
be an leakage in primary circuit. Leakage is rather small; pressure in containment will increase and give
alarm. Level in pressuriser decrease and TK52, 53D0001 are started up and compensate the leakage.
Full description
− Initial condition: The plant is at full power operation.
− In the secondary side concretely in the circulating system in the condensers a pump trips
generating a similar power transient in the reactor. During the trip of the circulating pump a
leakage is implemented. The operator should follow the procedure to start up the circulating
pump again to reach full power, however the leakage implies that the operator should not
continue with procedure and scram the reactor.
− Process parameter to consider in PPAS.
− Manifold steam pressure RA00P901
− Pressuriser Pressure YA13P902
− Pressuriser level YP10L001
− Boiling margin YA10T817
− Neutron flux YX13X801
− Last four parameters will be considered before the reactor scram.
− Specific parameters
− Temperature in the primary side at the end of the scenario. YA10T801
Variables log and trends
− Standard variables log
− Group 20 page 8, group 20, page 9. Note: verify that trends parameters are also included in
standard variable logs.

75

NEA/CSNI/R(2002)3

Experience From Applying Face Methodology in a Spurious Protection Signal Disturbance,
presented by Pekka Pyy, VTT Automation
Olavi Hukari, Fortum Power and Heat
Erkki O. Leppänen, Fortum Power and Heat
ABSTRACT
A human error of commission (EoC) has often been defined as a wrong outcome of human performance in
comparison to an omitted outcome (EoO). The worst possible EoCs cause unavailability of safety functions
and, at the same time, aggravate an accident by spurious system performance. However, it may not be wise
to concentrate on EoOs or EoCs only due to the fact that this easily limits analytical thinking. It is wiser to
study all significant consequences of thinkable human performance. This paper discusses the VTT
approach, FACE – a Framework for Analysing Commission Errors. In fact, a complete method for
analysing human reliability as a part of PSA framework is presented also including errors of commission.
This paper also presents an application to a spurious ‘high pressure in containment’ protection signal
disturbance of Loviisa PWR. The paper ends up with conclusions about the study and FACE in the light of
the application.
1.

INTRODUCTION

Many human reliability analysis (HRA) studies concentrate on omissions of procedure-based human
actions (EoOs). The need to complete PSAs with the analysis of wrong human actions, often called errors
of commission (EoCs), has been identified, e.g. by Swain & Guttmann (1983), Vuorio & Vaurio (1987),
IAEA (1992), Barriere et al. (1995), Parry et al. (1995), Dougherty (1990, 1998) and Hirschberg & Dang
(1998). The reason for this need is that EoCs may lead to many different system responses and sometimes
even aggravate a disturbance.
EoCs are defined in various ways in the literature. Swain & Guttmann (1983) define an error of
commission as a wrong human output i.e. selection error, error of sequence, time error (too early, too late)
or qualitative error (too little, too much). For example, Potash et al. (1981) and Illman et al. (1986) discuss
confusion in identifying a disturbance resulting in wrong actions, and present a matrix approach to
modelling them in HRAs. Reason (1990) uses the concepts of slips and lapses (unintentional acts),
mistakes (mismatch between intention and the actual consequences) and violations (deviating from safe
practices is intentional). Furthermore, Parry (1995) discusses premature actions and separates them from
alternate actions, of which there are many possibilities. Both Gertman et al. (1992) and Macwan & Mosleh
(1994) distinguish between intentional and unintentional EoCs. The former are more related to diagnosis
and decision making, whereas the latter are more related to task execution. ATHEANA classification in
Barriere et al. (1995) makes a link to PSA by stating that an error of commission (EoC) is ‘an overt, unsafe
action that, when taken, leads to a change in plant configuration with the consequence of a degraded plant
state’. Julius et al. (1995) draw attention to the fact that many EoCs both lead to a failure in performing the
primary function and, in addition, make unavailable safety related equipment or otherwise exacerbate the
situation.
Furthermore, Dougherty (1998) and Hollnagel (1998) annote that classifying human failure events as EoCs
and EoOs may be useless if no deeper contextual analysis follows. For example, a wrong human action can
either lead to an active or a passive consequences in technical systems and processes. Active consequences
are initiating events of PSAs or spurious system functions, which are normally monitored by plant
personnel. Passive consequences often mean latent component inoperability. There is no law that would
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lead from EoCs to active consequences only and from EoOs to passive consequences, as Pyy (2001)
shows.
Human actions can have both positive and negative impacts on safety. Against that background it is
interesting to note that the concepts “human error” and “human error probability” (HEP) are often used in
HRA to denote failed missions of man. In this paper, the concept of a human failure event (HFE) is applied
(e.g. see Hirschberg & Dang, 1998 and ASME, 2000) instead of error. The reason is that the word ‘error’ is
too restrictive and, in some cases, may be regarded as referring to internal human error mechanisms (e.g.
Hollnagel 1998, Bieder et al. 1998). In reality, human actions modelled in PSA have a mission under the
conditions of contextual factors: a certain history, tools, resources and environment. HFE corresponds
better to the definition used in this thesis for human reliability and the basic events in a PSA model
(ASME, 2000).
The worst possible HFEs cause unavailability of safety functions and, at the same time, aggravate an
accident by spurious system functions. Events having that potential - or falling into the scope of the
original Swain’s definition of EoCs - may be called COs (commission opportunities). The idea of CO
concept is not to omit any potentially important event from HRA. Moreover, it became evident in the
course of the work that instead of concentrating into a one specific part of HRA, an analysis should rather
look at all the potentially significant human actions. Thus, FACE may also be seen as a generic framework
for HRA.
2.

FACE – A FRAMEWORK FOR ANALYSING COMMISSION ERRORS

The goal of FACE has been to develop an approach that could be used to analyse COs. The framework
consists of five generic phases that are I) target selection, II) identification, III) screening, IV) modelling,
and V) probability assessment. Defining the context and factors influencing human performance are an
important part of the approach. For the identification phase, checkpoints and guiding questions have been
developed to help an analyst. Two quantification methods have been presented e.g. in Pyy (1999).
Since FACE aims at presenting a framework, some room for details is left. For example, in the
identification phase, generic checkpoints and guidewords are given in reference Pyy (2000) instead of
forcing the reader to use a normative approach. In the following, the different phases of FACE are
described very briefly. For a deeper understanding, a reader is advised to acquaint himself with the
references Pyy (1999, 2000).
2.1

Selection of human actions that need to be studied

The first question in the work should always be “is this important, am I doing the right thing?” In HRA,
this means deciding about the scope and the objective of the analysis. Although in many cases the mission
of HRA is based on other decisions, it is always worth revisiting the reasoning behind it. Nothing prevents
from carrying out a comprehensive identification revealing important and less important human actions.
For example, this may mean analysing a procedure or a control room panel. However, the most relevant
candidate human activities in the FACE are seen as events having a major potential to have effect on
systems behaviour / process safety. They may be selected based on: a) the plant history, b) quantitative
PSA criteria or c) qualitative criteria.
The events in plant history (a) may give an impression both on mechanisms leading to human deviations
and on their consequences (COs). Plant PSA models (b) with high screening values (e.g. 0.5), sensitivity
analysis and risk increase & Fussel-Vesely importance measures may also be good starting points for
selection of CO candidates. If the previous human reliability analysis was carried out only for omission
type of human action failure events, it is justified to expect some increase in the human error probability
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due to the inclusion of commission opportunities. Degrees of freedom of the human task, recovery
potential, time windows and estimated consequences can be seen as other criteria (c), if the risk is difficult
to assess otherwise during the selection of candidate events.
2.2

Identification of COs and other significant human actions

The FACE identification is based on systematic mapping of factors that affect 1) potential to birth of a
human failure event and 2) the possibilities to recover from the failure event. In some cases, one may
combine them afterwards in the quantification. Another starting point is the so-called main context and
performance and probability influencing co-factors (PICs). The main context consists of a) initial plant
state, b) responsible organisation and c) position with regard to initiating event.
Combining the factors a-c and 1-2 leads to, after some merging, to 12 basic cases for identification and
modelling. Potential combinations are shown in Figure 1. An example of a combination is ‘operating acts
after an initiating event during the power operation’, as Figure 2 shows.
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Figure 1. Main context: different combinations of the organisation time point in PSA model and plant
operating mode used in commission opportunity (CO) identification.
Deficiencies with regard to the PICs may directly lead to a failure event, or they increase its probability.
No human internal PICs are used in FACE due to observation difficulties. The major human external PICs
credited in FACE are listed in the following, but one should not see this list as normative:
8. C1, the guidance & history stable conditions only: training, instructions, experience, task
familiarity, work orders, plant policy / past examples, etc.)
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9. C2, organisation of task I stable conditions: work planning & supervision, layout, access
control, work practices, night/day etc. II dynamic conditions: manning/delegation, time
windows)
10. C3, team co-operation etc. (II dynamic conditions (only): communication / information
transfer, expectations, decision making aspects)
11. C4, information context ( I stable conditions: information / man-machine interface system
type, interlocks, independent inspections, tests, II dynamic conditions: process information;
ergonomics)
12. C5, other contextual factors (I stable conditions: initial state, system & process dependencies,
similarities between objects etc. II dynamic conditions: degrees of freedom for human,
environmental conditions, system complexity, faults and their effect, action dynamics, other
stressing factors etc.).
Stable conditions refer to factors that do not change during the assessed event, whereas the dynamic ones
may change. These five PIC areas are used as checklists in the identification and as factors in the
quantification, later on. PICs have to be assessed both for human failure and its recovery. Some different
guide questions are related to each different combination of the main context (1-2 and a-c). For example,
tests and independent check-ups are important barriers in revealing latent failure events. For a recovery of
a misdiagnosis during an accident sequence, the immediate instrumentation and alarm system feedback are
more important.
Furthermore, an HFE can take place either in the identification/interpretation, decision making, in manual
activities or in communication. Thus, the failure event types related to human performance may be:
A. Misdiagnosing (in identification or interpretation of the situation).
B. Carrying out unsuited action plans (decision or communication unsuited to environment, e.g. coordination errors).
C. Making a slip in a manual action or communication.
Apart from these types in some cases normal human actions may trigger wrong system functions. An
example of that is acting according to supervisor’s commands or documents including wrong information.
The practical identification work has to go to a deeper detail level than presented in Figure 2, in order to
grasp the essence of the problems and to be able to suggest improvements. By providing users with
simplified flow-charts (see e.g. Figure 2) and decision trees, the idea of FACE identification guidance is to
draw attention to important areas and details. FACE also offers practical guidance for each of the human
failure event types combined with the main context (Pyy, 2000). Finally, one has to understand that
identification of hazards is intellectual activity where guidance has to be put in practice by experienced,
understanding and motivated persons. No formal checklist can compensate for the shortcomings of human
resources in that work.
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2.3

Screening

Screening takes place in many phases in FACE. In the selection of candidates for HFEs, a preliminary
screening takes place. During the identification phase, a set of plausible HFEs are chosen for probabilistic
study. During the probabilistic modelling phase, the plant data and the contextual factors may show that
the probability of the case is so low that there is no idea to put it in the PSA model. If a PSA model is
available, it shall be used in each phase to check if further study is sensible. If no PSA model is available,
the screening has to be based on other criteria, as discussed in Section 2.1.
2.4

Probabilistic modelling

Many human reliability methods have failed because they have either been one-sided, e.g. either
psychologically or probabilistically oriented, or too complex to be used in everyday HRA assessments.
FACE has set up the following principles for the probabilistic modelling of human reliability: sound
mathematical calculus, transparency, allowance for different types of data, compatibility of quantification
with the identification phase, flexibility and use of contextual factors (PICs) where applicable. These
requirements lead to compromises in many parts. To avoid excessive ones no modelling of internal human
functions is aimed at.

ERROR RECOVERY

ERROR CAUSATION

SCREENING

1
In
operational
acts

Identify
potential COs

4
During
power
operation

9

Are there facts
favouring a
misdiagnosis?

Are there facts
favouring wrong
decisions?

Are there facts
favouring slips?

Are there
recovery related
facts hindering
balancing?

To
screening

Deficiencies in alarm
& process information,
ergonomics, IE
features themselves

No / ambiguos
procedures, tempting
suboptimal
alternatives, multiple
goals

Similarities between
objects, haste for
manual actions

Short time or
missing means
for recovery

Is the CE
significant?

Other confusing
factors e.g. spread
of disturbance

Bad man / process
interface,
communication gaps,
other biasing factors

Ergonomics, familiar
action patterns take
over

Symptoms first
latent

CEs contribution to
the PSA model is
checked

In act after
an IE
Consequence
possibly mixed up
with another
symptoms

Figure 2. An example of the identification charts (phase II in FACE) for operating acts after an initiating
event during power operation (screening goes under phase III of FACE)
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The quantification stems from the two-phase model of 1) human failure event birth and 2) recovery, as
discussed in Section 2.2. There are three different basic cases in FACE, which are valid for all operating
modes - power operation, starting up /shutting down the installation and outages:
D. both the failure event causation and recovery are approximately time independent e.g. latent
maintenance related failures prior to initiating event,
E. the failure event causation is app. time independent but the recovery is time dependent e.g. human
actions causing an initiating event and recovering from it, and
F. both the failure event causation and recovery are time dependent e.g. human failure in an action after
an initiating event in an accident scenario.
Many PICs affect both human failure event birth and recovery, but some of them not. Consider for
example test arrangements – they may case disturbances but generally reveal many defects. Apart from the
PICs C1-C5 listed in Section 2.2, time dynamics have to be taken into account in the cases B and C. As
well, the detailed factors under C1 - C5 are somewhat different in different main context combinations.
However, in practical applications one may make a decision to combine the event and its recovery in order
to enable empirical control and to decrease modelling effort to a reasonable level.
In order to make the selection of modelling level flexible, many different quantification alternatives have
been considered for FACE. Among them have been: 1) multiplicative PICs based quantification model, 2)
multiple factor (PICs) logit quantification model and Bayesian quantification taking into account several
different kinds of evidence. The third one has never been actually applied, but the first two have. All these
quantification methods make use of expert judgement, which has to be organised in a structured way to
obtain credible results. They are no way limited to the assessment of probability of commission errors.
Rather, they are generic probabilistic modelling frameworks that may be applied to human reliability
analysis.
Method number one provides a quick way to get a view on the order of magnitude and, thus, may be a tool
for everyday PSA use. The method has been reported on various occasions, see e.g. Pyy (1996) and
Holmberg & Pyy (2000). Method number 2 provides a better framework to study the relevancy and effect
of various PICs to the probability and it is. However, both of them need to be completed by taking into
account different human failure modes, especially if aggravating COs are considered. This leads to a
multinomial branching situation instead of a binomial one. Method 2 is discussed more in Appendix 1 a.
Since the traits of methods become better visible through an example, a case study is presented next.
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3.

THE CASE

FACE was applied to a spurious protection signal case of Loviisa VVER-440 power plant. During the
power operation of the installation, the signal ”pressure in the upper containment plenum > 1.18 bar” is
launched in one train of the plant protection system YZ. This leads to the start of the staggered
containment isolation sequence and to the following consequences:
A. One containment spray pump (TQ) and one low-pressure injection system pump (TH) start
immediately. The spray pump has the capacity of 150 kg/s and the water temperature is 20
°C. If conservative calculation principles are used, pumping leads to external spraying of the
reactor pressure vessel with rather cold water in 20 minutes. This has been identified as a
risky event from vessel cracking point of view in safety analysis.
B. After 9 minutes the main circulation pump seal leak system (YD) is isolated as a part of the
staggered containment isolation. In this situation, hot primary water may rise to the O-ring of
the mechanical seal as a result of a normal seal leak-through. It is assumed that in the
temperature 160 °C a LOCA of 18 kg/s is caused. The mentioned temperature is achieved in
about 20 minutes.
Several potential causes may lead to the YZ-fault. The short circuit may be caused by, e.g. ageing or
excessive temperature in consequence of loss of instrumentation room ventilation. As an example of
potential single faults, the end relay short circuit may lead to the mentioned spurious signal. The
disturbance, required personnel actions, time windows and consequences are shown in Figure 3.
The analysed scenario was seen interesting for many reasons. Operating experience revealed a very
important international precursor: in Belleville NPP in France, the containment spray started spuriously in
1998. Although the operators knew that this was a spurious start, they were obliged to use procedures.
There were no feasible procedures to the event and this, in turn, led to, e.g. too fast cool-down rate.
Moreover, there are plant experiences about spurious pump starts (in outages) and there are both plant
specific and international experiences about wrong protection signals.
Human actions in disturbances, where wrong signals from plant instrumentation and protections systems
are received, and where safety systems start without a real demand are interesting from the human
reliability point of view. Such cases may lead the personnel to wrong conclusions about the situation and,
consequently, to decisions unsuited to the actual plant state. There are also many identification and
decision points in the tree depicted in Figure 2, the results of which may affect the plant state extensively.
Also, the potential consequences of the event are relevant from PSA point of view.
3.1

Analysis flow

The analysis was carried out in a group consisting of an HRA analyst and representatives of operating and
training groups of the installation. The work was organised so that after choosing the object, the plant
persons participating in the work tried it on the plant specific simulator to verify the plant response. Then,
a crew consisting of the simulator training section, i.e. former operators, ran the scenario without knowing
it beforehand. This was intended to give insights about the human performance and information for the
PSA modelling. At the same time with these phases, different models were drafted about the scenario. This
included identifying the potential ramifications in human performance and decision points as well as the
plant response (phase II in FACE). The overall models that were drawn were a timeline with important
process events and potential human actions related to them and the event tree in Figure 3.
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Figure 3. An event tree manifesting the most important nodes and consequences in the human behaviour.
The next phase was to identify contributors and potential consequences of human actions in different
important points of the scenario (phase III of FACE). This was done by using matrix formats. The analysis
team also drafted tables that show the effect of various PIC factors on the situation. Two crews first ran the
scenario with a simulator, and the information obtained during the runs and from the de-briefing interviews
completed the results. This completed the qualitative identification and modelling phase of the study
resulting in several insights and factors important for the personnel in the situation.
A probabilistic quantification followed the identification phase. In this phase, the models drafted earlier
were made more explicit by aiming only at modelling the important factors and events dealing with a) the
probability of human failure and b) the consequences (phase IV of FACE). In the quantification (phase V),
information was used from the plant experience, simulator runs and structured expert judgement in two
sessions. To verify the situation, all the plant crews ran the scenario with the simulator.
In the following text, different parts of the analysis are depicted in a more detailed way through presenting
the results.
3.2

Identifying and qualitative modelling of important human actions

In FACE, selecting the analysed target, identification, screening and modelling make a coherent and
sequential series of tasks. First, the main context has to be specified. The main context consists of: a)
initial plant state, b) responsible organisation and c) position with regard to initiating event. In our case, the
combination of a-c (from Figure 1) is [1,4,9]. This is because the initial operating mode is power operation,
the human actions take place after an initiating event and the operating organisation is responsible for the
activity. The relevant identification diagram for the main context is presented in Figure 2.
The main context helps to tailor the identification questions to suit better the situation, which leads to a
more realistic view on the effect of PICs and different phases of human performance (identification /
interpretation, decision making, manual activities or communication) on human reliability. An example of
the results is the Figure 4 and several tables that include factors affecting the each node in it, especially A83
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C. A matrix format enabled studying several consequence possibilities and the traits of each potential
ramification in a compact form. The tables were prepared separately for the identification (see Appendix
2), decision-making and manual actions, and they also included information about recovery.
3.2.1

Identification of the spurious signal (node A in Figure 3)

The principle of confusion matrix, presented in many references such as (Potash et al 1981 and Illman et al
1986) was used in the identification and in the modelling. The analysis group found out that the following
potential wrong identification / interpretation possibilities of the disturbance exist: 1) a small LOCA, 2) a
large LOCA, 3) a leak in the secondary circuit to the steam generator compartment 4) no sure
identification. Especially the cases 1 and 2 could lead to a real demand to the containment spray to start.
The closest alternative to which the confusion could take place is small LOCA. In the case that no real
identification is possible, the operator crews have to make decision under uncertainty (node B). The
indications and alarms seen in the control room are listed in the Table a in Appendix II for two cases: the
wrong YZ-signal (the case) and for a small LOCA. As seen, many of the symptoms are quite similar. A
complete table with all considered alternatives has been reported in Finnish.
Table b in Appendix II presents the most important PICs identified to affect the human performance in the
situation. The identification was based on thorough discussions amongst the members of the analysis team
and also post simulator-run interviews with the operators were used. The following PICs came up as the
most influential ones: I) staggered isolation of the containment following the spurious YZ-signal (MMI),
II) training biases, III) Missing procedures IV) plant working practices and culture (towards YZdisturbances), V) long operator experience. It also became evident that using the simulator may have led to
a small bias. This is due to the fact that leaks are often trained at simulator, which in turn may lead the
crews to suspect a leak more than in the real control room.
3.2.2

Decision making to stop the spray pump TQ (node B in Figure 3)

There always be small uncertainties in the identification of the situation. This is because of the similarity of
the symptoms, the fact that a protection signal has been launched and the crews have a faith to the plant
protection. The potential actions to be taken are, as identified by the analysis team: 1) stopping the
containment spray pump TQ, 2) stopping the pump and restoring the YZ-signals, 3) boration and fast cooldown (no pumps stopped) 4) starting more TQ pumps and 5) no actions.
Naturally, the decisions 1 and 2 inherently include the thinking model of a wrong signal. Similarly, 3 and 4
are based on a suspicion of a LOCA. Thus, the indications in the table a in Appendix II affect the situation.
However, there are other criteria for the crews in case of an uncertain situation: safety (operability of safety
related equipment and related major risks), economy (outage length, material damage), legitimacy
(procedures, safety culture) and potential other criteria. One has to notice that not all the plant crews
necessarily use all the criteria. A decision table was drawn for node B in the analysis (not attached).
The PICs affecting the decision-making performance are largely the same as for the identification of the
situation. Together with the fact that the identification and decision making were analysed together in the
quantitative assessment, no specific table is presented in the Appendix in English. To summarise, the
factors affecting the decision making are: I) the shift has used to make decisions (outside and in applying
the procedures), II) the operating organisation is used to work in the instrumentation cubicles and electric
switch-gear units if there is a need, III) the shifts have been affected by the LOCA-mindset at simulator
training and, IV) the more uncertain the situation is the more certain is the use of the generic EOP. In the
simulator runs, the amount of uncertainty in the decision making varied a great deal.
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3.2.3
Manual actions to stop the spray pump from the instrument cabinet (implicitly included in node B
in Figure 3)
Guide words including the possible wrong actions, their effects on the system, indications aiding a
recovery of a failure and other factors (comments) were used in the analysis of manual actions. Generally,
all the potential actions that could be rationally confused with the right alternative were taken into account.
Thus, the tool for identification and modelling became a kind of a confusion matrix for manual activities,
but also omitted actions may be included. Also the time dimension may be important from the recovery
point of view.
Stopping the TQ-pump takes place from the switchgear unit by applying operating instructions. The
operation takes place outside the control room and it is carried out by an electrician or a control room
technician. The manual action is carried out by first detaching a large instrument connector in the upper
part of the cubicle. Thereafter, one should press the 0-button in the cell, and the pump stop may be verified
based on the indication of its current intake. The connectors both for instrumentation and the electricity are
located slightly badly and, therefore, their detaching is not easy. There are other possibilities to do the
work a) opening the short circuit protection relay or b) operating the pump auxiliary relay directly. There is
an instruction for the operation, although finding it proved out to be difficult in the simulator runs.
An analysis of the manual actions gave little credit to non-detected hazardous human actions. Based on the
investigation by the analysis group, the factors favouring the success are training, experience and good
instructions. Negative factors are the task delegation (takes resources) and that the activity has to be taken
outside the control room. The potential failure modes and some related factors are presented in Table 1.
Table 1. Potential failure modes in manual actions in stopping the spray pump.
Action
1. Detachment of a correct
instrument connector and pressing
the 0-button of the cabinet
2. Detachment of a wrong
instrument connector and pressing
the 0-button of the cabinet
(correctly)

Effect
1. The spray pump stops

Indications
1.Pump indicates stop, the flow
rate is zero and the current
measurement indicates zero.
2. No changes in the flow rate and
current readings (see comments),
pump status not seen

Comments
Correct action (for comparison)

3. Detachment of both instrument
connectors and pressing the 0button of the cabinet (correctly)

3. The pump stops and the pump
status indication information
disappears in the control room

3.Pump indication not seen, the
flow rate is zero and the current
measurement indicates zero.

4. No action (or delayed action, i.e.
lasts more than 20 minutes)

4. The pump does not stop.

4. No changes in the flow rate,
current readings and pump status
(see comments).

In practice, leads to a
success. There are two
possible connectors.
In practice, the control
room should check the
situation all the time

5. As 1, but in wrong redundant
train *

5. This pump does not stop but
the automatic start of another one
becomes inoperable

5. No changes in the flow rate,
current readings and pump status
(see comments).

2. The pump does not stop, the
pump
status
indication
information disappears in the
control room

The pump stops when 0-button is
pressed but starts again when it is
released.
A
small
failure
probability.

No indications are obtained from
the wrong train! However, the
control room crew expects the
pump to stop!

* no double failures, e.g. wrong redundant train and wrong connector have been analysed due to low probability

In all studied cases in Table 1, a failure in the actions to stop the pump should be easy to notice (the person
was sent to do an urgent job). Thus, delays or other failure types are discovered soon. However, if the
status is checked just at the time the person presses the button in type 2, and he does it a long time, there is
a small probability of a continued pumping. Similarly, if the person has already detached the connector in
the wrong train in case 5, there is a small probability that the event remains latent.
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3.2.4
Identification of the state of the seal injection water system YD and related manual actions (node
C in Figure 3)
The condition check-up of the main circulation pump seal water system (YD) is a task, which is only
secondarily related to the primary YZ-disturbance. The staggered consequential functions of the
containment isolation make it necessary to repeatedly observe the plant status. The consequences and the
indications differ slightly depending on whether the signal comes through from the train 1 or 2 of the YZsystem. The obtained indications and the course of the events were described in the form of a discrete
timeline in the analysis (found in Pyy, 2000).
The analysis group identified a group of PICs that are important with regard to identifying the problem in
the YD-system. Such contextual factors are 1) the YD-isolation follows the first consequences with a lag 2)
it is extremely difficult to remember all the delayed consequences of the containment isolation 2) no good
procedures exist and 3) the obtained symptoms are not very explicit. However, lately, the training has
focused upon the main circulation pumps and their seal water system. The interviews with operators served
in confirming these findings. A complete table of PICs for node C is to be found in Pyy (2000).
Finally, the team noticed that the uncertainty dealing with decision making and manual actions was very
small, i.e. actions are straightforward, given that the YD isolation problem was identified.
3.2.5

Actions related to cooling the plant down (node D in Figure 3)

This activity was not analysed in a detailed manner. The reason for this was to be able to save resources for
the analysis of the nodes A-C, since this was merely an example of applying the FACE. Despite this fact,
the analysis team identified dependencies between the assumptions about the initiating event and the
decisions about how to start the shutdown. Among the first operations, one has to be able to open a
letdown line (TE) to be able to control the primary mass balance.
The operation to open a letdown valve is carried out so that a) the valve control card is replaced by a
manual control card and b) the control card is connected after the manual control card. By this way, one
valve may be opened/closed at the time without a need to restore the whole containment isolation. The
analysis team discussed the possibility to make wrong operations at the instrument cubicles. Among the
plausible failure mechanisms there are confusing the card or the cubicle. If a wrong valve is operated, the
consequences are very much target dependent. The worst identified consequences could take place in the
seal water system YD isolating it. However, this would require a) going to a wrong cubicle, b) choosing a
valve in a wrong position and c) operating it to close instead of opening. Other more likely wrong
operation types do not lead to grave consequences. Moreover, the control room would pick up quite
quickly that the deserved operation did not take place and start to find reasons for that.
The control room operators have been trained to take actions at the instrument cubicles by the
instrumentation maintenance. Factors improving the possibilities for a successful mission are increased by
the good instructions. Again, negative factors are the task delegation (takes scarce resources) and that the
activity has to be taken outside the control room.
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3.3

Screening and probabilistic modelling

3.3.1

Screening

The screening (phase III in FACE) mainly took place during the qualitative identification and modelling
phase. The screening criteria of FACE were taken into account by considering the consequences and
possibilities to recover from failures. The probabilistic dimension was taken into account implicitly by
considering the easiness to fail (e.g. would it require failing in several phases of action).
Further, in the probabilistic modelling phase, several events were combined in order to reach a practically
manageable modelling level representing a kind of screening.
3.3.2

Probabilistic evaluation

The probability evaluation is the phase V in FACE. The probabilistic modelling was based on the
representation principles used in the qualitative analysis and modelling (phase IV) presented in the
preceding Sections. The used matrices describe identified ramification possibilities in human performance
(acceptable and unacceptable ones), recovery possibilities of potential failures and contextual factors
(PICs) affecting the human performance.
In practice, the following line was followed in the work: a) the recovery probability was assessed together
with the failure probability in an integrated way, b) identification and decision making phases were
assessed together and c) the shares of each consequence of human actions were assessed after the overall
assessment. Actually, the human performance in the example is largely recovery of a technical fault (type
C in Section 2.2).
The integrated assessment of the probability of both failure and recovery made it possible to use the
Loviisa simulator runs as evidence. Generally, data for human reliability assessment is often easier to
collect for high abstraction level events than for decomposed sub-events. This is especially the case if we
attempt to make observations about real life situations.
After integrating nodes A and B in Figure 3, we thus obtain a probability model presented in Figure 4. An
unsuccessful cooling is not quantified. Thus, the task was to assess the probabilities of the following
events:
1.a
1.b
2.

The probability of not being able to stop the TQ-pump within 20 minutes from the
spurious signal (dominated by not being able to identify or to make a decision on time).
The probability of choosing a way of action aggravating the situation (commission
opportunity conditioned on 1.a)
Phase 2: the probability of opening/closing (depending on the launched YZ-train) the
YD-valves within 10 minutes
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1) Stop containment spray

2) Secure MCP seal water

0,82

0,98
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Core melt

1,76E-01
3,60E-03
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No stop

0,18

1 phase

0 min

Consequence
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3 phase
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Time, t

19 min

Figure 4. The quantified event tree model (compare to Figure 3).
The probability of not being able to stop the TQ-pump within 20 minutes from the spurious signal was
assessed based on the probability evaluation method presented in Appendix 1. The event is dominated by
not being able to identify the event or to make a decision on time. The manual actions were included
implicitly due to the fact that the time success criterion concerns the human actions as a whole, the
potential manual failures manifest themselves clearly, and they are easily recoverable.
The PIC variables Ci were based on the qualitative analysis presented earlier. The following variables
came up as important: time available, experience of the crews (known constant), training, procedures,
MMI (man-machine interface) and decision making/safety culture (see Appendix I b for scales). The model
allows to study the relevance of the variables and the sensitivity of the probability to changes in them.
The lowest (0.0001) and the highest (0.999) probability values were fixed based on the previous HRA
experience. They corresponded the lowest and highest value combinations of the variables Ci. Similarly,
the probability value corresponding the current situation was initially set to 0.08 following the views of the
analysis team. This corresponds roughly the situation, where one crew fails to stop the containment spray.
Also the multiplicative model in Holmberg & Pyy (2000) produced the same approximate result. The
values of the variables Ci, corresponding the current situation, where then identified (see Appendix 1b).
After this initial calibration, the experts of the analysis team evaluated the probabilities corresponding 30
other combinations of the variables. This was enough to be able to estimate the correlation parameters of
the logistic regression (weights wi) based on maximum likelihood principle. Also verbal descriptions were
added to the evaluations to support them by add-on information. The combination of the evaluations took
place by geometric averaging the expert judgements. The result, however, was rather insensitive to the
combination principles, since there were no major contradictions between the individual judgements.
The resulting logit-correlation is presented below in (1). Its properties are discussed more in Appendix I c.

p=

e 2.67 −0.057*C1 −0.44*C3 −0.61*C4 −0.30*C5 −0.46*C6
1 + e 2.67 −0.057*C1 −0.44*C3 −0.61*C4 −0.30*C5 −0.46*C6

(1)

According to the result, all the independent variables Ci were significant and could be used to assess the
probability of human failure. Especially the time available and the procedures were important ones. Also
the working practices and safety culture appeared to be rather important.
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The logistic regression applies satisfactorily to the given judgmental data, as shown by some selected fir
parameters in Appendix 1 c. This result is surprisingly good due to that: 1) the combination is linear
whereas some relationships between the variables may be in reality non-linear , 2) class variables were
used and 3) expert judgement was used instead of large experimental data sets. The model gives reasonable
results between the maximum and minimum ranges of the variables, shown in Appendix I b.
The current situation in Loviisa is thus: C1=20 min, C2=(constant) 3, C3=1, C4=1, C5=2 ja C6=3, p1a=0,18.
This probability is more than double the initial estimate, which is due to maximum-likelihood fitting of a
logit-regression to all the values. This higher probability estimate is supported by the complementary
simulator runs with all the crews of the power plant. Together two out of twelve crews failed to stop the
TQ pump in the given time. Also a lognormal distribution may be fitted to the times obtained from the
simulator, although the fit is not perfect, producing only a marginally lower estimate. This shows that the
probability of failing human actions is not negligible.
3.3.3

The probability of choosing a way of action aggravating the situation

The original aim of the method development was to find a way to analyse the so-called EoCs in the context
of HRA. In the earlier sections, the discussion was extended to cover all the COs, of which the most
relevant ones from safety point of view are those aggravating a scenario. The aggravating actions are in our
case those, where more TQ-pumps are started. This has to do with a strong suspicion a LOCA event. The
aggravating actions are implicitly included in the overall probability p1a=0,18.
The evaluation of the share of the aggravating actions was carried out as a proportional expert judgement
exercise of the analysis team. Also qualitative reasoning and evidence behind the judgement was asked.
The probability evaluations varied between 1 E-3 and 0.02 producing a conditioned geometric average of
(p1b  p1a)= 0.011 (not shown in explicitly). Thus, for the aggravating scenarios of starting more TQ-pumps,
we obtain:
P1b= 0.18*0.011=2 E-3.
3.3.4

(2)

The probability of opening/closing the YD-valves within 10 minutes.

In this case, decision making is not in a key position. This is due to the fact that after an identification the
manual actions are quite straightforward and well known to the operating crew. Thus, identifying the
problem in due time is important coupled with fast manual actions. Based on this, time-reliability
correlation is a feasible model for reliability of the operating crew actions.
Two simulator runs were first used as evidence for the time-reliability curve, and since the second one of
the was not a clear success to restore the YD-system on time, the first estimate was 0,5. The analysis team
found this very pessimistic, which was confirmed by the additional simulator exercises. The following lognormal curve could be fitted in the data:
T2~ Lognorm (1,51; 0,38), with the following characteristics: E=4,9 min, Mode=3,8 min, Stdev = 1,93.
Based on this data, the probability of failing in human actions related to YD-isolation is: P(T2<10 min)=
0.02. The analysis team also discussed means to improve the situation. It is evident that education and
training about YD-feed and the staggered isolation of the containment is the best way to improve the
situation.
Also fitting a logistic regression would have been possible for handling the YD-problem. However, this
was not done in order to save time and to show that there are alternate modelling possibilities. Finally,
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time-reliability correlations are well suited models given the level of data available. Before using them,
however, one has to analyse the situation carefully to check their feasibility.
4.

CONCLUSIONS

The development and the application example of FACE shows that it is possible to build an approach
applicable to both qualitative and quantitative human reliability analysis. The application produced
interesting facts that may be used to support training, plant back-fittings, instructions and safety analysis.
The probability of failing balancing actions in the analysed case is considerable, but the actions
aggravating situation have a very low probability. Nevertheless, the probability of external vessel spraying
is not negligible in consequence of a faulty protection signal.
FACE must be regarded more as a framework than a rigid method. This is despite the fact that an
application example with details is shown. However, there may be cases where FACE is applied to a
comprehensive analysis of human reliability rather than to a single scenario or event. The framework
includes many contexts and an open amount of potential factors (PICs) affecting human performance and
directs an analyst to take them into account. This makes the analysis naturally more extensive. The
probabilistic analysis may be conducted on a detailed or on a high level. This is dependent on the available
data, too. In all cases, expert judgement will be required to support quantitative assessments.
Generally, HRA methods should be generic rather than developed for events such as ‘commission errors’
only. This is the only way to ensure that the analysis becomes consistent and comprehensive. Application
of the HRA methods should include multidisciplinary features due to the interdisciplinary nature of the
problems studied.
Finally, HRA should not only be performed standalone but it has to take into account the importance of the
human actions based on the PSA modelling framework. This is often lacking in HRA of today. Human
actions may have a large positive effect on safety, too. Emphasising this may improve the acceptability of
HRA as a whole.
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APPENDIX I

a) Logit quantification model

Logistic regression (logit transformation) is a widely used technique to model a regression of a number of
factors with known upper and lower bounds. In the probability applications, those limits are 0 and 1
leading to the formula (1-1). The underlying model of probability is binomial - certain factors have
influence on the probability of outcome, the set of possible outcomes being dual.
A logistic regression on a random variable puhf may be based on the equation 4:
n

∑wi Ci + C0

puhf =

ei =1

n

∑wi Ci +C0
1 + ei =1

(1-1)

,in which C0 is in our case a constant, C1, .... , Cn are PIC factors that influence the probability and w1, .... ,
wn. are their weights.
As shown in Figure 1-1, the first phase for the multifactor logit quantification is to classify the case into the
basic types A-C. The next phase is to define the PICs (mostly the Cis stem from the identified important
PICs) and the measures or indicators that describe them.

M u ltif a c to r lo g it m o d e l
c h o s e n - s e p a ra te ly f o r
p h f a n d p re c

C h e c k th e c a s e (A , B o r
C ) a n d u s e th e
a p p r o p ria te fo r m o f P IC s
(C i)?

P la n yo u r d a ta c o lle c tio n
w ith e x p e rts
( e x p e rim e n ta l d e s ig n )tra in e x p e rts

C a lc u la te th e c o r re la tio n
p a r a m e te rs fo r v a rio u s
P IC s

S e t th e lim its to
p a ra m e te r s a a n d b
(d e fa u lt 0 a n d 1 ) if
n e c e s s a r y. U s e p la n t
d a ta

E lic it d a ta o n v a rio u s
c o m b in a tio n s o f P IC s
a n d th e p r o b a b ility o f
h u m a n fa ilu re e v e n t

T e s t th e v a r ia b le
s ig n if ic a n c e

U s e p la n t o r g e n e ric
d a ta , if a v a ila b le , to
a n c h o r th e q u a n tif ic a tio n
to re a lity, u s e s o m e
e x a m p le c a lc u la tio n s

C o m b in e th e in d iv id u a l
e x p e r t ju d g e m e n ts

C a lc u la te th e
p r o b a b ilitie s

Figure 1-1. Multiple factor (PICs) logit quantification model flow chart.

92

NEA/CSNI/R(2002)3
After the PICs and their indicators have been defined, it is time calibrate the logit model. In the generic
probability case, as in formula 1-1, they are 0 and 1. Next, plant or generic data should be collected to
support quantification of PIC effect. This data may be used to aid expert judgement elicitation. If there are
cases with known combination of variables (e.g. probabilities collected for some specific maintenance
error or human action on simulator with separately defined PICs), they should be used as calibration data.
The next step is to select the expert team and design the elicitation of data to obtain a sufficient amount of
data points for the regression model. If 5-6 variables are used, this normally requires more than 20 data
points to obtain a reasonable confidence for the parameters wi and C0. Generally, it is desirable to use more
than one expert. The experts should preferably represent different disciplines in order to get more views
about the topic.
The idea is to then elicit directly probabilities for certain combinations of PIC factors Ci with calibrated
upper and lower bounds. For example, if class variables are used, e.g. Ci ∈ [1,2,3,4,5], a typical question is
to assess a probability for variable levels C1=1, C2=2, C3=5, C4=5, C5=1 and so on. Direct probability
judgement deserves expert training e.g. in probability concept. Combination of different assessment is
planned e.g. to take place by averaging.
The calculation of the correlation parameters wi and C0 takes place by using maximum likelihood
principles. Then, significance testing is carried out to find out the relevance of the variables. The
uncertainty in the parameters is obtained in an integrated way via fitting the parameters wi and C0. Most
software packages also calculate directly the 90 % uncertainty interval. The model allows for maximum
likelihood fitting of the model parameters and statistical testing of the significance of the variables.
APPENDIX I
1.a

b) used variables in the logit-model of the example
What is the probability that the personnel makes the decision to stop the containment
spray pump (after a successful identification or under uncertainty) and carries out the
required actions in the available time

Independent factors (Ci):
I) time available [0 min, PLQ ±LQSUDFWLFH>PLQPLQ@±ZKHUHPLQXWHVLVWKHVKRUWHVW
possible time to be able to carry out the manual operations and 60 min would mean that the
operators do not see it necessary to stop the. Current calculated (slightly conservative)
conditions: 20 min.
II) crew average experience [0 – 4] corresponding [0 y – 20 y], 0 years = new operators - 20 y =
the most experienced operators. Current situation = 15 y or 3 (used as a constant in
calculations)
III) training [0 – 4], 0 = no training on this or similar disturbances, 2 = trained once in 3-5 years,
4 = repeated once per years (and just similar). Current situation: 1.
IV) procedures [0 – 4], where 0 = no procedures, 2= procedures exist but, e.g. they are very
general, 4 = perfect detailed procedures with a tree structure etc. for the disturbance. Current
situation: 1.
V) man-machine interaction (including ergonomics) [0 – 4], 0 = analogous displays and plotters
(control room of 60s), 2= Current hybrid control room, 4 = current + large displays and
intelligent alarms. Current situation: 2.
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VI) working and decision making practices (safety culture, analysis capability and decision
making capability) [0 – 4], 0 = no decision making capability / analysis of safety situation /
independent action culture outside the procedures (”robots”), 2= a limited analysis and
decision making culture to deviate from procedures in abnormal situations (if the situation
requires), 4 = questioning culture and capability to difficult decisions in cases where the
situation requires (but also correct respect to the procedures). Current situation: 3.

APPENDIX I

c) Some properties of the logit-quantification model of the example
R

R Square

Model
1

.855

.731

DurbinWatson
Sig. F
Change
.000(<1e-3) 1.581

F

Sig.

14.123

<1e-3

Predictors: (Constant), VAR00006, VAR00003, VAR00005, VAR00004, VAR00001
Dependent Variable: VAR00007
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APPENDIX II a) Identification of the spurious start of containment spray – symptoms
Process
behaviour
and
indications
Disturbance

Spurious
start of spray
from a YZsignal

Primary circuit and the containment (reactor
operator’s domain)
First minutes (t<550
s)
LYP (level in
pressuriser) not lower
than 2,6 m (at any
moment)
PYP (pressure in
pressuriser) more than
110 bar (at any
moment)

Small
LOCA*

LYP (level in
pressuriser) lower than
2,6 m (HPSI starts at
level 1,4 m)
PYP < 110 bar, but not
lower than 100 bar

Process behaviour
and indications:
Disturbance
Spurious start of
spray from a YZsignal

Small LOCA*

Secondary and electrical systems (turbine operator’s
domain)

YZ-panels

Later (t>550 s)

First minutes (t<550 s)

Later (t>550 s)

First minutes (t<550 s)

Later (t>550 s)

Containment upper plenum
pressure less than 1,18 bar
Other primary parameters
stabilise to the normal
values of natural
circulation (mass balance,
pressure, temperatures)
Note: pressure and
temperature elevated in the
main circulation pump seal
water system YD.

pRA (steam lines) ≈42-47 bar
LYB (steam generators) ≈ 2,1 m
Feedwater in operation and flow exists
PYB normal and steam line isolation
valves OK
Turbine trips, connection to grid
available

As during the
first minutes (see
EOP number 533)
– secondary
circuit stabile all
the time

MALKA panel (reactor operator
sees signals): YZ 21, 22, 26, 27,
32, 33, 34, 35, YZ 31, YZ31,
YZ31, YZ31 (possibly YZ36)
YZ-panel: based on the lights,
one may deduce the signals that
have come trough and the signals
that will come through (shows the
logic); the status will change all
the time.

The isolation
signal of the seal
water system YD
off – the YD
system may be
restored

Containment upper plenum
pressure likely less than
1,18 bar

pRA (steam lines) ≈42-47 bar
LYB (steam generators) ≈ 2,1 m
Feedwater in operation and flow exists
PYB normal and steam line isolation
valves OK
Turbine trips, connection to grid
available

Parameters stabilise quite
likely – it may be difficult
to completely exclude
small LOCA!

Later on,
indications are
dependent on the
actions taken
Secondary circuit
stabile all the time

Safety system status
First minutes (t<550 s)
Containment spray pump (TQ11D01) on (YZ signal, no
manual stop) – YZ23 stops the pump occasionally (low
containment pressure, p<0,992)
LPSI pump (TH11D01) on (YZ signal, no manual stop)
Boron pumps TB11/21D01 and TB12D01 on (YZ
signal)
No start of HPSI system TJ
Emergency feedwater system RL92/93 starts

Later (t>550 s)
Containment spray pump stops
occasionally ( YZ23 low containment
pressure, p<0,992)

HPSI pumps TJ11/21D012 start (may be stopped after
the level LYP reaches again 1,4 m)
Emergency feedwater system RL92/93 may start after
fast shutdown of reactor

Note: a small LOCA should not lead
to containment spray start, especially
when HPSI has not started (LOCA
must be really small)!

TH make-up water accumulators do
not inject water to reactors

MALKA-panel: YZ 24
YZ-panel: YZ24 and related
functions
Turbine will trip from the power
level difference – the reactor will
obviously stay on power

Note: there are
delays and
staggered signals
in the plant
protection system
YZ
Note: in other
disturbances, the
power level
difference signal
gets masked by
other signals!!

Auxiliary system status
First minutes (t<550 s)
Make-up water pumps TK5153D01 start from LYP
Cooling systems VF11D01 and
TF11D01start and non-safety
related components are isolated
from the systems

Later (t>550 s)
Make-up water pumps
TK51-53D01 stop after
the set level is reached
again

HPSI pumps not on
Make-up water pumps TK5153D01 start from LYP

Other analysed identification possibilities were: large LOCA, feedwater leak in steam generator compartment and no identification.

Make-up water pumps
TK51-53D01 do not stop
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APPENDIX II b) The factors affecting to identifying the spurious YZ-signal correctly (corresponding tables were drawn for e.g. decision
making and manual actions).
The guidance & history
Training
There has been a lot of training about LOCAs but no training on spurious YZ-signals*
Training has been given about: TQ-starts (correct demand), o-redundant spurious signals (1991), restoring
containment isolation, faults in electronic cards. Notice, however, that the simulator has its limitations in rehearsing
that kind of things (more or less demonstrations).
Experienced disturbances in YZ-system have not been gone through systematically
Expectation: on simulator, the situation is normally a LOCA, how would the guys act in a real control room?
Even a shift supervisor could lead to a fixation by announcing: ”this is a small LOCA”
Written instructions/procedures
The generic instruction of the emergencies (533) may be used – first, it’s A-part has to be checked including the state
of the plant protection (YZ) – the A-part has been helpful in the simulator runs*
There is no EOP, neither for a spurious YZ-signal nor for the spurious start of a TQ-pump (in TQ operating
instructions, there is a mention about possibility of a spurious start with no instruction about what to do
The procedure coverage is limited and their use in complex disturbances is clumsy*
Experience, familiarity of the situation, past cases
There is a quite good view about which kind of process conditions lead to a specified YZ-signal, and about what the
YZ-panel should look like in such a case
There have been some spurious YZ-signals but no systematic experience
YZ-tests are carried out every week, which increases system know-how
Plant practices / culture
The working practices improve the chances to notice a spurious signal that too strict procedure obedience (compare
Belleville case in 1998 with bad procedures) – a questioning attitude is a part of safety culture
If the situation is unclear, one has to ensure critical safety functions (procedure 533)
There have been views like: ”YZ-system ia very reliable, if it starts it will not fail ” *
also producing electricity is important – practices may differ on simulator and in the real control room. For example,
it would require more consideration in the control room before starting to act against a YZ-signal*
Organisation of task and team co-operation
Task delegation and working practices
There is no fixed delegation of duties in shifts – practices differ a great deal. This may cause problems when people
go to a different crew
Time windows
0-19 before pressure vessel external spraying takes place
Lay-out
The disturbance causes symptoms in different parts of the control room, which causes problems
Co-operation and communication
In real control room, more timer would obviously be spent on telephone*

Information context and control
MMI, process information, alarms
See table before for all the different indications
The timing of the indications is important – it is difficult to follow-up the staggered order of the isolations*
Process computer alarms come as a list (first/second priority and primary/secondary circuit) – otherwise the control
room lay-out is clear. Need for alarms like ”inadvertent YZ-signal” *
Check-ups
See procedures
Other factors
Initial situation
Power operation, 100 %
Process and system dependencies
There is a natural dependence between the primary and secondary circuits and between the pumping cold water into
the containment and its pressure etc. It is even more important to understand the staggered isolation of the
containment.
Degrees of freedom in human actions
If the correct identification does not take place, the actions may take an alternate course. Also the degree to which the
containment isolation is restored may vary
Faults
Fault in the YZ-system starts the whole sequence
Complexity of the situation
The situation is actually not very complex, but a spurious YZ-signal and its staggered consequences may lead to
surprises
Other contextual factors
See telephone under communication

GENERAL OBSERVATIONS:
Large screen displays for shut-down and start-up together with some task oriented displays might be useful
Training emphasises that is one does not know what to do, one should not do anything
It may be more important to draft a guideline for checking the signals and their pre-conditions and to draft
procedures for isolated YZ-disturbances
* came most clearly up in the post simulator run discussions
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Methodological Validation of MERMOS by 160 analyses Presented by Pierre Le Bot, Electricité de
France
Pierre LE BOT, Electricité de France, R&D Division, Safety and Reliability Branch
Françoise Ruiz, Electricité de France, Basic Design Department, Operation and Control
ABSTRACT
Electricité de France has developed MERMOS, a new PHRA method for the probabilistic safety
assessment of the N4 1450MW units, the most recent type of French reactors with a computerised control
room. The distinctive feature of Ed’s PSAs is that they are carried out on a set of identical units. Two
facilities have N4-type units with a computerised control room, Chooz and Civaux, each with two units.
A set of validation actions marked the development of the MERMOS method, and its subsequent
application in the frame of the N4 PSA in which 160 MERMOS analyses were performed. These
validation actions revolve around two axes which are, on the one hand, the theoretic validation of the
method, i.e. its scientific validation, and, on the other hand, its industrial validation.
SCIENTIFIC VALIDATION OF THE MERMOS METHOD
During the development of the method, its scientific validation was the subject of a review carried out
through an international collaboration. From the outset of the MERMOS project, collaboration was
considered with specialists in the field outside of EdF. A call for tender was sent out to international
experts. The company SAIC was chosen for the participation of Susan Cooper (consultant proposed by
SAIC) in the development of ATHEANA4, and the participation of Ed Dougherty (SAIC consultant at that
time), a world renowned expert.
One of the main objectives of this collaboration was to collect as the work progressed the remarks and
suggestions of specialists in the field to ensure the validity of the orientations taken in MERMOS. Owing
to the difficulty of such a long distance collaboration, which required a considerable effort of translation of
documentation, the review undertaken by SAIC was completed in January 1998, the essential principle and
concepts being already defined by that time. The main recommendations in rank of importance as defined
by SAIC under index A of the implementation guide are as follows:
13. carry on work on the CICA concept,
14. improve and simplify the quantification process (add situation features related to the
installation (e.g.: control-command failures, unusual behaviour of the unit, ...), possibly
define a scale of probabilities for the CICAs, identify potential experts),
15. supply more definitions of the terms, and produce them when the terms are introduced,
16. add examples of analyses, and illustrations of the terms defined,
Work on MERMOS has been going on since early 1998, and today, in 2001, the MERMOS method has
reached a stage where:
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The CICA concept has been refined and illustrated, namely through the analysis of
actual incidents or accidents such as TMI. The case of TMI was presented at the
PSA99 conference in August 1999: to perform this analysis we developed
MONACOS, a method of retrospective analysis based on MERMOS [8].
Today the identification of failure scenarios includes a systematic review of
information, the absence or erroneous nature of which is likely to contribute to a
situation in terms of MERMOS.
The concepts developed for MERMOS have been defined and illustrated in the
documents on the method.
A great number of examples of analyses have been added and the terms used have
been illustrated in the justification of the method.
It is to be noted that the recommendations were formulated on the clarification and illustration of the
concepts developed for MERMOS, and that these new concepts were favourably received by the SAIC
experts.
At EdF, the theoretic validation relied on a review by experts and the follow up of the in-house quality
process. To make the method more user-friendly to the analysts, it had been decided to develop and to
extend a data base of entire analyses of standard missions, selected for their representativity of the HF
missions as a whole as modelled in the N4 PSA. This data base being an integral part of the method, the
content of the analyses was reviewed for validation by an instructor and a specialist in operation and
regulations. It seemed to them that the analyses described a plausible situations, even though some rare
scenarios were greatly modified. It is to be noted that this data base was later used to store and share all
the analyses. These actions of validation by PHRA experts and emergency operation (prescribed or actual)
and reliability experts were complemented by actions linked to EdF’s in-house release process of
documents related to the method. Indeed, each of these documents was widely pre-released, and modified
or enriched according to our quality process by taking into account the remarks received as feedback.
Congresses being privileged places for encounters and exchanges with the international PHRA community,
in order to expose our work to remarks, criticism and suggestions from the outset, MERMOS was
presented in different congresses at various stages of its development. To this day, MERMOS has been
presented in its different phases in four international congresses (ESREL 1998 [1], PSA 1999 [7] [8] [9],
PSAM 1998 [5] [6] and 2000 [11],) and two French congresses (SELF 1999 [9] , λµ 1999 [4]): models and
concepts, methodology, implementation of the method.
Beyond congresses, the MERMOS team was invited to participate in workshops on the theme of human
performance (OECD [1] and INEEL workshop [3]), and an article on the background and development of
the method and concepts produced was published in the RGN journal [2]. Feedback on this article reflected
the scientific interest shown for the method. EdF has collaborated to the work of the OECD’s PWG5 group
on commission errors. This participation was an occasion for EdF to present MERMOS to the panel of
international experts gathering the greater part of PHRA world experts, and to describe the method in the
final report.
Experts of IPSN, the French safety authority, were regularly informed of the method’s progress. These
presentations were enriched by casual exchanges on the occasion of congresses in which IPSN experts also
participated. IPSN noted the significant "conceptual jump" which MERMOS represents.

98

NEA/CSNI/R(2002)3
Industrial Validation of the MERMOS METHOD
The different elements presented above support the theoretic and scientific validity of the method, but do
not place themselves from the industrial viewpoint. From this viewpoint, one must check that the method
answers the needs of the business in the context of its implementation. This verification revolves around
two themes: on the one hand the applicability of the method, and on the other hand the relevance of the
results obtained.
Applicability of the method
Application of the MERMOS method in the framework of the N4 unit started with handicaps from the
outset. Not only was the method very new to analysts, but it was also its first application, and, moreover,
on a unit type which had not been studied as yet from a PSA point of view. Of course corrections were
brought to the method in the course of its application and improvements are still underway taking into
account this experience feedback. By now, the difficulties which arose in the course of the application of
the method to the N4 unit type have all been dealt with at the methodological level through additions
brought to the application guide, namely concerning disjointed scenarios or dependencies between HF
missions.
Moreover, the probabilities obtained up to now are consistent with the results of other methods and the
expected figures ; it should be noted that the method does not limit artificially the probabilities obtained.
Given the quantification principle of MERMOS, this result could not be taken for granted. The failure
probability of a mission is the sum of probabilities of the failure scenarios imagined by the analysts. The
probability of occurrence of each failure scenario is the product of its constituent elements (situation
features, CICAs), plus the residual probability, which is a minimal conservative value covering scenarios
the analysts did not imagine (see box below). Only this residual probability predetermines the values of the
probability of failure of a mission by a minimum of 10-5, knowing there is neither a methodological
limitation of the number of scenarios for a mission, nor of the number of elements of a scenario (number
of CICAs, number of situation features). Another advantage of MERMOS is that the final quantification
value does not rely on a single numerical value and, therefore, a "cliff" effect due to the modification of
one of the quantification parameters is lesser.
⇒ what is the probability of occurrence of a HF mission
P (mission failure) = Σ P

failure ?

+
scenario i
i {identified scenarios}

P

residual

⇒ what is the probability of occurrence of a scenario ?
P

scenario

with P

=P

sc/CICAs

CICAs/situation

and P

situation

.P

CICAs/situation

.P

situation

=Π P

CICA i/situation
i {identified CICAs}

=Π P

situation feature i
i {identified situation features}

each P ∈ { 0.01, 0.1, 0.3, 0.9, 1} or is given by data (QTF)
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As with previous methods, the values obtained range between 10-5 and 1, with no clustering around any
specific values.
It is to be noted that this first application of MERMOS to the N4 unit confirmed that a certain level of
expertise in prescribed and actual (or simulated) emergency operation, or in normal operation, is not
only necessary to perform the analyses, but ensures their validity as well.
If MERMOS is a PHRA method, therefore predictive, based on failure, the model of emergency operation
and the concepts cover a much broader field of validity. They were taken up in the MONACOS method,
namely for the retrospective analysis of actual accidents/incidents such as TMI [3]. On the one hand,
analyses were possible using the frame of MERMOS, and on the other hand, they supplied interesting
elements on the understanding of emergency operation, and namely on the logic of this operation. Thus,
the frame of analysis offered by MERMOS makes it possible to structure the experience feedback of actual
emergency operation and to model it.
Finally MERMOS was the subject of various in-house EdF reviews in the framework of the N4 project.
The limits of the method identified come from the cost overrun due to the quality of the required analyses
(see box below), the PHRA discipline, and organisational choices in the N4 PSA project; no technical
point is a hurdle today. Moreover, the strong points of the methods are acknowledged, in particular:
− the systemic perspective of the approach,
− the realism of the modelling,
− the applicability of the method both in terms of usability and cost,
− the richness of the analysis,
− the traceability of the analyses.
MAXIMUM COST OF THE METHOD
−

standard mission (first analysis):

4 man x day

−

mission reusing a standard mission:

1 man x day

==>
−
−

in average:
collection of data and description of the mission:

quantification

1 man x day
(FH06 : idem)
1 man x day
(FH06: 1 hour)

Approximate cost of analyses (FH06 is the previous EdF method)
(remark: this cost should drop with the reuse of the application experience for the N4)
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Industrial relevance of the results
The use of MERMOS for EdF’s PSA requires that the results be consistent with those yielded by the
application of previous PHRA methods. The first results obtained with MERMOS were compared with
those obtained with the PHRA method applied to the 1300MW (FH06) when possible (similarity of
functional hypotheses). This led to compare some sixty "reasonably" comparable missions (see box
below). In each case, their similarity or difference was accounted for.
Correlation of failure probabilities of 63 comparable missions
1,E+00

1,E-01

N4

1,E-02

1,E-03

1,E-04

1,E-05

1,E-06
1,E-06

1,E-05

1,E-04

1,E-03

1,E-02

1,E-01

1,E+00

1300

Analysis of the rating of values showed a good correlation between the N4 and the 1300MW (Spearman
coefficient). The 21 missions showing a significant gap (in excess of a decade) were compared in detail. In
each case the quantification gap was traced to one of the following reasons:
− Evolution of the PSA hypotheses.
− Taking account of experience feedback: for instance, a recent incident within the EdF park
showed that the vapour of a breach inside the containment barrier could erroneously trigger
off a fire alarm. This new knowledge was taken into account in the N4 unit by imagining
failure scenarios of the handling of a breach in which operation would be wrongly oriented
toward the handling of a fire.
− Features of computerised operation: the management of regulations has been improved.
This comparison made it also possible to notice faults due to the lack of homogeneity in the quantification
of analyses of similar missions: this difficulty had already been noted and remedies were put in place.
These remedies are:
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− The creation of a sharable database for N4 missions based on the database of standard
missions.
− The cross-checking of the consistency of the analyses through harmonisation meetings all
along the project.
− An increased effort toward the traceability of analyses, more specifically with respect to
quantification.
CONTRIBUTIONS OF THE METHOD
In-house reviews of the method brought out the following contributions:
− Taking account of the reality of operation: the models of the previous methods, in which
operators are considered as a source of errors and safety engineers as a recovery factor, were
avoided.
− Realistic characterisation of the failure of missions: MERMOS analyses take into account a
broader range of failure causes. The clarification of failure scenarios enriches qualitatively
the PHRA analyses where subtle elements of the knowledge of emergency operation can be
taken into account.
− Universality of the method: on the one hand, the method can be applied to the omission of an
action as well as to a commission error. On the other hand, in the end it integrates none of the
features intrinsic to the plant type studied. The features are taken into account in the analyses
produced. The method is, therefore, applicable to other type of control rooms or reactor .
Thus, in the future, EdF will have the possibility to use a single method for the analysis of
emergency operation.
− Taking account of the required operation: the norm of the failure is defined with respect to
what is required functionally, and not with respect to what is prescribed by the procedures.
Without putting into question the essential nature of the procedures, which is reaffirmed, the
room for manoeuvre available to the team in the implementation of these procedures is taken
into account. Instead of focusing on the errors made in the application of the procedures, the
analysis concentrates on the effective result of any operations consistent with the procedures.
− Taking account of the collective and the interactivity with the procedures and interface: the
systemic approach of MERMOS, which considers the operation system as a whole, makes it
possible to valorise the collective operation of the team and the redundancies produced by
the procedures and interface. More specifically, it makes it possible to restrict the
consideration of individual operation errors to elements of a situation which cannot account
on their own for the failure, considering the recoveries by the crew, the procedures or the
interface.
− A deeper knowledge of operation: MERMOS requires an in-depth upstream functional
analysis (functional objective of the mission, criteria for success, definition of the time period
within which the mission is functionally required, where it can be deemed to be necessary in
the control room, or considered as necessary by the procedures, handling to be attempted or
avoided etc.). Therefore the work has a potential positive side products, for instance
concerning the improvement of procedures.
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− The sharing of knowledge: the description of failure scenarios makes it possible to take the
best advantage of the knowledge of emergency operation, even if restricted to operation
failure. In this respect the data base of MERMOS missions will constitute for EdF a precious
HF knowledge base on emergency operation. One of the first gains will be the reuse of this
knowledge in the next PHRA with MERMOS.
One of the major contributions of MERMOS is that its principle is not based on the error mechanisms.
Fundamentally this comes to take into account the risk inherent to the human operation of a hazardous
industrial facility. It is not necessary to invoke a human failure to explain the risk: emergency operation is
intrinsically hazardous, even if its failure probability is low. In the absence of a taxonomy of human errors,
MERMOS is not much concerned with the problem of commission errors. In the implementation of
MERMOS, this problem consists of two stages. First the failure modes resulting from the deterioration of
a situation due to operators are dealt with by the functional analysis of post-initiator situations where the
inappropriate shut off of a safety function by the operating system (crew + procedures + interface) is
systematically considered. In these cases, a FH mission required to "maintain" the function is defined. It is
to be noted that the functional analysis of the N4 carried out according to the AQS (Analyse Qualitative
des Séquences/ Qualitative Analysis of Sequences) method has brought out few FH missions of this type
almost exclusively related to maintaining the functioning of the Safety Injection (SI) in the situation of a
low water inventory (following a breach for instance).
The following subjects are dealt with in the same mission:
− the necessity to start up the SI after it has been erroneously shut off (individual error of an
operator or equipment failure),
− the necessity to start it up if it hasn’t started automatically,
− the necessity not to deliberately stop it while it is in operation.
At any rate the failure scenarios will rest on a rational operation of the system that decides on the nonnecessity of the SI and shuts it off if it is in operation, or does not start it up if it is shut off. In fact all the
failure scenarios take into account operations of this type, deliberate and consistent, but leading to failure.
In that sense one can also say that all the failure scenarios of MERMOS rest on a "commission" error since
they are based on a rational intention leading to failure.
Finally, as mentioned earlier, MERMOS makes it possible to take into account subtle differences in the
definition of the missions. A complete MERMOS analysis is attached in the appendix, followed by the
same analysis for a similar HF mission where only the required time of action is modified. One sees how
each scenario can be taken in its detail from the previous analysis to modify it according to this single
difference. One sees how the details of each scenario from the previous analysis can be reviewed in light of
this single difference and modified as needed Thus, one can account qualitatively for the difference in the
quantification of both scenarios. This flexibility of MERMOS was used in the same PSA. Another
promising potential use would be to take into account plant systems modifications on a given reactor
(subtle quantification of the impact of a material modification). More broadly, EdF is considering with
EPRI to study the feasibility of taking into account organisational elements through their impact on
situation features and their probability. The interest of this is to assess through the PSA the impact of an
organisational change on the safety of post-emergency operation.
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Conclusion
No objective and universal criterion is available to this day to assess a PHRA method, and validation must
still be performed case by case based on criteria which remain to be defined with respect to the objective of
the implementation of the method. This PHRA feature, already highlighted in the conclusions of the
benchmark performed at ISPRA in 1989 [12], is still very true today: “ Where the HF-RBE (Human Factor
Reliability Benchmark Exercise) failed is in establishing consensus procedures and methods. From the
results and discussions it appears that human reliability analysis is still rather an art than a science and it
is too early to try to specify preferred ways of performing the analysis ... ”.
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Abstract
Applications and evaluations of the methods proposed for treating errors of commission (EOCs) are a
priority for the resolution of this important issue for HRA and PSA today. This paper presents a pilot study
performed for a Swiss nuclear power plant, with the goals of a) evaluating PSI’s Commission Errors
Search and Assessment (CESA) method for identifying potential EoC situations, and b) obtaining an
estimate of the potential risk significance of the analysed EoCs.
The CESA identification process is explicitly based on a catalogue of key actions required in the responses
to the plant events. This catalogue is then used in a systematic search of context-action combinations, to
obtain a set of EoC situations to be examined in detail.
The results show that PSI’s identification method is feasible and effective: it is able to identify plausible
situations in which EOCs may occur. A preliminary quantification of four of these has been performed;
the analyses so far show that the situations identified in the pilot study deserve careful consideration.
Although the identification approach in CESA covers a subset of EOC types, the demonstration of PSI’s
method in the pilot study and the resulting identification of EOC cases are encouraging in terms of
progress on the issue of EOCs.
1.

Introduction

1.1

Errors of Commission

One of the earliest references to errors of omission (EOOs) and errors of commission (EOCs) is the draft of
the THERP method [Swain & Guttmann, 1980]. The distinction between these types of errors is tied to the
“classical” model of accident sequences in probabilistic safety assessments (PSAs). EOOs refer to the
failure to perform a system-required task whereas EOCs refer to the incorrect performance of such a task
or the performance of an extraneous task with the potential to contribute to some system-defined failure.
The errors defined in this way refer explicitly to system-required tasks and system failures. A more
generally used and practically equivalent definition defines EOCs as any inappropriate actions that
aggravate the scenario.
Although the errors included in these two types are in principle complete, the primary focus in current
PSAs is placed on those sequences of hardware failures and/or EOOs that lead to unsafe system states.
Although EOCs can be treated when identified, a systematic and comprehensive treatment of EOC
opportunities remains outside the scope of PSAs and PSA requirements. First, such a treatment could
potentially add numerous scenarios that are not in the “nominal” accident sequence model (the current
sequence model consisting mainly of hardware failures and EOOs). Second, the methods for
systematically identifying and analysing EOCs are only becoming established, undergoing revision in light
of growing application experience.
The challenge for identification approaches lies in the fact that, at any point in the scenario where an action
is required, the operators may perform one or more alternative actions. In addition, the operators may
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erroneously decide to perform an action that will aggravate the scenario at any other point in scenarios,
even if no action is required at that time.
1.2

The pilot study

As a follow-up to a review of emerging EOC methods performed with GRS [Reer et al., 1999; Dang et al.,
2000], the PSI proposed an EOC identification method, CESA, which integrates aspects from the search
schemes of some of these methods with concepts from CODA (a method for reviewing human
performance in operational incidents) [Reer, 1997]. A pilot study was then performed with the cooperation
of a Swiss nuclear power plant. The goals of the study were a) to elaborate and test the CESA method for
identifying EOCs, b) to obtain an initial estimate of the risk significance of the analysed EOCs, and c) to
derive safety insights about the identified EOCs and about EOCs in general.
The CESA method is from the outset strongly based on importance screening. As will be discussed in
Section 2, in searching for EOCs, the identification process prioritises plant systems with a high risk
achievement worth. In addition, the scenarios that are first examined for EOC opportunities are those with
the larger contributions to the core damage frequency. Thus, there is a trade-off made that favours EOC
scenarios with a potentially high safety impact against the completeness of the search. This orientation is
intended to bias the search process towards identifying plant-specific EOC situations that are risksignificant and credible. In addition, this orientation addresses the question of the potential need to extend
HRA and PSA to consider EOCs not only in terms of the completeness of error types but also in terms of
risk significance.
2.

The CESA Method

2.1

Method objective

The objective of the CESA (Commission Error Search and Assessment) method is to identify potentially
risk-significant EOCs in the context of an existing PSA. The main idea underlying the method is to
catalogue the key actions that are required in the procedural response to plant events and to identify
specific scenarios in which these candidate actions could erroneously appear to be required. The catalogue
of required actions provides a basis for a systematic search of context-action combinations, which results
in a set of EOC situations to be examined in detail.
CESA’s basic identification scheme therefore proceeds from actions to the affected systems to scenarios,
i.e. action-system-scenario. This contrasts, for instance, with schemes that proceed from scenarios (a
given initiating event), to the functions (systems) required in these, to actions that could fail these
functions. The latter, a scenario-system-action approach, is characteristic of the “local” search scheme
used in the Borssele screening method and one of the ATHEANA search schemes [Julius et al., 1995;
NRC, 2000]. In other words, CESA explicitly addresses the question, “In what situations may the operators
erroneously commit actions that are required in other contexts?” A scenario-system-action scheme, on the
other hand, addresses a different question, “Given that in this situation this function is required, could an
action that contributes to the failure of this function be motivated?”
At a higher level, the search schemes can be described as bottom-up (for CESA) vs. top-down. To aim for
completeness, many methods use a combination of search schemes. To keep the level of effort reasonable
in CESA’s bottom-up approach, the search is limited by focusing on the systems or functions identified as
important in the PSA and examining EOC opportunities in the accident sequences with the largest
contributions to risk. The details of CESA are presented next whereas the application of CESA in the pilot
are discussed in Section 3.
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2.2

Overview of CESA - the search process

The CESA method consists of four steps:
Step 1. Catalog the required operator actions
Step 2. Identify EOC events linked to important systems
Step 3. Identify specific EOC scenarios (EOC opportunities)
Step 4. Characterise the EOC scenarios in detail and quantify
Step 1. Catalog the required operator actions
In Step 1, a catalogue of actions that are required in the procedural response to plant scenarios is
established. This is performed by reviewing the procedures that guide the operators in the response to plant
trips and to initiating events. The actions whose omissions are analysed in the “classical” PSA are included
in this set of “required” actions; however, the catalogue is explicitly based on the procedures, which adds
actions that are prescribed by the procedures, which for various reasons, may not be accounted for in the
PSA.
In the catalogue, the actions are defined in terms of a specific action, e.g. opening, closing, starting,
stopping, and the specific equipment on which this action is carried out. Attached to the action are the
procedure steps in which the action is called for. It should be noted that the actions correspond to subtasks
on specific equipment rather than whole tasks, e.g. alignment of a system.
Actions required in the response to plant scenarios that are based on training are also covered in the
catalogue when a procedure step calls for a task without explicitly listing the specific equipment to be
manipulated. The result of Step 1 is a listing of actions that would be carried out in the operators’
responses to plant trips and initiating events.
Step 2. Identify EOC events linked to important systems
The aim of step 2 is to define EOC events, which are defined as operator actions that may contribute to the
failures of PSA top events, i.e. the required systems or functions in the PSA safety model. A first screening
is done in this step by focusing on the PSA top events with a Risk Achievement Worth (RAW) above a
given threshold. In this way, the additional contribution to PSA top event failure probabilities from EOCs
is considered for those top events with the largest impact on the core damage frequency. EOC events are
not defined for PSA top events with a small impact on the core damage frequency.
The catalogue of candidate actions from Step 1 is compared against the fault trees for the PSA top events
deemed to be important. An EOC event is defined when a candidate action affects one of the PSA top
events. Next, this set of EOC events is reduced by considering on a case-by-case basis the consequence of
the contributing candidate action on the PSA top event expressed by the fault tree structure. For instance, a
top event may be discarded if the candidate action affects only one component of a highly redundant
system or if additional component failures have to occur in conjunction with the candidate action for the
top event to occur.
The result of Step 2 is a small number of EOC events for which specific scenarios will be identified
subsequently. The level of screening in this step is determined by the RAW threshold that is used. The
RAW of the affected PSA top event additionally prioritises EOC events. For example, one EOC event is
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“Operator contributes to the failure of auxiliary feedwater”, where the affected PSA top event is “Auxiliary
feedwater”. This EOC event would result from matches between the top event Auxiliary feedwater and the
actions “stop auxiliary feedwater pump” as well as “close valve MOV-xxx”.
Step 3. Identify specific EOC scenarios (EOC opportunities)
After the set of EOC top events is defined, specific EOC scenarios are identified in Step 3. These EOC
scenarios need to be defined in terms of specific accident sequences. In this step, the search is prioritised
by looking for EOC opportunities in the top PSA sequences, those with the largest contributions to the core
damage frequency (Fussell-Vesely importance). As in Step 2, a threshold, now for Fussell-Vesely
importance is defined that determines the level of screening. This threshold will vary depending on the risk
profile of the existing PSA and the resources available for the search.
The EOC events identified and retained in Step 2 are first compared against the top PSA accident
sequences to obtain the most important accident sequences with potential EOC contributions. At this stage
in the identification, specific mechanisms and situations are not defined yet. Continuing the example, the
sequences to be examined will include all of the top sequences that include top event “Auxiliary
Feedwater”.
The identified accident sequences with potential EOC contributions are next grouped into sequences with
similar performance contexts. Some criteria for grouping are: indications, preceding operator errors
(EOOs or EOCs), if any, feedback, and time available for EOC correction. Each group of such sequences
defines a potential scenario. For each EOC event, the result of this sub-step is one or more groups of
sequences.
Each of these groups of sequences is then examined to determine paths through the procedure that would
lead to each of the candidate actions associated with the EOC event. This begins with the candidate action
and proceeds backwards in the scenario evolution through each of the procedure transfers leading back to
the beginning of the operator response. For each EOC event, e.g. “operators contribute to failure of
Auxiliary feedwater”, multiple procedural paths are theoretically possible for each of the candidate actions,
e.g. “stop auxiliary feedwater pump”, “close valve …”, etc.
Finally, a set of “minimal” procedural paths are defined by comparing the plant conditions present in the
scenario evolution against the procedure branching criteria. The “nominal” response at a branching point
refers to a path when the plant conditions match the branching criteria in the procedure. A mismatch
between the plant conditions and the branching criteria defines an error that would need to be examined for
this step in the procedure. Generally, the procedural paths with the smallest number of postulated errors are
retained after this comparison; each of these EOC paths would lead to the commission of the EOC.
The result of Step 3 is a set of scenario-specific EOC split fractions. Each EOC split fraction, which is an
EOC event in specific accident sequences with similar performance conditions, will have associated with it
a number of EOC paths. The quantification of the EOC split fraction in Step 4 will account for each of the
elements of each retained procedural path.
Step 4. Characterise the EOC scenarios in detail and quantify
In Step 4, qualitative and quantitative analyses are performed to determine the risk impact of the identified
EOC situations and to provide insights for reducing the risk contributions from these EOCs.
In the qualitative analysis, the context for each element of the EOC paths is characterised. The
characterisation considers the performance shaping factors typically used in HRA, i.e. concurrent tasks,
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training and experience, plant indications of conditions, and the like. Additionally, the analysis also looks
for error-producing conditions, such as goal conflicts or plant parameters with values close to numerical
decision criteria (thresholds).
An EOC split fraction is quantified by summing the probabilities for each of the EOC paths. At this time,
in spite of its weaknesses, the THERP method is applied because its comprehensiveness allows a single
method to be used and because it provides a quantification that can be more easily compared with other
analyses.
The risk impact of the EOC split fractions then basically consists from the additional frequency of the
sequences (cut sets) calculated with the EOC split fraction probability. This calculation accounts for the
integration of the EOC split fraction into the accident sequence context. In many sequences, core damage
results from the combination of the EOC with subsequent hardware failures and operator action failures.
In the quantification of EOC split fraction, within the EOC paths, dependencies have to be considered.
Similarly, dependency has to be analysed in accident sequences where the EOC is combined with
preceding or subsequent operator action failures (these could be EOOs and EOCs).
3.

Application and Results for a Swiss PWR Plant

3.1

Scope limitations made for the pilot application

The results of the application of the CESA method for a Swiss PWR plant presented here reflect several
scope limitations made for the pilot study:
− The catalogue of actions in Step 1 is compiled from the post-trip response procedure and the
procedures directly transferred to from this procedure. However, EOC opportunities that arise
during the longer-term response to an initiating event are not accounted for, nor are the
majority of the procedures transferred to from the critical safety functions procedure.
− Actions “based” on training are included in the catalogue of candidate actions when they are
implicitly required by a procedure step, for instance, when a step refers to a task. In most
cases, the actions required to perform the task are in fact documented in a system operation
procedure (as opposed to an abnormal or emergency operating procedure).
− On the other hand, operator responses (tasks) that are supported by training but not referred to
in the procedure are not treated. These responses would be expected to lead to the
identification of additional EOC opportunities. At the same time, they could contribute to
recoveries.
− The safety requirements and success criteria are modelled as in the reference PSA.
− The guidance of the emergency staff and organisation is not explicitly considered for EOC
opportunities. On the other hand, it is also not credited for explicit correction possibilities.
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3.2

Intermediate results – the effect of screening based on importance

As mentioned in the description of the CESA method, the results of the existing PSA are used for
screening in step 2, the identification of EOC events, and step 3, the identification of specific EOC
scenarios. This screening focuses the search on risk-significant EOC opportunities. An overview of the
search performed in the study is shown in Figure 1.

Step 1: Catalog
Step 2: Define

the key actions (in procedures and training)

EOC events linked to important systems

FDQGLGDWHDFWLRQV

WRSHYHQWV

(from step 1)

important systems/
functions

(2&HYHQWV

actions with potential
to fail system

Step 3: Identify

specific
scenarios

WRS
VHTXHQFHVIURP36$
scenarios examined
for EOC opportunities

VHTXHQFHV

where these EOC
top events could occur

(2&VSOLWIUDFWLRQV
Step 4: Characterize

and quantify

specific EOCs in scenarios
with similar contexts

VDIHW\LPSDFW
importance and insights
for reducing opportunities

Figure 1. Overview of the CESA search in the pilot study
In Step 2, the important systems or functions are defined as those top events with a Risk Achievement
Worth greater than 10. This threshold defines the system failure search space, which consists of 34 top
events. The five most important of these by RAW are shown in Table 1.
Table 1. Most important top events from PSA (by RAW)
Top event
RW
N4
NF
ED
SO

Descriptor (Failure of…)
RAW
Refuelling water storage tank
5880
Special emergency 24V DC power system
2040
Special emergency feedwater actuation (SG wide 1020
range low level signal)
120V DC system BNA, BNB, (BNC)
847
Steam generator safety valves opening
481

Comparing these 34 most important systems or functions in view of the candidate actions led to the
identification of 11 EOC events, i.e. actions with the potential to fail these important systems. The 11
EOC events are shown in Table 2. The notation for the EOC event underscores the fact that the EOC event
contributes to a PSA top event. Furthermore, an EOC event may not correspond to unique action or task;
the event may occur as a result of a number of different actions related to different tasks or objectives. For
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instance, some of the different actions that result in EOC event IC.EOC, failure of reactor coolant pump
(RCP) integrity control, include:
− starting an RCP (for steam bubble prevention or PZR spray optimisation), under conditions
with inadequate seal injection flow
− the extension of containment isolation, which includes valves that isolate flow to the RCP
seals
− isolation of coolant flow to the RCP thermal barrier.
Table 2. The 11 EOC events retained for the search

3.3

1.
2.
3.
4.
5.
6.

EOC event
RW.EOC
ED.EOC
IC.EOC
EK.EOC
K2.EOC
FN.EOC

7.
8.
9.
10.
11.

H3*H2.EOC
W2.EOC
FA*FB.EOC
L2.EOC
L3.EOC

Description (EOC event contributes to…)
Refuelling water storage tank failure
failure of 120V DC distribution
failure of RCP integrity control
failure of 6kV bus BE or supply to 380V bus BEK
primary component cooling failure
Emergency and special emergency feedwater systems
failure
High pressure injection (HPI) failure
Special emergency well water failure
Auxiliary feedwater (AFW) system failure
failure of normal ECCS suction/ injection line
failure of special emergency ECCS injection line

The identified EOC scenarios

Once the set of EOC events, in this case 11 events, has been defined as the object of the search process, the
accident sequences with the largest contributions to core damage frequency are then examined for specific
EOC opportunities in Step 3. In the pilot study, the top 500 accident sequences were examined,
representing about 60% of the total core damage frequency. The scenario search space defined by this set
of sequences appears representative in terms of the initiating events, systems, and combinations of failures
that are included.
Comparing the 11 EOC events selected against the top 500 sequences identified about 300 accident
sequences where these EOC events could occur. These sequences are then grouped. Each group of
sequences is then examined to identify specific EOC opportunities. This detailed examination of
procedural paths, of the nominal response, and of inappropriate transfers at procedure decision points led to
the identification of 33 EOC split fractions.
Each EOC split fraction represents the EOC event in a set of similar PSA sequences. For each split
fraction, one or more opportunities may be identified. Each of these error paths represents a distinct EOC
opportunity for the EOC split fraction.
Some of the EOC split fractions identified are shown in Table 3. The EOC split fractions are defined by the
combination of their description and the sequence context.
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Table 3. Some examples of EOC split fractions identified in the pilot for a Swiss PWR
EOC split
fraction
RW.EOC1

RW.EOC2
RW.EOC4

ED.EOC1
H3*H2.EOC1
K2.EOC1
IC.EOC1
FA*FB.EOC1
FN.EOC1

Sequence context (groups multiple
sequences)
reduced availability of primary
component cooling

Description
contribution to failure of RCP
integrity control and RCS
inventory makeup
contribution to RWST failure
contribution to failure of RCP
integrity control and RCS
inventory makeup
contribution to failure of 120V DC
distribution
contribution to HPI failure
contribution to failure of primary
component cooling
contribution to failure of RCP
integrity control
contribution to AFW failure

RAW
1405

small LOCA
loss of AC power scenarios (partial
and total, w/manual diesel start-up
required)
severe impact disables Notstand AC
system (380V bus BVA)
small LOCA
fire disables seal injection via charging

595
304

equipment failure reduces availability
of primary component cooling
severe impact disables Notstand and
emergency feedwater systems
equipment failure reduces availability
of secondary component cooling

20

contribution to failure of special
emergency/emergency feedwater

139
30
21

19
11

The scenario context for each EOC split fraction, concisely shown in Table 3, actually consists of many
accident sequences. For instance, the accident sequences contexts for IC.EOC1 include:
LOSWI*IC5*R31
LOSWI*IC5*H31
LOSWI*W21*IC5
LOSWI*IC5*L31
LOSWI*C11*IC5
LOSWI*IC5*OH1*R31

KACL*IC5*IL1
KACL*IC5*L31
PRWL*IC5*R31

It is important to note that the EOC split fractions do not necessarily lead directly to core damage.
Following the EOC, additional hardware failures and or operator action failures may be required for core
damage.
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3.4

Quantification of an EOC split fraction

The quantification of an EOC split fraction accounts for all of the EOC paths that are retained. It considers
possible opportunities for error correction (including hardware successes required by the correction). The
quantification for one error path is shown as an example in Table 4.
Table 4. Quantification of an EOC split fraction (FN.EOC1 path 1)
Path and
Mean
Description
Path Events
Probability
Path 1
All emergency FW stopped in ES-0.1 step 3
1.2 E-5
1.1
RCS temperature perceived or interpreted as below 1.2 E-2
279°C and decreasing (ES-0.1 step 3)
1.2
Personal redundancy does not prevent manual
1.9 E-1
control of feedwater flow
1.3
=> All emergency FW flow stopped during manual
feedwater control actions (ES-0.1 step 3)
1.4
Failure of correction: No restart of any emergency
5.2 E-3
FW flow before RCS heat-up to 280°C (in 30
minutes)
The probability of the split fraction is then the sum of the probabilities of each of the EOC paths.
3.5

A first assessment of risk impact

Safety significance in PSAs is based on the quantification of events, sequences, and their contributions to
risk. Four EOC split fractions were examined in detail and their probabilities were quantified for the pilot
study. The detailed qualitative analysis of each split fraction reviewed all of its retained EOC paths.
In contrast to the multiple levels of screening based on importance in the identification process, the
selection of the split fractions for detailed examination in the pilot study focused on obtaining diverse
kinds of EOC opportunities. The guidelines for selection (in the pilot) were:
− the split fractions should represent a wide spectrum of initiating events
− the sequence contexts should cover the failure of a diversity of plant systems
− scenario contexts associated with internal initiating events were emphasised, due to the added
difficulty of characterising external event scenarios
− EOC situations including transfers to inappropriate procedures judged to be unlikely were
avoided
− A summary of the quantified EOC split fractions and their risk impact is shown in Table 5.
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Table 5. Risk impact of the EOC split fractions quantified in the pilot study (preliminary)

EOC split fraction (EOC scenario)
FN.EOC1 – Operator action
contributes to the failure of
emergency/special emergency
feedwater
H3*H2.EOC1 – Operator action
contributes to the failure of special
emergency and normal safety
injection
IC.EOC1 – Operator action
contributes to the failure of RCP
integrity control (seal LOCA)
RW.EOC4B – Operator action
contributes to the failure of the
refuelling water storage tank

Scenario context

EOC
probability

Risk impact
(CDF
increase)
4.9 E-8 /yr
(+0.6 %)

Secondary component
cooling degraded by an
internal equipment failure

6.2 E-4

Small LOCA

6.4 E-5

1.5 E-8 /yr
(+0.2 %)

primary component
cooling degraded by an
internal equipment failure
total loss of AC power

1.2 E-2

1.6 E-6 /yr
(+20 %)

1.1 E-3

8.4 E-9 /yr
(+0.1 %)

The probabilities and risk impact for IC.EOC1, which is currently estimated at +20% of the core damage
frequency of the reference PSA, do not credit procedural guidance in addition to the emergency operating
procedures (EOPs) and the training associated with this guidance.
In a full-scope study, all identified EOC split fractions with a significant RAW would be quantified. The
RAW for the 33 split fractions identified (based on the 500 accident sequences covered by the search)
ranged from 1.2 to 1405.
Because of the decisive influence of the plant’s operational practices on human performance, particularly
in relation to EOCs, the quantitative analyses and the results on safety impact are being reviewed and
discussed with the utility.
4.

Conclusions

The pilot study showed that PSI’s identification method is feasible and effective: it is able to identify
plausible situations in which EOCs may occur. In view of the large number of possible actions with the
potential to aggravate accident scenarios, screening based on the potential importance of the EOC events
and split fractions is used at several steps of the identification process to focus the search. Without limiting
the scenario search to particular initiators, the CESA application in the pilot identified 33 EOC scenarios,
each of which is defined for a group of accident sequences with similar performance contexts.
To estimate the risk impact, quantitative analyses of four of these has been performed. The results show
that the EOC situations identified in the pilot study deserve careful consideration. One of the four
quantified EOC split fractions represents an additional contribution to the core damage frequency of
approximately 2.E-6 /yr or 20%.
To draw conclusions on the risk impact of EOCs for this plant, quantitative analyses would have to be
performed for a larger number of EOC split fractions. Sixteen of the 33 EOC split fractions are potentially
risk-significant; they have Risk Achievement Worth values above 5. Furthermore, the identification
approach in CESA may not address some EOC types or some error-producing conditions suggested in the
literature.
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With regard to quantification, the study underscores the fact that accepted methods of quantification used
in HRAs have difficulties in addressing EOCs, in particular, the decision-based errors that occur in the
EOC paths. This generally introduces some uncertainty concerning the conclusions with regard to the
quantitative risk contribution, an uncertainty that is probably larger than that associated with typical current
HRAs.
Because potential EOC situations have to be described in some detail in order to be credible, the qualitative
analyses of the identified EOC split fractions do contribute insights for improving plant safety. The
orientation to identifying scenarios that were previously outside the scope of the PSA and examining their
plausibility, to some extent, frames the discussion of the results in terms of safety insights. Probabilities are
essentially used to prioritise safety issues that are identified.
The demonstration of the CESA method in the pilot study and the resulting identification of EOC cases are
encouraging in terms of progress on the issue of EOCs. In spite of uncertainties in quantification, the study
has contributed a better plant-specific understanding of potential EOC vulnerabilities.
Looking over the potential EOC situations that were identified and the qualitative analyses, the importance
of scenario dynamics in the sequences and the scenario variants resulting from the dynamics is striking.
Dynamic simulation tools are needed to be able to treat in a reliable, comprehensive fashion the interacting
responses of the plant, operating crew, and automatic systems in an accident sequence. In this way, the
plant contexts that make up part of the performance context of EOC path elements (path events), e.g. at the
procedures decision points, could be characterised with more confidence.
With respect to quantification, the work on the issue of EOCs is gradually shifting to applications of the
emerging methods. This body of application experience is leading to a growing “library” of specific
(hypothetical and experienced) EOC situations. The contributing factors highlighted in the analyses of the
situations in this “library” may support a consensus about which factors are important in practice and in
plant-specific terms. This consensus can form the basis for progress on quantification.
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Overview about the CAHR Method and its Application in Assessing Errors of Commission
presented by O. Sträter, GRS

Dr. Oliver Sträter, Gesellschaft für Anlagen- und Reaktorsicherheit (GRS) mbH Forschungsgelände
ABSTRACT
This paper describes the CAHR-method to evaluate plant experience about human failures and human
performance in order to support the process of analysing and assessing human reliability. CAHR means
“Connectionism Assessment of Human Reliability”. The term “connectionism” was coined by modelling
human cognition on the basis of artificial intelligence models. By using the connectionism idea, the
CAHR-method attempts to consider that human performance is rather affected by the interrelation of
multiple conditions and factors (of internal as well as of external nature) than by singular factors that may
be treated isolated.
The implementation of the approach as a database application will be outlined. Results of the application of
the method to 232 events from the German event reporting system are presented. Observed influencing
factors on Human Performance will be discussed; a proposal for estimating reliability data is suggested.
Finally, an outline will be given for using the presented method for the analysis of cognitive errors or
organisational aspects. The paper will conclude with an overview about its application in other industries
like nuclear, in particular car industry, aviation and shipping.
1

INTRODUCTION

The Method CAHR was developed in the years from 1992 to 1998 (Sträter, 1996-2000). Connectionism is
a term of artificial intelligence describing methods that represent complex interrelations of various
parameters (known for pattern recognition, expert systems, modelling of cognition). By using the
connectionism idea, the CAHR-method attempts to consider that human performance is rather affected by
the interrelation of multiple conditions and factors (of internal as well as of external nature) than by
singular factors that may be treated isolated. By this, it enables to represent and evaluate dependencies and
context on the qualitative side and suggests considering the Human Error Probability (HEP) always as
driven by human abilities and the difficulty of situation. Basic ideas of the method are:
Operational experience about human failures and human performance is an indicator for human reliability
in accidents (that are usually assessed in PSA-Probabilistic Safety Assessment). This holds for cognitive
errors as well as for others (like organisational aspects, skill- and rule-based errors).
Human failures and human performance are usually affected by an interrelated set of several internal and
external factors that have an effect human reliability (i.e. context). Simple error models are not realistic,
because human performance is depending on multiple relationships between PSFs (Performance shaping
factors) and errors and context. Dependencies between failures, PSFs and situational characteristics have to
be considered in HRA (Human Reliability Assessment). In CAHR this is considered by the connectionism
approach for evaluation.
Human failures are to be treated guilt-free in order to enable understanding and analysing them. Human
failures always have to be seen in relationship to the performances of humans in technical systems.

117

NEA/CSNI/R(2002)3
2

OVERVIEW ABOUT THE CAHR

The CAHR-method consists of several steps: (1) a structured framework for data collection, (2) a method
for qualitative analysis of the collected data, and (3) a method for Human Reliability Assessment.
2.1

Retrospective Part: Structured Framework for Event Evaluation and Data Collection

The basic idea of the approach for event evaluation and data collection is a detailed analysis of the
information flows that were important in an event (for detailed description of the whole method see Sträter,
1997 or 2000). Figure 1 provides a general overview about the event analysis procedure with the MMS
(Man- Machine System) as a key element of the framework.
Event
Collection of detailed
Information about
Human related event
regarding following aspects

Event decomposition
into event-flow of
occurences and interrelations between them

Detailed Analysis of each occurence as a MMS (Man-Machine System)
by evaluating the information-flow between persons and their direct
working environment concerning ergonomics, system-dynamics,
organisational aspects and cognition (with knowledge-based support)
Situation
Environment
Machine

Human

Task
System
Outcome

Action

Holistic Analysis
of information-flow
between occurences
(i.e., analyzing the
information-flow
between operators,
maintenance and
management)

Perception

Transaction

Task
order

Control

Feedback

Event-Analysis
aiming at:

Error-types
Situational conditions of errors
PSFs
- organisational
- ergonomical
- technical
- cognitive
Interrelations
between
- errors and PSFs
- different PSFs
- situational conditions and errors
or PSFs

Task
Dispatch

Improvements
Information for HRA

Figure 1: Overview about the event analysis procedure of CAHR.
The approach is a bottom up approach. The method first performs an event analysis consisting of the
following steps (see Sträter & Bubb, 1999 for details):
− Event decomposition
− Detailed analysis of human failures
− Analysis of cognitive demands
− Description of improvement measures
The event analysis method is leading to detailed descriptions of events. It uses a structured language that
enables simple sentences like "valve was omitted to be opened due to bad labelling". These sentences are
the basic elements for describing facts about an event. Several of these simple sentences are describing a
MMS and several MMSs describe the whole event. By this procedure, the situation (the context) within
each event is described.
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Therefore, the retrospective part of the CAHR method is an open solution that allows the description of an
event like free text but also enables to evaluate events regarding their similarities (which is necessary to
determine the frequencies of e.g., errors PSFs, situational conditions)
2.2

Prospective part: Evaluation of event descriptions

The detailed information about an event that is obtained by application of the retrospective part of the
method is only useful if the data may be evaluated with a somewhat extended meaning for a question of
interest. For this purpose, the evaluation method has to identify events that contain similar error prone situations, similar error opportunities, similar PSFs or other qualitative information about the man-machine
interface, the organisation, or the operators. The evaluation model has to provide answers for various
qualitative and quantitative analyses in HRA or retrospective analysis (plant improvements), such as the
following ones:
− For HRA and plant improvements, information is needed about relations of different PSFs,
errors and objects in the plant. To evaluate qualitative and quantitative predictions about
these relationships, the gathered information has to be analysed with respect to the semantic
relations that are observed within the collected information; e.g.: which PSFs may be observed by errors of omission in the control-room? Also, frequencies of occurrence of PSFs,
errors or any of their relations have to be calculated; e.g.: how many errors of omission happened in the control-room and how often were accompanied PSFs observed?
− The data must be available on different levels of detail in order to support different steps of
MMSA (Man-Machine System Analysis) or different HRA-methods such as the detailed
THERP or the holistic HCR.
− The relationship of errors and PSFs to the improvements realised should be analysed in order
to investigate the effectiveness of the improvements; e.g.: how useful is the improvement of
procedures in situations with time pressure?
− The error chain should be analysed according to safety-relevant aspects, e.g. involved safetysystems or broken safety barriers; e.g. which PSFs do affect administrative precautions like
checklists or personnel redundancy and how high is this potential by e.g. checking controlrods?
− To assure that these analytical questions can be answered, it was necessary to develop an
advanced evaluation model that is able to transfer the detailed information of the description
of the framework for event-evaluation into the needed form. The general features that are of
importance for HRA will be outlined.
Because of the high level of detail of the event description and the high complexity of the desired output of
evaluation, it was necessary to create an advanced algorithm for analysis of the collected data. Basis for
this algorithm was a connectionism approach. The term connectionism includes a family of advanced data
processing models starting with neural nets on one side and ending with probabilistic models for semantic
processing on the other (Rummelhart & McClelland, 1986; Pearl, 1988). The connectionism network is
representing the collected data from the events as nodes and relations within a network. It represents the
relationships and dependencies between objects, actions, errors and PSFs, i.e. the dependencies within the
context of an error. Figure 2 provides a general overview about the event evaluation procedure. Further
details about the data processing algorithm are given in Sträter (1997, 2000).
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1.Descriptio n of an event:

3. Analysis by the connectionism network
event level
MMS level

2. Mapping of contextual information,
objects, actions, errors and PSFs
condition

class object action
element
MMS 1
task
press. control
operator
action
feedback

detail

sentence level

property

MMS-stages

hidden level

element
property
detail
action
object

concept level
e.g.: valve

context level
creation of combinations

creation of classes
question of analysis

Figure 2: Overview about the event evaluation procedure of CAHR.
By describing many events, a strongly connected semantic network of the descriptors used in all events
represents the total collected information. This net consists of nodes (representing descriptors for certain
PSFs for instance) and connections between different nodes (e.g. relations between the different PSFs). In
a connectionism approach, both (nodes and connections) possess weights and an activity function is used
to generate statements for any combination of descriptors. Is it also possible to combine various descriptors
to one class that is representing a specific level of abstraction (e.g. all errors occurred in the first 10
minutes or all digital displays).
The characteristics of the model can be described by the ability to learn, by the ability to generate similarities between events, and by the ability to organise itself. These characteristics are important to enable an
open and bottom-up approach and to generate the information that is needed for HRA-Analysis. Normal
databases with fixed acquirement- and evaluation-structure are not able to exhibit this behaviour.
2.2.1

Data-base application for HRA

The method for recording plant experience employs a hybrid solution between open analysis and structured
analysis form (i.e. a formation technique, see e.g. Bonato, 1989). Formation techniques perform best if
applied as a computer-program. For these reasons, the program for recording, evaluating and assessing
plant disturbances with respect to human errors was implemented as a database program (see
www.lfe.mw.tum.de/cahr). It is based on the database MS-Access under MS-Windows. Within the program, an occurred event can be analysed interactively. Two different functions are offered to the user:
− Case and cause description of an event that has occurred in a plant.
− Quantitative and qualitative evaluation of the human reliability information aggregated in the
system.
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The structure of the whole system is shown in the block diagram in Figure 3. In the description part, an occurred event may be qualified by filling an analysis-table with a set of descriptors. This set of descriptors
was derived from various taxonomies used in literature but was designed as an open set. By selecting descriptors from a list or inserting new ones, the user can describe the facts, the errors and different reasons
(PSFs) for failure. The user is supported in describing an occurred event and in finding the relevant errors
and influencing factors by a knowledge-based evaluation: The system provides possible answers, which
are the most probable ones to explain the initially entered information about an observed event. This
interactive analysis is structured by the stages of the MMS and the factual aspects (objects, actions, errors,
root causes / PSFs and elements). As an example, the program lists ’task-preparation’, ’task-complexity’ or
’task-precision’ as possible PSFs belonging to the MMS-stage ’task’. These descriptors can be detailed again
by further description of elements. By answering all questions concerning the event, all information necessary for later analysis is collected. In this way, tasks and actions, errors, particular circumstances and possible reasons for the failure of an action in an event can be named.

ACCESS

Case-Database

Cases

Event-Input

User-Input

User-Output

EventDescription

ClassEditor

Connectionism
Database

Taxonomies

CauseDescription
Factors and
Causes

Situational
Pattern
Query

Possible Factors
and Causes

Event

Module for
HRA

Probabilistic
Data

Diagnosis
Qualitative
Data

HRA / Qualitative Analysis

Question of
Analysis

Support for event-analysis

Description Part
(inductive, retrospective view)

Analysis Part
(deductive, prospective view)

Figure 3: Block diagram of the database program.
Due to the complexity of the event descriptions, in the evaluation part of the method the relationships of
the descriptors are compiled as links between nodes of connectionism net. By describing many cases, a
database with an intensely linked structure of weighted links is generated. The links can be evaluated in
different ways: (1) Across the strength of the links a quantitative analysis is possible to supply HRA with
the needed quantitative data. (2) The structure of the network can be used to make qualitative predictions
(e.g. screening of error-potentials or analysing interrelations of PSFs to find plant improvements).
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The evaluation method is able to analyse the complex and highly variable event descriptions in a
quantitative and qualitative way. This can be used to estimate influences of PSFs in a given situation or to
find plant improvements without giving up specific and detailed information that enables understanding
and tractability of the specific event. Additionally, similarities of different plants, tasks or data of different
personnel (e.g. supervisor, operator, and maintenance technician) can be determined.
2.3

Quantitative Calibration: Comparison with the THERP Data Tables

Concerning HRA-assessment, the database application is able to find context-related similarities of
different events (i.e. common error prone situations) and to calculate frequencies of occurrence for these
situations. With this feature, probabilities of occurrence were calculated for situations that are similar to
situations underlying the data-items of the THERP handbook tables. As the comparison with the THERP
data shows, these probabilities of occurrence may be interpreted as estimates for HEPs.
A comparison with quantitative predictions of HEP-Items of THERP was performed as follows: First,
queries were set up for error-types that are similar to 79 items of the THERP-Method. Then relative frequencies of errors that were observed in the events were determined by the database application. These
relative frequencies are not directly able to estimate probabilities but they represent the difficulty an
operator may have in a certain situation. In psychological measurement, Rasch (1980) assumes a simple
functional relationship between difficulty and probability. Consequently, probabilities were estimated from
these relative frequencies by a psychological measurement method according to Rasch (see Sträter & Bubb
1999 for detail). Figure 4 provides an overview about the quantification process of CAHR.
By no means one might conclude that the frequencies of errors observed within events might be used as
estimates for HEPs directly. The simple reason is that plant experience has a principal problem of
estimating HEPs. Plant experience is in principal not able to provide a sophisticated information to calculate a Probability (HEP=n/N), because every event reporting to someone is always defined by a certain
message-threshold that was exceeded (no matter by whom, how, or on which level of detail the event is reported). The message-threshold is obviously lower within the plant than it is for reporting to the regulator.
However both have the principal problem: it is impossible to derive the number of demands N from the
number of events and to some extent also the number of errors n may be higher than the ones that were
reported. Hence, the information collected from plant experience may only be taken to support calibration.
For estimating HEPs, a different approach is needed that is able to work with this incomplete data.
Error! Objects cannot be created from editing field codes.

Figure 4: Overview about the quantification process of CAHR.
To find such an approach, one has to think about what the frequencies of observed events mean from the
HRA point of view. First of all, they describe how often a specified situation of type i has been observed
beyond a certain level of threshold (where the threshold depends on the organisation that requests the
information like plant management or authority, for instance). This frequency includes two parts: (1) ni,
the frequency of errors that the operators made in situations of type i and (2) oi, the frequency of situations
of type i where the operators made no errors (e.g., they recovered an event successfully). Since HRA is
concerning the amount of errors in a given situation of type i, the following proportion may be built, where
mi is the number of the totally observed situations of type i:
Error! Objects cannot be created from editing field codes.(1)
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Of course, this relative number still does not represent a HEP but in psychological terms this number
means: if the relative number of errors is high, it seems to be a difficult situation for the operator; if the
number is low, the situation seems to be easier. Hence, plant experience is able to represent the difficulty
that operators have with some error prone situations. In psychological measurement, Rasch (1980) assumes
a simple functional relationship between difficulty and probability. Consequently, a psychological measurement model according to Rasch was used to generate estimates for probabilities of occurrence. Each
relative frequency of occurrence was taken as a rating for the difficulty that the operators perform the situation correctly and probabilities were gained from this measure of difficulty. For each frequency of occurrence the probability of occurrence was calculated according to a normalised probabilistic model after Rasch (1980) according to the following equation (see Sträter 1997, 2000).
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Observed number of events with failure of type i
Observed number of events with type i-situations
Total number of observed events in the database
Average of number of events (=m/2)
Expected deviation (empirically estimated: 12,5)

The Rasch model performs a calibration by considering situational conditions (D) and cognitive abilities
(X). It attempts to consider that plant experience is always incomplete information for generating a
HEP=n/N due to the event-threshold. The Rasch model considers the proportion of errors in events and
uses this proportion to correct the observed relative number. It is making a hypothesis about how the
proportion will continue below the event-threshold. This hypothesis is manifested in the ogivian-shaped
calibration function as presented in Figure 4.
Estimates were calculated in this way for 79 situations that are similar to corresponding items of the THERP handbook. As an example, the THERP-Item 20-01(1) was realised as the query "All errors of
omission and errors of commission that were made within the 1st minute of a recovery-situation". To
determine the relative number, all events were determined where a time for diagnosis was mentioned (i.e.,
events where no diagnosis time was mentioned have to be left aside to make a statement about timereliability). Another example: all events where an omission occurred by using a procedure (THERP-Item
20-07). To determine the relative number in this case, only those events were considered where a
procedure was used.
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Table 2: Database Queries for Quantitative Predictions from the Investigation
a) Database Queries
THERP-Item 20-6 (3)
"Use operating procedures
under normal conditions"

HEP = 0,01
EF= 3

Corresponding
Database-Query...
7DVNOrder.Object=Procedure
AND
Situation.Object=Type A
OR
Situation.Object=Type B
OR
Situation.Object=Type Ba
7DVNOrder.Object=Procedure
AND
Situation.Object=Type A
OR
Situation.Object=Type B
OR
Situation.Object=Type Ba
AND
Task.Error=(any error)
OR
Action.Error=(any error)
Frequency: 19 errors in
151 similar events

Explanation
...for
(mi+ni)

(ni)

Query searches for all
events where a
procedure in preinitiator and initiator
situations was used

Query searches for all
events where an error
occurred by using a
procedure in preinitiator and initiator
situations

b) Quantitative Predictions
Steps
)UHTXHQFLHVRIWKHHUURUZLWKLQWKHREVHUYHGHYHQWV

Calculations
n(Failures)=19
n(Successes+Failures)=151
n´=n(Failures) / n(Successes+Failures) *165
= 0.13*165
P=7.11E-03
EF=6.7, based on Baysian calculation

5HODWLYHIUHTXHQFLHVUHSUHVHQWWKHGLIILFXOW\RIWKH
situation
(VWLPDWLRQRISUREDELOLWLHVIURPGLIILFXOW\PHDVXUH
by Rasch model calibrated with THERP-data

In this way, the data obtained by event evaluation have been compared with the human reliability data
provided in the THERP data tables and in the French PSA studies (EPS 900, 1990). Similarities and
differences of the data are described and discussed in detail in Sträter (1997, 2000).
Figure 5 shows the HEPs of the handbook compared with the probabilities estimated from the events. As
the figure shows, the data derived from the events fits well to the data of the THERP handbook. The correlation is about r=0.88 for the raw data and about r=0.81 for the logarithm of the raw data. Most of the calculated probabilities (75%) are inside the uncertainty bounds of the items given in THERP. Uncertainties
in the calculated probabilities are mainly the result of lacking information in the event descriptions, but
there were also found some deviations with importance for adjusting HEPs, especially concerning the
handling of procedures in maintenance compared with production.
Error! Objects cannot be created from editing field codes.
Figure 5: Comparison of the THERP handbook data and the data derived from 165 events
(minimal square calibration based on 79 anchor points).

124

NEA/CSNI/R(2002)3
The presented approach of quantification is different to a ’classical’ laplasian definition of HEPs and is
more related to psychological findings about the principal problem of quantification of human performance
(cf. Adams, 1982). Because of the importance of quantification in HRA and this psychological reasonable
approach on assessing human reliability, a detailed discussion of these findings and implications is
provided in Reer at al. (1999).
The quantification approach of CAHR has obtained a first validation in Sträter & Reer (1999). The
validation showed that one big advantage of the estimation procedure is that it is based on a minimal
square analysis of as much as possible anchor points one can get. This makes the calibration model robust.
Other methods like HCR for instance only require two anchor points resulting into a high dependability of
the result on the anchor points chosen.
However, one point leaving the entire procedure uncomfortable is that the THERP data had to be taken as
granted. The THERP items are the anchor points in the CAHR procedure. GRS is currently evaluating
plant experience for achieving estimations for anchor points with a more sufficient basis in plant
experience.
3

OVERVIEW OF RESULTS ACHIEVED WITH CAHR

CAHR was developed at GRS in close cooperation with the Institute of Ergonomics (LfE) of the
University of Technology Munich since 1992 and is under continuos development for further applications.
The method was initially applied to the retrospective analysis of events in Nuclear Power Plants:
− First Study 1994 to 165 for events in Boiling Water Reactors (BWR)
− Second Study 1998 to 55 events in Pressurised Water Reactors (PWR)
− Third Study 2000 to events with communication problems (re-examination of the events
analysed in the first and second study plus additional 12 events; supported by the Carl Benz
Stiftung)
In the prospective sense, the results of the method were used for the assessment of cognitive aspects in the
safety assessments of Nuclear Power Plants (Low Power and Shut Down study of GRS for Boiling Water
Reactors in 1998; Müller-Ecker et al. 1998; Sträter & Zander, 1998) as well as for development of a
methodology for Errors of Commission together with PSI (Reer et al., 1999, Dang et al., 2000). The
method was also used as a starting point for improving the coherency between incident reporting
methodology regarding human factors and HRA.
Currently the method is further developed regarding incident and accident analysis in aviation as well as
occupational health issues (Linsenmaier & Sträter, 2000). Main topic of the aircraft application is the
analysis and prediction of cognitive errors in aviation incidents. The prospective part of CAHR was used to
predict human behaviour in decision problems of car drivers together with BMW (Theis & Sträter, 2001).
The leaving space of this paper should not be spent going into detail about the several applications. The
interested reader is referred to the literature or is welcome to visit “www.lfe.mw.tum.de/cahr”. It should
rather more reflect the discussion received and the insights gained.
The first study in 1997 revealed an – to some extent – astonishing fact that event information can support
Human Reliability Assessment, qualitatively as well as quantitatively.
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Especially the quantitative part of the CAHR method received several discussions The viewpoints
observed can be distinguished according to the different assumptions of what a Human Error Probability is:
− Viewpoint of statistical correctness: Human errors have to obey the statistical exactness that
the formula of HEP defines and has to be calculated exactly as errors per demands. Since
plant experience as evaluated by CAHR cannot provide this, the quantitative part is
questionable.
− Viewpoint of methodological correctness: Human errors are only assessable by using models
that only can converge to statistical and descriptive correctness since the number of errors
and the number of demands are always fuzzy. This is the viewpoint of the author.
− Viewpoint of descriptive correctness: Quantification of human actions in a mathematical
sense is in principal not reasonable, because the quantitative figure requires a precise
estimation about the numbers of errors and about the numbers of opportunities. Since neither
the number of opportunities can be precisely assessed, nor the number of errors,
quantification is not useful, analysis has to focus on the correct qualitative representation of
the human behaviour.
The author of this paper himself follows the second opinion described above. This viewpoint does not say
that we need statistical measurement fitting to the Basian definition of a HEP but it also does not deny that
quantification is necessary and possible. It states that HRA needs a quantitative assessment for PSA but we
cannot reach an exact mathematically proven statistical assessment in the sense of a real ratio of number of
errors per demands; or as Hollnagel described it, we will never find the “snark” (Hollnagel, 1999). It
finally states that we can quantify Human Behaviour at least on a modelling bases (as we do it every
second in our life).
From the methodological part of psychological research this involves certain criteria that a quantitative
method should fulfil. Bases for these criteria are the very natural way of human behaving in nature (Figure
6). For any aspect of the future, human beings are using their past experience (models) all the daylong to
judge about what is happening (observation).
This “cognitive mill” (Neisser, 1976) is in particular true for operator errors and the errors of commission
which analysts intend to predict with the 2nd generation HRA methods. It is also true in our everyday life:
If we start out car, we expect that it will work (if we are not aware of a serious problem) or will expect that
it will not work (if we know that for instance the battery has problems). And of course it is also true for
what an analyst can do regarding Human Reliability Assessment.

Model(s)
Redefinition of
model
is necessary
if disagreements
with observations

Use Model to
structure
observations

Observation(s)
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Figure 6:

Model-Observation loop for behavioural and scientific progress.

There are two possibilities for the coherency of a model and observations. If the observations fit to the
model, we certainly do not notice any problem (coherence theory of truth; Keller, 1990). What happens if a
model and observations disagree? If there is a mismatch, we have several possibilities: rejection of the
difference (mostly done by ignoring the observations), reluctant acceptance of the difference or systematic
evaluation of the difference (cf. the cognitive tendencies described in Mosneron-Dupin et al., 1997).
Rejection and acceptance are usually sluggish processes. Faced with the importance of Human Reliability
in the entire process of PSA, HRA cannot afford sluggish processes. HRA therefore needs a systematic
approach. Psychological science brought out the following maxims for such a procedure:
Though a variety of methods and models may be achieved, they should find a
common language (not necessarily common concepts) in order to understanding
differences and similarities (e.g. about the terms error, context or performance
shaping factors).
Any science means change of concepts. Therefore it is rather more likely to have
unexpected changes in the demands of HRA than a stable state or “world solution”.
In any case it is important to keep the scientific process running, i.e. to keep the
coupling of data sources (events simulator training, maintenance records etc.) and
model development. Such a view includes to be open for adjustments and to be
eager to check models and observations against each other. It also includes accepting
the contributions already achieved by older methods and to proof the gain in
explanatory power of new developments against existing methods.
Human nature is difficult to quantify. This constrain can be faced with following
basic rules of measurement. Basically these are: quantification methods should be
replicable and traceable by several users (called inner and inter rater reliability) and
the quantification part should include uncertainties of the figure. For instance, a
point estimation by one expert or by using only 2 anchor points for a calibration
does not allow such uncertainty assessment.
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On the Identification of Important Errors of Commission for NPPs presented by Donald Wakefield

On the Identification of Important
Errors of Commission for Nuclear
Power Plants

By
Donald Wakefield
EQE International
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Background
• Adaptation of the Confusion Matrix Approach
• Manually applied in 1986 for TMI-1 PRA in
Support of Licensing Restart
• Limited to Initiators and Selected Other Sequences
(e.g. Inadvertent HPI, ATWS)
• Combination of Symptom Based (ATOGs) and
Event-Based Procedures in Use at the Time
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Generalized Operator Action Event Tree Representation
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Key Assumptions

• Potential for Misdiagnosis Is Tied to Degree of
Deviation of Plant Response Indications from those
Referenced in Procedures
• Resulting Incorrect Actions Keyed to Written
Guidance In at Least One Procedure
• Impact on Accident Sequence Model Limited to
Those Not Rediagnosed and Corrected
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Relevance to Current PRAs

• Plant Symptom State Decisions and Procedure Entry
Conditions are Similar in Form; i.e. If These
Indications, Then Do This.
• Computerizing the Approach would Permit Many
More Sequences to Be Compared and at Several
Times During the Sequence
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Expected Plant Response to Each Initiator
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Expected Plant Response to Each Initiator (Continued)
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Procedure Entry Indications
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Transfers Called Out in Each Procedure
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Order of Procedures Followed for Each Initiator(1)
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Operator Actions Called for in Each Procedure
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Summary of Approach

• Determine Nominal Plant Response For each
Sequence, Focus on Key Indications
• Tabulate Required Plant Indications for Procedure
Entry Conditions and Plant Symptom States
• Compare Correct and Other Procedure Conditions to
Determine Degree of Similarity; Potential for
Misdiagnosis
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Summary of Approach (continued)
• Review Procedural Guidance in Confused
Procedure to Identify Actions Complicating the
Plant Response
• Focus on Actions Complicating Functions
Modeled in the PRA
• Determine Timing of Rediagnosis and Likelihood
for Recovery
• Incorporate Important Errors Of Commission into
PRA
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Example Findings
• SGTR/Small LOCAs - Low Potential, Tripping of
RCPs
• Reactor Trip/Turbine Trip - High Potential,
Negligible Impact
• Inadvertent HPI/Small LOCA - Low Potential,
Possible PORV Challenge
• MSLB in RB/Small or Medium LOCA - High
Potential, Tripping of MFWPs versus RCPs
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Summary of Approach to Identify Important Errors of Commission

Plant Experience
And T/H
Analysis

Table 2
Expected Indications
For Pairs of Accident
Sequences
Potential for
Confusion
Table 3
Procedure Entry/
Symptom State
Conditions

Table 5
Transfer Points
Between
Procedures

Table 4
Applicable Procedures
For Each Accident
Sequence

Events In
Accident
Sequence
Models

Table 6
Operator Actions
Directed in Each
Procedure

Table 1
Confusion
Matrix

Input to Accident
Sequence
Modeling

Potential
Impacts on
Plant Response
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Conclusions
• Limited Potential for Important Errors of
Commission Early In The Sequences Examined
• Higher Potential For Complicating Actions Later in
the Sequences
• The Approach Should Be Automated and
Generalized to Investigate More Accidents and
Times during the Sequence Progression
• Approach Considers Suitability of Plant Indications
Used By Operator For Decisions During Accidents
P:\vugrafs\DJW\HRAVGs.ppt -
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Conclusions (continued)

• Alternate Approach May Be To Focus Right Away
on Any Procedural Steps Which If Implemented
Would Degrade or Defeat Modeled Mitigation
Functions
• Then Search For Situations Where Such Guidance
Might Incorrectly Be Followed
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Refinements to the SPAR HRA Screening Methodology, H. S. Blackman, INEEL

D. I. Gertman
J. C. Byers
S. Hill
ABSTRACT
The 1994 the ASP human reliability analysis methodology was developed for the US NRC by the INEEL.
This work undertook to revise that HRA screening methodology for use by the NRC SPAR program. As
part of this revision, the 1994 ASP HRA methodology was compared on a point by point basis to a variety
of other HRA methods and sources. A team of human factors and human reliability analysts evaluated the
differences among the methods. Results of the analysis were incorporated and the 1994 version of the ASP
HRA methodology was revised to incorporate desirable aspects of other HRA methods. The revision also
focussed on addressing user comments. A revised methodology named the SPAR HRA methodology was
developed and initial applications have been made. Currently, NRC inspectors are evaluating this approach
for use in conjunction with the inspection process. A form for applying this methodology, the SPAR
human error worksheet, was developed to facilitate use of the method by a broader audience and is
discussed as part of this presentation.
Slide 1 - Introduction
− The SPAR HRA methodology
− was developed for the US NRC’s Simplified Plant Analysis Risk (SPAR) program
− supports Accident Sequence Precursor (ASP) analysis of operating events at nuclear power
plants
− Stresses ease of use
− Is a significant revision of an earlier method (1994 ASP HRA) developed by the INEEL
under NRC sponsorship
Slide 2 - Objectives of the Revision
Refine the following: error categories, base HEPs, PSFs and PSF weights as necessary
Improve definitions and examples
Address user issues:
− Need for nominal HEPs for default cases
− Need a wider range of HEPs
− Users had difficulties with the terms “processing” and “response” used in the approach
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Slide 3 - Revision process employed the following as Information Sources
− 1st and 2nd generation HRA methods
THERP
ASEP
HEART

ATHEANA
CREAM
JHEDI

− Other sources of HRA information were examined:
− In plant examinations (IPEs)
− Human performance events data base (HPED)
− Method for intention based errors (INTENT)
− Nuclear computerized library (NUCLARR)
− FRANCIE PSF taxonomy
Slide 4 - An Example of the Results Tabulated
(see attachment 1)
Slide 5 - Error Categories
17. Diagnosis errors,
18. Action-based errors, and
19. Recovery errors with formal consideration of dependence
− Errors are analyzed by the analyst as appropriate rather than for every task
− Terminology is now more into line with other methods. For example, earlier SPAR HRA
versions used “Processing” in place of “ Diagnosis”
Slide 6 - Suggested SPAR HRA Error Rates
− Base error rate for diagnosis task
− Base error rate for action task

– 0.01

– 0.001

(Note that these rates were the same as those suggested by earlier reviews)
Slide 7 - Changes in PSF Weights
− Changes were made to all PSF weights, for example,
− the possible range for the combinations of time, stress, and complexity weights ranged from
1.0 to 5.0 in the 1994 ASP methodology, - - PSFs were neutral at best
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− Currently, a larger dynamic range of weights is now possible from 0.001 to 250 for a SPAR
diagnosis task. Positive PSF effects are now accounted for as are cumulative negative
effects.
− Weights used in the method now more in line with other methods
Slide 8 - Other Method Refinements
− Nominal ratings designated
− More specific information elicited for non-nominal ratings
− Dependency evaluated on 4 factors rather than 5 factors
− Increased provision for not applying dependency

Area of
Revision
PSFs

1994 ASP HRA Condition

SPAR HRA Condition

Rating on a single PSF: Complexity,
Stress, and Workload (2 levels of
threat/stress, each with 3 levels of time)

Rating on three PSFs: Available
Time (5 levels for diagnosis, 4
levels for action); Stress (3
levels); Complexity (4 levels for
diagnosis, 3 levels for action)
Rating on a single PSF:
Experience/Training (3 levels)

Rating on a single PSF:
Experience/Training (2 levels of
experience, each with two levels of
training)
Rating on a single PSF: Procedures
(procedures absent or present, 2 levels of
procedure quality if present)

Rating on a single PSF: Ergonomics (3
levels of plant type, each with 2 levels of
ergonomics)
Rating on a single PSF: Fitness for Duty (2
levels)
Rating on a single PSF: Crew Dynamics (2
levels)
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Rating on a single PSF:
Procedures (procedures not
available and 3 levels of
procedure quality for diagnosis, 2
levels of procedure quality for
action)
Rating on a single PSF:
Ergonomics (4 levels)
Rating on a single PSF: Fitness
for Duty (3 levels)
Rating on a single PSF: Work
processes (3 levels)
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Slide 9 - Discussion of Issues
− Still screening level quantification method - not full scope HRA
− User still requires knowledge of task specifics
− User still requires knowledge of technology specifics
− User still needs to understand PSF definitions
− Not just for nuclear power plant applications
− Highly suggested that analysts use the worksheets provided as part of the calculation method
Slide 10 - Applications
− Applied to spent fuel initiative
− Applied in screening analysis research for HRA for dry cask
− Has application beyond ASEP because ASP/SPAR covers much more than post accident
recovery
Slide 11 - Summation
− The SPAR HRA methodology is a quick, easy-to-use, screening level, human reliability
analysis (HRA) technique
− Initial response of users has been positive
− The SPAR HRA worksheet and accessory materials (definitions, operational examples,
sample worksheets for a SGTR) follow
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SPAR HRA Human Error Worksheet (Page 1 of 3)

Attachment 1
Plant:_

_ Initiating Event:_

_ Sequence Number:

_

Basic Event Code: _

_

Basic
Event
Context: _
____________________________________________________________________
Basic
Event
Description:_
_________________________________________________________________
Does this task contain a significant amount of diagnosis activity? YES
(skip

Part

I,

p.

1;

start

with

Part

II,

p.

(start with Part I, p. 1)
2)

NO
Why?

_________________________________________________________________________

Part I. DIAGNOSIS
A. Evaluate PSFs for the diagnosis portion of the task.
PSFs

PSF Levels

Multiplier
Diagnosis

Available Time

Inadequate time

P(failure) = 1.0

Barely adequate time 20
min
Nominal time
PLQ
Extra time >60 min
Expansive time >24 hrs
Extreme
High
Nominal
Highly complex
Moderately complex
Nominal
Obvious diagnosis
Low
Nominal
High
Not available
Available, but poor
Nominal
Diagnostic/symptom
oriented
Missing/Misleading
Poor
Nominal
Good
Unfit

10

Stress

Complexity

Experience/Training

Procedures

Ergonomics

Fitness for Duty

Work Processes

Degraded Fitness
Nominal
Poor
Nominal
Good

for

1
0.1
0.01
5
2
1
5
2
1
0.1
10
1
0.5
50
5
1
0.5
50
10
1
0.5
P(failure) = 1.0
5
1
2
1
0.8
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B. Calculate the Diagnosis Failure Probability
(1) If all PSF ratings are nominal, then the Diagnosis Failure Probability = 10E-2
(2) Otherwise, Time Stress Complexity Experience/ Procedures ErgonomicsFitness Work
Training
for Duty Processes
Diagnosis: 10E-2x
x
x
x
x
x
x
=
Diagnosis Failure Probability

x

SPAR HRA Human Error Worksheet (Page 2 of 3)
Plant:_

_ Initiating Event:_

_ Sequence Number:

_

Basic Event Code: _

_

Basic
Event
Context:_
____________________________________________________________________
Basic
Event
Description:_
_________________________________________________________________

Part II. ACTION
A. Evaluate PSFs for the action portion of the task.
PSFs

PSF Levels

Multiplier
Action

Available Time

Inadequate time

P(failure) = 1.0
10

Ergonomics

Time available
time
required
Nominal time
Time available>50 x time
required
Extreme
High
Nominal
Highly complex
Moderately complex
Nominal
Low
Nominal
High
Not available
Available, but poor
Nominal
Missing/Misleading

5
2
1
5
2
1
3
1
0.5
50
5
1
50

Fitness for Duty

Poor
Nominal
Good
Unfit

10
1
0.5
P(failure) = 1.0

Degraded Fitness
Nominal
Poor
Nominal
Good

5
1
5
1
0.5

Stress

Complexity

Experience/Training

Procedures

Work Processes

for

1
0.01

147

If non-nominal PSF levels are selected, please
note specific reasons in this column

NEA/CSNI/R(2002)3

B. Calculate the Action Failure Probability
(1) If all PSF ratings are nominal, then the Action Failure Probability = 10E-3
(2) Otherwise, Time Stress Complexity Experience/ Procedures ErgonomicsFitness Work
Training
for Duty Processes
Action: 10E-3 x
=
Action Failure Probability

x

x

x

x

x

x

x

SPAR HRA Human Error Worksheet (Page 3 of 3)
Plant:_

_ Initiating Event:_

_ Sequence Number:

_

Basic Event Code: _

_

PART III. CALCULATE THE TASK FAILURE PROBABILITY WITHOUT FORMAL
DEPENDENCE (PW/OD)
Calculate the Task Failure Probability Without Formal Dependence (Pw/od) by adding the Diagnosis Failure
Probability (from Part I, p.1) and the Action Failure Probability (from Part II, p. 2).
If all PSFs are nominal, then
Diagnosis Failure Probability: ______________ Diagnosis Failure Probability: 10E-2
Action Failure Probability: +______________

Action Failure Probability: +10E-3

Task Failure Without
Formal Dependence (Pw/od) =______________

P(w/od) = 1.1x10E-2
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Part IV. DEPENDENCY
For all tasks, except the first task in the sequence, use the table and formulae below to calculate the Task
Failure Probability With Formal Dependence (Pwd).
If there is a reason why failure on previous tasks should not be considered, explain here:
_______________________

Dependency Condition Table
Crew
(same or
different)

Same

Time
(close in time or
not close in
time

Location
(same or
different)

Close

Same
Different
Same

Not Close

Different
Different

Cues
(additional or
not additional)

No Additional
Additional
No Additional
Additional

Close
Not Close

Dependency

complete
high
high
moderate
moderate
low
moderate
low

Number of Human Action
Failures Rule
- Not Applicable. Why?
_________________
_______________________
_______________
If this error is the 3rd error
in the sequence, then the
dependency is at least
moderate.
If this error is the 4th error
in the sequence, then the
dependency is at least high.
This rule may be ignored
only if there is compelling
evidence for less dependence
with the previous tasks.
Explain above.

Using Pw/od = Probability of Task Failure Without Formal Dependence (calculated in Part III, p. 3):
For Complete Dependence the probability of failure is 1.
For High Dependence the probability of failure is (1+ Pw/od)/2
For Moderate Dependence the probability of failure is (1+6 x Pw/od)/7
For Low Dependence the probability of failure is (1+19 x Pw/od)/20
For Zero Dependence the probability of failure is Pw/od
Calculate Pw/d using the appropriate values:
(1 + (

*

))/

=

Task Failure Probability With Formal Dependence (Pwd)
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Errors of Commission in Maintenance: Methodology and Approach presented by David Gertman

Errors of Commission in
Maintenance: Methodology and
Approach
David I Gertman, Bruce Hallbert, and Harold Blackman, Dave Prawdzik

gertdi@inel.gov , hallbp@inel.gov, hsb@inel.gov, zik@inel.gov
Idaho National Engineering and Environmental Laboratory (INEEL)

1

Overview
•
•
•
•
•
•

Objectives
Method
Approach
Sample Findings
Summary
Research Directions
2
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Objectives
• Better understand how human performance
influences the risk at NPPs
• Review how human performance affected
recent operating events at US nuclear plants
• Develop insights that can support risk
informed regulation
• Provide technical basis to identify and
prioritize human performance research
3

Method and Approach
• Use evidence from events
• Use ASP program to help identify significant
events where CCDP > 1.0E-5
• Apply standardize plant analysis risk models
(SPAR) to help quantify risk impact
• Use licensee event reports (LERs) and augmented
inspection team (AIT) reports as source material
to aid in interpretation and classification of human
performance
4
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Method and Approach
(Continued)
• Events were reviewed by an INEEL team
consisting of human reliability and human
factors, plant systems (PRA), and
operations analysts
• Six human performance categories
containing 23 subcategories were
determined by frequency of occurrence in
LER sources
5

Human Performance Categories
• Operations
• Design and Design Change Work Practices
• Maintenance Practices and Maintenance
work controls
• Procedural Design and Development
Process
• Corrective Action Program
• Management Oversight
6
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Maintenance Practices and
Maintenance Work Controls
Category Consisted of :
• Inadequate work package development, QA
and use
• Inadequate maintenance and maintenance
practices
• Inadequate maintenance technical
knowledge
• Inadequate post-maintenance testing
7

Findings
• 65% of significant events studied contained
problems in the “Maintenance practices and
maintenance work controls” category
• Seven of these events (24%) had failures in
more than one maintenance subcategory

8

153

NEA/CSNI/R(2002)3

Event Specific Examples
• Work Package Development and QA
•

1. Oconee 1,2,3, 269 92 018, Emergency power unavailable

3.2E-05

•

.
During testing of the Keowee emergency generators, one of the output breakers could not be
closed. The work package implemented a modification to the anti-pumping circuitry that was
defective.

•

2. Byron 1,45496007,

•

.
Improper design of the weld on top of the channel and degraded caulk of the bus duct
allowed water to enter between an insulator and bus duct causing a trip of the Unit station auxiliary
transformer, loss of off-site power, and a reactor trip. Although information from another plant was
available, work package development did not incorporate the lessons learned to properly caulk the
phase duct channel.

Transformer bus results in LOOP1.7E-05

9

Inadequate Maintenance Work
Package and Practices
•

3. La Salle 1, LER 373 93 015,

SCRAM and Loss of Offsite Power (LOOP)

•

.
Failure to schedule preventative maintenance on station auxiliary transformer (SAT) bus duct
seals allowed water to accumulate and cause corrosion and short circuits. There was no drainage
path for accumulated moisture. This condition resulted in a short circuit to ground and loss of the
station auxiliary transformer which caused a reactor scram.

•

4. Catawba 2, 41393002,

•

.
The nuclear service water system motor operated discharge valves (MOV) did not open as
required during a pump start due to incorrect setting of the torque switches. There was a lack of
information in the MOV set up procedure and maintenance

ESW Unavailable

1.3E-04

1.5E-04

10
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Inadequate Technical Knowledge

•

5. D. C, Cook 1, LER 315 95 011,

SI pump unavailable for 6 months

3.7E-05

•

.
A charging pump was started and operated at full flow for seven minutes and then tripped on
motor overcurrent due to an incorrect setting for the overcurrent relay. A lack of knowledge from
inadequate continuing training in Centrifugal Charging Pump over-current calibration knowledge
contributed to the error by technicians.

•

6. Fort Calhoun, LER 285 92 023,

•

.
After an inverter board replacement, the work package did not specify removal and
reinstallation of a metal jumper which led to inverter instability, a turbine trip and a reactor trip.
Unavailability of an inverter qualified electrician who may have known about the jumper
reinstallation contributed to the event.

Rx trip with faulty PZR safety valve 2.5E-04

11

Inadequate Post Maintenance Testing
•

7. Sequoyah 1&2, LER 327 92 027,

LOOP

1.8E-04

•

.
An internal fault on a newly installed switchyard power circuit breaker caused a reactor trip
due to reactor coolant pump under voltage. Testing methodology failed to appropriately assess
potential risks and failed to evaluate alternatives to testing methodology.
Breaker testing
procedures failed to include adequate guidance to prevent breaker conditions that would cause
breaker failure.

•

8. South Texas, LER 498 93 005/007,

•

.
An emergency diesel generator failed to start for a test because paint applied to the fuel
injection pumps ran into the fuel metering ports and caused binding of the fuel metering rods.
Contract painters were not adequately supervised and did not ensure that paint did not drip into
equipment. There was no operability testing following external activities that can effect diesel
generator operability.

Unavailability of 1 EDG and TDAFW pump

12
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Summary and Insights
• Most maintenance failures were latent and latent failures
were noted more than active failures in significant events
by a factor of 5 to 1
• All events involved multiple human failures, many events
contained from 6 to 8 failures
• A number of events demonstrated evidence of failure to
monitor observe, trend or respond to recurrent problems
• Although they combine with other failures to help
determine the course of events, for the most part,
maintenance commission failures are not explicitly treated
in PRA.
• 2nd generation HRA may allow for explicit consideration
13
of some of these factors
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Development of A Human Error Analysis Procedure for Emergency Tasks presented by J.W. Kim,
KAERI
Jae W. Kim, Won D. Jung and Jaejoo Ha
Integrated Safety Assessment Team
Korea Atomic Energy Research Institute
I.

Introduction

It has been criticised that conventional human reliability analysis (HRA) methodologies are mainly focused
on the quantification of human error probability (HEP) that an operator fails to perform a required task in a
specific situation on the progression of an accident (Dougherty, 1990; Hollnagel, 1998). Generally, in the
conventional HRA, the situation in which a task is required is identified on the event tree (ET) or fault tree
(FT) of the probabilistic safety assessment (PSA). Many HRA practitioners and risk analysts (Kirwan,
1994; Parry, 1995; Julius et al, 1995; Hollnagel, 2000) have raised the need on the inclusion of various
error types (or modes) including EOCs and analysis of specific error context (error causes and performance
influencing factors) inducing such error modes.
In order to complement the insufficiently treated aspect of the HRA, we are developing a human error
analysis (HEA) procedure so that it may help analysts identify probable error modes and their possibilities
for a given task or a situation. The developed HEA procedure is composed of two modules. The first
module is a flowchart for the identification of error analysis items by cognitive function and for the
selection of corresponding error analysis procedure. The second module is composed of the HEA
procedures in which detailed error analyses are conducted. The HEA procedure is focused on the
prediction of probable error modes (including EOOs and EOCs) considering task context for a situation
where a task is required to perform. But, the framework is being extended to the analysis of error
possibility of EOCs that can deteriorate the plant safety by operators’ inappropriate interventions. Section 2
describes the framework to the analysis of error possibilities, and Section 3 presents the basic structure of
the developed HEA procedure. In Section 4, results of case applications to emergency tasks are introduced.
II.

Analysis Framework

We consider the analysis of the possibility of human erroneous actions in emergency situations by dividing
the erroneous situations into two cases. The first one is to analyse possible erroneous actions for the
situations where tasks are required to perform. The type of erroneous actions in this case includes both
EOOs and EOCs. Generally, the tasks to be required are determined in the conventional PSA. The second
case is for the possibility of EOCs that can deteriorate the plant by operators’ inappropriate interventions.
Both cases are defined for ease of use, respectively, as follows:
− Case 1: the situation when a task is required to perform
− Case 2: the situation when an inappropriate task may be brought about
It is assumed that the operators’ responses in emergency situations are driven by the emergency operating
procedures (EOPs) or the plant behaviours displayed by the information system (Julius et al, 1995;
ATHEANA, 2000). This is true of both cases. Figure 1 shows the types and their possible responses in
view of task/situation identification according to the difference of timing between the progression of a
scenario and the progression of an EOP by an operator. Below are the brief descriptions on what each type
represents and on the possible responses in view of identification according to each type.
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Figure 1. Classification of situation types according to the difference of timing between the progression of
A situation in which a task is required or
an inappropriate task may be possible to take place.
progression
of a scenario
progression
by EOP
Type 2

Type 1

Type 3

* Driven by EOP

* Driven by EOP
or Information

* Driven by Information

Type 4 : not provided in EOP
* Driven by Information

a scenario and the progression of an EOP
− Type 1 represents that the progression of an EOP matches the progression of a scenario, so
that the task on the EOP can initiate a required action or help to identify a situation in which
an action seems to be required. In this type, plant abnormal symptoms displayed by
information also can drive operators to initiate a task. Possible responses may include normal
identification and omission of identification due to an occupation with other tasks.
− Type 2 represents that the progression of an EOP precedes the progression of a scenario, so
that the identification of a task by an EOP is made prior to a situation in which a task is (or
seems to be) required. In this type, actions driven by information assumed to be negligible
except that an indicator shows wrong information. Four kinds of responses can be possible. 1)
Not only, at first time when operators refer to the relevant task on the EOP, they successfully
assess the situation and wait for a situation in which the task really should be performed, but
also they successfully identify the task when the situation comes. 2) At first the operators
successfully assess the situation, but they fail to identify the task again when it is required. 3)
At first time, operators assess or judge the situation inadequately, as it is appropriate to
execute the task, so that they execute the task untimely, i.e. too early. 4) Operators can omit
the task even at first time.
− Type 3 represents that a situation in which a task is (or seems to be) required comes prior to
the progression of an EOP, so that by information, operators should identify the situation in
which a task is required or may identify the situation in which an inappropriate action may be
possible. Possible responses include normal identification of the situation and the task,
omission of identification of the situation, and normal identification of the situation but
selection of inappropriate tasks.
− Type 4 represents that the task to be required to perform or likely to be performed
inappropriately in a given situation is not provided in the EOP, so that operators respond to
such a situation with their knowledge and experience based on the situation assessment from
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the available information. Possible responses include normal identification of the situation
and the task, omission of identification of the situation, and normal identification of the
situation but selection of inappropriate tasks.
Based on the classification of situation types described above, we identified important analysis items by
each cognitive function. The identified analysis items are considered as making a situation or a task
problematic in view of error occurrence. The model of decision-making used in the study is composed of
five functions of information processing such as task identification, information gathering, situation
assessment, planning and decision-making, and task execution.
The function of ‘task identification’ is to initiate a task on the EOP when it is driven by the EOP, or
identify a required task when it is driven by information. The important items considered for the analysis
of human error possibility in the function of ‘task identification’ are a little different between Case 1 and
Case 2. For the Case 1, the possibility of error occurrence becomes higher as the identification of a
situation or task becomes difficult, and task identification driven by information for the type 1 in Figure 1
is assumed to be negligible. For the Case 2, on the contrary, the possibility of error occurrence becomes
higher as the identification of a situation or task becomes easier, therefore task identifications driven by
both EOP and information are considered for the analysis of error possibility. The following items are
considered for the analysis of the function of ‘task identification’:
− In case the task which is (or seems to be) required to perform is not provided in the EOP and
related training is done insufficiently.
− In case the progress of an EOP precedes the progression of a scenario (the possibility of ‘too
early execution’ is analysed in the function of ‘situation assessment’ because this kind of
error occurs mainly due to the inadequate situation assessment.).
− In case a situation in which a task is (or seems to be) required to perform precedes the
progression of an EOP
− In case the progression of an EOP matches the progression of a scenario but there exist
concurrent tasks to be performed.
In the function of ‘information gathering’, one analyses the possibility of error occurrences during the
collection of information required to assess the plant situation. Possible error modes include omission of
information (in part or total), time delay, gathering of inadequate information. The analysis items
considered in this function are as follows:
− In case the information system itself has problems such as problematic assumptions or flaws
in design, reliability problems which include recent or frequent malfunction, and indirect
collection of required information.
− In case the information itself has other similar information that may confuse operators to
choose similar-but-wrong information. Such information includes the sub-cooled margin, the
ruptured SG, and so on.
− In case multiple information (more than two kinds of information) is required or multiple
operators (including inter- or intra- team cooperation) are required to perform a given task.
− In case there exists familiar or similar tasks, urgent situations, or concurrent tasks.
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In the function of ‘situation assessment’, operators integrate the collected information to assess the
situation of the plant or check the condition to execute a task using relevant rules or knowledge. Possible
error modes include the failure to make a situation assessment, incomplete situation assessment, and
incorrect situation assessment. Particularly, among the incorrect situation assessments, situations in which
similar tasks or responses to the required task exist and the possibility of ‘too early execution’ noted in the
function of ‘task identification’ are included in the analysis items. The analysis items considered in this
function are as follows:
− For rule-based responses, two representative cases are considered as J. Reason (Reason,
1990) describes, i.e. ‘application of wrong rule’ and ‘misapplication of good rule’.
− For knowledge-based responses, two cases are possible: 1) the required task is not provided
in the EOP and operators are not trained sufficiently, and 2) Even though the task is provided
in the EOP, the performance of the task requires operators’ knowledge or judgement.
− In the case that there exist similar tasks to the required task.
− The error possibility of ‘too early execution’ when the progression of an EOP precedes the
progression of a scenario.
In the function of ‘planning and decision-making’, operators set up a series of actions or select an
appropriate action to cope with a given situation. Since most of actions required in accident sequences in
nuclear power plants are performed based on the procedures, i.e. EOPs, the operators’ activities concerned
with planning and decision-making mostly comprise a selection of an appropriate procedure, adaptive use
of a procedure according to a situation, and decision-making required at certain critical points, etc. Possible
error modes include omission or delayed action due to negative or uncertain effects, inadequate planning or
decision, and selection of inappropriate tasks. The analysis items considered in the function are as follows:
− Analysis of error occurrences due to the use of an inadequate procedure or the wrong use
(adaptation) of a good procedure
− A decision-making situation when multiple alternative plans (or tasks) exist.
− A task that has negative effects on the aspects of economics or safety, or has uncertainty in its
effect.
In the stage of task execution, tasks are analysed separately by dividing them into control-type tasks and
non-control type tasks. Error modes considered in the task execution include too early, too late, selection of
wrong object, omission of action, and sequence error.
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III.

Structure of the HEA Procedure

On the basis of analysis items described in Section 2, a human error analysis (HEA) procedure was
developed for emergency tasks and situations. Figure 2 shows the basic structure of the developed HEA
procedure. The procedure consists of two modules. The first module is a flowchart that helps analysts
identify error analysis items by cognitive function and select corresponding error analysis procedure.
Figure 3 shows a preliminary flowchart. The flowchart will be finalised after thorough applications to
various kinds of error-likely situations and relevant emergency tasks.

Figure 2. Basic Structure of the HEA Procedure
The second module is composed of the HEA procedures corresponding to analysis items of the first
module, in which detailed error analyses are conducted. Details of the procedures are not provided in this
paper because of its large volume. Each error analysis procedure is so designed that specific task context or
relevant influencing factors may be reflected appropriately in the process of identifying the most probable
error types and estimating their possibilities. The task context considered in the HEA procedure is based on
the taxonomy of performance influencing factors (PIFs) (Kim and Jung, 2001). The HEA procedure
consists of 16 analysis items: 4 analysis items for task identification, 4 items for information gathering, 4
items for situation assessment, and 2 items for planning and decision-making. For task execution, control
tasks and non-control tasks are separately considered. Some of the analysis items described in Section 2
that require consecutive analysis over cognitive function are collapsed into single cognitive function to
facilitate the analysis.
For the information on task and situation required for the whole process of human error analysis, the
structured information analysis (SIA) technique (Jung et al., 2001) is used as a task analysis method for
HRA. The SIA helps analysts view the problem space systematically from the macroscopic contextual
level to microscopic cognitive level as well as collect and analyse the required information on task and
situation.
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Figure 3. A Flowchart for Identification of Analysis Items and Selection of Corresponding Error Analysis
Procedures
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IV.

Case Application

In this section, case examples are presented. The results of error analysis applied to two emergency tasks
using the developed HEA procedure are introduced briefly as below. The tasks to be presented are ‘the
feed and bleed operation in the loss of all feedwater (LOAF) event’ and ‘Prevention of SG Overfilling in
the SGTR Event’.
■ Case 1: Feed and Bleed Operation in the Loss of All Feedwater (LOAF) Event
Task Description: The task ‘F&B operation’ is required for the situation of the failure of secondary heat
removal due to loss of all feedwater. Operators should forcefully depressurise RCS by opening the safety
depressurisation system (SDS) valves to inject coolant into the reactor coolant system (RCS) using the
high-pressure safety injection (HPSI) system. After correct diagnosis using the diagnostic procedure EOP02, operators should check if the secondary heat removal via SGs is adequate or not and decide to enter the
FRP(functional recovery procedure)-06, in step 8 of the EOP-05 of the YGN plant. Related sequence and
emergency operating procedures (EOPs) are summarised as below:
− Related sequence: Loss of main feedwater * Reactor trip * Loss of auxiliary feedwater
system (AFWS)
− Related procedures: EOP-01, EOP-02, EOP-05, and FRP(functional recovery procedure)-06.
Error Analysis: Error analysis was performed using the developed HEA procedure. First, the analyst
checks the analysis items by cognitive function using ‘the flowchart for identification of analysis items’,
and, secondly, if there is an item that requires error analysis, then moves to the corresponding HEA
procedure and follows the guidance given in each procedure.
TASK IDENTIFICATION:
<Deficiencies in Procedure & Training> ? : No.
<A Situation Precedes the Progression of EOP> ? : According to the variability of operators’
performance, the situation in which the entry point to the FRP-06 is determined may precede the
identification of the relevant task on the EOP. This, however, does not make significant effect on
the performance of the task.
<Progression of EOP precedes the Progression of a Scenario> ? : In the same way, the
progression of the EOP by operators may precede the plant situation in which the entry point to
the FRP-06 is determined. In this case, two error modes are possible: ‘too early execution’ or
‘failure to re-identify the task when the situation arrives to the required point’. For ‘too early
execution’ to be possible, operators assess the situation incorrectly and fail to identify or ignore
the condition that the implementation of the F&B operation should follow the opening of the
pressuriser safety valve (PSV). Therefore, ‘too early execution’ of the F&B operation is scarcely
possible. The possibility of the failure to re-identify the task when the situation arrives to the
required point also seems not to be plausible because the task and related information is critical
one in the LOAF scenario if only operators are moderately trained in such a level that they
recognise the goal of the LOAF procedure.
<Preceding or Concurrent Tasks> ? : Concurrent activities associated with the recovery of the
AFWS are also required, but this seems not much influential to the identification of the task.
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INFORMATION GATHERING: N/A
SITUATION ASSESSMENT: N/A
PLANNING & DECISION:
<Multiple Plans> ? : During the progression of implementing the F&B task, operators are
continuously paying attention to the recovery of the AFWS at the same time. Under this situation
that another alternative plan exists, operators or higher level organisation can face decision
difficulty between the implementation of the F&B operation and the continuation of the activities
associated with the recovery of the AFWS because the F&B operation cause a large economic
loss to the utility. If the decision is delayed too much, the plant may experience more severe
consequences. In real accident situation, safety culture of the utility may contribute to this
decision. Therefore, advance preparations are required to resolve the decision difficulty.
<Negative or Uncertain Effects> ? : Included in the analysis of <Multiple Plans>.
TASK EXECUTION: In order to for the F&B operation to be successful, the timing and sequence of the
required actions is important. For the timing, operators should keep monitoring the status of the PSV
valves and bleed the RCS by opening the SDS valves when the PSV valves open by over-pressurisation of
the RCS. If operators are not ready to respond the plant situation, they may miss an adequate timing
associated with the opening of the SDS valves. For the sequence of the required actions, restoration of the
electric power to the SDS valves should precede the opening of the SDS valves. If the operators are true to
keep following the given procedure, this may be not significant one.
■ Case 2: Prevention of SG Overfilling in the SGTR Event
Task Description: In steam generator tube rupture (SGTR) event, operators should isolate faulted steam
generator (SG) and initiate cooldown of the RCS to minimise the leakage of reactor coolant to the faulted
SG. During the depressurisation of the RCS, the faulted SG begins to fill and, eventually, the main steam
safety valve (MSSV) may open. In order to prevent the faulted SG from overfilling, operators can use the
steam generator blowdown system (SGBDS), the steam bypass control system (SBCS) or the atmospheric
dump valve (ADV). Related sequence and emergency operating procedures (EOPs) are summarised as
below:
− Related sequence: SGTR * Reactor trip * HPSI Injection * Secondary heat removal * RCS
pressure control * Isolation of possible leak paths
− Related procedures: EOP-01, EOP-02, and EOP-03.
− Error Analysis: Error analysis results are described by cognitive function as below.
TASK IDENTIFICATION:
<A Situation Precedes the Progression of EOP> ? : Because the reactor coolant flows into the
faulted SG and operators are paying their attention to the RCS depressurisation until the
condition of pressure difference between the pressuriser and the faulted SG is satisfied, the
situation that the faulted SG overflows can precede the progression of the EOP. The relevant step
in the EOP-03 is 19 steps apart from the step associated with the RCS depressurisation.
Therefore, if operators do not observe the level of faulted SG with care while they control the
RCS pressure, error modes such as ‘omission’ or ‘too late execution’ are probable.
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INFORMATION GATHERING:
<Confusing Information> ? : The information contains confusing information such as the faulted
SG. However, the possibility that operators mistake the intact one for the faulted is very low
because they have been interacting with the faulted SG during the RCS pressure control.
SITUATION ASSESSMENT: N/A
PLANNING & DECISION:
<Multiple Plans> ? : There are multiple paths to relieve the overflowed water. Therefore,
structured description on the priority between possible alternatives and on the combinational use
can be helpful to operators in such a dynamic accident situation.
TASK EXECUTION: N/A
V. Concluding Remarks
A human error analysis (HEA) procedure was developed in order to help analysts identify probable error
modes and quantify their probabilities for a given task required in an emergency situation. The HEA
procedure is composed of two modules: the first one is a flowchart to identify error analysis items and to
select corresponding error analysis procedure, and the second one is composed of the HEA procedures in
which detailed error analyses are conducted. The HEA procedure is in the development stage and the
quantification part is not yet incorporated in the procedure. The HEA procedure continue to be validated
over various kinds of emergency tasks that are required to perform or emergency situations in which an
inappropriate intervention by operators may be brought about.
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ANALYSIS OF THE EFFECTS OF THE FIDELITY OF THE TRAINING
SIMULATOR ON HUMAN RELIABILITY ASSESSMENT"
•
•

•

•
•
•

Abstract
The document explains a methodology to assess the effect of the dissimilarity between the training simulator
and the power plant to predict the probability of operator error or, in other words, of the Human Error
Probability (HEP). This potential effect is usually not evaluated because it is considered of secondary
importance within the Human Reliability Analysis (HRA) calculations for the Probabilistic Safety Assessment
(PSA).
The assessment is made through the parameters that contemplate the experience and training of the operators
in the Human Reliability Analysis. The parameters are used to quantify their effects on the final value of the
Core Damage Frequency (CDF) obtained in the PSA. The correlation human reliability versus time availability
that is offered by the Human Cognitive Reliability (HCR) model is used to calculate the variation in the
probability of operator error due to cognitive error. This model considers the experience and the training of the
operators by means of a coefficient K1 incorporated in the mathematical calculation of the probability of
human error. The variation of K1 causes a certain variation of the CDF value.
The effect on manual or mechanical errors is assessed through the factors that contemplate the level of stress
and the level of operator experience in the THERP system (Technique for Human Error Prediction).
The results, namely, variations in the error probabilities, have been applied as an example on the human
actions of the PSA of Trillo NPP in Spain.
The results of the study, namely the effect on the CDF, are offered for consideration of the influence of
following parameters: fidelity level of the simulator, importance granted to simulator training according to type
of actions in control room, experience level of the operators; hours of simulator training.
OECD HRA Conference
Maryland, 7-9 May 2001
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CONTENT OF THE PRESENTATION
• To present a methodology to assess the effect of
the dissimilarity between the training simulator
and the power plant on the Human Error
Probability (HEP).
• To present the results from the application of this
methodology to the HRA of the Probabilistic
Safety Analysis (PSA) of a NPP for assessing its
impact in the Core Damage Frequency(CDF).
OECD HRA Conference
Maryland, 7-9 May 2001

3

AIM OF THE PRESENTATION
• The results going to be presented highly base in
estimations difficult to validate but necessary in
order to apply the methodology. Therefore:
– The aim is basically:
• Presentation of the methodology
• Presentation of unexplored areas or gaps of
knowledge met in applying the methodology,
rather than the quantitative values obtained.

OECD HRA Conference
Maryland, 7-9 May 2001
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HUMAN ERROR PROBABILITY
HEP= CEP + MEP
Where:
HEP =Human Error Probability
CEP =Cognitive Error Probability
MEP =Manual Error Probability
OECD HRA Conference
Maryland, 7-9 May 2001
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COGNITIVE ERROR PROBABILITY
• Human Cognitive Reliability Model (HCR-Model)

CEP = e

 t 
  Tm −Cγ i
−
Cηi



 βi





Tm=Tm nominal (1+K1)(1+K2)(1+K3)
K1: Experience and training
K2: Stress level
K3: Man-machine interface
OECD HRA Conference
Maryland, 7-9 May 2001
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CORRELATION RELIABILITY / AVAILABLE TIME
ACCORDING TO TYPE OF BEHAVIOUR
(Post accident actions)
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CORRECTION OF THE HCR CORRELATION
Shift of the correlation due to the effect of the
“Experience and Training” coefficient (K1 ).
Example for “rule” based behaviour
1
0,5

0.1

A: Newly qualified operator
(K1= 0.44)
B: Experienced operator
(K1= 0)
C: Highly experienced operator
(Optimum, K1= - 0.22)
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CORRECTION OF K1
• When increasing the similarity of the simulator, the
training improves and the value K1 moves towards the
optimal value (K1=-0,22). It is considered that this
movement is, quantitatively, according to :
H.I / 1,200 (Time Factor)
H: Hours of simulator training per year.
I: Importance of the time of simulator training (Importance Factor)
compared with the time in control room.
1,200: Number of hours, as an average) that operators stay in NPP
control room annually.

OECD HRA Conference
Maryland, 7-9 May 2001

9

IMPORTANCE FACTOR
For assessing the I values:
• Simulator training is more important concerning postaccident actions (normally only practised in the simulator)
than for pre-accident actions (practised during normal
operation too).
• Simulator training is more effective for avoiding cognitive
errors than for avoiding manual, mechanical errors.
Therefore, the calculations have been made with different
sets of Important Factors (I) depending on above.

OECD HRA Conference
Maryland, 7-9 May 2001
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CORRECTION OF THE COGNITIVE ERROR
PROBABILITY (CEP)
Example of CEP correction for an experienced operator
(medium level), rules based behaviour, 20 hours of simulator training in
a 100% fidelity simulator instead of in a 50% fidelity simulator (PSA
reference simulator).
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CORRECTION OF THE MANUAL ERROR
PROBABILITY (MEP)
Example of MEP correction for an experienced operator
(medium level).
A”Time Factor” is also applied. It is considered a maximal
correction of 50%
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CORRECTION OF THE HUMAN ERROR PROBABILITY
(HEP)
(FOR PRE ACCIDENT ACTIONS)
This correction will influence the frequency of those initiators related to the
operation in Control Room.
A special application of the HCR model has been used for assessing the correction.
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APPLICATION TO THE PSA
• The Core Damage Frequency (CDF) of the reference plant
(Trillo NPP) considered in this paper is:
CDF = A+B+C+D=4,11 E-05
A, sume of cut sets without human actions in control
room
A=1,35 E-06
B, sume of cut sets with only preaccidental actions.
B=1,21 E-05
C, sume of cut sets with only postaccidental actions
C=8,35 E-06
D, sume of cut sets with pre- and postaccideltal actions
D=1,93 E-05

OECD HRA Conference
Maryland, 7-9 May 2001
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VARIATION OF THE CDF
Results of the application of the correction values for an
experienced operator (medium level) on the human action of the
PSA.
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SIMILARITY BETWEEN THE SIMULATOR AND THE
PLANT, S (%)
• The results until now were based on the decrease of the
error probability as the simulator moves from a S=50%
simulator (PSA reference) to a S=100% simulator.
The simulator however may have another, intermediate S
value
There have been three different similarities considered:
• Sph, physical similarity between the control rooms.
• Sr, similarity in rules. Degree of possible pursuit of the
operation instructions of the power plant in the simulator.
• Sm, similarity of the models. Degree of fidelity of the
models with respect to the reality
OECD HRA Conference
Maryland, 7-9 May 2001
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SIMILARITY FACTORS
Following formula are proposed for correction in the case of
a partial increase of the similarities.
SFph(Sphj-Sphi) +SFr(Srj-Sri) +SFm(Smj-Smi)
∆CEP (%) = ∆t CEP (%) x----------------------------------------------------------500
SFph(Sphj-Sphi) +SFr(Srj-Sri) +SFm(Smj-Smi)
∆MEP (%) = ∆t MEP (%) x--------------------------------------------------------500
-SFph, SFr and SFm are Similarity Factors for pondering the effect
of Sph, Sr and Sm respectively for each type of behaviour.
- Sphj-Sphi is, as an example, the similarity increase in % from similarity
i to similarity j.
-500 is the maximum numerator value ( normalisation value)

APPLICATION OF THE ESTIMATED SIMILARITY OF
THE TRAINING SIMULATOR
The estimated similarity of the training simulator
is as an example for constructing below graphic:
Sph=50%,Sr=85%,Sm=55%
CASE: Experienced Operator (medium level)
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APPLICATION OF THE ESTIMATED SIMILARITY OF
THE TRAINING SIMULATOR
Sph=50%,Sr=85%,Sm=55%
CASE: New qualified Operator
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FINAL COMMENTS
•

The presented/displayed results have been obtained by doing
estimations without having been validated.This was necessary to
carry out the methodology but have influenced the results
significantly.Following areas of Human Reliability are at issue
(possible future research areas):
– Assessment of the error probability while performing pre-accidental
actions. Methodology for assessing the effect on the initiators
frequency.
– Assessment on the importance (Importance Factors) of the training in
simulator for avoiding cognitive and manual errors. Differences in
between pre-accidental and post-accidental actions. Decrease of the
relative effect when increasing the training hours.
– Assessment on the importance of the fidelity (Similarity
Factors: SFph, SFr and SFm) of the training simulator for
Skill, Rule and Knowledge based behaviour.

OECD HRA Conference
Maryland, 7-9 May 2001
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1.

Introduction

The results of numerous fire risk assessments (FRA) and the experience gained from actual fire events
have shown that fire can be a significant contributor to nuclear power plant (NPP) risk. However, on the
basis of reviews of the FRAs performed for the Individual Plant External Events Examination (IPEEE)
program in the U.S. and on recent research performed by U.S. Nuclear Regulatory Commission (NRC) to
support increased use of risk information in regulatory decision making [e.g., Ref. 1, 2], it has become
clear that improved modelling and quantification of human performance during fire events requires a better
treatment of the special environment and response context produced by fires. This paper describes firerelated factors that have been identified as potentially impacting human performance, discusses to what
extent such factors were modelled in the IPEEE FRAs, discusses prioritisation of the factors likely to be
most important to a realistic assessment of plant safety, and discusses which factors are likely to need
additional research and development in order to allow adequate modelling in the human reliability analysis
(HRA) portions of FRAs. The determination of which factors need to be modelled and the improvement of
HRA related approaches for modelling such factors are critical aspects of the NRC’s plan to improve FRA
methods, tools, and data and to update a number of existing FRAs [see Ref. 3].
2.

Special Environment and Response Context Produced by Fires

Most fire-specific factors potentially influencing human performance can be grouped into three general
categories. One category consists of environmental factors that may affect operators physically and
mentally and thereby influence their ability to successfully respond to the situation both inside and outside
the main control room (MCR). Another is made up of plant conditions resulting from the fire (e.g., fireinduced short circuits) that can influence operator decision-making. The third consists of plant strategies,
procedures and training that have been developed to help operators reach safe shutdown during fires, e.g.,
abandoning the MCR and controlling the plant from the remote shutdown panel (RSP), and for some plants
implementing a “self-induced station blackout.” Important factors and issues from each of these categories
are described briefly below.
2.1

Environmental Factors

Obviously, smoke, heat, toxic products, and the associated wearing of self-contained breathing apparatus
(SCBA) can have physical effects on the ability of operators and plant personnel to respond to demands
created by the fire. Smoke and fire can cause habitability problems in the MCR (even if the fire is not
5

This work was supported by the U.S. Nuclear Regulatory Commission and was performed at Sandia
National Laboratories. Sandia is a multiprogram laboratory operated by Sandia Corporation, a Lockheed
Martin Company, for the United States Department of Energy under Contract DE-AC04-94AL85000.
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located in the MCR ) and can prevent operators and other plant personnel from reaching or working in
critical areas of the plant (i.e. affect accessibility). These factors can also impede plant personnel’s vision
and their ability to communicate. An important question concerns the level of smoke necessary to cause
problems and how to estimate the effects of smoke on human performance. In addition, while there
appears to be significant research efforts investigating the behaviour of people egressing from burning
buildings etc. [e.g., Ref. 4], there appears to be little known about the potentially stressful effects of fire
and smoke on the ability of professional plant personnel to perform their jobs. It would seem reasonable to
expect that some individuals would be more likely than others to suffer stress to a degree that could impact
their ability to perform their necessary duties, but data on the proportion of people likely to be affected and
the extent and nature of such effects is limited. A more precise understanding of the way these factors can
affect different aspects of operator and crew behaviour during fires would improve the ability of FRAs to
increase the realism in the modelling of fire risk.
2.2

Plant Conditions

A recent review of actual fire events in NPPs worldwide [Ref. 1] and another review of both NPP and nonNPP fire events done from the perspective of the ATHEANA (A Technique for Human Event Analysis)
HRA method [Ref. 2], have identified a number of plant conditions that may create problems for operators
trying to safely shutdown a NPP during a fire. These conditions (primarily hardware effects) include:
− fire-induced short circuits leading to spurious valve/pump/motor operations, spurious
operations that are not indicated, and misleading or conflicting instrument and indication
signals and alarms that may confuse operators
− instrument cable failures that may “lock out” operator start/stop controls
− short circuits and component damage caused by fire fighting efforts, i.e., collateral damage to
one train while fighting a fire involving another train
− inadequate indications and human-machine interface (HMI) in the MCR and at local sites.
That is, the indications provided and the design of the HMI may be adequate for most
contexts, but limited or misleading in context of a fire.
− failing fire barriers, which among other effects could interfere with operator response plans
− problems with fixed suppression systems, e.g., unavailability, spurious activation, or systems
that are overwhelmed or damaged by the fire
− interaction of direct fire effects and latent human errors, i.e., system unavailabilities caused
by latent errors may also confuse operators with respect to what is actually going on in the
plant
− existing, but unknown discrepancies between actual plant design and safe shutdown planning
for fires
− collateral effects such as fire-induced flooding
− multiple failures or plant problems requiring operators to cope with multiple concurrent tasks
A subset of plant conditions that may be thought somewhat different from the above because they may not
necessarily be considered “hardware” effects, include effects related to the location and nature of the fire:
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− fires in locations where the detection is significantly delayed
− fires in locations where usual routes to particular systems or areas are blocked
− multiple fires or secondary fires caused by fire-induced short circuits
− fire duration longer than expected, e.g., very large fires, ineffective fire brigades (or
unrealistic expectations), management decisions such as delaying use of water on cable fires
− fires in non-safety related areas that can make the event more cognitively challenging
− multiple units affected by the fire which can lead to multiple unit shutdown and impact
manpower, the ability to use shared systems, and create additional confusion.
All of the above conditions can create unusual and challenging contexts for operators attempting to reach
safe shutdown during a fire. Most can affect all stages of human information processing and decisionmaking, including detection, situation assessment, response planning, and response implementation. Not
only can they lead to operators failing to take appropriate actions, but they can also create confusing
contexts that can lead operators to commit unsafe actions (errors of commission [EOC]) that have the
potential to worsen the situation or prevent successful shutdown. In fact, the possible plant contexts created
by fires, such as spurious equipment activations and misleading and conflicting instrumentation, would
seem particularly likely to increase the potential for EOCs. In addition to developing ways to identify and
model such conditions in FRAs, approaches for reasonably assessing their potential impacts on operator
behaviour are needed.
2.3

Issues arising from plant strategies, procedures and training

The vendors and operators of NPPs have developed specific strategies, procedures, and training to deal
with plant conditions caused by fires. These guidelines and the associated activities themselves, along with
potential “informal” rules or strategies adopted by plant staff regarding what to do during fires, can create
unique situations that operators must be able to cope with during fire scenarios Several of these strategies
are discussed below.
2.3.1

Control room evacuation and plant shutdown

Most or all licensees provide guidance for shutting down the plant from outside the MCR when habitability
or controllability problems occur in the MCR. Evacuation can be required whether the fire is actually in the
MCR or in another area such as the cable spreading room. There is significant variability in the remote
shutdown capabilities at U.S. NPPs. Some plants have all of the required controls and instrumentation at
one location while others have the controls in multiple panels, requiring significant coordination of actions.
Yet, even those plants that have most of the required controls and instrumentation at one location (i.e., a
centralised remote shutdown panel [RSP]), generally require some local actions in order to successfully
shutdown the plant. Some licensees rely entirely on actions at the individual component location and others
argue that shutdown can be achieved completely through local actions if for some reason their RSP is
unavailable. Thus, the tasks and circumstances faced by operators attempting to shutdown the plant from
outside the MCR can be quite complex and the different requirements and obstacles need to be realistically
modelled to reflect the ability of operators to achieve shutdown in this way.
In addition, the guidance and criteria for the conditions under which the operators should abandon the
MCR are not always explicit or simple, i.e., there is some degree of “problem solving” and judgement
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involved in determining when to leave the MCR. Not surprisingly, there may be significant reluctance on
the part of some operators to abandon the MCR and at least in some foreign plants [Ref. 1], operators have
attempted control from both the MCR and the “reserve” control room. These factors need to be considered
in determining the likelihood of successful recovery from outside the MCR. The nature and frequency of
operator training on MCR evacuation and achieving plant control from outside the MCR will also be
relevant.
A related issue concerns plant capabilities to isolate the RSP(s) from the MCR. Some plants have transfer
switches that isolate circuits in the RSP from those in the MCR. At least for some plants, these transfer
switches are located at different locations than the RSP. Moreover, some utilise different power sources for
the two sets of controls while others use different fuses off of the same power source to provide for circuit
independence in the event the control room circuit has failed prior to transfer. Others use the same fuse and
in some instances may have to replace the fuse after turning the transfer switch. It is important to model
this transfer process in representing successful shutdown from outside the MCR.
2.3.2

Self-Induced Station Blackout (SISBO)

In the context of a fire that has the potential to effect plant equipment important to safe shutdown, some
NPPs have adopted a strategy that functionally induces a station blackout. This strategy can be required
whether or not the operators need to abandon the MCR. It involves implementation of specific procedures
in which plant equipment is purposely de-energised and only a limited set of equipment is re-powered and
used to bring the plant safely under control. Such a strategy severely limits the potential for adverse effects
due to fire-induced short circuits, including spurious operations of equipment and misleading or conflicting
instrument and indication signals. Implementation of this so-called “SISBO” strategy has typically led to
complicated procedures for which the risk and human performance effects have not been thoroughly
analysed. Some other plants, even though they do not strictly use the SISBO concept, also have
complicated fire procedures for de-energising and re-energising plant equipment. There are potential
disadvantages to putting the plant into a loss of power condition; particularly, the use of complicated
procedures requiring multiple actions in many different locations and the potential that once stopped,
equipment may not restart when required. As noted above, the primary advantage of such a response
scheme is to avoid the potential impact of fire-induced short circuits and other similar fire-induced
equipment effects and interactions that might be detrimental to achieving plant shutdown during a
significant fire. No risk tradeoff studies have been performed to ensure the risk has been lowered by
adoption of these procedures.
2.3.3

Other strategy related issues

There are several other procedural or strategy related issues, including informal rules, that were derived
from specific instances identified in reviews of existing events [Ref. 1] and which should be considered in
assessing operator behaviour during fires. They include:
− potential operator reluctance to declare a fire until they actually see flames as opposed to only
detecting smoke, which could result in delayed fire brigade response and may allow a small
fire to grow unchecked
− in all plants, one MCR operator is a designated fire brigade member, thereby reducing
manning levels in the MCR or requiring the crew to adapt to a replacement
− potential delays in application of water due to electrical concerns
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− potential delays in reporting of human initiated fires due to expectations that they can be
promptly extinguished
3.
Modelling and Quantification of Human Actions and Fire-Related Factors/Issues in U.S.
6
IPEEEs
This section reviews the modelling and quantification of human actions and fire-related factors in the
FRAs that were performed for the U.S. IPEEE program. Since many of the IPEEE FRAs were performed
using the state-of-the art in FRA methods available at the time, the review will allow a general assessment
of factors that will need to be added to improve HRA modelling in FRAs.
3.1

Modelling of Human Actions and Fire-Related Factors/Issues

In performing the FRAs for the IPEEE program, the majority of licensees (as represented by their
submittals, see Footnote 2) utilised the PRA and HRA models that had been developed for their internal
events PRAs (performed for the U.S. Individual Plant Examination [IPE] program) as the basis for their
fire models and generally retained the human actions included in those models. Pre-accident human errors
such as failure to restore components following test or maintenance and miscalibration of instrumentation
were retained since they occur prior to the occurrence of a fire. The human error probabilities (HEPs) for
the pre-accident human error events used in the IPEs were also used in the fire assessments.
The inclusion of post-accident human actions was more varied. While the vast majority of the licensees
retained the post-accident human errors modelled in the IPEs, including recovery actions, many also added
recovery actions specific to the fire sequences. Frequently added recoveries included actions such as:
− manually opening motor-operated valves when fire-induced cable damage occurs,
− pulling fuses or opening breakers to prevent spurious component operation,
− replacing fuses,
− starting diesel generators,
− manually starting auxiliary feedwater (AFW) pumps,
− opening doors and starting fans after loss of normal ventilation in critical areas,
− recovering/providing component cooling water or standby service water,
− placing control room HVAC in recirculation mode,
− cross-tying various systems (including between dual units), and
− restoring loads after inducing a station blackout per procedure (SISBO plants).

6

The discussion in this section is based on work performed for the U.S. NRC IPEEE Insights Program [see Ref. 5 for
a complete discussion]. It should be noted that the reviews of the fire IPEEEs were based on the submittals
only, which in many cases did not include information on detailed aspects of the analysis, e.g., specific
HRA calculations.
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The most common fire-related human action modelled in the fire assessments involved safe shutdown from
outside the control room. As noted above, this action becomes necessary when operators must evacuate
the MCR as a result of habitability or controllability problems, whether caused by a fire in the MCR or by
a fire in another area such as the cable spreading room. Most licensees considered MCR evacuation
scenarios arising from fires inside the MCR. However, few considered such scenarios arising from fires
outside the MCR. Such scenarios could arise if smoke or combustion products from adjacent areas found
their way into the MCR in sufficient quantities to compromise habitability, or if the fire damaged cables
supporting MCR circuits.
It is interesting to note that not all licensees explicitly included the action(s) to shut down the plant from
outside the control room in their initial analysis. Some argued that the necessity of MCR abandonment
was so unlikely that such scenarios would not make a significant contribution to CDF. Others did not
provide a basis for not modelling the action. These cases were questioned by the NRC staff during the
review process, and licensees were requested to provide an assessment of remote shutdown reliability.
Regardless of when the actions were modelled, there was significant variability in how they represented
and quantified the relevant steps (see the discussion of quantification below).
It was also a common practice in the fire assessment to not credit operator actions that must be performed
at the location of the fire. However, some submittals indicated that actions such as manually opening
valves were credited in the analysis if the time available to perform such actions extended until after the
time when the fire would be expected to be suppressed. For example, one licensee took credit for all
human actions in their IPE for which 3 or more hours would be available and also used the existing HEP
for each such action from the IPE. Another licensee did the same as long as 30 minutes were available for
the action, the action would take place in a building other than where the fire was located, and the fire was
not in the pathway from the MCR to the location of the fire. It was common practice to not credit excontrol room operator actions when the fire was located in a zone that was in the path required to get to the
component. However, when alternate paths were available, the action was credited. In most of these
cases, it was not clear if the HEPs were adjusted to account for the fact that alternate paths to the
component would have to be identified.
3.2

Quantification of Human Actions and Fire-related Factors/Issues

As discussed above, it appears that most of the licensees included in their IPEEE fire analysis the preaccident human error events that were modelled in the IPEs and (appropriately) used the existing HEPs for
those events. However, the approaches for quantification of the post-accident human actions retained from
the IPEs was more varied. A number of licensees used the existing HEPs without making any adjustments
to reflect the potential impact of fire conditions. This was done for both MCR and ex-control room actions.
One argument presented for not changing these HEPs was that the values from the IPE were already
conservative. The most common argument (especially for MCR actions) was that the operators would not
be significantly affected by what was going on outside of the control room. The licensees did not generally
address the impact on HEPs of some of the potentially important fire-induced factors discussed in the
sections above. This is not surprising given that the identification of these factors and how to consider
them has only recently begun to be addressed.
With respect to other treatments of HEPs modelled from the IPEs, some licensees applied a multiplier, for
example 5 or 10, to all the existing HEPs to reflect additional influences such as the increased stress that a
fire might create for the operators. Some licensees examined each human action and used expert
judgement to decide whether a multiplier to reflect fire conditions should be applied. Others assigned
screening values (generally around 0.1, but ranging to 1.0 for events that might be directly influenced by
the fire) with the idea of performing a more detailed fire-based evaluation if needed. Finally, some
licensees re-evaluated all of the existing HEPs and re-quantified them to better model the potential effects
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of the fire on human performance. The HRA methods used and the consideration of fire-impacts varied
significantly. As noted in the sections above, there are many important factors that could influence the
modelling of human performance in fire scenarios, but explicit guidance for how to model such factors was
not available. Thus, most of the IPEEE fire analyses only considered relatively simple aspects of the firerelated context, e.g., time, stress, and the availability of open paths to the location of the task. Initial
estimates suggest that about 60% of the licensees did some basic analysis other that assigning screening
values. Of those, about 80% modified the quantification to reflect simple aspects of the fire-related context.
The remaining 20%, in spite of limited guidance, considered a somewhat broader range of fire-related
influences on human behaviour, e.g., limitations created through use of SCBAs and implementation of
complicated procedures during SISBO.
3.2.1

Fire-Induced Recovery Actions and MCR Evacuation.

In addition to the human actions modelled from the IPEs, many licensees also modelled recovery actions
specific to the fire scenarios. Examples of the types of actions modelled were noted above. In general,
licensees tended to quantify explicitly such actions and to consider at least some fire-related conditions,
such as available paths to the location of the action, in determining the HEPs. However, many assigned
screening values to these events. In most instances the screening values appeared to be reasonably
conservative, but this was not always the case. Interestingly, no situations were identified in which any of
the screening values used for any of the modelled events were ever revisited and given a more detailed
analysis.
As discussed above, the most common human recovery action added to the fire models involved achieving
safe shutdown from outside the MCR. In determining the HEPs for deciding to evacuate the MCR and
successfully controlling the plant from an RSP, there are a number of factors that could be considered. All
the factors fit into the categories discussed in section 2.0 above. They are repeated here because they
specifically relate to achieving safe shutdown from outside the MCR. They include:
− the procedures available,
− how often the relevant actions are practised,
− the potential impact of crew reluctance to abandon the MCR,
− the impact of potential confusion about the need to evacuate the MCR, e.g., because of
spurious signals and confusing indications, etc.,
− the number and complexity of the actions required,
− the number of different locations that must be visited,
− the extent to which multiple actions must be coordinated,
− the ability to communicate between different sites,
− the need to wear breathing apparatus while performing the actions, and
− the adequacy of the human-machine interface at the RSP.
In general, the licensees that quantified this action seemed optimistic that their crews could and would take
the appropriate actions if necessary. However, once guidance is available for performing a more detailed
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analysis of this action, licensees may be able to identify potential problem areas. For example, it seems
clear that the number and complexity of the actions required could have a significant impact on success
(see discussion of SISBO plants below), yet few licensees appeared to explicitly model these factors in
determining the HEPs. As with the quantification of other actions in the models, some licensees assigned
screening values for remotely shutting down the plant, while others attempted a more detailed analysis.
Detailed HEPs associated with shutting down the plant from outside the MCR included values ranging
from 0.1 to 1.3E-3 and interestingly, screening values ranged from 0.1 to 1.0E-3.
3.2.2

SISBO Plants

Factors such as the number and complexity of the actions required for safe shutdown outside the MCR are
important to plants that functionally induce a station blackout when shutting down the plant in the context
of a fire (whether they abandon the MCR or not). Yet, the characteristics of the SISBO and similar
strategies were not always addressed by licensees using these approaches in determining the likelihood of
operators successfully achieving all of the relevant actions needed to shutdown the plant. At least one plant
did model the many steps involved in achieving plant control using the SISBO approach and at least
considered the likely impact of related stress on operator performance. In their approach, specific actions
involved in controlling the plant from the RSP, such as isolating nonessential equipment and restoring
power to electrical busses, starting and loading the diesels, and establishing AFW flow from the RSP were
quantified separately, thus modelling and quantifying critical aspects of the shutdown process.
Interestingly, this plant (one of the few licensees to present importance measure results) noted that due to
the manual actions necessary to respond to a fire, human error was an important contributor to fire CDF,
contributing 56% (based on Fussell-Vesely importance measures) to the fire CDF. Since past FRAs have
not, in general, considered SISBO scenario modelling in detail, this would seem to be an area that would
benefit from more explicit guidance for what to consider when modelling the relevant human actions.
4

Prioritisation of Factors and Needed Research

Many of the HRAs performed for the IPEEE FRAs reflect the state-of-the-art at the time in the modelling
of human behaviour in fire scenarios. However, the results of the recent reviews of actual fire events [Ref.
1, 2] and advances in the general state-of-the-art in HRA [e.g., Ref. 6], suggests that improvements are
needed in order to better consider the special environment and response context that may influence plant
staff in responding to fires. This situation appears to be true both in the search for new fire-related actions
to be modelled and in modelling and quantifying the impact of the context on human performance. Before
future FRAs will be able to include the kind of analysis necessary to obtain a more realistic picture of fire
risk, additional guidance needs to be developed for how to incorporate and evaluate the many factors that
have been identified as being potentially important to operator performance in fire scenarios. Based on the
reviews of existing fire events [Ref. 1,2], it would appear that there are a significant number of factors that
may be important. Thus, some prioritisation may be necessary and there may be some factors requiring
additional research before guidance for their treatment can be provided.
Regarding prioritisation, determining the most important factors to be considered will depend to some
extent on the goals of the analysis. For example, some of the identified factors are concerned with fire
fighting and the interest is in how such factors could influence both the success of the fire brigade and the
ability of the MCR operators to reach safe shutdown. Other factors relate directly to the decision-making
behaviour of operators in the MCR and others are more relevant to ex-control room actions. Depending on
the focus of the analysis, certain groups of factors may be more important than others. However, since all
of the factors can ultimately influence the ability of plant staff to reach safe shutdown, they are all at least
potentially important in an FRA.
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One approach for prioritising the factors and conditions on which to focus initially will be to identify those
with relatively higher frequency of occurrence and those expected to have a relatively strong and consistent
influence on behaviour. Some of the information on potential plant conditions can be obtained from plant
and industry data and information on the strength of the effects of some the factors can be estimated from
careful examination of the expected scenario context and the use of expert judgement, e.g., use of the
ATHEANA (A Technique for Human Event Analysis) HRA methodology [Ref. 6]. Of course, how to
handle cases with relatively low frequency of occurrence but with potentially strong impacts on behaviour
may not be obvious. Research is currently being sponsored by the NRC to identify which factors are most
likely to become relevant during a fire and which are likely to have strong influences. As noted above, this
is part of the NRCs effort to improve FRA methods, tools, and data in order to update a number of existing
FRAs.
However, some of the factors and their influences may not currently be well understood and may therefore
be difficult to evaluate at present. For example, as discussed in section 2.1 above, there appears to be little
known about the potentially stressful effects of fire and smoke on the ability of professional plant
personnel to perform their jobs.
Another area that will need additional research concerns how to model the effects of spurious plant
behaviour caused by fire-induced short circuits and how to evaluate those effects on operator behaviour. In
fact, determining exactly how to evaluate the effects of many of the conditions on operator behaviour will
require investigations into how operators currently would approach dealing with those conditions. This
work is being considered for inclusion into future NRC efforts to improve FRA methods.
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Profiles of Human Performance Contributions to Operating Events presented by Bruce Hallbert
Bruce P. Hallbert, David I. Gertman, Ph.D. and Harold S. Blackman, Ph.D.Idaho National Engineering and
Environmental Laboratory, Julius J. Persensky and Eugene A. Trager, U.S. Nuclear Regulatory
Commission
Background
In response to a need to better understand how human performance influences the risk associated with
nuclear power plant operations, the U.S. Nuclear Regulatory Commission (NRC) Office of Research
(RES) requested work at the Idaho National Engineering and Environmental Laboratory (INEEL) to
identify and characterise the influences of human performance in significant operating events. The INEEL
used the Accident Sequence Precursor (ASP) program to identify events associated with high-risk
sequences and Standardised Plant Analysis Risk (SPAR) models to calculate measures of risk associated
with human performance in those sequences.
Risk Analysis Methodology
The ASP program methodology calculates the conditional core damage probability (CCDP) of operating
events. Quantification of risk measures is based on event trees developed for each of the nine different
design classes of commercial nuclear power plants in the U.S. The INEEL developed SPAR models using
the SAPHIRE PRA code. The current version used to support this project is the ASP/SPAR Rev. 2QA
models. Only events with a CCDP value equal to or greater than 1.0E-5 were analysed in this study
because they were deemed to be risk significant. In addition to analysis of plant risk, other source
materials such as licensee event reports (LERs) are available for all events analysed. In some instances,
augmented inspection team (AIT) reports – a more detailed and thorough description of the event gathered
through plant visit(s) by NRC – are also available.
The ASP/SPAR models do not currently cover all plant conditions applicable to some of the events that
were analysed in this study. For such events, qualitative analysis only was performed and important
human performance influences noted.
Event Selection and Analysis
Forty-seven operating events were identified for analysis. Eleven events had little or no human
performance influence and were not analysed further. Thirty-six operating events were analysed in detail.
SPAR models exist for 23 of these events; the other 13 operating events have been the subject of
qualitative analysis.
The events selected for analysis had relatively high ASP CCDPs, were investigated by NRC, and had
human performance as an important contributor. Of the 23 quantitative analyses performed, 6 were for
boiling water reactors (BWRs) and 17 were for pressurised water reactors (PWRs). For the other 13
events, two qualitative analyses were performed on events at BWRs; the remaining 11 analyses were
performed on events that occurred at PWRs. A team consisting of a plant systems and SPAR analyst, a
human factors and human reliability analyst (HRA), and a plant operations subject matter expert (SME)
reviewed the events and reached consensus regarding performance influences. Based upon work by
Reason (1990), influences were characterised as either latent (i.e., having occurred earlier but influencing
the event in some manner) or active (i.e., having functioned as either the initiator or otherwise
compromised mitigation or recovery action in some manner). As a result of the analyses, a number of
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quantitative results and human performance insights were produced. Table 1 summarises the human
performance influences that were observed in operating events.
Table 2 summarises the results of analyses performed to evaluate the effect of human performance on risk
in these operating events. A link was clearly demonstrated quantitatively and qualitatively between human
performance and risk. For quantitative analyses, in several operating events the risk factor increase (RFI)7
did not meet the significance criteria that we established. For the others, the dynamic range for the RFI
was from 2.3 to 2.48 E4 demonstrating the significant departures from PRA base cases. The calculated
CCDPs ranged from a high of 5.2E-3 to a low of 2.6E-05.

7

The RFI is the event CCDP divided by the nominal (base) case CDP. The CDPs are SPAR peer-reviewed
baseline PRA models, the CCDP is a reflection of the event scenario being evaluated.
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Table 1. Performance failure categories, subcategories, error type and error frequency for
significant events (1.0E-5 or greater) (N=37).

Description

Errors
Latent

Active

Operations
Command and control issues including crew resource
management
Failure to follow safe practices
Inadequate knowledge or training
Incorrect operator actions
Communications
Continue to Operate During Unstable Conditions

5
1
14
3
7
1

4
7
2
2

Design and design change work process
Design deficiencies
Design change testing
Inadequate engineering evaluation
Ineffective indications for abnormal condition
Configuration management

27
7
13
1
9

1

Maintenance work process
Poor work package preparation, QA and use
Inadequate maintenance practices
Inadequate technical knowledge
Inadequate post-maintenance testing

14
20
4
14

Procedural design and development process
Inadequate procedures

19

Learning and corrective action program
Failure to respond to industry and internal notices
Failure to follow industry operating practices
Failure to identify by trending and problem reports
Failure to correct known deficiencies

11
2
13
15

Management oversight
Inadequate supervision
Inadequate knowledge of plant systems and plant requirements
Organisational structure

12
2
1

5
1

Subtotals

215

40
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Table 2. Results of SPAR analyses ranked by event importance.
Risk Importance Measures
ASP
Reference
Analysi
Facility
and
s No.
Screening
Basis Value
1
2.1E-04
Wolf Creek 1

01/30/96

482-96-001

5.2E-03

2
3
4
5
6
7a
8
9

2.1E-04
1.2E-04
2.2E-04
NA
1.3E-05
2.0E-04 b
9.3E-05
2.1E-04

Oconee 2
Perry 1
Oconee 2
Hatch
Limerick 1
Indian Point 2
McGuire 2
Robinson 2

10/19/92
04/19/93
04/21/97
01/26/00
09/11/95
08/31/99
12/27/93
07/08/92

10

6.5E-05

Haddam Neck

06/24/93

11
12
13
14
15
16
17
18
19

1.8E-05
3.2E-05
1.8E-04
5.5E-05
NA 4
1.1E-04
4.6E-05
6.5E-05 e
6.0E-05

20

5.6E-04 f

21
22
23

3.7E-05
1.3E-04
7.7E-05

River Bend 1
09/08/94
Oconee 1, 2, and 3
12/02/92
Sequoyah 1 and 2
12/31/92
Beaver Valley 1
10/12/93
Dresden 3
05/15/96
St. Lucie 1
10/27/97
Seabrook 1
05/21/96
Comanche Peak 1
06/11/95
Arkansas Nuclear One 07/19/95
Unit 2
Arkansas Nuclear One 05/16/96
Unit 1
D. C. Cook 1
09/12/95
LaSalle 1
09/14/93
Millstone 2
01/25/95

270-92-004
440-93-011
270-97-001
2000-002
352-95-008
AIT 50-246/99-08
370-93-008
261-92-013, 261-92-017,
and 261-92-018
213-93-006,
213-93-007;
AIT 213/93-80
458-94-023
269-92-018
327-92-027
334-93-013
249-96-004
335-95-005
443-96-003
445-95-003 and 445-95-004
368-95-001

Event Date

Event Importance
(CCDP-CDP)

Human Error
Percent
Contribution to
Event Importance

24,857.0

5.2E-03

100

3.2E-03
2.1E-03
7.1E-04
4.1E-03
4.8E-04
3.5E-04
4.6E-03
2.3E-04

86.5
242.1
2.5
400.0
9.8
25.0
2.4
4.2

3.2E-03
2.1E-03
4.3E-04
4.1E-03
4.3E-04
3.4E-04
2.7E-04
1.8E-04

100
100
100
100
100
100
82
100

2.0E-04

4.3

1.5E-04

48

1.2E-04
1.5E-04
1.1E-04
6.2E-05
2.6E-05
3.8E-05
3.E-05
1.9E-05
1.4E-05

2.5
125.0
14,103.0
10,690.0
15.3
2.9
2.3
146.2
73.7

1.2E-04
1.5E-04
1.1E-04 c
6.2E-05 c
2.4E-05
2.5E-05
2.5E-05
1.9E-05 c
1.4E-05

100
100
100
100
100
100
100
10
100

313-96-005

9.6E-06

50.5

9.4E-06

100

315-95-011
373-93-015
336-95-002

3.3E-05
4.5E-05
2.6E-05

1.2
1.07
1.04

4.9E-06
3.0E-06
1.0E-06

80
100
100

LER and AIT Numbers
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Event Profile Analysis
Analyses were also conducted to determine whether there were common groupings of human failures
present during events. Statistical cluster analysis identified four groupings that accounted for 55% of the
events reviewed in this study. Table 3 identifies the events associated with the four profile groups.
Three of the four profile groups contained concurrent maintenance and design failures. The first event
group contained a core of design and maintenance failures (5 events); the second contained a core of
design, maintenance, and operations failures (6 events. The third group contained 5 events with additional
operations and corrective action program failures and the fourth grouping contained 4 events with
additional operations, procedures, and corrective action program failures. In a number of cases, multiple
failures were associated with the same system, e.g., the maintenance work package and worker knowledge
for industry practices regarding breaker maintenance were both lacking, leading to human errors that
caused breaker failures. Potential trends in each event group are discussed.
Group 1
This group included a core of design and maintenance failures. These failures are summarised below.
Group 1 - Design and Maintenance Failures
− Failures were generally related to design and maintenance on the same equipment,
component, or system
− Work package and design problems were a factor in the majority of these events
− Failures were primarily latent
− Failures affected plant equipment outside the control room
− Events occurred at different power modes and at different times of day
− Concurrent failures occurred
− Operations failures did not play a role in these events
Group 2
The second event group contained six significant operating events. This group also contained aspects of
maintenance and design failures. What made this group of events unique from the other groups was the
inclusion of Operations failures. Design and maintenance failures are discussed in more detail in the Group
1 discussion. The insights from operations failures present in Group 2 events are presented below.
Group 2 -

Operations Failure Insights

− There were almost twice as many latent failures as active failures
− Control room knowledge was inadequate regarding activities conducted outside the control
room in the majority of events
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− Operations-related communications deficiencies existed in most of these events
− All events occurred at power, implicitly making these failures serious
− Active failures primarily involved licensed operators
− Concurrent failures occurred
Group 3
This group also contained aspects of maintenance and design failures. What made this group of events
unique from the other groups was the presence in each event of both operations and corrective action
program failures. The insights from corrective action program and operations failures are presented below.
Group 3 Insights - Corrective Action Program and Operations
− Failures to correct known deficiencies were present in half of these events
− Failures to trend problems were found in over half of these events
− All involved equipment failures that occurred outside the control room
− All but one event occurred at power
− Operations induced failures had both active and latent effects
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Table 3. Event Groupings by Cluster Analysis Methods

Group 1 – Design and Maintenance

Group 3 - Design, Maintenance, Operations,
Corrective Actions

Catawaba 1996

Arkansas Nuclear 1 1996

Comanche Peak 1995

Dresden 3 1996

Limerick 1 1995

Fort Calhoun 1992

Oconee 1, 2, & 3 1999

Haddem Neck 1993

Robinson 1992

McGuire 2 1993

Group 2 - Design, Maintenance, and Operation

Group 4 - Operations, Procedures, Corrective
Action

Beaver Vallley 1 1993

Indian Point 2 1999

Calvert Cliffs 2 1994

Oconee 3 1997

Catawba 1993

Salem 1 1994

Oconee 2 1992

Wolf Creek 1994

River Bend 1994
Wolf Creek 1996
Group 4
This group contained concurrent operations, procedures and corrective action program failures. There was
no discernable pattern regarding human failures in terms of design or maintenance. The insights from the
pattern of operations, procedures, and corrective action failures are presented below.
Group 4 Insights - Concurrent operations, procedures and corrective action failures.
− These events occurred while the plant was at different modes of power (e.g., at power,
shutdown, and shutting down)
− Control room errors were committed
− Command and control problems were evident for all events in this group
− Inadequate knowledge and training of operations personnel contributed to most events
− Procedural deficiencies were identified in operations, maintenance and emergency activities
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− Procedures were either inadequate or non-existent for some activities
− Failures to correct pre-existing, known deficiencies were present in most events
Findings
A number of findings have been drawn regarding the influence of human performance on significant
operating events and risk. These are summarised below.
Effect of Human Performance
Human performance was found to be a major contributor to the risk increases in significant operating
events. In the samples studied, SPAR models have shown increases ranging from 10% to 100%. The
human performance contribution to CCDP was positively skewed with an average of 90%.
Latent Failures
Latent failures from a variety of sources were important and significantly affected events. Latent
contributions to events were noted more than active contributions by a factor of five. This is similar to
other recent studies (Reason 1998; Gertman et al., 1998). Latent failures were noted in all facets of
performance studied.
Multiple Human Failures
All operating events involved multiple human failures. Events such as loss of offsite power or loss of
coolant that challenged the plant contained a concatenation of failures. On average, the 37 events
contained four or more human failures in combination with hardware failures. Many events contained
between six and eight latent human failures. These failures were diverse, and included factors such as
failure to enforce standards, lack of quality assurance during procedure writing, duties and responsibilities
not clearly understood during events, failure to trend and address previous problems, and failure to test
after equipment malfunctions.
Recurrent Problems
A significant number of events demonstrated evidence of failure to monitor, observe, or otherwise respond
to negative trends, industry notices, or design problems. This suggests that inadequacies in licensee
corrective action programs may play an important role in influencing operating events.
Relationship to Individual Plant Examination (IPE)
The types of latent human failures observed in these 37 significant operating events are not well
documented in the current generation of utility IPEs. The IPEs (see NUREG-1560) primarily account for
the human contribution to plant risk through operator actions in response to upset plant conditions. This is
a legitimate source of risk. For example, three common event sequences segments - (1) switch to
recirculation, (2) feed and bleed, and (3) depressurisation and cooldown - were determined to be important
in all PWR analyses. In this study, latent maintenance failures such as maintenance and work process
factors were identified as important sources of risk in operating events. Human performance may be a
greater contributor to plant risk than is currently represented in IPEs.
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Combining of Human Performance Problems
All operating events were the result of multiple contributing factors. The manner in which they contributed
to produce events is not well understood by analysts. There is a need to better understand the common
cause mechanisms underlying human–system and human–human dependencies. Failure rate information
regarding the concatenation of smaller failures into events is non-existent. A need exists to determine the
linkages between these failures and to generate failure rates for use in HRAs and PRAs. For active
contributing failures, the important factors included command and control, correctness of actions, and
adequacy of supervision. Latent contributing factors included problems in design, engineering evaluations,
work package preparation, maintenance practices, supervision, and failure to correct known deficiencies.
Inadequate technical knowledge for maintenance and operations also contributed to events.
Summary
Findings from this work underscore the significant contribution human performance makes to nuclear
power plant risk. Most of the ASP events analysed contained elements that were related to human
performance and failures in work processes. These human performance elements, in conjunction with
other failures, contributed to significant increases in plant risk over the nominal, base case risk estimates.
In nearly all cases, a number of latent failures combined with concurrent hardware failures and active
human errors to produce these risk increases. The Individual Plant Examinations do not currently
document these kinds of failures well, either in terms of the ways they occur or their extent of occurrence.
A number of insights have been derived from studies of failures that occurred across events that may prove
useful to the reactor oversight process. First, deficiencies were identified in design and maintenance work
practices in the majority of events. Such failures are almost entirely latent, preceding the operating event in
time. Hence, they may also be detectable before an event occurs. Since the core of most operating event
profiles involved design and maintenance failures, improvements in inspection processes that improve
detection of such failures may be important for reducing certain kinds of events, or at least reducing their
severity. Failures in licensee corrective action programs were also observed in many operating events.
Such programs are reviewed through the Problem Identification and Resolution Procedure. In some
events, the technical knowledge of operators and maintenance personnel was inadequate for the systems or
evolutions in the plant. The NRC has inspection modules in many areas in which deficiencies in
performance were identified in this study. The results of this work may serve to inform future revisions of
such inspection modules to improve upon their ability to identify such deficiencies before they have the
opportunity to contribute to future operating events.
Most of the current generation of Human Reliability Analysis (HRA) methods used in Individual Plant
Examinations are not well suited to identifying or modelling the complex latent errors that occurred in
these events. As a part of efforts that address future HRA needs, such failures should be considered.
Finally, the profiles of human failures identified through this work suggest a degree of complexity and
subtlety that should be addressed to reduce the frequency and severity of future operating events. Events
consisted of a number of contributors. The contributors were from diverse sources and combined in ways
that were difficult to predict and observe. As a result, plant personnel who were responsible for incident
response at the time of the events may not have been aware of the causes of the failures. This, in turn,
complicates diagnosis, response planning, and mitigation efforts. Efforts to reduce the effect of human
error on plant safety need to consider such factors in order to produce prevention and mitigation strategies
that are robust to such effects.
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Sensitivity Analysis Case Study: Incorporating Organisational Factors in HRA presented by David
Gertman
David I Gertman1 and Harold S Blackman, Idaho National Engineering and Environmental Laboratory
Abstract
The JCO event that occurred in September 1999 in Tokai-Mura, Japan was analysed to determine the
contribution of latent organisational factors to the event and to determine a process by which these factors
could be used to support HRA quantification. In a hybrid analysis conducted by the authors, 3 approaches
were combined to support the sensitivity results reported herein. First, a search for the error forcing
context, human failure event(s), and unsafe acts associated with the event were determined by application
of the ATHEANA HRA search method (NUREG 1624 Rev1) for retrospective analysis. As part of this
screening and characterisation approach, error producing conditions (EPC) and violation producing
conditions from HEART (Williams in Reason 1998) were examined for insights regarding human
performance. Using the IAEA ASCOT (1993) guidelines for culture assessment, the event was analysed
for underlying organisational factors that could have contributed to the event. Quantification and
sensitivity analysis of key operator decisions and actions, i.e., unsafe acts leading to the criticality failure
event employed values contained in THERP (NUREG/CR 1278 1983 and CREAM 1998). The ability to
incorporate organisational factors is demonstrated and insights regarding retrospective and prospective
analysis are included. Additionally, review of the role of organisational factors in events such as the JCO
event arguably has the potential to guide analysts thinking regarding novel and important sequences that
should be considered when performing PSA
1. Introduction
Reason (1998) and others have called for the realisation that accidents in high technology industries are
often the result of organisational flaws and foibles. He argues that one of the challenges for this
millennium is to develop more effective ways for both understanding and limiting their occurrence. In
many instances, latent failures can be observed to defeat the variety of administrative controls present. In
the current case, the JCO event exemplified the role of organisational factors leading to deviation from
procedures and the facility license basis. This has been recently supported by work performed by the
authors in analysing event occurrences at US Commercial nuclear power plants (Gertman et al 2001).
In its recommendations, the most recent OECD/CSNI report on Errors of Commission (2000) suggest that
PSA should work to better understand how operators work rather than continue to stress equipment-centred
analysis. It also calls for improving the current state of knowledge to support quantification. Identifying,
understanding, modelling, and quantifying the influence of organisational factors provides support to the
goal of producing a thoughtful, comprehensive PSA. The effect of organisational factors is pervasive and
impacts the overall facility’s safety and performance. It may lead to increased understanding regarding the
performance standards for ex-control room activities as well as broaden our understanding regarding the
role of latent factors in operating events.
Recently, a number of HRA methods such as ATHEANA and CREAM have attempted to review the
dependencies between contextual elements, unsafe acts, and human failure events. These are important
advances in the field, however, the review of causal/influential variables is incomplete without thoughtful
consideration and representation of work process information. This needs to be performed in a manner that
has both a conceptual as well as mathematical meaning leading to prediction and risk-informed safety
management. Thus, the two rather challenging stages are to first specify qualitatively the structure of what
is influential and then focus on quantifying the influences. The process presented herein is simple and is
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meant to be a small step forward. Our analysis relies, to a large part, upon the contribution of Furuta et. al
(2000) for a lucid description of the event.
2. Method and Analysis
The authors reanalysed the event in terms of the underlying context, organisational factors, and actions and
decisions that helped to cause the criticality accident. ATHEANA, HEART, and ASCOT were used to
assist in the characterisations leading to quantification. Although all activities are ex-control room with
limited system feedback and annunciation, estimates from THERP values for actions and CREAM values
for planning activities served as a basis for quantification in the manner described below.
Analysis findings reflect the consideration of latent conditioning/contextual factors, performance
conditioning or shaping factors (PSFs), error producing conditions (EPCs), violation producing conditions
(VPCs), culture assessment questions from ASCOT, and the application of ATHEANA for retrospective
HRA. All proved useful in characterisation of the event.
There were three types of values produced: 1) nominal human error probabilities (HEPs), 2) conditional
HEPs (CHEPs) and 3) CHEPs that were modified in this trial application to account for the effects of
organisational factors. To sum, there was a two order of magnitude difference between nominal HEPs for
the human failure event and the CHEP modified for organisational factors influences. There were 6 unsafe
acts identified and each was quantified. The range of these 6 estimates was from HEP = .001 in the
nominal case that was increased once organisational factors had been considered to HEP = .1 for
inadequate uranium campaign planning.
Findings Regarding Organisationally –Based Error Forcing Context
Table 1 presents a number of organisational factors that helped to produce the context surrounding the
event. Factors were identified in part based upon the author’s experience in structuring searches for
organisational influences (in SOCRATES, 1998) and as identified in retrospective analysis of the event.
These multiple concurrent latent contextual factors helped establish the basis for inappropriate actions and
decisions by workers at the JCO Co. Ltd. facility.
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Table 1. JCO Context and Conditioning Factors (from SOCRATES review)
#
1

Effect
“+ or –“
Negative

2

Negative

3

Negative

4
5
6

Negative
Negative
Negative

7

Negative

8

Negative

9

Negative

10
11
12

Negative
Negative
Negative

13
14

Negative
Negative

15
16

Negative
Negative

Context/Conditioning Factor
Procedures regarding the use of stainless steel (SUS) buckets were evolved over
multiple campaigns without an underlying technical basis and regard to
design/license basis
Reliance upon SUS buckets for homogenisation processes in lieu of cross
blending beginning with campaign 6 (1993)
Infrequently occurring task was being performed (batching operation last
performed in 1996)
Lack of worker knowledge regarding need for criticality safe geometry design
Management sanctioned violation of facility mass and batch limits
Illegality of bucket process noted, potential actions tabled, info withheld from
public
Workers were being rewarded to streamline productivity without questioning the
safety impact
Process was being rushed to accommodate new workers arriving in less than 2
weeks
Failure to recognise that underlying design problems require a design solution–
maintenance of buffering column was difficult and time consuming, extraction
of material was time consuming, height of equipment was not supportive of
human performance
Operations were being performed outside of the license basis
Physics were not understood by workers
Recent staff reductions were in effect adding to dilution of technical knowledge
in the workforce
Worker attitudes toward manuals and procedures were deficient
Newly introduced processing tank allowed for volumes not intended in original
facility process design
Workers unknowingly compromise safety in favour of production
Supervision failed to intervene/ question ongoing activities of the 3 person work
crew

Table 2. Error Producing Conditions (EPCs) present in HEART relevant to the JCO Event
#
1

2

3
4

Description – (relevance to JCO event is noted by the authors within parentheses)
Unfamiliarity with a situation that is potentially important but which is either novel or occurs
only infrequently (it was 3 years since the last batching campaign had been performed,
additionally the facility being used was rarely utilised by workers)
Mismatch between a designer’s and user’s model of systems (designers did not intend for the
purification and homogenisation processes to use the same equipment, nor did they expect
uranium solution concentrations above 12% to be processed, they also never imagined that
buckets would be used to facilitate the blending process)
There was poor, ill-matched system feedback available. (there was no feedback regarding
over batching, concentrations, posted warnings etc.)
An impoverished quality of information was conveyed by procedures and person to person
communication (procedures were non-existent for batching as performed, procedures
contained no warning regarding imminent dangers associated with tasks, and the chief fuel
technician misunderstood the campaign as well as where it was to be performed)
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Next, HEART (in Reason 1998) was reviewed for identification of factors i.e., error-producing conditions
(EPCs) that are known to increase underlying failure rates for a number of generic tasks. Also, search of
violation producing conditions (VPCs) was performed. The findings (Ibid. pp. 142-144) for applicable
EPCs and VPCs are summarised in Tables 2 and 3 below.
Table 3. Violation Producing Conditions (VPCs) (HEART in Reason) Relevant to the JCO Event
#
1
2
3
4

Description (relevance to JCO event is noted by the authors within parentheses).
Perceived low likelihood of detection (Management had sanctioned bucket usage, no senior
management or regulatory personnel were present during the campaign).
Inconvenience ( the awkwardness and lengthy time required for purification and
homogenisation for PU processing was tiresome and stressful for workers).
No disapproving authority figure was present (the supervisor failed to confront workers
regarding their intention to combine 7 batches of uranium solution over a 2 day period).
The total lack of worker safety training sustained violation producing conditions
(management attempted to employ engineering design in place of safety training of workers).

Next, the IAEA ASCOT (Assessment of Safety Culture in Organisation Teams) method was reviewed for
additional insights relative to assessing the JCO culture prior to and during the event. The following
indicators were selected by the authors from the ASCOT assessment approach and were used to assist in
determining the potential negative impact of organisational, safety, and culture issues on the event.
Table 4. ASCOT Culture Survey (1993) for Team Inspection of Nuclear Facilities
#
1
2

4

5
6
7
8
9

10

11

Culture Key Indicator
Plant Level: Is there evidence of training program for key safety related
activities.
Plant Level: Regular safety meetings with documented actions and
closeouts are conducted. Plant safety priorities are listed (posted
somewhere).
Plant Level: Does the system of rewards include factors relating to safety
performances. What is the system used by junior staff members to report
minor and less than minor safety concerns?
Plant level: What are considered to be the main safety indicators and
when are safety performances discussed with managers?
Plant Level: Is there a system in place for identifying negative safety
trends on site?
Corporate Level: Existence of corporate safety review committee
including agenda expertise and plant management involvement.
Regulation Area: Have there been regular meetings of utility and
regulator to address safety issues?
Regulation Area: Regular and effective regulatory presence on site,
participation by regulator in development of surveillance regimes for key
safety areas?
Corporate Area: A safety policy is clear and is provided (known) to all
staff. Unambiguous statement of safety above all else. Corporate safety
policy is understood and is supported at all levels.
Corporate level: Nuclear safety matters are given enough prominence at
corporate level meetings. Is there an active safety review committee?
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Negative or
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Negative
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The context therefore consisted of a number of latent factors in combination with ill-advised actions
(mistakes) in planning that contributed to the event. In terms of errors of commission, it seems that there
were no slips, each failure was deliberate in terms of misconstruing the danger associated with certain
activities or failing to aggressively check ongoing activities.
CREAM (1998) was reviewed for applicability of common performance conditions to failures present in
the JCO event. Table 5 presents these factors. Note that as with the analysis above, most of the
contributory factors can be found in organisational deficiencies.
Table 5. Common Performance Conditions (from CREAM 1998)
CPC Names
Adequacy of organisation

Description / Level
The quality of the roles and responsibility of
team members, additional support,
communication systems, Safety management
system, instructions and guidelines, for
externally oriented activities, roles or agencies
etc. – Rating: Deficient
Adequacy of man-machine interface (MMI) The MMI in general, including the
and operational support
information available on the control panels,
computerised workstations and operational
support provided by specifically designed
decision aids (or lack thereof) – Rating
Inappropriate
Availability of procedures or plans
Procedures and plans include operating and
emergency procedures, familiar patterns of
response heuristics, routines, etc. Plans were
available but ill-advised, procedures nonexistent. Rating: Inappropriate
Crew collaboration quality
The quality of collaboration between crew
members including the overlap between the
official and unofficial structure, the level of
trust and the general social climate among
crew members. Rating: Deficient
Adequacy of training and experience
The level and quality of training provided to
operators as familiarisation to new
technology, refreshing old skills. It also refers
to the level of operation experience. In this
case, safety training and criticality safety with
emphasis on criticality safe geometry was
absent. Rating: Inadequate

In terms of the model for performance, and the man, technology, organisation triad, all three were
implicated in the event. The technology allows little room for error when manually performed tasks are
being performed in the absence of assumed (now violated) barriers, the crew was ill equipped in terms of
training, supervision, warnings, and sound procedures, and the organisation had sanctioned the use of
buckets for homogenisation and the misuse of the precipitation tank in ways it had not been intended. The
organisational interface with the regulator was inappropriate and was not present during the evolution
either on the first or second day when tragedy could have been averted. Additionally, it was unclear who
owned the evolution. The Chief fuel technician gave approval, but was not present for the over batching,
and in fact thought the work was to be performed in another facility. Organisation antecedents (p182)
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included inadequate quality control, management programs, inadequate task allocation , social pressure,
insufficient skills, and insufficient knowledge.

3. ATHEANA Review
Procedures for applying the ATHEANA framework for retrospective HRA are found in NUREG 1624,
Rev1. This procedure was modified in a variety of ways in order to support the present analysis. First, no
site visits were conducted, ATHEANA prescribes where possible, that analysts conduct interviews with
plant personnel. In this case, secondary sources (see Furuta et al 2000) were used. Those authors/experts
had access to testimony and research by virtue of having visited the site. Second, we did not have access
to drawings and procedures that were in place at JCO during the time of the event. In lieu of this, the
special issue of Cognition, Technology, and Work, Vol 2 No 4 (2000) dedicated to review of the JCO
event was used as a secondary source. Some of the participating authors of the various articles did have
access to these documents and to personnel for verification of work practices. Lastly, ATHEANA suggests
that simulation when possible be used to evaluate candidate scenarios. In this case, a simulator for the
processing facility was not available and there were existing reports regarding how the operators interacted
with existing procedures, i.e., tended to ignore them. Thus, it was not possible for us to directly observe
crew interactions with procedures but we do not view it as particularly consequential. Also, we note that
the use of simulator and interviews is an incredibly helpful part of the HRA process when doing
prospective analysis and less so when well documented event data are available and retrospective analysis
is prescribed. Ref 1. page 8–1 states “The ATHEANA retrospective analysis provides a detailed sketch of
the error forcing contexts. The retrospective analysis sifts through the event data to uncover the error
forcing contexts.”
As part of the ATHEANA process analysts identify the error forcing contexts including PSFs and
complicating plant or process conditions, identify psychological error mechanisms (tunnel vision, anxiety,
etc.) then look to see if the error that occurred was due to inadequate situation awareness, planning
inadequacies, knowledge deficiencies, or problems in detection and identification? Expert judgement was
used by the authors to determine the HEPs for individual unsafe acts leading to the human induced
criticality event. For 4 of the 6 unsafe acts, THERP (NUREG 1278) values and confidence bounds were
used to anchor estimates because the actions involved best fit those found in THERP. Two of the unsafe
acts involved failures in conceptualisation and uranium campaign planning. CREAM task descriptions
best fit those tasks and suggested HEP values from CREAM were applied.
ATHEANA Analysis
Event Date: September 30, 1999
Plant/Facility: JCO, Tokai-mura, Japan
Hardware Failures: None
Key Parameter:

Criticality

Initiating Event: Over batching causing solution in precipitation tank to go prompt critical
Event Surprises: Crews did not understand that they were not protected by criticality safe
geometry and overlooked the possibility that they may be placing themselves in grave personal
danger during the homogenisation phase of the PU processing
Status- Initiator – Crew introduced material causing a criticality
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Status – Automatic System Response – None other than Rad Alarming
Table 6. ATHEANA Identification of Unsafe Acts
#
1

2
3
4
5

6

Unsafe Act Descriptions
Failure to adequately address/consider mass,
volume and safe geometry in campaign
planning
Failure to conduct rigorous pre-job brief
Failure to select safe geometry vessel
(precipitation tank over buffering column)
Over batching on Day 1 ( 4 batches)
Failure of supervision or chief for fuel
technology to detect and correct crew
decisions regarding batching and tank usage
Over batching on Day 2 (3 Batches)

Mechanisms
Planning failure

Planning failure
Selection failure with planning
involvement
Action failure
Action failure related to missing
decision point for recovery
Action failure

General Scenario: From Furuta et al (2000) - “ The JCO fuel – processing company facility at Tokaimura was engaged in a campaign whose objective was the production of uranium solution by dissolving
57Kg U with an enrichment approximating 18.8%. The purification process started on 10 September and
finished on 28 September, earlier than originally planned. Preparation for the homogenisation process
started on 28 September, three workers decided to use a precipitation tank with a stir propeller instead of
the buffer column that had a criticality safe geometry design. Earlier decisions in processing had tacitly
approved the use of the precipitation tank for both purification and homogenisation processes. On the
afternoon of September 29, after carefully cleaning the precipitation tank, they dissolved 9.6kg U (4
batches) by taking 4 stainless steel buckets (SUS) and pouring them into the tank via a funnel not designed
for that purpose (the funnel was to be used as a sight glass for level confirmation). On the next morning,
September 30, they dissolved another 7.2 kg of uranium (an additional 3 batches) in buckets in the
presence of nitric acid and poured this additional solution into the precipitation tank. At 10:35 the
criticality accident occurred. The total mass of uranium poured into the tank came to 16.6 Kg. The
accident was recognised when a warning went off, activated by the radiation monitoring system in the
conversion building.”
Function to be Controlled - Criticality via mass and volume limits.
Adequacy of System Feedback - No alarms, postings or indications were available prior to alarming after
event initiation
Deviations from Design or License Basis - Use of precipitation tank to facilitate homogenisation process,
introduction of larger precipitation tank, use of higher concentrations (20% versus 12%), use of SUS
buckets, sanctioning of multiple batch processing, work around buffering column, worker freedom to
interpret procedures, lack of cautions and warnings in procedures, training of workers not current nor
complete, in general, bypass of requirements for criticality safe geometry.
Situation Awareness - Crew failed to realise during double batching that their situation was potentially
dangerous.
Other Cognitive Factors – Crew was time pressure driven and fixated upon success oriented to the point of
ignoring safety considerations. There was lack of deep technical knowledge and complacency regarding
the safety of the situation. They could have stopped after day one, processed what they had to that point,
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and perhaps have averted the tragedy that followed (missed decision point). Fixation upon completing the
campaign was a factor in the event.
Importance of Time as Key Factor During the Event – External time pressure and self imposed production
pressures contributed to the crew modifying procedures and assuming the risk associated with unsafe
actions. Continuation of the double (perhaps quadruple) batching over a two day period was unfortunate.
Once the event occurred, there were no actions to take during the prompt critical activity other than to
evacuate the crew and immediate area. Immediate recovery and amelioration activities were not really
possible.
Additional Concurrent Workload Factors - None that were reported.
Additional System Hardware Faults During the Event – None.
Communication Contribution – Inadequate communication and confusion between the chief fuel technical
engineer and the crew contributed to the event. It is reasonable to assume that the fuel technician thought
that a different facility was being used in conjunction with different uranium solution concentrations.
Ergonomics Contribution - The buffering column design made extraction of material difficult and time
consuming. It was located 10cm off the floor. The precipitation tank, on the other hand, was located
roughly 1 meter above the floor and was much easier to use. Cognitive factor – path of least resistance.
Dependencies - See figure 5.2c in NUREG1624, Ver 1.
Human – training, incomplete procedures, planned defenses defeated, mindset.
Strategic factors – tendency to underestimate the risk associated with a low probability, high risk event
(this type of accident had not occurred prior to September 30, 1999).
Response Planning Failures – Operators follow plans but these plans are either wrong or incomplete,
procedure deficiencies resulted from revisions without a thorough safety analysis.
Misleading or Wrong Information Available to Crew – procedures deficient, supervisor does not intervene,
chief fuel technician misunderstands campaign
Characteristics of High Priority Accidents Applicable to the JCO Event – short time to damage, single
functional failure can go to damage, potential for unfamiliar conditions, multiple priorities.
Consensus Operator Model – Operators mental model of process response for multiple batches appeared to
go uncontested, for the most familiar of the crew it was 3 years since the last campaign. The physics was
understood by the process designers but not by workers.
General Failure Mode – Operators failed to control reactivity through manual means. Failure to control
mass and failure to use criticality safe equipment as intended.

4. Quantification and Sensitivity Findings
Sensitivity analysis was performed by comparison of nominal HEPs to HEPs adjusted for dependency
including organisational factors. As part of this process, when the organisational factors relating to a
specific failure were highly negative (and all were – see Table 1-7) the upper bound was selected as the
HEP estimate. The upper bound was selected based upon the assumption that given the distributions of
data making up the estimates in THERP and CREAM would include failures that were influenced by a
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range of factors including organisational factors. Therefore, the upper bound of these distributions would
represent the worst case in terms of the contribution of all performance shaping factors including ones of
an organisational nature. An HRA event tree (Figure 1) was constructed to represent the event and the tree
was quantified. The results are contained in Tables 7, 8, and 9 below.
Table 7. Unsafe Act(s) HEP Quantification Findings (values based upon CREAM or THERP
estimates)
Item

Failure Description
(Unsafe Acts)

Conditional
Nominal
HEP1or Lower HEP
bound2

A

Failure to adequately
address/consider mass, volume
and safe geometry in campaign
planning (P2- inadequate plan)
Failure to conduct rigorous prejob briefing (12 -Decision error
w/elements of P2-planning error)
Failure to select safe geometry
vessel (selected the precipitation
tank over buffering column)
Supervisor fails to correct tank
selection

.0012

.01

.0012

.01

.1

CREAM,
Table 9

.001(3)1

.001

.003

.2 (5) 1

.24 (MD)

1

E

Incorrectly introduce 4 batches
into precipitation tank on Day 1

.01(5)1

.01

.05

F

Failure of supervisor as well as
the chief for fuel technology to
detect and correct crew decisions
regarding batching and tank usage
Incorrectly introduce 3 additional
batches into precipitation tank on
Day 2
Supervisor fails to stop batching
process

.2(5)1

.24 (MD)

1

THERP
Table 2013, Item 1
THERP
Table 2022, Item 2
THERP
Table 206, Item 1
THERP
Table, 2022,Item 2

.01(5)1

.01

.05

.2 (5) 1

.24 (MD)

1

B

C

D

G

H

Conditional Reference
HEP w/ Org
Factors
considered
.1
CREAM,
Table 9

1= Values from THERP (NUREG CR-1278 1983), MD = moderate dependency
2 = Values from CREAM (1998)
Conditional HEP = .005
Conditional HEP with organisational factors considered (CHEP-OF) HEP = .13
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Figure 1. HRA Event Tree Representation for JCO Event
a

A Failure in planning

b

c

C Failure to select safe geometry vessel

d

e

D Supervisor fails to correct tank selection

E Incorrect batch (violate mass and volume assumptions)

f

g

B Inadequate briefing

G

F Supervisor fails to challenge and correct batching

Incorrect batch
H

(violate mass and volume

Supervisor fails to stop batching
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Table 8. HEP Quantification
Error Path
AB
AbCD
aCD
acEF
AbCdEF
aCdEF
acEfGH
aceGH
AbcEF
AbceGH
AbCdeGH
AbCdEfGH
Total

Conditional HEP
.01 x .01
.01 x .001 x .24
.001 x .24
.01 x .24
.01 x .001 x .01 x .24
.001 x .01 x .24
.01 x .01 x .24
.01 x .24
.01 x .01 x .24
.01 x .01 x .24
.01 x .001 x.01 x .24
.01 x .001 x .01 x .1 x .24
.005

Conditional HEP with
Organisational Factors Considered
.1 x .1
.1 x .003 x 1
.003 x 1
.05 x 1
.1 x .003 x .05 x 1
.003 x .05 x 1
.05 x .05 x 1
.05 x 1
.1 x .05 x 1
.1 x .05 x 1
.1 x .003 x .05 x 1
.1 x .003 x .05 x.05 x 1
.13

Table 9. Total HEP for Criticality Event With and Without Consideration of Organisational Factors
& Related Contextual Variables
Conditional HEP
5.0E-3

Conditional HEP with Org Factors
1.3E-1

5. Summary and Conclusion
The human failure event leading to criticality at JCO was the result of at least 6 unsafe acts most if not all
of which were organisational in nature. Without the explicit consideration of organisational factors, most
contemporary HRAs would have underestimated the risk associated with the event. The HRA methods
used to support this analysis - ATHEANA, CREAM, HEART all have allowances that enable the analyst
to successfully represent the influence of these factors as either aspects of context, common performance
conditions, or violation producing conditions. Additionally, consideration of structures for analysis of
culture (ASCOT) and organisational factors (SOCRATES) made identification of important factors easier.
Sensitivity findings. It is possible to account for the influence of organisational factors quantitatively in
HRA by employing existing/emerging HRA methods. The human error probability estimate for
overmatching leading to criticality obtained from the retrospective analysis performed in this limited study
was a factor of 26 times higher than the case where only conditional HEP values without a consideration of
organisational factors were employed. When PSFs including underlying organisational factors are
accounted for the chance for the criticality event increased from 5 in one thousand to 1 out of 10.
Recovery from either selection of an unsafe geometry vessel or from double batching was also sensitive to
the effects of organisational factors in combination with other PSFs. For example, in the case of batching
with supervisor recovery the CHEP is computed as (.01x.24 = .0024) with OF considered the CHEP x OF
= (.05x1=.05). In this case the HEP has increased by a factor of 20.
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Additional findings/experience.
20. The authors found a general convergence among the HRA methods used in the present study
regarding important underlying performance shaping factors. This served to highlight the
potential usefulness of these methods and serves as an initial cross validation for their
application to events with organisational factors influence.
21. The fact that purification and homogenisation was infrequently performed, equipment was
used in a manner in which it was not originally intended, and that the informal procedures
used were in conflict with the operating license contributed to the event. The implicit
decision to have production override safety was paramount in the event.
22. There were no regulatory personnel present during the two day time period over which the
event occurred that could have stopped work mitigated the sequence of events.
23. The SOCRATES model, supported identification of context contributing elements.
24. The ATHEANA search process and schema for presenting information including terminology
for context, unsafe acts, and the corresponding human failure event was useful and easy to
apply.
25. HEART error producing conditions and violation producing conditions were important in
terms of heightening analysts’ understanding and brainstorming processes.
26. Six unsafe acts were identified that contributed to the 1 HFE – overmatching and use of noncriticality safe geometry.
27. THERP worked reasonably well as a source for HEPs and CHEPs. The human performance
distribution underlying THERP has incorporated both good and poor organisational factors
and other performance shaping factors. By so doing, the upper bounds as presented envelop
the impact of organisational factors. In our judgement all of the OFs that we looked at were
poor.
28. Although the control model from CREAM was not relevant to this particular event, the task
types, failure estimates, man/technology/ organisation model and common performance
conditions (CPC) that are part of the HRA method proved to be useful constructs in
understanding the event.
29. HEPs with explicit consideration of Organisational Factors ranged from a factor of 3 to 100
greater than nominal human failures. HEP x OF ranged from a factor of 3 to 10 higher than
conditional HEPs with conventional PSFs employed.
Finally, we conclude as part of this sensitivity exercise, that to fix things appropriately, things need
sometimes to be fixed at an organisational level. In most PSA/HRA improvements are pointed out at the
task or equipment level only. In our opinion, ensuring that such an event as JCO never occurs again
requires a culture that supports the use of properly designed and implemented procedural and
administrative controls through education of its workforce.
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Characteristics of an Advanced HRA Method
Method should enable us to
• Identify human response (errors are the main focus) in
PSA context
• Estimate response probabilities
• Identify causes of errors to support development of
preventive or mitigative measures
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Characteristics of an Advanced HRA Method
• Method should include a systematic procedure for
generating reproducible qualitative and quantitative
results
• Must have a model of human response with roots in
cognitive and behavioral sciences, and with
• elements that are directly or indirectly observable, and
• structure that provides unambiguous and traceable links
between its input and output

• Model must be detailed enough to support data
collection, experimental validation, and various
applications of PSA
18
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A Few Comments on HRA Methods Development
•

Simplicity of implementation should not be a primary criterion for
developers
– we need to do what is necessary to get a credible method
– this includes the use of computer simulation, if necessary, to support
the identification and quantification of human response

•

Once we have a model that we believe in, simplifications can be
introduced for practical applications (we do this all the time – e.g.,
fitting a simple parametric distribution to results of a complex simulation)

•

There is no need for developing everything from scratch. Many
solid building blocks are already in place, scattered among
various proposed methods, data bases, including results from
simulator exercises and validation efforts.
18
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IDACrew Model –An Example of a Simulation
Based HRA Model
S y s te m
C o n tro l
P anel

D y n a m ic
I n f lu e n c in g
F a c to rs

E m erg e n cy
O p e r a tin g
P ro c e d u re s

D e c isio n
M aker

C o n su lta n t

S ta tic
In flu e n c tio n
F a c to rs

A c tio n
T aker

ID A C rew M odel

Crew Interactions and Influencing Factors
18
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IDA Single Operator Cognitive Model
Dynamic Cognitive Process

Cognitive Activities Change Cognitive Engine State

Cognitive Engine Is Updated
by the Perceived Information

System
or Other
Crew
Member

Cognitive Engine
(Mental State + Working Memory)
output

Goal

Action

Strategy

Operator’s Action Changes System State or
Other Crew Member’s State

18

210

56

NEA/CSNI/R(2002)3

IDA Single Operator Cognitive Model
Memory and Information/Action Flow
S y s te m

O th e r O p e ra to r s
A s k fo r in fo r m a tio n ,
G iv e c o m m a n d ,
G iv e in fo r m a ti o n

C h e c k in fo rm at io n ,
p h y s ic a l a c tio n

E x tern al
F ilt e r

I n co m in g
I n fo rm a ti o n

O r g a n iz a tio n a l E n v ir o n m e n ta l
F a c to r s
F a c to rs

O u tg o in g
A c ti o n

W .M .
I n fo r m a ti o n
M o d u le

M .S .
P . S ./D .M .
M odule

A ct io n
M o d u le

Action performing path
Information perceiving path
I.M .

L .M .

Influencing path
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High Level Problem-Solving Strategies

•
•
•
•
•
•
•
•
•

Wait and Monitor (W&M)
Direct Matching (DM)
Programmed Response (PR)
Logic Expansion (LE)
Follow Written Procedure (FP)
Follow Oral Instruction (FI)
Ask for Advice (AA)
Limited Logic Expansion (LLE)
Trial and Error (T&E)
18
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Comparison of LE, DM, and PR Problem-Solving Strategies

Diagnosis
Selection

Action Package
Selection

Reduced to
a diagnosis
Diagnosis

Action
Package

Diagnosis

Direct
Matching
Logic Expansion

Carried out
Action(s)
Action
Package

Programmed
Response

Perceived
Information

18
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Basic Similarity Matching (BSM)
The Micro Level Problem Solving Strategy
(For Direct Matching and Programmed Response Strategies)

DIRECT MATCHING

BSM

SOURCE

PROGRAMMED RESPONSE

CAUSE 1
CAUSE 2

SOURCE

CAUSE 3

BSM

CAUSE 1
CAUSE 2
CAUSE 3

ACTION 1

ACTION 1

ACTION 2
EXPECTATION 1

ACTION 2
EXPECTATION 1

EXPECTATION 2

EXPECTATION 2
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The Governing Elements of
Operator Cognitive Behavior

Influencing
Factors

- Goal Selection
- Problem Solving Strategy Selection
- Decision Making Strategy Selection
- Execution of Selected Strategy

- Mental State
- Rules of Behavior

18
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Interdependencies of the
Psychological Elements of IDA Mental State Model
Psychological
Elements

Perceived
Strategy
Complexity

Attention

Stress

Fixation

Time
Constraint
Load

Task
Related
Load

Passive
Information
Load

Perceived
Severity of
Decision
Consequence Responsibility
Associated with
Load
Diagnosis

Confidence
in Current
Diagnosis

Confidence
in Current
Action-Package

A Pool of Basic Factors

Static
Influencing
Factors

Dynamic
Influencing
Factors

Operator
Perceived
Information

Operator
Personal
Character

Perception of
System
Condition

Perception of
Problem-Solving
Resources
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Scoring Rules for Influencing Factors and
Quantification Steps
General Scoring Rule

 L
*  
Score ( or 10 − Score ) = 
( PSFi )Wi  
 i = 1
 


∏

N





M

∏  ∑W ( PSF ) 
i =1

 j =1

j

j



W j’ 






 M

 Wk ( PSFk )
 k = 1


∑

Quantification Steps:
• Develop Scores for Fundamental Influencing Factors
• Calculate Scores of the High levels Influencing Factors
• Calculate Operator Response Probabilities (Conditional on Context)

Pr =

S(1)
N

∑ S(N)
n =1
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Example: Time Constraint Load Scoring Equation

10 - Perceived Alarm Importance 

 0.2 ×

10



10 - Perceived Alarm Number  2
10 - Score =  + 0.2 ×
 3×
10


10 − Global Diagnosis


 + 0.6 ×

10


10 - Failed Diagnosis Number 

0.3
×


10

1 ×

10 - Failed Strategy Number  3
 + 0.7 ×

10


 0.2 × (10 − Maximum Number of Alarm Occurred Rate ) 


 + 0.15 × (10 − Number of Activated Alarms )

 + 0.15 × (10 − Summation Importance of Activated Alarms)


 + 0.2 × (Operator Ascendancy )

 + 0.3 × (OF)




 0.8 × (10 - Procedure Importance )



 + 0.2 × (Procedure Quality )
 if strategy is FP or FI


 (10 - Perceived Consequence of Current Diagnosis ),

 if subgoal is FRC and diagnosis exist
OF = 
 0.5 × (10 - Perceived Consequence of Current Diagnosis )


 + 0.3 × (10 − Confidence in Current Diagnosis)

 + 0.2 × (10 − Confidence in Current Action Package )



 if subgoal is perform recovery action


6 Otherwise
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Example Problem-Solving Strategy Selection Rules
Current
Strategy

Any

Transition
Criteria

Destination Strategy

Goal changes to
MGSM

 Equation 5.25 ,
if CCD > 6
P(1) = 

0, if CCD <= 6

Current Strategy

Where CCD is Confidence in Current
Diagnosis
Follow Procedure

Any

Goal changes to
MESM

1 – P(1)
1

Programmed Response
PDM

Direct Matching

Wait &
Monitor

Direct Matching
Knowledge
Base Matched

Probability



S(LE)

(1 - PDM )
 S(LE) + S(FP) 

Logic Expansion

Where S(LE) and S(FP) are obtained from
different equations


S(FP)
(1 - PDM )

 S(LE) + S(FP) 

Follow Procedure
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IDA ERROR TAXOMONY
APPLIACTIONS TO
Data Gathering
and
Retrospective Analysis

215

NEA/CSNI/R(2002)3

IDA-Based Error Reference Points

External Error Reference Points

Internal Error Reference Points

(3)
Plant

Procedure

(1)

I

Diagnosis

(2)

Decision

(3)

D

(1)
Crew

(2)

A

Action

Information

(a)

(b)

18
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Cause Analysis
(Failure at Information Collection Level )
I

D

A

Error in
Information Collected

I

Erroneous or
Incomplete Information
From Source (e.g., Indicators,
Other Crew Member)

Procedure as
the Source
Procedure
Error
Procedure
Incomplete

Indicator as
the Source

Result of Previous
Cognitive Process
as the Source

Instrumentation Failure
Indicators
Documentation Error
Design Error (e.g.,
Information Displayed
Insufficient by Design)

Internal (Cognitive)
Filter

External Filter

Other Crew
Member as
the Source

Poorly
Human-Factored
Environment

Incorrect
Information
Transmitted
Necessary
Information
is not Transmitted

Instrumentation
Failure

Failure of
Method or
Tool of
Communication

Other (e.g., Blocked
View of Panels)

High Work
Load

Fixation and
Attention

Confidence
in Hardware
Reliability/
Availability
Confidence
in Diagnosis
Expectation
Time Constraint
Matched
Load
High Time
High Control
Room Distraction Constraint Load
High Task
Related Load
High Passive
Information
Load
High Task
Related Load

Low Relative
Importance
Dismissal
of Information
Based on Past or
Current Experience
Dismissal Due to
Low Confidence
in Other Crew
Member
Dismissal Based
on Priority Level
D1
18
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Failure in Assessment of Situation or Solution to Problem
I

D

A

I n c o r r e c t o r I n c o m p le t e A s s e s s m e n t
o f S it u a t io n o r S o lu ti o n t o P r o b le m
( D ia g n o s i s E r r o r )

D1
Error in Problem
Definition/Goal
Selection

Error in
Strategy

Error in
Implementation of
Selected (Appropriate)
Strategy

E rro r in
S e le c ti o n o r
T r a n s i t io n
b e tw e e n
S t r a t e g ie s

In c o m p le te o r
In c o rre c t
In f o rm a tio n

E r r o r in R e l a tin g
I n f o r m a t io n t o
G o a l / P r o b le m
T
Figure A1.5

I
Figure A1.3

Error in "Follow
Procedure & Limited
Logic Expansion"

Error in
"Logic Expansion"

Error in
"Direct Matching"

LE

FW/LLE
Figure A1.7

Figure A1.9

Error in
"Wait &Monitor"

TE

WM

DM
Figure A1.10

Error in
"Ask Advice"

Error in
"Trial & Error"

GA

Figure A1.12

Figure A1.10

Error in
"Following
Instruction"

Figure A1.11

FI
Figure A1.8
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Failure in Assessment of Situation or Solution to Problem
(cont.)
I

D

A

Error in
Selection of, or Transition
Between, Strategies

T

Inappropriate
Selection of Strategy *

Error in Exiting Appeopriate
Strategy Too Quickly

Failure to Exit the
Strategy W hen Needed

Confidence to Crew Member
Safety Culture
High confidence in Diagnosis

Information Related
to Inefficiency of
Strategy Is Not
Available

I
Figure A1.3

Information Related
to Inefficiency of
Strategy Is
Misinterpreted
Incomplete or
Inaccurate
Knowledge
Tim e Constraint
Load

Low Confidence Perceived
in Other Crew
Complexity of
M ember
Strategy

Information Related
R eluctance to
to Inefficiency Is
Select O ther
Ignored Deliberately
Strategies
(Fixation)
Confidence in
Current Diagnosis
Confidence in
Current Action Package
Confidence inCrew M ember

High Cconfidence
in Current
Diagnosis

Decision
Responsibility
Load

Personal Biases
(e.g., Familiarity
with Strategy)

Information Related
to Efficiency of Strategy
Does Not Become
Rapidly Available

I
Figure A1.3

Organizational
Biases

Low Confidence
in Diagnosis
Low Confidence
in Action Package
Time Constraint
Load
Expectation
Matched
High Confidence
in Crew M ember

Inform ation R elated
to E fficiency of
Strategy is
M isinterpreted

Incomplete or
Inaccurate
Knowledge
Time Constraint Load

* In Nuclear Pow er Plant application
"Inappropriate Selection" refers to
failure to select "Follow Procedure"
when required by plant regulation.

18
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Result of Applying IDA Error Taxonomy to 20 Detailed Event Report:
Cognitive Phases in Which Errors Were Observed (Five Events)

•

Goal Selection

6

– Due to External Factors
– Due to Cognitive Filters
– Due to External Factors and Cognitive Filters

•

2
3
1

Selection or Implementation of Strategy

14

– Problem Solving
• Direct Matching
• Error in Following Written, Memorized or Oral Instructions
• Trial & Error
– Decision Making
• Cost Benefit on Perceived Consequences

8
3
1
2
18
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Statistics of the Successful Strategies Used to Find
the Root Causes in Twenty Events
Proximate Cause of
Event Initiation
Plant Condition

Human Error
BWR

Power
Operation

Reactor
Shutdown

Hardware
Failure
BWR

PWR

Steady State

3

5

Power Change

1

Surveillance
Test

2

Start Up

1

Normal
Operation
Surveillance
Test

Statistics

PWR

Recovery Strategy

DM

LE

5

2

1

2

1

1

1

2
1

2

4/20

5/20

FP

PR

1

1
1

T&E

1

1

2

5/20

6/20

1

2

8/20

8/20

1/20

0/20
18
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ADS-IDACrew
Dynamic Probabilistic Simulation of Operating Crew
Response in Accident Conditions

18

56

18

56

ADS-IDACrew
Modularized Structure
User

User
Interface
Module

Scheduler
Module

Crew
Module

Indicator
Module

System
Module

219

Component
Failure
Module
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ADS Uses Dynamic Event Trees
t

0

Time

ti = i t
P(ES) = P1P2P3P4P5

P3
P1

P2

P5
P4

Branch Points (BP)
System state

System State BP
Process Variables BP

Operator State
HPSI Pump A = ON
PORV = OPEN
MOV-X2 =
Process State

Diagnosis = SGTR
Stress = High
Action = E-3 Step 4
State = Success

Software BP
End State

RCS Pressure

Human Action BP

ti-1

18
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ADS-IDACrew
Systems and Procedures Module
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ADS-IDACrew
Discrete Dynamic Event Tree Display Panel

18

56

ADS-IDACrew
Operator/System/Physical Parameter Evolution
During a Sequence

18
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Example of Simulation Results
Steam Generators Water Level
C A S E 1 : S G s W a te r L e v e ls
60

T h e A c ti o n T a k e r c o n tr o l th e
S G 2 , S G 3 , a n d S G 4 w a t e r l e v e ls

50
S G 3 W a te r L e v e l

P M D In j e c t s C o o la n t
in to S G 2

S G 4 W a te r L e v e l
V IH 1 i s c lo s e d ,
S G 1 i s i s o la te d f r o m th e w a te r s o u r c e

30
S G 1 W ater Lev el

P M E a n d P M F In j e c t
C o o la n t to S G 3 a n d S G 4 ,
R e s p e c t iv e ly

V M M 3 i s c lo s e d .
S a f e ty i n je c ti o n i s s to p p e d
H T R 1 i s t u rn e d o f f

20

P M C i n j e c ts c o o l a n t
i n to S G 1

10

0
0

50

10 0

150

200

250

300

350

400

T i m e (S e c o n d s )
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Examples of Simulation Result
Time Variation of Operator’s Mental State Elements
CASE1: ODM’s Psychological Elements (1/3)
9
Passive Information Load
8

All SGs Water Levels transient Heading to
the SG 50% Ceneter Line. Global Diagnosis
Level decreased.

7
Abnormal signal perceived
6
Score Level

W a te r L e v e l P e r c e n t a g

S G 2 W a te r L e v e l
40

5
SG4 water level out and in
the 10% safety range cause the
Global Diagnosis level change

Score level of Global Diagnosis change and
change to different procedures

Task Related Load
4

Time Constraint Load

Changes Goal from TS to MGSM and
changes Strategy from LE to FP

3
Changes subgoal from FRC to DAP

2

Starts to check the first diagnosis
1

0
0

50

100

150

200

250

300

350

400

Time (Seconds)
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Issues in Selecting a Satisfactory HRA Method presented by John Wreathall

,VVXHVLQ6HOHFWLQJD
6DWLVIDFWRU\+5$0HWKRG
-RKQ:UHDWKDOO

-RKQ:UHDWKDOO &R,QF

2(&'1($:RUNVKRSRQ(UURUVRI
&RPPLVVLRQ

8VHDEOHIRU5HVROYLQJ
'HVLJQ5HJXODWRU\,VVXH V
n :KDWNLQGVRIXQVDIHDFWLRQVDUHDVVRFLDWHG

ZLWKWKHLVVXH V "
n

'RHVWKHPHWKRGDWOHDVWHQFRPSDVVDOORIWKHVH"

n :KDWNLQGVRIXQGHUO\LQJIDFWRUVDUHWKH

VLJQLILFDQWLQIOXHQFHVRQWKHXQVDIHDFWLRQV"
n

7KHPHWKRGPXVWEHVHQVLWLYHWRWKHVH
n

n

6LJQLILFDQWZLWKUHVSHFWWRWKHLVVXH

8QGHUVWDQGUROHRIXQFHUWDLQWLHVLQLVVXHUHVROXWLRQ
n
n
n

+RZWRPRGHO
+RZWRLQWHUSUHW
1RWWULYLDO
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6LPSOH&RQVLVWHQW:LWKWKH
1HHGVRIWKH,VVXH
n

+RZILQHO\GLIIHUHQWLDWHGDUHWKH
FKRLFHVHPEHGGHGLQWKHUHJXODWRU\RU
GHVLJQLVVXH"
n
n

n

:KDWDUHWKHNH\GLIIHUHQWLDWRUV"
8QVDIHDFWLRQV XQGHUO\LQJIDFWRUV

2FFDP¶V5D]RUDSSOLHVKHUH

6DWLVIDFWRU\([SODQDWLRQVIRUWKH
5HVXOWV
n

n

'RWKHGLIIHUHQFHVLQWKHUHVXOWV
EHWZHHQWKHDOWHUQDWLYHV LQWKHLVVXH V
EHLQJDQDO\]HG PDNHVHQVH"
&DQWKH\EHH[SODLQHGWRWKH
UHJXODWRUVGHVLJQHUVZLWKRXWKDYLQJWR
UHO\RQO\RQWKHPDWKHPDWLFVRIWKH
PRGHO"
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5HVXOWVDQG([SODQDWLRQVDUH
$GHTXDWHO\&RQVLVWHQWZLWK+LVWRULFDO
([SHULHQFH
n :KHQFRPSDUHGZLWK³UHDOZRUG´DFFLGHQWV

DQGLQFLGHQWVWKHH[SODQDWLRQVDQGUHODWLYH
RUDEVROXWHGHSHQGLQJRQWKHLVVXH
OLNHOLKRRGRIXQVDIHDFWLRQVDUHUHDVRQDEO\
VLPLODU
n :KDWLV³UHDVRQDEO\VLPLODU´GHSHQGVRQKRZ
GLIIHUHQWLDWHGWKHDOWHUQDWLYHVDUH
n

&KRLFHVEHWZHHQ³ILQHGLIIHUHQFHV´UHTXLUHPXFK
FORVHUPDWFKHVZLWKUHDOLW\DQGWKHPRGHO

:LWKVWDQGLQJD³5HDVRQDEOH/HYHO´RI
3URIHVVLRQDO6FUXWLQ\DQG5HYLHZ
n $OO+5$PRGHOVFRQWDLQGHJUHHVRIVXEMHFWLYH

PRGHOLQJ LIRQO\FRQFHUQLQJWKHW\SHVRIXQVDIH
DFWLRQVWREHLQFOXGHG
n $Q\VXEMHFWLYHPRGHOLQJUHTXLUHVRXWVLGHUHYLHZ
E\UHOHYDQWSURIHVVLRQDOV
n 7KHUHLVWRRPXFKGLYHUVLW\RIYLHZSRLQWVLQWKH
+5$ZRUOGWRH[SHFWFRQVHQVXV IRUQRZ
n 7KHUHLVHQRXJKSURIHVVLRQDOLVPWRH[SHFW
LQIRUPHGGLVFXVVLRQVDQGHYDOXDWLRQE\DQ
DGHTXDWHVHFWLRQRIWKH+3+)+5$FRPPXQLWLHV
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&DSDEOHRI%HLQJ8SGDWHGRU
5HYLVHG:LWK1HZ([SHULHQFH
n 7KHEHKDYLRUDOVFLHQFHVV\VWHPVHQJLQHHULQJ

DQGVDIHW\HQJLQHHULQJDUHDOOHPHUJLQJ
GLVFLSOLQHV
n 8QGHUO\LQJNQRZOHGJHLQDOOWKHVHDUHDVLV
GHYHORSLQJ
n

3V\FKRORJ\RIHUURUUROHRIHUURULQVLWXDWLRQ
DZDUHQHVVWHDP RUJDQL]DWLRQDOGLPHQVLRQVVDIHW\
VWDQGDUGVHWF

n 'DWDLQDOOWKHVHDUHDVDUHH[SDQGLQJ
n

([SHULPHQWDOVLPXODWRUGDWDDFFLGHQW LQFLGHQWV
VXEMHFWLYHLQSXWV

n 1HZDSSOLFDWLRQVPD\UHTXLUHQHZLQIRUPDWLRQ

1R&ODLPVWREH³$OO7KLQJVWR$OO
3HRSOH´
n

1RVXFKPRGHOFDQHYHUH[LVW
n

n

n

6XFKFODLPVORRVHDOOFUHGLELOLW\

$OOPRGHOVDUHUHOHYDQWWRVRPH
DSSOLFDWLRQV
$WEHVWDVDWLVIDFWRU\PRGHOZLOO³RQO\
IRROVRPHRIWKHSHRSOHVRPHRIWKH
WLPH´
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&KDUDFWHULVWLFVRID6DWLVIDFWRU\+5$
0RGHO$6XPPDU\











,WLVXVHDEOHIRUUHVROYLQJWKHLVVXH V DWKDQG
,WLVVLPSOHFRQVLVWHQWZLWKWKHQHHGVRI 
,WFDQSURYLGHVDWLVIDFWRU\H[SODQDWLRQVIRULWVUHVXOWV
,WVUHVXOWVDQGH[SODQDWLRQVDUHDGHTXDWHO\FRQVLVWHQW
ZLWKKLVWRULFDOH[SHULHQFHZLWKLQWKHFRQWH[WRIWKH
LVVXHVRI 
,WLVFDSDEOHRIZLWKVWDQGLQJD³UHDVRQDEOHOHYHO´RI
SURIHVVLRQDOVFUXWLQ\DQGUHYLHZ
,WLVFDSDEOHRIEHLQJXSGDWHGRUUHYLVHGZLWKQHZ
H[SHULHQFH GDWDRUNQRZOHGJH
,WGRHVQRWFODLPWREH³DOOWKLQJVWRDOOSHRSOH´
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What Methodological HRA Developments are Needed to Support Risk-Informed Regulatory
Decision-Making presented by Gareth Parry

WHAT METHODOLOGICAL HRA DEVELOPMENTS ARE NEEDED TO
SUPPORT RISK-INFORMED REGULATORY DECISION-MAKING?

Gareth W. Parry
Division of System Safety and Analysis
Office of Nuclear Reactor Regulation
U.S. Nuclear Regulatory Commission
Washington DC, 20555
gwp@nrc.gov
May 9, 2001

OVERVIEW
• Analytical context - the PSA model
• HRA methods and models
• HRA needs in the context of risk-informed
regulation
• Example of an acceptable method
• Suggestions for future directions
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ANALYTICAL CONTEXT
•

In risk-informed regulatory applications, the function of HRA is
that of understanding and characterizing the impact of human
performance on the risk of operating a nuclear power plant

•

The analytical framework is provided by the PSA logic model

•

In that context, the impact of inadequate human performance is
represented by the inclusion in the model of “human failure
events” or HFEs

•

The HRA problem in this context is that of identifying which HFEs
to include in the model, defining their boundary conditions, and
estimating their probabilities

HRA METHODS AND MODELS
•

The identification of the HFEs and their definition is ideally performed
using a systematic process which is integral with the PSA logic model
scenario development

•

The process consists of:
-

•

identification of the activities expected or required at each step in the
development of the scenario
an assessment of whether and how failures to perform these activities correctly
can adversely affect the operation of the components of the system
identifying those failures that are significant
determining an appropriate representation of the impact of the failures
identifying those factors that can influence the occurrence of the failure

The process requires the use of HRA models to prioritize the failures for
inclusion in the model by identifying those that are more likely to occur,
and, if needed, to estimate the probabilities of the HFEs
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HRA METHODS AND MODELS (Cont’d)
• For this presentation an HRA model is
defined as a functional relationship
between (independent) variables that
represent those characteristics of the
analytical context associated with the
HFE, and the likelihood of the event.
• A model may be qualitative or quantitative

SOME OBSERVATIONS ON “NEW HRA” METHODS
•

“New HRA” methods focus on searching for cognitively challenging
situations and identifying and characterizing causes of failure, rather than
on phenomenological descriptions

•

There has been less emphasis on the less cognitively demanding activities
such as maintenance which nevertheless may be significant

•

Focus of recent activity has been on responses of operating crews to
operational disturbances

•

There has been little real progress in calibrating HEPs

•

Many of the methods are very complex and require a significant amount of
detail. This may be necessary for searching for rare events (significant
EOCs), but is impractical for many regulatory applications.
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SOME CHARACTERISTICS OF RISK-INFORMED
REGULATORY DECISION-MAKING AND
IMPLICATIONS FOR HRA NEEDS
•

Risk-informed regulatory applications vary widely in coverage,
from changes to a single AOT to changes to programs such as
IST or ISI affecting a large number of SSCs in the plant

-

For some regulatory applications, e.g., focused scope and
simple license amendment, the HRA may have little significance

•

For an application involving categorization of SSCs into high
and low safety significant groups, the HRA model used can
have a significant impact - contrary to a widely held belief, the
absolute as well as the relative values of the HEPs are important

SOME CHARACTERISTICS OF RISK-INFORMED
REGULATORY DECISION-MAKING AND IMPLICATIONS FOR
HRA NEEDS (Cont’d)
•

Applications for license amendments performed under Reg Guide
1.174 should address risk from all modes of plant operation and
all initiating events
-

It is necessary to address the unique human performance issues
associated with external initiating events and low power and
shutdown modes of operation, even if PRA models are not available

•

For license amendments there is more emphasis on estimating
the change in risk metrics (CDF and LERF) than on their absolute
values

-

To some extent this alleviates the concern that PRAs do not
model EOCs
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SOME CHARACTERISTICS OF RISK-INFORMED
REGULATORY DECISION-MAKING AND IMPLICATIONS FOR
HRA NEEDS (Cont’d)
•

Regulatory analyses to support rulemaking or generic issue resolution are generic
in nature; license amendments are plant-specific

-

Different HRA methods are needed, but they should have a common philosophical
and technical basis

•

Activities in support of rulemaking or generic issue resolution may depend more
on absolute values of risk metrics

-

Some calibration of HEPs is essential

•

Occasionally new issues will arise in which the conditions affecting human
performance are unique (e.g., spent fuel pool accidents at a decommissioning
plant)

-

New approaches need to be developed consistent with existing approaches

A RECENT EXAMPLE APPLICATION
•

NRC performed a generic study of spent fuel pool risks at
decommissioning plants in support of rulemaking

•

Focus was to determine if, and under what conditions, it is
feasible to relax some of the licensing requirements, e.g.,
offsite emergency planning

•

Form a risk perspective, concern is prolonged loss of
cooling of the fuel that might lead to a zirconium fire and
significant offsite consequences

•

A PRA was performed to estimate the likelihood of a
prolonged loss of cooling
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CHARACTERISTICS OF SPENT FUEL POOL COOLING AND
INVENTORY CONTROL AT DECOMMISSIONING PLANTS
•

Spent fuel pool cooling system is a relatively simple,
redundant system

•

Makeup for evaporative losses provided by a manually
operated system of low capacity

•

Additional makeup can be provided by a fire water system if
necessary

•

Responses to losses of cooling or inventory are not
automated; operator actions are required

COMPARISON BETWEEN DECOMMISSIONING SPENT FUEL
POOL AND OPERATING REACTOR ACCIDENTS
•

Positive Aspects

•
•
•

Accident scenarios for spent fuel pool accidents are slow developing
compared with reactor accidents: days versus hours or even minutes
System is simple compared to the reactor case
Control room much simpler with fewer distractions

•

Negative Aspects

•
•
•
•

No emergency procedures or technical specifications
Changes are slow and may be difficult to notice
Backup systems are manual, not automatic
Less redundancy
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GROUNDRULES FOR HUMAN RELIABILITY
ANALYSIS APPROACH
•

Study was generic, so analysis approach was to focus on general
operational and design characteristics that can influence performance

•

The long timescale associated with spent fuel pool accidents points
suggests that failure would be more a result of an organizational
breakdown than individual crew failures

•

Based on current understanding of the factors that govern human
performance and a search for common causes of failures of multiple
crews

•

Use a quantification approach that can be used to demonstrate the
impact of significant performance influencing factors

HUMAN FAILURE EVENTS
•

Multiple cases defined for failures for each function to facilitate
the assessment of dependency. Examples are:

-

Failure of the operating staff to detect off-normal conditions
during walkdowns: (a) given control room alarms fail; (b) given
control room alarm not responded to

-

Failure to restore cooling function: (a) given detection is a result
of a control room alarm; (b) given detection is a result of
walkdowns (difference is one of timing)

•

Failure to initiate supplementary makeup using offsite sources: (a)
given failure to initiate firewater system; (b) given failure of
firewater system
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HUMAN PERFORMANCE ISSUES
-

Overall human performance analyzed for three stages of
response:
- detection that spent fuel pool cooling is deteriorating, or
inventory is being lost (awareness)
- interpretation of indications to identify the source of the
problem and formulate a plan for rectification (situation
assessment and response planning)
- implementation of plan (response implementation)

AWARENESS
•

Alarms and annunciators (passive monitoring). Effectiveness controlled by
factors such as:
-

•

routine maintenance and checking/calibration
setting set points such that there are few false alarms
disallowing cancellation without clearing the signal
additional set points for increasing degradation
alarms for different parameters (temperature, level)

Active monitoring. Effectiveness controlled by factors such as:
–

scheduled walkdowns
active measurement of parameters
requirements to log readings
alert levels on measuring devices
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SITUATION ASSESSMENT AND RESPONSE
PLANNING
•

Operator aids are procedures and training
-

•

annunciator/alarm response procedure
detailed procedures for repair of systems, use of alternate systems
indicating primary and backup sources, recovery of power

Factors that enhance the likelihood of success:
-

procedures provide for early action on potential contingencies in
parallel with primary response
training gives an awareness of the time available as a function of fuel
age

RESPONSE IMPLEMENTATION
• Factors that influence success are:
–

accessibility/availability of equipment
adequate staffing levels
training
timely feedback on corrective actions
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QUANTIFICATION APPROACH
•

THERP: used to quantify the probability of initial
recognition of the problem; specifically response to alarms,
and failures of detection during walkdowns

•

Simplified Plant Analysis Human Reliability Analysis
method, SPA HRA: used to evaluate the probabilities in the
situation assessment and response planning, and the
response implementation phase. While a simple approach,
it addresses the factors influencing human performance in
a general sense.

•

Dependency quantified using THERP algorithm

SUMMARY
•

The simplified HRA approach was used to investigate the
impact of various industry commitments for implementation
of design and operational practices at decommissioning
spent fuel pools

•

The aim was not to produce a definitive estimate of the risk

•

The method demonstrated the value of the industry
commitments in reducing the probability of a zirconium fire
at a decommissioning spent fuel pool facility

237

NEA/CSNI/R(2002)3

SUGGESTIONS FOR FUTURE WORK
•

Develop a set of guiding principles for the analysis of human
performance in a PSA context that are applicable to all human activities

•

Rather than continue to develop more sophisticated models, take a step
back and identify key influences on human performance in various
performance modes.

•
•

•

Capture what is generally agreed to about the factors that influence
human performance in terms of parameters that are objective, and can
be related to the characterization of scenarios found in system logic
models
Develop a cause-defense framework similar to what was done for
common cause failures (NUREG/CR 5460). This could be used, for
example, to investigate whether particular plant changes could increase
the likelihood of human failure events

SUGGESTIONS FOR FUTURE WORK (Cont’d)
•

Assess whether the methods being developed are capable
of capturing the “major accident” scenarios, or are they
focused on errors of commission at an elementary level?

•

Address the issue of whether the types of EOCs being
targeted are really significant from an accident perspective

•

Can we ever hope to calibrate HEPs? If not, perhaps
establish some benchmark values for well-defined contexts
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ON THE NATURE OF RISK AND ACCIDENTS, Erik Hollnagel, CSELAB, Department of
Computer and Information Science, University of Linköping, Sweden
ABSTRACT
By consensus, “errors of omission” and “errors of commission” have their origin in the human rather than
in the technological parts of the system. It has therefore been customary to base explanations on the
available psychological “error models”, which mostly have been of the human information processing and
internal “error mechanisms” type. Yet the fact that an “error of commission” necessarily involves a human
action does not mean that the explanation, hence the modelling, must be confined to human functions –
cognitive or otherwise. On the contrary, the experience from accident analyses as well as state-of-the-art
HRA approaches all emphasise that action failures reflect the impact of the working conditions more than
any specific mechanism”. This corresponds to a change in accident models from sequential, over
epidemiological, to systemic. According to the latter, action failures – or action error modes – should be
seen as the irregular, but not totally random, outcome of the system’s performance variability rather than as
specific effects of specific causes. This change in perspective have significant consequences for the ways
in which action error modes are modelled and classified, and therefore also for the methods that can be
used for prediction.
1.

INTRODUCTION

When faced with an issue such as determining the meaning of Error-of-Omission / Error-of-Commission
(EOO-EOC), there are two different approaches, which may be called the unquestioning and the sceptical
approaches, respectively. The unquestioning approach takes for granted that the concepts being examined
are meaningful and all efforts are therefore concentrated on elucidating them. In the case of EOC-EOO this
may take the form of proposing more detailed taxonomies, speculating about possible underlying
“mechanism”, and so on. The sceptical approach begins by question the meaningfulness of the concepts or
at least asks from where they derive their meaningfulness. Thus rather than taking the questions at face
value, the sceptical approach must first establish whether the questions make sense.
Following the latter approach, we need to understand why the issue of EOC-EOO has been raised in the
first place, and what the theoretical basis for these categories is. One way of doing that is to consider in
some detail the ways in which accidents are conceived of, i.e., the commonly used accident models.
2.

ON TYPES OF ACCIDENT MODELS

It is a truism, in risk assessment as anywhere else, that what we see depends on what we expect to see – or
that “every cognition is determined logically by previous cognitions” (Peirce, 1868). This truism is
specifically important in relation to the understanding of events and accidents, since the accident model
that we apply to a significant degree influences how the analysis is carried out. The accident model in
practice determines what we look for in the analysis and which kind of responses or remedies are
commonly considered appropriate.
A fundamental issue in accident analysis is whether an accident is due to identifiable malfunctions or
“error mechanisms”, or whether it is due to unforeseen and unfortunate coincidences. Over the last fifty
years or more, the efforts to explain and predict accidents have involved a number of stereotypical ways of
accounting for how events may take place. Common to them all have been the implicit acceptance of the
principle of causation, together with its metaphysical cousin: backward causation. The principle of
causation, as expressed e.g. by Newtonian physics, denotes a relation between two events so that when one
239

NEA/CSNI/R(2002)3
occurs, it determines the second. Metaphysical reservations aside, we know in daily life that specific
causes leads to specific effects, even though at times we may be forced to make do with probabilistic rather
than deterministic relations. We also assume that the opposite relation holds, i.e., that if an effect (event) is
observed, then there must have been a preceding cause. The consequence of this is the belief that it is
possible to reason backwards form the observed outcome to find a specific event that caused it. This is
commonly referred to as the root cause (Cojazzi & Pinola, 1994). The power of deductive reasoning has in
the Western culture achieved an almost mythical status, not least due to a number of celebrated fictional
detectives from Sherlock Holmes and onwards. Yet while such a feat may be feasible in fiction, it is not
necessarily the case in real life.
The commonly used accident models have slowly developed and changed over the years, almost as if to
match the growing complexity of technological and socio-technical systems. Although there is no
generally acknowledged way of classifying such models, it is still possible – and hopefully also useful – to
distinguish among a number of characteristic ways of thinking about accidents. In the following this is
expressed as three types of accident models, corresponding to three recognisably different approaches to
accident analysis.
2.1

Sequential Models

The simplest type of accident model describes accidents as the result of a sequence of clearly
distinguishable events that occur in a specific order. The classical example of this is the so-called domino
model (Heinrich, 1931), which depicts the accident as a set of dominos that tumble because of a specific
initiating event. In this model the dominos that fall represent the action failures, while the dominos that
remain standing by default represent the normal events. This type of model is deterministic because the
outcome is seen as a necessary consequence of one specific event. Another example is the Accident
Evolution and Barrier model (Svenson, 1991), which in contrast to the domino model only describes the
events – or rather barriers – that have failed. The AEB model is sequential but not strictly deterministic,
since it cannot be assumed that the failure of one barrier leads to the failure of another. Sequential models
need, of course, not be limited to a single sequence of events but may include a representation of multiple
sequences of events in the form of hierarchies such as the traditional event tree and networks, for instance
Critical Path models (as part of the Programme Evaluation and Review Technique or PERT) or Petri
networks. In relation to the present discussion, it can be noted that the PSA-event tree clearly is an example
of a sequential model.
2.2

Epidemiological Models

While sequential models are attractive because they are easy to understand – and have convenient
graphical representations – they suffer from being oversimplified, and easily confuse sequantiality with
causality. An alternative is provided by the epidemiological type of accident model, which – as the name
implies – describes an accident in analogy with a spreading disease, i.e., as the outcome of a combination
of factors. Some of these factors are manifest while others are latent, and accidents seem to happen when a
sufficient number of factors come together in space and time. The classical example of this is the
description of latent conditions (Reason, 1990). Other examples are models that consider barriers and
carriers, and models of pathological system (organisation) states. Epidemiological models are structurally
and functionally underspecified but are valuable because they provide a basis for discussing the complexity
of accidents that overcome the limitations of sequential models. Indeed, epidemiological models explicitly
acknowledge that causality cannot be attributed solely on the basis of a temporal relation. Unfortunately,
epidemiological models are never stronger than the analogy they use, and are therefore often difficult to
specify in further detail, even though they have been instrumental in developing methods that can be used
to characterise the general “health” of a system (Reason, 1997).
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2.3

Systemic Models

A third option is the so-called systemic type of accident model, which endeavours to describe the
characteristic performance on the level of the system as a whole, rather than on the level of specific “causeeffect mechanisms”. The analogical forms of systemic models are “Brownian” movement models and
chaos models. More distinct exemplars are found in models based on control theory (Sheridan, 1992),
which provide an account of how the complexities of human-machine interaction may lead to function
failures. Yet another exemplar is the so-called coincidence model. A token for the latter type is the Swiss
cheese analogy (Reason, 1997), although this is not a model in the usual meaning of the term. (The Swiss
cheese model can, in fact, also be seen as an illustration of an epidemiological mode.) It is, however,
possible to develop coincidence models that are more detailed and precise, and which potentially can yield
accurate predictions. The overriding advantage of systemic models is their emphasis that accidents analysis
must be based on an understanding of the functional characteristics of the system, rather than on
assumptions or hypotheses about interaction between structures or internal mechanisms as provided by
standard representations of, e.g., information processing or failure pathways.
2.4

Model Type And Analysis Approach

The way we think about systems determines how we respond to manifest events and in particular to
accidents, both in a direct interaction and in developing more considerate responses. (This is the case not
only for technological systems, but also for socio-technical systems at large.) Each of the three accident
models characterised above has consequences for how unwanted performance outcomes are dealt with, and
specifically for the measures that are taken to improve system safety during design and operation.
− If a system is described using a sequential type of accident model, then accident analysis
becomes a search for well-defined causes and equally well-defined cause-effect links. It thus
represents a realisation of the assumption of backward causation. The sequential accident
model further implies that once such causes and links have been found, they can either be
eliminated or rendered ineffective by encapsulation, thereby making future accidents
impossible.
− If a system is described using an epidemiological type of accident model, then accident
analysis becomes a search for recognised carriers, barrier failures, and latent conditions. The
underlying assumption is that defences and barriers can be strengthened to prevent future
accidents from taking place, even though the detailed pathways may be uncertain. (The use of
barriers is therefore different form the encapsulation described above.) Since it is impractical
to look for a large number of specific carriers and latent conditions, an alternative approach is
to develop reliable indications of general system “health”.
− Finally, if a systemic type of accident model is used, then accident analysis becomes a search
for sources of performance variability and unusual dependencies that may combine to create
a coincidence. This reflects the assumption that the variability in a system can be identified,
monitored and controlled. The control, furthermore, should not just serve to attenuate or
eliminate deviations but also to amplify and reinforce positive or useful variability.
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The characteristics of the three types of accident models are summarised in Table 1 below.
Table 1: The main types of accident models.
Accident model Analysis principle
type
Sequential models Search for recognisable,
specific causes and welldefined cause effect links.
Epidemiological Search for “carriers” and
models
latent conditions; define
indicators of general system
“health”.
Systemic models Search for unusual
dependencies and “common
conditions”.

Remedial principle

Example

Causes - when found can be eliminated or
contained.
Make defences and
barriers stronger.

Linear sequence (domino)
Tree models
Network models
Latent conditions
Carrier-barriers
Pathological systems

Performance variability Control theoretic models
can be detected and
“Brownian” movement
controlled
Coincidence models

The three approaches to accident analysis / remediation described above correspond to the principles of
“error” management, performance deviation management, and performance variability management
respectively. “Error” management is based on the assumption that the development of an accident is
deterministic, as in the case of the sequential type of accident models. Consistent with that assumption, it
should therefore be possible to identify a clear “root cause” – or set of “root causes” – and to prevent future
accidents by eliminating or encapsulating the identified causes. Performance deviation management
recognises that accidents may have both manifest and latent causes. It is acknowledged that it may be
difficult or impossible to find specific “root causes”, and instead the search is for traces or signatures of
characteristic types of deviations. The prevention of accidents is achieved by finding ways of eliminating
or suppressing the potentially harmful deviations. Finally, performance variability management fully
acknowledges that unwanted outcomes are the result of coincidences, which are due to the natural
variability of systems. This variability can be found at every level of system description and for every kind
of system from mechanical components to organisations. It is further assumed that it is possible to identify
the sources of variability and monitor them in some way. The monitoring can be used either to suppress
variability that may lead to unwanted outcomes, or to enhance or amplify variability that may lead to
positive outcomes.
3.

THE MEANINGFULNESS OF HRA

The preceding discussion has referred to types of accident models, but it is clearly possible to make a
corresponding distinction among different types of prediction models. As mentioned above, the PSA event
tree corresponds to a sequential type of model, even though it is aimed at prediction rather than analysis.
Since HRA – at least for the sake of this discussion – can be seen as firmly positioned within the context of
PSA, it follows that HRA also corresponds to a sequential model, and that it therefore derives its meaning
from that context. Some HRA methods have, indeed, openly acknowledged the reciprocity between
analysis and prediction and aimed to support both purposes (USNRC, 2000).
Within HRA, the issue of EOO-EOC came into focus because the elementary distinction between correct
and incorrect actions clearly was insufficient to represent actual human performance. This distinction, in
turn, is an artefact of the binary nature of the PSA-event tree and thus has engineering rather than
psychological origins. As argued elsewhere (Hollnagel, 2000) the concept of EOO-EOC is practically
unsatisfactory for a number of reasons, apart from being psychologically meaningless. The distinction
between different types of accident (and prediction) models further strengthens these arguments. The
concept of specific error types, and therefore also the concept of EOC-EOO, is only meaningful in the
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context of a sequential type of model, such as an event tree. Neither the epidemiological nor the systemic
type of model grant events the finality of causes; designating an event as being a specific error type is
therefore of limited value.
3.1

Discrepancy Between Accident Analysis And Risk Assessment

If we compare the developments in accident analysis and risk assessment (which is taken to represent the
practice of accident prediction), then it is rather obvious that the former field has developed much further
than the latter – although perhaps more on the conceptual than on the practical level. Although some
industries and authorities still conform to a sequential type of accident model, others have moved forward
to use an epidemiological type of model. An example of the former is the medical field; an example of the
latter can be found in the petrochemical industry, in railways and in the field of nuclear power plant
operation. There are also some examples of applying the systemic type of accident model, although these
represent individual experts or centres rather than a trend within a field of industry as such.
The conceptual and methodological process in accident analysis has unfortunately not yet had any
noticeable impact on risk assessment. Here the common approach is still based on the notion of an event
tree, which describes a set of predefined alternative paths. It is significant that the term “probabilistic” in
PSA refers to the probability of one alternative relative to another, but not to the probability of changing
the event tree as such. PSA is therefore in an important sense deterministic, since the structure of the event
tree is unalterable. If risk assessment was to progress to anything similar to an epidemiological type of
model, to say nothing of a systemic type of model, it would require a thorough revision of the way in
which the development of events is represented. There have, indeed been some successful examples of
how the static nature of the event tree may be overcome, notably the DYLAM approach (Cacciabue et al.,
1986), but these have not lead to any widespread change of actual practice. It should not be ruled out that it
will be necessary to go beyond dynamic event trees, and develop a completely different way of
representing system performance variability. The problem in understanding accidents, such as the one at
the JCO company (Furuta et al., 2000), strongly suggests that. To do so is, however, beyond the scope of
this paper.
3.2

Towards A New HRA?

The increasing complexity of socio-technical systems has forced accident analysis to develop more
powerful models and methods. It seems safe to assume that the same will happen in the field of risk
assessment, including PSA and HRA. Over the past decade, the obvious shortcomings of HRA have been
addressed by proposing modifications or additions to the commonly accepted approaches. If the experience
from accident analysis is anything to go by, such efforts will not be sufficient in the long run. What is
needed is instead a fundamental reassessment of what risk assessment is, including a more sophisticated
and forward-looking understanding of the nature of risks.
The contemporary understanding of accidents makes it clear that they should be explained as a result of
coincidences, which in turn are due to the natural variability in systems. It is reasonable, therefore, to
expect that risk assessment may develop along the same lines and focus on ways to predict how
coincidences may occur in a system. The concept of a coincidence is, however, quite incompatible with the
event tree representation, and the latter will consequently have to be replaced by something more suitable.
(Some proposals can be found in the field of functional modelling, e.g. Rasmussen & Petersen, 1999.)
When that happens, and whatever form it takes, it is certain that HRA as we know it today will no longer
be meaningful. (The same, of course, goes for the concept of EOO-EOC except that these are meaningless
even today.) It therefore seems reasonable already now to leave the unquestioning approach to HRA
behind, and instead embrace a positive scepticism. One way of doing that would be to develop a closer
coupling between accident analysis and risk assessment on both the conceptual and methodological levels.
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Although there is no way of knowing where this will lead, it is bound to provide fascinating research
problems as well as practical results even in the short-term.
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The EPRI Program HRA/PRA Tools Users Group presented by Gerald Loignon
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Gerald Loignon, User Group Chairman
Frank Rahn, Manager of PSA Applications
International Workshop on Building the New HRA
Errors of Commission
7-9 May 2001
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n $VVLVWLQGXVWU\WRFRQYHUJHRQFRPPRQ+5$PHWKRGV
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WUDLQLQJ
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n 3URYLGHDQ+5$WKURXJKWKH5 5:RUNVWDWLRQWR35$7RROV
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+5$8VHUV*URXS
0LVVLRQ6WDWHPHQW

n Provide interfaces with EPRI Risk and Reliability
n
n
n

n

Workstation
Develop Standard Guidelines for HRA data, methods and
performance shaping factors
Improve evaluation of human error probabilities (due to
training, procedures and timing)
Promote uniform tools/methods to achieve comparable
results between similar plants, and increase confidence in
the analysis by Regulatory Bodies (NRC)
Coordinate with other industry-sponsored HRA programs

8VHU*URXS0HPEHUVKLS
n Domestic Members
n Arizona Public Service (Palo Verde)
n Entergy - NYPA (Indian Point 3, Fitzpatrick)
n Dominion Energy (North Anna, Surry)
n Nuclear Management Company (Duane Arnold, Kewaunee, Monticello,

Palisades, Point Beach, Prairie Island)
n South Carolina Electic and Gas (VC Summer)
n TXU (Comanche Peak)

n International Members
n EdF

n Corporate Members
n Data Systems and Solutions
n SAROS
n Scientech
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'HVLUDEOH$WWULEXWHVRI+5$7RROV
n Defendable to internal/external reviewers
n Repeatable and scrutable
n Realistic (not excessively conservative)
n Well documented and easily updated
n Accounts for dependencies (support systems, multiple

HEPs, etc.)
n Uncertainty and sensitivity estimates
n Pre- and post initiators, including errors of commission
n Accounts for knowledge-based actions

5HODWHG3URJUDPV:RUN
n Industry Standards
n ASME and ANS PRA Standards
n EPRI/DOE Nuclear Energy Plant Optimization (NEPO)

Program
n

Organizational Factors Project

n EPRI/EdF Joint Program
n EPRI Transmission Security Program
n Effects of Human Errors on Loss of Offsite Power (LOOP)
(e.g. recent human error at Maanshan leading to station blackout)
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(35,+5$&DOFXODWRU
6RIWZDUH'HYHORSPHQW

n Quantifies pre- and post inititating event human errors
n Level 1 PSA, will be extended to external events, all
n
n
n
n
n

modes operation, Level 2/3
Produces human error probabilities (HEPs) based on a set
of performance shaping factors
Leads to understanding of factors driving each HEP result
Based on two tools widely used in the US developed by
SAROS and Scientech
Module of the EPRI’s Risk and Reliability Workstation
Guidelines for usage will be incorporated into the software

(35,+5$&DOFXODWRU
3KDVH,,6RIWZDUH'HYHORSPHQW

n Sensitivity / uncertainty analyses
n Additional methods to THERP and CBDTM
n Priorities
n Post-initiator (type CP) HFE
n Dependencies among type Cp HFEs
n Pre-initiator (type A) HFEs
n Post-initiator (type CR) HFEs
n Cognitive errors of commission will follow pending

further development
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Human Reliability Analysis Calculator
Version 1.0b

Pc
Scenario
Id.
OAA

Scenario
OPERATOR FAILS TO START DSL SULLAIR DURING LIA

Pc

Cognitive

Cognitive

Unrecovered

Recovered

Execution

Total

1.1E-2
n/a

5.1E-3
n/a

5.1E-3
n/a

1.0E-2
1.6E-1

HEP

OAAC_C

CONDITIONAL FAILURE OF OAAC2 AFTER FAILURE OF OAAC1

OAAC1

OPERATOR FAILS TO ESTABLISH DEMIN WATER COOLING TO
CHARGING PUMPS

1.0E-2

1.0E-4

1.0E-2

1.0E-2

OAAC2

OPERATOR FAILS TO ESTABLISH FIRE SYSTEM COOLING TO
CHARGING PUMPS

1.0E-2

1.0E-4

2.1E-2

2.1E-2

OPERATOR FAILS TO INITIATE FEED & BLEED WITHIN 30 MINUTES
(CONSLOCA/SLOCA/SGTR, HIGH STRESS AND WORKLOAD, WITH SI
SIGNAL)

1.6E-2

2.0E-3

7.6E-3

9.6E-3

OPERATOR FAILS TO INITIATE FEED & BLEED WITHIN 30 MINUTES (NO
SI, MODERATE STRESS, HIGH WORKLOAD) FOR LACA.

1.6E-2

2.0E-3

4.0E-3

6.0E-3

OPERATOR FAILS TO INITIATE FEED & BLEED WITHIN 30 MINUTES
(LOSS OF BUS,TRANSIENTS WITH REACTOR TRIP, NO SI, HIGH
WORKLOAD AND STRESS) FOR .

1.6E-2

2.0E-3

1.1E-2

1.3E-2

OAB1

OAB2-HCD

OAB2-HS

OAB2-MS

OPERATOR FAILS TO IMPLEMENT FEED & BLEED WITH IN 30 MINUTES
(SSB,TRANSIENTS WITH REACTOR TRIP, NO SI, MODERATE

4.0E-3

8.0E-4

4.0E-3

4.8E-3

OAB3

OPERATOR FAILS TO INITIATE FEED & BLEED (ATWS - FEED &

1.6E-2

2.0E-3

1.1E-2

1.3E-2

OAB4

OPERATOR FAILS TO INITIATE FEED & BLEED (ATWS - FEED

1.6E-2

2.0E-3

3.4E-3

5.4E-3

OAD_1

OPERATOR FAILS TO DEPRESSURIZE SECONDARY SIDE (NORMAL
COOL DOWN)

1.0E-3

5.0E-4

4.6E-3

5.1E-3

OAD_2

OPERATOR FAILS TO DEPRESS SEC SIDE ( 1OF 3 SG PORVs, LOCAL &
MANUAL)

1.0E-3

5.0E-4

1.0E-4

6.0E-4

Notes

Medium dependence
OAAC2 on OAAC1.

'HWDLOHG*XLGDQFH8QGHU'HYHORSPHQW
H[DPSOH

n

*HQHULFGDWDRQKXPDQHUURU
n
n
n
n

n

EDVLFHUURUSUREDELOLWLHVRUUDWHVIRUJHQHULFDFWLRQV
JHQHULFWDVNDFWLRQWLPHV
VXPPDULHVRIWKHUPDOK\GUDXOLFWLPHZLQGRZVIRUJHQHULFSODQW
GHVLJQFDWHJRULHV
DSSURSULDWHPHWKRGVIRUHOLFLWLQJH[SHUWMXGJPHQWZKHUH
QHFHVVDU\LQFOXGLQJLQWHJUDWLQJWKHLQWHUYLHZSURFHVVLQWRWKH
+5$
WKHLQWHUYLHZSURFHVVLQFOXGHVWKHIROORZLQJ
n

SHUVRQQHOWREHLQWHUYLHZHG

n

FKDUDFWHURIHYHQWUHVSRQVHFXHVWREHFRQVLGHUHG

n

WLPHUHTXLUHGIRUFRPSOHWLRQRIDFWLRQ

n

LGHQWLILFDWLRQRIGLIILFXOWSDUWVRIWDVNV

n

VXFFHVVOLNHOLKRRGDQG

n

IDFWRUVWKDWFRXOGUHGXFHVXFFHVV
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'HWDLOHG*XLGDQFH8QGHU
'HYHORSPHQW

2WKHUWRSLFVWREHWUHDWHGLQVLPLODUGHWDLO
n 7UHDWPHQWRI3UHLQLWLDWRUDFWLRQV
n 7UHDWPHQWRI3RVWLQLWLDWLQJHYHQWRSHUDWRUDFWLRQV
n *XLGHOLQHVIRUXSGDWLQJGDWD
n 6HOHFWLRQRISODQWVSHFLILFVKDSLQJIDFWRUV
n 7UHDWPHQWRIGHSHQGHQFLHV
n 8QFHUWDLQWLHVVHQVLWLYLWLHVDQGGLVWULEXWLRQW\SHV

(35,'2(1XFOHDU(QHUJ\3ODQW
2SWLPL]DWLRQ 1(32 3URJUDP
2UJDQL]DWLRQDO)DFWRUV

n 2EMHFWLYH
n 'HYHORS+5$JXLGHOLQHVWRLQFOXGHRUJDQL]DWLRQDOIDFWRUV
n ,PSURYHKXPDQHUURUPRGHOLQJWHFKQLTXHVQHHGHGWR
TXDQWLI\RUJDQL]DWLRQDOIDFWRUV
n 7DVNV
n $VVHVVUHFHQWLQWHUQDWLRQDOZRUNRQRUJDQL]DWLRQDOIDFWRUV
n ([WHQGWHFKQLTXHVLQ0(5026FRGHGHYHORSHGE\(G)
n 3URGXFHJXLGHOLQHVIRULQFRUSRUDWLQJRUJDQL]DWLRQDOIDFWRUV
LQWRD35$ &RQWUDFWRUVXQGHUVHOHFWLRQ
n 'HYHORS+5$TXDQWLILFDWLRQPRGHOV &RQWUDFWRUVXQGHU
VHOHFWLRQ
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(35,(G)-RLQW3URJUDP
n

*RDOV
,PSURYLQJ+5$PRGHOVXVHGLQ36$V
n ,QFUHDVLQJH[FKDQJHRIWHFKQLFDOLQIRUPDWLRQ
EHWZHHQ$PHULFDQDQG(XURSHDQH[SHUWV
n (YDOXDWLQJ(G)¶V0(5026FRGHIRUDSSOLFDWLRQWR
86SODQWV
n 'HPRQVWUDWHIHDVLELOLW\RITXDQWLI\LQJLPSDFWRI
RUJDQL]DWLRQDOIDFWRUVRQVDIHW\
n

+5$35$7RROV8VHU*URXS
3KDVHG$SSURDFK
n 3KDVH

6HOHFWDVHWRIWRROVJXLGHOLQHVIRUWKHZRUNVWDWLRQ
n 6HJPHQWGDWDDQGPHWKRGVIRUDSSOLFDWLRQLQORFDO
+5$DQDO\VHV
n :RUNZLWKXWLOLW\WUDLQLQJIDFLOLWLHVIRUKXPDQ
SHUIRUPDQFHGDWD
n 3KDVH
n 3LORWSODQW V WHVWLPSURYHGPHWKRGV
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n ([WHQGDSSOLFDWLRQVWREURDGHUVHWRISODQWVWR
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n
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The NRC Human Reliability Analysis Research Program presented Nathan Siu
N. Siu, E. Thornsbury, and M. Cunningham, Office of Nuclear Regulatory Research, U.S. Nuclear
Regulatory Commission
Abstract
The U.S. Nuclear Regulatory Commission’s (NRC’s) Human Reliability Analysis (HRA) Research
Program is aimed at: (1) developing improved HRA methods, tools, and data; (2) developing HRA results
and insights; and (3) providing HRA support to other NRC programs. The Fiscal Year 2001-2005
technical tasks include the development of improved methods and data for HRA quantification, the
performance of a number of technical analyses supporting probabilistic risk assessment studies of various
engineering issues (e.g., pressurised thermal shock risk), the development of improved methods for
specific HRA problems (e.g., the treatment of latent errors), and the development of HRA guidance for a
variety of user audiences. A program plan has been developed to support the execution of the research
program. This paper summarises that program plan.
1.

Background

As stated in the U.S. Nuclear Regulatory Commission’s (NRC’s) policy statement on the use of
probabilistic risk assessment (PRA) [1], the NRC intends to increase the use of PRA technology in “all
regulatory matters to the extent supported by the state of the art in PRA methods and data.” Some of the
ongoing regulatory activities potentially affected include efforts to make Part 50 of the Code of Federal
Regulations more risk-informed [2];8 the updating of the general risk-informed framework for supporting
licensee requests for changes to a plant’s licensing basis, described in a revised version of Regulatory
Guide (RG) 1.174 [4]; the revision of the reactor oversight process to incorporate risk information [5]; and
the evaluation of the significance of operational events [6].
Human reliability analysis (HRA), a process for identifying potentially important human failure events
(HFEs) and assessing their likelihood, is an essential component of PRA.9 Previous analyses and past
experience from operational events show that credible HFEs can usually be identified for most (if not all)
of the safety functions treated in PRAs. It is therefore not surprising that HRA generally plays an
important role in PRA (see, for example, a review of the results of Individual Plant Examinations [7]), and
that uncertainties in HRA results are often an important driver in the uncertainty in the overall results of
the PRA. Given the increasingly important role of PRA in regulatory decision making, therefore, it is
important to have HRA methods, tools, and data that can, for a given risk-informed decision, adequately
assess the human contribution to risk. These methods, tools, and data need to support the identification of
potentially significant HFEs and the quantification of the likelihood of these HFEs. The quantification
process should appropriately address dependencies of the HFEs on the scenario (including other HFEs in
the scenario) and the uncertainties in the probabilities of the HFEs. Depending on the needs of the
particular decision, the analysis may need to be performed at a sufficient level of detail to support the
identification of key causes of error and their potential fixes.

8

As stated in Ref. 3, risk-informed regulation is “an approach to regulatory decision making that uses risk insights as
well as traditional considerations to focus regulatory and licensee attention on design and operational issues
commensurate with their importance to health and safety.”
9
In this paper, the term “human failure event” is used instead of the more generic “human error” to avoid an
implication of blame (e.g., for situations where operators follow their training, but the training is inappropriate for the
situation) and to provide an explicit tie with the PRA.
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Due to the importance of HRA, and to the uncertainties in the results of HRA (which have been recognised
since the early days of PRA), the NRC has, over the years, conducted a number of HRA research and
development activities. For example, NRC has supported the development of the well-known THERP [8]
and SLIM-MAUD [9] methods, as well as more exploratory methods for assessing the impact of
organizational factors on risk [10]. The NRC has also supported the development of the Simplified Plant
Analysis Risk (SPAR) HRA method [11], which is being used in a number of regulatory applications.
NRC’s recent HRA research and development efforts have focused on the development of A Technique for
Human Event Analysis (ATHEANA) [12]. ATHEANA is an HRA method aimed at addressing the issue
of scenario-specific context and a particularly challenging topic in HRA: the treatment of errors of
commission. ATHEANA’s underlying premise is that significant human errors occur as a result of a
combination of influences associated with plant conditions and specific human-centred factors that trigger
error mechanisms in the plant personnel. This premise is based on the work of researchers investigating
the causes of human error and is supported by reviews of operational events. It requires the identification
of these combinations of influences, called the “error-forcing contexts” (EFCs), and the assessment of their
influence.
The efforts of the ATHEANA team have led to a method sufficiently developed for use (as one tool in the
HRA toolbox) in actual regulatory applications (e.g., the analysis of pressurised thermal shock scenarios in
support of a potential change to 10 CFR 50.61 [13]). Recognising this state of development, and that the
NRC has a broad range of HRA research and application needs (beyond ATHEANA) which need to be
addressed, the NRC staff has developed an HRA Research Program Plan to guide its efforts in the next few
years.
The plan includes research and development tasks (to develop improved HRA methods and tools in
selected areas) and HRA applications tasks (to support ongoing risk-informed decision making activities).
It builds on the results of past HRA research (both conducted at NRC and other organisations), and
includes joint data collection and analysis activities with the NRC Program on Human Performance in
Nuclear Power Plant Safety (PHP) [14], and collaboration activities with various international research
groups. It also includes tasks aimed at ensuring that the HRA Research Program effectively communicates
its results to users and other interested stakeholders.
This paper summarises the HRA Research Program Plan. The plan is aimed at addressing key technical
issues in HRA identified by the staff and by the Advisory Committee on Reactor Safeguards (ACRS) in its
reviews of NRC’s HRA activities [15-16]. Additional details can be found in the full report documenting
the plan [17].
2.

Program Objectives

The overall purpose of the HRA research program is to support the NRC’s Risk-Informed Regulation
Implementation Plan (RIRIP) [18], which has been developed to implement the NRC’s strategic plan,
especially with respect to a number of the performance goals in the Nuclear Reactor Safety and Nuclear
Materials Safety strategic arenas [19]. The general objectives of the program are as follows.
− Develop improved HRA methods, tools (including guidance), and data needed to support
NRC regulatory activities, including the broad implementation of risk-informed regulation.
− Develop HRA results and insights to support the development of technical bases for
addressing identified or potential safety issues.
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− Provide HRA support for the planning and execution of NRC programs and activities (e.g.,
the PHP) outside the immediate scope of the RIRIP.
− Ensure effective communication of research results to end users.
− Ensure effective use of resources in satisfying the preceding objectives.
The specific tasks planned for FY 2001-2005, and their associated technical objectives, are listed in
Section 3 of this paper. Key milestones are identified in Section 4, and potential longer-term activities
(post-FY 2005) are discussed in Section 5.
3.

Task Descriptions

The HRA research program tasks for FY 2001-2005 are listed in Table 1. The tasks and their associated
technical objectives are discussed in this section. These tasks are intended to support the achievement of
the overall program objectives listed in Section 2; they have been selected based upon a consideration of
current and anticipated reactor safety and materials safety staff needs, on HRA research results developed
by NRC and others (especially with respect to the treatment of context in accident scenario analysis), and
on the recognition that NRC’s risk-informed regulatory needs are likely to require a variety of HRA tools
(including guidance as well as analysis methods). As indicated in Section 1, the tasks represent a
significant broadening of activities beyond the NRC’s recent HRA research work (which concentrated on
developing ATHEANA).
Some of the tasks listed in Table 1 need to be repeated (or performed nearly continuously), while others
will only need to be performed once. The former are considered support tasks and are indicated by letters;
the latter are one-time technical tasks and are indicated by numbers. Table 2 provides a mapping between
the tasks and the program objectives. Note that most of the tasks support multiple objectives.
The following sections provide, for each task, the task objectives and a brief description of the technical
approach. Milestone information is provided in Section 4.
Table 1. NRC HRA Research Program Tasks, FY 2001-2005
Task

Title

1

HRA Data Collection and Analysis

2

HRA Guidance Development

3

HRA Quantification and Uncertainty

4

Pressurised Thermal Shock HRA

5

Fire HRA

6

Steam Generator Tube Rupture HRA

7

HRA for Ageing Cable Systems

8

HRA for Materials and Waste Applications

9

Reactor Systems Synergisms and HRA

10

HRA for Upgraded and Advanced Control Rooms
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11

Latent Errors in HRA

12

HRA Extended Applications

13

Formalised Methods: Screening, Individual and Crew Modelling

A

HRA Research Planning

B

HRA Results Communication

C

General NRC HRA Technical Support

D

Industry and International HRA Activities

Table 2. HRA Research Program Objectives and Supporting Tasks
Objective

Supporting Tasks

Develop improved HRA methods, tools (including guidance), and data needed
to support NRC regulatory activities, including the broad implementation of
risk-informed regulation
Develop HRA results and insights to support the development of technical
bases for addressing identified or potential safety issues
Provide HRA support for the planning and execution of NRC programs and
activities (e.g., the PHP) outside the immediate scope of the RIRIP
Ensure effective communication of research results to end users

1-13, D

Ensure effective use of resources in satisfying the preceding objectives
3.1

4-10
1, 11, C
B, D
A

Task 1 – HRA Data Collection and Analysis

One of the common criticisms of the current HRA state of the art concerns the strength of the available
data. Data are needed not only for the quantification of human failure event (HFE) probabilities, but also
to support the HRA models (which, for example, postulate that certain factors are part of the error forcing
context - EFC, and that there are specific relationships between the EFC elements and the HFE
probability).
Regarding HFE quantification, it should be noted that ATHEANA, like other advanced HRA methods,
distinguishes between the occurrence of a particular EFC, and the occurrence of an unsafe act (UA), given
the EFC. Thus, data are needed to assess both the likelihood of an EFC (given the PRA scenario in which
the HFE is embedded), and the conditional likelihood of a UA (or set of UAs) leading to the HFE, given
the EFC. However, in general, the information available from reports on operational events is not of
sufficient quality to directly address these two issues. Furthermore, the risk significant HFEs for which
probabilities are desired are typically events in accident scenarios that have not yet been observed. In these
cases, classical statistical methods cannot be used to develop the HFE probabilities. It can be seen that the
use of subjective judgement is unavoidable, and that the Bayesian framework for estimation, which
directly addresses situations where data are sparse, provides an appropriate way to proceed.
This is an important point from the standpoint of a data collection program, because the Bayesian
framework accommodates different forms of “evidence,” including indirect observations, model
predictions, and expert judgement, as well as actuarial data. The precise formalisms for employing these
data in an HRA context are not yet developed (see Task 3). However, regardless of how the formalisms
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are developed, it is important to recognise that a wide variety of information can be used in a Bayesian
analysis. Therefore, the data collection activity need not focus on one particular source of information
(e.g., operational events, simulator experiments, operator requalification tests) over another.
It is also important to recognise that the quantity and quality of HRA data has been a concern since the
time of the landmark Reactor Safety Study [20] (see, for example [21]), and that this concern is not
expected to be resolved quickly (given the issues mentioned above). Therefore, it can be expected that
substantial improvements will require a sustained, long-term, and potentially resource-intensive effort.
The objectives of this task are to:
− define the qualitative and quantitative data needs of HRA;
− develop long-term working relationships with key HRA and human factors research
programs capable of generating new data; and
− collect and analyse data to support HRA model development and quantification.
This task is to be performed as a joint activity with the NRC’s PHP [14]10. This will increase the degree of
human factors input on the phenomenological issues being addressed and will support the development of
a strong connection with ongoing experimental research programs.
The first step in the task is to define the data needs for HRA, and especially HRA quantification. This
requires strong interactions with Task 3 (“HRA Quantification and Uncertainty”). Activities will be
performed to: identify potential cooperating programs in addition to those with which NRC already has
cooperative agreements, communicate these needs to cooperating programs, analyse existing data from
these programs, specify additional data collection/generation activities, and analyse the data from these
additional activities.
In parallel with these activities, which are largely focused on experimental programs, efforts will be made
to collect information from programs compiling human-related operational experience data and related
sources. Regarding the latter, efforts will be made to collect information on the technical bases supporting
the industry’s current symptom-based emergency operating procedures. This information is likely to
include the scenario variations considered by the procedure developers, and the bases for addressing or not
addressing these variations in the procedures.
Products from this task include an initial evaluation of HRA data needs, a complete evaluation of a
selected set of simulator data, and a complete evaluation of symptom-based procedures data.
3.2

HRA Guidance Development

As indicated earlier in this paper, most of the recent NRC HRA research work has focused on the
development of improved HRA methods (especially ATHEANA). While these improved methods are
proving useful in some risk-informed applications, it is recognised that not all risk informed applications
require such detailed analyses. A key question that must be faced by both HRA analysts and HRA
reviewers is under what conditions are the improved methods needed, and under what conditions are the
older (and widely used) methods sufficient. Another question is how can the selected method best be
applied to the problem at hand.
10

Recently, staff has decided to merge human factors work in the PHP into the HRA Research Plan.
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The objectives of this task are to:
− develop lessons learned from past HRA research activities to support risk-informed
regulatory applications; and
− develop guidance for HRA analysts and reviewers to support risk-informed regulatory
applications.
The first step under this task will be to develop lessons learned from recent HRA research activities
(including the ATHEANA development process) to support ongoing and anticipated risk-informed
regulatory applications. This is expected to involve: a) an assessment of the type, quality, and
characteristics of HRA information needed to support such regulatory applications; b) a review and
evaluation of a selected number of “first generation” HRA methods (e.g., THERP, ASP HRA, HCR/ORE,
SLIM-MAUD) from the perspective of these information needs; c) the characterisation of the information
provided by recent HRA research relative to the needs and gaps identified by the preceding two activities;
and d) the identification of gaps remaining to be addressed.
The second step will be to develop guidance for performing and reviewing HRA analyses in support of
risk-informed regulatory applications. This work will extend the results of the lessons learned activity
above. It will also employ the results of ATHEANA applications completed under other tasks in the HRA
research program (e.g., see Tasks 4-7). Initial guidance will be developed in FY 2002. It is anticipated
that this guidance will be periodically updated as additional results from the HRA research program are
developed.
The products from this task will be an HRA lessons-learned report and initial guidance for HRA
performance and review to support risk-informed regulatory applications.
3.3

Task 3 - HRA Quantification and Uncertainty

In its 1999 review of ATHEANA as documented in NUREG-1624 Rev. 1 [12], the ACRS commented that
the quantitative portion of the ATHEANA methodology “still needs significant development” [15]. One of
the issues raised by the ACRS concerned whether the ATHEANA process for using expert judgement
builds upon the body of work that has been developed on expert elicitation and the utilisation of expert
opinions (e.g., see NUREG/CR-6372 [22]).
A second, and somewhat related issue has been identified during the course of the PTS HRA. In the PTS
analysis, as indicated in Section 3.4, efforts are being made to distinguish between aleatory (sometimes
called “random”) and epistemic (sometimes called “state of knowledge”) uncertainties. To make this
distinction, the meaning of the model parameters has to be clear. For example, in the case of HRA, the
question is if the HFE probability, which is taken to be a measure of aleatory uncertainty, includes such
things as variations in time of day at which the accident initiator occurs, or if these variations are to be
included in the uncertainty about the HFE probability. It is not clear that the issue has been seriously
addressed in the HRA literature. This is an important point because, when eliciting expert judgements, it is
necessary to be clear and consistent about the quantity being estimated.
A third quantification issue follows from the discussion in Section 3.1: the information available to support
quantification may be in a variety of forms (e.g., operational events, model predictions, results of simulator
experiments, expert judgements, tabulated generic error probabilities). It is widely recognised that Bayes’
Theorem provides an appropriate formalism for dealing with these different forms of evidence. However,
the specific implementations of Bayes’ Theorem to address certain forms of evidence have not been
developed.
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Based upon these three observations, it is apparent that work is needed on the fundamental issue of HFE
quantification (which includes the treatment of uncertainties). This task is aimed at establishing an
approach for dealing with the problem; it will lay the groundwork for the data collection activities pursued
under Task 1.
The objective of this task is to develop and perform some preliminary tests of a formal approach to HFE
quantification which:
− addresses uncertainties in a manner consistent with the PTS PRA philosophy [23];
− makes appropriate use of the various forms of available information; and
− appropriately accounts for potential biases in situations involving expert elicitation.
The first step in the task will be to develop an updated framework for HRA quantification. It is anticipated
that this framework will draw explicit relationships between EFCs, UAs, and HFEs; will explicitly identify
the contextual elements that need to be addressed as part of a given EFC; will explicitly categorise
uncertainties in the various contextual elements as being aleatory or epistemic; will identify and categorise
uncertainties in the estimation of the conditional probability of a UA (or set of UAs), given a particular
EFC; and will indicate the general quantification process to be followed.
If a formal Bayesian approach is to be used, the second step will be to characterise the forms of evidence
likely to be available to support quantification, and to develop appropriate likelihood functions for use in a
Bayesian estimation process.
The third step, which can be conducted in parallel with the second step, will be to review relevant literature
on elicitation processes, considering the quantification needs identified by the quantification framework,
and then to adopt (or adapt) a process suitable for use in future HRA analyses.
The fourth step will be to combine the results of the preceding steps into a unified quantification process,
to test this process through a demonstration problem and update as needed, and to develop
recommendations for additional research.
Task 3 products include a framework for HRA quantification, a WGRisk presentation on the proposed
process, and a finalised HRA quantification process.
3.4

Task 4 - Pressurised Thermal Shock HRA

As indicated in Ref. 13, NRC is currently developing the technical basis for modifying the Pressurised
Thermal Shock (PTS) screening criteria specified in title 10 Part 50.61 of the U. S. Code of Federal
Regulations. As part of this effort a probabilistic analysis of the risk posed by PTS in U. S. pressurised
water reactors (PWRs) is being performed. The objective of this task is to provide HRA support to the
PTS effort.
This task involves the application of ATHEANA towards the analysis of two pressurised water reactors
(PWRs) - Oconee 1 and Beaver Valley 1, and the review of licensee-performed PRAs for two additional
PWRs - Palisades and Calvert Cliffs 1. The ATHEANA application includes the development of a generic
PTS functional event tree, the identification of potential HFEs, visits to the plant to talk with plant
operators and trainers, modelling of the HFEs, and quantification of the HFEs. Consistent with the rest of
the PTS PRA, the quantification process accounts for aleatory and epistemic uncertainties. (See
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Apostolakis [24-25] for the treatment of uncertainty in PRAs; Ref. 23 is a white paper on the treatment of
uncertainty in the PTS effort.)
Products in this task will take the form of HRA input for the four plants, a report on the HRA approach and
analyses, and input to the overall PTS technical basis report.
3.5

Task 5 - Fire HRA

Current fire PRA treatment of the response of plant operations staff to fire events is relatively crude. Some
fire PRAs increase human error probabilities to account for the additional “stress” induced by the fire and
some do not take credit for ex-main control room actions in the affected fire area (due to heat and smoke).
However, these adjustments may not adequately address such plant-specific issues as the complexity of fire
response procedures or the role of fire brigade members in accident response nor are they universally
agreed upon. Moreover, they are quite judgmental; there currently is no strong technical basis for the
magnitude (or even direction) of the adjustments.
Another concern is that certain elements of context that may arise due to the effects of fire (e.g., fireinduced faulty instrumentation readings, spurious equipment actuations, progressive loss of equipment
over time) on operator situation assessment and decision making are not included, nor do they address
incorrect operator actions stemming from incorrect decisions.
In principle, ATHEANA provides an appropriate approach for addressing these issues of task allocation,
procedure complexity, and fire-induced EFCs. This task involves an application of ATHEANA to a
number of plants. This application will support the “fire risk requantification study” to be performed under
the fire risk research program [26]. It is expected that this application will be valuable to the area of fire
PRA, as well as a useful and demanding test of ATHEANA.
The objective of this task is to support the fire risk requantification study through:
− investigating the possibility of developing an improved technical basis for incorporating fireinduced environmental effects in HRA;
− developing any necessary HRA methods for addressing EFCs associated with fire effects
(e.g., environmental effects, loss of instrumentation, spurious actuations, time-dependent
equipment losses);
− applying the fire HRA approach towards the analysis of the plants included in the
requantification study;
− developing insights regarding the risk associated with the impact of fires and fire-induced
failures on operator situation assessment, decision making, and associated actions; and
− developing insights regarding fire HRA methods.
This task will be performed in two steps. The first step represents a preparation for the requantification
study. The preparations will include a review of the fire safety literature for information on environmental
effects, a review of the need for improved HRA methods (if any) to account for other fire-induced EFCs,
and the development and implementation of these modifications. This step will build upon the work
underlying the preliminary ATHEANA application to fire reviewed by the ACRS, and upon the results of a
review performed for the Individual Plant Examination of External Events (IPEEE) program [27].
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The second step involves the application of the HRA approach to plants selected for analysis as part of the
requantification study. As indicated in the Fire Risk Research Program Plan [26], the requantification
study will require close cooperation between NRC and industry. It is hoped that the fire PRAs to be
updated will represent a range of plant, plant ages, and FRA types (e.g., vulnerability analyses vs. detailed
fire PRAs). The potential for applying the updated fire PRAs to evaluate specific issues at a plant will also
be a consideration in the selection of plants to be analysed. The precise plants to be analysed will be
determined following ongoing discussions with the industry regarding the extent and form of cooperation.
The initial product of this task will be completing the HRA preparation for the fire risk requantification
study.
3.6

Task 6 - Steam Generator Tube Rupture HRA

In FY 2000, the Office of Nuclear Reactor Regulation (NRR) requested that the Office of Nuclear
Regulatory Research (RES) perform a number of confirmatory research activities addressing steam
generator tube integrity during postulated severe accidents in PWRs [28]. One of the desired outcomes is
an “improvement of probabilistic safety assessment modelling of [severe accident-induced steam generator
tube rupture (SGTR)] scenarios, including the effects of operator actions.” This task will support a broader
PRA effort addressing this user need. The objective of this task is to develop an improved HRA approach
for post-severe accident SGTR scenarios.
The overall approach used will be similar to that used for the PTS project being supported by Task 4; it
will involve an integrated engineering analysis of the scenario with inputs from PRA, thermal hydraulics,
and structural analysis teams. The PRA portion of the analysis will build upon the accident progression
event trees developed in an earlier study [29]. The HRA analysis is expected to employ the ATHEANA
method to determine if all potentially significant HFEs have been identified, to identify significant EFCs,
and to quantify the likelihood of the HFEs.
Because this task will be initiated in FY 2002, products will defined at that time.
3.7

Task 7 - HRA for Ageing Cable Systems

Recent RES-sponsored environmental qualification tests involving the exposure of thermally aged and
irradiated I&C cables to harsh environments (e.g., those caused by large loss of coolant accidents) have
shown that certain cable types can fail and others can experience performance anomalies under design
basis accident conditions11 [30]. It can be inferred that the conditional failure probability of these cables
(given the environment) may be sufficiently high to warrant their explicit treatment in PRAs. (Note that
current PRAs assume that the cables are sufficiently reliable that they need not be modelled, except in the
case of fire risk assessments.) Such a treatment would need to address, among other things, the possibility
of spurious indications and actuations (as well as loss of function) and the consequent effect on the plant
operators.
In FY-2002, RES will initiate an activity to evaluate the risk associated with cable system ageing and
failure [31]. This activity is currently expected to address the frequency-magnitude relationship for the
post-accident environment for various initiators, variability in the ageing of actual cables, cable fragilities,
cable function and separation, and operator response to cable failures. The objective of this task (Task 7)
is to provide HRA support to the NRC’s aged cable risk assessment activity. Note that Task 9 (see Section
3.9) will address more general aspects of ageing.
11

Research results and industry inputs will be factored into the resolution of Generic Safety Issue GSI-168 on the
Environmental Qualification of Low-Voltage Instrumentation and Control Cables.
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The plan for the aged cable risk assessment is under development. The approach used in this task will be
developed to be consistent in scope and detail with the overall risk assessment. It is currently expected that
the ATHEANA approach will be useful, as its focus on scenario context provides a means to address the
potential confusion arising from the various cable failures that can occur. It is also expected that the HRA
will require a review of events in which operators had to deal with significant losses of instrumentation
(e.g., the Rancho Seco “light bulb” incident in 1978).
Because this task will be initiated in FY 2002, products will defined at that time.
3.8

Task 8 - HRA for Materials and Waste Applications

As indicated in the RIRIP [18], NMSS is currently developing a risk-informed regulation framework to
cover applications involving the NRC’s nuclear materials safety and nuclear waste safety arenas. This
development activity involves, among other things, the performance of case studies on specific topics.
In 1997, NMSS requested assistance from RES in the development and implementation of a PRA of dry
cask storage facilities [32]. The user need has since evolved into a request involving PRA and
probabilistic fracture mechanics [33]. An important part of the PRA is the reliability of the loading,
sealing, and onsite transportation of the casks. Therefore, the project requires the identification, analysis,
and quantification of human error probabilities.
The objectives of this task are to:
− provide HRA support to the dry cask PRA; and
− provide HRA support to other nuclear materials and waste risk assessment activities, as
needed.
Regarding the dry cask PRA support, the first step of this task is to develop a preliminary understanding of
the problem. This will be obtained through document review, a plant visit, and interactions with the
licensee.
The second step of this task is to perform a screening analysis to identify the potentially most risk
significant human failure events. The HRA method to be used in this step will be selected by discussions
among the NRC staff and contractors. Additional information from existing studies, plant procedures, and
plant personnel will be used as available. An additional site visit will be arranged to obtain a clear
understanding of dry cask storage system operations.
The third step of this task is to develop detailed HRA models (with quantification) for use in the PRA. It is
expected that the inputs will appropriately account for uncertainty and work will be required to integrate
the results into the overall risk analysis.
Regarding more general nuclear materials and waste applications, it is recognised that the wide variety of
facilities and processes of concern to NMSS will likely require the development of a variety of PRA (and
HRA) methods and tools. RES plans to initiate work in FY 2002 to, in concert with NMSS, characterise
the PRA methods, tools, and data needs for these facilities and processes; Task 8 will provide HRA support
to this characterisation effort.
The products in this task will be to complete an HRA analysis for dry cask screening assessment and to
complete the characterisation of HRA needs for NMSS applications.
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3.9

Task 9 - Reactor Systems Synergisms and HRA

As pointed out by the ACRS in its recent review of NRC’s reactor safety research activities [16], a number
of changes in the U.S. nuclear power industry are either underway or are being considered. These changes
include plant ageing, extended fuel burnups, and licensing actions to allow power uprates. Not only can
each of these changes individually affect plant risk levels and profiles, they may have a collective,
synergistic effect on risk. However, the risk and phenomenological models needed to assess these risk
impacts are not yet well developed.
In FY 2002, RES will initiate a research activity aimed at developing needed methods, tools, and data to
assess the collective risk impact of these and other major changes occurring within the industry. The
objective of this task (Task 9) is to provide HRA support for the development of risk assessment methods,
tools, and data needed to assess the collective impact of major changes in current U.S. NPPs.
Work on developing PRA methods, tools, and data will be initiated in FY 2002. As an early part of this
work, a plan for identifying, prioritising, and addressing key issues will be developed. It is expected that
the plan development process will include a review and characterisation of major changes, a review of
standard NPP PRA assumptions, and an identification of areas where the PRA models may need to be
significantly revised. The model review will consider model structure (e.g., success criteria, boundary
conditions, cascading effects) as well as parameter values (e.g., failure probabilities, mission times). HRA
issues will be considered as part of this overall review effort. The issues are likely to include consideration
of potential changes to the time available to operators to perform actions, and of complicating factors that
may arise during accidents (e.g., see the discussion on cable ageing under Task 7). Other changes that may
be considered involve changes in human-related areas (e.g., changes in plant staff size and demographics).
The results of the overall review effort will indicate if existing PRA (and HRA) methods, tools, and data
require major or minor changes. It should be noted that RES has sponsored a feasibility study looking at
the integration of physical models for key ageing mechanisms into conventional PRA structures [34]. The
methods and tools developed in that work, together with the results of past studies on PRAs for ageing
plants, are expected to provide a useful starting point for the treatment of synergistic effects.
The task 9 product will be the identification and characterisation of HRA issues for synergistic effects
PRA.
3.10

Task 10 - HRA for Upgraded and Advanced Control Rooms

The U.S. Department of Energy has a number of studies underway developing designs for “Generation IV”
reactors [35]. As noted by a number of human factors researchers (e.g., see O’Hara [36]), these advanced
reactors not only have different operator/plant interfaces (e.g., involving operator navigation through
multiple video displays), they also are intended to have fundamentally different roles for the operators in
responding to accidents. (For example, the changes may result in the operators’ role becoming more one
of supervisory control.) These differing interfaces and operator roles are likely to require improvements in
current HRA methods and tools in order to support risk-informed design reviews and certifications.
It should also be noted that currently operating plants are gradually upgrading their control rooms by
replacing their analogue I&C systems with advanced digital systems [14, 37]. These changes are also
likely to require improvements in current HRA methods and tools to support risk-informed regulatory
applications.
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The objectives of this task are to:
− identify key issues associated with HRA for upgraded and advanced control rooms;
− develop guidance for reviewers of HRAs involving upgraded and advanced control rooms;
and
− develop improved HRA methods and tools to support PRAs for upgraded and advanced
control rooms.
This task, which may be initiated in FY 2002 if funding is available, will involve a review of current trends
in control room upgrades, of current proposals for advanced reactors, and of previous studies on the risk
implications of advanced control room technology (e.g., see [36]). Based on these reviews, key HRA
issues will be identified and the ability of existing methods (including ATHEANA) to address these issues
(in light of the information available at a design stage) will be evaluated. Guidance for reviewers of HRAs
for upgraded and advanced control rooms will be developed. It is expected that improved HRA methods
will be also be developed and demonstrated in a limited test. It is anticipated that these methods will
address: a) interactions between the operators, digital protection and control systems, and the plant; and b)
any changes in the roles of operators (as compared with current approaches).
In task 10, the product is the identification of key HRA issues for upgraded and advanced control rooms.
3.11

Task 11 - Latent Errors in HRA

The staff has recently completed a study which suggests that latent errors, i.e., errors which occur prior to
an initiating event but which are not revealed until some later point in time due to a triggering event (e.g.,
an accident scenario), may have more impact on plant risk than previously recognised, and that they may
require improved treatment in HRAs [38].
Current PRA treatments of latent errors are varied. Some studies address these errors explicitly (as
separate contributors to component, train, or system unavailability), while others treat them implicitly
(through the failure probabilities assigned to the hardware). The modelling choice is generally dependent
on the form of the data used to estimate unavailabilities (e.g., whether failures due to human error are
distinguished from other failures).
A number of currently available HRA methods, e.g., THERP, appear to be capable of dealing with
individual latent errors and their effects [39]. However, these methods do not deal with a potentially
significant issue: systematic dependencies among latent errors, e.g., due to such factors as common work
processes [40]. This issue may be important because, if the dependencies are significant, their cumulative
impact on multiple HFEs and multiple sequences may alter a plant’s risk profile.
The objectives of this task are to:
− develop an improved understanding of latent errors observed during operational events;
− determine where HRA improvements are needed to improve the treatment of latent errors;
and
− develop improved HRA methods to identify, model, and quantify latent errors.
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The first step of this task will involve the review and evaluation of the latent errors identified in the PHP
study. The evaluation shall consider the structure of current PRA component failure databases (to
determine how the observed errors are addressed), and of current HRA methods (to determine the extent to
which they can be used to model these errors. The evaluation is expected to result in recommendations
regarding how current HRA methods can be best used, as well as regarding where improvements are
needed.
The second step, which can be performed in parallel with the first, will involve an analysis of operational
data for failures that were or may have been caused by latent errors, to determine if there is evidence for
dependencies between these failures. This analysis will consider but will not be limited to common cause
failure data, as it will consider events involving different components, different systems, and at different
times.
The third step will develop improved methods for treating latent errors. The thrust of this work will
naturally depend on the results of the preceding tasks. However, it is currently anticipated that the issue of
dependencies will need to be addressed, and that organizational considerations (e.g., work processes) will
need to be treated in order to address these dependencies. It is also anticipated that results from ongoing
international research efforts in this area (e.g., including the work of the International Cooperative Program
on PRA Research (COOPRA) working group on organizational influences on risk) will be needed for this
step.
The final step will involve an application of the improved methods. The application will revisit the
conclusions of the PHP study, and will provide insights regarding the risk significance of latent errors, as
well as insights regarding the usability of the improved methods.
Task 11 will produce a review and evaluation of observed latent errors.
3.12

Task 12 - HRA Extended Applications

To date, much of the emphasis of HRA methods development activities worldwide has been on the
treatment of HFEs associated with control room actions taken to prevent core damage within a few hours
after an initiating event. As many of these methods are based on a general understanding of human
behaviour and the sources of error, they should be applicable when dealing with other situations (e.g., postinitiator actions outside of the control room, long term recovery actions, actions taken during severe
accidents, and actions during low power and shutdown operation). However, these other situations provide
challenges (e.g., regarding the treatment of teamwork, the interactions of multiple teams, the availability
and quality of indications, the impact of the use of guidelines rather than specific procedures, the extended
time available for actions) whose practical treatment may require additional developments.
The objectives of this task are to:
− evaluate existing HRA methods; and
− develop, as needed, improved HRA methods and tools
for the following situations:
− post-initiator actions outside of the control room
− low power and shutdown (LP&SD) operation
− long-term recovery of slow-moving accidents
− severe accidents
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For each situation, this task will identify the key features that need to be addressed, and will evaluate
existing HRA methods (including both widely used methods as well as recently developed methods) with
respect to their ability to practically address these features. Areas for improvement will be identified and
improved methods or tools (including guidance) developed, as needed.
The first two areas to be addressed are ex-control room actions and LP&SD operation. Work will be
initiated on these in FY 2002. Work on severe accidents HRA will be initiated in FY 2003, and work on
long-term recovery actions will be initiated in FY 2004. It is expected that the work on severe accidents
HRA will benefit from the (more limited) analyses performed to support severe accident-induced SGTR
model development (see Task 6, Section 3.6).
The products from task 12 are improved methods and tools for ex-control room activities and low-power
and shutdown PRA.
3.13

Task 13 - Formalised Methods: Screening, Individual and Crew Modelling

The ACRS review of ATHEANA [15] and the results of previous peer reviews have identified a number of
specific areas where ATHEANA (as documented in NUREG-1624, Rev. 1 [12]) can be improved. One
area, the process for quantifying HFE probabilities, is being addressed by Task 3. Task 13 addresses other
areas identified, including the lack of a formal screening method, the lack of an explicit model of cognition
for individual crew members (e.g., to provide more formal links between error forcing contexts, potential
error mechanisms, and unsafe acts), and the lack of an explicit model for addressing interactions within a
crew. Regarding the latter two issues, it is expected that the development of explicit models will improve
the accuracy of HRA predictions, reduce the reliance of the analysis results on the judgement of the
particular analysis team involved, and will provide an improved means for incorporating experimental data
into the analysis (e.g., to test implicit hypotheses built into the analysis, to the assess the strength of
specific model factors).
This task is scheduled to start in FY 2003, in order to take advantage of the ongoing tasks (including the
ATHEANA applications to various situations), and of anticipated input from ongoing cooperative research
activities (e.g., work being conducted by the risk working group (WGRisk) of OECD/CSNI).
The objectives of this task are to:
− develop a screening method for use in context-based HRA methods; and
− develop and test explicit models for addressing individual cognition and team issues for use
in HRA.
Regarding the development of a screening method, the previous ATHEANA applications for PTS, fire, and
SGTR will be reviewed. The purpose of the review will be to characterise how screening was done in
those previous analyses, and to identify areas for improvements in the process. Based upon the results of
this review, and upon an understanding of the information available at different stages of an HRA analysis,
a more formal screening method will then be developed. This method will be tested in a limited
application.
Regarding the explicit modelling of cognitive and team issues, it is recognised that ATHEANA has been
developed to support a conventional (static) PRA model structure, whereas a detailed treatment of operator
cognition and team effects may require a modelling approach that explicitly accounts for system dynamics.
It is also recognised that there are a number of research activities looking at these effects (including the
dynamic PRA work being performed at the University of Maryland [41]). In this task, the results of these
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ongoing activities will be reviewed to determine how their results can be used within a context-based
approach to HRA. The results of this review will be used to propose an improved HRA approach. This
proposed approach will be tested, likely using data obtained from Task 1.
Because this task will be initiated in FY 2003, products will defined at that time.
3.14

Support Task A - HRA Research Planning

The objective of this task is to ensure that the HRA Research Program appropriately reflects current
research results and progress, and current NRC priorities. The task will produce a bi-annual lessons
learned report, as well as updates to the HRA Research Program Plan.
3.15

Support Task B - HRA Results Communication

The objective of this task is to ensure that the HRA Research Program results are efficiently communicated
to NRC staff users, cooperative research partners, and to interested members of the public. It will employ
standard mechanisms for disseminating research results (e.g., publication of reports, conference papers,
and journal papers). In addition, a number of additional mechanisms will be investigated and employed if
judged efficient. The additional mechanisms considered will include training activities, workshops and
seminars (to be coordinated with other HRA meetings, e.g., professional conferences, WGRisk or
COOPRA meetings), and information bases.
3.16

Support Task C - General NRC HRA Technical Support

This task addresses requests for HRA support (e.g., in developing plans to treat an emerging issue) not
included in the scope of the other tasks in the HRA Research Program. It involves the provision of HRA
support for addressing new issues (e.g., through the performance of scoping-level assessments and the
development of initial project plans), the development of responses to reviews and requests for information
from oversight committees and the Commission, and the provision of initial HRA support to the PHP in
the development of Commission policies regarding human performance issues (e.g., fatigue).
3.17

Support Task D - Industry and International HRA Activities

Recognising that NRC’s resources for HRA research and development are limited, and that there are a
number of significant international HRA R&D efforts underway, there is a strong incentive for NRC to try
to benefit from these international efforts. In order to accomplish this, NRC needs to actively participate in
ongoing international cooperative activities, especially those associated with the risk working group
(WGRisk) of OECD/CSNI, and with COOPRA.
WGRisk is currently finishing a task looking at errors of commission (see [42]), has held one HRA
workshop in May 2001 (at which this paper was presented), and plans to hold another in the near future.
COOPRA has a working group interested in the effect of organizational influences on risk. The results of
this working group’s activities are expected to provide useful information to Task 11 (“Latent Errors in
HRA”) and Task 13 (“Formalised Methods: Screening, Individual and Crew Modelling”).
Regarding industry efforts, as discussed at the May 2001 WGRisk workshop, the Electric Power Research
Institute (EPRI) has initiated an HRA/PRA Tools Users Group aimed at: a) helping industry converge on
common HRA methods, and b) enabling different analysts to obtain comparable results for similar
situations. The users group is developing an “HRA Calculator,” is considering the use of a 2nd generation
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HRA method developed by EdF (MERMOS [43]), and is considering the quantification of the impact of
organizational factors on safety.
The objectives of Task D are to:
− support the exchange of HRA research information; and
− develop targeted cooperative HRA research activities to support NRC’s HRA Research
Program objectives.
The primary activities under this task will be to support both WGRisk and COOPRA in their HRA
activities, including workshops and working groups and task groups. In addition to these formal activities,
the possibility of alternative, less formal interactions with selected HRA R&D programs on specific topics
(e.g., common terminology and models, HRA methods benchmarking and validation) will be investigated.
4.

Program Schedule

Table 3 presents a number of FY 2001-2002 milestones for the NRC HRA Research Program. Additional
details on these milestones can be found in Ref. 17. Milestones for FY 2003-2005 will be developed
contingent upon the results of ongoing activities.
Table 3. Human Reliability Analysis Research Program Key Milestones, FY 2001-2002
Key Milestone (FY 2001-2002)

Date

Complete draft of initial research program plan for review

December 2000

Organise and host WGRisk workshop on errors of commission

May 2001

Complete framework for HRA quantification

June 2001

Develop HRA research lessons to support risk-informed regulatory applications

September 2001

Complete initial evaluation of HRA data needs

September 2001

Present proposed quantification process at WGRisk workshop

October 2001

Hold first workshop/seminar on key research results

December 2001

Provide HRA input to PTS technical basis analysis report

July 2002

Complete review and evaluation of observed latent errors

September 2002

Complete evaluation of symptom-based procedures data

September 2002

Develop improved methods and tools for LP&SD HRA

September 2002

5.

Potential Future Activities

Although considerable progress in the development and deployment of HRA methods is expected by the
end of FY 2005, the challenges of predicting human performance and the needs of risk-informed regulation
are considerable. Therefore, it can be expected that HRA research, development, and applications
activities will be needed beyond FY 2005. In particular, on the research and development side, it can be
expected that additional work on collecting and analysing data; on validating HRA models; and on
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increasing the ability of HRA to deal with: dynamic plant-operator interactions, organizational influences,
advanced systems, and non-reactor systems will be needed. On the applications side, it can be expected
that a engineering issues will continue to arise, and that the resolution of these issues will require HRA (as
part of PRA).
The specific activities to be addressed and their priorities will be discussed at appropriate times with RES
management and the ACRS Subcommittee on Probabilistic Risk Assessment. The plan for post-FY 2005
human reliability analysis research will be developed as part of the process of updating the NRC’s RiskInformed Regulation Implementation Plan, and will be documented as an update to the NRC HRA
Research Program Plan.
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