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ABSTRACT
Human error is recognized as one of the main causes of nuclear power plant (NPP) accidents,
and there have been efforts to reduce and prevent human errors by developing various operator
support systems. Before adapting these support systems to actual NPPs, it is necessary to validate
their reliability and to evaluate their effect on operator performance. Particularly for safety-critical
systems such as NPPs, the validation and evaluation of support systems is as important as the design
of good systems. Such evaluations may be carried out through a theoretical modelling or
experimentation. The objective of this study is to investigate the effects of decision support systems on
operator performance by both theoretical and experimental methods. The target system is an
integrated decision support system including four decision support sub-systems. In the results of both
the theoretical and experimental evaluations, the decision support systems revealed positive effects,
and several trends were observed.

1

INTRODUCTION

In safety-critical systems, especially in nuclear power plants (NPPs), human error has been
recognized as one of the primary causes of accidents. Many efforts have been made to prevent these
human errors. There are two approaches to the reduction and prevention of a human error. The first
approach is through the improvement of a human operator's abilities, and the second is through the
implementation of better systems. The first approach can be achieved through training and education
for operators. The second approach can include changes such as an interface improvement or the
development of decision support systems. Applications of this second approach have resulted in the
evolution of main control rooms (MCR) in NPPs through the redesign of their interfaces to incorporate
large display panels (LOPs) and computerized displays, as well as through an adaptation of decision
support systems such as advanced alarm systems, fault diagnosis systems, computerized procedure
systems, and so on.
The main purpose of decision support systems is to provide useful and helpful information for
convenient operations in order to optimize workload and reduce an operator's stress. The information
provided by decision support systems is not fundamental, it is supplemental. That is, operators can
operate an NPP without the information provided by decision support systems, but they may reduce
their likelihood of a human error by using the additional information. For the advanced MCRs, various
types of decision support systems, such as intelligent advisors, alarm systems, computer-based
procedures, fault diagnostic systems and computerized decision support systems have been
developed. Some of these systems may generate helpful information for operators. For example,
operators using such systems may identify and comprehend a given situation more easily and may
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therefore be able to recognize a potential mistake before they commit it. Operator performance can be
enhanced using such well-designed decision support systems. Some of these systems, however, may
generate unnecessary information. Operators seldom use or want to use such over-informative
systems because they do not seem to be helpful. Information overload can result from the provision of
unnecessary information, so such systems could have adverse effects on operator performance.
Moreover, even if a decision support system has been proven to be efficient, the efficiency of that
system could vary according to the situation or the environmental factors [1, 2]. It is very important to
design highly reliable decision support systems for use in NPPs. Likewise, the evaluation of these
support systems to validate their efficiency and reliability is also critical.
Support system evaluations can be performed through various theoretical and experimental
methods. In theoretical research, various types of models have been used, such as the discrete
function model [3] and the Bayesian belief network (BBN) [4]. Research on how to experimentally
estimate the impact of a decision support system on operator performance has been reported
previously in the literature. In most experimental studies, operator performance using decision support
systems, such as information aid systems, is estimated by the quality and accuracy of a diagnostic
performance [5] as well as by other various subjective or objective measurements. Subjective methods
such as the NASA-task load index (NASA-TLX) and modified Cooper-Harper (MCH) have been
employed to measure a subject's mental workload. For a modernized interface consisting of LDP and
LCDs, the number of navigated windows and time spent for a diagnosis are used as the criteria for
evaluating operator performance [6].
This paper investigates the effect of a decision support system on operator performance both
theoretically and experimentally. The target system of these experiments is an integrated decision
support system to aid the cognitive activities of operators (INDESCO) that includes an alarm system, a
fault diagnosis system, a computerized procedure system, and an operation validation system [1]. The
sub-systems support the cognitive activities of an MCR operator.

2

TARGET SYSTEM: INTEGRATED DECISION SUPPORT SYSTEM TO AID THE
COGNITIVE ACTIVITIES OF OPERATORS (INDESCO)

The target system of this work is INDESCO The central concept of INDESCO is to suggest
support sub-systems for every activity in a human cognitive process model and to integrate those
support sub-systems for a maximal efficiency. That is, INDESCO is not itself a system that directly
helps with a task or supports one or more cognitive activities; instead, it facilitates in every major
cognitive activity by integrating those support sub-systems that do directly support individual cognitive
activities. INDESCO raises the possibility of detecting a human error by performing operational
processes in support of operator cognitive processes [1].
INDESCO was designed based on the primary cognitive activities for NPP operations
underlying a technique for human error analysis (ATHEANA) [7, 8]. Those major cognitive activities
are: (1) monitoring and detection, (2) situation assessment, (3) response planning, and (4) response
implementation [8]. Together, these activities comprise an operator's cognitive process. There are
various support systems available for assisting an individual operator's cognitive process activities.
Operational efficiency may be enhanced by referring to an operator's cognitive process to help select
the most appropriate of these support sub-systems for a given situation as shown in Figure 1.
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Figure 1: Components of INDESCO.
2.1

Support systems for monitoring/detection activities

During monitoring/detection activities an operator must monitor a high volume of NPP
information to detect abnormal situations. Operators constantly monitor the instruments and alarms in
order to detect any variation in instrument values. Alarms help operators to make quick detections by
reducing the number of instruments that must be considered. Though alarms are helpful, there are
often too many of them; a typical MCR in an NPP has more than a thousand alarms. In emergency
situations, hundreds of lights turn on or off within the first minute, sometimes repeatedly, which may
cause an operator confusion. There are two approaches to the support of monitoring/detection
activities. The first approach is to improve the MCR interface, and the second approach is to develop
an advanced alarm system. Conventional alarm systems are plagued by several common problems,
including having too many nuisance alarms and annunciating too many conditions [9]. Advanced
alarm systems have general alarm processing functions such as a categorization, filtering,
suppression, and prioritization.
2.2

Support systems for situation assessment activities

During situation assessment activities, operators analyze the situation, make a situation model,
and generate appropriate explanations for the situation [8]. Systems which analyze the information
representing a situation and then generate estimated faults and expected symptoms could be useful
for supporting situation assessment activities. Fault diagnosis systems and alarm analysis systems are
two examples of such systems.
2.3

Support systems for response planning activities

In general, response planning activities involve using an operator's situation model to identify
goals, generate alternative response plans, evaluate those response plans, and then select the
response plan most appropriate to the situation model [8]. Written operating procedures are
sometimes available and, if judged appropriate for the situation, operators may choose to handle a
situation by reference to those procedures. Errors which may occur due to an omission of a step or the
selection of a wrong step are of particular concern when operators are attempting to respond
appropriately to abnormal plant conditions. Thus, operating procedures are carefully written to avoid
these errors, with the result that such procedures against more emergent situations are designed with
very strict and linguistically formal formats. However, even when operators are provided with well-
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written procedures, there is still a potential for a human error. Due to the inherent limitations of paperbased operating procedures, computerized procedure systems have been developed and
implemented since the 1980s [10, 11]
2.4

Support systems for response implementation activities

Response implementation activities are those activities that execute the selected operation after
planning a response (e.g., flipping a switch or closing a valve). During this step, it is simple errors
rather than decision-making errors which are of concern. Operators can still commit an unsuitable
operation despite correctly assessing a situation and making an appropriate plan. Solutions such as
operation validation systems have been proposed to prevent the possibility of such errors during
response implementation activities.

3

THEORETICAL EFFECT ESTIMATION

Several kinds of decision support systems were introduced in the previous section. They can be
used as an independent system or as an integrated system to support entire cognitive activities. In this
section, the effects are estimated in cases where no decision support system is used, one or two
decision support systems are used, and all four decision support systems that aid complete cognitive
activities are used. Evaluations are performed using the BBN model, developed by Kim and Seong, for
situation assessment of a human operator [4]. Based on the BBN model for situation assessment,
several nodes are added in order to consider decision support systems. The human operator's
situation assessment is represented by the Bayesian inference method in Kim and Seong's BBN
model. HRA event trees are used to define additional nodes and their relations pertaining to decision
support systems. Several performance shaping factors are considered in order to create a model that
considers human operators. Operator expertise and operator stress level are used as performance
shaping factors. To perform the evaluations, several assumptions are made as we do not have clearly
defined values about the reliability and the estimated effects of the decision support systems.
Evaluations are performed for two scenarios based on the implemented BBN model under certain
assumptions.
3.1

Evaluation Model

The BBN model developed by Kim and Seong [4] is modified by adding nodes related to
decision support systems. To define the relations among those nodes in the modified BBN model,
HRA event trees are used. Figure 2 shows the basic HRA event tree, which does not include any
decision support system. Figure 3 shows the HEP event tree for the case of that all four decision
support systems are used. Detailed description and assumptions are shown in Lee and Seong's paper
[1].

348.4

Proceedings of the International Youth Nuclear Congress 2008

MonitoringlDetection
(Analogue indicator)

Wrong (a.,,)

Situation Assessment
(Human Operator)

F

Response PlalU1ing
(Human Operator)
Response Implementation
(Human Operator)
C (d,)

F

Figure 2: HRA event tree without decision support system
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Figure 3: HRA event tree with four decision support systems.
3.2

Evaluation Scenarios

The evaluation scenario comprises the occurrence of steam generator tube rupture (SGTR) with
the common cause failure (CC F) of pressurizer pressure sensors in a Westinghouse 900MWe-type
pressurized water reactor NPP. From the simulation, it was found that the diverse plant protection
system (OPPS) will not generate an automatic reactor trip signal and that the engineered safety
feature actuation system (ESFAS) will not generate an automatic safety injection actuation signal due
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to the CCF of the pressurizer pressure sensors. In this situation, operators have to correctly
understand the state of the plant as well as manually actuate reactor trip and safety injection.
In the evaluation scenario, operators are required to perform two operation tasks against two
evaluations. The operation task in the first evaluation is to trip the reactor manually and the operation
task in the second evaluation is to isolate the failed SG. Under these conditions, the failed pressurizer
pressure sensors cause the DPPS to fail to trip the reactor automatically. Therefore, operators have to
diagnose the current status correctly and trip the reactor manually. Operators also have to identify the
failed SG and isolate it.
Evaluations are performed for the following seven cases.
Case 1: No decision support system is used and the indicator type is analogue.
Case 2 The indicator type is digital.
Case 3: The indicator type is analogue and the fault diagnosis system is used.
Case 4: The indicator type is digital and the fault diagnosis system is used.
Case 5: The indicator type is analogue and a computerized procedure system is used.
Case 6: The indicator type is digital, and the fault diagnosis system and the computerized
procedure system are used.
Case 7: The indicator type is digital, and the fault diagnosis system, the computerized
procedure system, and the operation validation system are used.
For all cases, HRA event trees are made, and examples are shown in Figures 2 and 3. For the
next step, BBN models for seven cases are constructed based on the HRA event trees. Numerous
nodes represent the factors for humans, cognitive processes and decision support systems, and their
relationships are represented by arcs among the nodes. For example, the BBN model for Case 7 is
shown in Figure 4. At the bottom of the figure, there are nodes representing the plant and sensors.
Nodes for the performance shaping factors are in the upper left and upper right sides. There are also
nodes for the decision support systems and the major cognitive activities.

Trip

1.74441 3 Non-trip

Figure 4: Evaluation model for case 7.
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3.3

Evaluation Results

To briefly summarize the results, it is shown that decision support systems are helpful for
reducing the operation failure probabilities of operators. According to the results, when a decision
support system is not used, the failure probability of a reactor trip operation is 0.017444. However,
when four decision support systems supporting major cognitive activities are used and the reliabilities
of the fault diagnosis system and the operation validation system are both 99.9%, the failure
probability of a reactor trip operation is decreased to 0.004988. Thus, the failure probability is reduced
by 71.4%. For a novice operator, the failure probability without a decision support system is 0.023344,
but with all decision support systems having 99.9% reliabilities the failure probability is 0.006990. Here,
the failure probability is reduced by 70.1 %. For a failed SG isolation operation, the failure probability of
a skilled operator without a decision support system is 0.022820, and that of a skilled operator with all
decision support systems having 99.9% reliabilities is 0.006651. In this case, the failure probability is
also reduced by 70.9%. For a novice operator, the failure probability without a decision support system
is 0.028994; with all decision support systems having 99.9% reliabilities it is 0.010370. The failure
probability is reduced by 64.2%.
Moreover, if the fault diagnosis system and the operation validation system have 99%
reliabilities, the decision support systems yield good results. In the first evaluation for a reactor trip
operation, the failure probability of a skilled operator is reduced by 45.7% and that of a novice operator
is reduced by 51.1 %. In the second evaluation for a failed SG isolation operation, the failure probability
of a skilled operator is reduced by 43.2% and that of a novice operator is reduced by 42.6%. However,
if the reliabilities of the decision support systems are 95%, degraded results are obtained. In this case,
the integrated decision support system increases the failure probabilities in almost all cases. The
results show the reliability of a decision support system is very important in terms of enhancing the
operator's performance.
The results of both the first evaluation and the second evaluation reveal good outcomes of the
decision support systems. According to these results, the effect of the decision support systems is
greater for less-skilled operators than for highly skilled operators. In the first evaluation for 99.9%
reliability, the failure probability decrement by the decision support systems is 0.012456 for skilled
operators, and that for novice operators is 0.016354. The result from the second evaluation is similar.
3.4

Discussion

The estimation results showed several viable tendencies. First, the effect of the decision
support systems was greater for less-skilled operators than for highly skilled operators. Secondly, the
results were considerably influenced by the reliabilities of decision support systems. Decision support
systems with very high reliability showed good effects on operators' performance, but the results
became worse if decision support systems do not have high reliability. Based on this result, the
INDESCO could be expected to improve operator's performance. However, the results of the
theoretical evaluations tend to be considerably affected by the assumptions and the data. Since there
are not any clearly defined reliability values for decision support system, the reliabilities were assumed
with three levels. If the decision support systems are developed commercially and evaluated in order
to obtain their certain reliability, we can obatin more reliable results for the effect estimation.

4

EXPERIMENTAL EFFECT ESTIMATION

The following hypothesis and interrogation are tested in the experiments.
(1) The effects of support systems are positive or negative to reduce operator errors and
workload. The extent of the impact of support systems on cognitive activities will vary in relationship to
how many support systems are online.
(2) How do the impacts of support systems change as the amount of information an operator
must handle changes?
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4.1

Participants and Apparatus

The subjects were 17 graduate students from the Department of Nuclear and Quantum
Engineering at KAIST They ranged in age between 24 to 39 years and each had more than three
years of nuclear engineering experience.
The experiment was conducted in seven sessions. First, participants studied NPP systems
using system manuals and the simulator that would be used in the experiment. They then received a
lesson on the usage of the simulator and an explanation of the decision support functions. The
subjects subsequently practiced with the simulator. Next, they took a written test on four events that
would appear in the main experiment. In the written test, subjects were asked to choose symptoms for
given fault events from a provided list. After the wrong answers were corrected, they were asked to
memorize the symptoms of those faults. The purpose of this procedure was not only to test the
soundness of the subjects' understanding of NPP systems, but also to construct a library of the
symptoms of the failed systems. The subjects were also instructed to solve two diagnostic problems in
an exercise with the simulator. Finally, in the main experiment, the participants were asked to
diagnose seven events. The experiment took 1h 1Om to 1h 50m, including training sessions.
4.2

Experimental Procedure

Subjects were asked to identify seven events: 1) a loss of coolant accident (LOCA), 2) SGTR of
steam generator (SG) A, 3) an SGTR of SG B, 4) a feed line break (FLB) of loop A, 5) an FLB of loop
B, 6) a steam line break (SLB) of loop A, and 7) an SLB of loop B. All of the events are accidents
wherein some pipes or tubes are broken and, consequently, coolant is leaking. Subjects must deduce
the nature of these events from changes in plant parameter values, as these events do not produce
any change of the systems or components in this simulator.
Seven levels of support were compared in the experiments: no aid (N), alarm system only (A),
fault diagnosis system only (F), alarm and fault diagnosis system (AF), computerized procedure
system only (C), alarm, FDS and CPS (AFC), all support (ALL). The interfaces of support systems
used in the experiments are shown in Figure 5.

Figure 5: Interfaces of used support systems.
If a subject diagnosed an event as a LOCA or an SGTR, then he/she was asked to perform
corresponding operations according to the simplified emergency operating procedure (EOPs). The
simulator could not cover all the steps in the EOPs, because it was a micro-simulator and did not
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consider all of the plant parameters. For example, instruments regarding the radioactivity in the
containment area were not considered in this simulator. Therefore, a simplified version of the EOPs
consisting of 28 steps was used in the experiment: 10 steps for EOP-O, 4 steps for EOP-1, 6 steps for
EOP-2, and 8 steps for EOP-3. When a subject diagnoses a situation as a LOCA or an SGTR, they
should perform the operations in EOP-O. When the event is a LOCA, subjects must subsequently
perform the operations in EOP-1. In the case of an SGTR, subjects should perform the operations in
EOP-3 after finishing the operations in EOP-O.
After each task was completed, the subjects were immediately asked to subjectively rate their
experience using a software-version of NASA-TLX [13].
4.3

Measures for Operator Performance

Workload and accuracy of the operations were used as the measures of operator performance.
Workload was measured by a subjective method. The subjective measure of operator mental workload
required operators to rate the level of mental effort that they felt was required to accomplish a
particular task. The subjective measure is an indicator related to the participant's internal experience
and is widely considered to be an effective indicator for human mental workloads in various industries
[14]. Among a number of human workload measures, NASA-TLX was selected for this work. NASATLX is a multi-dimensional subjective workload rating technique consisting of six subscales [15]:
mental demand, physical demand, temporal demand, performance, effort, and frustration level.
The accuracy of an operation is represented by its failure probability. The failure probability is
obtained based on two errors: diagnosis error and operation error. A diagnosis error indicates that a
subject has failed to correctly identify a situation. An operation error is any of three kinds of errors
observed in the experiment. The first is an omission error wherein a subject omits a step that should
be performed. The second is proceeding to an inappropriate step because of a condition mismatching.
The last is the execution of an action that should not be performed. Failure probabilities were obtained
by considering these two major error types.
4.4

Evaluation Results

The results of the experiments were represented by the subjects' workload and accuracy of the
operations. The results show the trend that an adaptation of support systems resulted in a workload
reduction. During LOCA, the workload of 13 of the 17 subjects decreased while 4 subjects had an
increased or an only slightly changed workload (within 5%). 15 subjects showed decreased workload
and 2 subjects showed increased or almost equal workload in SGTR events. During the FLB events,
the workload of 11 subjects decreased and for the rest it did not. During SLB events 13 subjects
showed decreased workload and 4 subjects showed an increased or only slightly changed workload.
The average workload in LOCA events was reduced by 11.78 (18.53%) using an AF aid
compared to N aids. The average workloads of SGTR, FLB, and SLB events were also reduced by
16.53 (21.97%), 5.75 (13.34%), and 15.43 (21.59%), respectively.
From these results, the trend that the variation of workload related to the amount of information
flow was observed. During complex situations where subjects had to handle more information, most
subjects showed decreased workload and an increased validity when using supporting systems. This
suggests that a decision support system could raise the efficiency during complex and highly
workloaded situations in relation to the amount of information flow for each event.
As mentioned above, a failure probability was obtained based on diagnosis and operation errors.
If a subject committed any errors in diagnosis or operation, then the event was reported as failed.
Each subject performed 28 treatments for each accident. During LOCA events, subjects committed an
average of 1.12 diagnostic errors while using N aids during 28 events, but the average error rate was
reduced to 0.71 using an AF aid. Diagnostic error rates of 1.24, 0.47, and 1.94 errors were observed
for subjects acting without an aid during SGTR, FLB, and SLB events, respectively but these rates
were reduced to 0.94, 0.53, and 0.82 errors while using an AF aid. In LOCA, SGTR, and SLB,
misdiagnoses were reduced by about 37%, 24%, and 57%, but FLB cases showed a slightly
increased number of errors. The support systems were helpful in most cases for reducing the number
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of misdiagnoses. However, the results also showed that the systems were not always helpful, and in
fact had adverse effects in some cases.
Without the computerized procedure system, subjects omitted a step by an average of 0.29
times and misjudged conditions by 0.29 times during the 16 total steps of LOCA events. When the
computerized procedure system was provided, omission errors were decreased to 0.06 times and
procedural errors were also reduced to 0.24 times. Using the computerized procedure system,
omission errors were reduced from 0.35 times to 0.12 times and the commission errors were reduced
from 0.18 times to 0.06 times during 18 actions in SGTR events. A wrong action execution occurred
0.24 times during 9 control actions performed without the operation validation system, but that rate
was reduced to 0.06 times when using the operation validation system during LOCA. During SGTR,
average misaction rates were reduced from 0.35 to 0.12 through the provision of the operation
validation system.
By considering these two errors, total failure probabilities were obtained as shown in Table 1.
The total failure probability also reflected the positive effect of the decision support systems. As shown
in Table 1, the average of the total failure probability without an aid decreases by about 47% when
using all the decision support systems.
Table 1. Average failure probability of the experiment

LOCA

4.5

SGTR

Average

N

0.096391

0.090975

0.093683

A

0.088482

0.082983

0.085733

F

0.09046

0.086979

0.088719

AF

0.08255 1

0.080985

0.081768

CPS

0.076222

0.072232

0.074227

AFC

0.062072

0.062037

0.062054

ALL

0.049785

0.049404

0.049594

Discussion

Though several interesting trends were observed from these experiments, we still have
problems to solve in order to obtain results that accurately reflect real-world conditions. For example,
our results reflect a total failure probability that reaches almost 10%, which is very high and would be
unacceptable in actual NPPs. However, this high failure probability is likely due to the fact that the
subjects in this study were graduate students. If we were to obtain the failure probability of real NPP
operators, it would likely be much lower than 10%. Nevertheless, because the objective of this study
was not to obtain real evaluation values, but rather to generate a trend of the effects of support
systems and to propose an experimental evaluation method, the results of this study may have useful
implications.

5

CONCLUSIONS

For advanced MCRs that have fully digitalized and computerized systems, improving HMls and
developing a decision support system can be a solution to the problem of a human error. It is very
important to design highly reliable decision support systems in order to adapt them in actual NPPs. In
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addition, to evaluate those decision support systems and validate their efficiency and reliability is as
important as to design highly reliable decision support systems. Therefore, the decision support
systems for advanced MCRs in NPPs were evaluated using both theoretical and experimental
methods in this paper. The BBN was used as a basic method for the theoretical effect estimation. In
order to construct the BBN model, an HRA event tree was used. To briefly review, the results revealed
that the decision support systems are helpful for reducing the operation failure probabilities of
operators. The failure probabilities, which represent the probability of an operator failing to handle
given operations, were substantially reduced by using the decision support systems. The estimation
results revealed several tendencies. First, the effect of the decision support systems was greater for
less-skilled operators than for highly skilled operators. Second, the results were strongly influenced by
the reliabilities of the decision support systems. Decision support systems with very high reliability
revealed positive effects on operator performance, but the results were degraded in instances where
the decision support systems did not have high reliability. The results of a theoretical estimation,
however, tend to be considerably affected by the assumptions and the data used. Therefore, the effect
of the decision support systems was also estimated experimentally. To measure the operator's
performance, the failure probability and NASA-TLX, a subjective method to measure workload, were
used. From the experiments, it was observed that the decision support systems were helpful for
reducing both human errors and operator workload, particularly during complex and highly-workloaded
situations in which considerably information had to be handled. In a comparison with the theoretical
estimation results, the failure probability obtained from the experiment revealed similar tendencies.
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