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Abstract. The Safety-grade Programmable Logic Controller(PLC) Platform named POSAFE-
Q was developed so that it meets the requirements of the Safety Class 1E, Quality Class 1, 
and Seismic Category I. Development process of  the POSAFE-Q software developed in 
accordance with software life cycles. The POSAFE-Q meets safety and suitability for design 
are based on digital I&C laws, guidelines and technical standards. The POSAFE-Q PLC 
obtained approval for Topical Report from the Nuclear Safety and Security Commission in 
Korea.  

1. Introduction 

Korea has been continuing nuclear technology research projects in order to keep enhancing 
the integrity of technology self-reliance in nuclear area. Especially, Korea Nuclear 
Instrumentation and Control Systems(KNICS) research program has been performed from 
2001 to develop hardware platforms for both safety and control systems and the program 
finished after getting licensing certification in 2009[1] 

The POSAFE-Q PLC was developed through KNICS with POSCO ICT and Korea Atomic 
Energy Institute. The POSAFE-Q PLC was developed with the following process. The code 
and standards for international and domestic nuclear power plant requirements were reviewed, 
and In according to the criteria, H/W and S/W planning, design, evaluation and test was 
performed.  Figure 1 shows the process of development for POSAFE-Q PLC. 

 

 

Fig. 1. Process of Development for POSAFE-Q PLC 
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The POSAFE-Q PLC installs two independent power modules in a rack. The power module 
has a 100% power supply capability for each. Accordingly, even when there is a fault in on 
power module, it does not affect the operation. The POSAFE-Q PLC can extend the number 
of input/output modules through a local bus extension modules. The Communication modules 
consist of High Reliability-Safety Data Link(HR-SDL), and High Reliability-Safety Data 
Network(HR-SDN), Host Data Link(HDL) and Optical Distributer(OD). The processor 
module uses a Texas Instrument DSP (Military spec.) and the real-time operating system 
named pCOS2 was developed based on the Micro-C real-time operation system. processor 
module consist of a single or redundant. HR-SDL and HR-SDN modules were developed 
based on the Fieldbus Protocol(PROFIBUS-FDL)to meet the deterministic requirements. 
Physical layer mediums are supplied both RS-485 for electrical communication and Optical 
communication. HDL module were developed based on the RS-232C. The Digital Input and 
Output modules consist of 24VDC, 48VDC, 120VAC and 230VAC digital input and 24VDC, 
48VDC 125VDC, Relay, Solid State Relay digital output module. The Analog Input and 
Output modules consist of voltage and current input and output module, RTD module and TC 
module. Also, the POSAFE-Q PLC supports Pulse input module. 

The engineering tool named pSET-II(POSAFE-Q Software Engineering Tool Version2) was 
developed. The developers of the application programs can perform programming and 
debugging on the pSET-II IDE(Integrated Development Environment). The application 
program on the pSET-II is downloaded into the processor module through RS-232C. 
configuration of the developed POSAFE-Q is shown as Figure 2. 

 

 

Fig. 2. Configuration of POSAFE-Q PLC 

 

2. Development of POSAFE-Q PLC Platform 

2.1 Hardware development of POSAFE-Q PLC 

The POSAFE-Q PLC was developed and verified following procedure in hardware 
development. The POSAFE-Q PLC is a platform to perform safety functions so that has to 
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meets single failure criteria and reliability required by safety system in Nuclear Power Plant. 
Analyzing circuit to Failure Mode and Effect Analysis and Failure rate analysis in detail 
design phase, if result of analysis was not meet criteria, part were replaced or modified circuit. 
Issue of POSAFE-Q PLC were analyzed by performing component test, integration test, 
system test, system interoperability test, function and performance test, equipment 
qualification test. That result were used to re-design. 

EQ(Equipment Qualification) test was performed independent test laboratory at KTL(Korea 
Testing Laboratory). Environment testing was applied to IEEE Std. 323[2] and EPRI TR-
107330[3] approved by Reg. Guide 1.89[4] and Reg. Guide 1.209[5]. Seismic testing was 
applied to IEEE Std. 344[6] approved by Reg. Guide 1.100[7]. Electromagnetic testing was 
applied Reg. Guide 1.180[8] and EPRI TR-102323[9]. Function and performance of the 
POSAFE-Q PLC  meet to the requirement and specification was tested in EQ test period. 
Figure 3 shows Equipment Qualification Testing. The process had iterated that if the problem 
occurred in EQ testing, It was designed to complement , after Performance test, EQ testing 
was re-performed. After this iterative process was repeated, end product of the POSAFEQ-Q 
PLC was made.  

 

 

Fig. 3. Equipment Qualification Testing 

 

2.2 Software development of POSAFE-Q PLC 

Software development life cycles of the POSAFE-Q PLC were following appropriately 
combined waterfall model, Prototyping model, Spiral model. Each life cycle activities 
performed to provide development activities at IEEE Std. 1074[10]. In order to ensure the 
safety of the software development output, performed quality management, configuration 
management, validation and verification, safety analysis and cyber security regarding all 
software development output. Analyzing the contents in IEEE standard and NUREG/CR-
6101[11] that was reflected in each documents. Software development of the POSAFE-Q 
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PLC was progressed in development process of each plan documents. In order to improve the 
overall quality of the software, independent verification and validation organization was 
written and verified to Quality assurance, safety, verification and validation, configuration 
management, test, and cyber security plan. 

Software quality assurance activities include review, assess, audit to all software meets 
software quality assurance requirement. All documents related to perform software quality 
assurance were managed and maintained in accordance with quality assurance procedures. 
Software configuration management activities include history management, configuration 
identification, change control and record, and reporting procedures to all configuration 
items(ex. design documents, source code and drawings) that was generated through the 
software life cycle. Software V&V(verification and validation) activities was processed by 
software life cycle phase sequence. Software verification and validation team had performed 
verification and validation independently software development team in each software life 
cycle phase.  

The main activities of the V&V process are preparation of software planning documentations, 
verification of the Software Requirement Specification (SRS), Software Design Specification 
(SDS) and codes, and a testing of the software components, the integrated software, and the 
integrated system. In addition, a software safety analysis and a software configuration 
management are included in the activities.[12] 

The requirement phase V&V activities consist of a technical evaluation, an inspection and a 
traceability analysis, a formal verification, preparation for an software system test plan, a 
software safety analysis, and a software configuration management. Also, the design phase 
V&V activities include a technical evaluation, an inspection and traceability analysis, a 
formal verification, preparation for an software component plan and software integrated  test 
plan, a software safety analysis, and a software configuration management. The 
Implementation phase V&V activities include a traceability analysis, a source code 
inspection, a software component  and integration test procedure, and a component test report 
generation, a software safety analysis, and a software configuration management. The 
Integration phase V&V activities include a traceability analysis, and a software integration 
and software system test report generation, a software safety analysis, and a software 
configuration management. The Verification phase V&V activities include a traceability 
analysis, system interoperability test report generation.  Software safety analysis at the 
requirement and design phases uses the Hazard Operability (HAZOP) method and at the 
implementation phase the source code has been evaluated using the safety programming guide 
of NUREG/CR-6463[13]. 

 

2.3 Cyber Scurity of POSAFE-Q PLC 

The POSAFE-Q PLC had performed detail implementation cyber security activities at each 
development phases in accordance with Development process are presented in Reg. Guide 
1.152[14]. Figure 4 shows cyber security activities following cyber security plan[15]. Cyber 
Security plan consist of technical plan and management plan. Technical plan had added as a 
function requirement of development POSAFE-Q PLC and had verified in the same way as 
general functions. Management plan had performed periodic audits throughout development 
period and verified management plans that were implemented through frequent inspections 
and education. The POSAFE-Q PLC had performed cyber penetration test that verified 
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technical cyber protection ability. Result of cyber security activities has described in cyber 
security assessment report. 

 

 

Fig. 4. cyber security activites 

 

3. Certification and Application of POSAFE-Q PLC Platform 

POSAFE-Q PLC acquired Certification of KEPIC(Korea Electric Power Industry Code) to 
meet Q-Class Criteria at Korea Electric Association. POSAFE-Q pass Equipment 
Qualification to meet Safety Class 1E Criteria at Korea Testing Laboratory. Topical Report of 
POSAFE-Q PLC has approved from the Nuclear Safety and Security Commission in Korea. 

The POSAFE-Q PLC applied to 3rd wire rod  control system of  POSCO. Also, Integrated 
performance validation Facility of Nuclear Power Plant Safety I&C System as a 
platform(POSAFE-Q) for applying to planned Nuclear Power Plant in Korea with Doosan 
Heavy Industries & Construction. Figure 5 show the overview the Integrated performance 
validation Facility and implemented with the POSAFE-Q. The POSAFE-Q PLC applied to 
Safety I&C System as platform SUN 1/2 Nuclear Power Plant in Korea. 
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Fig. 5. Integated Performance Validation Facility implemented with the POSAFE-Q PLC 

 

4. Conclusion 

Development and V&V of the POSAFE-Q PLC was successfully performed as a compliance 
with the nuclear code and standard, IEEEs and IECs . To improve Reliability of the POSAFE-
Q PLC, result of Failure Mode and Effect Analysis and Failure rate analysis were reflected in 
circuit design. Performing Software Hazard Analysis to Safety-Critical Software, confirmed 
that the Hazard element has been removed. The POSAFE-Q PLC had performed cyber 
security activities in accordance with Reg. Guide 1.152. The POSAFE-Q PLC obtained the 
licensing approval from the Korean regulatory body via topical report. The POSAFE-Q PLC 
applied to Safety System at SUN 1/2 Nuclear Power Plant in Korea. 
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