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ABSTRACT 

 

Fast development of internet and availability of huge digital content make it easy 

to create, modify and copy digital media such as audio, video and images. This causes a 

problem for owners of that content and hence a need to copy right protection tool was 

essential. First, encryption was proposed but it ensures protection during transmission 

only and once decryption occurred any one can modify the data. at that point 

watermarking was introduced as a solution to such problem. 

Watermarking is a process of inserting a low energy signal in to a high energy one 

so that it doesn't affect the main signal features. A good digital image  watermarking 

technique should satisfy four requirements: 

1) Embedding of a watermark should not degrade the host image visual quality 

(imperceptibility). 

2) The embedded watermark should stick to the host image so that it couldn’t be 

removed by common image processing operation and could be extracted from 

the attacked watermarked image (robustness). 

3) Knowing the embedding and extraction procedures is sufficient but not enough 

to extract the watermark; extra keys should be needed (security). 

4) The watermarking technique should allow embedding and extraction of more 

than one watermark each independent of the other (capacity). 

This thesis presents a watermarking scheme that full fill the mentioned four 

requirements by jointing transform domains with Fractional Fourier Transform Domain 

(FracFT). More work on cascaded Discrete Wavelet Transform DWT with FracFT was 

done to develop a joint transform simply called Fractional Wavelet Transform (FWT). 

The proposed schemes were tested with different image processing attacks to verify its 

robustness. Finally, the watermarked image is transmitted over simulated MC CDMA 

channel to prove robustness in real transmission conditions case. 



 
 

 
 

 
 
 
 
 

IV 

 
 
 

 

TABLE OF CONTENTS 

Abbreviations VIII 

List of Tables  X 

List of Figures XII 

  

Chapter 1: Introduction  

          1.1  Overview        1 

1.2  Research Motivations      1 

1.3  Research Objectives  2 

          1.4  Original Key Contributions of the Thesis   3 

          1.5  Thesis Organization                            4 

  

Chapter 2: Literature Survey on Image Watermarking  

2.1 Overview 6 

2.2 Watermarking Applications      8 

2.3 Requirements of Digital Image Watermarking 8 

2.4 Watermarking Process 

2.4.1 Watermark Selection                                                           

2.4.2 Watermark Embedding   

2.4.3 Watermark Extraction                                                             

9 

  10   

10 

10 

2.5 Watermarking Classifications  11 

2.6 Watermarking Techniques 

2.6.1 Spatial Domain Techniques 

2.6.2 Frequency Domain Techniques 

 13 

 13 

 13 

2.7 Performance Evaluation  

2.7.1 Imperceptibility (Visibility) 

2.7.2 Robustness 

2.7.2.1 Geometrical Attacks 

2.7.2.2  Watermark Removal Attacks     

17 

17 

18 

18 

20 

2.8 The Proposed Watermarking Techniques  21 



 
 

 
 

 
 
 
 
 

V 

 
 
 

  

Chapter 3: Watermarking in Discrete Wavelet Transform            

           (DWT) Domain  

 

         3.1 Overview 24 

         3.2 The Watermarking Algorithm 25 

                 3.2.1 Watermark Embedding 25 

                 3.2.2 Embedding steps 26 

                 3.2.3 Watermark Extraction   27 

                 3.2.4 Extraction steps 27 

         3.3 Performance Evaluation 28 

                 3.3.1 Imperceptibility 28 

         3.4 Results and Discussion 29 

                3.4.1 Effect of Gaussian Noise 

                 3.4.2 Effect of Rotation 

                 3.4.3 Effect of Cropping 

                 3.4.4 Effect of Jpeg Compression 

29 

31 

32 

34 

                 3.4.5 Effect with Gaussian Noise of Zero Mean and Different 

Variance Values 

 

35 

                 3.4.6 Effect of Blurring 

                 3.4.7 Effect of Gaussian Low Pass Filter (GLPF) 

                 3.4.8 Effect of Sharpening 

                 3.4.9 Effect of Median Filtering 

                 3.4.10 Discussion of Results 

36 

37 

38 

39 

39 

         3.5 Fractional Fourier Transform ( FracFT ) 

                 3.5.1 Applications of  FracFT 

40 

42 

         3.6 Watermarking in  FracFT Domain 

                 3.6.1 Watermark Embedding 

                 3.6.2 Watermark Extraction 

                 3.6.3 Embedding Factor Selection 

         3.7 Performance Under Different Attacks 

                 3.7.1 Effect of Gaussian Noise 

                 3.7.2 Effect of Rotation 

44 

45 

46 

47 

48 

49 

50 

50 



 
 

 
 

 
 
 
 
 

VI 

 
 
 

                 3.7.3 Effect of Cropping 

                 3.7.4 Effect of JPEG Compression 

                 3.7.5 Effect of Gaussian Noise with Zero Mean and Different 

Variance Values 

52 

 

53 

         3.8 Discussion 56 

  

Chapter 4: Watermarking in Joint Transforms  

       4.1 Overview   57 

       4.2 Proposed Watermarking Algorithms 

                4.2.1Embedding Steps 

                4.2.2 Extraction Steps 

57 

58 

59 

       4.3 Performance Evaluation 

               4.3.1Imperceptibility 

60 

60 

       4.4 Results and Discussion 62 

              4.4.1 Effect of Gaussian Noise 63 

              4.4.2 Effect of Rotation 64 

              4.4.3 Effect of Cropping 65 

              4.4.4 Effect of Jpeg Compression 66 

              4.4.5 Effect of Gaussian Noise with Zero Mean and Different 

Variance Values 

 

68 

                4.4.6 Discussion of Results 71 

       4.5  Discussion 71 

  

Chapter 5: Secured Image Watermarking in Fractional Wavelet 

Domain                                

 

         5.1 Overview 72 

         5.2 The Proposed Algorithm 

                5.2.1 Embedding Steps 

                5.2.2 Extraction Steps 

72 

74 

75 

         5.3 Results and Discussion 76 

                5.3.1 Cropping Attack 77 

                5.3.2 Different Forms of Noise Attacks 78 



 
 

 
 

 
 
 
 
 

VII 

 
 
 

                5.3.3 Gaussian Noise of Different Mean and Variance = 0.01 

Attack 

 

78 

                5.3.4 JPEG Compression Attack 79 

                5.3.5 Other Attacks 80 

                5.3.6 Discussions of Results 80 

         5.4 Performance Evaluation Under Composite Attacks 80 

         5.5  Discussion 83 

  

Chapter 6: Watermarked Image Transmission through               

            MC-CDMA Wireless Channel         

 

          6.1  Overview 84 

          6.2  The Proposed System 84 

          6.3   Interleaving 86 

          6.3.1    Chaotic Interleaving Scheme 86 

          6.4    Frequency-Domain Equalization  87 

          6.5     Simulation Results for MC-CDMA System 88 

          6.5.1   Simulation Results for DWT-FracFT Algorithm 89 

          6.5.2  Simulation Results for Secured FWT Algorithm (9000                             

Coefficients) 

 

91 

          6.5.3  Simulation Results for Secured FWT Algorithm (13000 

Coefficients) 

 

92 

          6.6     Discussion 93 

  

Chapter 7: Conclusions and Future Work  

          7.1 Conclusions 95 

          7.2 Future Work 96 

References 97 

Arabic summary 101 

 

 



 
 

 
 

 
 
 
 
 

VIII 

 
 
 

ABBREVIATIONS 

 
Abbreviation Description 

2D-FracFT Two dimensional Fractional Fourier Transform 

  

3D Three Dimensional  

  

AWGN Additive White Gaussian Noise 

  

ASCII American Standard Code for Information Interchange 

  

B-5/3, B-7/9 Daubechies Bi-Orthogonal Filters 

  

BPSK Binary Phase Shift Keying 

  

CP Cyclic Prefix 

  

D-4, D-6, D-8, 

D-10, and D-

12 

Daubechies Orthogonal Filters 

  

DCT Discrete Cosine Transform 

  

DCT-FracFT Discrete Cosine Transform Fractional Fourier Transform 

  

DST Discrete Sine Transform 

  

DST-FracFT Discrete Sine Transform Fractional Fourier Transform 

  

DWT Discrete Wavelet Transform 

  

DWT-FracFT 
 Discrete Wavelet Transform Fractional Fourier 

Transform 

  

FracFT Fractional Fourier Transform 

  

FT Fourier Transform 

  

FWT Fractional Wavelet Transform 

  

GIS Geographic Information System 

  

GLPF Gaussian Low Pass Filter 



 
 

 
 

 
 
 
 
 

IX 

 
 
 

HHn High High component after "n" level decomposition 

  

HLn High Low  component after "n" level decomposition 

  

HVS Human Visual System 

  

IEEE Institute of Electrical and Electronics Engineers 

  

ISI Inter Symbol Interference 

  

JPEG Joint Photographic Experts Group 

  

LLn Low Low  component after "n" level decomposition 

  

LHn Low High  component after "n" level decomposition 

  

LSB Least Significant Bit 

  

LMMSE Linear Minimum Mean Square Error 

  

IMAX
 

Maximum pixel value of the image 

  

MC-CDMA Multiple Carrier Code Division Multiple Access 

  

MIDI Musical Instrument Digital Interface 

  

MSE Mean Square Error 

  

NC Normalized Correlation 

  

NURBS Non-Uniform Rational B-Spline 

  

PN sequence Pseudo Noise sequence 

  

PSNR Peak Signal to Noise Ratio 

  

  

 

 

 

 

 

 

http://en.wikipedia.org/wiki/Joint_Photographic_Experts_Group


 
 

 
 

 
 
 
 
 

X 

 
 
 

LIST OF TABLES 
 

Table Description Page 

3.1 The performance under Gaussian noise of variance 0.01 and different 

mean 

 

 

31 

3.2 The performance evaluation under rotation attack. 31 

3.3 The performance evaluation under Cropping attack. 33 

3.4 The performance evaluation under JPEG Compression attack. 34 

3.5 The performance evaluation under Gaussian noise with zero mean and 

different variance attack. 

 

 

36 

3.6 The performance under Gaussian noise of variance 0.01 and different 

mean. 

 

 

50 

3.7 The performance evaluation under rotation attack. 50 

3.8 The performance evaluation under Cropping attack. 51 

3.9 The performance evaluation under JPEG Compression attack. 52 

3.10 The performance evaluation under Gaussian noise with zero mean and 

different variance attack. 

 

 

54 

3.11 The performance evaluation Different attack. 55 

   

4.1 The PSNR and Correlation factor for different algorithms. 62 

4.2 The performance of the proposed algorithms under Gaussian noise 

attack with different mean values and variance (0.01). 

 

 

63 

4.3 The performance of the proposed algorithms under rotation attack. 

 
65 

4.4 The performance of the proposed algorithms under cropping attack. 

 
66 

4.5 The performance of the proposed algorithms under JPEG Compression 

attack. 

 

 

67 

4.6 The performance of the proposed algorithms under Gaussian noise 

attack with different variance values and mean=0. 
 

 

69 

4.7 The performance of the proposed algorithms under different attacks. 

 
70 

   

5.1 The effect of watermarked coefficients length and their position. 76 

5.2 The effect of cropping attack. 77 

5.3 The effect of different forms of noise attack. 

 
78 



 
 

 
 

 
 
 
 
 

XI 

 
 
 

5.4 The effect of Gaussian noise attack with different mean values and 

variance 0.01. 

 

 

78 

5.5 The performance of the proposed algorithms under JPEG Compression 

attack. 

 

80 

5.6 The performance of the proposed algorithms under different attacks. 

 
80 

5.7 The PSNR and Correlation factor under no attack. 81 

5.8 The performance evaluation under different combinations of attacks. 82 

   

6.1 Simulation parameters. 89 

6.2 PSNR between transmitted watermarked image and received one. 93 

6.3 Correlation between original and extracted watermark from received 

image. 

 

93 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 
 

 
 
 
 
 

XII 

 
 
 

LIST OF FIGURES 

  

Figure Description Page 

2.1 Watermarking processes. 9 

2.2 (a) Grey scale image and (b) Binary image. 10 

2.3 DCT transformation of 8x8 blocks. 14 

2.4 DWT process. 15 

2.5  (a) 1-level DWT and (b) 2-levels DWT. 16 

2.6 Original and attacked Lena image. 19 

2.7 Random Gaussian distribution noise value. 20 

2.8 The proposed approach (Thesis map). 23 

2.9 Sample watermark. 23 

2.10 Original image. 23 

   

3.1 Watermark embedding algorithm. 25 

3.2 Two levels DWT decomposed image. 26 

3.3  Watermark extraction algorithm. 27 

3.4 Relation between embedding factor and correlation factor. 29 

3.5 The effect of Gaussian noise of different mean and 0.01 variance 

on watermarked image. 

 

30 

3.6 The extracted watermark under effect of Gaussian noise different 

mean and 0.01 variance. 

 

30 

3.7 Correlations between original and extracted watermark under 

Gaussian noise different mean and 0.01 variance attack. 

 

30 

3.8 Rotated watermarked image. 31 

3.9 Extracted watermark under rotation attack. 31 

3.10 Correlations between original and extracted watermark under 

rotation attack. 

 

32 

3.11 Cropped watermarked Image. 32 

3.12 Extracted watermark under cropping attack. 33 



 
 

 
 

 
 
 
 
 

XIII 

 
 
 

3.13 Correlations between original and Extracted watermark under 

cropping attack. 

 

33 

3.14 Compressed watermarked image. 34 

3.15 Extracted watermark under JPEG compression attack. 34 

3.16 Correlations between original and extracted watermark under 

JPEG compression attack. 

 

34 

3.17 The effect of Gaussian noise of different variance and zero mean 

on watermarked image. 

 

35 

3.18 The effect of Gaussian noise of different variance and zero mean 

on extracted watermark. 

 

35 

3.19 Correlations between original and extracted watermark under 

Gaussian noise of different variance and zero mean. 

 

36 

3.20 Blurred watermarked image. 37 

3.21 Extracted watermark image.  37 

3.22 Gaussian Low Pass Filtered Watermarked Image. 38 

3.23 Extracted watermark image. 38 

3.24 Sharpened watermarked image. 38 

3.25 Extracted watermark image. 38 

3.26 Median filtered watermarked image. 39 

3.27 Extracted watermark image. 39 

3.28 Watermark embedding algorithm. 45 

3.29 Watermark extraction algorithm. 46 

3.30 Relation between embedding factor and correlation factor. 48 

3.31 The effect of Gaussian noise of different mean and 0.01 variance 

on watermarked image. 

 

49 

3.32 The extracted watermark under effect of Gaussian noise different 

mean and 0.01 variance. 

 

49 

3.33 Correlations between original and extracted watermark under 

Gaussian noise different mean and 0.01 variance attack. 

 

   49 

3.34 Cropped watermarked image. 51 

3.35 Extracted watermark under cropping attack. 51 

3.36 Correlations between original and extracted watermark under  



 
 

 
 

 
 
 
 
 

XIV 

 
 
 

cropping attack. 51 

3.37 Compressed watermarked image. 52 

3.38 Extracted watermark under JPEG compression attack. 52 

3.39 Correlations between original and extracted watermark under 

JPEG compression attack. 

 

52 

3.40 The effect of Gaussian noise of different variance and zero mean 

on watermarked image. 

 

53 

3.41 The effect of Gaussian noise of different variance and zero mean 

on extracted watermark. 

 

53 

3.42 Correlations between original and extracted watermark under 

Gaussian noise of different variance and zero mean. 

 

54 

   

4.1 Watermarking Process (a) Embedding procedure and (b) 

Extraction procedure. 

 

58 

4.2 The relation between embedding factor K and correlation factor 

(a) DWT-FracFT, (b) DCT-FracFT, (c) DST-FracFT and (d)  

FracFT. 

 

 

61 

4.3 The performance of DWT-FracFT algorithm under Gaussian 

noise attack with different mean values and variance (0.01) (a) 

Attacked watermarked image and (b) Extracted watermark. 

 

 

  63 

4.4 The performance of the proposed algorithms under Gaussian 

noise attack with different mean values and variance (0.01). 

 

64 

4.5 The performance of DWT-FracFT algorithm under rotation 

attack (a) Attacked watermarked image and (b) Extracted 

watermark. 

 

 

64 

4.6 The performance of DWT-FracFT algorithm under cropping 

attack with different block size. 

 (a) Attacked watermarked image. 

 (b) Extracted watermark. 

 

 

 

65 

4.7 The performance of the proposed algorithms under Cropping 

attack with different block sizes. 

 

66 

4.8 The performance of DWT-FracFT algorithm under JPEG  



 
 

 
 

 
 
 
 
 

XV 

 
 
 

 

 

Compression attack with different quality factor  

(a) Attacked watermarked image.  

 (b) Extracted watermark. 

 

 

67 

4.9 

 

The performance of the proposed algorithms under JPEG 

Compression attack with different Quality factor. 

 

67 

4.10 

 

 

The performance of DWT-FracFT algorithm under Gaussian 

noise of different variance values and mean =0 (a) Attacked 

watermarked image and (b) Extracted watermark. 

 

 

68 

4.11 The performance of the proposed algorithms under Gaussian 

noise attack with different mean values and variance (0.01) 

 

69 

   

5.1 Secured watermarking process. 

(a) Embedding algorithm.  

(b) Extraction algorithm. 

 

73 

74 

5.2 Extracted watermark under Gaussian noise attack with different 

mean value and variance 0.01 (a) DWT-FracFT and (b) Secured 

FWT algorithm. 

 

 

79 

5.3 The performance under JPEG Compression attack with different 

quality factor (a) DWT-FracFT and (b) Secured FWT algorithm. 

 

79 

   

6.1 Block diagram of the proposed MC-CDMA system for image 

transmission. 

 

85 
   

6.2 Chaotic interleaving of an 8  8 matrix. (a) Shaded bits are bits 

affected by error bursts. (b) Chaotic interleaving of the matrix. (c) 

Effect of error bursts after de-interleaving. 

 

 

87 

   

6.3 Block structure of cyclic prefix assisted block transmission. 88 

6.4 The received DWT-FracFT Watermarked image with MC-

CDMA in five cases over an SUI-3 Rayleigh fading channel at 

SNR= (10 to 30 dB). 

 

 

90 
   

6.5 The received FWT Watermarked (9000 coefficients) image with 

MC-CDMA in five cases over an SUI-3 Rayleigh fading channel 

 

 



 
 

 
 

 
 
 
 
 

XVI 

 
 
 

 

 

 

 

 

 

 

 

 

 

at SNR= (10 to 30 dB). 91 
   

6.6 The received FWT (13000 coefficients) Watermarked image with 

MC-CDMA in five cases over an SUI-3 Rayleigh fading channel 

at SNR= (10 to 30 dB). 

 

 

92 



1 
 

CHAPTER                                                  1 

Introduction 

1.1 Overview 

With growth of use Internet, a huge amount of information had been created, 

stored, and distributed in digital form. This growth is associated with many problems, 

for example digital media can be copied, redistributed, and manipulated legally or 

illegally at low cost. This problem leads to need for copyright protection and 

authentication technique. The traditional method used for authentication is the 

cryptography. The problem that may be arise in this method is that when data is 

decrypted there is no protection for its content it-self. Digital watermarking has 

attracted interest of numerous researchers and becomes one of the hottest research 

topics in the multimedia signal processing community. 

Although the term watermarking has slightly different meanings in the 

literature, one definition that seems to prevail is the following [1]: Watermarking is the 

practice of imperceptibly altering a piece of data in order to embed information about 

the data. In general, a digital watermark is a code that is embedded inside an image. It 

acts as a digital signature, giving the image a sense of ownership or authenticity. 

In this thesis, watermarking in different transform domains was studied to 

develop a watermarking algorithm that meets the watermarking requirements [1]. 

1.2 Research Motivations 

The spreading of digital multimedia nowadays has made copyright protection a 

necessity. Authentication and information hiding have also become important issues. 

To achieve these issues watermarking technology is used. Several researchers had 

worked in the field of watermarking for its Importance [2-7]. Work in this field has led 
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to several watermarking techniques such as correlation-based techniques, frequency 

domain techniques. Transform domain techniques may be Discrete Fourier Transform 

(DFT) based techniques and Discrete Wavelet Transform (DWT) based techniques. 

Image watermarking scheme should possess the following requirements: 

imperceptibility between the watermarked and original image, robustness against 

malicious attacks [8-11]. Robustness means that the digital watermarking method 

should be able to defense itself against common image manipulations like 

compression, filtering, rotation, scaling cropping, and other digital signal processing 

operations. 

Current digital image watermarking techniques can be grouped into two major 

classes: spatial-domain and frequency-domain watermarking techniques [12]. 

Compared to spatial domain techniques [13], frequency-domain watermarking 

techniques proved to be more effective with respect to achieving the imperceptibility 

and robustness requirements of digital watermarking process. Commonly used 

frequency-domain transforms include the Discrete Wavelet Transform (DWT), the 

Discrete Cosine Transform (DCT) and Discrete Fourier Transform (DFT). However, 

DWT [14] has been used in digital image watermarking more frequently due to its 

excellent spatial localization and multi-resolution characteristics, which are similar to 

the theoretical models of the human visual system [15]. Further performance 

improvements in DWT-based digital image watermarking algorithms could be 

obtained by combining DWT with DCT [16], [17]. The idea of applying two transform 

is based on the fact that combined transforms could compensate for the drawbacks of 

each other, resulting in effective watermarking[16], [17]. 

1.3 Research Objectives 

The use of concept of Fractional Fourier Transform (FracFT) in digital image 

watermarking aims at making use of security features. The Fractional Fourier 

Transform has become a powerful and potential tool for time-varying and non-

stationary signal processing. As the classical Fourier Transform corresponds to a 

rotation in the time-frequency plane over an angle (
2
 ), the FracFT can be considered 
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as a generalized form that corresponds to a rotation over some arbitrary angle. The 

FracFT has one more degree of freedom, when it is compared to the conventional FT, 

which is the angles in both x & y directions. Theses angles may be considered as 

watermarking keys without them, one cannot extract the watermark. The start point and 

length of watermarked FracFT coefficients also gives another degree of freedom in the 

proposed watermarking algorithm security. 

1.4 Original Key Contributions of the Thesis 

In this thesis, jointing FracFT with DWT, DCT and Discrete Sine Transform 

(DST) is tested.  The obtained results are compared with the results of watermarking in 

FracFT domain. First the suitable embedding factor that gives best imperceptibility and 

robustness for each joint algorithm is chosen.  In DWT–FracFT, watermark is 

embedded by altering the FracFT coefficients of middle frequency sub-bands of the 2-

levels DWT transformed host image. 

Before extraction of watermark, the watermarked image is intentionally 

attacked with noise, cropping, compression etc. After extraction the correlation factor 

and Peak Signal to Noise Ratio (PSNR) between original and extracted watermark are 

calculated to verify robustness of the proposed algorithms. The obtained results are 

compared to that in [16]. DWT-FracFT algorithm showed improved robustness and 

security. Further Security improvement in proposed DWT-FracFT or simply fractional 

wavelet transform (FWT) [18] was achieved by embedding the watermark in a certain 

length of the FracFT coefficients. The start point and the length of modified 

coefficients are used as extra secret keys with the transformation angles. In embedding 

stage, two PN sequences are used to be embedded in the FracFT coefficients of the 

selected DWT middle sub bands. The embedding process is carried out according to 

the watermark pixel value (zero or one). At extraction the same two PN sequences are 

generated and for each watermark pixel, the correlation factor between the FracFT 

coefficients and the corresponding PN sequence is calculated. Average correlation is 

compared to a threshold and up on that a decision whether the extracted pixel was one 
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or zero is taken. The proposed secured FWT algorithm is tested under different attacks 

and its security aspect was verified. 

1.5 Thesis Organization 

Chapter two presents an overview of image watermarking. It discusses the 

watermarking requirements, applications, different classifications and Different 

attacks. The different transform domains for image watermarking were outlined. 

Performance evaluations metrics were presented. Finally the proposed approach was 

presented. 

Chapter three discusses the watermarking in discrete wavelet transform DWT. 

The proposed algorithm was introduced and discussed in details also its performance 

was evaluated under different attacks. The concept of fractional Fourier transform is 

introduced and its applications were outlined. The watermarking process was carried 

out in FracFT domain and the results were evaluated. Finally a comparison between 

watermarking in DWT and FracFT was done. 

Chapter four discusses the jointing of FracFT with different transforms. The 

effect of cascading FracFT with Discrete Wavelet Transform (DWT), Discrete Cosine 

Transform (DCT) and Discrete Sine Transform (DST) was studied. The performance 

of these three algorithms was compared with the watermarking in FracFT with the 

same embedding and extraction procedure. 

Chapter five discusses the watermarking process in Fractional Wavelet 

Transform (FWT). The effect of length of coefficients to be watermarked and their 

position was studied. A secured watermarking algorithm that full fill the four 

watermarking requirements was proposed and tested under different attack. Also 

performance evaluation under composite attacks was studied. 

Chapter six presented the performance evaluation of the proposed algorithms in 

chapters four and five but that time under simulated real transmission conditions. The 
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watermarked image is transmitted over simulated wireless MC-CDMA system and the 

watermark is extracted from the received image.  

Chapter seven concludes the contribution of this thesis in introducing a robust 

watermarking algorithm that in the same time full fill the other watermarking 

requirements. Also the future work in that directions were mentioned, 



6 

CHAPTER                                                 2 

Literature Survey about Image 

Watermarking 

2.1 Overview 

Digital watermarking has attracted the interest of numerous researchers both in 

academia and industry and has become one of the hottest research topics in the 

multimedia signal processing community. Although the term watermarking has slightly 

different meanings in the literature, one definition that seems to prevail is the 

following [1]: Watermarking is the process of imperceptibly altering a piece of data in 

order to embed information about the data. That definition reveals two important 

characteristics of watermarking. First, information embedding should not cause 

perceptible changes to the host image (sometimes called cover image or original 

image). Second, the message should be related to the host image. In this sense, the 

watermarking techniques form a subset of information hiding techniques, which also 

include cases where the hidden information is not related to the host medium (e.g., in 

covert communications). However, certain authors use the term watermarking with a 

meaning equivalent to that of information hiding in the general sense. A watermarking 

system should consist of two distinct procedures: a procedure that embeds the 

information in the host data and a procedure that extract or recover the watermark after 

being attacked with different image processing attacks. 

The first handful of papers on digital watermarking appeared in the late 1980s-

early 1990s. Very soon the area witnessed a tremendous growth and an explosion in 

the number of published papers mainly due to the fact that people believed that 

watermarking could be a significant weapon in the battle against continuously 

increasing digital media piracy. During the early days, researchers focused mainly on a 
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limited range of host data, that is, digital image, video, and audio data. Later on, 

watermarking techniques that are applicable to other media types appeared in the 

corresponding literature. Such media types include but are not limited to voxel-based 

3D images, 3D models represented as polygonal meshes or parametric surfaces (e.g., 

NURBS surfaces), vector graphics, GIS data (e.g., isosurface contours), animation 

parameters, object-based video representations (e.g., MPEG 4 video objects), symbolic 

description of audio (e.g., MIDI files), text (either in ASCII format or as a binary 

image), software source code, binary executables, java byte code, and numeric data 

sets (stock market data, scientific data). 

Although, in its first steps, watermarking was dominated by heuristic 

approaches without significant theoretical background and justification, soon 

researchers recognized that solid theoretical foundations had to be set. Researchers 

worked toward this direction by testing and utilizing successful techniques, principles, 

and theoretical results from several scientific areas. These areas contain 

communications (detection theory, error correction codes, spread spectrum 

communications), information theory (channel capacity), signal processing (signal 

transforms, compression techniques), and cryptography. Today, although the optimism 

of the early years is over, watermarking is still a very active research area. Researchers 

are now very well aware that creating effective watermarking schemes, especially for 

the so-called security oriented applications (e.g., copyright protection, copy control, 

etc.), is an extremely difficult task. However, the introduction of new application 

scenarios and the combination of watermarking with other technologies like 

cryptography and perceptual hashing [19–21] are expected to keep the interest in this 

new area alive [22, 23]. For a thorough review of existing schemes and a detailed 

discussion on the main requirements of a watermarking scheme, the interested reader 

may consult books [1], [24, 25]. The IEEE Transactions on Information Forensics and 

Security is another excellent source of information regarding the latest developments in 

the field. This chapter is organized as follows: section 2.2, presents different 

watermarking applications. Watermarking requirements are presented in section 2.3. 
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Section 2.4, illustrates the watermarking process itself. Different watermarking 

classifications are illustrated in section 2.5. Section 2.6, presents different 

watermarking techniques the performance evaluation metrics used to evaluate this 

work is illustrated in section 2.7. Finally section 2.8, illustrates the proposed approach 

in this thesis. 

2.2 Watermarking Applications 

1. Copyright protection: 

Copyright protection appears to be one of the first applications that digital 

watermarking was targeted for. The watermark in this case contains information 

identify the copyright owner of the watermarked content.   
2. Authentication: 

Multimedia editing software makes it easy to alter digital content. Digital 

signature essentially represents some kind of summary of the content. If any part of the 

content is modified, its summary, the signature, will change making it possible to 

detect that some kind of tampering has taken place.  

3. Image fingerprinting: 

Associating unique information about each distributed copy of digital content is 

called fingerprinting, and watermarking is an appropriate solution for that application 

because it is invisible and inseparable from the content. This type of application is 

useful for monitoring or tracing illegally produced copies of digital work. 

4. Hidden annotations: 

Digital watermarks can also create hidden labels and annotations in medical 

applications, and for multimedia indexing and content-based retrieval applications. In 

the medical application, watermarks might be used for identifying patient records. 

2.3 Requirements of Digital Image Watermarking 

Watermarking for copyright protection applications has the following 

requirements [12]: -  
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1. Imperceptibility (Visibility) 

The watermark should not be visible in the image under typical viewing 

conditions and should not affect the quality of the host image. 

2. Robustness 

The watermark can still be detected after the image has undergone linear or 

nonlinear image processing operations intentionally or unintentionally like 

compression, cropping, rotation and noise. So the watermarks should be robust against 

variety of such attacks. 

3. Capacity or Data Payload 

The watermarking technique must be capable of allowing multiple watermarks 

to be inserted in an image, with each watermark still being independently verifiable 

and can be successfully detected during extraction. 

4. security 

The security of watermarking techniques can be interpreted in the same way as 

the security of encryption techniques. Hence a watermarking technique is truly secure 

if knowing the exact algorithm for embedding and extracting the watermark does not 

help an unauthorized party to detect the presence of the watermark or remove it 

without knowing the secret key. 

 2.4 Watermarking Process  

The Watermarking process is divided into three steps as shown in Figure 2.1. 

They are, Watermark Selection, Watermark Embedding and Watermark Extraction. 

watermarking

1. watermark 

selection

2. Watermark 

embedding

3. watermark 

extraction

 

Figure 2.1 Watermarking processes. 
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2.4.1 Watermark selection  

First of all, the appropriate watermark is selected. There are two types of 

watermarks that can be embedded in an image [12]: 

1) Pseudo-Random Gaussian Sequence: 

A Gaussian sequence watermark is a sequence of numbers comprising 1 and -1 

and which has equal number of 1's and -l's is termed as a watermark. It is termed as a 

watermark with zero mean and one variation. Such watermarks are used for objective 

detection using a correlation measure. 

2) Binary or Grey Scale Watermarks: 

Some watermarking algorithms embed meaningful data in form of a logo image 

instead of a pseudo-random Gaussian sequence. Such watermarks are termed as binary 

image watermarks or grey scale watermarks. Such watermarks are used for subjective 

detection. Example of grey scale and binary image is shown in figure 2.2. 

 

                                                              

(a)                                                                     (b) 

Figure 2.2 (a) Grey scale image and (b) Binary image. 

 

2.4.2 Watermark Embedding 

After selecting the watermark, it can be embedded using different techniques 

such as: spatial domain or the frequency domain techniques. Detailed description of 

these techniques is given in section 2.5. 

2.4.3 Watermark Extraction 

The watermark can be extracted from the watermarked image by using the same 

technique used in the embedding. Extraction can be done with the presence of the host 

image or the absence of the host image depending on the watermarking system. A 

private (non-blind) watermarking system [12] requires that the host signal be present at 



 Chapter 2                                     Literature Survey About Image watermarking 

 

  

 

 
 

 

00 

the decoder in order to extract watermark information. In contrast, a public (blind) 

watermarking system does not require access to the host signal in order to decode the 

watermark. The terms private and public also indicate, to a degree, the intended 

audience of watermark data transmitted through a host signal. A public system, for 

example, would typically be used to send watermarks to the end-users of a host signal, 

whereas a private watermarking system would intuitively be more secure. Private 

watermarking may not be practical for applications where a large number or volume of 

host signals are generated or for applications where watermark data is intended for a 

large number of end-users to decode. 

  

2.5 Watermarking Classifications 

Various types of watermarking techniques each with their own distinct 

properties and characteristics can be found in the watermarking literature. The 

following reviews the basic categories of watermarking schemes and provide 

descriptions for the properties that distinguish each class from the rest. A first 

classification of watermarking schemes can be organized on the basis of their 

resistance to host medium modifications. The degree of resistance of a watermarking 

method to host medium modifications is usually called robustness. Depending on the 

level of robustness offered, one can distinguish between the following categories of 

watermarking techniques:- 

 Robust: In this class, the watermarks are designed so as to resist host signal 

manipulations. Obviously, there is no watermarking scheme that can resist all types 

of modifications, regardless of their severity. As a consequence, robustness refers 

to a subset of all possible manipulations and up to a certain degree of host signal 

degradation. 

 Fragile: In this case, the watermarks are designed to be vulnerable to all 

modifications, i.e., they become undetectable by even the slightest host data 

modification. Fragile watermarks are easier to devise than robust ones and are 

usually applied in authentication scenarios. 
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  Semi fragile: This class of watermarks provides selective robustness to a certain 

set of manipulations which are considered as legitimate and allowable, while being 

vulnerable (fragile) to others. Such watermarks can also be used in authentication 

cases instead of fragile ones. In practice, all robust watermarks are essentially semi 

fragile, but in the former case, the selective robustness is not a requirement 

imposed by the system designer but rather something that cannot be avoided. 

In order to achieve a sufficient level of security, watermark embedding and 

extraction are usually controlled by a secret key K. In a way analogous to 

cryptographic systems, the watermarking schemes can be distinguished in two classes 

on the basis of whether the same key is used during embedding and extraction: 

 Symmetric or private key. In such schemes, both watermark embedding and 

extraction are performed using the same key K. 

 Asymmetric or public key. In contrast to the previous class, these watermarks can 

be extracted with a key that is different than the one that was used in the 

embedding stage [26, 27]. Actually, a pair of keys is used in this case: a private key 

to generate the watermark for embedding, and a public one for extraction. For each 

private key, many public keys may be produced. Despite their advantages over 

their symmetric counterparts, asymmetric schemes are much more difficult to 

devise. 

In terms of the information taken into account during embedding, the 

watermarking methods can be broadly classified in two categories: 

 Techniques that require that the host signal is available during the extraction phase. 

These schemes are referred to as private, non-blind. 

 Techniques that do not require the host signal (or other information about it) for 

watermark extraction. These techniques are called oblivious or blind. Due to their 

wider scope of application, blind techniques received much more attention among 

researchers. Obviously, the lack of knowledge on the original host signal makes 

blind extraction a much more difficult task than non-blind detection. Correlation-

based extraction, where the decision on the watermark presence is obtained by 
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evaluating the correlation between the watermark and the signal under investigation, 

is an approach that belongs in this category. 

2.6 Watermarking Techniques 

Images can be represented in spatial domain and or frequency domains [12]. In 

the frequency domain, images are represented in terms of their frequencies, while in 

the spatial domain images are represented by pixels. 

2.6.1 Spatial Domain Techniques: 

Simple watermarks can be embedded in the spatial domain of images by 

modifying the pixel values or the least significant bit (LSB) values. This is easy to 

implement but it is not robust enough to protect watermark information against 

different kinds of attacks such as the lossy compression. The spatial domain methods 

are applicable for fragile watermarking scheme. 

2.6.2 Frequency Domain Techniques: 

Frequency domain transfers an image to its frequency representation and the 

image is segmented into multiple frequency bands. The embedded watermark in the 

frequency domain of a signal can provide more robustness than spatial domain. It is 

strong against attacks like compression, cropping where spatial domain is not. Several 

reversible transforms like Discrete Cosine Transform (DCT), Discrete Wavelet 

Transform (DWT) can be used. Each of these transforms has its own characteristics 

and represents the image in different ways. 

1) The Discrete Cosine Transform (DCT) 

The discrete cosine transforms (DCT) is a technique for converting a signal into 

elementary frequency components. It represents an image as a sum of sinusoids of 

varying magnitudes and frequencies. With an input image, x, the coefficients for the 

output "image," y is [11]:  
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   M 1 N 1

u v

m 0 n 0

2m 1 u 2n 1 v2 2
y u,v x m,n cos cos

M N 2M 2N

 

 

   
                          (2.1) 

Where 

i   

1

2

1







                              
i 0

i 1,2,..., N 1



 
 

                                

The input image, x, is N pixels wide by M pixels high; x(m,n) is the intensity of 

the pixel in row m and column n. y(u,v) is the DCT coefficient in row u and column v 

of the DCT matrix. 

DCT domain watermarking segments the image into non-overlapping blocks of 

8x8 and applies DCT to each of the blocks which results with three frequency sub-

bands: low, mid and high frequencies in each block as shown in Figure (2.3). Much of 

the signal energy lies at low frequencies which contain the most important visual parts 

of the image, and the high frequency components are easily removed through 

compression and noise attacks. The watermark is embedded by modifying the 

coefficients of the middle frequency bands so that the visibility of the image will not be 

affected and the watermark will not be removed by compression. 

 

Figure 2.3 DCT transformation of 8x8 blocks. 

The image is reconstructed by applying inverse DCT to each block using the 

three frequency sub-bands’ coefficients including the modified coefficients according 

to Equation 2.2[11] 

   
   M 1 N 1

u v

u 0 v 0

2m 1 u 2n 1 v2 2
x m,n y u,v cos cos

M N 2M 2N

 

 

   
                              (2.2) 

DCT based watermarking techniques are more robust compared to simple 

spatial domain watermarking techniques. 
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2) The Discrete Wavelet Transforms (DWT) 

A two dimensional Discrete Wavelet Transform (DWT) is a mathematical 

formula which transforms an image from spatial domain to frequency domain. The 

DWT of an image I(m, n) is calculated by passing it through a series of filters, as 

shown in Figure 2.4 

 

Figure 2.4 DWT process. 

The samples are passed through a low pass filter, H, and a high pass filter, G. 

The signal that results out of each filter has the same number of samples as the original 

signal, so the result is a signal with double the number of samples. This is solved using 

“down sampling” in which half the samples are discarded. Down sampling is 

illustrated with the down sampling operator ↓. 

The output of the low pass filter gives the approximation coefficients; sub-band 

(LL), which are the high-scale, low frequency components whose content is the most 

important part of the signal. The output of the high pass filter gives the detail 

coefficients, sub-bands (LH, HL, and HH), which are the low-scale, high frequency 

components. This transformation is done using wavelet filters. Some common 

examples of wavelet filters are Haar Wavelet Filter, Daubechies Orthogonal Filters 

(e.g. D-4, D-6, D-8, D-10, and D-12), Daubechies Bi-Orthogonal Filters (e.g. B-5/3, B-

7/9). The process of Figure2.4 can be repeated to get a multi-level DWT. Each 

coefficient is passed through a low pass filter and a high pass filter which results in 

many components. Figure 2.5 shows the sub-bands for a 1-level and 2-level DWT. 



 Chapter 2                                     Literature Survey About Image watermarking 

 

  

 

 
 

 

01 

Watermark is embedded in one or more of these sub-bands by modifying its 

coefficients. 

 

 

 

 

 

(a) 

 

 

 

 

 (b) 

Figure 2.5(a) 1-level DWT and (b) 2-levels DWT. 

The image can be reconstructed using the four sub-bands’ coefficients including 

the modified ones by using the inverse DWT (IDWT). Wavelet reconstruction includes 

up sampling and filtering. Up sampling inserts zeros between samples to lengthen a 

signal. 

 

Characteristics of DWT with Relevance to Watermarking 
 

1. The wavelet transform decomposes the image into three spatial directions i.e. 

horizontal, vertical and diagonal. it reflects the different properties of the Human 

Visual System (HVS) more precisely. 

2. Larger the magnitude of the wavelet coefficient the more significant it is. Low 

frequency components have larger perceptual capacity compared to high frequency 

components, because they have large magnitudes and can be used to embed stronger 

watermarks. The magnitude of DWT coefficients reduces at each successive level of 

decomposition (i.e. LL2 , LL3…LLn). 

LL1 

 

HL1 

 

LH1 HH1 

LL2  HL2 HL 

LH2 HH2 

LH HH1 
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Advantages of DWT over DCT 

1. Wavelet transform reflects the HVS more closely than the DCT. 

2. Wavelet coded image is a multi-resolution description of image. Hence an image 

can be shown at different levels of resolution and can be sequentially processed 

from low resolution to high resolution. 

3. DCT is full frame transform, and hence any change in the transform coefficients 

affects the entire image except if DCT is implemented using a block based 

approach. However DWT has spatial frequency locality, which means if signal is 

embedded it will affect the image locally. Hence a wavelet transform provides both 

frequency and spatial description for an image.  

The main drawback of DWT is its computational complexity compared to DCT, it only 

takes 54 multiplications to compute DCT for a block of 8x8, unlike wavelet calculation 

depends upon the length of the filter used, which is at least 1 multiplication per 

coefficient. 

 

2.7 Performance Evaluation 

Digital watermarking systems are evaluated with respect to the mentioned four 

watermarking requirements. In general Security and capacity only studied in special 

case (secured watermarking), so the most common used two parameters are; 

Imperceptibility (visibility) and Robustness. A description of each parameter and the 

metrics used to evaluate it is illustrated in the following subsections. 

 

2.7.1 Imperceptibility (Visibility) 

The watermark signal should be imperceptible to the end user who is viewing 

the watermarked image. This means that the perceived quality of the image should not 

be distorted by the presence of the watermark and a user should not be able to 

differentiate between watermarked and original image.  

As a measure of the quality of a watermarked image, Peak Signal to Noise Ratio 

(PSNR) is used [17]. The basic idea is to compute a single number that reflects the 

quality of the watermarked image. Images with higher metrics are considered better. 
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To compute the Peak signal to noise ratio, first compute the Mean Square Error (MSE) 

[11]: 

2m 1 n 1

i 0 j 0

1
MSE I(i, j) K(i, j)

mn

 

 

                                                                                                 (2.3) 

where I  is the original image, K  is the watermarked image that contain m by n  pixels. 

The PSNR in decibels (dB) is: 

2

I I
10 10

MAX MAX
PSNR 10 log 20 log

MSE MSE

   
      

  
                                                                   (2.4) 

Here IMAX  is the maximum pixel value of the image. When the pixels are represented 

using 8 bits per sample, this is 255 

The actual value of the PSNR is not meaningful, but the comparison between 

two values for different images gives one measure of quality. The human visual system 

appears to have sensitivity thresholds. Because of this threshold, once the PSNR 

exceeds some value, the errors become undetectable to human viewers. Conversely, the 

human visual system seems to have a saturation effect as well.  Once the image quality 

falls below a certain level, the image simply looks bad. 

 

2.7.2 Robustness 

One of the most important requirements of a watermarked image is to be robust 

against several attacks. Attacks are classified into two main categories; Geometrical 

attacks and Watermark Removal attacks [28]. 

2.7.2.1 Geometrical Attacks 

Geometric attacks do not actually remove the embedded watermark itself, but 

intend to distort the watermark detector synchronization with the embedded 

information. The detector could recover the embedded watermark information when 

perfect synchronization is regained. Here are examples of the geometric attacks that 

used to evaluate the proposed algorithms:  
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(a) 

 
   

(b) (c) (d) (e) 

Figure 2.6 Original and attacked Lena image. 

 

 Rotation  

Rotates the image by a certain angle degrees, in clockwise or counter clockwise 

direction. For the image shown in Figure 2.6.a, Rotation by 60° in a counter clockwise 

direction will give the image shown in Figure 2.6.b. The image is cropped to include 

only the central portion of the rotated image and is the same size as the original image. 

 

 Cropping 

Cropping is the process of removing selected pixels from a digital image. This 

is a very common attack since in many cases the attacker is interested in a small 

portion of the watermarked object, such as parts of a certain picture. With this in mind, 

in order to survive, the watermark needs to be spread over the dimensions where this 

attack takes place. When the image shown in Figure 2.6.a is cropped from 4 corners, 

the result is shown in Figure 2.6.c.  
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2.7.2.2 Watermark Removal Attacks 
 

These attacks change the features of the image by adding or manipulating the 

values of the matrices that represent the image. Here are examples of the signals 

processing attacks that used to evaluate the proposed algorithms: 

 Gaussian White Noise 

An amount of noise of mean M and variance V is added to every part of the 

picture. This means that each pixel in the noisy image is the sum of the true pixel value 

and a random Gaussian distributed noise value, as shown in Figure 2.7. 

 

                 Figure 2.7 Random Gaussian distribution noise value. 

 

When noise of Mean = 0.0, Variance = 0.01 is added to the image in Figure2.6.a, the 

result is as shown in Figure 2.6.d. 

 

 JPEG Compression: 

This is generally an unintentional attack which appears very often in multimedia 

applications. Practically all the images that are currently being distributed via Internet 

have been compressed. Image compression is minimizing the size in bytes of a 

graphics file without degrading the quality of the image to an unacceptable level. The 

reduction in file size allows more images to be stored in a given amount of disk or 

memory space. It also reduces the time required for images to be sent over the Internet 

or downloaded from Web pages. The name JPEG stands for (Joint Photographic 

Experts Group), the name of the committee who created the standard. Image 

compression can be lossy or lossless. Images are compressed by a certain “Quality” 

http://en.wikipedia.org/wiki/Joint_Photographic_Experts_Group
http://en.wikipedia.org/wiki/Joint_Photographic_Experts_Group
http://en.wikipedia.org/wiki/Lossy_compression
http://en.wikipedia.org/wiki/Lossless_compression
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which is a number between 0 and 100; higher numbers mean quality is better (less 

image degradation due to compression). When the image in Figure 2.6.a is converted 

to JPEG with Lossy Compression and Quality = 50, the result is shown in Figure 2.6.e. 

The size of the Bmp Image was 408 KB and it becomes 35.5 KB after converting it to 

JPEG. 

 Correlation 

 

When the owner wants to check the watermark in a possibly attacked 

watermarked image; it’s important that the extracted watermark be clear and easily 

recognized. The robustness is tested by comparing the original watermark with the 

extracted one using Correlation. Normalized Correlation (NC) is a measure of 

association (strength) of the relationship between two variables (images in this case). 

The values of NC are between 0 (random relationship) to 1 (perfect linear relationship) 

or -1 (perfect negative linear relationship). This extracted watermark may or may not 

resemble the original watermark because the image might have been attacked. The 

Normalized Correlation coefficient, used for similarity measurement is defined as [12] 

2 2

ˆww

NC

ˆw w




 

                                                                                (2.5)    

Where w and ŵ  are the original and extracted watermarks respectively. A given 

watermark is detected if the normalized correlation of the extracted watermark with the 

original watermark is above a pre-specified threshold. In general, a correlation 

coefficient of about 0.75 or above is an acceptable value. PSNR also may be used to 

measure the similarity between the original and extracted watermark.  

2.8 The Proposed Watermarking Techniques 

The basic objective of this work is to obtain secured and robust watermarking 

algorithms that can defense against different kinds of attacks and in the same time did 

not degrade the quality of the watermarked image. Since using the spatial domain gives 
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fragile watermarks, it is decided to work on the transform domain and compare results 

from different transform domains to that obtained from spatial domain.  

In the proposed approach, the two dimensional fractional Fourier transform 

(2D-FracFT) will be used to give extra secret keys in embedding and extraction stages. 

These keys are the transformation angles in both X and Y directions.  

The First transform is carried out and afterwards 2D-FracFT is done to get the 

FracFT coefficients in which the watermark is embedded. The first transform can be 

discrete wavelet transform (DWT) or discrete Cosine transform (DCT) or discrete sine 

transform (DST). The watermarked image intentionally attacked with different general 

image processing attacks and the watermark will be extracted from the attacked image. 

The extracted watermark will be compared to the original watermark to find out the 

correlation factor which will justify whether the watermarking algorithm is robust or 

not. The imperceptibility of each algorithm is measured using the peak signal to noise 

ratio (PSNR) between host image and watermarked one. The proposed algorithms are 

compared to watermarking in FracFT domain. Enhancing the security of the best 

algorithm from among the proposed algorithms (DWT-FracFT is the second task done 

in that thesis. The enhanced security is achieved by embedding the watermark in a 

certain length of the FracFT coefficients and use the length and start point as extra 

secret keys without them one cannot extract the watermark. Figure 2.12 shows the 

sequence of the techniques used in this work. 

In simulation, the MATLAB 7 is used, and as a watermark, the Binary Image 

(COPYRIGHT) shown in Figure 2.13 was chosen. The size of this image is 50 x 20. 

Also the “Lena” image shown in Figure 2.14 used as host image in which the 

watermark is embedded. The size of Lena image is 512 x 512. 
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Watermarking Techniques

Transform Domain
Spatial 

Domain

DSTDCTDWT

DST-FRFTDCT-FRFTDWT- FRFTFRFT

FRFT

Secured 

FWT

 

Fig. 2.8 The Proposed approach (Thesis map). 

 

  

 

Fig. 2.9 Sample watermark. 

 

 

Fig. 2.10 Original image. 
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CHAPTER                                                  3 

Watermarking in Discrete Wavelet 

Transform Domain (DWT) 

3.1 Overview 

For any watermarking process there are basic four requirements 

(imperceptibility, robustness, security and capacity). In this thesis it is required to 

develop a robust watermarking algorithm that in the same time preserves the visual 

quality of the host image after being watermarked. Afterwards the proposed 

watermarking algorithm is required to fulfill security and capacity requirements. It was 

found that discrete wavelet transform (DWT) has its own characteristics that enable to 

develop a robust watermarking algorithm that saves the visual quality of the 

watermarked image. 

The watermarking problem in DWT can be summarized in three research 

points: 

1. Filter bank selection. 

Filter bank selection attracts attention of researcher for a while but 

finally it was shown that the difference in results obtained from 

changing the filter bank is not sufficient. Generally simplicity leads to 

robustness [29] so common wavelet mother functions such as dB2 and 

Haar always used. 

2. Sub-band selection. 

It was proven that embedding in the middle sub-band insure both 

robustness and good imperceptibility. 

3. Watermarking technique. 

Techniques used in watermarking vary and give different results 

depending on the way used to embed and extract the watermark.  
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In this work dB2 wavelet mother function was used. Embedding is done in the 

middle sub-bands HL2 and LH2. The watermarking process is done using two PN-

sequences that are used to spread the effect of every watermark pixel over the whole 

selected sub band.  

3.2 The Watermarking Algorithm  

The two– level DWT watermarking process consists of two stages, embedding 

and extraction as described below. 

3.2.1 Watermarking Embedding  

A block diagram showing the steps of embedding a watermark in a host image 

is shown in figure 3.1. 

Watermark 

reshaping
key

PN sequence 

generation
Two level DWT 

Embedding algorithm

Original 

watermark

 Host Image

IDWT

 Watermarked 

image
 

Figure 3.1 Watermark embedding algorithm. 
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3.2.2 Embedding steps: 

Step 1: The host image is transformed to Two Dimensional Discrete Wavelet 

Transform (2D-DWT) domain to obtain four non-overlapping multi 

resolution coefficient sets:
1LL ,

1HL , 
1LH and

1HH . 

Step 2: The 
1HL sub-band is transformed to DWT domain to obtain four smaller sub-

bands and 
2HL and 

2LH are chosen as shown in figure 3.2. 

LL 

 

 HL2 

LH2  

 LH HH 

Figure 3.2 Two Level DWT decomposed image. 

Step 3: Re-formulate the grey-scale watermark image into a vector of zeros and ones. 

Step 4: Generate two PN sequences of size equal to that of 2HL and 2LH . then for 

each pixel of the watermark check if it was one then don't modify 2HL and 

2LH , and if it was zero then add these PN sequences multiplied by a factor K 

to 2HL and 2LH .where K is the gain factor according to equation 3.1. 

            _X X K pn sequence                                                                            (3.1) 

Step 5: Repeat step 4 till the entire watermark pixels finished. 

Step 6: Inverse DWT to get the watermarked image. 

Step7: Compute the Peak Signal to Noise Ratio (PSNR) between the original host 

image and watermarked one to verify imperceptibility. 

To test the algorithm robustness, intentionally attack the watermarked image 

with different image processing attacks to test its robustness. 
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3.2.3 Watermark Extraction 

The block diagram showing the steps of extracting a watermark from a 

watermarked image shown in figure 3.3. The proposed DWT algorithm is a semi blind 

watermarking algorithm, as the original host image is not required to extract the 

watermark but the watermark size and the same key to generate the PN sequences are 

required.    

Watermark 

reshaping
key

PN sequence 

generation
Two level DWT 

Extraction algorithm

Original 

watermark
Attacked 

watermarked 

image

Extracted watermark 

Size 

extraction

 

Figure 3.3 Watermark extraction algorithm. 

3.2.4 Extraction steps:- 

The watermark extraction procedure is described in the following steps. 

 

Step 1: The attacked watermarked image is transformed to two level 2D-DWT and 

2HL , 2LH are chosen. 

Step 2: Initialize message vector of the same length as original watermark to ones. 
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Step 3: Regenerate the two pseudorandom sequences ( 1PN and 2PN ) using the same 

key which is used in the embedding process. 

Step 4: For each pixel of the watermark calculate the correlation factor between the 

generated two PN sequences and 
2HL and 

2LH . 

Step 5: If the average correlation is greater than a certain value, then the corresponding 

watermark bit is zero, otherwise it remains one. 

Step 6: Repeat steps 4 and 5 for each pixel in the watermark vector.  

Step 7: The watermark is reconstructed using the extracted watermark bits, and 

compute the correlation between the original and extracted watermarks to 

verify robustness. 

3.3 Performance Evaluation 

The performance of this algorithm was evaluated by studying the visibility of 

the watermarked image and the robustness of this algorithm to different kinds of 

attacks. The security and capacity are not mentioned here as watermarking in DWT 

domain does not achiever either security or capacity that is because embedding is done 

within the entire selected sub band without secret keys. The only available key in 

DWT is that used to generate the two PN sequences.   

3.3.1 Imperceptibility  

The proposed algorithm was first adjusted to give best imperceptibility under 

normal conditions (no attack) by choosing the best embedding factor that gives good 

robustness and low image degradation. Figure 3.4, shows two curves, the down going 

curve represents the degradation in watermarked image quality through the correlation 

between original host image and watermarked one. The up going curve represents the 

robustness presented in the correlation factor between original and extracted 

watermark. 
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Figure 3.4 Relation between embedding factor and correlation factor. 

It is seen that increasing embedding factor gives extra strength to the 

watermarking algorithm but in the same time it degrade the watermarked image 

quality. Choosing embedding factor equal to 4.5 gives PSNR=26.88 between original 

host image and watermarked one. This embedding factor value was chosen as it 

ensures robust watermarking against common attacks as will be shown in next 

sections. The intersection point did not give the best choice as the choice is done based 

up on performance under attacks. 
 

3.4 Results and Discussion 

The robustness of the proposed DWT algorithm was studied under different 

types of attacks listed in the next sub sections with detailed results. 
 

3.4.1 Effect of Gaussian Noise 

When adding the Gaussian Noise to the watermarked image, with fixed 

variance of 0.01 and changing the value of mean; the results of the proposed algorithm 

are shown in figures 3.5 and 3.6. The attacked watermarked image at different mean 

values is shown in Figure 3.5, and the corresponding extracted watermarks are shown in 
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Figure 3.6. The values of correlation between the Original and the extracted watermark are 

shown in Figure 3.7 

Mean=0 Mean=0.2 Mean=0.4 Mean=0.6 Mean=0.8

 
Figure 3.5 The effect of Gaussian noise for different means and a variance of 0.01 on 

watermarked image. 

Mean=0 Mean=0.2 Mean=0.4 Mean=0.6 Mean=0.8

 
Figure 3.6 The Extracted watermark under the effect of Gaussian noise for different mean and 

a variance of 0.01. 
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Figure 3.7 Correlations between original and extracted watermark under Gaussian noise for 

different means and at a variance of 0.01 attack. 
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Table 3.1 The performance under Gaussian noise of variance 0.01 and different mean. 

Mean Value 0 0.2 0.4 0.6 0.8 

Correlation 1 1 1 0.9895 0.9104 

 

From figures 3.5, 3.7 and table 3.1 it is clear that increasing the Gaussian noise 

mean value, increases the degradation that happened in watermarked image. Increased 

degradation results in difficulty to extract the watermark with perfect similarity but as 

in table 3.1 even at noise with mean value of 0.8 the correlation is 0.9104 and that is 

acceptable value.  

3.4.2 Effect of Rotation 

 

Rotate the watermarked image with different angles from 0 to 300 anti-clockwise. 

The results are shown in figures 3.8, 3.9 and 3.10. The results are listed in table 3.2. 

Angle=0 Angle=60 Angle=120 Angle=180 Angle=240 Angle=300

 
Figure 3.8 Rotated watermarked image. 

Angle=0 Angle=60 Angle=120 Angle=180 Angle=240 Angle=300

 
Figure 3.9 Extracted watermark under rotation attack. 

 

Table 3.2 Evaluation of the performance under rotation attack. 

Rotation 

Angle 

0 60 120 180 240 300 

Correlation 1 0.0307 0.0043 -0.0565 0.0016 0.0005 
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Figure 3.10 Correlations between original and extracted watermark under rotation attack. 

 

From table 3.2 and figure 3.10, it is noticed that embedding the watermark in DWT 

is not robust to rotation. At zero rotation, perfect extraction obtained but even rotation 

with small angles result in failure of extraction. That is because the proposed 

watermarking technique is pixel oriented and any disordering of the pixels by rotation 

result in failure of extraction. 

3.4.3 Effect of Cropping 

The watermarked image is cropped by different block sizes. The results are shown 

in figures 3.11, 3.12and 3.13. Table 3.3 shows the evaluation of performance under the 

effect of cropping attack. 

 

Block Size=0 Block Size=48 Block Size=96 Block Size=144 Block Size=192 Block Size=240

 
Figure 3.11 Cropped watermarked images. 
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Block Size=0 Block Size=48 Block Size=96 Block Size=144 Block Size=192 Block Size=240

 
Figure 3.12 Extracted watermark under cropping attack. 

 

Table 3.3 The evaluation of performance under Cropping attack. 

Cropping 

Percentage 

0% 18.75% 37.5% 56.25% 75% 93.75% 

Correlation 1 1 1 1 1 0.8783 
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Figure 3.13 Correlations between original and extracted watermark under cropping attack. 

 

From figures 3.12, 3.13 and table 3.3 it is noticed that the proposed algorithm 

shows good robustness against cropping attack so that at cropping percentage of 

93.75% the correlation between original and extracted watermark equal to 0.8783. the 

fact that using two PN sequences in the watermarking process make spreading to the 

effect of each watermark pixel over all the watermarked sub band. That ensures good 

extraction even with large block size cropped. 
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3.4.4 Effect of JPEG Compression 

The watermarked image is compressed using lossy compression at different Quality 

values. The results are shown in figures 3.14, 3.15 and 3.16. The results are listed in 

table 3.4. 

Quality=0 Quality=20 Quality=40 Quality=60 Quality=80 Quality=100

 

Figure 3.14 Compressed watermarked image. 

 

Quality=0 Quality=20 Quality=40 Quality=60 Quality=80 Quality=100

 
Figure 3.15 Extracted watermark under JPEG compression attack. 
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Figure 3.16 Correlations between original and extracted watermark under JPEG compression 

attack. 

Table 3.4 The evaluation of performance under JPEG Compression attack. 

Quality 

Factor 

0 20 40 60 80 100 

Correlation 0.0469 0.3329 0.8822 0.9947 1 1 
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From figures 3.15, 3.16 and table 3.4 it is noticed that the proposed DWT 

watermarking algorithm gives also good robustness against JPEG compression attack 

even at low compression quality factors.  In the proposed algorithm embedding is done 

within the middle frequencies sub bands and these sub bands are less affected by 

compression if compared to high frequency sub band and that explain the good results 

obtained in table 3.4. 

 

3.4.5 Effect of Gaussian Noise with Zero Mean and Different 

Variance Values 

The performance of the proposed algorithm under this attack is shown in figures 3.17, 

3.18 and 3.19. The results are listed in table 3.5. 

 

Variance=0.01 Variance=0.03 Variance=0.05 Variance=0.07 Variance=0.09 Variance=0.11

 

Figure 3.17 The effect of Gaussian noise with different variance and zero mean on 

watermarked image. 

 

 

Variance=0.01 Variance=0.03 Variance=0.05 Variance=0.07 Variance=0.09 Variance=0.11

 

Figure 3.18 The effect of Gaussian noise with different variance and zero mean on extracted 

watermark. 
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Figure 3.19 Correlations between original and extracted watermark under Gaussian noise of 

different variance and zero mean. 

 

Table 3.5 The performance evaluation under Gaussian noise with zero mean and 

different variance attack. 

Variance 0.01 0.03 0.05 0.07 0.09 0.11 

Correlation 1 1 0.9895 0.9364 0.9062 0.8597 

 

From figures 3.17, 3.19 and table 3.5 it is clear that increasing the Gaussian noise 

variance value, increases the degradation that happened in watermarked image. 

Increased degradation results in difficulty to extract the watermark with perfect 

similarity but as in table 3.5 even at noise with variance value of 0.11 the correlation is 

0.8597 and that is acceptable value.  
 

3.4.6 Effect of Blurring 

The effect of motion blurring attack with length equal to 9 and theta equal to 10 is 

shown in figures 3.20 and 3.21.  
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Figure 3.20 Blurred Watermarked Image. 

 

Figure 3.21 Extracted Watermark Image.  

The correlation factor between original and extracted watermark under blurring 

condition equals 0.9895 and that considered good value that proves the robustness of 

the proposed algorithm.  

 

3.4.7 Effect of Gaussian Low Pass Filter (GLPF) 

Gaussian smoothing operator is a 2D convolution operator used to smooth images 

and reduce the noise contained in an image. It uses a special kernel that represents the 

shape of a Gaussian, bell-shaped. The idea of Gaussian smoothing is to use this 2D 

distribution as a `point-spread' function, and this is achieved by convolution.  The 

effect of Gaussian Low Pass Filter on both watermarked image and extracted 

watermark image is shown in figures 3.22 and 3.23 respectively. The correlation factor 

between original and extracted watermark under Gaussian LPF condition equals 1. 
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Figure 3.22 Gaussian Low Pass Filtered Watermarked image. 

 

Figure 3.23 Extracted watermark image. 

 

3.4.8 Effect of Sharpening 

Sharpening spatial filters are used to highlight fine detail in an image or to enhance 

detail that has been blurred, either in error or as a natural effect of a particular method 

of image acquisition. The effect of Sharpening on both watermarked image and 

extracted watermark image is shown in figures 3.24 and 3.25 respectively 

 

 

Figure 3.24 Sharpened watermarked image. 

 
Figure 3.25 Extracted watermark image. 

The correlation factor between original and extracted watermark sharpening condition 

equals 1. 
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3.4.9 Effect of Median Filtering 

It is well known that in a set of ordered values, the median is the central value. Median 

filtering reduces blurring of edges. The idea is to replace the current point in the 

image by the median of the brightness in its neighbourhood  

The effect of median filtering on both watermarked image and extracted watermark 

image is shown in figures 3.26 and 3.27 respectively. 

 

 

Figure 3.26 Median Filtered Watermarked Image. 

 

Figure 3.27 Extracted Watermark Image. 

The correlation factor between original and extracted watermark median filter 

condition equals -0.7562. As mentioned Median filtering makes replacement and that 

distort the extraction process as the proposed algorithm is pixel oriented. 

3.4.10 Discussion of Results 

After testing the performance of the proposed DWT algorithm, it was noticed 

that the proposed algorithm shows good robustness against most attack except attacks 

that reorder the image pixels. The negative values of correlation imply that the 

extracted watermark is very much different from the Original watermark. Median filter 

makes reordering so as to rotation attack and the proposed algorithm cannot defense 

against them both. 
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As a conclusion the proposed DWT algorithm consider robust against common 

attack and need more enhancements to achieve robustness against reordering attacks, 

Also its imperceptibility consider good. Concerning its security it cannot be considered 

secured as anyone knows the embedding and extraction steps can extract the 

watermark. Better security can be achieved by employing the concept of Fractional 

Fourier Transform (FracFT). It is proposed to join FracFT with all common transform 

domains such as Discrete Cosine Transform (DCT) and Discrete Sine Transform 

(DST) and apply it directly to spatial domain. Then compare the robustness of these 

algorithms. In section 3.5 a brief introduction about FracFT will be given. 

3.5 Fractional Fourier Transform (FracFT) 

The fractional Fourier transform, which is a generalized form of the Fourier 

transform, has become a powerful and potential tool for time-varying and non-

stationary signal processing. As the classical Fourier transform corresponds to a 

rotation in the time-frequency plane over an angle ( / 2 ), the FracFT can be 

considered as a generalized form that corresponds to a rotation over some arbitrary 

angle. The FracFT has one more degree of freedom, when it is compared to the 

conventional FT, which is the angles in both x and y directions. 

The pth order FracFT of a signal is defined as [30] 

p
pF f x K x, u f x dx, 0 p 2
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Where p  is the order of the FracFT and   is the rotation angle.  

The relationship between p and   is p / 2   

pK x,u 
 
 

  The kernel function of the FracFT. 
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By successive applications of the forward Fourier Transform   F on the signal f(x) 

several times [30], we will obtain: 

 2 f xF f x
 

  
   

 

                                                                                                            (3.4) 

 3 f wF f x
 

  
   

 

                                                                                                          (3.5) 

 4 f xF f x
 

  
   

 

                                                                                                           (3.6) 

 

The inverse of an FracFT with an order p is the FracFT with order p according 

to the following relation: 

    p px F F f xf                                              (3.7)                                                                                                                            

 

The Discrete Fractional Fourier Transform D FracFT: 

Let  xf  be a sampled periodic signal with a period 0 ٫ the pth order (DFracFT) of 

 xf  can be obtained by using Eq.(3.8)  ٫  [30]:   
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Two Dimensional Discrete Fractional Fourier Transform 2D-FracFT: 

The forward and inverse two-dimensional discrete fractional Fourier transform (2D-D-

FracFT of the image signal are computed as [30] : 
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 Where    is the order of 2D-D- FracFT  ٫   , , , ,K p q m n K K      is the 

transform kernel٫ K ٫ Kare the one dimensional discrete fractional Fourier transform 

kernels. 
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3.5.1 Applications of the FracFT 

The FracFT has many applications in signal processing (especially optics). Here are 

some common applications: 

 Filtering in the fractional Fourier domain. 

In some signal processing applications a number of chirps have to be identified, that 

are mixed up in one signal, or a certain signal may be corrupted by chirps that is 

wanted to be eliminated. Here an algorithm to filter out a chirp with sweep rate  is 

described. 

1. Given a signal  f t  plus chirp function with sweep rate   

2. Calculate the aF   transform 

3. Multiply by a stop band filter 

4. Apply the inverse FracFT 
aF

 

Recall that the FracFT maps a chirp function (signal), from the (a = 0) domain to a 

delta function in the a-domain if a corresponds exactly to the sweep rate of the chirp. 

By the stop band filters remove the delta function as well as possible, so that step 4 

brings the filtered signal back to the original domain. 

 Signal recovery. 

Assume that a signal f(x) is to be recovered from observations g(x) which 

are given by 

   ' ' ', ( ) ( )g x D x x f x dx n x                                                                         (3.11) 

where  ',D x x is a distortion kernel and ( )n x is the noise signal. The idea is to do 

FracFT and multiply by rectangle filter then apply inverse FracFT the problem is to 

obtain the optimal rotation to be inserted. This is done by computing the filtered 
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signal for several a-values and taking the one that gives the minimal error for the 

data given.   

 Signal classification [31]. 

Using the concept of fractional convolution and fractional correlation, for more details 

on fractional convolution and fractional correlation see [31]. 

 Multiplexing. 

In today's wireless communication by mobile phones, the channel frequency 

response can be rapidly time varying, in which case the Doppler spread may not be 

neglected and cause inter-channel interference. Choosing chirp carriers instead of 

time or frequency modulation can overcome this problem. 

 Compression. 

The idea is that the extra degree of freedom given by the FracFT as 

compared to the classical FT can be used to obtain a representation of the signal in 

the time-frequency plane that is easier to compress. A trivial example is a chirp 

function which has not a simple compact representation neither in the time nor in 

the frequency domain. With an appropriate FracFT, it becomes a delta function 

which can be extremely easily represented. The problem is of course to find the 

most appropriate FracFT for this purpose. 

 Encryption. 

For the encryption of an image, one may multiply the image with a random 

phase, and then apply a 2-dimensional FracFT only the intensity of the result is 

stored. When the same set of operations is repeated with a different phase and a 

different FracFT, then the intensity and the phase of the original image can be 

recovered by a recursive procedure .The extra degree of freedom on the FracFT 

makes it more difficult to break the encrypted image. 

 Digital watermarking [31]. 

To authenticate an image, a watermark is embedded in the signal. It should 

be difficult to detect for an outsider and it should not disturb the image visually. In 
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[31] the following procedure is proposed. First perform a 2-dimensional FracFT on 

the image. Then sort the resulting coefficients and add some watermark key to a 

subsequence of the coefficients. That should be not the largest coefficients, in order 

not to disturb the image, but also not to the smallest ones, because these could be 

drowned in noise and filtered out by a noise filter. 

 Blind source separation [32]. 

The received signal is a linear combination of several uncorrelated source 

signals that have to be detected. Classically these mixing coefficients are obtained 

from a weighted correlation matrix of the mixed signal. In [32] it is proposed to 

choose these weights or window functions in appropriate FracFT domains where 

cross terms may be less apparent. 

 Tomography [33]. 

Besides optical systems, there are strong roots for fractional transforms in 

quantum mechanics. This will play a role in tomography. In this case, a plane wave is 

scattered by an object, the scattered response is measured, and the problem is to 

identify the object from that. When the wavelength is much smaller than the object 

(like X-rays in medical applications), a geometrical model can be used as is done in 

CAT (computed axial tomography). However if it concerns ultra sound waves, then 

the wavelength may become Of the same size as the object and quantum mechanical 

issues will play a role. This is called diffraction tomography. Here the FracFT can 

come in as the working horse for the analysis of the problem.  

3.6 Watermarking in the FracFT Domain. 

Most of the existing researches deal with the watermark detection in FracFT 

domain and only limited efforts are made for extraction of the watermark image in 

FracFT domain. The same procedure used for DWT watermarking will be used to 

embed and extract watermark in FracFT. 
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3.6.1 Watermark Embedding 

The transformation angles are fixed at 80˚ in both X and Y direction in the next 

chapters, the effect of transformation angles in the robustness will be studied. The 

embedding algorithm is shown in figure 3.28 followed by detailed steps: 

Watermark 

reshaping
key

PN sequence 

generation

FRFT with 

transformation 

angles α1 & α2 

Embedding algorithm

Original 

watermark

 Host Image

IFRFT

 Watermarked 

image  

Figure 3.28 Watermark embedding algorithm. 

Embedding steps: 

Step 1: The host image is transformed to Two Dimensional Fractional Fourier 

Transform (2D-FracFT) domain.  

Step 2: Re-formulate the grey-scale watermark image into a vector of zeros and ones. 

Step 3: Generate a PN sequences of size equal to that of obtained FracFT coefficients 

and for each pixel of the watermark check if it was one, don't modify the 

coefficients, and if it was zero, add the PN sequence multiplied by a factor K 

to FracFT coefficients .where K is the gain factor according to equation 3.1. 
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           _X X K pn sequence                                                                           (3.12) 

Step 4: Repeat step 3 till the entire watermark pixels finished. 

Step 5: Inverse FracFT to get the watermarked image. 

Step6: Compute the Peak Signal to Noise Ratio (PSNR) between the host image and 

watermarked one to verify imperceptibility. 

To test the algorithm robustness, intentionally attack the watermarked image with 

different image processing attacks to test its robustness. 

 

3.6.2 Watermark Extraction 
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Figure 3.29 Watermark extraction algorithm. 
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Extraction steps: 

The watermark extraction algorithm is described in the following steps. 

Step 1: The attacked watermarked image is transformed to two level 2D- FracFT. 

Step 2: Initialize message vector of the same length as original watermark to ones. 

Step 3: Regenerate the two pseudorandom sequences using the same key which is used 

in the embedding process. 

Step 4: For each pixel of the watermark calculate the correlation factor between the 

generated PN sequence and the obtained FracFT coefficients. 

Step 5: If the average correlation is greater than a certain value, then the corresponding 

watermark bit is zero, otherwise it remains one. 

Step 6: Repeat steps 4, 5 and 6 for each pixel in the watermark vector.  

Step 7: The watermark is reconstructed using the extracted watermark bits, and the 

correlation between the original and extracted watermarks is calculated to 

verify robustness. 

3.6.3 Embedding Factor Selection 

The proposed algorithm was first adjusted to give best imperceptibility under 

normal conditions (no attack) by choosing the best embedding factor that gives good 

robustness and low image degradation. Figure 3.30 shows two curves, the down going 

curve represent the degradation in watermarked image quality through the correlation 

between original host image and watermarked one. The up going curve represent the 

robustness through the correlation factor between original and extracted watermark. 

As mentioned in DWT case the intersection point not always give the best choice as 

the choice is done based up on performance under attacks. So figure 3.30 only show 

the effect of embedding factor K. by chance the intersection point here also gives best 

performance under attacks.  
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Figure 3.30 Relation between embedding factor and correlation factor. 

Chose embedding factor k = 1.5, since increasing embedding factor gives extra 

strength to the watermarking algorithm but in the same time it degrade the 

watermarked image quality. Choosing embedding factor equal to 1.5 gives 

PSNR=27.39 between original host image and watermarked one. This embedding 

factor value was chosen as it ensures robust watermarking against common attacks as 

will be shown in next sections. 

3.7 Performance under Different Attacks 

The performance of the proposed algorithm (from the view of robustness) under 

different attacks will be studied to verify its robustness. The obtained results will be 

compared with that of watermarking in DWT. Concerning the other good performance 

requirements it was found that security of watermarking in FracFT is improved as the 

transformation angles are being used as secret keys. Concerning capacity it is still the 

same. 
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3.7.1 Effect of Gaussian Noise 

 
In this attack, fixed the value of the variance to 0.01 and changed the value of 

mean; the attacked watermarked image at different values of the mean is shown in 

Figure 3.31. And the corresponding extracted watermarks are shown in Figure 3.32. The 

values of correlation between the Original and the extracted watermark are shown in Figure 

3.33 

Mean=0 Mean=0.2 Mean=0.4 Mean=0.6 Mean=0.8

 
Figure 3.31 The effect of Gaussian noise of different mean and 0.01 variance on watermarked 

image. 

Mean=0 Mean=0.2 Mean=0.4 Mean=0.6 Mean=0.8

 
Figure 3.32 The extracted watermark under effect of Gaussian noise different mean and 0.01 

variance. 
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Figure 3.33 Correlations between original and extracted watermark under Gaussian noise 

different mean and 0.01 variance attack. 
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Table 3.6 The performance under Gaussian noise of variance 0.01 and different mean. 

Mean Value 0 0.2 0.4 0.6 0.8 

Correlation 0.9410 0.8900 0.8745 0.8251 0.7705 

 

From table 3.6 it is clear that increasing the Gaussian noise mean value increase 

the degradation that happen in the host image. If the degradation reaches a certain 

point, the watermark may be completely distorted and could not be extracted. 

Concerning the results shown in table 3.6 even at Gaussian noise of mean 0.8 the 

correlation factor between original and extracted watermark still over 0.75 and that 

value is accepted threshold. 

 

3.7.2 Effect of Rotation 

 
Rotate the watermarked image by different angles from 0 to 300 anti-clockwise. 

The results are shown in table 3.7. 

 

Table 3.7 The evaluation of the performance under rotation attack. 

Rotation 

Angle 

0 60 120 180 240 300 

Correlation 0.9693 -0.1008 -0.0149 -0.0761 -0.0129 -0.0345 

 

It is noticed that embedding the watermark in FracFT was not robust to rotation attack 

as the algorithm used is pixel oriented and any re ordering I the pixels position destroy the 

watermark. 

 

3.7.3 Effect of Cropping 

 
The watermarked image is cropped by different block sizes. The obtained results are 

shown in figures 3.34, 3.35 and 3.36, and the results are listed in table 3.8. 
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Block Size=0 Block Size=48 Block Size=96 Block Size=144 Block Size=192 Block Size=240

 
Figure 3.34 Cropped watermarked image. 

 

 

Block Size=0 Block Size=48 Block Size=96 Block Size=144 Block Size=192 Block Size=240

 
Figure 3.35 Extracted watermark under cropping attack. 
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Figure 3.36 Correlations between original and extracted watermark under cropping attack. 

 

Table 3.8 The evaluation of the performance under Cropping attack. 

Block Size 0 18.75% 37.5% 56.25% 75% 93.75% 

Correlation 0.9693 0.9062 0.7907 0.6214 0.5122 0.3100 

 

It is noticed that the proposed algorithm show good robustness against small percentage of 

cropping. If the percentage of cropping exceeds 40% the extracted watermark is destroyed. 
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3.7.4 Effect of JPEG Compression 

Compress the watermarked image using lossy compression at different Quality values. 

The obtained results are shown in figures 3.37, 3.38 and 3.39, the results are listed in table 

3.9. 

Quality=0 Quality=20 Quality=40 Quality=60 Quality=80 Quality=100

 

Figure 3.37 Compressed Watermarked Image. 

Quality=0 Quality=20 Quality=40 Quality=60 Quality=80 Quality=100

 
Figure 3.38 Extracted Watermark Under JPEG Compression Attack. 
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Figure 3.39 Correlations Between Original and Extracted Watermark Under JPEG 

Compression Attack. 

Table 3.9 The evaluation of the performance under JPEG Compression attack. 

Quality 

Factor 

0 20 40 60 80 100 

Correlation 0.0585 0.4141 0.5632 0.6959 0.9104 0.9645 
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From table 3.9 it is noticed that the proposed FracFT watermarking algorithm gives 

good robustness against JPEG compression attack only at high quality factor. The fact 

that the watermark is speeded over the whole image makes the effect of the JPEG 

compression attack sever on the extracted watermark. 

 

3.7.5 Effect of Gaussian Noise with zero Mean and Different 

Variance Values 

The performance of the proposed algorithm under this attack is shown in figure 3.40, 

3.41 and 3.42, and results listed in table 3.10. 

 

Variance=0.01 Variance=0.03 Variance=0.05 Variance=0.07 Variance=0.09 Variance=0.11

 

Figure 3.40 The effect of Gaussian noise of different variance and zero mean on watermarked 

image. 

 

Variance=0.01 Variance=0.03 Variance=0.05 Variance=0.07 Variance=0.09 Variance=0.11

 

Figure 3.41 The effect of Gaussian noise of different variance and zero mean on extracted 

watermark. 
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Figure 3.42 Correlations between original and extracted watermark under Gaussian noise of 

different variance and zero mean.  

 

Table 3.10 The performance evaluation under Gaussian noise with zero mean and 

different variance attack. 

Variance 0.01 0.03 0.05 0.07 0.09 0.11 

Correlation 0.9189 0.8351 0.7650 0.7095 0.6850 0.6321 

 

From figures 3.41, 3.42 and table 3.10 it is clear that increasing the Gaussian noise 

variance value, increases the degradation that happened in watermarked image. 

Increased degradation results in difficulty to extract the watermark with perfect 

similarity.  

Table 3.11 summarizes the comparison between watermarking in DWT and 

watermarking in FracFT under common attacks:- 
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Table 3.11 The performance evaluation Different attack. 

Attack Watermarking in DWT Watermarking in FracFT 

Salt and  Pepper noise with 

10% density 

0.9947 0.8489 

Speckle noise of variance 

10% 

0.9947 0.8597 

Poisson noise 1   0.9596 

Gaussian noise of variance 

0.01 and mean 0.6 

0.9895 0.8251 

JPEG Compression Q=60 0.9947 0.6959 

Gaussian noise of variance 

0.11 and mean 0 

0.9021 0.6321 

Rotation angle 240 0.0016 -0.0129 

Cropping with Block Size 

144×144 

1 0.6214 

 From table 3.11 and the proceeding detailed results that watermarking in DWT  

showed better robustness than that in FracFT  and that is under all attacks. 

 Both watermarking in DWT and FracFT not robust against rotation attack as it 

make re ordering of the pixels and the proposed algorithm is pixel oriented. 

 In the same time watermarking in FracFT has one more advantage than that in 

DWT which is the transformation angles is being used as secret keys to achieve 

good security. 
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  The idea of gathering the good features of both transform domains in one 

watermarking algorithm that is robust and secured was introduced. 

In next chapter the cascaded DWT FracFT watermarking algorithm will be 

studied also cascading FracFT with other transform domains will be studied. 

3.8 Discussion 

This chapter presents the main procedure that is used in watermarking and test 

it in DWT domain and FracFT domain and showed that watermarking in DWT is more 

robust than that in FracFT under different types of attacks, but at the same type 

security is achieved in a better way in FracFT. 
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CHAPTER                                                  4 

Watermarking in Joint Transform 

Domains 

4.1 Overview 

In this chapter, a comparative study between jointing Fractional Fourier 

Transform with different transform domains such as Discrete Cosine Transform 

(DCT), Discrete Sine Transform (DST) and (DWT) is presented. These joint 

transforms are compared together with applying FracFT directly in spatial domain. 

The idea of jointing two transforms was introduced as a mean to enhance 

robustness of the watermarking algorithm. depending on the fact that using two 

transform domains can utilizes the attractive features of both transforms, and thus 

meets the imperceptibility and robustness requirements of digital image watermarking. 

Also combined transforms could compensate the drawbacks of each other, resulting in 

effective watermarking. 

Jointing FracFT with another transform domain not only to improve robustness, 

but also to use extra keys of security (transformation angles) in FracFT to enhance the 

overall security of the watermarking algorithm. First each joint transform is adjusted to 

give its best performance under no attack using the controlling factors (embedding 

factor and threshold) then compare their performance under different common image 

processing attacks. 

4.2 The Proposed Watermarking Algorithms. 

Start the watermarking process by applying the first transform, which could be 

DCT, DST or DWT, to the host image, and afterwards performing the FracFT to the 

transformed image. In case of DWT, the agreement adopted by many DWT-based 
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watermarking methods, is to embed the watermark in a middle frequency sub-bands 

XHL and 
XLH  , which is better in perspective of imperceptibility and robustness.  

Consequently, the sub-bands 
2HL and 

2LH are chosen to be transformed to 

FracFT domain. The watermark embedding and extraction algorithms are illustrated in 

Figure 4.1 (a and b) followed by a detailed explanation. For simplicity, the DWT-

FracFT watermarking algorithm is considered in the next steps. 
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(a) Embedding algorithm.                                        (b) Extraction algorithm. 

   Figure 4.1 Watermarking process  

 

4.2.1 Embedding Steps 

Step 1: The host image is transformed to Two Dimensional Discrete Wavelet 

Transform (2D-DWT) domain to obtain four non-overlapping multi 

resolution coefficient sets: 1LL , 1HL , 1LH and 1HH . 

Step 2: The 1HL sub-band is transformed to DWT to obtain four smaller sub-bands. 

Chose 2HL and 2LH . 
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Step 3: The selected sub-bands are transformed to Two Dimensional Fractional 

Fourier (2D-FracFT) with angles
1  and 

2  in the X and Y directions. 

Step 4: Re-formulate the grey-scale watermark image into a vector of zeros and ones. 

Step 5: Generate two PN sequences of size equal to that of the 2HL and 2LH  sub-

bands and for each pixel of the watermark check if it was one, don't 

modify
2HL and 

2LH , and if it was zero, add these PN sequences multiplied by 

a factor K to 
2HL and 

2LH .where K is the gain factor. 

Step 6: Repeat step 5 untill the entire watermark pixels finished. 

Step 7: Inverse the FracFT with angles 
1   and 

2  . Then, inverse the DWT. 

Step 8: Compute the PSNR between the original host image and watermarked one. 

To test the algorithm robustness, intentionally attack the watermarked image    

with noise, cropping, compression etc. 

 

The watermark extraction algorithm is to be described in the following steps. 

The joint DWT-FracFT algorithm is a semi blind watermarking algorithm as the 

original host image is not required to extract the watermark but the watermark size and 

the same key to generate the PN sequences are needed.  

 

4.2.2 Extraction Steps   

Step 1: The attacked watermarked image is transformed into two level 2D-DWT and 

the 2HL , 2LH  sub-bands are chosen. 

Step 2: The selected sub-bands are transformed to 2D-FracFT with the same angles 1  

and 2  in the X and Y directions respectively. 

Step 3: Initialize message vector of the same length as original watermark to ones. 

Step 4: Regenerate the two pseudorandom sequences ( 1PN and 2PN ) using the same 

key which is used in the embedding process. 

Step 5: For each pixel of the watermark calculate the correlation factor between the 

generated two PN sequences and 2HL and 2LH . 

Step 6: If the average correlation is greater than a certain value, then the corresponding 

watermark bit is zero, otherwise it remains one. 

Step 7: Repeat steps 4, 5 and 6 for all pixels in the watermark vector.  
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Step 8: The watermark is reconstructed using the extracted watermark bits, and 

compute the similarity and PSNR between the original and extracted 

watermarks. 

The same procedure can be repeated for either DCT or DST transformed 

images. The results for DWT-FracFT, DCT-FracFT, DST-FracFT and that of applying 

FracFT directly on the spatial domain image are compared to demonstrate the 

robustness of the proposed algorithm. The main strength offered by transform domain 

techniques is that they can take advantage of special properties of alternate domains to 

address the limitations of the spatial domain or to support additional features. 

 

4.3 Performance Evaluation 

The performance of the proposed algorithms was evaluated by studying the 

imperceptibility of the watermarked image and the robustness of these algorithms to 

different kinds of attacks. As mentioned before the security of the proposed algorithm 

is limited to the transformation angles in both X and Y directions and capacity still 

limited to one watermark per host image. The security and capacity of the proposed 

algorithm do not affected by attacks, and then the performance of the proposed 

algorithms will be judged through robustness and imperceptibility only. 

4.3.1 Imperceptibility  

The proposed algorithms were first adjusted to give the best imperceptibility 

under normal conditions (no attack) by choosing the best embedding factor that gives 

good robustness and low image degradation. Figure 4.2 (a), (b), (c) and (d) show two 

curves, the down going curve represent the degradation in watermarked image quality 

through the correlation between original host image and watermarked one. The up 

going curve represent the robustness through the correlation factor between original 

and extracted watermark. 
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(a) DWT-FracFT (b) DCT-FracFT 
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(c) DST-FracFT (d) FracFT 

 

Figure4.2 The relation between the embedding factor K and the correlation factor (a) in 

DWT-FracFT, (b) DCT-FracFT, (c) DST-FracFT and (d) FracFT. 

 

In Figure 4.2, chose k=4.5 for DWT-FracFT, k=1.5 for DCT-FracFT and 

FracFT and chose k=15 for DST-FracFT. The point where the two curves intercept not 

necessary to be the best choice for the embedding factor as the best value for 
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embedding factor is chosen depending on the performance under attacks. For example, 

the curve on figure 4.2 (a) show that at K= 0.5 to 5 the correlation factor between 

original and extracted watermark is 1. This mean that k = 0.5 gives the required 

robustness under no attacks but if the proposed algorithm with k =0.5 is tested under 

attacks the robustness will not be perfect any more. So k=1.5 is chosen and it is 

noticed that for larger values of K than 1.5 the improvement in robustness under 

attacks will be small and in the same time the watermarked image will have more 

degradation. So the chosen values give good imperceptibility and robustness against 

attacks. In all the proposed algorithms FracFT with transformation angles of 80˚ in 

both X and Y direction corresponding to transformation order of 0.8889 in both X and 

Y direction are used. These values are used as secret keys. The results for Peak Signal 

to Noise Ratio PSNR between original host image and watermarked image and 

correlation factor between original and extracted watermark are given in table 4.1. 

 

Table 4.1 The PSNR and Correlation factor for different algorithms. 

Metric DWT - FracFT DCT - FracFT DST - 

FracFT 

FracFT 

Watermarked 

image 

    

PSNR (dB) +26.88 +27.39 +24.06 +27.39 

Extracted 

watermark 

 
   

Correlation 1 0.9787 0.9844 0.9693 

 

4.4 Results and Discussion 

The robustness of the proposed algorithms under different types of attacks were 

studied with detailed results listed in tables (4.2 to 4.7). 
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4.4.1 Effect of Gaussian Noise 

When adding the Gaussian Noise to the watermarked image, fix the value of the 

variance to 0.01 and changed the value of mean; the results of the proposed algorithms 

are shown in figure 4.3.a. The attacked watermarked image at different values of the 

mean and corresponding extracted watermark is shown in Figure 4.3.b. figures of 

DWT-FracFT are shown as example. 

Mean=0 Mean=0.2 Mean=0.4 Mean=0.6 Mean=0.8

 

(a) Attacked watermarked image. 

 

(b) Extracted watermark. 

Figure 4.3 The performance of DWT-FracFT algorithm under Gaussian noise attack with 

different mean values and variance (0.01).  

 

Table 4.2 The performance of the proposed algorithms under Gaussian noise attack with 

different mean values and variance (0.01). 

Mean value DWT - FracFT DCT - FracFT DST - FracFT FracFT 

0 1 0.9626 0.9438 0.9320 

0.2 1 0.7188 0.7082 0.9275 

0.4 1 0.3600 0.4723 0.8670 

0.6 0.9895 0.3403 0.3335 0.8154 

0.8 0.9104 0.1408 0.1408 0.7311 

 

The detailed results of the proposed algorithms under this attack are listed in table 4.2 

and shown in figure 4.4. it is clear that DWT-FracFT gives the best performace. 

 

Mean=0 Mean=0.2 Mean=0.4 Mean=0.6 Mean=0.8 
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Figure 4.4 The performance of the proposed algorithms under Gaussian noise attack with 

different mean values and variance (0.01). 

 

4.4.2 Effect of Rotation 

Rotate the watermarked image with different angles from 0 to 300 anti-clockwise. 

The results were as shown below in figure 4.5. 

 

(a) Attacked watermarked image. 

 

 

(b) Extracted watermark. 

Figure 4.5 The performance of DWT-FracFT algorithm under rotation attack. 

 

The detailed results of the proposed algorithms under this attack are listed in table 4.3. 

as the same embeddin technique (which is pixel oriented) is used for all the propose 

algorithms, so it is predected that they all suffer severly from any attack that re order the 

pixels and that is shown in table 4.3. 
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Table 4.3 The performance of the proposed algorithms under rotation attack. 

Rotation angle DWT - FracFT DCT - FracFT DST - FracFT FracFT 

60 0.0325 -0.0672 0.0264 -0.1008 

120 0.000624 -0.0573 0.0469 -0.0149 

180 -0.0684 0.0077 -0.0042 -0.0761 

240 0.0300 -0.0557 0.0371 -0.0129 

300 0.0122 -0.0542 0.0029 -0.0345 

 

 

4.4.3 Effect of Cropping 

The watermarked image is cropped by different block sizes. The obtained results are shown in 

figure 4.6. 

 
)a) Attacked watermarked image. 

 
(b) Extracted watermark. 

 

Figure 4.6 The performance of DWT-FracFT algorithm under cropping attack with different 

block size. 

 

The detailed results of the proposed algorithms under this attack are listed in table 4.4. 

From table 4.4 it is clear that all the proposed alorithm give accepted performance under 

cropping attack except FracFT but the joint transform that can defence against sever cropping 

attack is DWT-FracFT. 
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Table 4.4 The performance of the proposed algorithms under cropping attack. 

Cropping 

percentage 

DWT - FracFT DCT - FracFT DST - FracFT FracFT 

0 1 0.9787 0.9844 0.9693 

18.75% 1 0.9633 0.9743 0.9062 

37.5% 1 0.9423 0.9638 0.7907 

56.25% 1 0.8354 0.9221 0.6214 

75% 1 0.6742 0.8197 0.5122 

93.75% 0.8783 0.3313 0.4337 0.3100 
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Figure 4.7 The performance of the proposed algorithms under Cropping attack with different 

block sizes. 

 

4.4.4 Effect of JPEG Compression 

Compresse the watermarked image using lossy compression at different Quality values. 

The obtained results shown in figure 4.8. 

The detailed results of the proposed algorithms under this attack are listed in 

table 4.5. it is clear that DWT-FracFT gives best correlation between origial and 

extracted watermark even at low compressio quality factor. This is due to the fact that 

embedding is carried out in the middle frequancy sub-band which is less affected by 

compression attack. 
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(a) Attacked watermarked image. 

 

(b) Extracted watermark. 

Figure 4.8 The performance of DWT-FracFT algorithm under JPEG Compression attack 

with different quality factor. 

 

Table 4.5 The performance of the proposed algorithms under JPEG Compression attack. 

Quality factor DWT - FracFT DCT - FracFT DST - FracFT FracFT 

0 0.0469 -0.0205 0.0140 0.0585 

20 0.3329 0.2004 0.1250 0.4141 

40 0.8822 0.3381 0.3067 0.5632 

60 0.9947 0.4528 0.4460 0.6959 

80 1 0.9165 0.7750 0.9104 

100 1 0.9787 0.9844 0.9645 
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Figure 4.9 The performance of the proposed algorithms under JPEG Compression attack with 

different Quality factor. 
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4.4.5 Effect of Gaussian Noise with Zero Mean Different Variance 

values 

In this attack use Gaussian noise of mean equal zero and different values for 

variance ranging from 0 to 0.1, its effect on watermarked image and extracted 

watermark is shown in figure 4.10. 

The detailed results of the proposed algorithms under this attack are listed in table 4.6. 

Variance=0.01 Variance=0.03 Variance=0.05 Variance=0.07 Variance=0.09 Variance=0.11

 

(a) Attacked watermarked image. 

Variance=0.01 Variance=0.03 Variance=0.05 Variance=0.07 Variance=0.09 Variance=0.11

 

(b) Extracted watermark. 

Figure 4.10 The performance of DWT-FracFT algorithm under Gaussian noise of different 

variance values and mean =0. 
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Table 4.6 The performance of the proposed algorithms under Gaussian noise attack with 

different variance values and mean=0. 

Variance value  DWT - FracFT DCT - FracFT DST - FracFT FracFT 

0.01 1 0.9787 0.9438 0.9189 

0.03 1 0.9486 0.8824 0.8350 

0.05 0.9895 0.8514 0.7959 0.7677 

0.07 0.9364 0.8742 0.7698 0.6959 

0.09 0.9062 0.7798 0.7073 0.7049 

0.11 0.8597 0.7468 0.5824 0.6357 
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Figure 4.11 The performance of the proposed algorithms under Gaussian noise attack with 

different mean values and variance (0.01) 

 

 For comparison table 4.7 summarize the performance evaluation of the 

peoposed algorithms under different mentioned attacks and other attacks such as 

motion blurring, Gaussian LPF, median filter, salt and pepper noise and sharpening . 
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Table 4.7 The performance of the proposed algorithms under different attacks. 

Attack DWT - 

FracFT 

DCT - FracFT DST - FracFT FracFT 

No attack 1 0.9787 0.9844 0.9693 

Gaussian noise with 

variance 9% and mean 0 

0.9410 0.7798   

Gaussian noise with mean 

of 0. 4 and variance 0.01 

1 0.3600 0.4723 0.8670 

Salt and pepper noise with 

variance 10% 

0.9947 0.9024 0.8725 0.8489 

JPEG 

compression 

QF=60 0.9947 0.4528 0.4460 0.0.6959 

QF=80 1 0.9165 0.7750 0.9104 

Cropping Block size 

=96 

1 0.9423 0.9638 0.7907 

Block size 

=192 

1 0.6742 0.8197 0.5122 

Motion blurring Len=9 

Theta=10 

0.9895 0.0936 0.1309 -0.0290 

Gaussian Low pass Filter 1 0.6044 0.7872 -0.0270 

Sharpening  1 1 1 -0.0284 

Median filter -0.7562 0.1188 0.1637 -0.0060 

Rotation 60 degree 0.0325 -0.0672 0.0264 -0.1008 
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4.4.6 Discussion of Results 

The proposed algorithms give more security over the traditional single 

transform algorithms by using FracFT angles in both directions as extra keys. As a 

result, it is impossible to inverse the FracFT without prior information about these 

angles. From Table 1, it is found that in normal case (no attack) each algorithm is 

adjusted to give best imperceptibility and robustness.  It is noticed that DWT FracFT 

gives highest correlation between original and extracted watermark, also its 

imperceptibility is still high. After pre-processing with different common image 

processing attacks, from tables (4-7) it is found that DWT FracFT gives the best 

robustness under most attacks (cropping, JPEG compression, Gaussian noise addition 

and salt and pepper noise, Gaussian low pass filtering, motion blurring and 

sharpening). This robustness arises from the idea that the larger the magnitude of the 

wavelet coefficient the more significant it is to embed stronger watermarks. 

All the proposed algorithms couldn’t defence against rotation attack as it 

rearrange the image pixels. also it's clear that the proposed algorithms were not robust 

against median filtering as it also make reordering of the pixels and that is the same 

problem found with rotation attack. Because the proposed watermarking technique 

may be considered pixel oriented one so any re ordering of the pixels destroy the 

watermark. This problem can be solved employing defensive techniques against 

geometrical attack in general such as template based watermarking [34], and 

invariance-domain-based watermarking methods [35]. 

4.5 Discussion 

In this chapter comparative study between cascading FracFT with DWT, DCT, 

and DST was done. Also results were compared to this of applying FracFT directly to 

image in spatial domain. To enhance the security of the proposed algorithms FracFT 

was used and transformation angles were used as secret keys of the watermarking 

process. The robustness of the proposed algorithms was tested under different attacks 

and it is found that DWT-FracFT gave the best robustness, so in the next chapter, will 

try to improve security of DWT-FracFT and capacity and will see the cost paid to get 

these enhancements in watermarking requirements.  
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CHAPTER                                                 5 

Secured Image Watermarking in 

Fractional Wavelet Domain 
 

5.1    Overview 

After showing that cascading FracFT with DWT gives best robustness among the 

tested joint algorithms, it is required to obtain more secured watermarking scheme in this 

joint transform domain which may simply call it Fractional Wavelet Transform (FWT). The 

proposed algorithm has three level security structure represented in: 

1. The image used to generate the two PN sequences. 

2. The FracFT transformation angles in both X and Y directions, and 

3. The length of FracFT coefficients to be watermarked and their start point. 

The enhancement that is carried out here is to embed the watermark in certain length 

of the FracFT coefficients and use this length as secret key. Embedding in predetermined 

length not only will improve security but also will enhance the capacity of the proposed 

algorithm as it enable to embed more than one watermark at different positions and with 

different lengths. 

In this chapter, the mentioned algorithm will be carried out and will be tested to verify 

its improved security and robustness under different common image processing attacks. 

5.2 The Proposed Algorithm 

The embedding and extraction procedures are shown in figure 5.1. there are three 

assumptions necessary for successful embedding and extraction of the watermark:- 

1. The watermark image to be embedded is a binary image. 

2. The key used to initialize the pseudo-random noise (PN) sequence generator is available 

during embedding as well as the extraction process. 

3. The watermark size is known at the extraction phase. 
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Read the host object and apply 

2D-DWT 

Apply 2D-FRFT on the selected 

mid bands
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F1=F1+K*PN_h
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(a) Embedding algorithm. 
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Read the attacked 

watermarked image and apply 

2D- DWT

Apply 2D-FRFT to the selected 

sub bands

Define the length and start of 

watermarked coefficients F1 & F2

key

Generate two PN 

sequences of size = size of 

F1 & F2 

For every watermark pixel calculate the correlation factor between 

F1 & F2 and the corresponding PN-sequances

Average 

correlation> 

threshold 

The watermark bit is 

zero

The watermark bit is 
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Reshape the extracted watermark

YESNO

YES

NO

 

(b) Extraction algorithm. 

Figure 5.1 Secured watermarking process. 

 

5.2.1 Embedding Steps 

Considering figure 5.1, the embedding procedure can be summarized in the following 

steps:- 

Step 1: The host image is transformed to 2D-DWT domain to obtain four non-overlapping 

multi resolution coefficient sets: 1LL , 1HL , 1LH and 1HH . 
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Step 2: The 
1HL sub-band is transformed to DWT to obtain four smaller sub-bands and 

2HL and 
2LH sub-bands are chosen. 

Step 3: The selected sub-bands are transformed to 2D-FracFT with 
1  and 

2  in both x and 

y directions. 

Step 4: Define the length of FracFT coefficients to be used to embed the watermark; also 

define the start point for these coefficients and call these lengths F1 and F2. 

Step 5: Re-formulate the binary watermark image into a vector of zeros and ones. 

Step 6: Generate two PN sequences of size equal to that of F1 and F2 and for each pixel of 

the watermark check if it was one, don't modify F1 and F2, and if it was zero, add 

these PN sequences multiplied by a factor K to F1 and F2. 

Step 7: Repeat step 6 till the entire watermark pixels finished. 

Step 8: Reinsert modulated F1 and F2 in their right places and apply inverse transforms 

IFracFT with angles - 1  and - 2  followed by IDWT to obtain the watermarked 

image. 

Step 9: Calculate the correlation and peak signal to noise ratio (PSNR) between original and 

watermarked image to verify imperceptibility.  

 

The proposed FWT algorithm is a semi blind watermarking algorithm, and thus the 

original host image is not required to extract the watermark but it need the watermark size 

and the same key to generate the PN sequences. To test the robustness of the algorithm, 

intentionally attack the watermarked image with noise, cropping, compression, etc. then try to 

extract the watermark from the attacked watermarked image.  

 

5.2.2 Extraction Steps 

The watermark extraction procedure is described in the following steps. 

Step 1: The attacked watermarked image is transformed to 2D-DWT and the 2HL , 2LH are 

chosen. 

Step 2: The selected sub-bands are transformed to 2D-FracFT with the same angles 1  and 

2  in both x and y directions and find out F1 and F2. 

Step 3: Initialize a vector of ones of size equal to that of watermark image vector. 

Step 4: Generate two PN sequences of the same size as F1 and F2 using the same key. 
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Step 5: For each pixel of the watermark calculate the correlation factor between the two 

generated PN sequences and F1 and F2.  

Step 6: Calculate the average correlation and if it was greater than a certain threshold then the 

corresponding pixel was zero otherwise let the watermark pixel value one as it. 

Step 7: Repeat steps 4, 5 and 6 for each pixel in the watermark vector. 

Step 8: Reshape the extracted watermark and calculate the correlation factor between original 

and extracted watermark to verify robustness under different attacks. 

Step 9: Repeat the above procedure without knowing either the length or the start point of 

embedding to verify the security of the proposed algorithm.  

 

5.3 Results and Discussion 

At the beginning did not change the value of the embedding factor as it was set to the 

same value used in the DWT-FracFT algorithm (K=4.5) and begin work by studying the 

effect of the length of coefficients to be watermarked and their position. Change the length 

from 1000 coefficients to 9000 coefficients and tried their position once at the beginning and 

once in the middle or at the end, the results for PSNR and Correlation are listed in table 5.1. 

As it is clear from the table 5.1 that increasing the length of coefficients to be 

watermarked decreases the similarity between original and watermarked image at the same 

time it improves the similarity between the original and the extracted watermark. In the 

proposed algorithm uses 9000 coefficients at the middle of the selected sub-bands FracFT 

coefficients. 

 

Table 5.1 The effect of watermarked coefficients length and their position. 

Number of 

coefficients 

Metrics In the beginning In the middle At the end 

1000 PSNR 

Correlation 

39.15 

0.7095 

38.80 

0.7455 

39.74 

0.6970 

3000 PSNR 

Correlation 

34.47 

0.9410 

34.35 

0.9455 

34.64 

0.9320 

5000 PSNR 

Correlation 

32.10 

1 

32.05 

1 

32.22 

0.9895 

9000 PSNR 

Correlation 

29.63 

1 

29.59 

1 

29.70 

1 
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After choosing the length of the coefficients and their position, chose new embedding 

factor K that ensure good robustness of the proposed algorithm. Also change the 

transformation angles in both X and Y directions respectively to enhance the performance of 

the proposed algorithm. The new values are K= 7.5 and transformation angles are 75.6 º and 

74.7º in both X and Y directions corresponding to transformation order of 0.84 and 0.83 these 

values were chosen after many trials to get the best and these new controlling factors values 

gives PSNR of +31.15 dB between original and watermarked image and correlation factor 

between original and extracted watermark of 1 under no attack. 

Let’s study the improved security in two cases: 

 Case 1: 

Assume any one knows the embedding and extraction steps but don't know either the 

length or the start point, so he will generate a PN sequence of length equal to the whole 

FracFT coefficients of the selected sub-band. In this case the correlation factor between 

original and the extracted watermark will be -0.0023. 

 Case 2: 

Assume any one knows the embedding and extraction steps and the length of 

coefficients to be watermarked but don't know the start point and assume just one coefficient 

shift from the true start this gives correlation factor between original and extracted watermark 

of -0.0132. 

After the enhance security was verified, the performance of the proposed algorithm 

under common image processing attack is tested and compared to the DWT-FracFT 

algorithm presented in chapter four. As security and capacity did not affected by attacks so 

the robustness and imperceptibility only will be studied under these attacks. 

 

5.3.1 Cropping Attack 

The results for performance under cropping attack of ratios 25%, 50% and 75% are 

listed in table 5.2. 

Table 5.2 The effect of cropping attack. 

Percentage of cropping Proposed secured FWT DWT - FracFT 

25% 1 1 

50% 0.9947 1 

75% 0.9320 0.9743 
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5.3.2 Different Forms of Noise Attack 

The performance of the proposed algorithm is evaluated under different types of noise 

(Gaussian noise, Speckle noise, Salt and Pepper noise and Poisson noise), the results are listed in table 

5.3 

 

Table 5.3 The effect of different forms of noise attack. 

Noise type Proposed secured FWT DWT - FracFT 

Gaussian noise of variance 

10% 

0.8186 0.9275 

Salt and pepper noise of 

density 10% 

0.9743 0.9947 

Poisson noise 1 1 

Speckle noise of variance 

10% 

0.9645 0.9947 

 

5.3.3 Gaussian noise with Different Mean value and Variance = 0.01 

Attack 

When adding the Gaussian Noise to the watermarked image, and fix the value of the variance 

to 0.01 and changed the value of mean; the results of the proposed algorithm are listed in table 5.4. 

 

Table 5.4 The effect of Gaussian noise attack with different mean values and variance 0.01. 

Gaussian noise mean Proposed secured FWT DWT - FracFT 

0 1 1 

0.2 1 1 

0.4 1 1 

0.6 0.9645 0.9895 

0.8 0.8317 0.9104 

 

The effect of this attack on extracted watermark from both algorithms is shown in figure 5.2. 
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(a) DWT FracFT 

 

(b) Secured FWT algorithm. 

 

Figure 5.2 Extracted watermark under Gaussian noise attack with different mean value and variance 

0.01. 

 

5.3.4 JPEG Compression Attack 

Compress the watermarked image using lossy compression at different Quality values. The 

obtained results are listed in table 5.5, and extracted watermark under this attack is shown in figure 

5.3 

Quality=0 Quality=20 Quality=40 Quality=60 Quality=80 Quality=100

 

(a) DWT-FracFT 

Quality=0 Quality=20 Quality=40 Quality=60 Quality=80 Quality=100

 

(b) Secured FWT algorithm. 

 

Figure 5.3 The performance under JPEG Compression attack with different quality factor . 

 

Mean=0 Mean=0.2 Mean=0.4 Mean=0.6 Mean=0.8 
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Table 5.5 The performance of the proposed algorithms under JPEG Compression attack. 

Quality factor Proposed secured FWT DWT - FracFT 

0 0.0331 0.0469 

20 0.2688 0.3329 

40 0.7437 0.8822 

60 0.9793 0.9947 

80 1 1 

100 1 1 

 

5.3.5 Other Attacks 

 

Table 5.6 The performance of the proposed algorithms under different attacks. 

Attack Proposed secured FWT DWT - FracFT  

Gaussian LPF 1 1 

Median filtering -0.6468 -0.7562 

Motion blurring 0.8525 0.9895 

Sharpening 1 1 

 

5.3.6 Discussion of Results 

From the obtained results the enhancement achieved in security of the proposed 

algorithm was tested. Also the imperceptibility improved by about 4 decibels due to 

embedding in certain length of coefficients not all of them; also it is possible to embed more 

than one watermark at different positions. The robustness of the proposed algorithm tested 

under different attacks and in general it still good considering the other enhancements 

achieved.  

 

5.4 Performance Evaluation under Composite Attacks 

The main objective of this step and also the novelty is to test the performance 

of the watermarking process under real transmission conditions. In a step to simulate 

real condition for image transmission, expect that the transmission medium affect the 

transmitted watermarked image with more than one attack. So a new watermarking 

scheme in FWT was developed and tested under different combinations of attacks. 
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The proposed algorithm required to be robust under real transmission 

conditions. So some modifications to the algorithm proposed in 5.2 were done. The 

length of watermarked FracFT coefficients increased from 9000 to 13000 and the 

embedding factor K was increased to 10.5. The transformation angles remain the 

same. The same embedding and extraction steps are the same as the algorithm 

proposed in 5.2.  

It is well known that increasing the embedding factor as well as the length of 

FracFT coefficients to be watermarked has its impact on the imperceptibility of the 

proposed algorithm. These factors were chosen at the point that gives PSNR between 

original and watermarked image at the same level of that of DWT FracFT algorithm 

presented in chapter four. At the same time these modifications give very robust 

watermarking scheme, and here is the results obtained: 

Table 5.7 The PSNR and Correlation factor under no attack. 

Metric of Evaluation The proposed algorithm DWT - FracFT in chapter 

4 

PSNR +26.87dB +26.88dB 

Correlation 1 1 

 

In table 5.7 it is seen that both gives approximately the same results under no 

attack, now it is required to evaluate their performance under different combinations 

of attacks. 
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Table 5.8 The performance evaluation under different combinations of attacks. 

attack The proposed algorithm DWT - FracFT in chapter 

4 

Blurring + Gaussian low 

pass filter (GLPF) 

0.9021 0.9844 

Blurring + JPEG 

compression of Q=100 

0.9320 0.9895 

Salt and Pepper noise of 

density 10% + GLPF 

1 0.9895 

Salt and Pepper noise of 

density 10% + Poisson 

noise 

1 0.9947 

Gaussian noise of variance 

0.05 + Salt and Pepper 

noise of density 10%  

0.9693 0.9275 

Salt and Pepper noise of 

density 10% + Speckle 

noise of variance 0.1 

1 0.9793 

Salt and Pepper noise of 

density 10% +block size of 

(96×96) cropping 

1 0.9793 

Gaussian noise of variance 

0.05 + block size of 

(96×96) cropping 

0.9895 0.9693 

GLPF + block size of 

(96×96) cropping + 

Poisson noise 

0.9895 1 

Salt and Pepper noise of 

density 5% +Gaussian 

noise of variance 0.05 + 

Poisson noise 

0.9947 0.9549 
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From table 5.8 it is clear that the proposed algorithm gives better robustness. It 

is due to the strong watermarking done by choosing large embedding factor, as well as 

the good choice of fractional power affect the performance of the proposed 

watermarking algorithm. Beside the improved robustness, the imperceptibility still 

within acceptable range also security and capacity of the proposed algorithm were 

saved. 

 

5.5 Discussion 

1. The proposed algorithm gives improved security features than these algorithms 

proposed in chapter 4.   

2. Capacity also improved as it becomes possible to embed more than one watermark of 

different sizes at different positions. 

3. The effect of changing fractional power was taken into consideration and after many 

trials the transformation angles that achieve good watermarking requirements were 

found out. 

4. To simulate real transmission conditions by applying composite attacks some 

modifications in the proposed watermarking algorithm were done. and the 

performance was evaluated under these attacks. 
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CHAPTER                                                  6 

Watermarked Image Transmission 

through MC-CDMA Wireless 

Channel 

6.1 Overview 

In the watermarking process is to be carried out on the host image before 

transmission, and all attacks on watermarked image are a mean of simulating real 

transmission conditions and errors. In this chapter the performance of the previously 

proposed watermarking algorithms will be tested when the watermarked image is 

transmitted and received through simulated MC-CDMA wireless channel.  

 

6.2 The Proposed System 

The MC-CDMA system model in [36], for image transmission has two main 

modifications, incorporating an interleaving stage at the transmitter and a frequency-

domain equalization stage at the receiver. The system consists mainly of 6 stages, 

which are an image data formatting stage, a chaotic interleaving stage on the binary 

image data, a convolutional code stage, an OFDM modulation stage, spreading and 

scrambling stage and an equalization stage at the receiver. The block diagram of the 

proposed system model is shown in Figure 6.1. 
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Figure 6.1 Block diagram of the proposed MC-CDMA system for image transmission. 

The steps of the proposed MC-CDMA system model can be summarized as follows: 

1. Transform The image is into a pixel-by-pixel binary bits matrix. 

2. Reshaped this matrix into a square MM matrix. 

3. Apply chaotic randomization to this square matrix.  

4. Reshaped the square binary matrix again to its original dimensions and perform 

convolutional coding step. 

5. Spreading and scrambling stage. 

6.  Performed an OFDM modulation step is on the binary data. 

7. At the receiver, perform the equalization with frequency-domain equalizer. 

8. Despreading descrambling stage.  

9. Perform an OFDM demodulation process. 

10. Performed Convolutional decoding. 

11. Perform chaotic de randomization. 

12. Reshaped the square binary matrix after de randomization again into its original 

dimensions. 

13. Retrieve the image from the binary data.  
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6.3 Interleaving 

 Interleaving is a process that changes positions of bits transmitted on a channel. 

It does not add any stream. The reason for doing this is that whenever an error burst 

occurs, it usually covers multiple bit intervals. This leads to the loss of certain packets. 

For the case of fading channels or bursty channel, there is a need for data interleaving 

to prevent the loss of complete packets.  Interleaving can be performed with several 

schemes. The most popular of such schemes is the block interleaver.  It is operation is 

just a rearrangement of bits in a different manner but the block interleaving 

mechanism cannot combat the 2  2 error bursts. 

 

6.3.1 Chaotic Interleaving Scheme 

As mentioned in the previous section, the block interleaver is not efficient with 

2-D error bursts. As a result, there is a need for an advanced interleaver for this task. 

The 2-D chaotic Baker map in its discretized version is a good candidate for this 

purpose. After rearrangement of bits into a 2-D format, the chaotic Baker map is used 

to randomize the bits. The discretized Baker map is an efficient tool to randomize the 

items in a square matrix. Let B(n1,…..…,nk), denote the discretized map, where the 

vector, [n1, ….… ,nk], represents the secret key, Skey. Defining N as the number of data 

items in one row, the secret key is chosen such that each integer ni divides N, and n1 + 

…….. + nk = N. 

Let Ni = n1 + … + ni-1. The data item at the indices (r, s), is moved to the indices  

                                            (6.1)       

 

Where Ni ≤ q < Ni + ni,  0 ≤ z < N,  and  N1=0. 

         In steps, the chaotic permutation is performed as follows:  

1- Divide N × N square matrix is into N rectangles of width ni and number of 

elements N. 
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2- Rearrange the elements in each rectangle to a row in the permuted rectangle. 

Rectangles taken from left to right beginning with upper rectangles then lower 

ones. 

3- Scan each rectangle begins from the bottom left corner towards upper 

elements. 

Figure 6.2 shows an example for chaotic interleaving of an 8 × 8 square matrix (i.e. 

N = 8). The secret key, Skey = [n1, n2, n3] = [2, 4, 2]. Note that, the chaotic interleaving 

mechanism has a better treatment to both 1-D and 2-D error bursts than the block 

interleaving mechanism. Errors are betterly distributed to bits after de-interleaving in 

the proposed chaotic interleaving scheme. As a result, a better PSNR of the received 

images can be achieved with this proposed mechanism. Moreover, it adds a degree of 

security to the communication system. At the receiver, a chaotic de-interleaving step is 

performed. 

 

                      

 
(a)                                                         (b)                                                              (c)                      

 

 

Figure 6.2 Chaotic interleaving of an 8  8 matrix. 

(a) Shaded bits are bits affected by error bursts. (b) Chaotic interleaving of the matrix. (c) Effect of error 

bursts after de-interleaving. 

 

6.4 Frequency-Domain Equalization  
 

In multicarrier systems, linear frequency-domain equalization is preferred to time 

domain equalization, because the channel is divided in to a group of sub-channels with 

approximately flat fading. In that case, linear frequency-domain equalization becomes 

a simple and efficient technique to suppress the ISI caused by the multipath 
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environment and thereby improves the performance of the communication system. 

There are different kinds of linear equalization in the frequency domain such as Linear 

Minimum Mean Square Error (LMMSE) equalizer, and the Zero Forcing (ZF) 

equalizer.  

        For given statistics of the additive noise and the users’ data, a better equalizer is 

the one that can minimize the MSE and partially remove the ISI. This equalizer is 

called the LMMSE equalizer. It is generally preferred to the ZF equalizer because of 

its better treatment to noise.  

            A major advantage of equalization in frequency domain is the low 

computational complexity. The price to be paid is a reduction of the data rate caused 

by the insertion of a cyclic prefix, where the last NCP symbols in the group of P 

observed symbols are copied to the front of the data group before transmission. The 

cyclic prefix process is illustrated in Figure 6.3. This cyclic extension is removed at 

the receiver before the FFT. Then, the FFT is made on the original P symbols. The 

linear convolution process in the channel is now equivalent to a circular convolution, 

because of the existence of the cyclic prefix. After removal of the cyclic prefix, the 

frequency domain equalization can be performed. 

 

 

6.5 Simulation Results for MC-CDMA System 

        In this section, several experiments are carried out to test the performance of the 

image watermarking algorithms. The PSNR is used to measure the quality of the 

reconstructed images at the receiver. The 512×512 watermarked Lena image obtain 

P chips    

 NCP CP 

Figure 6.3 Block structure of cyclic prefix assisted block transmission. 
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from the proposed algorithms is used. Both AWGN and fading channels are 

considered in the simulation experiments.  LMMSE channel equalization is used in the 

experiments. The convolutional coding is adopted as the error correction coding 

scheme in the experiments. Each user transmits BPSK information symbols. The 

wireless channel model used in the simulation experiments is The SUI-3 channel 

model, which is one of six channel models adopted by the IEEE 802.16a standard for 

evaluating the performance of broadband wireless systems in the 2–11 GHz band. It 

has three Rayleigh fading taps at delays of 0, 0.5 and 1 s, with relative powers of 0 

dB, -5 dB, and -10 dB, respectively. The fading is modeled as quasi-static (unchanging 

during a block). The simulation parameters are summarized in Table (6.1). 

Table 6.1 Simulation parameters. 

 

 

 

 

 

 

 

 

6.5.1 Simulation Results for DWT-FracFT Algorithm  

The watermarked image obtained from DWT-FracFT algorithm presented in 

chapter 4 is transmitted over the MC-CDMA channel. The PSNR between the 

watermarked image before transmission and the reconstructed one after the receiver 

will be calculated to show how much the transmission affect the watermarked image, 

after that the watermark image will be extracted from the received image. The 

transmission process will be repeated at different signal to noise ratios (10 to 30 db) of 

the MC-CDMA transmission system. The results for that algorithm are shown in 

figure 6.4 (a – j). 

Transmitter 

Modulation BPSK 

Image size  512512 

Cyclic prefix 20 samples. 

Transmitter 

IFFT size 
M= 256 symbols. 

Chaotic map size 512512 

Coding scheme Convolutional 

 

Channel 

Fading channel SUI3 channel 

Noise 

environment 
AWGN 

Receiver 

Equalization LMMSE 

Channel 

estimation 
Perfect 
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(a) Received watermarked image at SNR=10 

PSNR= 34.9423dB. 
(b) Extracted watermark at SNR =10 

Correlation = 1. 

 

 

(c) Received watermarked image at SNR=15 

PSNR= 47.9006 dB. 
(d) Extracted watermark at SNR =15 

Correlation = 1. 

 

 

(e) Received watermarked image at SNR=20 

PSNR= 53.1583dB. 
(f) Extracted watermark at SNR =20 

Correlation = 1. 

 

 

(g) Received watermarked image at SNR=25 

PSNR= 78.2338 dB. 
(h) Extracted watermark at SNR =25 

Correlation = 1. 

 

 

(i) Received watermarked image at SNR=30 

PSNR= Infinity. 
(j) Extracted watermark at SNR =30 

Correlation = 1. 

 

Figure 6.4 The received DWT-FracFT Watermarked image with MC-CDMA in five cases 

over an SUI-3 Rayleigh fading channel at SNR= (10 to 30 dB). 
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6.5.2 Simulation Results for Secured FWT Algorithm (9000 

Coefficients) 

This sub section presents the result for secured FWT watermarking algorithm 

presented in chapter 5 in section 5.2 where 9000 FracFT coefficients were used. 

The obtained results are shown below in figure 6.5 (a – j). 

 

 

(a) Received watermarked image at SNR=10 

PSNR= 34.9078 dB. 

(b) Extracted watermark at SNR =10 

Correlation = 1. 

 

 

(c) Received watermarked image at SNR=15 

PSNR= 48.9132 dB. 

(d) Extracted watermark at SNR =15 

Correlation = 1. 

 

 

(e) Received watermarked image at SNR=20 

PSNR= 61.3249 dB. 

(f) Extracted watermark at SNR =20 

Correlation = 1. 

 

 

(g) Received watermarked image at SNR=25 

PSNR= infinity. 

(h) Extracted watermark at SNR =25 

Correlation = 1. 

 

 

(i) Received watermarked image at SNR=30 

PSNR= Infinity. 

 

(j) Extracted watermark at SNR =30 

Correlation = 1. 

Figure 6.5 The received FWT Watermarked (9000 coefficients) image with MC-CDMA in 

five cases over an SUI-3 Rayleigh fading channel at SNR= (10 to 30 dB). 
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6.5.3 Simulation Results for Secured FWT Algorithm (13000 

Coefficients) 

This sub section presents the result for secured FWT watermarking algorithm 

presented in chapter 5 in section 5.4 where 13000 FracFT coefficients were used and 

test its performance under composite attacks. 

The obtained results are shown below in figure 6.6 (a – j). 

 

 

(a) Received watermarked image at SNR=10 

PSNR= 34.6551dB. 

(b) Extracted watermark at SNR =10 

Correlation = 1. 

 

 

(c) Received watermarked image at SNR=15 

PSNR= 47.4680 dB. 

(d) Extracted watermark at SNR =15 

Correlation = 1. 

 

 

(e) Received watermarked image at SNR=20 

PSNR= 58.7867dB. 

(f) Extracted watermark at SNR =20 

Correlation = 1. 

 

 

(g) Received watermarked image at SNR=25 

PSNR= 78.2338 dB. 

(h) Extracted watermark at SNR =25 

Correlation = 1. 

 

 

(i) Received watermarked image at SNR=30 

PSNR= Infinity. 

(j) Extracted watermark at SNR =30 

Correlation = 1. 

Figure 6.6 The received FWT (13000 coefficients) Watermarked image with MC-CDMA in 

five cases over an SUI-3 Rayleigh fading channel at SNR= (10 to 30 dB). 
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The obtained results were summarized in tables 6.2 and 6.3.  

 

Table 6.2 PSNR between transmitted watermarked image and received one. 

System SNR DWT - FracFT in  

4.2 

FWT with 9000 

coefficients in 5.2 

FWT with 13000 

coefficients in 5.4 

10 34.9423 34.9078 34.6551 

15 47.9006 48.9132 47.4680 

20 53.1583 61.3249 58.7867 

25 78.2338 Infinity 78.2338 

30 Infinity Infinity Infinity 

 

 

Table 6.3 Correlation between original and extracted watermark from received image. 

System SNR DWT -FracFT in  

4.2 

FWT with 9000 

coefficients in 5.2 

FWT with 13000 

coefficients in 5.4 

10 1 1 1 

15 1 1 1 

20 1 1 1 

25 1 1 1 

30 1 1 1 

 

As shown in figures 6.4, 6.5 and 6.6 and tables 6.2 and 6.3, increasing the SNR 

of the MC-CDMA transmission system enhances the PSNR between watermarked 

image before and after transmission. All the three algorithms gave perfect extracted 

watermark of correlation coefficient equal 1 at different values of SNR. 

 

6.6 Discussion 

The best three watermarking algorithms presented in this thesis were tested 

after real transmission conditions. Their output watermarked image was fed to the 

MC-CDMA wireless system input. The PSNR between the received watermarked 

image and the watermarked image before transmission was calculated to find out the 

effect of the transmission channel on it. This process was repeated at different values 
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of system SNR values, and then the received watermarked images were processed to 

extract the watermark image from it. All the proposed watermarking algorithms 

proved to be robust under these simulated transmission conditions and all of them gave 

perfect extraction. 
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7                           CHAPTER                        

Conclusions and Future Work 

7.1. Conclusions 

In this thesis, a secured approach was presented for digital image watermarking. 

The proposed approach depends on cascading Fractional Fourier Transform FracFT 

with different transform domains. robust and secured watermarking algorithm that 

preserve both the visual quality of the watermarked image was obtained. also allow 

multiple watermarks to be embedded and extracted from one host image. The main 

contribution offered by FracFT is security as the use of transformation angles in both 

X and Y directions as secret keys without them the embedded watermark cannot be 

extracted. 

 

The embedding and extraction of the binary watermark depends on the use of 

two generated PN sequences with secret key, these sequences are being used at 

embedding and extraction. After embedding, the Peak Signal to Noise Ratio PSNR 

between the original and the watermarked image was calculated to verify the 

imperceptibility of the algorithm. After extraction the correlation factor between 

original and extracted watermark was calculated to verify the robustness of the 

algorithm. 

 

After comparing the performance of the following transformation that includes 

cascaded Discrete Wavelet Transform with FracFT (DWT-FracFT), Discrete Cosine 

Transform FracFT (DCT-FracFT), Discrete Sine Transform FracFT (DST-FracFT) 

and (FracFT) it is found that DWT-FracFT gives best robustness so more work done to 

develope a new secured semi blind watermarking algorithm in joint (DWT-FracFT). 

This joint transform may simply called Fractional Wavelet Transform FWT. All the 
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proposed algorithms were intentionally attacked with different image processing 

attacks to verify both the security and the robustness of them. 

 

In a step to simulate real transmission condition of watermarked images, 

different combinations of attacks were used to test the performance of the proposed 

algorithm under composite attacks. 

 

The same concept of using two PN sequences in embedding and calculating 

correlation at extraction was used in all the proposed algorithms, so they all suffer 

from the same type of attack (rotation and median filtering) which make re ordering of 

the coefficients. 

 

7.2. Future Work 

              The future work can be summarized as follows: 

1-Implementing image watermarking technique that can defense against re 

ordering attacks employing template based watermarking. 

2- Work on multiple watermark algorithms. The concept of digital signature 

can be combined with multiple watermarking to detect any forgery in the host 

image. 

3- Application of Fractional Fourier Transform in data hiding and image 

encryption. 

4-Test different cascading of FracFT with more than single transform (joint 

three transforms) could be studied to improve the robustness. 
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ضافة العالمات المائية إلى الصور الرقمية في نطاقات التحويلإ  

 

 ةالرسالملخص 
 

 مجال األبحاث الجديدة نسبيا التي اجتذبت اهتمام يمثل  إضافة العالمات المائية للصور الرقمية

 ، وأصبح واحدا منعلى حد سواء ةيفي األوساط األكاديمية والصناع الباحثين العديد من

 .متعددةالسائط الومعالجة اإلشارات و مجاللبحوث في لسخونة  المواضيع األكثر

  المكاني النطاقفي  عملية إضافة العالمات المائيةيمكن إجراء(Spatial Domain)  أو في

إضافة  المتطلبات الرئيسية لخوارزميةومن أهم   (Transform Domain)نطاقات التحويل

 .السعةاألمن و ،متانةال، مليةالتكا هي العالمات المائية فى الصور الرقمية

 المستضيفةقل تأثير على الصورة قوية ولها أخوارزمية تطوير العديد من الباحثين مهتمين ب 

 تبحث في مجاالهذه األطروحة ت لذا فإن قضية األمنب خاص إهتمام أولىمنهم  قليلولكن 

فة عالمة مائية الى إضاللحصول على خوارزمية  ةمشتركالالتحويل المختلفة وكذلك التحويالت 

 السابق ذكرها. الصور الرقمية تحقق االربعة متطلبات الرئيسية

  الجزئيةفورير  تحويلةختبار إتم  الصددفى هذه (FracFT) تحويل مختلفة  تمع مجاال

ختيار تحويلة فورير الجزئية حيث انه من خاللها ، تم إللحصول على الخوارزمية المطلوبة

عة للخوارزمية المقترحة من خالل استخدام زوايا التحويل وطول يمكن تحسين السرية والس

تم اختيار   يمكن استخرا  العالمة المائية كذلكالمعامالت المعدلة كمفاتيح سرية بدونهما ال

وير خوارزمية لما تتمع به من خصائص تمكن من تط (DWT)تحويلة المويجات المنفصلة 

 ضيفة.قل فى الصورة المستقوية وتعطى تشوهات أ

  جديدة من خالل دمج التحويالن السالف ذكرهم فى خوارزمية واحدة تم تطوير خوارزمية

   الواجب توافرها. ربعة االساسيةتتمكن من تحقيق المتطلبات اال

 

 كالتالي: بيانها ابواب إلى سبعة وقد تم تقسيم محتويات الرسالة  

 

 يتناول أهمية موضوع الرسالة والغرض منه. -:األول الباب
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 ها، متطلباتها، وتطبيقاتإضافة العالمات المائية للصور الرقميةعن  تفصيليةيقدم دراسة  -:الثاني الباب

 .تواجه اى خوارزميةتقييم األداء التي نستخدمها والهجمات المختلفة التي قد ورد مقاييس يكما . هاوتقنيات

 

المستخدمة في  العالمة المائية استخرا لتضمين و واإلجراءات المقترحة الخطواتم يقد -الثالث: الباب

كما يستعرض  . لخوارزمية المقترحة في إطار هجمات مختلفةلالمنفصلة واعطاء تقييم  تحويل المويجات

ة لعالمة المائيلستخرا  االمع تطبيقاتها المختلفة، والتضمين، وأيضا  (FRFT) الجزئيةتحويلة فورير 

 .وتقييمها

 

خوارزميات للتحويالت  ربعةأقتراح فيه ناثنين من المجاالت، و وصل يعطي مفهوم  -الرابع: الباب

ومقارنتها  لعمليية اضافة العالمات المائية للصور الرقمية فى هذه النطاقات المختلفةتقييم نقدم  و الموصولة

 معا.

. 

حويلة المويجات النفصلة الموصولة مع تحويلة فورير ت تحسينات على خوارزمية فيه نقدم -الخامس: الباب

اختبار  تم و لسعة.األمن وا كال من من أجل تعزيز الرابعالمقترحة في الفصل   (DWT-FRFT)الكسرية 

الهجمات، في خطوة لمحاكاة ظروف انتقال  وتقييم أداء الخوارزمية المقترحة في إطار مجموعات مختلفة من

 .ائيةمالعالمة الصورة ة لحقيقي

 

يدرس عملية نقل الصورة التى تم اضافة اليها عالمة مائية عبر قناة اتصال السلكية ثم  -الباب السادس:

استخرا  العالمة المائية من الصورة المستلمة لدراسة تاثير ظروف النقل الحقيقية على الخوارزميات 

 المقترحة فى الرسالة.

 

 من إستنتاجات في هذه الرسالة و خطط العمل المستقبلية. يتناول ما تم التوصل إليه -: سابعال الباب

 

 وقد ذيلت الرسالة بالمراجع.

 

 

 

 

 



 

 
 

 

 جامعة المنوفية
  اإللكترونية بمنوف كلية الهندسة 

 الكهربية اإلتصاالتو اإللكترونياتقسم هندسة 
 

ضافة العالمات المائية إلى الصور الرقمية في إ
 نطاقات التحويل

من قسم هدندسة  اإلتصاالت اإللكرتونية ختصص هدندسة دندسةاهل املاجستري يف ـــةدرج ـىحصول علـلل ـةمقدم ةرسال
 االتصاالت الكهربية

 نــــم

 إيهاب حلمى محمد الشاذلىالمهندس/ 
 

 (0224) اإللكرتونية قسم هدندسة اإللكرتونيات واالتصاالت الكهربيةسة ددناهل يف وســـيور بكال
   املدنوفيةـــة عـجام –  اإللكرتونية مبدنوف ةاهلدندس كلية

 لـجنة الـفحص والمناقشة
 
  مظهر بسيونى طايل /.دأ.

   الكهربيةهندسة البقسم  متفرغ أستاذ
 االسكندريةجامعة 
 

                                 السيد محمود الربيعي /.دأ.
   بقسم هندسة اإللكترونيات واإلتصاالت الكهربية أستاذ

   جامعة المنوفية -كلية الهندسة اإللكترونية بمنوف 
 

حسنين محمود عبد العزيز ابراهيم /.أ.د    
   بقسم هندسة اإللكترونيات واإلتصاالت الكهربية تفرغم أستاذ

جامعة المنوفية -كلية الهندسة اإللكترونية بمنوف   

 
2012 

(                                              ) 

(                                              ) 

(                                              ) 



 

 
 
 

 جامعة المنوفية
  اإللكترونية بمنوف كلية الهندسة 

 الكهربية اإلتصاالتو اإللكترونياتقسم هندسة 
 

ضافة العالمات المائية إلى الصور الرقمية في إ
 ويلنطاقات التح

 

دندسة اإللكرتونية ختصص هدندسة اإلتصاالت من قسم هدندسة اهل املاجستري يف ـــةدرج ـىحصول علـلل ـةمقدم رسالة
 االتصاالت الكهربية

 نــــم

 إيهاب حلمى محمد الشاذلىالمهندس/ 
 (0224اهلدندسة اإللكرتونية قسم هدندسة اإللكرتونيات واالتصاالت الكهربية ) يف وســـيور بكال

   ـــة املدنوفيةعـجام – اهلدندسة اإللكرتونية مبدنوف كلية 

 شرافاإللـجنة 
                                الربيعي محمود السيد / .دأ. 

   بقسم هندسة اإللكترونيات واإلتصاالت الكهربية أستاذ
 جامعة المنوفية -كلية الهندسة اإللكترونية بمنوف 

 
 محمود على عاشور/ . دأ. 

 رئيس مركز النظم وتصميم الدوائرأستاذ و 
 هيئة الطاقة الذرية المصرية

 

    أ.د. حسن كاظميان

 أستاذ بجامعة متروبوليتان بلندن
  

 (                      )                                      عالء الدين محمد عباس . /د
   الكهربية اإلتصاالتو اإللكترونياتمدرس بقسم هندسة 

 جامعة المنوفية - اإللكترونية بمنوفكلية الهندسة     

 
2012 

(                                              ) 

(                                              ) 

(                                              ) 



 

 
 
 

 جامعة المنوفية
  اإللكترونية بمنوف كلية الهندسة 

 الكهربية اإلتصاالتو اإللكترونياتقسم هندسة 
 

ضافة العالمات المائية إلى الصور الرقمية في إ
 نطاقات التحويل

 

دندسة اإللكرتونية ختصص هدندسة اإلتصاالت من قسم هدندسة اهل ستري يفاملاج ـــةدرج ـىحصول علـلل ـةمقدم رسالة
  االتصاالت الكهربية

 نــــم

 إيهاب حلمى محمد الشاذلىالمهندس/ 
 (0224اهلدندسة اإللكرتونية قسم هدندسة اإللكرتونيات واالتصاالت الكهربية ) يف وســـيور بكال

   وفيةـــة املدنعـجام – اهلدندسة اإللكرتونية مبدنوف كلية 
 اإلشــراف ـــةجنـل

 الربيعي محمود السيد / .دأ. 
 بقسم هندسة اإللكترونيات واإلتصاالت الكهربيةأستاذ 

 جامعة المنوفية -كلية الهندسة اإللكترونية بمنوف 

 
 محمود على عاشور/ . دأ. 

 أستاذ ورئيس مركز النظم وتصميم الدوائر
 هيئة الطاقة الذرية المصرية

 

 يانأ.د. حسن كاظم

 أستاذ بجامعة متروبوليتان بلندن

 
 عالء الدين محمد عباس . /د

 الكهربية اإلتصاالتو اإللكترونياتمدرس بقسم هندسة 
 جامعة المنوفية - اإللكترونية بمنوفكلية الهندسة 

2102 
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